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A Message From The Inspector General

I am pleased to present the first annual performance plan for the Office of Inspector General
(OIG), Department of Homeland Security (DHS). The purpose of the plan is to inform DHS,
Congress, and the American taxpayer of the work that the OIG will undertake during the
remaining months of fiscal year 2003.

Since this office was formally established on January 24, 2003, a stellar management team

has been assembled to help me manage a workforce of 456 people. As described throughout
the plan, these dedicated employees will enable me to meet my responsibilities as set forth in
the Inspector General Act of 1978, as amended. In brief, those responsibilities are to inspect,
audit, and investigate the programs and operations of the department with a view to promoting
effectiveness, efficiency, and economy. We work to find, and to the extent possible, to prevent
fraud, waste, abuse, and mismanagement. The goals and objectives incorporated in the plan
emphasize program performance and results as envisaged by the Government Performance
and Results Act of 1993. Underlying each of the OIG’s performance goals are strategic work
projects aimed to help answer two fundamental questions—How is DHS’ money spent and how
much safer is our country because of these expenditures?

Since the horrific terror attacks on the United States on September 11, 2001, the issue of
homeland security has rightly moved to the front of the nation’s agenda. America’s ability to
protect itself against terrorist threats depends on whether DHS accomplishes its mission. The
OIG plays a critical role in helping the department achieve its mission. This document reiterates
the OIG’s statutory mission, articulates OIG strategies for achieving its goals, and describes the
evaluation methods that will be used to measure OIG performance.

This plan is a fluid document that will be updated throughout the year to reflect the emerging
priorities of DHS and to ensure that OIG products and services address questions and issues
that decision makers care about. It focuses on programs and activities that will make the most
significant contributions to the achievement of the DHS mission.

Clark Kent Ervin
Acting Inspector General
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Chapter 1 Introduction

ince the horrific terror attacks on the United States on September 11,

2001, securing our nation against another terror incident on American

soil has become the most important challenge facing our nation today,

and creating DHS was one of the most important steps toward meeting
that challenge. The primary mission of DHS is, simply put, the protection of the
American people. The fulfillment of that mission, however, cannot be put into
simple terms. It is a challenge of monumental scale and complexity. It involves
the consolidation of border and transportation security functions, the merger of
preparedness, mitigation, and response activities, the creation of a central point to
map terrorist threats against vulnerabilities in our critical infrastructure, and the
coordination of homeland security research and development efforts. In addition,
DHS must ensure that non-homeland security activities, such as responding to
natural disasters or saving lives at sea, are not neglected.

The DHS Office of Inspector General (OIG) was established by the Homeland
Security Act of 2002 (Public Law 107-296) by amendment to the Inspector
General Act of 1978. Like other political appointees, the Inspector General is
appointed by the President and subject to Senate confirmation. Unlike other
senior department officials, however, the Inspector General can be removed

only by the President, who must then notify Congress, and explain his reasons.
This is to ensure that the Inspector General can be truly independent from the
department he or she is responsible for overseeing and objective in reviewing its
programs and operations. The Inspector General’s institutional independence

and objectivity lend special credibility to the work of the OIG. The Inspector
General has a dual reporting responsibility, to the Secretary of DHS and to the
Congress. It is the role of the OIG to assist DHS in fulfilling its mission, strategic
goals, and objectives in an efficient, effective, and economical manner, and to
ensure the integrity of DHS’ programs and operations. The OIG accomplishes
this through audits, inspections, and investigations. In addition to these traditional
activities, the OIG also participates in an advisory capacity on department task
forces and working groups charged with developing regulations and systems or
improving policies and processes. The OIG hopes to increase its participation in
such forums as part of its efforts to convince DHS managers to view OIG as an
internal consulting firm that should be brought in for advice before programs and
activities are begun, so that problems can be minimized and successes maximized.




Participation on these task forces and working groups will afford the OIG added
opportunities to convey to DHS managers an independent perspective, based on
audit, inspection, and investigative experiences, on ways to improve program
performance.

This planning document marks the first annual performance plan for the OIG.

It reflects the OIG’s major audit and inspection initiatives and priorities for the
period March 1 through September 30, 2003. It is by no means, however, cast in
stone. The OIG recognizes that its plans must be flexible to account for certain
uncontrollable or unpredictable factors, such as special requests that may be
made from time to time by DHS management officials or Congress. The OIG is
committed to maintaining open channels of communication, understanding, and
cooperation with DHS management and Congress to ensure that the OIG’s work
is accurate, useful, timely, and fair.




Chapter 2 Overview of the
Office of Inspector General

or fiscal year 2003, the OIG is authorized 456 positions. Of the 456
authorized positions, approximately 180 employees are located in the
Washington, D.C. headquarters office. The remaining positions are
located in 21 field offices throughout the United States.

To be responsive to the needs of DHS management and the Congress, the OIG’s
organizational structure not only must reflect the OIG mission and goals, it also
must reflect the strategic priorities of DHS. To this end, the OIG is organized,
as reflected in the following organizational chart, to ensure adequate audit,
inspection, and investigative coverage of DHS’ multifaceted and geographically
dispersed programs and activities.
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Essentially, the OIG functions through five major units, each headed by an
Assistant Inspector General- Audits, Investigations, Inspections, Information
Technology, and Administrative Services. The following is a brief description of
each of those organizational elements.




Office of Audits. The Office of Audits provides the OIG with the ability to
examine a program or activity in a formalized, detailed, and in-depth way.

The primary thrust of an audit is to ascertain whether a program or activity is
managed in an effective, efficient, and economical manner, and whether desired
results are being achieved. This office oversees the annual audits of the DHS
financial statements, has an extensive field office network capable of performing
disaster relief and other grant reviews, and conducts important program audits of
DHS operations, to the extent resources permit. It also includes a sophisticated
acquisition and contract management audit capability, building on a small existing
staff. The office currently has 221 authorized positions.

Office of Investigations. The Office of Investigations investigates alleged
criminal and non-criminal misconduct of DHS employees and contractors and
grantees affiliated with DHS programs and operations. Most investigations are
reactive in nature in that the work is responsive to allegations received from a
wide array of sources, e.g., DHS management and employees, the various internal
affairs units within DHS, other OIG units, Congress, grant recipients, and the
general public. In addition, cases are generated through proactive efforts, i.e.,
projects specifically designed to identify illegal activity. Auditors and inspectors
are often enlisted to support these proactive efforts. The office currently has 141
authorized positions.

Office of Inspections, Evaluations. and Special Reviews. The Office of
Inspections, Evaluations, and Special Reviews complements the Audits Division

by providing quicker and less detailed program management studies, policy
analyses, and program evaluations. This office is expected to provide quick
responses to assignments that are tailored to meet special concerns of DHS
management, the Congress, and the Inspector General. The office currently has
24 authorized positions.

Office of Information Technology. The Office of Information Technology

will house the information technology expertise necessary to evaluate DHS’
information management, cyber infrastructure protection, and systems integration
activities. This office also assesses DHS’ security program as mandated by the




Federal Information Security Management Act. The office currently has 22
authorized positions.

Office of Administrative Services. The Office of Administrative Services
provides critical support functions associated with the OIG’s operations, i.e.,
budget formulation and execution, personnel management, procurement, travel,
accounting services, facilities, security, and development and maintenance of
internal information technology and telecommunication systems. This office is
also responsible for the production of the OIG’s semiannual reports to Congress.
The office currently has 32 authorized positions.




Chapter 3 Fiscal Year 2003
Planning Approach

Ithough the OIG was formally established on January 24, 2003, this

plan covers the period from March 1, 2003, through September 30,

2003. It was not until March 1st that OIG employees, positions, and

resources were transferred from six other federal OIGs to form the
new DHS OIG.

The Annual Performance Plan is the OIG’s formal action plan for managing
workload and resources. It is designed to achieve our mission as set forth

in the Inspector General Act of 1978, as amended, while addressing DHS’
priority strategic objectives. It also reflects the interests and concerns of DHS
senior management officials, the Congress, and the Inspector General based on
experience, current plans and priorities, and future goals and objectives.

In establishing priorities, the OIG placed particular emphasis on legislative
mandates, such as the Chief Financial Officer’s Act and the Federal Information
Security Management Act, DHS’ critical mission areas, the President’s
Management Agenda, the Secretary’s priorities, Congressional priorities, and the
most serious management challenges facing DHS.

DHS’ critical mission areas include:

Intelligence and Warning

Border and Transportation Security

Domestic Counterterrorism

Protecting Critical Infrastructure and Key Assets
Defending against Catastrophic Threats
Emergency Preparedness and Response

The President’s Management Agenda addresses the following:

Strategic Management of Human Capital
Competitive Sourcing

Improve Financial Performance
Expanded Electronic Government
Budget and Performance Integration




The OIG, in coordination with DHS, General Accounting Office (GAO), and
those legacy OIGs that now make up DHS OIG, identified the following program
and functional areas that represent the most serious management challenges
facing DHS:

Establishing the Department of Homeland Security
Border Security

Transportation Security

Port Security

Information Technology and Security

Financial Management

Contract and Grants Management

The OIG used these management challenges as a basis for prioritizing OIG
projects. Each of these programs and functional areas has a significant impact
on DHS’ ability to accomplish its mission and are priorities of both the Secretary
and Congress. In addition, keeping with the priorities of both the Secretary

and Congress, the OIG will focus attention on DHS’ “non-homeland” mission.
Particular attention will be given to the Coast Guard’s non-homeland mission,

as mandated by the Homeland Security Act, and to natural disaster response and
recovery activities.

These programs and functions are not an all-inclusive inventory of DHS’
activities. Rather they represent those activities that are the core of DHS’ mission
and strategic objectives. By answering certain fundamental questions regarding
each of these program and functional areas, the OIG will determine how well
DHS is performing and will be able to recommend ways for improving the
effectiveness, efficiency, and economy of DHS’ programs and operations.

The OIG will strive to have a close and collaborative working relationship with
the senior management of DHS. Nevertheless, the role of the OIG will be one of
independence and objectivity, providing analytical, consultative, and constructive
criticism of DHS’ programs and operations.




Chapter 4 Allocation of
Resources

f the OIG’s 456 authorized positions, approximately sixty percent
has been allocated to the audit or inspection of DHS’ financial
management systems, information technology initiatives, major
acquisitions, grant programs, and critical mission areas, particularly
border and transportation security. This includes audits and inspections of DHS’
non-homeland security activities, such as the disaster relief program and the Coast
Guard’s search and rescue activities. The primary objective of the OIG’s audits
and inspections is to increase the effectiveness, efficiency and economy of DHS’
programs and operations. Another thirty percent is dedicated to the detection
and prevention of fraud, waste, and abuse within DHS and by its grantees and
contractors. Particular attention is being given to those DHS programs and
activities that are most vulnerable to mismanagement or misconduct. Finally,
about ten percent of the OIG’s resources are being used for administrative
activities in support of the audit, inspection, and investigative operations.

Like DHS, many challenges must be overcome before the OIG’s full potential as
agents of positive change becomes a reality. First and foremost is the availability
of resources. OIG resources are being stretched to the limit and the demands
being placed on them is growing. As it now stands, the OIG’s workforce

level is not commensurate with the breadth, depth, and complexity of DHS’
operations. The continued support of the Administration and Congress will be
necessary to ensure that there is measured growth to achieve parity with the OIG’s
responsibilities. Without significant growth, the OIG’s ability to carry out its
statutory mission and responsibilities, as well as the most basic services, such as
auditing DHS’ financial statements or investigating blatant cases of fraud, will be
severely impaired.

Also, other external factors could affect the achievement of the OIG’s priorities
that are identified in this plan, such as unplanned, resource intensive, but
nevertheless important, “quick turnaround” requests by the Secretary and
Congress, or new legislative mandates and unfunded audit, investigative, and
inspection requirements. These critical outside and uncontrollable influences
could divert resources away from other critical priorities, including evaluating the
performance of DHS’ programs and operations as they relate to the President’s
Management Agenda, the Secretary’s and Congress’ other priorities, and the most
serious management challenges facing DHS.




Chapter 5 Performance Goals
and Measures

n support of DHS’ mission to protect the homeland from terrorist attacks,
the OIG has developed the following three operational goals and strategic
objectives to provide the focus of its efforts during fiscal year 2003:

Goal One: Add Value to DHS Programs and Operations.

Strategic Objective: Build relationships with management and Congress, based
on shared commitment to improve DHS programs and operations.

Goal Two: Ensure Integrity of DHS Programs and Operations

Strategic Objective: Perform work that identifies vulnerabilities and systemic
weaknesses; exposes fraud, waste, and abuse; and results in timely corrective
actions and enforcement.

Goal Three: Deliver Quality Products and Services.

Strategic Objective: Promote a positive environment with a skilled, diverse and
motivated staff who deliver quality products and services in a timely fashion.

This performance plan lays the groundwork for all management decisions
affecting OIG resources - people and budget - and sets the direction for the
remainder of FY 2003. By establishing goals and objectives and identifying
strategies for achieving them, the OIG is able to prioritize and pursue a robust
program of audits and inspections. Laying such groundwork at this juncture of
the OIG’s inception will lay the foundation for developing a comprehensive five-
year strategic plan.




Performance Measures

In the development of performance measures, consideration was given to the
Inspector General Act of 1978, as amended, which mandates the reporting of
certain statistics and related quantitative data to the Secretary and Congress. In
addition to those mandatory requirements, performance measures identified here
will serve as a basis to determine the overall effectiveness of OIG work.

Goal One: Add value to DHS Programs and Operations.

Measure: Build relationships with management and Congress, based on shared
commitment to improve DHS programs and operations, as measured by:

o Extent to which DHS and congressional priorities are incorporated into the
OIG annual performance plan (75%).
o Extent to which audits and inspections address the President’s

Management Agenda, the most serious management challenges of DHS as
defined by the OIG, DHS’ priority strategic objectives, and the programs
identified by OMB’s program assessment rating tool process (75%).

o Degree to which resources (percentage of staff time) are allocated to the
highest priority activities identified in the OIG’s annual performance plan
(75%).

o The number of inspections and audits that are completed within six
months of the project start date (75%).

o The number of complaints and allegations processed within 24 hours
(75%).

o Extent that constructive comments are made whether prescribed

timeframes on relevant legislation, regulations, and directives aftecting
DHS programs and operations (75%).

o Frequency of positive feedback on all reports from DHS, Congress, or
other customers on the effectiveness, quality, and timeliness of OIG
products and services (50%).

o Extent to which DHS invites OIG staff to participate in DHS-sponsored
work groups, committees, task forces, training, seminars, and conferences
(50%).
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o Frequency of meetings and briefing with Congress and DHS executive
officials about OIG-related activities (no less than quarterly).

Goal Two: Ensure Integrity of DHS Programs and Operations

Measure: Perform work that identifies vulnerabilities and systemic weaknesses;
exposes fraud, waste, and abuse; and results in corrective actions and
enforcement, as measured by:

o Percentage of performance plan projects accomplished (75%).

o Extent to which statutory and regulatory requirements, such as the annual
audits of DHS’ financial statement are being satisfied (75%).

o Extent to which OIG work involving DHS’ management controls, financial

systems, information management systems, and grants management is
useful to DHS managers for decisionmaking (75%).

o Percentage of OIG audit recommendations accepted and implemented by
DHS management (75%).

o Percentage of monetary recoveries sustained in comparison with amount
recommended, including fines, penalties, and settlements (75%).

o Percentage of referred investigative cases resulting in enforcement action,

(i.e., indictments, convictions, civil filings, suspensions and debarments,
adverse personnel actions) (75%).

o Number of hotline complaints that are satisfactorily processed for
investigations or management action (75%).
o Frequency of formal communication with DHS personnel and the public,

i.e., fraud awareness presentations, news media promotions of the hotline,
audio fraud alerts, distribution of OIG literature, posters, brochures, etc.
(at least one quarterly).

Goal Three: Deliver Quality Products and Services.
Measure: Promote a positive work environment with a skilled, diverse, and

motivated staff who deliver quality products and services in a timely fashion, as
measured by:

1"



Positive results on internal quality control reviews and external peer
reviews (100%).

Adherence to the policies promulgated in the Inspector General Act

of 1978, as amended, PCIE’s quality standards for inspections and
investigations, AICPA and GAO generally accepted auditing standards,
and appropriate internal standard operating procedures (100%).
Completion of a five-year human capital strategic management plan based
on a workforce analysis (100%).

Completion of a five-year strategic performance plan according to GPRA
(100%).

Extent that office telecommunications and information technology
systems, hardware, and software meet DHS standards (75%).

Employees meeting individual development plan goals and requirements
(75%).

Employees completing performance plans successfully (75%).

Employees recognized for outstanding work products and services and for
innovations that enhance the OIG’s effectiveness (100%).

Employees assigned to multi-disciplinary OIG teams (25%).

Extent that employees are equipped with appropriate tools (continually
updated) to perform their jobs (75%).

Extent that employees are satisfied with (1) training and professional
development opportunities, (2) the employee recognition program, and (3)
teamwork and communication (75%).

12




Chapter 6 Performance

Strategy - Project Narratives
(Organized by DHS Directorate)

I. Border and Transportation Security

The Directorate of Border and Transportation Security (BTS) has responsibility
for securing the nation’s borders and transportation systems and enforcing the
nation’s immigration laws. To accomplish this mission, DHS incorporates the
duties and responsibilities of the following agencies: the United States Customs
Service (formerly part of the Department of Treasury), the Immigration and
Naturalization Service and Border Patrol (formerly part of the Department of
Justice), the Animal and Plant Health Inspection Service (formerly part of the
Department of Agriculture), and the Transportation Security Administration
(formerly part of the Department of Transportation). BTS also incorporates the
Federal Protective Service (formerly part of the General Service Administration)
to perform the additional function of protecting government buildings, a task
closely related to the department’s infrastructure protection responsibilities.

TRANSPORTATION SECURITY

The Aviation and Transportation Security Act, Public Law 107-71, established the
Transportation Security Administration (TSA) on November 19, 2001, as part of
the Department of Transportation (DOT). On March 1, 2003, TSA was divested
from DOT and made part of DHS. The TSA is responsible for security in all
modes of transportation including civil aviation, as well as non-aviation modes
including rail, highway, mass transit, cruise lines, and ferries.

Explosives Detection Systems (EDS) Maintenance Contract

Proper maintenance and service of EDS equipment is critical to ensure that this
equipment is functioning at peak performance. In January 2003, TSA awarded a
contract to continue installation and provide management support for explosives
detecting systems equipment at the nation’s commercial airports. The contractor
was also awarded an extended field services option of approximately $168
million to maintain the deployed EDS equipment. The contractor subcontracted
the maintenance agreement to another company, which, in turn, subcontracted
with the company that manufactured the equipment. The value of the service
agreement is estimated to be approximately $30 million in 2003 and as much as
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$300 million over a 5-year period. OIG will review the appropriateness of the
contract terms and structure, and the effectiveness of contract oversight.

Explosives Detection Equipment Reliability

The certification of explosives detection systems has been based solely on the
merits of the equipment, using detection, false alarm, and throughput rates as
the only criteria that must be satisfied for certification to be granted. However,
equally important is the equipment’s performance in the field, in particular as
measured by its availability, reliability, and maintainability. Given the deployment
of these expensive machines to airports, it is paramount that they are properly
used, adequately maintained, and timely repaired. OIG will evaluate whether
TSA is providing adequate training to ensure that explosive detection systems
are properly used. OIG will also determine whether TSA is providing adequate
maintenance and timely repair for EDS equipment, and whether TSA conducts
reliability tests to establish reliability ratios, i.e., downtime and equipment life
cycles.

Airport Passenger and Baggage Screening -- Penetration Testing

Appropriate passenger and baggage screening is necessary to ensure airline
transportation safety. The Aviation and Transportation Security Act requires
TSA to screen or inspect all passengers, goods, and property before entry into
the boarding area of the airport. Ensuring that access to the boarding areas of the
airport and that passengers and baggage are adequately screened will minimize
the opportunity for terrorists to endanger air traffic. OIG will conduct several
tests (“penetration testing”) of the security processes at various airports to
determine the vulnerability of the procedures in place, and to determine whether
TSA passenger and baggage screening procedures provide maximum protection
against unauthorized entry to the boarding areas.

Airport Access to Secure Areas

Controlling access to secure airport areas where only authorized airport
employees and contractors are allowed to go is critical to ensuring the safety of
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the flying public. Those with unescorted access to secure areas of the airport are
required to have undergone a fingerprint-based criminal history record check by
January 2002. This area of security is the primary responsibility of the airport
operator and its tenants. OIG will evaluate whether TSA is ensuring that adequate
security procedures have been established and implemented to allow only
authorized personnel and equipment access to secure airport areas.

Intelligent Containers

U.S. ports of entry are vulnerable to the smuggling of weapons of mass
destruction and other implements of terrorism through the use of vessel
containers. The volume of sea containers arriving at the ports is heavy, requiring
the use of technology to ensure that container traffic is adequately monitored and
secure. One such proposed use of technology involves “intelligent” containers.
These cargo containers include computer technology to record information on
point of origin, contents, and shipping route. Tracking of intelligent containers
would include transport from port operations to other modes of transportation,
such as rail or highways. OIG will evaluate the status of the intelligent container
effort and its role in DHS’ overall port security program and actions taken to
integrate intelligent container tracking into ground transportation modes.

Transit Security

Terrorist activities worldwide have focused on the killing and injuring of large
crowds of civilians. Mass transit systems have been targets of terrorists, including
numerous bus bombings in Israel, subway bombings in England, and several
chemical attacks on Japan’s passenger rail systems. It is critical that TSA assess
and address the vulnerabilities of the various mass transit systems of major U.S.
metropolitan areas to terrorism. OIG will evaluate the actions TSA has taken to
assess and address the potential terrorist threats to the mass transit systems of
major U.S. metropolitan areas.
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TSA National Security Plan

On November 19, 2001, President Bush signed the Aviation Transportation
Security Act into law. This act created the TSA and set out a series of objectives
and authorities under which the new agency could improve security for the
American public across all modes of transportation.

TSA’s mission is to protect the nation’s transportation systems to ensure freedom
of movement for people and commerce. Yet, since its inception, the agency has
been mainly concerned with aviation. TSA is in the process of working on a
national security plan that will address all modes of transportation. The plan will
also address which agencies have the lead for certain areas of security, so as to
facilitate organizational effectiveness.

In 2004, TSA will continue to focus on aviation security, since its fiscal year
2004 budget proposal of $4.8 billion earmarks $4.5 billion for aviation security
and $85 million for non-aviation transportation modes including rail, highway,
mass transit, cruise lines, and ferries. OIG will evaluate TSA’s expansion plan
for improving security across all modes of transportation and determine whether
the plan provides adequate coverage for both aviation and non-aviation modes of
transportation.

Pilot Passenger and Baggage Screening Program

The Aviation and Transportation Security Act allows the TSA to use private
companies for providing passenger and baggage screening on a test basis. As

a result, TSA established the pilot Passenger and Baggage Screening Program.
Under this program, TSA awarded contracts to facilitate passenger and baggage
screening at five airports to four companies on October 10, 2002. One contractor
was awarded the contracts for the San Francisco International Airport and the
Tupelo, Mississippi Municipal Airport. These airports represent, respectively,
the largest and smallest of the five airports that are participating in the pilot
program. The remaining three airports are the Kansas City International Airport,
the Rochester, New York Airport, and the Jackson Hole, Wyoming Airport. OIG
will review contractor performance to ensure that passenger and baggage security
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requirements are being met and the flying public is protected against terrorist
activity.

Employee Administration’s Recruitment Program

In response to a congressional request, OIG will review the TSA recruitment
program. OIG will review the controls in place over the recruitment program,
including TSA’s contractor oversight, to ensure that recruitment efforts are
economical and effective, and expenditures are reasonable. Also, TSA has
recently issued a new contract for all of its human resources services. OIG will
review the contract to determine whether adequate oversight provisions exist and
whether the contract provides an efficient and effective mechanism to obtain the
needed services.

Background Investigations of Airport Passenger and Baggage Screeners

As part of the effort to increase airport security in the wake of the terrorist attack
of September 11, 2001, the Transportation Security Administration was charged
with quickly creating a force of federal airport security screeners. Questions have
arisen about the real or perceived adequacy of the background investigations

of those screeners. OIG will review the requirements for, and administration

of, background investigations in the hiring process for the security screeners.
Specific areas for evaluation will be: what should have occurred; what did occur;
and whether any gaps or deficiencies in the process created a vulnerability for the
nation.

CUSTOMS AND BORDER PROTECTION

The Bureau of Customs and Border Protection (CBP) brings together
approximately 41,000 federal employees, including inspectors and enforcement
officers from the Animal and Plant Health Inspection Service (APHIS),
Immigration and Naturalization Service (INS), the Customs Service, and the
Border Patrol. CBP is responsible for border enforcement, protection, and
inspection at over 307 ports of entry into the United States.
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Controls over the Trade Partnership against Terrorism (C-TPAT)

C-TPAT is an initiative whereby businesses ensure the integrity of their security
practices and communicate those practices to their business partners. Currently,
1,600 businesses are participating in C-TPAT. To participate in this initiative, a
business must conduct comprehensive self-assessments of security areas such as
procedural security, physical security, personnel security, education and training,
access controls, manifest procedures, and conveyance security. Any existing
security weaknesses must be addressed. The businesses commit to developing
security enhancement plans, and if a company fails to uphold its agreements,
any benefits would be suspended and participation in the program could be
cancelled. The benefits to these companies can include a reduced number of
border inspections, an assigned Customs account manager, and designated low-
risk importer status. OIG will evaluate management controls that ensure C-TPAT
participants are meeting their program participation requirements and program
objectives are being met.

Container Security Initiative (CSI)

CSI addresses the vulnerability of cargo containers to the smuggling of terrorists
and terrorists’ weapons. The four major elements of CSI are: establishing security
criteria to identify high-risk containers; pre-screening containers before they
arrive at U.S. ports; using technology to pre-screen high-risk containers; and
developing and using secure containers with electronic seals and sensors to

show whether containers have been tampered with, particularly after being pre-
screened. DHS’ fiscal year 2004 budget proposal includes $62 million for CSI.
OIG will conduct a series of audits to determine the status of the initiative and its
effectiveness.

Customs’ Threat Response Plan

In February 2000, the Commissioner of Customs announced the implementation
of a new plan of action to respond to security threats at the borders. The plan
was established in direct response to Customs’ apprehension at Port Angeles,
WA, in December 1999 of three people with ties to terrorist activities, along with
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the seizure of powerful bomb-making materials. The plan contains four levels,
with level 4 pertaining to normal operations and level 1 pertaining to “sustained
intensive anti-terrorism operations,” where specific and actionable threat
information is known. Each level carries a specific set of instructions for Customs
field managers to implement once the alert is activated. OIG will evaluate the
Threat Response Plan to determine whether it is kept current and includes
appropriate actions to secure our borders.

Targeting of Individuals at Land Border Ports of Entry

In FY 2001, Customs processed more than 436 million pedestrians and
passengers. Of those, 65.9 million arrived via commercial airlines, 11 million
arrived by ship, 306.8 million arrived by automobile, and 53 million crossed our
borders as pedestrians. Before September 11th, Customs officials had developed
sophisticated profiles of likely drug smugglers and searched luggage for hidden
narcotics. Currently inspectors are also focused on documents such as blueprints,
d