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My Fellow Americans:

The September 11, 2001, attacks demonstrated the extent of our vulnerability to the terrorist threat.

In the aftermath of these tragic events, we, as a Nation, have demonstrated firm resolve in protecting our
critical infrastructures and key assets from further terrorist exploitation. In this effort, government at all
levels, the private sector, and concerned citizens across the country have begun an important partnership

and commitment to action.

To address the threat posed by those who wish to harm the United States, critical infrastructure owners
and operators are assessing their vulnerabilities and increasing their investment in security. State and
municipal governments across the country continue to take important steps to identify and assure the
protection of key assets and services within their jurisdictions. Federal departments and agencies are
working closely with industry to take stock of key assets and facilitate protective actions, while improving
the timely exchange of important security-related information. The Office of Homeland Security is
working closely with key public- and private-sector entities to implement the Homeland Security
Advisory System across all levels of government and the critical sectors. Finally, I commend the Members
of Congress for working diligently to pass comprehensive legislation that will unify our national critical

infrastructure and key asset protection efforts in the new Department of Homeland Security.

Much work remains, however, to insure that we sustain these initial efforts over the long term. This National
Strategy for the Physical Protection of Critical Infrastructures and Key Assets represents the first milestone in

the road ahead. Consistent with the National Strategy for Homeland Security, this document identifies a clear
set of goals and objectives and outlines the guiding principles that will underpin our efforts to secure the
infrastructures and assets vital to our public health and safety, national security, governance, economy, and
public confidence. It provides a unifying structure, defines roles and responsibilities, and identifies major
initiatives that will drive our near-term protection priorities. Most importantly, it establishes a foundation
for building and fostering a cooperative environment in which government, industry, and private citizens

can work together to protect our critical infrastructures and key assets.



The National Strategy for the Physical Protection of Critical Infrastructures and Key Assets is the product

of many months of consultation across a broad range of public- and private-sector stakeholders.

It includes extensive input from the federal departments and agencies, state and municipal government,
private-sector infrastructure owners and operators, the scientific and technology community, professional
associations, research institutes, and concerned citizens across the country. This document is a truly

national strategy.

As we work to implement this Strategy, it is important to remember that protection of our critical
infrastructures and key assets is a shared responsibility. Accordingly, the success of our protective efforts
will require close cooperation between government and the private sector at all levels. Each of us has
an extremely important role to play in protecting the infrastructures and assets that are the basis for our

daily lives and that represent important components of our national power and prestige.

The terrorist enemy that we face is highly determined, patient, and adaptive. In confronting this threat,
protecting our critical infrastructures and key assets represents an enormous challenge. We must
remain united in our resolve, tenacious in our approach, and harmonious in our actions to overcome

this challenge and secure the foundations of our Nation and way of life.



TABLE OF CONTENTS

EXECULIVE SUMMIAIY ...oeieiieieie ettt ettt e st e e s e et e s st e et e et e sneeeaeestaeanneenaennee s vii
T 0o [1Tod (o] o TSP SURR 1
THE CaSE TOF ACTION ...ttt bbbttt e b e bt e bt esbe e e e b eneas 5
National Policy and Guiding PrinCIPIES .........cooueiiiiiiiiii e 11
Organizing and Partnering for Critical Infrastructure and Key Asset Protection..................... 15
CroSS-SeCLOr SECUILY PrIOTTHIES ... .ieiieiiiiiieiee ettt ettt sttt e nae e neennee e 21
Planning and Resource AIOCALION............cccveiieiieccie e 22
Information Sharing and Indications and Warnings ...........cccoeeererrieeieeniesieenee e see e 25
Personnel Surety, Building Human Capital, and AWareness ............ccceevvereeiieerieesieeseesnnens 28
Technology and Research & Development ..........ooveiiriiieieee e 31
Modeling, Simulation, and ANAIYSIS .........ccouiiiieiie e 33
Securing CritiCal INTraStrUCTUIES ........ooiiiii et sreesnee e 35
AQFICUITUIE aNd FOOU ........eiiie et e et e e e e e nree e 36
[T L] TP OPPPT PP 39
PUDIIC HEAITN ... ettt nneas 41
EMEIGEINCY SEIVICES ...euiiiiiiieiee ittt ettt ettt et ettt e st e et e e s teeemeeanbeenbeesneeenaeenreesneeaneeas 43
Defense INAUSEIIAI BASE ........oouiiiiiiiie et 45
TeleCOMMUNICALIONS ...ttt sttt et eebe e sreeeneeeaeenree e 47
[ 1T ()PP PP ROPPRPTPI 50
L2 U5 o Lo T LA o] o PSSR 54
BanKing and FINANCE .......c.uioiieiiiie et et e et e e raesneeanne s 63
Chemical Industry and Hazardous Materials .............coooeiiiiieiiniieiee e 65
POStal @NT SNIPPING .veeiieiie e e e et et e st e e ae e reesneeanee s 67
PrOECTING KBY ASSETS ...ttt ettt ettt ettt et e e bt esbe e st e e nbeesreeanbeenbeesreeaneeeneeenees 71
National MonumMENtS aNd TCONS .......cueiiiiiiiieii e 72
NUCIEAr POWET PIANTS.....coiieiie ettt ettt e et esneeenee s 74
DDAIMIS .. 76
GOVEINMENT FACHITIES ...ttt e e e ees 77
COMMEICIAL KBY ASSELS ....uvieitieiieesiee ettt ettt e s e st et e e st e e rteesseesseeesseesseeaneeereesseeaneaenes 78
(O] 0 [0 1155 o] o [ USSR 81
F o] (0] 0 PP PPR PP 83

THE NATIONAL STRATEGY FOR THE PHYSICAL PROTECTION OF CRITICAL INFRASTRUCTURES AND KEY ASSETS \



i THE NATIONAL STRATEGY FOR THE PHYSICAL PROTECTION OF CRITICAL INFRASTRUCTURES AND KEY ASSETS



EXECUTIVE SUMMARY

This document defines the road ahead for a core
mission area identified in the President’s National
Strategy for Homeland Security—reducing the Nation’s
vulnerability to acts of terrorism by protecting our crit-
ical infrastructures and key assets from physical attack.

This document, the National Strategy for the Physical
Protection of Critical Infrastructures and Key Assets, the
Strategy, identifies a clear set of national goals and
objectives and outlines the guiding principles that will
underpin our efforts to secure the infrastructures and
assets vital to our national security, governance, public
health and safety, economy, and public confidence. This
Strategy also provides a unifying organization and
identifies specific initiatives to drive our near-term
national protection priorities and inform the resource
allocation process. Most importantly, it establishes a
foundation for building and fostering the cooperative
environment in which government, industry, and
private citizens can carry out their respective protection
responsibilities more effectively and efficiently.

This Strategy recognizes the many important steps that
public and private entities across the country have
taken in response to the September 11, 2001, attacks to
improve the security of their critical facilities, systems,
and functions. Building upon these efforts, this docu-
ment provides direction to the federal departments and
agencies that have a role in critical infrastructure and
key asset protection. It also suggests steps that state
and local governments, private sector entities, and
concerned citizens across America can take to enhance
our collective infrastructure and asset security. In this
light, this Strategy belongs and applies to the Nation as
a whole, not just to the federal government or its
constituent departments and agencies.

A New Mission

The September 11 attacks demonstrated our national-
level physical vulnerability to the threat posed by a
formidable enemy-focused, mass destruction terrorism.
The events of that day also validated how determined,
patient, and sophisticated—in both planning and
execution—our terrorist enemies have become. The
basic nature of our free society greatly enables terrorist
operations and tactics, while, at the same time, hinders
our ability to predict, prevent, or mitigate the effects of

terrorist acts. Given these realities, it is imperative
to develop a comprehensive national approach to
physical protection.

Defining the End State: Strategic Objectives

The strategic objectives that underpin our national
critical infrastructure and key asset protection
effort include:

* ldentifying and assuring the protection of those
infrastructures and assets that we deem most critical
in terms of national-level public health and safety,
governance, economic and national security, and
public confidence consequences;

» Providing timely warning and assuring the protec-
tion of those infrastructures and assets that face a
specific, imminent threat; and

* Assuring the protection of other infrastructures and
assets that may become terrorist targets over time by
pursuing specific initiatives and enabling a collabo-
rative environment in which federal, state, and local
governments and the private sector can better
protect the infrastructures and assets they control.

Homeland Security and Infrastructure
Protection: A Shared Responsibility

Protecting America’s critical infrastructures and key
assets calls for a transition to a new national coopera-
tive paradigm. The basic tenets of homeland security are
fundamentally different from the historically defined
tenets of national security. Traditionally, national
security has been recognized largely as the responsibility
of the federal government. National security is under-
pinned by the collective efforts of the military, foreign
policy establishment, and intelligence community

in the defense of our airspace and national borders,

as well as operations overseas to protect our

national interests.

Homeland security, particularly in the context of critical
infrastructure and key asset protection, is a shared
responsibility that cannot be accomplished by the
federal government alone. It requires coordinated
action on the part of federal, state, and local govern-
ments; the private sector; and concerned citizens across
the country.*
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THE CASE FOR ACTION

To build and implement a robust strategy to protect
our critical infrastructures and key assets from further
terrorist exploitation, we must understand the motiva-
tions of our enemies as well as their preferred tactics
and targets. We must complement this understanding
with a comprehensive assessment of the infrastructures
and assets to be protected, their vulnerabilities, and the
challenges associated with eliminating or mitigating
those vulnerabilities—a task that will require the
concerted efforts of our entire Nation.

The Importance of Critical Infrastructures
America’s critical infrastructure sectors provide the
foundation for our national security, governance,
economic vitality, and way of life. Furthermore, their
continued reliability, robustness, and resiliency create a
sense of confidence and form an important part of our
national identity and purpose. Critical infrastructures
frame our daily lives and enable us to enjoy one of the
highest overall standards of living in the world.

The facilities, systems, and functions that comprise our
critical infrastructures are highly sophisticated and
complex. They include human assets and physical and
cyber systems that work together in processes that are
highly interdependent. They also consist of key nodes
that, in turn, are essential to the operation of the
critical infrastructures in which they function.

The Importance of Key Assets

Key assets and high profile events are individual targets
whose attack—in the worst-case scenarios—could
result in not only large-scale human casualties and
property destruction, but also profound damage to our
national prestige, morale, and confidence.

Individually, key assets like nuclear power plants and
dams may not be vital to the continuity of critical serv-
ices at the national level. However, a successful strike
against such targets may result in a significant loss of
life and property in addition to long-term, adverse
public health and safety consequences. Other key assets
are symbolically equated with traditional American
values and institutions or U.S. political and economic
power. Our national icons, monuments, and historical
attractions preserve history, honor achievements, and
represent the natural grandeur of our country. They
celebrate our American ideals and way of life and
present attractive targets for terrorists, particularly when
coupled with high profile events and celebratory activi-
ties that bring together significant numbers of people.

Understanding the Threat

Characteristics of Terrorism

The September 11 attacks on the World Trade Center
and the Pentagon underscore the determination of our
terrorist enemies. Terrorists are relentless and patient,
as evidenced by their persistent targeting of the World
Trade Center towers over the years. Terrorists are also
opportunistic and flexible. They learn from experience
and modify their tactics and targets to exploit perceived
vulnerabilities and avoid observed strengths. As secu-
rity increases around more predictable targets, they
shift their focus to less protected assets. Enhancing
countermeasures for any one terrorist tactic or target,
therefore, makes it more likely that terrorists will
favor another.

The Nature of Possible Attacks

Terrorists’ pursuit of their long-term strategic objec-
tives includes attacks on critical infrastructures and key
assets. Terrorists target critical infrastructures to
achieve three general types of effects:

 Direct infrastructure effects: Cascading disruption or
arrest of the functions of critical infrastructures or
key assets through direct attacks on a critical node,
system, or function.

« Indirect infrastructure effects: Cascading disruption
and financial consequences for government, society,
and economy through public- and private-sector
reactions to an attack.

» Exploitation of infrastructure: Exploitation of
elements of a particular infrastructure to disrupt or
destroy another target.

NATIONAL POLICY AND
GUIDING PRINCIPLES

This Strategy reaffirms our longstanding national
policy regarding critical infrastructure and key asset
protection. It also delineates a set of guiding principles
that will underpin our domestic protection strategy.

Statement of National Policy

As a Nation we remain committed to protecting our
critical infrastructures and key assets from acts of
terrorism that would:

» Impair the federal government’s ability to perform
essential national and homeland security missions
and ensure the general public’s health and safety;

» Undermine state and local government capacities to
maintain order and to deliver minimum essential
public services;
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» Damage the private sector’s capability to ensure the
orderly functioning of the economy and the delivery
of essential services; and

» Undermine the public's morale and confidence in
our national economic and political institutions.

We must work collaboratively to employ the tools
necessary to implement such protection.

Guiding Principles
Eight guiding principles underpin this Strategy:

» Assure public safety, public confidence, and services;
» Establish responsibility and accountability;

» Encourage and facilitate partnering among all
levels of government and between government
and industry;

» Encourage market solutions wherever possible
and compensate for market failure with focused
government intervention;

 Facilitate meaningful information sharing;
 Foster international cooperation;

» Develop technologies and expertise to combat
terrorist threats; and

» Safeguard privacy and constitutional freedoms.

ORGANIZING AND

PARTNERING FOR CRITICAL
INFRASTRUCTURE AND

KEY ASSET PROTECTION
Implementing this Strategy requires a unifying organi-
zation, a clear purpose, a common understanding of
roles and responsibilities, accountability, and a set of
well-understood coordinating processes. A solid
organizational scheme sets the stage for effective
engagement and interaction between the public and
private sectors at all levels. Without it, the tasks of
coordinating and integrating domestic protection
policy, planning, resource allocation, performance
measurement, and enabling initiatives across federal,
state, and local governments and the private sector are
virtually impossible to accomplish. Our strategy for
action must provide the foundation these entities can
use to achieve common objectives, applying their core
capabilities, expertise, and experience as necessary to
meet the threat at hand.

Federal Government Responsibilities
The federal government has the capacity to organize,
convene, and coordinate broadly across governmental

jurisdictions and the private sector. It has the responsi-
bility to develop coherent national policies, strategies,
and programs for implementation. In the context of
homeland security, the federal government will coordi-
nate the complementary efforts and capabilities of
government and private institutions to raise our level
of protection over the long term as appropriate for each
of our critical infrastructures and key assets.

Every terrorist event has a potential national impact.
The federal government will, therefore, take the lead
to ensure that the three principal objectives detailed
in the Introduction of this Strategy are met. This
leadership role involves:

» Taking stock of our most critical facilities, systems,
and functions and monitoring their preparedness
across economic sectors and governmental
jurisdictions;

» Assuring that federal, state, local, and private
entities work together to protect critical facilities,
systems, and functions that face an imminent threat
and/or whose loss could have significant national
consequences;

* Providing and coordinating national-level threat
information, assessments, and warnings that are
timely, actionable, and relevant to state, local, and
private sector partners;

» Creating and implementing comprehensive,
multi-tiered protection policies and programs;

» Exploring potential options for enablers and
incentives to encourage stakeholders to devise
solutions to their unique protection impediments;

» Developing cross-sector and cross-jurisdictional
protection standards, guidelines, criteria, and
protocols;

 Facilitating the sharing of critical infrastructure and
key asset protection best practices and processes and
vulnerability assessment methodologies;

» Conducting demonstration projects and pilot
programs;

» Seeding the development and transfer of advanced
technologies while taking advantage of private-
sector expertise and competencies;

* Promoting national-level critical infrastructure and
key asset protection education and awareness; and

* Improving the federal government’s ability to
work with state and local responders and
service providers.
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Federal Lead Departments and Agencies

The National Strategy for Homeland Security provides a
sector-based organizational scheme for protecting
critical infrastructure and key assets. It identifies the
federal lead departments and agencies responsible for
coordinating protection activities and developing and
maintaining collaborative relationships with their state
and local government and industry counterparts in the
critical sectors.

In addition to securing federally owned and operated
infrastructures and assets, the role of the federal lead
departments and agencies is to assist state and local
governments and private-sector partners in their
efforts to:

» Organize and conduct protection and continuity of
government and operations planning, and elevate
awareness and understanding of threats and
vulnerabilities to their critical facilities, systems,
and functions;

 Identify and promote effective sector-specific
protection practices and methodologies; and

» Expand voluntary security-related information
sharing among private entities within the sector, as
well as between government and private entities.

Department of Homeland Security

The Department of Homeland Security (DHS) will
provide overall cross-sector coordination in this new
organizational scheme, serving as the primary liaison
and facilitator for cooperation among federal agencies,
state and local governments, and the private sector. As
the cross-sector coordinator, DHS will also be respon-
sible for the detailed refinement and implementation
of the core elements of this Strategy.

Other Federal Departments and Agencies

Besides the designated federal lead departments and
agencies, the federal government will rely on the
unique expertise of other departments and agencies to
enhance the physical protection dimension of home-
land security. Additionally, overall sector initiatives will
often include an international component or require-
ment, require the development of a coordinated
relationship with other governments or agencies, and
entail information sharing with foreign governments.
Accordingly, the Department of State (DoS) will
support the development and implementation of sector
protection initiatives by laying the groundwork for
bilateral and multilateral infrastructure protective
agreements with our international allies.

State and Local Government Responsibilities
The 50 states, 4 territories, and 87,000 local jurisdic-
tions that comprise this Nation have an important and
unique role to play in the protection of our critical
infrastructures and key assets. State and local govern-
ments, like the federal government, should identify and
secure the critical infrastructures and key assets they
own and operate within their jurisdictions.

States should also engender coordination of protective
and emergency response activities and resource support
among local jurisdictions and regions in close collabo-
ration with designated federal lead departments and
agencies. States should further facilitate coordinated
planning and preparedness for critical infrastructure
and key asset protection, applying unified criteria for
determining criticality, prioritizing protection invest-
ments, and exercising preparedness within their
jurisdictions. States should also act as conduits for
requests for federal assistance when the threat at hand
exceeds the capabilities of local jurisdictions and
private entities within those jurisdictions. Finally,
states should facilitate the exchange of relevant security
information and threat alerts down to the local level.

State and local governments look to the federal
government for coordination, support, and resources
when national requirements exceed local capabilities.
Protecting critical infrastructures and key assets will
require a close and extensive cooperation among all
three levels of government. DHS, in particular, is
designed to provide a single point of coordination with
state and local governments for homeland security
issues, including the critical infrastructure and key asset
protection mission area. Other federal lead depart-
ments and agencies and law enforcement organizations
will provide support as needed and appropriate for
specific critical infrastructure and key asset

protection requirements.

Private Sector Responsibilities

The lion's share of our critical infrastructures and key
assets are owned and operated by the private sector.
Customarily, private sector firms prudently engage in
risk management planning and invest in security as a
necessary function of business operations and customer
confidence. Moreover, in the present threat environ-
ment, the private sector generally remains the first line
of defense for its own facilities. Consequently, private-
sector owners and operators should reassess and adjust
their planning, assurance, and investment programs to
better accommodate the increased risk presented by
deliberate acts of violence. Since the events of
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September 11, many businesses have increased their
threshold investments and undertaken enhancements
in security in an effort to meet the demands of the
new threat environment.

For most enterprises, the level of investment in security
reflects implicit risk-versus-consequence tradeoffs,
which are based on: (1) what is known about the risk
environment; and (2) what is economically justifiable
and sustainable in a competitive marketplace or in an
environment of limited government resources. Given
the dynamic nature of the terrorist threat and the
severity of the consequences associated with many
potential attack scenarios, the private sector naturally
looks to the government for better information to help
make its crucial security investment decisions.

Similarly, the private sector looks to the government
for assistance when the threat at hand exceeds an
enterprise’s capability to protect itself beyond a reason-
able level of additional investment. In this light, the
federal government will collaborate with the private
sector (and state and local governments) to assure the
protection of nationally critical infrastructures and
assets; provide timely warning and assure the protec-
tion of infrastructures and assets that face a specific,
imminent threat; and promote an environment in
which the private sector can better carry out its specific
protection responsibilities.

Near-term Roadmap: Cross-Sector

Security Priorities

The issues and security initiatives outlined in the
Cross-Sector Security Priorities chapter of this document
represent important, near-term national priorities.
They are focused on impediments to physical protec-
tion that significantly impact multiple sectors of our
government, society, and economy. Potential solutions
to the problems identified—such as information
sharing and threat indications and warning—are high-
leverage areas that, when realized, will enhance the
Nation’s collective ability to protect critical infrastruc-
tures and key assets across the board. Accordingly,
DHS and designated federal lead departments and
agencies will prepare detailed implementation plans to
support the activities outlined in this chapter.

This Strategy identifies major cross-sector initiatives in
five areas:

Planning and Resource Allocation: This Strategy
identifies eight major initiatives in this area.

 Create collaborative mechanisms for government-
industry critical infrastructure and key asset
protection planning;

« ldentify key protection priorities and develop
appropriate supporting mechanisms for these
priorities;

» Foster increased sharing of risk-management
expertise between the public and private sectors;

* ldentify options for incentives for private
organizations that proactively implement
enhanced security measures;

» Coordinate and consolidate federal and state
protection plans;

» Establish a task force to review legal impediments
to reconstitution and recovery in the aftermath
of an attack against a critical infrastructure or
key asset;

» Develop an integrated critical infrastructure and
key asset geospatial database; and

e Conduct critical infrastructure protection planning
with our international partners.

Information Sharing and Indications and Warnings:
This Strategy identifies six major initiatives in this area.

» Define protection-related information sharing
requirements and establish effective, efficient
information sharing processes;

« Implement the statutory authorities and powers
of the Homeland Security Act of 2002 to protect
security and proprietary information regarded as
sensitive by the private sector;

* Promote the development and operation of critical
sector Information Sharing Analysis Centers;

* Improve processes for domestic threat data
collection, analysis, and dissemination to state
and local government and private industry;

e Support the development of interoperable secure
communications systems for state and local govern-
ments and designated private sector entities; and

e Complete implementation of the Homeland
Security Advisory System.

Personnel Surety, Building Human Capital, and
Awareness: This Strategy identifies six major initiatives
in this area.

e Coordinate the development of national standards
for personnel surety;

» Develop a certification program for background-
screening companies;
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e Explore establishment of a certification regime or and special categories of key assets have unique issues
model security training program for private that require action. These considerations and associated
security officers; enabling initiatives are discussed in the last two

* Identify requirements and develop programs to chapters of this Strategy:

protect critical personnel,
Securing Critical Infrastructures: This Strategy identifies

major protection initiatives for the following critical
infrastructure sectors:

 Facilitate the sharing of public- and private-sector
protection expertise; and

e Develop and implement a national awareness
program for critical infrastructure and key
asset protection. * Water

e Public Health

* Agriculture and Food

Technology and Research & Development: This Strategy . Emergency Services
identifies four major initiatives in this area.

. . . . » Defense Industrial Base
» Coordinate public- and private-sector security

research and development activities; e Telecommunications

» Coordinate interoperability standards to ensure e Energy

compatibility of communications systems; « Transportation

» Explore methods to authenticate and verify

. . e Banking and Finance
personnel identity; and

) ] o » Chemicals and Hazardous Materials
« Improve technical surveillance, monitoring and

detection capabilities. * Postal and Shipping
Modeling, Simulation, and Analysis: This Strategy Protecting Key Assets: This Strategy identifies
identifies seven major initiatives in this area. major protection initiatives for the following key

. . , . . asset categories:
» Enable the integration of modeling, simulation,

and analysis into national infrastructure and asset * National Monuments and Icons
protection planning and decision support activities; « Nuclear Power Plants
+ Develop economic models of near- and long-term « Dams

effects of terrorist attacks; o
N _ » Government Facilities
e Develop critical node/chokepoint and

interdependency analysis capabilities: * Commercial Key Assets
* Model interdependencies across sectors with respect —
to conflicts between sector alert and warning 1 The National Strategy for Homeland Security defines “State”
procedures and actions; to mean “any state of the United States, the District of
Columbia, Puerto Rico, the Virgin Islands, Guam, American
e Conduct integrated risk modeling of cyber and Samoa, the Commonwealth of the Northern Mariana
physical threats, vulnerabilities, and consequences; Islands, or the trust territory of the Pacific Islands.” The
and Strategy defines “local government” as “any county, city,
village, town, district, or other political subdivision of any
« Develop models to improve information integration. state, any Native American tribe or authorized tribal organi-
zation, or Alaska native village or organization, and includes
Unique Protection Areas any rural community or unincorporated town or village or
In addition to the cross-sector themes addressed in this any other public entity for which and application for

S s assistance is made by a state or political subdivision thereof.”
Strategy, the individual critical infrastructure sectors > ! yas pOlTtical Subdvs
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INTRODUCTION

On July 16, 2002, President Bush issued the National
Strategy for Homeland Security, an overarching strategy
for mobilizing and organizing our Nation to secure the
U.S. homeland from terrorist attacks. It communicates
a comprehensive approach “based on the principles of
shared responsibility and partnership with Congress,
state and local governments, the private sector, and the
American people”’—a truly national effort, not merely
a federal one.

The National Strategy for Homeland Security defines
“homeland security” and identifies a strategic
framework based on three national objectives. In order
of priority, these are: (1) preventing terrorist attacks
within the United States, (2) reducing America’s
vulnerability to terrorism, and (3) minimizing the
damage and recovering from attacks that

do occur.

HOMELAND SECURITY
CRITICAL MISSION AREAS

Intelligence and Warning
Border and Transportation Security
Domestic Counter-terrorism

Protecting Critical Infrastructures and
Key Assets

Defending against Catastrophic Terrorism
Emergency Preparedness and Response

To attain these objectives, the National Strategy for
Homeland Security aligns our homeland security efforts
into six critical mission areas: intelligence and warning,
border and transportation security, domestic counter-
terrorism, protecting critical infrastructures and key
assets, defending against catastrophic terrorism, and
emergency preparedness and response.

This document, the National Strategy for the Physical

Protection of Critical Infrastructures and Key Assets, the
Strategy,* takes the next step to facilitate the strategic
planning process for a core mission area identified in

“The United States will forge an
unprecedented level of cooperation
throughout all levels of government,
with private industry and institutions,
and with the American people to
protect our critical infrastructure
and key assets from terrorist attack.”

-The National Strategy for Homeland Security
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the National Strategy for Homeland Security—reducing
the Nation’s vulnerability by protecting our critical
infrastructures and key assets from physical attack. It
identifies a clear set of national goals and objectives
and outlines the guiding principles that will underpin
our efforts to secure the infrastructures and assets vital
to our national security, governance, public health and
safety, economy, and public confidence. It also provides
a unifying organizational structure and identifies
specific initiatives to drive our near-term national
protection priorities and inform the resource allocation
process. Most importantly, it provides a foundation for
building and fostering the cooperative environment in
which government, industry, and private citizens can
carry out their respective protection responsibilities
more effectively and efficiently.

This Strategy recognizes the many important steps
that public and private entities across the country

have taken in response to the World Trade Center and
Pentagon attacks on September 11, 2001, to improve
the security of their critical facilities, systems, and
functions. Building on these efforts, this Strategy
provides direction to the federal departments and
agencies that have a role in critical infrastructure and
key asset protection. It also suggests steps that state
and local governments, private sector entities, and
concerned citizens across America can take to
enhance our collective infrastructure and asset security.
Accordingly, this Strategy belongs and applies to the
Nation as a whole, not just to the federal government
or its constituent departments and agencies.

This Strategy complements the National Strategy to
Secure Cyberspace, which focuses on the identification,
assessment, and protection of interconnected informa-
tion systems and networks. The Physical and Cyber
Strategies share common underlying policy objectives
and principles. Together, they form the road ahead for
one of our core homeland security mission areas.

A NEW MISSION

The September 11 attacks on the World Trade Center
and the Pentagon demonstrated our national-level
physical vulnerability to the threat posed by a formi-
dable enemy—focused, mass destruction terrorism.
The events of that day also validated how determined,
patient, and sophisticated—in both planning and
execution—our terrorist enemies have become.
Ironically, the basic nature of our free society greatly
enables terrorist operations and tactics, while, at the
same time, it hinders our ability to predict, prevent,
or mitigate the effects of terrorist acts. Given these

realities, it is imperative to develop a comprehensive
national approach to physical protection.

Protecting America’s critical infrastructures and key
assets represents an enormous challenge. Our Nation's
critical infrastructures and key assets are a highly
complex, heterogeneous, and interdependent mix of
facilities, systems, and functions that are vulnerable to a
wide variety of threats. Their sheer numbers, pervasive-
ness, and interconnected nature create an almost
infinite array of high-payoff targets for terrorist
exploitation. Given the immense size and scope of the
potential target set, we cannot assume that we will be
able to protect completely all things at all times against
all conceivable threats. As we develop protective
measures for one particular type of target, our terrorist
enemies will likely focus on another. To be effective,
our national protection strategy must be based on a
thorough understanding of these complexities as we
build and implement a focused plan for action.

DEFINING THE END STATE:
STRATEGIC OBJECTIVES

To frame the initial focus of our national protection
effort, we must acknowledge that the assets, systems,
and functions that comprise our infrastructure sectors
are not uniformly “critical” in nature, particularly in a
national or major regional context.

The first objective of this Strategy is to identify and
assure the protection of those assets, systems, and
functions that we deem most “critical” in terms of
national-level public health and safety, governance,
economic and national security, and public confidence.
We must develop a comprehensive, prioritized
assessment of facilities, systems, and functions of
national-level criticality and monitor their prepared-
ness across infrastructure sectors. The federal
government will work closely with state and local
governments and the private sector to establish a
uniform methodology for determining national-level
criticality. This methodology will enable a focus on
high-priority activities and the development of
consistent approaches to counter the terrorist threat.

The second major objective is to assure the protection
of infrastructures and assets that face a specific,
imminent threat. Federal, state, and local governments
and private-sector partners must collaborate closely to
develop thorough assessment and alert processes and
systems to ensure that threatened assets receive timely
advance warnings. These entities must further
cooperate to provide focused protection against the
anticipated threat.

2 THE NATIONAL STRATEGY FOR THE PHYSICAL PROTECTION OF CRITICAL INFRASTRUCTURES AND KEY ASSETS



Finally, as we act to secure our most critical
infrastructures and assets, we must remain cognizant
that criticality varies as a function of time, risk, and
market changes. Acting to better secure our highest
priority facilities, systems, and functions, we should
expect our terrorist enemies to shift their destructive
focus to targets they consider less protected and more
likely to yield desired shock effects. Hence, the third
objective of this Strategy is to pursue collaborative
measures and initiatives to assure the protection of
other potential targets that may become attractive over
time. The focus will be to foster an environment in
which key public- and private-sector stakeholders can
better protect the infrastructures and assets they
control according to their specific responsibilities,
competencies, and capabilities.

The last three chapters of this Strategy detail the
cross-sector and sector-specific priority solution
paths we will pursue to achieve the fullest measure
of national protection possible across all categories
of critical infrastructures and key assets.

HOMELAND SECURITY

AND INFRASTRUCTURE
PROTECTION: A SHARED
RESPONSIBILITY

Protecting America’s critical infrastructures and key
assets calls for a transition to an important new
national cooperative paradigm. The basic tenets of
homeland security are fundamentally different from the
historically defined tenets of national security.
Historically, securing the United States entailed the
projection of force outside of our borders. We
protected ourselves by “keeping our neighborhood safe”
in the global, geopolitical sense. The capability and
responsibility to carry out this mission rested largely
with the federal government.

The emergence of international terrorism within our
borders has moved the front line of domestic security
to Main Street, U.S.A. Faced with the realities of the
September 11 attacks, the mission of protecting our
homeland now entails “keeping our neighborhood safe”
in the most literal sense. Safeguarding our Nation
against the terrorist threat depends on our ability to
marshal and project appropriate resources inward.
Respect for the open, pluralistic nature of our society;
the individual rights and liberties of our citizenry; and
our federalist system of government define the
framework within which security can be implemented.

Acting alone, the federal government lacks the
comprehensive set of tools and competencies required

“Homeland security is a concerted
national effort to prevent terrorist
attacks within the United States, reduce
America’s vulnerability to terrorism,
and minimize the damage and recover
from attacks that do occur.”

-The National Strategy for Homeland Security

to deliver the most effective protection and response
for most homeland security threats. Therefore, to
combat the threat terrorism poses for our critical
infrastructures and key assets, we must draw upon the
resources and capabilities of those who stand on the
new front lines—our local communities and private
sector entities that comprise our national critical
infrastructure sectors.

Forging this unprecedented level of cooperation will
require dramatic changes in the institutional mindsets
honed and shaped by Cold War-era regimes. Success

in this effort must be built and sustained over time.
This Strategy provides a starting point for defining how
this national-level cooperation can best be achieved.

In the context of a new national cooperative paradigm,
this Strategy further serves as an important vehicle for
educating the public and achieving realistic expecta-
tions on the emergent terrorist threat and the roles
government and industry must play in defending
against it. Public understanding and acceptance of this
Strategy is essential. The American public’s resilience
and support will be sustainable in the aftermath of
future terrorist attacks only if expectations are clearly
defined, attainable, and fulfilled.

STRATEGY OVERVIEW

This Strategy is comprehensive in scope and focused
in detail. The following chapters lay out a roadmap to
identify specific priority actions to be taken to assure
more comprehensive protection of our critical
infrastructures and key assets.

The Case for Action
This chapter discusses the role critical infrastruc-
tures and key assets play as a foundation of our
Nation’s economic security, governance, national
defense, public health and safety, and public
confidence. It describes in greater detail the charac-
teristics of terrorism and the challenges we must
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address to protect the Nation’s critical
infrastructures and key assets against this threat.

National Policy and Guiding Principles
This chapter describes the overarching national
policy and guiding principles that underpin this
Strategy and our collective approach to action.

Organizing and Partnering for Critical Infrastructure
and Key Asset Protection
This chapter provides an organizational structure
for our national-level critical infrastructure and key
asset protection effort. It also clarifies key public-
and private-sector roles and responsibilities and
provides a collaborative framework for cross-sector
and cross-jurisdictional infrastructure and
asset protection.

Cross-Sector Security Priorities
This chapter addresses important cross-sector
issues, impediments to action, and the steps
necessary to address them. It describes actions to
foster cooperation, lower costs, and provide leverage
across key issue areas for maximum effect. In
concert, these initiatives form the framework
through which we will align the resources of the
federal budget to the critical infrastructure and
key asset protection mission.

Securing Critical Infrastructures

This chapter outlines protection priorities for

the critical infrastructure sectors identified in

the National Strategy for Homeland Security. The
overviews provided are designed to highlight pressing
issues in need of concerted attention at the individual
sector level. Each federal lead department and agency
will develop plans and programs to im