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Collection Method

The program determines the appropriate type of assessment and methodology to
be used. Using common threat scenarios, the assessment identifies physical,
cyber, and human-element related vulnerabilities and dependencies with other
assets. The assessment analyzes the benefits of existing protective programs and
provides recommendations to remediate unresolved vulnerabilities. A program is
determined to have had a VA conducted if a comprehensive review, Buffer Zone
Protection Plan (BZPP), or a self-assessment has been conducted. After the
assessments are completed, the protective security advisor follows up with an
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Collection Method

The method of collection for VAs conducted is from multiple sources -
DHS/Infrastructure Protection, other DHS components such as Transportation
Security Administration, U.S. Coast Guard, etc.; Federal partners Sector Specific
Assessments (SSAs) which are verified through the National Infrastructure
Protection Plan (NIPP) process; visits and validation of State/Local and
Owner/Operator assessments by our Protective Security Advisors (PSAs) that are
stationed in 60 cities around the country where our high priority CIKR reside.
Reports are generated to determine the percent of assessments conducted.

Reliability

Reliable

How Data is Verified

Data is verified by the Protective Security Advisors who interface with CIKR
owners and operators and verify that VAs have been conducted.

Performance Measure

Percent of identified high-priority critical infrastructure/key resources sites at
which at least two suitable protective actions (PA) have been implemented.
(Retired plan measure.)

Program and Organization

Infrastructure Protection - National Protection and Programs Directorate

Description

Percent of the Nation's critical infrastructure or resource sites, which have been
designated high risk and highly valued, for which a minimum of two protective
actions that are designed to reduce vulnerability from acts of terrorism have been
implemented.

Scope

The scope of this measure is all high-priority critical infrastructure/key resources
(CIKR) sites and all associated protective actions (PA) implemented during a
three year period.

Data Source

A computer - based tracking log is maintained by the Risk Management Division
which tracks PA implementation information for designated high priority CIKR
sites

Collection Method

The Risk Management Division conducted site security visits and information
obtained by the Protective Security Advisors (PSAs) in addition to data calls to
the Sector Specific Agencies (SSAs) as the SSAs mature are used to track the
receipt of PA implementation information for the designated high-priority CIKR
sites.

Reliability

Reliable

How Data is Verified

PSAs compare CIKR PA implementation information against site security visit
information obtained by the Risk Management Division to verify information.

Performance Measure

Percent of inspected high-risk chemical facilities in compliance with risked based
performance standards. (New performance plan measure for FY 2008.)

Program and Organization

Infrastructure Protection - National Protection and Programs Directorate

Description

The program conducts onsite inspections to provide regulatory oversight of the
Nation's high-risk chemical facilities and verify compliance with the Chemical
Facility Anti-terrorism Standards (CFATS). Inspections are conducted in intervals
commensurate with the defined risk tiering of each facility. Compliance means
that chemical facilities have been inspected to validate the facility’s Site Security
Plan (SSP) and that the SSP is in accordance with the Risk-Based Performance
Standards set forth by DHS, or that the facility is seeking/will seek remedies to
identified security gaps.

Scope

This measure accounts for the highest risk chemical facilities based on
calculations of overall threat, consequence, and vulnerability. The facilities are
separated into 4 tiers based on risk criteria such as proximity to population
centers, transportation networks (highways, etc.), commercial natural resources;
population density; type of chemicals produced/stored, etc. Criteria are analyzed
for each site and "scored" based on risk analysis algorithms. Tier 1 are highest
risk facilities. As the regulation has only recently been initiated, inspections will
encompass the highest risk facilities first and then expand to other Tier levels in
later fiscal years. It is estimated that many of the high risk facilities are already in
compliance with the CFATS standards so initial percentages are high, but that
with the inclusion of lower Tier facilities compliance percentages may fluctuate
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and then increase in later years.

Data Source

Site compliance information is gathered by the program's cadre of Chemical Site
inspectors. Data is stored in the Chemical Security Assessment Tool (CSAT) to
identify facilities that meet the Departments criteria for high risk chemical
facilities as well as the methodology to conduct security vulnerability assessment
(SVAs) and to develop site security plan (SSPs). CSAT is a secure web-based
system that includes a suite of four tools: (1) facility registration; (2) a Top -
Screen questionnaire; (3) a SVA tool; and (4) a SSP template.

Collection Method

Percent of chemical sites inspected each year that have completed an SVA and
developed an SSP with sufficient allocated resources to meet the CFATS
standards. Information from the inspections, including facility compliance
information, is transferred into CSAT.

Reliability

Reliable

How Data is Verified

Information is reviewed by IRCD, OIP, and NPPD management

Performance Measure

Average biometric watch list search times for Department of State BioVisa
queries. (New performance plan measure for FY 2008.)

Program and Organization

US-VISIT - National Protection and Programs Directorate

Description

This measure is used to determine the average amount of time required to
complete an automated search processed through the US-VISIT Automated
Biometric Identification System (known as IDENT) in response to queries from
Consular Offices worldwide where fingerprints are captured as part of the
BioVISA process. The service level agreement with Department of State is less
than 15 minutes to provide critical identity and watch list information in a timely
manner to not impede traveler processing. In light of past performance, US-
VISIT has set an internal target of processing BioVisa searches within 5 minutes.

Scope

This measure covers all BioVisa queries. The measure covers IDENT processing
time only.

Data Source

IDENT system transaction records.

Collection Method

Data is extracted from the IDENT system via a standard query through the IDENT
reporting tool. Search times within IDENT for all BioVisa queries for a the
reporting period are averaged.

Reliability

Reliable

How Data is Verified

Data is generated daily and actual performance against targets are reviewed
monthly with IDENT stakeholders. Data aberrations are researched.

Performance Measure

Average biometric watch list search times for queries from U.S. ports of entry.
(New performance plan measure for FY 2008.)

Program and Organization

US-VISIT - National Protection and Programs Directorate

Description

The average response time of biometric watch list queries processed through the
Automated Biometric Identification System (known as IDENT) in response to
queries from ports of entry (POE) where fingerprints are captured. The service
level agreement with Customs and Border Protection is less than 10 seconds to
provide identity and watch list information to inspectors timely to facilitate
traveler processing.

Scope

The measure covers IDENT processing time only.

Data Source

IDENT system transaction records.

Collection Method

Data is extracted from the IDENT system via a standard query through the IDENT
reporting tool. Search times within IDENT for all POE queries for the reporting
period are averaged.

Reliability

Reliable

How Data is Verified

Data is generated daily and data trends are reviewed monthly. Data aberrations are
researched.
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Performance Measure

Number of biometric watch list hits for travelers processed at ports of entry.
(Retired plan measure.)

Program and Organization

US-VISIT - National Protection and Programs Directorate

Description

This measure reflects US-VISIT's support to Customs and Border Protection
(CBP) in identifying persons of interest and taking appropriate actions at

U.S. ports of entry. A hit occurs when the biometric data provided by a traveler
matches biometric data contained in a biometric watch list. This measure
provides a count of the number of verified US-VISIT Automated Biometric
Identification System (known as IDENT) biometric watch list hits in secondary
for which there were no associated DHS system biographic enforcement
information (biographic hits). This represents individuals for whom derogatory
information exists, but was not revealed by a biographic-based check. The
increase in FY 2008 is based on the addition of the Criminal Master File (FBI
records). After 2008, the number is projected to decline as travelers with
derogatory information forego attempts to enter the country and are deterred from
entering the country.

Scope

Provides a count of the number of verified US-VISIT IDENT System biometric
watch list hits at ports of entry for which there were no associated Traveler
Enforcement Communications System (TECS) biographic hits. TECS is a
text-based automated system operated by CBP that contains information and
lookouts on suspect individuals, businesses, and vehicles. TECS terminals are
normally located at ports of entry and are used by CBP Officers to check
incoming travelers. TECS plays an essential role in the screening of travelers
entering the U.S. and in supporting the screening requirements of other federal
agencies.

Data Source

Data is drawn from the US-VISIT Consolidated Report Data file, which reports
data extracted from the IDENT system Biometric Hit database. The data reflects
biometric watch list hits that have no associated biographic watch list records (i.e.,
there was no corresponding watch list record in TECS).

Collection Method

Data is extracted from the IDENT system via a standard query through the IDENT
reporting tool by the IDENT and OM Team.

Reliability

Reliable

How Data is Verified

The information is collected, reported, and analyzed daily. Data aberrations are
researched. Watch list hits and resulting adverse actions are reported based on site
specific processing for entry transactions (including land border ports). The data
is consolidated for weekly, monthly, and quarterly reporting. This specific metric
(number of biometric watch list hits for travelers processed at ports of entry) is a
cumulative total for the number of biometric watch list hits for the reporting
period. Watch list hits are identified by DHS automated fingerprint identification
system (IDENT).

Performance Measure

Number of biometric watch list hits for visa applicants processed at consular
offices. (Retired plan measure.)

Program and Organization

US-VISIT - National Protection and Programs Directorate

Description

This measure reflects US-VISIT's support to the Department of State in creating a
virtual border that identifies persons of interest and denies them a visa before they
arrive in the United States. A hit occurs when the biometric data provided by a
visa applicant matches biometric data contained in a biometric watch list. The
Department of State has deployed a biometric capture capability, known as the
BioVisa Program, in all consular offices as of October 26, 2004. This measure
provides a count of the number of BioVisa non-immigrant/immigrant visa
applications resulting in biometric-only hits. This measure represents individuals
who applied for a U.S. visa for whom derogatory information exists, but was not
revealed by a name-only check. The increase predicted in FY 2008 is also based
on the additional FBI information to the US-VISIT system.

Scope

The scope of this measure is all Bio Visa non-immigrant/immigrant visa
applications in all consular offices worldwide
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Data Source

Data source for this measure is the US-VISIT Consolidated Report Data File,
which reports data extracted from the Automated Biometric Identification System
(known as IDENT) Biometric hit log.

Collection Method

Data is extracted from the IDENT system by the US-VISIT Law Enforcement and
Intelligence Group via a standard query through the IDENT reporting tool.

Reliability

Reliable

How Data is Verified

Verification is done by vetting data collected from consular offices through both
the Department of State and US-VISIT to determine accuracy. The information is
provided, reviewed, analyzed, and collected for weekly, monthly, and quarterly
reporting and review.

Performance Measure

Percent of biometrically screened individuals inaccurately identified as being a on
a US-VISIT watch list. (New performance plan measure for FY 2008.)

Program and Organization

US-VISIT - National Protection and Programs Directorate

Description

US-VISIT provides biometric identity services to other DHS entities through the
Automated Biometric Identification System (known as IDENT) to screen foreign
visitors to determine whether those individuals are on a watch list. Accuracy of
US-VISIT information is a key indicator of the quality of the information
furnished to its customers. This measure attempts to assess the accuracy of data
provided by the IDENT system by tracking the rate at which individuals screened
against the watch list returns a false positive identification (false acceptance). In
other words, the rate at which individuals that are not on the watch list are
misidentified as being on a watch list.

Scope

IDENT False Acceptance Rate (FAR) data reported here includes all watch list
query transactions received by the IDENT system.

Data Source

Data on incidents of false acceptance are determined through human fingerprint
examinations. The results of these human examinations are stored in the IDENT
database. Data on total number of IDENT system queries is obtained from
IDENT system transaction records. Data is extracted from the IDENT system via
a standard query through the IDENT reporting tool.

Collection Method

The IDENT Watch list FAR is a measure of the positive hits returned by the
system for individuals known to not be on the watch list. Calculation of the
measure is done as such: FAR equals the number of ambiguous automated hits
not on the watch list divided by the total number of IDENT queries for a specific
reporting period.

Reliability

Reliable

How Data is Verified

Data is generated daily and data trends are reviewed monthly during a program
status review with key user agency participation. Data aberrations are researched.

Performance Measure

Percent of in-country overstay leads deemed credible and forwarded to
Immigration and Customs Enforcement for further investigation. (New
performance plan measure for FY 2008.)

Program and Organization

US-VISIT - National Protection and Programs Directorate

Description

An in-country overstay is defined as non-immigrant foreign traveler whose
authorized period of admission granted at arrival in the United States has expired
without an apparent subsequent departure, arrival, or status update recorded in the
Arrival Departure Information System (ADIS) database. The program uses ADIS
to identify Priority In-Country Overstay records for possible law enforcement
action by Immigration and Customs Enforcement (ICE) and then manually
validates these records. The result of this process is vetted ADIS records that are
likely to represent the travelers who are overstaying their authorized period of
admission and are thus subject to adverse actions. These vetted records are then
sent to ICE for further investigation. An upward trend indicates that US-VISIT is
increasing the number of credible law enforcement leads identified for manual
review, and thus assisting ICE investigations of illegal overstays.

Scope

This measure applies to all US-VISIT in-country overstay transactions pertaining
to persons overstaying the terms of their visas by 90 days or more.
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Data Source

The data source is the Lead Trac database, which is used to track the status of the
analytical activity of the US-VISIT Data Integrity Group during the vetting
process.

Collection Method

The data is collected in the current Lead Trac system and will be collected in
TRACS (the Lead Trac replacement) and on Data Integrity Services spread sheets.
The percent of in-country overstay leads deemed credible and forwarded to
Immigration and Customs Enforcement equals 100 times [the number of priority
in-country overstay leads forwarded to government staffs] divided by [the number
of priority in-country overstay records closed by dig staff plus the number of
records closed by automated vetting plus the number of leads forwarded to
government staffs].

Reliability

Reliable

How Data is Verified

These data are checked manually on desktop computers by the analysis section of
the Data Integrity Services.

Performance Measure

Ratio of adverse actions to total biometric watch list hits at ports of entry.
(Retired plan measure.)

Program and Organization

US-VISIT - National Protection and Programs Directorate

Description

This measure captures efforts by US-VISIT to work with its partner agencies to
improve the value of the information provided. The decision not to admit is
considered an adverse action. This measure represents individuals for whom the
derogatory information revealed by the biometric check was sufficient to deny
admission or take law enforcement action. Each watch list hit constitutes a piece
of critical information provided to decision-makers that they would not have
otherwise.

Scope

The scope of this measure is based on all visitors processed though the United
States Visitor and Immigrant Status Indicator Technology (US-VISIT) Automated
Biometric Identification System (known as IDENT) at ports of entry. Adverse
actions are those that a traveler would view as a negative outcome since his travels
or ultimate destination is being interrupted and include the following categories:
Expedited Removals, 1-275 Withdrawals, Visa Waiver Program Refusals, Notices
to Appear, Extraditions, Transferred Over To (law enforcement agencies), and
Criminal Prosecutions

Data Source

Data is drawn from the US-VISIT Consolidated Report Data file, which reports
data extracted from the IDENT system.

Collection Method

Data is extracted from the IDENT system by the IDENT Operations and
Maintenance team via a standard query through the IDENT reporting tool.

Reliability

Reliable

How Data is Verified

Data is generated daily and data trends are reviewed monthly. Data aberrations
are researched. Watch list hits and resulting adverse actions are reported based on
site specific processing for entry transactions (including land border ports). The
data is consolidated for weekly, monthly, and quarterly reporting and review.
Data trends are researched by the US-VISIT Performance Measurement Group
within the Office of Budget.

57



Department of Homeland Security Fiscal Year 2007 Annual Performance Report

Office of Health Affairs

Performance Measure

Number of agencies who have agreed to provide information to the National
Biosurveillance Integration Center (NBIC).

Program and Organization

Medical and Biodefense Programs - Office of Health Affairs

Description

This measure will determine how many Federal agencies are participating in
NBIC by determining the number of information sharing and access agreements
(ISAA) that are in place. An ISAA is a tool that facilitates and formalizes
information access or exchange between two or more parties, and can take many
forms. Agency participation and information exchange must be paced to allow
adequate consideration of major issues and documentation of the exchange details.
Currently, details pertaining to privacy rights, system compatibility issues, and
information security are being negotiated.

Scope

The present scope of this measure is those Federal, State, local and private entities
with which the NBIC has formed partnerships. Over the long term the center will
establish partnerships with multiple Federal agencies as well as State, local, and
private entities. The initial five partners form the core of NBIC and will bring
direct expertise, data streams, analytical skills, and defined product needs to the
system. In future years, it is envisioned that additional Federal, State, local, and
private entities will contribute relevant information to strengthen the knowledge
base and speed of the analysis.

Data Source

A hard-copy file is maintained that defines the level of agency participation, data
submittal, and product needs in the form of Memorandums of Understanding,
Interagency Agreements, Memorandums of Agreement, cooperative agreements,
and other similar documents.

Collection Method

Copies of documentation are collected and maintained from the various
participating agencies.

Reliability

Reliable

How Data is Verified

The NBIC retains hard and soft copy of all final agreements. It will review these
agreements annually to ensure currency and also to ensure that agreements are
directly applicable to specifically identified partners as defined in the NBIC
Concept of Operations and the Strategic Plan.

Performance Measure

Number of biological monitoring units employed in high-risk indoor facilities
within BioWatch jurisdictions. (New performance plan measure for FY 2008.)

Program and Organization

Medical and Biodefense Programs - Office of Health Affairs

Description

This performance measure captures the number of monitoring units, designed to
detect the release of biological agents, within the facilities or complexes of a
BioWatch jurisdictions A BioWatch jurisdiction includes the largest metropolitan
areas in the United States. The higher number of units employed, the larger
number of people protected from a potential biological attack.

Scope

This measure includes the number of biological monitoring units that are
employed (operating and providing actionable information) in high risk indoor
facilities within BioWatch jurisdictions. A high risk indoor facility is any
building or complex that a jurisdiction considers to be vulnerable to a biological
attack.

Data Source

The Systems Program Office has a BioWatch point of contact at all jurisdictions.
This point of contact is responsible for providing the Systems Program Office
updates regarding any additions or changes in the number and location of each
biological monitoring unit.

Collection Method

The number of biological monitoring units that is employed at each jurisdiction
varies from one to the other. This number is determined by the Systems Program
Office based on data collected from Los Alamos National Labs. The BioWatch
point of contact at each jurisdiction informs the Systems Program Office each
time a new biological monitoring unit is employed. The Systems Program Office
reports on the total number of biological monitoring units in indoor high risk
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