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Overview
 

Introduction 
The protection of  the Nation's critical infrastructure and key resources (CIKR) requires an 
effective partnership framework that fosters integrated, collaborative engagement and 
interaction among public and private sector security partners. The Department of  Homeland 
Security (DHS) Office of  Infrastructure Protection (IP), in close coordination with public 
and private sector security partners, leads the coordinated national effort to mitigate risk to 
the Nation's CIKR through the development and implementation of  an effective CIKR 
protection program. 

The Critical Infrastructure Partnership Advisory Council (CIPAC) facilitates successful 
coordination and collaboration among Federal, State, local, and tribal governments and diverse 
private sector owners and operators on CIKR protection programs and activities.  The CIPAC 
is a partnership between government and private-sector CIKR owners and operators that 
engages in a range of  CIKR protection activities such as planning, coordination, National 
Infrastructure Protection Plan (NIPP) implementation, and operational activities, including 
incident response, recovery, and reconstitution.  

The CIPAC directly supports the sector partnership model set out in the NIPP by providing a 
legal framework for members of  the Sector Coordinating Councils (SCCs) and Government 
Coordinating Councils (GCCs) to engage in joint CIKR protection-related activities. On March 
24, 2006, the Department of  Homeland Security (DHS) published a Federal Register Notice 
announcing the establishment of  CIPAC as a Federal Advisory Committee Act (FACA)-exempt 
body, pursuant to Section 871 of  the Homeland Security Act. 

“The CIPAC directly 
supports the sector 
partnership model by 
providing a legal 
framework for members 
of the SCCs and GCCs 
to engage in joint CIKR 
protection-related 
activities.” 

National Infrastructure 
Protection Plan 

Sector Partnership Model 



 

 

NIPP Partnership 
The Sector Coordinating Councils (SCCs), Government Coordinating Councils 
(GCCs), and Sector-Specific Agencies (SSAs) have collaborated on the necessary steps 
to effectively mitigate risks to the Nation's CIKR. This collaboration, the National 
Infrastructure Protection Plan (NIPP) Partnership, yielded successful couplings 
between public and private sector security partners, created a vision to guide the 
sectors, established goals to increase security, and initiated protection programs that 
aim to meet the sectors' security goals. The CIPAC Annual presents the results of  the 
NIPP collaborations for each of  the 18 CIKR Sectors. 

Through public and private sector partnerships the 18 CIKR Sectors have increased 
CIKR protection and resilience by participating in national-level exercises, conducting 
risk and vulnerability assessments, and strengthening the relationship of  existing 
security organizations. The sectors have established 15 SCCs and 17 GCCs and are 
developing these councils for the newest sector, Critical Manufacturing. They have also 
broadened membership of  SCCs and GCCs through enhanced public-private sector 
engagement, such as the State, Local, Tribal, and Territorial GCC that was created to 
improve coordination across jurisdictions. The development of  CIPAC and supporting 
partnership tools has aided in the facilitation of  these crucial partnerships. 

The CIPAC serves as a forum for government and private sector security partners to 
engage in a broad spectrum of  activities, such as:         

Planning, coordination, implementation, and operational issues.§

Implementation of  security programs.§

Operational activities related to CIKR protection, including incident response, §
recovery, and reconstitution. 

Development and support of  national plans, including the NIPP and the Sector-§
Specific Plans (SSPs). 

DHS also works with cross-sector entities established to promote coordination, 
communications, and best practices sharing across CIKR sectors, jurisdictions, or 
specifically defined geographical areas. Those entities include the following:         

Partnership for Critical Infrastructure Security (PCIS)—Addresses cross-sector §
issues and interdependencies among the SCCs. PCIS membership is composed of 
one or more members and their alternates from each of  the SCCs. 

Government Cross-Sector Council—Addresses cross-sector issues and interdepen-§
dencies among the GCCs, and is composed of  two subcouncils: the NIPP Federal 
Senior Leadership Council (FSLC) and the State, Local, Tribal, and Territorial 
Government Cross-Sector Council (SLTTGCC). 

Regional Consortium Coordinating Council—Addresses multi-jurisdictional, cross-§
sector, and public-private sector efforts focused on the preparedness, protection, 
response, and recovery of  infrastructure and the associated economies within a 
defined population and/or geographic area.   

Key Initiatives 
The 18 CIKR sectors have been effective in continuing to develop and implement pro-
grams that improve the Nation's security and improve the resilience of  CIKR.  Public 
and private sector security partners are currently implementing a wide range of 
protective programs that meet the security goals of  each sector.  CIKR protection 
programs are making significant contributions to the mitigation of  risk by assisting 
security partners with the identification and mitigation of  vulnerabilities; 
implementing protective measures; increasing preparedness for facilities, systems, and 
surrounding communities; supporting public awareness efforts; facilitating the sharing 
of  CIKR protection-related effective security measures and lessons learned; and 
enabling planning, readiness, and incident management capabilities. 

“SCCs … facilitate 
inclusive organization 
and coordination of the 
sector’s policy 
development regarding 
CIKR protection planning 
and preparedness, 
exercises and training, 
public awareness, and 
associated plan 
implementation activities 
and requirements” 

National Infrastructure 
Protection Plan 



DHS has worked with its sector security partners to add multi-jurisdictional and 
crosscutting geographic perspectives to the NIPP Partnership Framework, and 
leverage enhanced partnerships to promote joint national, sector-specific, or regional 
activities.  In July 2008, DHS, in close coordination with regional partners, formed the 
Regional Corsortiums Coordinating Council (RCCC) to foster, promote, enhance, and 
implement cross-jurisdictional, multidisciplinary operational homeland security 
communication and coordination at the regional level.  The individual regional 
consortiums will enhance the physical security, cyber security, emergency 
preparedness, and overall industrial/governmental continuity and resilience of  one or 
more States, urban areas, or municipalities.  

Across the 18 sectors, security partners worked together to mitigate vulnerabilities to 
high-risk CIKR. To facilitate this partnership DHS established the NIPP-in-Action 
Portal through the DHS Lessons Learned Information Sharing Web site, created a 
database of  effective practices, and provided templates for sectors to use to develop 
the sector-based awareness effort.  In coordination with the SLTTGCC DHS has 
developed a package of  capabilities, tools, and training information to implement a 
CIKR protection capability in State Fusion Centers. 

Path Forward 
The sectors have effectively improved their resilience and protection to date, and they 
will continue taking steps to improve their overall security amid a constantly changing 
threat environment. Looking forward, the sectors will continue to develop priorities 
and activities to allocate resources to address the gaps and threats they currently face. 
The sectors have developed a path forward to better focus their CIKR protection 
efforts. Key elements include: 

Establish a robust critical infrastructure protection R&D program to identify and §
make available methods and tools for sector protection program activities. 

Enable trusted and protected information sharing between public and private §
security partners at all levels of  government. 

Establish effective cross-sector coordination mechanisms to address critical §
interdependencies, including incident situational awareness and cross-sector 
incident management. 

Increasing the Nation's CIKR protection and resilience is an ongoing effort between 
government and public and private sector security partners. This effort will continue 
to be successful through further collaboration and the promotion of  an effective 
information-sharing environment. 

“Continued cooperation 
and collaboration 
between and among… 
security partners is 
critical to the successful 
implementation of 
[the NIPP].” 

Secretary Chertoff in 
National Infrastructure 
Protection Plan 



Cross-Sector
 
Partnerships
 



   

Partnership for Critical 

Infrastructure Security
 

Partnership 
The Partnership for Critical Infrastructure Security (PCIS) enables 
the private sector owners and operators of  the Nation's most critical 
infrastructures to collaborate on cross-sector and interdependency 
issues. It provides a forum to construct trusted relationships and 
collaboration across sectors to improve emergency readiness and 

Vision 

Goals 

build safe, secure, and resilient infrastructures. PCIS was designated as the Private Sector 
Cross-Sector Council in the National Infrastructure Protection Plan to provide leadership on 
cross-sector initiatives and critical infrastructure planning. PCIS members are leaders from each 
of  the Sector Coordinating Councils (SCCs), and the partnership serves as an entry point for 
both government and private interests to seek guidance, support, and collaboration from the 
private sector on efforts to develop and implement protective measures. 

Robust and resilient critical infrastructures enhance economic and infrastructure security and 
safety in the face of  emerging threats and incidents of  national significance. 

The PCIS pursues four key goals to advance its mission to coordinate cross-sector initiatives 
that promote public and private efforts to help ensure secure, safe, and reliable critical 
infrastructure services.      

Partnership Leadership – Provide proactive leadership on critical infrastructure protection §
issues and policy that reflects a consolidated, all-sector perspective.
 
Cross-Sector Leadership – Provide leadership in cross-sector and interdependency issues.
 §

Sector Assistance – Increase value to the SCCs and sector owners and operators. §

PCIS Effectiveness – Improve the organizational effectiveness and value of  the PCIS. §

Selected Accomplishments 

The partnership’s recent accomplishments include the following:      

Created the Cross-Sector Cyber Security Working Group to provide a collaborative public-§
private forum to address cyber security affecting multiple sectors.
 
Initiated the Standing Group on National-Level Exercises to assist the government with 
§
emergency preparedness exercises. Helped with the design, objectives, scenario development, 

and execution in the national-level master control cell for TOPOFF 4.
 
Coordinated the private sector response to a major cyber vulnerability affecting 
§
control systems.
 
Improved emergency communication capabilities of  PCIS members including updating for 
§
the Emergency Notification System and an internal study of  the Government Emergency 
Telecommunications Service (GETS) and Wireless Priority System (WPS) usage for 
PCIS members. 

Identified opportunities to improve the sector partnership for the National Infrastructure §
Advisory Council.
 
Prepared communication and outreach materials to increase awareness of  PCIS and 
§
cross-sector issues. 

“The PCIS maintains 
key relationships with 
security partners at 
multiple levels of 
government and the 
private sector.  These 
strategic partnerships 
are essential for sharing 
vital information and 
building trust among 
organizations that help 
protect critical 
infrastructures.” 

PCIS Business Plan 
2007-2009 



Key Initiatives 

The PCIS has numerous initiatives underway, including the following: 

Conducting an internal assessment of  the cross-sector readiness to the§
pandemic influenza threat. The assessment is intended to help each 
sector further refine their own pandemic planning efforts, and focus 
problem solving efforts on issues of  common interest across the sectors, 
and in particular, interdependencies. 

Developing a guide to assist DHS and other government partners in§
engaging the CIKR sectors. The “PCIS Handbook" will provide sector 
descriptions and key contacts for sharing various kinds of  information. 
The goal is to expedite information sharing between government and the 
right people within the sectors for strategy and policy development, 
operational data collection, warning and advisory posting, exercise 
participation, or other purposes. 

Path Forward 
The PCIS will continue to pursue the 15 objectives outlined in the PCIS 
Business Plan. Important activities for PCIS in the next year include 
the following: 

Coordinate State, local, and regional efforts with PCIS activities.§

Update the PCIS Business Plan and set priorities.§

Expand the reach of  PCIS to additional sector partners.§

MISSION 

Membership 
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Federal Senior Leadership Council
 

Partnership 
The objective of  the National Infrastructure Protection Plan (NIPP) Federal Senior Leadership 
Council (FSLC) is to drive enhanced communications and coordination among Federal 
departments and agencies that have a role in implementing the NIPP and Homeland Security 
Presidential Directive (HSPD) 7, Critical Infrastructure Identification, Prioritization, and Protection. 
The members of  the FSLC include the Sector-Specific Agencies for each of  the CIKR sectors 
as well as several additional agencies named in HSPD-7. 

Key Activities 
The FSLC's primary activities include: 

Forging consensus on CIKR risk management strategies.§

Evaluating and promoting implementation of  risk management-based CIKR protection programs.§

Advancing CIKR protection collaboration within and across sectors.§

Advancing CIKR protection collaboration with the international community.§

Evaluating and reporting on the progress of  Federal CIKR protection activities.§

Selected Accomplishments 
Recent accomplishments of  FSLC agencies include the following: 

Implementing their individual sector-specific plans.§

Collaborating with DHS on the Tier 1 / 2 program to ensure that high risk facilities and systems§
are actively managing their risks. 

Increasing engagement with state, local, tribal, territorial, and regional security partners.
§

Identifying Sector-Specific Agency program management training and education needs in the areas§
of  roles, major milestones and activities, DHS/IP organizational resources, and metrics and 

reporting. 

Developing the 2008 sector CIKR Protection Annual Reports (summaries follow) and
§
measurement of  performance. 

Participating in TOPOFF 4, both directly for selected sections and through a parallel exercise,
§
Looking Glass, for members of  the private sector. 

Collaborating on cyber initiatives through the cross-sector cyber security working group.
§

Membership 
Agriculture and Food 
§DepartmentofAgriculture;Departmentof 

HealthandHumanServices 
Banking and Finance 
§DepartmentofTreasury 
Chemical 
§DepartmentofHomelandSecurity(DHS)/ 

OfficeofInfrastructureProtection 
Commercial Facilities 
§DHS/OfficeofInfrastructureProtection 
Communications 
§DHS/OfficeofCyberSecurityand 

Communications 
Critical Manufacturing 
§DHS/OfficeofInfrastructureProtection 
Dams 
§DHS/OfficeofInfrastructureProtection 

Defense Industrial Base 
§DepartmentofDefense 
Emergency Services 
§DHS/OfficeofInfrastructureProtection 
Energy 
§DepartmentofEnergy 
§Government Facilities 
§DHS/ImmigrationandCustoms 

Enforcement;FederalProtectiveService 
Education 
§DepartmentofEducation 
Information Technology 
§DHS/OfficeofCyberSecurityand 

Communications 
National Monuments and Icons 
§DepartmentofInterior 
Nuclear Reactors, Materials, and Waste 
§DHS/OfficeofInfrastructureProtection 

Postal and Shipping 
§DHS/TransportationSecurity 

Administration 
Public Health and Healthcare 
§DepartmentofHealthandHuman 

Services 
Transportation Systems 
§DHS/TransportationSecurity 
Administration; 

UnitedStatesCoastGuard 
Water 
§EnvironmentalProtectionAgency 
Other Federal Partners 
§DepartmentsofState,Justice, 

Commerce,andTransportation; 
NuclearRegulatoryCommission 



   

   

 

State, Local, Tribal, and 
Territorial Government 
Coordinating Council 

Partnership 
The State, Local, Tribal, and Territorial Government Coordinating Council (SLTTGCC) 
formed in April 2007 to better support these security partners in their implementation of  the 
National Infrastructure Protection Plan (NIPP).  The SLTTGCC strengthens the sector 
partnership framework by fully integrating State, local, tribal, and Territorial (SLTT) 
governments into the critical infrastructure and key resources (CIKR) protection process.  The 
SLTTGCC is the second sub-council of  the Government Cross-Sector Council and addresses 
issues and interdependencies across all sectors through the Government Coordinating Councils 
(GCCs). Members are geographically diverse and offer broad institutional knowledge from a 
wide range of  professional disciplines that relate to CIKR protection.  The SLTTGCC currently 
has five working groups to address CIKR issues of  interest to State, local, tribal, and Territorial 
governments. 

Vision 

Goals 

support its overall strategic planning process:      

Fully integrate State, local, tribal, and Territorial governments in the critical infrastructure and 
key resources national strategies to assure a safe, secure, and resilient infrastructure. 

SLTT security partners and DHS collaborated to develop the following six security goals, which 

Promote State, local, tribal, and Territorial government’s perspectives and interests in national §
plans and Federal planning efforts.  

Represent and promote the SLTTGCC to the State, local, tribal, and Territorial governments §
and federal- and private-sector security partners.  

Lead the effort to integrate CIKR SLTT government partners into the CIKR Information §
Sharing Environment.  

Promote the SLTT governments' perspectives and interests to DHS regarding national and §
regional strategies. 

Engage/leverage academic resources and the national laboratory system in furthering §
SLTTGCC work on behalf  of  SLTT governments.  

Ensure SLTT homeland security officials, or their designated representatives, are integrated §
fully as active participants in national CIKR protection efforts. 

Selected Accomplishments and Initiatives 
SLTGCC accomplishments over the past year include the following: 

Developed baseline capabilities for integrating CIKR functions into State and local fusion §
centers.
 
Participated in the development and review of  Sector Specific Plans.
§

Developed a set of  baseline characteristics to aid SLTT entities in identifying regional §
organizational partners.
 
Engaged Department of  Homeland Security – Infrastructure Security Compliance Division 
§
to assist in defining the Chemical-terrorism Vulnerability Information sharing process. 

Initiated membership involvement within every sector GCC to increase coordination of§
CIKR protection initiatives. 

“The SLTGCC serves 
as a forum to ensure 
that State, local, [tribal, 
and Territorial] homeland 
security advisors or 
their designated 
representatives are fully 
integrated as active 
participants in national 
CIKR protection efforts.” 

National Infrastructure 
Protection Plan 

“The SLTTGCC has 
made significant 
progress in establishing 
positive relationships 
with GCC sector 
partners, which are 
necessary to implement 
SSP initiatives.” 

2008 SLTTGCC 
Annual Report 
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Collaborated with Department of  Homeland Security – Infrastructure§
Information Collection Division on increasing functions in 
Constellation/Automated Critical Asset Management System version 2.3. 

Participated in the development of  the 2008 National CIKR Protection§
Annual Report.
 
Identified need for practical how-to tools and training on how to plan
§
and execute the activities necessary to identify, prioritize, and protect 
CIKR at the State, local, tribal and Territorial level. 

Identified need for educational courses to promote an understanding of§
the roles, responsibilities, and expectations of  non-Federal governmental 
partners in implementing the NIPP on sector-specific and cross-sector 
basis. 

Developed the Homeland Security Information Network-SLTTGCC§
(HSIN-SLTTGCC) site and provided each working group its own portal. 

Key initiatives: 

Increasing security partners' awareness of  CIKR security issues and the§
importance of  incorporating target vulnerability analysis into the current 
all-hazards approach of  fusion centers. 

Developing the version 3.0 of  Constellation/Automated Critical Asset§
Management System tool.
 
Finalizing a seamless Chemical-terrorism Vulnerability Information
§
sharing process with State and local security partners.
 
Providing a secure, easily accessible, automated, and user-friendly tool to
§
complete assessments and to support infrastructure data management at 
the State and local level. 

Increasing communication networks between SLTTGCC and its security§
partners to increase information sharing. 

Path Forward 
The SLTTGCC will take numerous steps to increase program effectiveness 
and advance CIKR protection guidance, strategies, and programs, including 
the following: 

Increase direct interface with the S&T Capstone Integrated Product§
Teams (IPTs) responsible for coordinating R&D activities.
 
Develop metrics to measure CIKR protection performance.
§

Develop a critical vulnerability information training program for State§
and local officials.
 
Work to integrate critical infrastructure protection capabilities to the
§
Homeland Security Exercise and Evaluation Program 

Work to integrate critical infrastructure protection capabilities into grant§
guidance to better reflect the all-hazards approach.
 
Continue to develop and promote the Constellation/Automated Critical
§
Asset Management System tool at all levels of  government.
 
Support and expand regional efforts to implement the NIPP.
§

Membership 

§AlabamaDepartmentofHomelandSecurity 
§AlaskaDivisionofHomelandSecurityand 

EmergencyManagement 
§Bloomington,MNFireDepartment 
§CityofEastProvidence,RI 
§ClarkCounty,Nevada,OfficeofEmergency 

ManagementandHomelandSecurity 
§DepartmentofPublicSafety,MiamiTribeof 

Oklahoma 
§GovernorsOfficeofHomelandSecurity,California 
§HennepinCounty,MinnesotaDepartmentof 

HumanServicesandPublicHealth 
§HualapaiNationPoliceDepartment 
§Indianapolis/MarionCountyEmergency 

ManagementAgency 
§IowaOfficeoftheGovernorandLt.Governor 
§KansasCity,MOPoliceDepartment 
§MichiganDepartmentofHomelandSecurity 
§MoheganTribeDepartmentofPublicSafety 
§NassauCounty,NewYorkDivisionofCommunity 

HealthfortheDepartmentofHealth 
§NevadaOfficeofPublicHealthPreparedness 
§NewJerseyOfficeofHomelandSecurity 
§NewMexicoDepartmentofHomelandSecurity 
§NewYorkStateOfficeofHomelandSecurity 
§OklahomaOfficeofHomelandSecurity 
§Orlando,FLPoliceDepartment 
§PortAuthorityofNewYorkandNewJerseyOffice 

ofEmergencyManagement 
§St.ClairCounty,Michigan,Departmentof 
EmergencyManagement/HomelandSecurity 
§St.Louis,Missouri,OfficeofEmergencyServices 
§VirginIslandsOfficeofHomelandSecurity 



 

 

   

 

Regional Consortium 

Coordinating Council
 

Partnership 
Regional CIKR partnerships involve multi-jurisdictional, cross-sector, and public-private sector 
efforts focused on the preparedness, protection, response, and recovery of  infrastructure and 
the associated economies within a defined population and/or geographic area.  Because of  the 
specific challenges and interdependencies facing individual regions and the broad range of 
public- and private-sector security partners, regional efforts are often complex and diverse.  To 
better support regional needs through implementation of  the National Infrastructure 
Protection Plan (NIPP) at the regional level, the Department of  Homeland Security (DHS) 
formed the Regional Consortiums Coordinating Council (RCCC) in July 2008.  Members 
include regionally significant organizations that work toward infrastructure protection and 
resilience within their respective mission areas; this may include enhancing physical, cyber, and 
personnel security of  infrastructure, emergency preparedness, and overall 
industrial/governmental continuity and resilience of  one or more states, urban areas, or 
municipalities.  Because coordination across government jurisdictions is crucial, the chair of 
State, Local, Tribal, and Territorial Government Coordinating Council (SLTTGCC) is a 
standing member of  the RCCC. 

Vision 

security, and resiliency of  CIKR nationwide. 

include the following:      

Goals 

derived from the RCCC charter.  The RCCC goals 

Fully integrate regional consortiums into CIKR protection strategies to enhance the safety, 

The Council's security goals build on the framework articulated in the NIPP and are primarily 

Function as the federated framework of  regionally significant organizational entities that exist §
to sponsor or support cooperative public-private infrastructure protection activities between 
and among industry; affiliated industry associations; and appropriate Federal, State, and local 
governments and their agencies for DHS coordination. 

Coordinate processes for implementing the two-way sharing of  actionable information §
pertaining to physical and cyber threats, vulnerabilities, incidents, and potential protective 
measures among regional/local homeland security partners, DHS, the sectors within the 
Critical Infrastructure Partnership Advisory Council (CIPAC), and its cross-sector councils. 

Support DHS and CIKR sector partnership communication and coordination of  homeland §
security risk mitigation and vulnerability assessment initiatives involving members of  the 

regional consortium entities within the RCCC.
 
Assist in identifying requirements for the coordination and efficient allocation of
§
regional/local CIKR private-sector security clearances among private-sector CIKR within 

specific regions as required by DHS.
 
Work with Federal, State, and local government agencies to properly integrate emergency 
§
preparedness activities and security responses for a terrorist attack at RCCC member facilities. 

Develop and implement an information-sharing process among RCCC members for §
communicating threats to or sharing situational awareness data on incidents at member 
facilities, including unsuccessful attacks that may provide relevant infrastructure protection 
data points for other regional consortium members. 

“Specific regional 
initiatives range in scope 
from organizations that 
include multiple 
jurisdictions and industry 
partners within a single 
State to groups that 
involve jurisdictions and 
enterprises in more than 
one State and across 
international borders.” 

National Infrastructure 
Protection Plan 

“The Pacific Northwest 
Economic Region 
provides an example 
of a regional organization 
structured as a public-
private partnership that 
includes legislators, 
governments, and 
businesses in five 
States and three 
Canadian provinces.” 

National Infrastructure 
Protection Plan 



 
  

   
    

     

Support and encourage the coordination of  specific regionally§
coordinated protective measures and activities to be implemented at the 
appropriate Homeland Security Advisory System threat level; tailor these 
measures to take into account geographic, regional, and specific industry 
factors. 

Foster ongoing coordination with DHS, State and local governments,§
and the CIKR sectors within CIPAC to evaluate regional 
interdependencies between critical infrastructure sectors that specifically 
impact RCCC member entities. 

Assess effective security measures of  regional consortiums and their§
member entities and incorporate them, as appropriate, into a Council 
inventory accessible and available to all RCCC member entities for 
adoption. 

Assist in communicating Federal, State, and local initiatives, activities, and§
resources that may be of  value to RCCC member entities in industry or 
government. 

Selected Accomplishments 
The RCCC Executive Committee drafted and approved a charter since its 
inception, and has prepared a draft one-year plan of  activities. 

Key Initiatives 
The RCCC will define, develop, and implement a suite of  protection-
related programs and initiatives designed to prevent, deter, or mitigate 
threats; reduce vulnerabilities; minimize consequences; and enable timely, 
efficient response and recovery following an event or incident. The 
Council will work with all relevant infrastructure protection community 
partners to develop these components. 

Path Forward 
Existing regional consortiums, such as the Pacific Northwest Economic 
Region, Chicago First, Southeast Region Research Initiative, and the 
Community and Regional Resiliency Initiative, provide a foundation for 
rapid progress in forming a fully functional RCCC and for addressing 
regional CIKR protection needs. Steps that will be taken as the RCCC 
moves forward in achieving its goals include the following: 

Refine and formally ratify the RCCC charter.§

Develop and obtain approval for the associated RCCC plan of  action§
and strategic plan. 

Define and implement the RCCC governance structure and executive§
council. 

Finalize RCCC membership criteria and aggressively seek full§
membership. 

RCCC Founding Members 

§ChicagoFirst 
§AllHazardsConsortium 
§PacificNorthWestEconomicRegion 
§SoutheastRegionResearchInitiative 

§Fullmembershipistobedetermined. 



Sector 
Partnerships 



 

 

Banking and Finance Sector
 

Partnership 
The Banking and Finance Sector accounts for more than 8 percent of  the U.S. annual gross 
domestic product and forms the backbone of  the global economy. The partnership's private-
sector members make up the Financial Services Sector Coordinating Council (FSSCC) and 
the public-sector members form the Financial and Banking Information Infrastructure 
Committee (FBIIC). Regional partnerships have also formed to help address local needs 
associated with natural and man-made disasters. Assisting these efforts is the Financial 
Services Information Sharing and Analysis Center (FS-ISAC) which formed to share specific 
threat and vulnerability assessments with the private and public sectors and to share effective 
incident response practices with the financial services sector. The U.S. Department of  the 
Treasury is the Sector-Specific Agency (SSA) for the Banking and Finance Sector. 

Vision 
To continue to improve the resilience and availability of  financial services, the Banking and 
Finance Sector will work through its public-private partnership to address the evolving 
nature of  threats and the risks posed by the Sector’s dependency on other critical sectors. 

Goals 
To improve the resilience and availability of  financial services, the FSSCC, FBIIC, and 
Treasury Department work together to achieve the following sector-specific security goals: 

Maintain its strong position of  resilience, risk management, and redundant systems in the §

face of  a myriad of  intentional, unintentional, man-made, and natural threats.
 

Address and manage the risks posed by the dependency of  the Sector on the 
§

Telecommunications, Information Technology (IT), Energy, and Transportation Sectors. 

Work with the law enforcement community, the private sector, and our international §

counterparts to increase the level of  available resources dedicated to tracking and catching 
criminals responsible for crimes against the Sector, including cyber attacks and other 
electronic crimes. 

Selected Accomplishments 
Sector partners continue to maintain and enhance the protective posture of  the Banking and 
Finance Sector.  Some of  the Sector’s recent accomplishments include the following: 

Participated in national exercises involving interactions between the National §

Infrastructure Protection Plan (NIPP) and the National Response Framework (NRF).
 

Conducted sector-specific vulnerability assessments and risk assessments.
§

Held a sector-wide pandemic exercise in fall 2007 to test business continuity plans.§

Created the Government Emergency Telecommunications Service Pilot Program to promote §

various modes of priority communications for use during a regional or national disruption. 

“The FBIIC, the FSSCC, 
and regional partnerships 
have conducted numerous 
exercises, including 
tabletop scenarios of 
man-made and natural 
disasters, pandemic 
influenza, and cyber 
attacks, to test the 
preparedness and actions 
of the Sector during 
a crisis.” 

Banking and Finance 
2007 Sector Annual Report 

Location of Regional Partnerships 
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Held the RPCFirst annual meeting, where members conducted a resilience exercise based on§

an improvised explosive device scenario and reports of  terrorist threats in various cities 

across the country.
 

Developed a mission statement for the Cyber Security Committees.
§

Key Initiatives 
Sector initiatives range from developing and testing robust emergency communication 
protocols to conducting and participating in exercises. 

Key initiatives within the Sector include: 

Incorporate CIKR and NRF into existing exercises.§

Continue establishing new Regional Coalitions to further develop partnerships and§

information sharing mechanisms within local financial services communities. 

Support independent and complementary Cyber Security Committees to strengthen cyber§

security and resilience. 

Path Forward 
Numerous steps will be taken as the Banking and Finance Sector moves forward in securing it 
resources. Some of  these steps include the following: 

Work with the U.S. Computer Emergency Readiness Team (US-CERT), the U.S. intelligence§

community, and law enforcement community to share information on cyber security threats. 

Attend DHS's Federal Senior Leadership Council meetings to learn more about§

interdependencies and share information with senior level personnel from the other sectors. 

Collaborate with the Communications, Information Technology, Energy and Transportation§

sectors that are needed to meet the goals of  the Sector.
 

The Treasury Department, through the strong public-private partnership, will continue to
§

prepare, mitigate, and respond to man-made and natural threats that will impact Sector. 

“The FS-ISAC has a reach 
of more than 11,000 
financial institutions; it 
serves as the operational 
arm to share information 
about physical and cyber 
incidents, as well as 
vulnerabilities and 
strategies to mitigate risk 
on a daily basis.” 

Banking and Finance 
2007 Sector Annual Report 

“The Sector has a strong 
relationship with the 
FSSCC and is developing 
relationships with the 
Telecommunications, 
Transportation, IT, and 
Energy Sectors by inviting 
them to meetings to 
discuss CIKR issues.” 

Banking and Finance 
2007 Sector Annual Report 

§AmericanCouncilofStateSavingsSupervisors 
§CommodityFuturesTradingCommission 
§ConferenceofStateBankSupervisors 
§FarmCreditAdministration 
§FederalDepositInsuranceCorporation 
§FederalHousingFinanceBoard 
§FederalReserveBankofNewYork 
§FederalReserveBoard 
§NationalAssociationofInsuranceCommissioners 
§NationalAssociationofStateCreditUnionSupervisors 
§NationalCreditUnionAdministration 
§NorthAmericanSecuritiesAdministrationAssociation 
§OfficeofFederalHousingEnterpriseOversight 
§OfficeoftheComptrolleroftheCurrency 
§OfficeofThriftSupervision 
§SecuritiesandExchangeCommission 
§SecuritiesInvestorProtectionCorporation 
§UnitedStatesDepartmentofTreasuryCHAIR 

§AmericanBankersAssociation 
§AmericanCouncilofLifeInsurers 
§AmericanInsuranceAssociation 
§AmericanSocietyforIndustrialSecurityInternational 
§BITS/TheFinancialServicesRoundtable 
§BankAdministrationInstitut 
§BankofAmerica 
§BankofNY/Mellon 
§ChicagoFIRST 
§ChicagoMercantileExchange 
§Citigroup 
§TheClearingHouse 
§CLSGroup 
§ConsumerBankersAssociation 
§CreditUnionNationalAssociation 
§TheDepositoryTrust&ClearingCorporation 
§FannieMae 
§FinancialIndustryRegulatoryAuthority 
§FinancialInformationForum 
§FinancialServicesInformationSharingand 

AnalysisCenter 
§FinancialServicesTechnologyConsortium 
§FreddieMac 
§FuturesIndustryAssociation 

FBIIC Members FSSCC Members 
§GoldmanSachs 
§ICEFuturesU.S. 
§IndependentCommunityBankersofAmerica 
§InvestmentCompanyInstitute 
§JPMorganChase 
§ManagedFundsAssociation 
§MerrillLynch 
§MorganStanley 
§NavyFederalCreditUnion 
§TheNASDAQStockMarket,Inc. 
§NationalArmoredCarAssociation 
§NationalAssociationofFederalCreditUnions 
§NationalFuturesAssociation 
§NACHATheElectronicPaymentsAssociation 
§TheOptionsClearingCorporation 
§SecuritiesIndustryAutomationCorporation 
§SecuritiesIndustryandFinancialMarkets 

Association 
§StateFarm 
§StateStreetGlobalAdvisors 
§Travelers 
§VISAUSAInc. 



 
 

 

Chemical Sector
 

Partnership 
The Chemical Sector — with its nearly 1 million employees and $637 billion in annual 
revenues — is an integral component of  the U.S. economy.  The Sector converts raw 
materials into more than 70,000 diverse products, many of  which are critical to the Nation. 
The partnership's private-sector members make up the Chemical Sector Coordinating 
Council (CSCC) and the public-sector members form the Chemical Government 
Coordinating Council (CGCC). The Chemical Security Branch of  the Sector Specific Agency 
Executive Management Office within the U.S. Department of  Homeland Security (DHS) 
Office of  Infrastructure Protection (IP) serves as the Sector-Specific Agency (SSA). The 
Infrastructure Security Compliance Division, within the DHS IP, administers the chemical 
facility security regulatory activities.  

Vision 
An economically competitive industry that has achieved a sustainable security posture by 
effectively reducing vulnerabilities and consequences of  attack to acceptable levels, using 
risk-based assessments, industry best practices, and a comprehensive information-sharing 
environment between industry and government. 

Goals 
DHS and Chemical Sector partners have identified six overarching security goals to improve 
the security posture of  the Sector: 

An understanding of  the assets that compose the Chemical Sector; the physical, cyber, and §
human elements that those assets comprise; and the entities with which those assets share 
dependencies or interdependencies, both nationally and internationally. 

An-up-to-date risk profile of  the assets that compose the Chemical Sector, set forth in a §
manner that supports the risk-based prioritization of  critical infrastructure protection 
activities both within the sector and across all critical infrastructure/key resource sectors. 

An overarching, sector-wide protective program that employs measures from all facets of§
the protective spectrum to reduce Sector risk without hindering the economic viability of 
the Sector, supported by cost-effective, asset-specific protective programs targeted at the 
highest-risk Chemical Sector assets. 

A self-perpetuating means of  measuring the progress and effectiveness of  Sector critical §
infrastructure protection activities, including the regular preparation of  reports by DHS’ 
Sector-Specific Agency Executive Management Office for DHS senior leadership, 
Congress, the White House, and other relevant security partners as warranted. 

Refined processes and mechanisms for ongoing government and private sector 
coordination, including majority Sector participation in an information-sharing network 
that supports: timely dissemination of  threat information to the Sector, easy reporting of 
suspicious activities to the government, secure communication of  the assessment results to 
designated parties, and sharing of  lessons learned and effective security practices. 

§

A robust critical infrastructure protection research and development (R&D) program to 
identify and make available methods and tools for Sector protective program activities. 
§

“Both the CGCC and 
CSCC added members to 
their respective groups. 
This expansion was based 
on the recognition of 
interdependencies and 
the need to coordinate 
with additional security 
partners.” 

Chemical Sector 
2007 Sector Annual Report 

Chemical Sector 
Revenues By Segment 

Basic Chemicals 
Speciality Chemicals 
Agricultural Chemicals 
Pharmaceuticals 

27% 

11% 

38% 

20%4% 

Consumer Products 



      
     
     
     
      
     
     
    

    
   

   
     
   
  

      
   

  
    

   
    

     
     

     
     
     
    
    

Selected Accomplishments 
Sector partners continue to maintain and enhance the security posture of  the Chemical 
Sector. Some of  the Sector's accomplishments over the past year include the following: 

§Completed the Pandemic Flu Contingency Planning guidance document that will assist 
chemical facilities in developing their own contingency plans for pandemic flu. 

§Employed HSIN-Chemical to ensure that Sector partners receive alerts and bulletins from 
the National Infrastructure Coordination Center (NICC) and DHS. 

Key Initiatives 
Sector partners are already implementing numerous protective programs to meet 
security goals. 

Key initiatives within the Sector include: 

§Raising awareness through a program composed of  Chemical Sector Security Summit, 
Chemical Boot Camp Tours, and Web-based Chemical Security Awareness Training. 

§Reducing vulnerabilities by conducting Buffer Zone Protection Plans, interactive seminar 
and tabletop exercises, and developing cyber programs to review policies and procedures 
of  process control systems. 

§Refining methodologies (e.g., Risk Analysis and Management for Critical Asset Protection 
[RAMCAP]), and guidance that enable identification of  Tier 1 and Tier 2 facilities. 

Path Forward 
Numerous steps will be taken as the Chemical Sector moves forward in securing its resources. 
Some of  these steps include continuing to: 

§Perform outreach to security partners by improving methods of  communication. 

§Increase awareness and training by developing training and awareness modules. 

§Assess risk through the use of  existing and new tools. 

§Increase cyber security awareness by engaging the National Cyber Security Division. 

§Participate in national exercises and maintain situational awareness for the Assistant 
Secretary during real incidents. 

§Participate in the R&D process by maintaining awareness of  R&D projects, sharing 
information with the Sector, and eliciting gap identification from security partners. 

§Participate, oversee, and coordinate across Federal agencies the initiatives included in the 
Homeland Security Presidential Directive 22 (HSPD-22), Domestic Chemical Defense. 

§Measure progress by working with the NIPP Measurement and Reporting Office (MRO) 
and sector partners to gather the information necessary to measure Sector progress. 

“The CSCC serves as an 
honest broker to facilitate 
inclusive organization and 
coordination of sector 
policy development, 
infrastructure protection 
planning, and plan 
implementation activities. 
Such activities include 
sector-wide planning, 
sector-wide promulgation 
of programs and plans, 
development of 
requirements for effective 
information sharing, 
R&D, and cross-sector 
coordination.” 

Chemical Sector 
2007 Sector Annual Report 

“The Chemical Security 
Summit held in June 2007 
was the sector's first DHS 
and CSCC co-sponsored 
event. The conference was 
attended by 350 members 
of the sector and has 
received positive 
feedback… the summit 
offered high-quality 
workshops and speakers 
who discussed the latest 
information regarding 
chemical security.” 

Chemical Sector 
2007 Sector Annual Report 

§OfficeoftheDirectorofNationalIntelligence 
§UnitedStatesDepartmentofCommerce 
§UnitedStatesDepartmentofDefense 
§UnitedStatesDepartmentofEnergy 
§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofJustice 
§UnitedStatesDepartmentofTransportation 
§UnitedStatesEnvironmentalProtectionAgency 

§TheAdhesiveandSealantCouncil 
§AgriculturalRetailersAssociation 
§AmericanChemistryCouncil 
§AmericanForest&PaperAssociation 
§AmericanPetroleumInstitute 
§ChemicalProducers& 

DistributorsAssociation 
§TheChlorineInstitute 
§CompressedGasAssociation 
§CropLifeAmerica 

GCC Members SCC Members 
§TheFertilizerInstitute 
§IndependentLiquidTerminalsAssociation 
§InstituteofMakersofExplosives 
§InternationalInstituteofAmmoniaRefrigeration 
§NationalAssociationofChemicalDistributors 
§NationalPaint&CoatingsAssociation 
§NationalPetrochemicalandRefinersAssociation 
§SocietyofthePlasticsIndustry 
§SyntheticOrganicChemicalManufacturersAssociation 



   

Commercial Facilities Sector
 

Partnership 
The Commercial Facilities Sector, widely diverse in both scope and function, is a dominant 
influence on the Nation’s economy. The Sector consists of  eight subsectors, with the Retail 
Subsector alone generating more than $4.4 trillion in annual sales in 2005. The Commercial 
Facilities Sector also includes facilities and assets (e.g., sporting stadiums, entertainment 
districts, and amusement and theme parks) that host activities that instill pride in the 
American way of  life and develop a sense of  community. Historically, emergency 
preparedness response plans for these facilities have taken place at the State and local levels, 
and thus asset protection cooperation with the Federal government is a relatively new 
concept to the Sector. The partnership’s private-sector members, which include commercial 
facility owners, operators, and trade associations, make up the Commercial Facilities Sector 
Coordinating Council (CFSCC). The public-sector members form the Commercial Facilities 
Government Coordinating Council (CFGCC).  The U.S. Department of  Homeland Security 
serves as the Sector-Specific Agency (SSA) for the Commercial Facilities Sector. 

Vision 
The Commercial Facilities Sector envisions a secure, resilient, and profitable Sector in which 
effective and non-obstructive risk management programs instill a positive sense of  safety 
and security in the public and sustain favorable business environments conducive to 
attracting and retaining employees, tenants, and customers. 

Goals 
To improve the security and resiliency of  the Commercial Facilities Sector, the public and 
private sector security partners work together to achieve the following security goals: 

Enable trusted and protected information sharing between public and private security §
partners at all levels of  government. 

Ensure that the public sector security partners disseminate timely, accurate, and threat-§
specific information and analysis throughout the Sector. 

Preserve the “open access” business model of  most commercial facilities while enhancing §
overall security. 

Maintain a high level of  public confidence in the security of  the Sector.§

Provide security that meets the needs of  the public, tenants, guests, and employees while §
ensuring the continued economic vitality of  the owners, investors, lenders, and insurers. 

Have systems in place (e.g., emergency preparedness, training, crisis response, and business §
continuity plans) to ensure a timely response to and recovery from natural or man-made 
incidents. 

Institute a robust Sector-wide research and development (R&D) program to identify and §
provide independent third-party assessments of  methods and tools for Sector protective 
program activities. 

Implement appropriate protective measures to secure cyber systems that are vital to the §
daily operations of  the Sector. 

“The Commercial Facilities 
SCC continues to reach out 
across the eight subsectors 
in order to increase 
membership within each 
subsector. The Commercial 
Facilities GCC has also 
examined which additional 
Federal, State, and local 
representatives could be 
added to its membership.” 

Commercial Facilities 
2007 Sector Annual Report 

“Many commercial 
facilities also house assets 
that belong to other critical 
sectors. Collaborative 
efforts among the 17 
CIKR sectors are underway 
to address the issue 
of cascading effects 
stemming from sector 
interdependencies.” 

Commercial Facilities 
2007 Sector Annual Report 



     
     
     
      
     

       
     
     
    
    

  
  
   

       
     
      
     

   
  
  

       
       
   
    

   
  

   
  
   
   

   
   

    
    

   
    

    
   

Selected Accomplishments 
Sector partners continue to maintain and enhance security and resiliency of  the Sector. 
Some of  the Sector’s accomplishments over the past year include the following: 

Introduced to the Retail Subsector the Bomb-Making Awareness Program (BMAP), an§
awareness tool describing materials bomb makers may attempt to purchase, as well as 

potential “suspicious behaviors.” 


Hosted the Private Sector Counterterrorism Awareness Workshop for private sector§
security professionals throughout the United States.


 Completed the NASCAR Mass Evacuation Planning Guide for Major Events.
§

 Completed the Protective Measures Guide for U.S. Sports Leagues.§

 Described the requirements for CIKR-related R&D for use in the national R&D planning§
effort, via the 2008 Sector Annual Report. 

Key Initiatives 
Initiatives within the Commercial Facilities Sector range from developing plans for reinforcing 
public facilities' security practices to conducting workforce security training sessions. 

Key initiatives within the Sector include: 

Implement a redesign of  the ViSAT program.§

 Developing an Evacuation Planning Guide for Stadiums in conjunction with a working§
group composed of  SCC and GCC members, universities, and private sector partners. 


Developing Protective Measures Guides for the Retail, Lodging, and Outdoor
§
Events Subsectors. 


Working with the Emergency Services Sector to create “Active Shooter” preparedness
§
materials (pamphlets, posters, and pocket-size reference cards) for distribution to facilities. 

Path Forward 
Numerous steps will be taken as the Commercial Facilities Sector moves forward in securing 
its resources. Some of  these steps include the following: 

Review and refine Sector security mission, vision, and goals; develop objectives.§

Review processes for prioritizing Sector infrastructure.§

Identify protective actions that can be taken to meet high-priority needs and fill gaps.§

Explore development of  a Cultural Properties Subsector.§

 Continue to develop a process for obtaining asset information from each subsector.§

 Develop sector-specific metrics based on the goals highlighted in the Sector Business Plan.§

Commercial 
Facilities Subsectors 

§Entertainment 

and Media
 
§Lodging 
§Outdoor Events 
§Public Assembly 
§Real Estate 
§Resorts 
§Retail 
§Sports Leagues 

“Vulnerability 
Identification Self-
Assessment Tool 
(ViSAT) is a web-based 
self-assessment tool 
developed by DHS. Some 
850 commercial facilities 
have access to ViSAT, and 
DHS has provided a grant 
to the International 
Association of Assembly 
Managers to promote 
the program.” 

Commercial Facilities 
2007 Sector Annual Report 

§NationalEndowmentoftheArts 
§UnitedStatesDepartmentofCommerce 
§UnitedStatesDepartmentofEducation 
§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofHousing 

andUrbanDevelopment 
§UnitedStatesDepartmentofInterior 
§UnitedStatesDepartmentofJustice 
§UnitedStatesEnvironmentalProtectionAgency 
§UnitedStatesGeneralServicesAdministration 

§AffiniaHospitality 
§BOMA,International 
§DallasConventionCenter 
§InternationalAssociationofAmusementParks&Attractions 
§InternationalAssociationofAssemblyManagers 
§InternationalAssociationofFairsandExhibitions 
§InternationalCouncilofShoppingCenters 
§MajorLeagueBaseball 
§MarriottInternational 
§NASCAR,Inc. 
§NationalAssociationofIndustrialandOfficeProperties 
§NationalAssociationofRVParksandCampgrounds 
§NationalHockeyLeague 
§NationalMultiHousingCouncil 

GCC Members 

§NationalRetailFederation 
§NBCUniversal 
§OneidaGamingCommission 
§RBCCenter 
§RetailIndustryLeadersAssociation 
§RelatedManagementCompany 
§SelfStorageAssociation 
§StadiumManagementAssociation 
§TheLossPreventionFoundation 
§TheRealEstateRoundtable 
§TishmanSpeyerProperties 
§TheWaltDisneyCompany 
§WarnerBros.StudioFacilities 
§WestfieldShoppingCenters 

SCC Members 



  

Communications Sector
 

Partnership 
The Communications Sector includes the broadcasting, cable, wireless, and wireline 
industries, as well as networks that support the Internet and other key information systems. 
There are over 35 companies and trade associations within the Communications Sector 
Coordinating Council (CSCC), while 7 public-sector members form the Communications 
Government Coordinating Council (CGCC). The National Communications System (NCS) 
serves as the Sector-Specific Agency (SSA).  The Government is responsible for the 
management of  Sector equities such as the National Coordinating Center (NCC) and the 
Network Security Information Exchange (NSIE). 

Vision 
The Communications Sector acknowledges the Nation’s critical reliance on assured 
communications. The Communications Sector strives to ensure that the Nation's 
communications networks and systems are secure, resilient, and rapidly restored after a 
natural or manmade disaster. 

Goals 
Both public and private Communications Sector partners work together to achieve 
the following sector-specific security goals: 

Protect the overall health of  the national communications backbone.§

Rapidly reconstitute critical communications services after national and regional §
emergencies. 

Plan for emergencies and crises by participating in exercises and updating response §
and continuity-of-operations plans. 

Develop protocols to manage the exponential surge in use during an emergency situation §
and ensure the integrity of  sector networks during and after an emergency. 

Educate security partners on communications infrastructure resiliency and risk-§
management practices in the Communications Sector. 

Ensure timely, relevant, and accurate threat information sharing between industry and §
Government, including the law enforcement and intelligence communities and key decision 
makers in the sector. 

Establish effective cross-sector coordination mechanisms to address critical §
interdependencies, including incident situational awareness and cross-sector 

incident management.
 

Selected Accomplishments 
The Communications Sector has increased its security profile with numerous 
accomplishments in the implementation of  the Communications Sector Specific Plan (CSSP), 
including the following: 

Determined methods of  assigning qualitative and quantitative ratings for normalizing §
and prioritizing architectural elements. 

“In the Communications 
Sector, partnerships are 
the foundation for all 
protective programs.” 

Communications Sector 
2008 Sector Annual Report 

“The Communications 
Sector's security practices 
focus on built-in resiliency, 
response, and recovery.” 

Communications Sector 
2008 Sector Annual Report 
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Completed a National Sector Risk Assessment (NSRA).§

Increased coordination and engagement with the IT Sector, including the NSRA and§
Research and Development (R&D) priorities.
 

Increased coordination and engagement with the Information Technology (IT) Sector,
§
including the NSRA and Research and Development (R&D) priorities. 

Key Initiatives 

The Communications Sector has protective and preparedness programs, which focus 
strongly on response and recovery: 

Key initiatives within the Sector include: 

Develop next-generation priority services to meet the evolving requirements of  critical§

communications customers in a converged communications environment.
 

Develop a Communications Sector outreach program to educate customers and other
§

infrastructures on communications resiliency and risk-management practices. 


Focus on cyber security related programs and activities.
§

Explore follow-on activities to the NSRA.§

Path Forward 

The Sector will be working to determine the next steps in the 
implementation of  the CSSP, including: 

Develop next-generation priority services to meet§

the evolving requirements of  critical customers.
 

Develop a Communications Sector outreach program.
§

 Focus on cyber security-related programs and activities.§

 Explore follow-on activities to the NSRA.§

Develop and implement national-level protective§
measures to mitigate risks to nationally critical systems 

supporting National Security/Emergency Preparedness.
 

Identify output and outcome metrics and begin§
collecting data.
 

Solicit gap analysis of  communications R&D needs and current
§
initiatives and write a report summarizing and prioritizing the 
most important gaps in the Sector. 

“Several physical security 
initiatives that are process 
focused, such as access 
to disaster sites, 
credentialing, security for 
private sector emergency 
responders, and 
emergency wireless 
protocols, are being 
addressed collaboratively 
by DHS/NCS and industry 
partners.” 

Communications Sector 
2008 Sector Annual Report 

Communications Sector Relationship Map 

§FederalCommunicationsCommission 
§NationalAssociationofRegulatoryUtilityCommissioners 
§UnitedStatesDepartmentofCommerce 
§UnitedStatesDepartmentofDefense 
§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofJustice 
§UnitedStatesGeneralServicesAdministration 

§3UTechnologies 
§AlcatelLucent 
§AmericomGS 
§AssociationofPublicTelevisionStations 
§AT&T 
§BellSouthCorporation 
§Boeing 

GCC Members 
§CellularTelecommunications 

&InternetAssociation 
§CincinnatiBell 
§Cingular 
§Cisco 
§Comcast 
§ComputerSciencesCorporation 
§DirecTV 
§Embarq 
§HughesNetworkSystems 
§InternetSecurityAlliance 
§Intrado 
§JuniperNetworks 
§Level3 
§Motorola 
§NationalAssociationofBroadcasters 
§NationalCableTelevisionAssociation 

SCC Members 

§Nortel 
§PAETEC 
§QwestCommunications 
§RuralCellularAssociation 
§SAVVIS 
§SatelliteIndustryAssociation 
§SprintNextel 
§Telcordia 
§TelecommunicationsIndustryAssociation 
§TeleContinuity,Inc. 
§TerreStarNetworks,Inc. 
§UtilitiesTelecomCouncil 
§USInternetServicesProviderAssociation 
§U.S.TelecomAssociation 
§VeriSign 
§Verizon 



Critical Manufacturing Sector
 

Partnership 
The Critical Manufacturing Sector is the newest sector added to the Critical 
Infrastructure and Key Resources (CIKR) sectors identified in the National 
Infrastructure Protection Plan (NIPP).  The Critical Manufacturing Sector is 
composed of  four broad manufacturing industries, which were not 
represented in the original 17 CIKR sectors. In 2006, these four industries 
employed 1.1 million workers and manufactured $676 billion in products.  On 
March 3, 2008, the Department of  Homeland Security officially designated 
the Critical Manufacturing Sector as an additional sector under the NIPP.  
The Assistant Secretary in the Office of  Infrastructure Protection is currently 
assuming interim leadership to support the development of  a Sector 
Coordinating Council (SCC) and Government Coordinating Council (GCC), 
as well as the designation of  a Sector-Specific Agency (SSA) to assist in 
meeting the requirements of  Homeland Security Presidential Directive No. 7 
(HSPD-7) and the NIPP.  Once this is complete, the Critical Manufacturing 
Sector will be able to establish partnerships and working groups among 
private and public security partners.   

Critical Manufacturing Sector Industries and Elements 

Manufacturing Industry Elements 

Primary Metal Manufacturing §Iron and steel mills and ferro alloy manufacturing. 
§Alumina and aluminum production and processing. 
§Nonferrous metal (except aluminum) production and processing. 

Machinery Manufacturing §Engine, turbine, and power transmission equipment. 

Electrical Equipment, Appliance, 
and Component Manufacturing 

§Electrical equipment. 

Transportation Equipment Manufacturing §Motor vehicle manufacturing. 
§Aerospace product and parts manufacturing. 
§Railroad rolling stock manufacturing. 
§Other transportation equipment manufacturing. 

“Today's manufacturing 
environment is integrated 
into complex, interdependent 
supply chains. Failure in any 
part of a supply chain can 
ripple through manufacturing 
systems, causing cascading 
economic impacts.” 

Federal Register 
Designation of the 
NIPP Manufacturing Sector 
April 30, 2008 



    

Selected Accomplishments 
The Critical Manufacturing Sector has taken initial steps in becoming a more secure and 
resilient sector, including the following: 

Conducted an expansive study on the manufacturing sector.§

Designated Critical Manufacturing as the 18th CIKR sector.§

Placed a notice in the Federal Register to call for public participation in the§
establishment and refinement of  the Sector. 

Key Initiatives 
The Critical Manufacturing Sector is engaged in initiatives to become more fully 
integrated into the CIKR Sector Partnership and to meet the NIPP goals. These 
initiatives will enable the Sector to further enhance its security posture. 

Key initiatives within the Sector include: 

Developing the Critical Manufacturing SCC and GCC.§

Designating an SSA to assist the Sector in meeting security requirements.§

Developing and implementing the Sector-Specific Plan (SSP).§

Providing an annual report on progress in the Sector.§

Path Forward 
Numerous steps will be taken as the Critical Manufacturing Sector moves forward in 
securing it resources, including the following: 

Engage Sector partners through meetings of  the SCC and GCC.§

Develop and implement a Sector-Specific Plan.§

Identify Sector assets.§

Identify appropriate risk assessment methodologies for use by Sector partners.§

Develop Sector-specific metrics.§

“Domestic manufacturers
 are increasingly reliant 
upon foreign sources of 
supply, energy, and 
on transcontinental 
transportation systems.” 

Federal Register 
Designation of the 
NIPP Manufacturing Sector 
April 30, 2008 

“Supply chains have been 
optimized for productivity 
and efficiency as opposed 
to redundancy, making 
them sensitive to 
disruption.” 

Federal Register 
Designation of the 
NIPP Manufacturing Sector 
April 30, 2008

§Tobedetermined §Tobedetermined 

GCC Members SCC Members 



 

 

Dams Sector
 

Partnership 
Dams Sector assets are vital components of  the Nation’s infrastructure and continuously 
provide a wide range of  economic, environmental, and social benefits. There are 
approximately 82,640 dams in the United States; about 70,000 of  them are regulated by State 
agencies, about 4,600 are regulated by Federal agencies, and the remaining dams are not 
regulated. More than 65 percent of  dams in the United States are owned by private entities.  
The Dams Sector Coordinating Council (SCC) is composed of  non-Federal owners and 
operators as well as professional organizations; the Dams Sector Government Coordinating 
Council (GCC) is composed of  Federal owners and operators as well as Federal and State 
regulatory agencies and other government stakeholders.  The U.S. Department of  the 
Homeland Security (DHS), Office of  Infrastructure Protection serves as the Sector-Specific 
Agency (SSA) for the Dams Sector.    

Vision 
The Dams Sector will identify the protective measures, strategies, and policies appropriate to 
protect its assets from terrorist acts through the development of  multifaceted, multilevel, 
and flexible security programs designed to accommodate the diversity of  this Sector.  The 
Dams Sector, by fostering and guiding research in the development and implementation of 
protective measures, will ensure the continued economic use and enjoyment of  this key 
resource through the use of  a risk-based management program of  preparedness, response, 
mitigation, and recovery. 

Goals 
To ensure the security and continued use of  Sector assets, Dams Sector security partners will 
work together to achieve the following sector-specific security goals: 

Build Dams Sector partnership and improve communications among all Sector §
security partners.
 

Identify Dams Sector composition, consequences, and critical assets.
§

Improve Dams Sector understanding of  viable threats.§

Improve Dams Sector understanding and awareness of  vulnerabilities.§

Identify risks to critical assets.§

Develop guidance on how the Dams Sector will manage risks.§

Enhance the security of  the Dams Sector through research and development efforts.§

Identify and address interdependencies.§

Selected Accomplishments 
Sector partners have taken effective measures to maintain and enhance Dams Sector security.  
Some of  the Sector’s accomplishments over the past year include the following: 

Developed a consequence-based top screen methodology to identify and characterize the §

subset of  high-consequence facilities. 

“Dams Sector security 
partners leverage elements 
of their security practices 
through information sharing 
within and among the GCC, 
SCC, and Sector workgroups 
through periodic meetings. 
This information sharing is 
also evidenced by the 
development of security 
education outreach materials 
made available to all Sector 
security partners.” 

Dams Sector 
2007 Sector Annual Report 

“The Security Education 
Workgroup spearheaded 
development of a handbook 
and guide on security 
awareness for dam 
owner/operators. The 
Security Education 
Workgroup will also post 
templates of emergency 
action plans and other 
contingency plans on HSIN 
[Homeland Security 
Information Network] to aid 
owner/operators in 
developing such plans.” 

Dams Sector 
2007 Sector Annual Report 
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Published a Security Awareness Handbook and a Security Awareness Guide.§

Established a Levee Sub-Sector Coordinating Council to address security and protection§

issues for flood damage reduction systems. 

Key Initiatives 
Initiatives within the Dams Sector range from studying the vulnerability of  dams to aircraft 
impacts, to developing guidance on estimating the consequences of  dam failure. 

Key initiatives within the Sector include: 

Disseminating important information to owners/operators through the security and§

protection awareness program.
 

Developing guidance for security performance, risk assessment and blast mitigation, and
§

failure consequence estimation. 

Initiating efforts to develop security and protection strategies for levees.§

Path Forward 
Numerous steps will be taken as the Dams Sector moves forward in securing its resources, 
including the following: 

Incorporate the NIPP into strategies for cooperation with foreign countries and§

international/multinational organizations.
 

Develop Web-based security education training tools.
§

Conduct and validate consequence assessments of  priority CIKR as identified by the§

top-screening process.
 

Develop documents and reference materials to assist owners/operators in selecting
§

protective measures and developing site security plans.
 

Gather and collect information from the Dams Sector for annual reporting and national-§

level, cross-sector comparative analysis.
 

Communicate requirements for CIKR-related research and development (R&D) to DHS
§

for use in the national R&D planning effort. 

“FERC [Federal Energy 
Regulatory Commission] 
administers the Hydro 
Security Program that 
reaches the 2,600 private 
and municipal hydropower 
dams in the Nation. All 
critical assets are annually 
inspected by FERC to 
ensure that security 
postures are appropriate to 
current threat levels.” 

Dams Sector 
2007 Sector Annual Report 

GCC Members 

SCC Members 
§AlleghenyEnergy 
§AmerenServicesCompany 
§AmericanElectricPower 
§AssociationofStateDamSafetyOfficials 
§AssociationofStateFloodplainManagers 
§AVISTAUtilities 
§ChelanCounty 
§CMSEnergy 
§DominionResources 

§BonnevillePowerAdministration 
§FederalEnergyRegulatoryCommission 
§StateofCalifornia,DepartmentofWaterResources 
§StateofColorado,DivisionofWaterResources 
§StateofNebraska,DepartmentofNaturalResources 
§StateofNewJersey,Departmentof 

EnvironmentalProtection 
§StateofNorthCarolina,Departmentof 

EnvironmentandNaturalResources 
§StateofOhio,DepartmentofNaturalResources 
§StateofPennsylvania,Departmentof 

EnvironmentalProtection 
§StateofWashington,DepartmentofEcology 
§TennesseeValleyAuthority 
§UnitedStatesDepartmentofDefense, 

ArmyCorpsofEngineers 
§UnitedStatesDepartmentofAgriculture 
§UnitedStatesDepartmentofAgriculture, 

BureauofReclamation 
§UnitedStatesDepartmentofAgriculture, 

NaturalResourcesConservationService 

§DukeEnergyCorporation 
§ExelonCorporation 
§HydroQuébec 
§NationalAssociationofFloodandStormwater 

ManagementAgencies 
§NationalHydropowerAssociation 
§NationalMiningAssociation 
§NewYorkCity,DepartmentofEnvironmentalProtection 
§NewYorkPowerAuthority 
§OntarioPowerGeneration 
§PacificGas&ElectricCompany 
§PPLCorporation 
§ProgressEnergy 
§ScanaCorporation 
§SeattleCityLight 
§SouthCarolinaPublicServiceAuthority 
§SouthernCaliforniaEdison 
§SouthernCompanyGeneration 
§UnitedStatesSocietyofDams 
§XcelEnergyCorporation 

§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofInterior 
§UnitedStatesDepartmentofLabor 
§UnitedStatesDepartmentofState 
§UnitedStatesDepartmentofState, 

InternationalBoundaryandWaterCommission 
§UnitedStatesDepartmentofLabor, 

MineSafetyandHealthAdministration 
§WesternAreaPowerAdministration 



Defense Industrial Base Sector
 

Partnership 
The Defense Industrial Base (DIB) Sector includes hundreds of  thousands of  domestic and 
foreign entities and subcontractors that perform work for the Department of  Defense 
(DOD) and other Federal departments and agencies.  These firms research, develop, design, 
produce, deliver, and maintain military weapons systems, subsystems, components, or parts.  
Defense-related products and services provided by the DIB Sector equip, inform, mobilize, 
deploy, and sustain forces conducting military operations worldwide.  As the Sector-Specific 
Agency (SSA), DOD leads a collaborative, coordinated effort to identify, assess, and 
improve risk management of  critical infrastructure within the Sector.  Members of  these 
defense industry associations and DIB private sector CIKR owners and operators form the 
DIB Sector Coordinating Council (SCC), while the DIB Sector Government Coordinating 
Council (GCC) is composed of  members from the U.S. Departments of  Defense, 
Commerce, Homeland Security, Justice, and Treasury.  

Vision 
Ensure the ability of  the DIB to support DOD missions and eliminate unacceptable risk to 
national security through informed infrastructure risk-management decisions. 

Goals 
The DIB CIPAC reviewed and approved a refined set of  five Sector goals in February 2008. 
It also approved a set of  fifteen objectives appropriately mapped to each of  the goals. DIB 
Sector goals are: 

Sector Risk Management:  Use an all hazards approach to manage the risk related to §
dependency on critical DIB assets. 

Collaboration, Information Sharing, and Training:  Improve collaboration within a shared §
knowledge environment set in the context of  statutory, regulatory, proprietary, and other 
pertinent information sharing constraints and guidance. 

Personnel Security: Mitigate the risk created by personnel with unescorted physical or logical §
access to critical DIB assets in conformance with pertinent industry best practices 

including regulatory and statutory requirements.
 

Physical Security: Manage the risk created by threats to and vulnerabilities of  critical DIB §
physical assets. 

Selected Accomplishments 
Sector partners continue to maintain and enhance the protective posture of  the Defense 
Industrial Base Sector.  Some of  the Sector’s accomplishments over the past year include 
the following: 

Reviewed existing risk assessment methodologies to determine compatibility with the §
National Infrastructure Protection Plan (NIPP) baseline criteria. 

“DCMA [Defense Contract 
Management Agency] is 
providing outreach, 
education & training to DIB 
industry partners through its 
Critical Infrastructure 
Awareness Briefings.  DCMA 
recently conducted its 100th 
Awareness Briefing with 
industry.” 

Defense Industrial Base 
2008 Sector Annual Report 

“The DCMA [Defense 
Contract Management 
Agency] is evaluating a plan 
to organize and train an 
appropriate number of 
reservists to undertake duties 
such as DIB liaison officers 
to the Senior Accountable 
Official responding to 
disasters and emergencies, 
and providing the 24/7 
operations center capability 
to support executing DOD 
and national-level DIB SSA 
responsibilities during 
emergency response 
situations.” 

Defense Industrial Base 
2008 Sector Annual Report
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Completed a rollout of  Homeland Security Information Network–Critical Sectors§
communities of  interest (HSIN–CS COI), which is operational, expanding registrations, 
and being populated with information based on SCC desires. 

Completed identification of  critical DIB assets based on criteria in Homeland Security§
Presidential Directive-7 (HSPD-7). 

Implemented DIB Cyber Security/Information Assurance Program to increase the§
protection of  DOD sensitive information resident on DIB networks from unauthorized 
disclosure. 

Key Initiatives 
DOD collaborates with DIB asset owners/operators to develop plans to implement 
protection recommendations based on the results of  risk assessments. Owners/operators 
make risk-reduction decisions, but DOD strives to facilitate informed decision making by 
encouraging information sharing and making decision-support tools available. 

Key initiatives within the Sector include: 

Promoting Mission Assurance Assessments to compile and implement CIKR protection§
approaches. 

Sharing information through the DIB Cyber Security Task Force, the Defense Security§
Information Exchange, and other CIPAC forums and committees. 

Implementing the “DIB Cluster” Buffer Zone Protection Program Pilot to share threat,§
vulnerability, and mitigation approaches. 

Path Forward 
Numerous steps will be taken as the Defense Industrial Base Sector moves forward in 
securing it resources, including the following: 

Implement policies for vetting and disseminating information to security partners.§

Complete CIPAC review and implementation of  Sector metrics.§

Collaborate with other SSAs to identify cross-sector interdependencies.§

Continue DCIP Awareness Visit outreach efforts and improve coordination with DHS§
Physical Security Advisors.
 

Continue to conduct CIP-Mission Assurance Assessments of  priority DIB assets.
§

Solicit feedback from critical DIB asset owners on the effectiveness and advances in§
infrastructure risk management practices.
 

Improve classified and unclassified information-sharing capabilities throughout the Sector.
§

“The Department of State's 
Bureau of Political-Military 
Affairs maintains a team that 
coordinates with DOD to 
develop and implement 
initiatives with interagency 
and foreign partners to 
enhance the protection of the 
DIB, and of the international 
critical infrastructures on 
which DOD relies.” 

Defense Industrial Base 
2007 Sector Annual Report 

“The DCMA [Defense 
Contract Management 
Agency] is facilitating the 
Critical Infrastructure 
Protection Mission 
Assurance Assessments 
within the DIB sector. 
These full-spectrum 
assessments employ 
dedicated and specially 
trained teams of National 
Guard personnel to examine 
infrastructure 
interdependency, 
consequences, and 
vulnerabilities using a 
standardized protocol. 
In FY-07 eleven of these 
in-depth, on-site risk 
assessments were 
completed, and through the 
conclusion of FY-08 another 
21 will be accomplished.” 

Defense Industrial Base 
2008 Sector Annual Report 

§UnitedStatesDepartmentofCommerce 
§UnitedStatesDepartmentofDefense 
§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofJustice 
§UnitedStatesDepartmentofTreasury 

GCC Members SCC Members 
§AerospaceIndustriesAssociation 
§AlliantTechsystems 
§BAESystems 
§BoeingCompany 
§ComputerSciencesCorporation 
§GeneralDynamics 
§L3Communications 
§LockheedMartinCorporation 

§MantechInternational 
§NationalDefenseIndustrialAssociation 
§NorthropGrummanCorporation 
§RaytheonCompany 
§ScienceApplicationsInternationalCorporation 
§WashingtonGroupInternational 



 

Emergency Services Sector
 

Partnership 
The Emergency Services Sector (ESS) is made up of  a network of  preparedness, 
response, and recovery elements that forms the Nation's first line of  defense for 
preventing and mitigating the risk of  terrorist attacks and manmade and natural 
disasters. The ESS encompasses a wide range of  emergency response functions, whose 
primary missions include saving lives, protecting property and the environment, assisting 
communities impacted by disasters (natural or malevolent), and aiding recovery from 
emergency situations. The ESS has widespread involvement from a variety of  entities in 
the public and private sectors. The primary public security partners are represented on 
the Emergency Services Government Coordinating Council (GCC), which is chaired by 
the Department of  Homeland Security (DHS). The Emergency Services Sector 
Coordinating Council (SCC) includes the public and private sectors, and is composed of 
several associations that represent the major disciplines of  the ESS. The SCC serves as 
the principal point for developing and coordinating a wide range of  CIKR protection 
issues and activities. DHS is the Sector-Specific Agency (SSA) for the ESS.  

Vision 
A Sector in which facilities, key support systems, information and coordination systems, 
and personnel are protected from both ordinary operational risks and extraordinary 
risks or attacks, so that it can effectively provide a timely, coordinated, all-hazards 
emergency response and ensure the confidence of  the citizens who depend on the 
Sector to protect their lives and property. 

Goals 
The six security goals for the ESS are to achieve/establish: 

An understanding of  the physical, cyber, and human elements of  the ESS assets as §

well as the entities with which those assets share dependencies or interdependencies, 
both nationally and internationally. 

An up-to-date risk profile of  the assets that compose the ESS, set forth in a manner §

that supports the risk-based prioritization of  CIKR protection activities both within 
the Sector and across all CIKR sectors. 

An overarching protective program that seeks to maximize the security of  the Sector §

while minimizing the cost, burden, and any potential impact upon the Sector’s ability 
to respond to incidents. 

A self-perpetuating means of  measuring the progress and effectiveness of  Sector §

CIKR protection activities, including regular preparation of  reports by DHS for 
senior leadership, Congress, the White House, and other relevant security partners, 
as warranted. 

A robust CIKR protection R&D program to identify and make available methods and §

tools for Sector protective program activities. 

“Mutual-aid agreements 
and the culture of mutual 
assistance and volunteerism 
in the emergency services 
help to ensure the 
maintenance of response 
capability even in the event 
of an incident. The 
availability of emergency 
services on a national basis 
is extremely difficult to 
disrupt due to the distributed 
nature of the Sector as well 
as established and informal 
assistance agreements.” 

Emergency Services 
2008 Sector Annual Report 

Emergency Services 

Sector Disciplines
 

§Law Enforcement 
§Bomb Explosive 

Ordnance Disposal 
§Special Weapons and 

Tactics and Tactical 
Operations 
§Fire Service 
§Emergency Medical 

Service 
§Search and Rescue 
§Urban Search 


and Rescue
 
§Emergency 


Management
 
§Hazardous Materials 

Response 
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Refined processes and mechanisms for ongoing coordination, including majority§

Sector participation in an information-sharing network that supports timely 
dissemination of  threat information to the Sector, easy reporting of  suspicious 
activities to the government, secure communication of  the assessment results to 
designated parties, and sharing of  lessons learned and best practices. 

Selected Accomplishments 
Some of  the Sector’s accomplishments over the past year include the following: 

Developed the Tier 2 criteria, which DHS uses to identify those regions deemed most§

nationally significant to the Emergency Services Sector. 

Began developing the Emergency Services Infrastructure Protection in Practice, a document§

that outlines model practices that maintain and improve the Sector’s ability to protect 
and preserve itself  in an imminent or ongoing emergency. 

Key Initiatives 
Initiatives within the ESS range from measures to prevent, deter, and mitigate threats to 
timely, effective response and restoration following terrorist attacks, natural disasters, 
or other incidents. 

Key initiatives within the Sector include: 

Continuing to refine the Emergency Services Sector Risk Methodology.§

Expanding information sharing by developing programs and initiatives tailored to§

improve information dissemination, cyber security, and other concerns. 

Working with the DHS Science and Technology (S&T) Directorate to engage ESS§

practitioners and subject matter experts in S&T projects. 

Path Forward 
The Sector will continue to develop the priorities and activities outlined in this 
document. Specific programs and initiatives that the Sector has identified for the coming 
year include the following: 

Continue developing and release the Emergency Services Infrastructure Protection in Practice§

Coordinate with other programs across the public and private sector to continue§

developing and implementing the Emergency Services Sector Risk Methodology. 

Collaborate with the DHS National Cyber Security Division and other public and§

private entities to improve cyber security protective efforts and information sharing. 

Refine R&D priorities by involving the DHS S&T Integrated Product Teams§

as appropriate. 

Continue identifying and leveraging applicable databases and existing information§

resources to enhance ESS protective programs and initiatives. 

“Protective measures in 
the Sector cover the full 
spectrum of activities 
designed to deter, 
devalue, detect, defend, 
mitigate, respond, and 
recover in an all-hazards 
environment.” 

Emergency Services 
2007 Sector Annual Report 

§AmericanRedCross 
§FederalBureauofInvestigation 
§NationalGuardBureau 
§NationalNativeAmericanLaw 

EnforcementAssociation 
§UnitedStatesCoastGuard 
§UnitedStatesDepartmentofTransportation 
§UnitedStatesFireAdministration 

GCC Members 
§InternationalAssociationofChiefsofPolice 
§InternationalAssociationofEmergencyManagers 
§InternationalAssociationofFireChiefs 
§NationalAssociationofStateEMSOfficials 
§NationalEmergencyManagementAssociation 
§NationalSheriffsAssociation 

SCC Members 
§UnitedStatesForestService 
§UnitedStatesSecretService 
§UnitedStatesDepartmentofHealthand 

HumanServices 
§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofInterior 
§UnitedStatesDepartmentofJustice 
§UnitedStatesEnvironmentalProtectionAgency 



Energy Sector
 

Partnership 
The Energy Sector consists of  thousands of  geographically dispersed electricity, oil, and 
natural gas assets that are connected by systems and networks. Collaboration is essential in 
order to secure such an interdependent infrastructure, which is owned, operated, hosted, and 
regulated by public and private entities. The Sector’s public-private partnership addresses 
security issues and shares information on threats, vulnerabilities, and protective measures.  
Private-sector security partners are represented by the Electricity and Oil and Natural Gas 
Sector Coordinating Councils (SCCs), while public-sector security partners make up the 
Energy Government Coordinating Council (GCC). The Electricity SCC represents 95 
percent of  the electric power industry, and the Oil and Natural Gas SCC represents 98 
percent of  its industry. The Department of  Energy serves as the Sector-Specific Agency 
(SSA). 

Vision 
To establish a robust, resilient energy infrastructure in which continuity of  business and 
services are maintained through secure and reliable information sharing, effective risk 
management programs, coordinated response capabilities, and trusted relationships between 
public and private security partners at all levels of  industry and government. 

Goals 
To ensure a robust, resilient energy infrastructure, security partners work together to achieve 
the following sector-specific security goals: 

Establish robust situational awareness within the Energy Sector through timely, reliable, §
and secure information exchange among trusted public and private sector security partners. 

Use sound risk-management principles to implement physical and cyber measures that §
enhance preparedness, security, and resiliency. 

Conduct comprehensive emergency, disaster, and continuity of  business planning, §
including training and exercises, to enhance reliability and emergency response. 

Clearly define critical infrastructure protection roles and responsibilities among all Federal, §
State, local, and private sector security partners. 

Understand key Sector interdependencies and collaborate with other sectors to address §
them, and incorporate that knowledge in planning and operations. 

Strengthen partner and public confidence in the Sector’s ability to manage risk and §
implement effective security, reliability, and recovery efforts. 

Selected Accomplishments 
Sector partners continue to maintain and enhance the protective posture of  the Energy 
Sector.  Some of  the sector's accomplishments over the past year include the following: 

Continued building and strengthening the role of  existing security organizations, such as §
the GCC, the SCC, CIPAC, and its energy security committees and working groups. 

“The Roadmap to Secure 
Control Systems in the 
Energy Sector establishes 
four main cyber security 
goals and addresses the full 
spectrum of cyber security 
priorities in the Energy 
Sector, including effective 
practices, standards, tools, 
information sharing, 
and training.” 

Energy 
2007 Sector Annual Report 

“Security of maritime 
facilities is critical in the Oil 
and Natural Gas Sector 
because the United States 
imports more than 60% of 
petroleum and more than 
13% of refined petroleum 
products. Protection and 
capacity of ports and 
harbors, as well as of rail 
lines and inland waterways 
for coal transportation, are 
crucial to the security of 
energy systems.” 

Energy 
2007 Sector Annual Report 



   
       

    
     

    
    
    
     
    
    
    
     

   
 

    
     

  
    

    
     

  
   

  
  
   
  
  
    

    
   

 

  
  

   
  

  
   
    

     
    

 
   

    
   
    
   
 

   
  
    

  
  
  
     

    
  
   

§Encouraged voluntary industry efforts to increase the availability of  critical spares for the
electricity, oil and natural gas, and pipelines sub-sectors. 

§Established mechanisms under CIPAC with security partners to support secure
communications processes and information exchange. 

Key Initiatives 
The Energy Sector is implementing protective programs that range from providing assistance 
in cyber security for the refining and petrochemical industries, to national-level domestic and 
international crisis and consequence management response exercises. 

Key initiatives within the Sector include: 

§Managing over 110 protective programs in 2008 to address risk reduction needs across the
Energy Sector. 

§Implementing pipeline protective programs and initiatives to secure those CIKR essential to
collection, transmission, and distribution of  oil and gas. 

§Implementing comprehensive reviews in collaboration with DHS and the National Guard to
solidify protective measures. 

Path Forward 
The Energy Sector will take numerous steps to move forward in securing it resources. 
Some of  these steps include the following: 

§Develop a SCC-GCC Working Group to coordinate implementation of  the Roadmap to Secure
Control Systems in the Energy Sector. 

§Work with DHS to identify and, as needed, fill gaps in existing energy information and to
identify publicly available databases that could provide data to support efforts to prioritize asset

§Continue to examine human critical resources that are integral to operating the Energy Sector,
including training requirements, recruitment strategies, and ageing workforce issues. 

§Engage, through the CIPAC joint energy groups, in a process to discuss approaches to
describing and analyzing energy systems and interdependencies with other critical sectors. 

§Continue to expand upon previously held joint exercises and training with energy security
partners and other interdependent sectors. 

§Identify sector-specific metrics and develop approach to collecting data.

§Establish a regular schedule of  joint government/industry meetings to review existing research
and development (R&D) efforts and to compare results to R&D roadmaps and study 

recommendations.
 

s. 

“With voluntary 
partnerships as the 
cornerstone of its overall 
strategy, the Energy Sector 
already has more than 90 
programs sponsored by 
dozens of public and 
private organizations that 
support the Sector’s 
security goals.” 

Energy 
2007 Sector Annual Report 

§FederalEnergyRegulatoryCommission 
§NationalAssociationofRegulatoryUtility 

Commissioners 
§NationalAssociationofStateEnergyOfficials 
§UnitedStatesDepartmentofAgriculture 
§UnitedStatesDepartmentofDefense 
§UnitedStatesDepartmentofEnergy 
§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofInterior 
§UnitedStatesDepartmentofState 
§UnitedStatesDepartmentofTransportation 
§UnitedStatesEnvironmentalProtectionAgency 

GCC Members 

§ArizonaPublicServiceCompany 
§ExelonCorporation 
§IndependentElectricitySystemOperator, 

OntarioCanada 
§NationalResourcesCanada 
§NationalRuralElectricCooperativeAssociation 

§NorthAmericanElectricReliabilityCorporation 
§NewYorkStateIndependentSystemOperator 
§ReliabilityFirstCorporation 
§SouthernCompanyServices,Inc. 

§AmericanGasAssociation 
§AmericanPetroleumInstitute 
§AmericanPublicGasAssociation 
§AnadarkoCanadaCorp. 
§AnadarkoPetroleumCorporation 
§AssociationofOilPipeLines 
§BP 
§CanadianAssociationofPetroleumProducers 
§CanadianEnergyPipelineAssociation 
§ChevronCorporation 
§ConocoPhillips 
§DomesticPetroleumCouncil 
§DominionResourcesInc. 
§EdisonChouestOffshore,LLC 
§ElPasoCorp. 
§ExxonMobil 

§GasProcessorsAssociation 
§IndependentLiquidTerminalsAssociation 
§InternationalAssociationofDrillingContractors 
§InterstateNaturalGasAssociationofAmerica 
§IndependentPetroleumAssociationofAmerica 
§LefflerEnergy 
§MarathonPetroleumCompany,LLC 
§NationalAssociationofConvenienceStores 
§NationalOceanIndustriesAssociation 
§NationalPetrochemical&RefinersAssociation 
§NationalPropaneGasAssociation 
§NiSource,Inc. 
§OffshoreMarineServiceAssociation 
§OffshoreOperatorsCommittee 
§PetroleumMarketersAssociationofAmerica 
§RowanCompanies,Inc. 
§ShellOilCompany 
§ShipleyStores,LLC 
§SocietyofIndependentGasMarketersAssociation 
§U.S.Oil&GasAssociation 
§ValeroEnergyCorporation 
§WesternStatesPetroleumAssociation 

Electricity SCC Members 

Oil and Natural Gas SCC Members 



Food and Agriculture Sector
 

Partnership 
The Food and Agriculture Sector comprises more than 2 million farms, 900,000 companies, 
and 1.1 million facilities, and accounts for roughly one-fifth of  the Nation’s economic activity 
when measured from producer inputs to the end consumer. The Sector’s public-private 
partnership raises issues and shares information on threats, vulnerabilities, and tactics for 
mitigating and preventing disruptions to the Sector. The Sector Coordinating Council (SCC) 
includes representatives from private companies and trade associations across the farm-to-
table continuum. The Government Coordinating Council (GCC) includes representatives 
from Federal, State, tribal, and local agricultural, food, law enforcement, and related 
government entities. The U.S. Department of  Agriculture (USDA) has Sector-Specific 
Agency (SSA) responsibility for production agriculture, and shares SSA responsibilities for 
food safety and defense with the Department of  Health and Human Services (HHS) Food 
and Drug Administration (FDA).  

Vision 
Prevent the contamination of  the food supply that would pose a serious threat to public 
health, safety, and welfare. Provide the central focus for a steadily evolving and complex 
industry/Sector, with particular emphasis on the protection and strengthening of  the 
Nation's capacity to supply safe, nutritious, and affordable food. In doing so, ensure that 
the industry has incorporated the concepts of  Homeland Security Presidential Directive 
No. 7 (HSPD-7) in their own critical asset protection plans, vulnerability- or risk-reduction 
plans, and continuity of  operations plans (COOP). The Sector will provide leadership on 
food, agriculture, natural resources, and related issues based on sound public policy, the best 
available science, and efficient management. 

Goals 
To protect the Nation's food supply, the Sector has set the following long-term security goals: 

Improve sector analytical methods to enhance and validate the detection of  a wide §
spectrum of  threats.
 

Expand the number of  laboratory systems and qualified personnel.
§

Improve Sector situational awareness through enhanced intelligence communication and §
information sharing.
 

Tailor risk-based, performance-based protection measures to the Sector’s physical and 
§
cyber assets, personnel, and customer products.
 

Address response and recovery at the Sector level, not just as separate enterprises.
§

Enhance and improve two-way communication by using the Homeland Security §
Information Network (HSIN).
 

Work with State and local entities to ensure that they are prepared to respond to incidents 
§
(GCC-specific goal). 

Standardize CARVER +Shock tool (GCC-specific).§
*

SCC Sub Councils 

§Agricultural Production 
Inputs and Services 
§Animal-Producers 
§Plant-Producers 
§Processors-

Manufacturers 
§Restaurant-

Food Service 
§Retail 
§Warehousing-Logistics 

“FSIS [Food Safety and 
Inspection Service] has 
identified microbial, 
chemical, and radiological 
agents that could be used 
to contaminate food. As a 
result, the agency has 
expanded the capability and 
capacity of its laboratories 
to test for key threat 
agents. Foods are tested 
randomly on a daily basis 
for threat agents with over 
450,000 samples analyzed 
since 2003.” 

Food and Agriculture 
2007 Sector Annual Report 

* CARVER is an acronym for six attributes:  
  Criticality, Accessibility, Recuperability, 
  Vulnerability, Effect, Recognizability. 
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Selected Accomplishments 
Sector partners continue to maintain and enhance the protective posture of  the Food and 
Agriculture Sector. Some of  the sector's accomplishments over the past year include the 
following: 

Used bilateral, trilateral, quadrilateral, APEC, and G-8 activities to provide international§
partners the CARVER + Shock assessment tool as well as additional food and agriculture 
defense materials. 

Conducted the 2007 Intentional Animal Feed Contamination Tabletop Exercise on§
September 25 and 26, 2007, at the Pennsylvania Emergency Management Agency (PEMA) 
in Harrisburg, Pennsylvania, with representatives from four states. 

Key Initiatives 
The Sector has a number of  important programs under way to protect the Sector’s critical 
infrastructure. The focus of  these programs ranges from preparedness, surveillance, and 
assessment, to response and recovery activities. 

Key initiatives within the Sector include: 

Expanding Food Defense Awareness Training Program through the “ALERT” Campaign§
and “FIRST” employee initiative. 

Leveraging Strategic Partnership Program Agroterrorism (SPPA) initiative and§
CARVER+Shock methodology as key approaches for conducting vulnerability 

assessments. 


Rolling out the Food and Agriculture Sector Criticality Assessment Tool (FASCAT) project§
to aid States in assessing their critical sector-specific systems and sub-systems. 

Path Forward 
Numerous steps will be taken as the Food & Agriculture Sector moves forward in securing 
its resources, including the following: 

Collaborate with international partners on critical infrastructure protection activities.§

Encourage use of  sector-level information-sharing mechanisms.§

Continue food defense awareness training of  Federal, State, and local regulators and the§
private sector to increase situational awareness.
 

Develop sector-specific metrics.
§

Communicate requirements for CIKR-related research and development (R&D) to§
DHS for use in the national R&D planning effort. 

“USDA, building on existing 
expertise and infrastructure, 
continues to carry out 
preparedness efforts 
designed to increase the 
government's ability to 
detect, respond to, and 
recover from incidents of 
disease, pests, or other 
harmful agents.” 

Food and Agriculture 
2007 Sector Annual Report 

“The food industry is 
focused on finding a means 
for reducing the risk of acts 
of terrorism through both 
the implementation of 
security measures and the 
utilization of intervention 
technologies that are 
simultaneously capable of 
controlling chemicals and 
microorganisms from both 
a food safety and food 
defense perspective.” 

Food and Agriculture 
2007 Sector Annual Report 

§AmericanAssociationofVeterinaryLaboratory 
Diagnosticians 

§AssociationofFoodandDrugOfficials 
§AssociationofPublicHealthLaboratories 
§AssociationofStateandTerritorialHealthOfficials 
§CaliforniaDepartmentofFoodandAgriculture/ 

NationalAssembly 
§CentersforDiseaseControlandPrevention 
§NationalAssemblyofStateAnimalHealthOfficials 
§NationalAssociationofCityandCountyHealthOfficials 
§NationalAssociationofStateDepartmentsofAgriculture 
§NationalEnvironmentalHealthAssociation 
§NationalOceanicandAtmosphericAdministration 
§NationalPlantBoard 
§NavajoNationVeterinaryandLivestockProgram 
§OfficeoftheSecretaryofDefense,HealthAffairs 
§UnitedStatesDepartmentofAgriculture 
§UnitedStatesDepartmentofDefense 

GCC Members 

Select SCC Members 
§AgriculturalRetailersAssociation 
§AmericanFarmBureauFederation 
§AmericanFrozenFoodInstitute 
§CFIndustries,Inc. 
§CropLifeAmerica 
§FoodMarketingInstitute 
§FoodProcessorsAssociation 
§GroceryManufacturersAssociation/ 

FoodProductsAssociation 

§InternationalAssociationof 
RefrigeratedWarehouses 

§InternationalDairyFoodsAssociation 
§InternationalFoodServiceDistributorsAssociation 
§InternationalInflightFoodServiceAssociation 
§InternationalWarehouseLogisticsAssociation 
§KraftFoodsGlobal,Inc. 
§McCormick&Company,Inc. 
§NationalAssociationofConvenienceStores 
§NationalCattlemensBeefAssociation 
§NationalCornGrowersAssociation 
§NationalGrainandFeedAssociation 
§NationalMilkProducersFederation 
§NationalPorkBoard 
§NationalPorkProducersAssociation 
§NationalRestaurantAssociation 
§NationalRetailFederation 
§NationalFoodServiceSecurityCouncil 
§UnitedFreshFruit&VegetableAssociation 
§UnitedFreshProduceAssociation 
§USARiceFederation 

§UnitedStatesDepartmentofHealthand 
HumanServices 

§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofJustice 
§UnitedStatesEnvironmentalProtectionAgency 
§UnitedStatesFishandWildlifeService 
§UnitedStatesFoodandDrugAdministration 



Government Facilities Sector
 

Partnership 
The Government Facilities Sector (GFS) includes a wide variety of  facilities owned or 
leased by Federal, State, local, or tribal governments, located domestically and overseas. 
Although some types of  government facilities are exclusive to the GFS, government 
facilities also exist in most other sectors and responsibility for these is based on 
predominant use. In addition to the facilities themselves, the GFS considers elements 
associated with and often contained, or housed, within a facility. The GFS also includes: 
the Education Facilities Subsector, which covers all schools, K-12, both public and 
private; institutions of  higher education both public and private; university-based 
housing; proprietary schools (such as business, computer, technical, and trade schools); 
and state-funded pre-kindergarten programs. The Federal Protective Service (FPS) is 
assigned the Sector-Specific Agency (SSA) responsibility for the GFS.  

Vision 
To establish a preparedness posture that ensures the safety and security of  government 
facilities located domestically and overseas so that essential government functions and 
services are preserved without disruption. 

Goals 
To ensure the safety and security of  government facilities, Sector security partners work 
together to achieve the following sector-specific security goals: 

Implement a long-term government facility risk-management program.§

Organize and partner for government facility protection.§

Integrate government facility protection as part of  the homeland security mission.§

Manage and develop the capabilities of  the Government Facilities Sector.§

Maximize efficient use of  resources for government facility protection.§

Selected Accomplishments 
Sector partners continue to maintain and enhance the protective posture of  the GFS. 
Some of  the Sector’s accomplishments over the past year include the following: 

Developed fact sheets defining Sector categories to support identification of  facilities §
and distributed them to Sector security partners 

Completed sector-specific CIKR inventory guidance (included in the Sector-Specific §
Plan). 

“State, local, tribal, and 
[T]erritorial government 
entities play a pivotal role in 
activities to reduce risk 
within and surrounding 
government facilities. They 
are responsible for 
implementing the homeland 
security mission, protecting 
public safety and welfare, 
and ensuring the provision 
of essential services to 
communities within their 
jurisdictions.” 

Government Facilities 
2007 Sector Annual Report 

“FEMA's regional COOP 
[Continuity of Operations] 
outreach efforts provide 
support for 93,410 Federal 
department and agency 
offices, 818 military 
installations, more than 
1 million State/[T]erritorial/ 
local offices and 87,525 
local governments in 50 
states and 6 territories, and 
563 tribal nations.” 

Government Facilities 
2007 Sector Annual Report 
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Identified databases, data services and sources, and modeling capabilities with CIKR§
application (nearly complete). 

Key Initiatives 
FPS and security partners are already implementing numerous protective programs that 
meet the GFS’s security goals. These protective programs range from visual situational 
awareness at major public events, to Federal Emergency Management Agency (FEMA) 
continuity of  operations (COOP). These programs have contributed to a more 
secure Sector. 

Key initiatives within the sector include: 

Developing an FPS Risk Assessment and Management Program to provide§
comprehensive data collection, management, and analysis application that facilitates 
the risk assessment process. 

Building a compendium of  all protective standards for government facilities as they§
relate to the physical, human, and cyber components of  infrastructure protection. 

Expanding the Sector’s visual situational awareness capability by working with DHS§
Office of  Infrastructure Protection to enable a link to LiveWave cameras within the 
Integrated Common Analytical Viewer. 

Path Forward 
Numerous steps will be taken as the Government Facilities Sector moves forward in 
securing its resources, including the following: 

Develop and issue implementation guidance for conducting vulnerability assessments.§

Establish descriptive, output, and outcome measures for Sector performance.§

Monitor, review, and update prioritization based on changes to the risk level for§
facilities and associated elements.
 

Review and revise or develop CIKR-related plans to reinforce linkages
§
between NIPP steady-state and NRP incident management.
 

Determine and prioritize Sector R&D requirements.
§

Facilitate security planning and resource allocation by sharing§
information regarding high-risk facilities or associated elements. 

“In 2005, the FPS 
[Federal Protective 
Service] received nearly 
1,500 complaints of 
threats against 
government employees. 
Of these reports, more 
than 550 formal 
investigations were 
initiated, with 150 being 
presented for prosecution 
and 100 resulting in an 
arrest.” 

Government Facilities 
2007 Sector Annual Report 

§AirNationalGuard 
§ArchitectoftheCapitol 
§AmericanSocietyofMechanicalEngineers 
§CarnegieMellonUniversity 

ComputerEmergencyResponseTeam(CERT) 
§CustomsandBorderProtection 
§FederalAviationAdministration 
§FederalEmergencyManagementAgency 
§FederalFacilitiesCouncil 
§FederalProtectiveService 
§GeneralServicesAdministration 
§InteragencySecurityCommittee 
§NationalAeronauticsand 

SpaceAdministration 

§NationalArchivesandRecordsAdministration 
§NationalCenterforStateCourts 
§NationalCrimePreventionCouncil 
§NationalInstituteofStandardsandTechnology 
§NationalParkService 
§OfficeofPersonnelManagement 
§SocialSecurityAdministration 
§StateofNevada 
§StateofWashington 
§UnitedStatesCapitolPolice 
§UnitedStatesDepartmentofAgriculture 
§UnitedStatesDepartmentofCommerce 
§UnitedStatesDepartmentofDefense 

GCC Members 
§UnitedStatesDepartmentofEducation 
§UnitedStatesDepartmentofEnergy 
§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofInterior 
§UnitedStatesDepartmentofJustice 
§UnitedStatesDepartmentofLabor 
§UnitedStatesDepartmentofState 
§UnitedStatesDepartmentofTreasury 
§UnitedStatesDepartmentofVeteransAffairs 
§UnitedStatesEnvironmentalProtectionAgency 
§UnitedStatesNavy 
§UnitedStatesSecretService 



Healthcare and Public Health Sector
 

Partnership 
The Healthcare and Public Health (HPH) Sector constitutes approximately 16 percent 
($2 trillion) of  the gross national product (GNP) and is extremely important to both the 
U.S. economy and the well-being of  U.S. citizens. Privately owned and operated 
organizations make up approximately 85 percent of  the Sector and are responsible for the 
delivery of  healthcare goods and services. The public health component is carried out 
largely by government agencies at the Federal, State, local, tribal, and Territorial levels.  
The partnership's private sector members comprise the HPH Sector Coordinating Council 
(SCC), while the public sector component of  the partnership makes up the Government 
Coordinating Council (GCC). The Department of  Health and Human Services (HHS) 
serves as the Sector-Specific Agency (SSA) for the HPH Sector.  

Vision 
The HPH Sector will achieve overall resiliency against all threats – natural and manmade. It 
will prevent or minimize damage to, or destruction of, the Nation’s healthcare and public 
health infrastructure. It will preserve its ability to mount timely and effective responses and 
its ability to recover from both routine and emergency situations. It strives to protect its 
essential workforce from harm resulting from all hazards including terrorist or criminal 
activities, natural disasters, and from serious infectious disease outbreaks. 

Goals 
To ensure the resiliency of  the HPH Sector, security partners work together to achieve the 
following sector-specific long-term security goals: 

Workforce Sustainability: Protect the workforce from the harmful consequences of  hazards §
that could compromise their health and safety while carrying out their HPH roles and 
responsibilities. Under certain circumstances, the consideration of  health and safety 
should be extended to the families of  those workforce members required during 
emergency response and recovery functions. 

Physical Security:  Deter and protect against attacks intended to destroy or degrade facilities §
and Sector assets. 

Physical Security:  Protect the Sector's physical assets and critical organizational systems from §
the consequences of  all hazards. 

Physical Security:  Deter and protect against insider threats and security weaknesses that may §
result in the loss or destruction of  critical organizational systems. 

Cyber Security: Prevent and protect against unauthorized use, disclosure, modification, or §
exploitation of  electronic information and the systems that maintain that data. 

Cyber Security: Protect against threats to cyber assets that may result in disruption or denial §
of  cyber services. 

Service Continuity: Protect or mitigate the consequences of  disruptions to the supply chain §
or diversion of  supplies that could significantly impair continuity of  Sector operations. 

“DHS is now championing 
an effort to gain Secret 
clearances for our SCC and 
GCC lead partners so that 
data classified at the Secret 
level can be shared, thus 
allowing our security 
partners to participate in 
more detailed threat forums 
as well as to gain access to 
the data needed to further 
advance protection and 
response efforts.” 

Healthcare and Public Health 
2007 Sector Annual Report 

“The HPH Sector is 
working with internal 
business units to expand 
its international 
partnerships and refine 
interdependencies with 
countries such as Australia, 
Canada, and the European 
Union, and with entities 
such as the World Health 
Organization (WHO).” 

Healthcare and Public Health 
2007 Sector Annual Report 
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Service Continuity: Maintain the availability of  supporting services and resources upon which§
the Sector is dependent (e.g., water, power, food, transportation, fuel). 

Service Continuity: Continue the provision of  essential services (e.g. patient care, public health)§
and facilitate essential response and recovery functions both during and following an event. 

Selected Accomplishments 
Sector partners continue to maintain and enhance the resiliency of  the HPH Sector. 
Some of  the Sector’s accomplishments over the past year include the following: 

Increased integration of  infrastructure protection into national planning, response, and§
recovery efforts through participation in cross-sector exercises. 

Initiated the development of  sector-specific metrics that leverage existing measures and are§
aligned with sector goals and objectives. 

Identified themes, objectives, and priorities for research and development (R&D) and§
modeling, simulation, and analysis (MS&A) requirements. 

Key Initiatives 
A variety of  protective programs designed to meet the HPH Sector’s security goals are already 
being implemented by the HPH Sector and its security partners. 

Key initiatives within the Sector include: 

Enhancing information sharing to increase the value and extent of  sector participation.§

Collaborating with partners by sharing capability and functional data developed through§

network analysis to identify critical interdependencies and essential resources.
 

Identifying R&D/MS&A capability gaps for workforce sustainability and medical
§

surge capacity. 

Path Forward 
Numerous steps have been planned or initiated by the HPH Sector to reduce consequences 
or minimize the impacts resulting from all hazards. Some of  these steps include: 

Assess procedures for collecting, validating, and updating CIKR protection and§

preparedness-related data to assure that the processes are cost-effective, meet Homeland 
Security Presidential Directive No. 7 (HSPD-7) needs, and are not burdensome. 

Develop a more fully integrated view of  the wide range of  Sector CIKR assessments.§

Develop a risk-based prioritization approach to Sector CIKR, with a focus on consequences.§

Identify a process for coordinating with other sectors to implement cross-sector programs.§

Develop a methodology to measure and assess the effectiveness of  the Sector’s§

preparedness and response capabilities to various threat scenarios and/or real events. 

“The SSA actively recruits 
SCC and GCC members to 
participate in DHS- and 
HHS-sponsored exercises. 
Furthermore, SCC members 
who participate in State, 
local, and international 
exercises and protection 
and response activities 
share information and 
effective security practices 
with fellow SCC members.” 

Healthcare and Public Health 
2007 Sector Annual Report 

§AssociationofPublicHealthLaboratories 
§AssociationofStateandTerritorialHealthOfficials 
§NationalAssociationofCountyandCityHealthOfficials 
§NationalGuardBureau 
§NationalIndianHealthBoard 
§State/LocalHealthDepartments 
§UnitedStatesDepartmentofAgriculture 
§UnitedStatesDepartmentofDefense 
§UnitedStatesDepartmentofEnergy 
§UnitedStatesDepartmentofHealthandHumanServices 
§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofVeteransAffairs 
§UnitedStatesEnvironmentalProtectionAgency 

GCC Members SCC Members 
§ADVAMED 
§AmericanAssociationofBloodBanks 
§AmericanAssociationofOccupational 

HealthNurses,Inc. 
§AmericanHospitalAssociation 
§AmericanIndustrialHygieneAssociation 
§AmericanMedicalAssociation 
§AmericanNursesAssociation 
§AmericasHealthInsurancePlans 
§AssociationofHealthcareResourceand 

MaterialsManagementProfessionals 
§BiotechnologyIndustryOrganization 
§BlueCross&BlueShieldAssociation 
§BluMedResponseSystems 

§EvidenceBasedResearch,Inc. 
§HealthInformationandManagement 

SystemsSociety 
§InternationalCemeteryandFuneralAssociation 
§JointCommissiononAccreditation 

ofHealthcareOrganizations 
§MassFatalitiesManagement 
§NationalFuneralDirectorsAssociation 
§PharmaceuticalResearchand 

ManufacturersofAmerica 



 

Information Technology Sector
 

Partnership 
On a daily basis, more than $3 trillion worth of  economic activity passes over secure Federal 
financial networks. Information Technology (IT) systems enable this economic activity, which 
is essential to maintaining homeland and national security. Collaboration among public and 
private sector security partners is critical to ensure the protection and resilience of  IT Sector 
functions on which the Sector and Nation depend.  Private-sector security partners make up 
the IT Sector Coordinating Council (SCC) and public-sector partners form the Government 
Coordinating Council (GCC). The Department of  Homeland Security serves as the IT 
Sector-Specific Agency (SSA).  The Cross-Sector Cyber Security Working Group facilitates 
coordination on cross-sector cyber security issues.   

Vision 
Public and private IT Sector security partners will continue building infrastructure resilience 
to support: the Federal government’s performance of  essential national security missions and 
preservation of  general public health and safety; State and local governments’ abilities to 
maintain order and to deliver minimum essential public services; and the orderly functioning 
of  the economy. The IT Sector will continue to coordinate with other CIKR sectors and 
work to ensure that any disruptions or manipulations of  critical IT Sector functions are brief, 
infrequent, manageable, geographically isolated, and minimally detrimental to the welfare of 
the United States. 

Goals 
Public- and private-sector security partners collaborated to identify the following 
Sector goals: 

Identify, assess, and manage risks to the IT Sector's infrastructure and its international §
dependencies.
 

Improve situational awareness during normal operations, potential or realized threats and 
§
disruptions, intentional or unintentional incidents, crippling attacks (cyber or physical) 
against IT Sector infrastructure, technological emergencies and/or failures, or presidentially 
declared disasters. 

Enhance the capabilities of  public- and private-sector security partners to respond to and §
recover from realized threats and disruptions, intentional or unintentional incidents, 
crippling attacks (cyber or physical) against IT Sector infrastructure, technological 
emergencies and/or failures, or presidentially declared disasters, and develop mechanisms 
for reconstitution. 

Selected Accomplishments 
Sector partners continue to maintain and enhance the protective posture of  the IT Sector.  
Some of  the Sector’s accomplishments over the past year include the following: 

Developed a risk assessment methodology.§

Identified critical functions and sub-functions.§

Critical IT Sector 

Functions
 

§Provide IT products 
and services 
§Provide incident 


management 

capabilities
 
§Provide domain name 

resolution services 
§Provide identity 

management and trust 
support services 
§Provide internet-based 

content, information, 
and communications 
services 
§Provide internet 

routing, access, and 
connection services 

“The IT Sector recognizes 
that collaboration among 
public- and private-sector 
security partners is critical 
for making progress 
toward achieving its goals 
and objectives and 
ensuring the protection 
and resilience of its critical 
functions on which the 
Sector and Nation depend.” 

Information Technology 
2007 Sector Annual Report 
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Completed a risk assessment pilot against two critical functions.§

Identified cyber security research and development (R&D) priorities.§

Contributed to the development of  and participated in Cyber Storm II and TOPOFF 4.§

Developed a plan to integrate IT and Communications Sectors’ operational capabilities.§

Provided leadership to the Cross-Sector Cyber Security Working Group (CSCSWG).§

Key Initiatives 
Initiatives within the IT Sector range from maintaining operational and situational awareness 
of  the Nation’s CIKR sectors to coordinating resources to the affected community following 
an incident. 

Key initiatives within the Sector include: 

Developing and implementing a sector-wide risk methodology that aligns with§
National Infrastructure Protection Plan (NIPP) criteria. 

Managing the Protective Programs and R&D Group to facilitate awareness, promote§
collaboration, and identify relevant protective programs and R&D efforts. 

Addressing cross-sector cyber security by actively participating in the CSCSWG and by§
using protective security programs such as US-CERT, Government Emergency 

Telecommunications Service (GETS), and National Emergency Technology Guard 

(NETGuard).
 

Path Forward 
The IT Sector has identified a clear path forward in pursuit of  its CIKR protection goals, 
which includes the following activities: 

Conduct exercises that test the implications of  a nationally significant event and the§
resulting public and private sector roles, responsibilities, and capabilities.
 

Raise State government awareness of  the IT Sector’s role in CIKR protection.
§

Address areas of  convergence by developing an approach for a long-term regional§
communications and IT coordinating capability that serves all regions of  the Nation. 

Develop a five-year roadmap for IT Sector R&D priorities and resource needs.§

Reassess action item prioritization based on Sector status and resource availability.§

Conduct outreach and awareness activities to increase participation in the partnership.§

“The Cyber Exercise 
Program conducts 
exercises with the public 
and private sectors at 
both the national and 
international levels to 
develop, coordinate, 
rehearse, and refine 
key cyber processes; 
establish mechanisms 
for coordination and 
information exchange; and 
identify interdependencies, 
overlaps, and gaps to 
improve cyber security 
readiness, protection, 
and incident response 
capabilities.” 

Information Technology 
2007 Sector Annual Report 

§NationalAssociationofStateChiefInformationOfficers 
§UnitedStatesDepartmentofCommerce 
§UnitedStatesDepartmentofDefense 
§UnitedStatesDepartmentofHomelandSecurity 
§UnitedStatesDepartmentofJustice 
§UnitedStatesDepartmentofState 
§UnitedStatesDepartmentoftheTreasury 

GCC Members 

SCC Members 
§Anakam,Inc. 
§Arxan 
§BusinessSoftwareAlliance 
§BearingPoint 
§BellSecuritySolutions,Inc. 
§CA 
§CenterforInternetSecurity 
§CiscoSystems,Inc. 
§ComputerandCommunicationsIndustryAssociation 
§ComputerSciencesCorporation 
§CyberSecurityIndustryAlliance 
§ComputingTechnologyIndustryAssociation 

§CoreSecurity 
§EDS 
§EMCCorporation 
§EWAInformation&InfrastructureTechnologies,Inc. 
§ElectronicIndustriesAlliance 
§Entrust,Inc. 
§GeneralAtomics 
§GeneralDynamics 
§HathaSystems 
§IBMCorporation 
§InformationSystemsSecurityAssociation 
§InformationTechnologyAssociationofAmerica 
§IntelCorporation 
§InformationTechnologyInformationSharing& 

AnalysisCenter 
§InformationSystemsSecurityEngineering 

Association 
§InternetSecurityAlliance 
§InternetSecuritySystems,Inc. 
§InternationalSecurityTrustandPrivacyAlliance 
§ITTCorporation 
§JuniperNetworks 
§KPMGLLP 

§LitmusLogic,LLC 
§LockheedMartin 
§Lancope,Inc. 
§McAfee,Inc. 
§MicrosoftCorporation 
§NeuStar 
§NorthropGrumman 
§NTTAmerica 
§OneEnterpriseConsulting 
§R&HSecurityConsultingLLC 
§Raytheon 
§SeagateTechnology 
§SecureComputing 
§StrongAuth,Inc. 
§SunMicrosystems 
§System1,Inc. 
§SymantecCorporation 
§TeleContinuity,Inc. 
§TestPros,Inc. 
§UnisysCorporation 
§VeriSign 
§VOSTROM 



 

National Monuments and Icons Sector
 

Partnership 
The National Monuments and Icons (NMI) Sector encompasses a diverse array of  assets 
located throughout the United States and its territories. Many of  these assets are listed on 
either the National Register of  Historic Places or the List of  National Historic Landmarks.  
All sector assets designated as NMI national critical assets are owned by the government. 
However, based on the primary uses of  some physical structures considered as monuments 
or icons (e.g., Golden Gate Bridge, Hoover Dam, and the U.S. Capitol), more appropriate 
sectors such as Transportation Services, Commercial Facilities, Dams, or Government 
Facilities have been assigned the security responsibilities for these structures. The NMI 
Sector partnership consists of  only public sector entities, though it has partnered with the 
Government Facilities Sector to coordinate outreach to the various State, local, tribal, and 
private entities through the SCC of  that Sector. The Department of  the Interior (DOI) 
serves as the Sector-Specific Agency (SSA) for the NMI Sector.  DOI is responsible for 
approximately 1.3 million daily visitors and more than 507 million acres of  public lands that 
include historic or nationally significant sites, dams, and reservoirs.   

Vision 
The NMI Sector is dedicated to ensuring that the symbols of  the Nation remain protected 
and intact for future generations. While protecting our landmarks, the Sector will also make 
certain that staff  and visitors are protected from harm. Because citizen access to these 
monuments and icons is a hallmark of  life in a free and open society, the Sector will strive 
for an appropriate balance between security, ease of  public access, and aesthetics. However, 
the Sector’s ultimate goal is to provide the appropriate security posture that will discourage 
America’s adversaries from choosing our NMI assets as opportune targets. 

Goals 

To ensure the protection of  the NMI Sector, security partners work together to achieve the 
following sector-specific security goals: 

Review Sector criteria to ensure a clear definition of  NMI assets.§

Delineate and define roles and responsibilities for Sector security partners.§

Encourage Sector partners to perform or update risk assessments at NMI Sector assets.§

Maintain rapid and robust communications between intelligence and law enforcement §
agencies and GCC partners that own/operate Sector assets. 

Maintain seamless coordination among GCC partners that own/operate Sector assets.§

Maintain cross-sector coordination with regard to NMI Sector assets whose primary §
protective responsibility resides in another sector. 

Integrate robust security, technology, and practices contingent on agency mission §
priorities and available resources while preserving the appearance and accessibility of 
NMI Sector assets. 

“As the SSA, DOI developed 
an assessment methodology 
to rate National Critical 
assets and the measures that 
could be implemented to 
reduce and manage risk to 
an acceptable level and to 
allow the assets to withstand 
specific attack scenarios. 
DOI has used this 
methodology at the NMI 
National Critical assets and 
has shared this modeling 
with the GCC partners.” 

National Monuments and Icons 
2007 Sector Annual Report 

“OPS [Office of Protection 
Services] has completed an 
all-hazards risk assessment 
across all facilities and 
incorporated the results into 
the Smithsonian Institution's 
capital program and 
operations budget request.” 

National Monuments and Icons 
2007 Sector Annual Report 
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Review and update security programs that adjust to seasonal and event-specific§
security challenges.
 

Continue to protect against insider threats.
§

Update contingency response programs.§

Selected Accomplishments 
Sector partners continue to preserve and enhance the protective posture of  the NMI Sector. 
Some of  the Sector’s accomplishments over the past year include the following: 

Completed initial CIKR consequence assessments by GCC partners.§

Addressed cross-sector vulnerabilities in the Strategic Homeland Infrastructure Risk§
Analysis (SHIRA) reporting criteria.
 

Completed annual NIPP and SSP reviews in coordination with GCC partners.
§

Coordinated CIKR-related research and development (R&D) for use in the National R&D§
planning effort with GCC partners, and documentation in the Sector Annual Report. 

Key Initiatives 
The NMI Sector is implementing a variety of  protective programs, which include enhancing 
security in the immediate vicinity, deterring terrorists, performing independent security 
compliance evaluations, and completing bi-annual (or as necessary) security assessments of 
NMI assets. Together, these programs have contributed to a more secure sector. 

Key initiatives within the sector include: 

Advancing risk management capabilities by using DOI assessment methodology and§
inventory taxonomy guidance to rate CIKR and develop protective measures. 

Implementing programs in alignment with NIPP partnership framework to enhance§
information sharing mechanisms. 

Path Forward 
Numerous steps will be taken as the NMI Sector moves forward in securing it resources. 
Some of  these steps include the following: 

Review current CIKR protection measures to ensure alignment with Homeland Security§
Advisory System threat conditions and specific threat vectors and scenarios. 

Conduct and validate, or facilitate, consequence assessments of  priority CIKR as identified§
by the top screening process. 

Conduct or facilitate vulnerability assessments for priority CIKR and identify§
cross-sector vulnerabilities. 

Communicate requirements for CIKR-related R&D to DHS for use in the national§
R&D planning effort. 

“The National Archives 
Physical Security 
Management Program 
coordinates with the 
Washington Metropolitan 
Police Department and the 
Federal Protective Service 
regarding information and 
intelligence sharing. 
Additionally, the Security 
Management Program 
works with the U.S. Secret 
Service concerning special 
security events.” 

National Monuments and Icons 
2007 Sector Annual Report
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§UnitedStatesCapitolPolice 
§UnitedStatesDepartmentofDefense 
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GCC Members 
§UnitedStatesDepartmentoftheInterior 
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UnitedStatesParkPolice 

§UnitedStatesDepartmentofJustice 
FederalBureauofInvestigation 



 

Nuclear Sector
 

Partnership 
The Nuclear Sector includes the Nation’s 65 commercial nuclear power plants, which are the 
source of  nearly 20 percent of  U.S. capacity for electricity generation. The Sector also 
includes nuclear fuel-cycle facilities; non-power generating nuclear reactors used for research 
and training; nuclear and radiological materials used in medical, industrial, and academic 
settings; and the transportation, storage, and disposal of  nuclear materials and radioactive 
waste. The Nuclear Sector Coordinating Council (NSCC) and Government Coordinating 
Council (NGCC) administer special working groups, as well as three subcouncils addressing 
issues specific to research and test reactors, radioisotopes, and cyber security.  

Vision 
The Nuclear Sector will support national security, public health and safety, public 
confidence, and economic stability by enhancing, where necessary and reasonably achievable, 
its existing high level of  readiness to promote the security of  the Nuclear Sector, and to lead 
by example to improve the Nation’s overall critical infrastructure readiness. 

Goals 
To ensure the safety and security of  the Nuclear Sector, security partners work together to 
achieve the following Sector security goals: 

Establish permanent and robust collaboration and communication among all security §

partners having security and emergency response responsibilities for the Nuclear Sector. 

Obtain information related to dependencies and interdependencies of  other CIKR to the §

Nuclear Sector, and share it with Sector security partners.
 

Increase public awareness of  Sector protective measures, consequences, and proper 
§

actions following a release of  radioactive material.
 

Improve security, tracking, and detection of  nuclear and radioactive material in order to 
§

prevent it from being used for malevolent purposes.
 

Coordinate with Federal and State agencies and local law enforcement agencies to develop 
§

protective measures and tactics to deter, detect, and prevent terrorist attacks on nuclear 

facilities and other Nuclear Sector assets.
 

Protect against the exploitation of  the Nuclear Sector’s cyber assets, systems, networks, 
§

and the functions they support.
 

Use a risk-informed approach that includes security considerations to make budgeting, 
§

funding, and grant decisions on all identified potential protection and emergency response 
enhancements. 

Enhance the ability of  Federal, State, local, tribal, and Territorial governments and the §

private sector to effectively respond to nuclear and radiological emergencies as a result of 
terrorist attacks, natural disasters, or other incidents. 

“The NIPP risk 
management framework 
allows DHS to evaluate 
risk and partner with 
industry, the NRC, and 
DOE to help protect the 
assets at highest risk.” 

Nuclear Sector Specific Plan 
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Selected Accomplishments 
Sector partners continue to maintain and enhance the safety and security of  the Nuclear 
Sector. The Sector’s accomplishments over the past year include the following: 

Completed Comprehensive Reviews (CRs) and corresponding Integrated Protective§

Measure Analyses at all operating U.S. nuclear power plants. 


Spearheaded development of  a mechanism to provide real-time notification to relevant
§

CIKR owner-operators in the event of  a terrorist attack against a related facility.

 Continued to track and coordinate efforts to secure radioactive sources to help ensure the§

most efficient and effective allocation of  resources. 

Key Initiatives 
The Nuclear Sector and its security partners are already implementing numerous protective 
programs and initiatives, which help sustain the high-security posture characteristic of  Sector 
facilities while addressing emerging risks affecting the Sector. 

Key initiatives within the Sector include: 

Engaging Federal, State, and local partners to build on the successful completion of  the§

Nuclear Sector CRs by accessing potential enhancements to State and local capabilities.

 Continuing efforts, in collaboration with the private sector, to further secure, or potentially§

replace, particularly high-risk radioisotopes used in the Healthcare Sector.


 Strengthening Sector incident-response capabilities through integrated planning and
§

exercises that incorporate all major stakeholders. 

Path Forward 
Numerous steps will be taken as the Nuclear Sector moves forward in securing its resources. 
Some of  these steps include the following: 

Continue to pursue opportunities for public-private collaboration through implementation§

of  the NIPP risk-management framework while continually assessing, and revisiting as 
necessary, Sector regulations in light of  the evolving risk environment. 

Strengthen cross-sector collaboration with the Healthcare, Energy, and other CIKR sectors,§

and further integrate State and local partners in Sector processes, as appropriate. 

Engage stakeholders to improve understanding of  the Nuclear Sector and the importance§

of  its assets in order to help prevent and mitigate potential social, psychological, and 

economic consequences following an incident.
 

“The Nuclear Sector sets 
a high standard for CIKR 
preparedness with its 
approach to security and 
its extensive emergency 
planning and exercise 
program around nuclear 
power plants.” 

Nuclear Sector Specific Plan 
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Postal and Shipping Sector
 

Partnership 
The Postal and Shipping Sector receives, processes, transports, and distributes billions of 
letters and parcels annually, and government, businesses, and private citizens rely daily on the 
efficient and timely functioning of  the Sector.  The Postal and Shipping Sector is mainly 
composed of  four large, integrated carriers that represent 93 percent of  the Sector: the United 
States Postal Service (USPS), the United Parcel Service (UPS), FedEx, and DHL International.  
The remainder of  the Sector consists of  smaller firms providing regional and local courier 
services, other mail services, mail management for corporations, and chartered air delivery 
services.  USPS, UPS, FedEx, and DHL make up the Sector Coordinating Council (SCC), 
while members from the key Federal agencies form the Government Coordinating Council 
(GCC). The Transportation Security Administration (TSA) serves as the Sector-Specific 
Agency (SSA).   

Vision 
To ensure the continuity of  operations, ease of  use, and public confidence in the Postal and 
Shipping Sector by creating a multi-layered security posture that integrates public and private 
security partners and protective measures to deny adversaries the ability to exploit the Sector 
and its customers. 

Goals 
To ensure the continuity of  operations in the Postal and Shipping Sector, security partners 
work together to achieve the following sector-specific security goals: 

Create Postal and Shipping Sector incident reporting mechanisms and awareness/outreach §
programs with the law enforcement and intelligence communities to facilitate a better 

understanding of  the information requirements of  the Sector.
 
Ensure timely, relevant, and accurate threat reporting from the law enforcement and 
§
intelligence communities to key decision makers in the Sector in order to implement 

appropriate threat-based security measures and risk-management programs.
 
Develop cross-sector coordination mechanisms to identify key interdependencies, share 
§
operational concerns, and develop protective protocols with the Transportation, Energy, 
Information Technology, Communications, Commercial Facilities, and Public Health sectors. 

Implement risk-based security measures for transportation assets and processing and §
distribution centers that are tailored to the size of  implementing organizations and scalable 
to accommodate both routine protective requirements and periods of  heightened alert. 

Work to deny terrorists the ability to exploit or replicate the trusted access that Sector §
personnel maintain when collecting, transporting, and delivering parcels and letters to 

public and private facilities.
 
Work to rapidly detect, prevent further movement of, and neutralize chemical, biological, 
§
or radiological material inserted into the postal and shipping system for delivery to 

intended targets.
 
Create public-private forums to identify roles and responsibilities for responding to a 
§
terrorist attack or other disaster and develop continuity-of-operations plans to ensure the 
Sector can continue to move parcels and letters to intended recipients during and after a 
terrorist incident or natural disaster. 

“Efforts to secure the 
Postal and Shipping Sector 
will realize their maximum 
potential only if a 
continuous information 
loop exists that engages 
government and the private 
sector in equal 
partnership.” 

Postal and Shipping 
2007 Sector Annual Report 

“During and since the 
completion of the vetting 
process, the Transportation 
Security Administration 
(TSA) has begun to actively 
re-engage industry partners 
to implement key programs 
to support its identified 
security priorities.” 

Postal and Shipping 
2007 Sector Annual Report 



 

    
       
     
    

     
   

Identify critical commodities that must be delivered to enable an effective response to a§
National or regionally critical emergency and develop coordinated plans to ensure such 

items can be delivered quickly to affected areas.
 
Facilitate a close partnership with other sectors as appropriate to enable rapid identification,
§
decontamination, and treatment of  incidents in the Postal and Shipping Sector.
 
Develop local, regional, and National public communication protocols to inform the
§
American people of  incidents in the Sector and minimize disruptions to their postal and 
shipping transactions. 

Selected Accomplishments 
Both public and private partners continue to maintain and enhance the protective posture of 
the Postal and Shipping Sector. Some of  the Sector’s accomplishments over the past year 
include the following: 

Completed a rollout of  Homeland Security Information Network–Critical Sectors§
Communities of  Interest (HSIN–CS COI). 

Established a timeline for developing sector-specific risk methodologies.§

Established protocols and approaches to obtain the data required for annual reporting and§
core data updates. 

Informed stakeholders about cyber security issues facing the Sector.§

Key Initiatives 
The Postal and Shipping Sector is implementing protective programs ranging from the 
creation of  a registry of  employees and independent contractors that have taken security 
awareness training, to delivering online information on industry security practices to drivers, 
courier company personnel, and facility personnel. 

Key initiatives within the Sector include: 

Implementing a systems-based risk management process to identify, prioritize, and§
address CIKR risk. 

Establishing partnerships to collaboratively identify and address gaps, develop risk-based§
protective programs, and increase awareness. 

Path Forward 
Numerous steps will be taken as the Postal and Shipping Sector moves forward in securing its 
resources, including the following: 

Build upon ongoing government and industry cooperation through industry§
security groups.
 
Identify existing and possibly voluntary approaches to identify, store, and protect needed
§
postal and shipping data.
 
Conduct selected asset-/facility-level, system-level, and regional-level vulnerability
§
assessments with voluntary cooperation from the sector security partners.
 
Analyze postal and shipping interdependencies with other critical sectors.
§

Conduct discussions under CIPAC with stakeholder groups to identify gaps in current§
communications processes to speed the exchange of  information on existing 

protective programs.
 
Identify and further refine sector-specific metrics.
§

Review existing R&D efforts and compare results to R&D roadmaps and study§
recommendations. 

“The proposed voluntary 
Courier-Driver Registry 
would facilitate the Web-
based registration of 
courier drivers, whether 
employees or independent 
contractors, that have 
taken security awareness 
training. In addition, the 
registry would collect 
driver information and 
validate that the driver is 
not a security threat 
(applicant's personal 
information will be vetted 
to ensure validity).” 

Postal and Shipping 
2007 Sector Annual Report 
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Transportation Systems Sector
 

Partnership 

The Transportation Systems Sector is a vast, open network of  interdependent systems that 
moves millions of  passengers and millions of  tons of  goods annually.  The Transportation 
Systems Sector partnership framework includes a Government Coordinating Council 
(GCC), a Sector Coordinating Council (SCC), and sub-sector GCCs and SCCs for each of 
the six transportation modes: Aviation, Maritime, Mass Transit, Highway, Freight Rail, and 
Pipeline.  The SCCs include leading associations, owner-operators, and other private-sector 
entities with transportation security responsibilities, while the GCCs consist of  members 
from key Federal, State and local agencies.  The Transportation Security 
Administration (TSA) and the United States Coast Guard (USCG) serve as the 
Sector-Specific Agencies (SSAs) for the Transportation Systems Sector and 
Maritime Mode, respectively.    

Vision 

A secure and resilient transportation network, enabling legitimate travelers 
and goods to move without undue fear of  harm or significant disruption 
of  commerce and civil liberties. 

Goals 

The Transportation Sector’s GCC and SCC have established the following goals, 
which aim to increase the Sector’s security and resiliency: 

Prevent or deter acts of  terrorism using or against the transportation network.§

Enhance the resilience of  the transportation system.§

Improve the cost-effective use of  resources for transportation security. §

Selected Accomplishments 

The Transportation Sector has made numerous achievements that improve the security 
posture of  the sector.  Some highlights from these accomplishments include: 

Developed and nearly completed a final review of  the Transportation Security §

Information Sharing Plan with security partners and stakeholders. 


Expanded the Research and Development (R&D) Working Group, held regular meetings, 
§

and completed the R&D strategic plan. 


Completed 30 percent of  the R&D data gathering process.
§

Updated National Asset Database (NADB) transportation taxonomy and attributes to §

reflect a systems view of  the transportation network. 


Published lists of  available technologies and products related to the protection of
§

surface transportation. 


Established the Measurement Working Group with Sector security partners. 
§

Transportation Systems 

SSP R&D Working Group
 



Key Initiatives 
The Transportation Sector is undertaking initiatives ranging from the creation of  a highway 
security program to the improvement of  information-sharing methods among Sector 
security partners.     

Key initiatives within the Sector include: 

§Transitioning the Port Security Exercise and Training Program (PortSTEP) into the 
Intermodal Security Training and Exercise Program (I-STEP), serving the surface modes 
and meeting 9/11 Act requirements. 

§Implementing the Sector’s risk management process to identify, prioritize, and address 
Critical Infrastructure and Key Resources (CIKR) risk with the Sector’s security 

stakeholders.
 

Path Forward 

Numerous steps will be taken as the Transportation Sector moves forward to secure its 
critical resources. Some of  these steps include the following: 

§Continue joint exercises with security partners and other interdependent sectors.

§Enhance information-sharing platforms, such as HSIN and ISACs, to share information 
on threats to the transportation infrastructure and security partners. 

§Develop transportation system recovery and cyber security strategies through 
collaborative stakeholder participation in Critical Infrastructure Partnership Advisory 
Council working groups. 

“VIPR [Visual Intermodal 
Protection and Response] 
Teams represent a 
cooperative effort among 
Federal, State, local, and 
industry participants to 
achieve a capability for 
flexible and unpredictable 
law enforcement and 
specialized screening 
missions at a variety of 
transportation locations. 
The SSA is considering 
methods to encourage the 
development and random 
deployments of similar 
teams in the State, local, 
and tribal jurisdictions.” 

Transportation 
2007 Sector Annual Report 

Transportation Systems Sector Partnership Framework 

Due to the complexity of the sector and the number of modals involved in the partnership,  
this diagram is used to represent the sector’s framework: 
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Water Sector
 

Partnership 
There are approximately 160,000 public drinking water systems and more than 16,000 
wastewater systems in the United States. Approximately 84 percent of  the U.S. population 
receives its potable water from these drinking water systems and more than 75 percent of 
the U.S. population has its sanitary sewerage treated by these wastewater systems.  Successful 
attacks on Water Sector assets could result in large numbers of  illnesses or casualties, or a 
denial of  service, which would impact public health and economic vitality.  Protecting the 
Water Sector infrastructure requires partnerships among Federal, State, local, tribal, and 
Territorial governments and private-sector infrastructure owner and operators.  The Water 
Sector Coordinating Council (SCC) was formed by eight drinking water and wastewater 
organizations, which appoint water utility managers to lead the SCC. The Water Sector 
Government Coordinating Council (GCC) enables interagency and cross-jurisdictional 
coordination. It is composed of  representatives from Federal, State, local, tribal, and 
Territorial governments. The Environmental Protection Agency (EPA) serves as the Sector-
Specific Agency (SSA) for the Water Sector.   

Vision 
The Water Sector’s Security Vision is a secure and resilient drinking water and wastewater 
infrastructure that provides clean and safe water as an integral part of  daily life. This Vision 
assures the economic vitality of  and public confidence in the Nation’s drinking water and 
wastewater through a layered defense of  effective preparedness and security practices 
in the Sector. 

Goals
 
Interdependencies with the Water Sector 

The SCC, GCC, and EPA collaborate to achieve the following 
Water Sector security goals: 

Sustain protection of  public health and the environment.§

Recognize and reduce risks in the Water Sector.§

Maintain a resilient infrastructure.§

Increase communication, outreach, and public confidence.§

Selected Accomplishments 
Sector partners continue to maintain and enhance the 
protective posture of  the Water Sector.  Some of  the 
Sector’s accomplishments over the past year include the following: 

Expanded the use of  Water/Wastewater Agency Response Networks §

(WARNs) to cover 29 states.
 

Began conducting functional exercises of  the Regional Laboratory Response Plans 
§

developed through the Water Laboratory Alliance. 

“Partnership activities … 
have been achieving ongoing 
success…. [T]he Water 
Sector has increased the 
involvement of security 
partners to provide strategic 
direction in CIKR protection 
as evidenced by the expanded 
use of CIPAC Working 
Groups. Examples of these 
working groups include the 
Metrics Working Group, the 
Decontamination Working 
Group, the Cyber Security 
Working Group, the Research 
and Development (R&D) 
Working Group, and the Risk 
Assessment Working Group.” 

Water 
2008 Sector Annual Report 



        
      
     

    
       
     

     
    
    
       
     
    
     
    

    
   

   
      
     
   

   
   

Developed sector-specific metrics to assess the Sector’s security progress.§

Prepared a Roadmap to Secure Control Systems in the Water Sector that provides a strategy to§

mitigate the risks associated with cyber systems. 

Key Initiatives 
The Water Sector’s protective programs and actions are interrelated and designed to 
strategically address the Water Sector’s four security goals and associated objectives, which 
encompass the EPA's security program pillars of  critical infrastructure protection: 
prevention, detection, response, and recovery. The Water Sector’s protective approach 
enhances capabilities in all of  these areas. 

Key initiatives within the sector include: 

Designing and demonstrating the “Water Security Initiative”—an effective warning system§
for timely detection and appropriate response to drinking water contamination threats and 
incidents, which will have broad application to the Nation’s drinking water utilities. 

Working with security partners to develop risk assessment methodologies (e.g. Risk§
Analysis and Management for Critical Asset Protection [RAMCAP]) that are consistent 
with National Infrastructure Protection Plan (NIPP) criteria. 

Path Forward 
Numerous steps will be taken as the Water Sector moves forward in securing its resources, 
including the following: 

Incorporate NIPP into strategies for cooperation with foreign countries and§
international/multinational organizations.
 

Promote the features of  an active and effective protective program within the
§
Water Sector.
 

Implement policies for vetting and disseminating information to security partners.
§

Review current CIKR protection measures to ensure alignment with Homeland Security§
Advisory System (HSAS) threat conditions and specific threat vector and scenarios.
 

Identify all databases, data services and sources, and modeling capabilities with
§
CIKR application.
 

Advise State, local, and tribal governments of  SSA grant programs and/or other sources
§
that can support NIPP. 

“The path forward includes a 
wide array of protection 
efforts including collecting 
sector-specific metrics, 
making progress on cyber 
security and decontamination, 
coordinating R&D efforts, 
advancing business 
continuity planning, 
identifying/addressing 
interdependencies, and 
enhancing ongoing 
partnership efforts of the 
Water SCC, GCC, and CIPAC 
Working Groups. This path 
forward is aligned with the 
priorities and goals in the 
Water Sector SSP [Sector-
Specific Plan].” 

Water 
2008 Sector Annual Report 

“Water Sector's informational 
arm, the WaterISAC, has 
implemented a reporting 
mechanism that allows 
utilities to share incident 
information in a standardized 
format. Combined with other 
information sources, 
WaterISAC analysts can 
assess when there may be 
imminent threats.” 

Water 
2007 Sector Annual Report 
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