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Executive Summary

Charter

In July 2004, President Bush asked the NIAC to study whether the Federal Government and its
private sector partners could improve the way the Intelligence Community (IC) coordinates with
critical infrastructure owners and operators. In response, the NIAC created the Intelligence
Coordination Working Group. Based on the Working Group’s inputs, this is the Council’s report.

Goal

The Working Group focused principally on the way information flows between the IC and the
private sector. Below are the two questions that governed the Working Group’s approach
throughout the process:

1. In what ways can the IC help critical infrastructure owners and operators?
2. In what ways can critical infrastructure owners and operators help the IC?

Approach

The Working Group created a Study Group of more than 30 representative experts from the
private sector and the IC to provide input to the Working Group to assist the Council in its
formulation of findings and recommendations. The Study Group received briefings about
existing information sharing mechanisms within the government, and also convened four day-
long workshops where experts articulated information requirement shortfalls, discussed ways to
refine current information sharing mechanisms, and shared lessons learned from recent incidents.
The Working Group also interviewed Chief Executive Officers (CEOs) from selected Critical
Infrastructure Sectors. Appendix A provides a summary of the views of the CEOs. Based on
these combined inputs, the Council developed nine findings and eight recommendations. The
Study Group conducted case studies on four recent terrorist- or threat-related events to illuminate
the findings it presented to the Working Group. Appendix B includes a summary of the case
studies.

Scope

The Council did not seek to repeat the efforts of numerous previous and contemporaneous
studies on information sharing and intelligence coordination. Instead, the group leveraged the
results of these existing studies and added two unique perspectives to the subject—the CEO
perspective and the comprehensive involvement of critical infrastructure owners and operators as
well as intelligence agencies. This report is significant in that it mirrored the efforts of the
Homeland Security Advisory Council. Meeting during the same period, both groups,
independent of each other, reached nearly identical conclusions and developed similar
recommendations despite involving different stakeholders in their processes. These
complementary conclusions strongly validate the efforts of both groups, and add significant
weight to both sets of recommendations. Appendix C in this document provides a review of the
current structure, mission, and authorities pertaining to the IC within the United States. Appendix
D describes the critical infrastructure owner/operator environment, governance, and
relationships.



Impact of Recent Changes

Changes in governance and structure in both the IC and the critical infrastructures have taken
place since the President commissioned this report. The two most significant changes are the
establishment of the Office of the Director of National Intelligence (ODNI) and the creation of
the Critical Infrastructure Partnership Advisory Council (CIPAC). These new organizations
provide a framework providing single primary points of contact for both the government and the
private sector, which was a requirement repeated often by Study Group participants and echoed
in the other studies reviewed by the Council. This report’s recommendations provide additional
details regarding actions that ODNI and CIPAC, as well as the Department of Homeland
Security (DHS), will need to implement as all these organizations continue to develop.

In December 2005, the President issued guidance regarding the Information Sharing
Environment (ISE), created by Executive Order 13388 and housed within ODNI. This guidance
addresses several of the Council’s recommendations. Specific guidance to heads of Executive
departments and agencies charged them to:

e Leverage ongoing information sharing efforts in the development of the ISE;

e Define common standards for how information is acquired, accessed, shared, and used
within the ISE;

e Develop a common framework for the sharing of information between and among
Executive departments and agencies and State, local, and tribal governments, law
enforcement agencies, and the private sector;

e Standardize procedures for sensitive but unclassified information;

e Facilitate information sharing between Executive departments and agencies and foreign
partners;

e Protect the information privacy rights and other legal rights of Americans; and

e Promote a culture of information sharing.

Findings

The Working Group interviewed chief executives from a cross-section of the critical
infrastructure industries to discuss their views on improving information sharing between the
private sector and IC. These interviews examined the issues of information sharing within the
broader context of a CEO’s role in managing business and operational risks in the aftermath of
September 11. Following 9/11, nearly all CEOs examined the ways in which they managed
strategic risk, focusing especially on the adequacy of their existing security measures and the
gaps in coverage.

Finding 1: In today’s environment, personal relationships are integral to successful information
sharing between the private sector and the government. Conversations among people who
already know and trust each other are more fruitful than conversations among those that do not.

! George W. Bush, “Guidelines and Requirements in support of the Information Sharing Environment,”
Memorandum for the Heads of Executive Departments and Agencies, December 16, 2005



Finding 2: Given the high turnover rate for public and private sector personnel, both sides
should minimize their dependence on personal relationships while institutionalizing the trust
between the public and private sectors.

Finding 3: A lack of critical infrastructure subject-matter expertise can seriously hamper the
process for analyzing intelligence.

Finding 4: The government’s intelligence dissemination processes do not deliver the necessary
information consistently to the right people in the private sector in sufficient time to act.

Finding 5: Private sector information-sharing mechanisms and processes vary widely in
capabilities, maturity, and reach.

Finding 6: Despite the implementation of the Protected Critical Infrastructure Information
(PCII) program, many in the private sector continue to have a concern about information
protection. The private sector also worries about the fact that no one person or group has yet
challenged PCII and that no court has upheld it.

Finding 7: At present, there is no threat-information clearinghouse for critical infrastructure
owners and operators to use to make sound business decisions.

Finding 8: Critical infrastructure sectors lack an established and common process to provide
information to and receive information and intelligence from the IC.

Finding 9: The proliferation of “Sensitive But Unclassified” (SBU) caveats attached to
otherwise unrestricted (unclassified) government documents inhibits information sharing and
confuses recipients.

Recommendations

If all relevant public and private sector parties adopt the recommendations outlined below, the
Council believes the United States will have significantly strengthened the protection of its most
critical infrastructures.

Recommendation 1: Senior Executive Information Sharing

Develop a voluntary executive-level information sharing process between critical infrastructure
CEOs and senior intelligence officers. Begin with a pilot program of volunteer chief executives
of one sector, with the goal of expanding to all sectors.

Recommendation 2: Best Practices for the Private Sector

The U.S. Attorney General should publish a best practices guide for private sector employers to
avoid being in conflict with the law. This guide should clarify legal issues surrounding the
apparent conflict between privacy laws and counter terrorism laws involving employees.
Moreover, it should clarify the limits of private sector cooperation with the IC.



Recommendation 3: Existing Mechanisms

Leverage existing information-sharing mechanisms as clearinghouses for information to and
from critical infrastructure owners and operators. This takes advantage of the realities that exist
sector by sector.

Recommendation 4: National-Level Fusion Capability
Establish or modify existing government entities to enable national- and state-level intelligence
and information fusion capability focused on Critical Infrastructure Protection (CIP).

Recommendation 5: Staffing

Create additional “Sector Specialist” positions at the executive and operational levels as
applicable in the IC. These specialists should be civil servants who have the ability to develop a
deep understanding of their private sector partners.

Recommendation 6: Training
Develop an ongoing training and career development program for sector specialists within
intelligence agencies.

Recommendation 7: RFI Process

Develop a formal, and objectively manageable, homeland security intelligence and information
requirements process, including requests for information (RFIs). This should include specific, bi-
directional processes tailored sector by sector.

Recommendation 8: Standardize SBU Markings and Restrictions

The Federal government should rationalize and standardize the use of SBU markings, especially
“For Official Use Only” (FOUO), and publish standard handling instructions clearly for all
intended recipients.



1. Introduction

A. Charter

President George W. Bush asked the NIAC in July 2004 to study whether the Federal
Government and its private sector partners could make improvements in “the utilization and
effectiveness of intelligence capabilities to protect critical infrastructure by improving
interactions and information requirements definition between the Intelligence Community (1C)
and critical infrastructure sectors.” In response to the President’s request, the NIAC created a
Working Group to explore ways to improve interaction between the 1C and critical infrastructure
owners and operators.

B. Goal

The Working Group’s principal focus was exploring the way in which information flows
between the IC and the private sector from a strategic, CEO perspective, and at the operational,
incident management level.

The Working Group kept two questions at the forefront of its efforts:

e In what ways can the IC help critical infrastructure owners and operators?
e In what ways can critical infrastructure owners and operators help the IC?

C. Approach

The Working Group created a Study Group of more than 30 representative experts from the
private sector and the IC to provide input to the Working Group and help the Council formulate
findings and recommendations. The Study Group held regular meetings in which they received
briefings about existing information sharing mechanisms within the government, particularly
within DHS. The Study Group also convened four day-long workshops where experts articulated
information requirement shortfalls, discussed ways to refine current information sharing
mechanisms, and shared lessons learned from recent incidents: the Northeast Blackout of August
2003, the Financial Target Threat of August 2004, the London Subway Bombing of July 2005,
and the New York City Subway Threat of October 2005. Appendix B contains detailed findings
and conclusions from the case studies. The Working Group also interviewed Chief Executive
Officers from across the Critical Infrastructures/Key Resources (CI/KR). Appendix A contains a
summary of their views.

D. Scope

There have been multiple recent studies covering various aspects of information sharing,
intelligence reform, public-private cooperation to combat terrorism, and other topics related to
this task. The Council found itself in significant agreement with these reports, but its work brings
two significant additional perspectives missing from previous studies.

The four workshops, which included study group members, represented for the first time leaders
from each of the critical infrastructure sectors to discuss issues in the same room with senior
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representatives from many of the nation’s key intelligence agencies. Indeed, some of the IC
representatives stated that even they had not all come together in one room before. Therefore,
one unique perspective of this report is the involvement of a broad intersection from the critical
infrastructures and the IC.

The second unique aspect of this study is the CEO perspective. Chief executives bring both an
urgent practicality and a strategic outlook to problem solving. It was eye-opening for some
workshop participants to see the unique needs for information at both the strategic executive
level and the operational incident management level.
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2. Information Sharing

Information sharing is vital for protecting the nation’s CI/KR, yet views and definitions of this
function vary widely. Since DHS’ inception, strategies for infrastructure protection have evolved
and the aims and scope of information sharing have expanded. For the purposes of this study,
information sharing pertains to information flowing between the IC and critical infrastructure
owners and operators. Appendix C is a detailed description of the IC, and Appendix D describes
critical infrastructure definitions, governance, and organization. Appendix E is an in-depth
discussion of information sharing as it applies to critical infrastructures and the IC.

DHS has begun implementation of a number of mechanisms in an effort to improve information
sharing with critical infrastructure owners and operators. These include:

Homeland Security Information Network (HSIN)

Executive Notification System (ENS)

Critical Infrastructure Partnership Advisory Council (CIPAC)
Homeland Infrastructure Threat and Risk Analysis Center (HITRAC)
National Infrastructure Coordinating Center (NICC)

e Protected Critical Infrastructure Information (PCII)

Members of the Council received presentations on each of these programs, and noted that they
represent positive, but incremental progress. Nonetheless, the entire Council found a number of
areas where intelligence coordination still needs improvement.

A. Definition Ambiguity

The term “information sharing” is so overused that its meaning must be redefined for nearly
every instance that it is used. Web searches for “information sharing” return over 500 million
links, and narrowing the search to “homeland security information sharing” still nets more than
16 million hits. For example, the entire concept of Information Sharing and Analysis Centers
(ISACs) is encouraged under Presidential Decision Directive 63 (PDD 63). Moreover, ISACs are
designed for sharing information on threats, vulnerabilities, countermeasures, and best practices
within and across critical infrastructure sectors. The new Information Sharing Environment (ISE)
program within ODNI focuses on linking resources of Federal, state, local, tribal entities and the
private sector to share relevant information on terrorism.

This study focused on enhancing the sharing of risk information to critical infrastructure
partners, especially between owners and operators and the IC. This involves a wide variety of
participants, including law enforcement, CEOs, corporate security officers, sector-specific
associations, and IC analysts. The study’s focus also extends from proactive risk management
and long-term, strategic planning to reactive, pre-incident, near-term deterrence and protection,
and to post-incident response and recovery.
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The information shared between the private sector and the IC falls into three primary categories:
(1) strategic threat information that drives investment and expenditures; (2) situational awareness
information around assets and systems on a daily basis, including notification that nothing is
threatening; and (3) alerts and warnings of a potential imminent threat.

B. Previous Studies

The Council learned from several relevant studies of information sharing, the IC, intelligence
reform, and CIP. Primary references include:

e Evaluation and Enhancement of Information Sharing and Analysis, NIAC, July 13, 2004

e The 9/11 Commission Report, July 22, 2004

e |Intelligence and Information Sharing Initiative Final Report and Recommendations,
Homeland Security Advisory Council, December 2004

e The Commission on the Intelligence Capabilities of the United States Regarding
Weapons of Mass Destruction Report, March 31, 2005

e Homeland Security Intelligence and Information Fusion, Homeland Security Advisory
Council (HSAC), April 28, 2005

e Homeland Security Information Sharing between Government and the Private Sector
Final Report, HSAC, August 10, 2005

e Lessons Learned Information Sharing Initiative: Homeland Security Intelligence
Requirements Process, HSAC, December 2005

It is important to note that both the NIAC and the HSAC studied aspects of information sharing
and intelligence coordination at the same time, but with different groups of stakeholders. The
fact that both studies came to very similar conclusions, and are making similar
recommendations, strongly validates both efforts.

It is also important to note that DHS and ODNI have implemented several of the
recommendations from these previous studies. Even though they and others have made progress,
there is more that needs to be done. This purpose of this report’s recommendations is to
illuminate the needs that other studies have not highlighted and to accelerate the progress that
has already been made.
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3.  Findings

The Council arranged its findings into five broad categories: trust, analysis, dissemination,
information protection, and other supporting processes. It is impossible to consider any one
category in isolation—issues in one category affect all the others. For example, failure to protect
information adequately can significantly affect trust, and process flaws can skew analysis,
leading to wrong conclusions. The Council offers these categories as an aid to understanding.

A. Trust

Finding 1: In today’s environment, personal relationships are integral to successful
information sharing between the private sector and the government. Conversations among
people who already know and trust each other are more fruitful than conversations among those
who do not know and trust each other.

The Council identified several barriers to trust between the IC and critical infrastructures,
including:
e Wide variability of expertise and experience among government “sector specialists”;
e Multiple, often duplicative, requests for information from too many distinct government
entities;
e Release of private sector information by government to unintended or inappropriate
audiences;
e Government regulation or the threat of new regulation;
e The lack of a common glossary of terms; and
e A deficiency in cross-organizational understanding.

Critical infrastructure owners and operators do not believe the government has the necessary
expertise to understand the information they provide, and therefore fear it may be misused or that
it may inform misguided policies. Owners and operators also complain that the government only
informs them about new CIP-related policies and procedures that affect them after the
government has are already completed them without private-sector input.

Finding 2: There was also a strong sentiment that because of personnel turnover
throughout the public and private sectors, the Federal Government must institutionalize
mechanisms that foster trust, thereby minimizing the dependence on personal
relationships. While personal relationships are important, especially at the executive level, these
must be secondary to established and commonly understood processes, which would serve to
institutionalize trust relationships.

An example of institutionalized trust is the U.S. government’s classified material management
program. The government identifies and establishes positions (called “billets”) with carefully
defined “need to know” parameters. Via background checks, the government vets all individuals
seeking security clearances and the government then assigns those positions before officials
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grant access to classified material. Similarly, facilities for transmission and storage of classified
information are built, inspected, and certified to government-defined specifications. A cleared
employee in a cleared facility receiving information either by secure telephone, video, or in
person, knows he or she can trust the other person, even though they may have never met.
Defined billets carry an assumption of trust based on process.

B. Analysis

Finding 3: A lack of critical infrastructure subject-matter expertise can seriously hamper
the process of analyzing intelligence. The challenge is how to increase that level of
understanding without crossing the line between the role of government and the role of business.

Accurate analysis of threat information requires private sector input, and the IC participants
agreed with this finding. Participants discussed numerous cases. For example, government
analysts believed stolen derail devices represented a significant threat, but railroad sector experts
were aware of long-standing mitigating measures that rendered this risk inconsequential.

The Federal government needs sector-specific critical infrastructure expertise to help fuse all-
source data to produce accurate and timely threat information and intelligence products.
Something that might seem like benign information to an intelligence analyst might actually be
an essential piece of the puzzle only understood by a private -sector expert. Having the private
sector’s insight earlier in the intelligence process might help put some matters into perspective
before the government spends scarce time and resources on issues that might not be relevant.
Even worse, government analysts could miss a critical indicator and fail to understand its threat
implications.

“The Intelligence Community...needs to think more creatively and,
above all, more strategically about how it taps into external sources of
knowledge. This may include recognizing that the Community may
simply not be the natural home for real expertise on certain topics. While
economics analysts, for example, can and do play a valuable role in the
Community, economists at the Federal Reserve, World Bank or private
sector companies investing millions in emerging markets are likely to
have a better handle on current market conditions. Relying on these
experts might free up Community resources to work more intensely on
finding answers no one else has.”?

Designating private sector subject matter experts (SMEs) to work with intelligence analysts
would reduce the IC’s need to poll an entire sector for details and factors impacting the
information they were analyzing. In addition to helping analysts understand the impact of threat
information, these subject-matter experts could also keep the IC updated on the implications of
constantly changing technology in the private sector.

% The Commission on the Intelligence Capabilities of the United States Regarding Weapons of Mass Destruction —
Report to the President of the United States, March 31, 2005.
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Along with the benefits of sharing private-sector subject-matter expertise with the IC come
challenges. Some sector representatives would prefer to collocate their experts with intelligence
analysts, in government operations centers, to help sort through unrefined information to assist
the IC in prioritizing its analysis. Other private sector representatives, especially those associated
with multinational corporations or multinational contracts, would prefer that the government
train analysts, consult with subject matter experts (SMES), or hire consultants. In all cases, there
must be a clear line between the functions of intelligence and business. It is not the private
sector’s business to collect or analyze intelligence, nor is it the government’s business to help the
private sector make a profit.

Besides functional differences, there are also cultural differences between the private sector and
the IC. Traditionally, the IC is driven by the requirement to determine the intent and capabilities
of elements that could threaten national security. This has resulted in development of various
sources and methods, and the subsequent need to protect them with stringent rules limiting
sensitive information to those with a strictly defined “need to know.” The keeping of secrets is
integral to the operations of the IC.

Industry, however, has learned that speed translates to wins in the marketplace and greater
profits. Companies have built extensive marketing and communications capabilities to share
marketing information broadly with customers, partners, and the public. Advancements in
information technology continue to accelerate that information flow. The trend is toward more
and more interactive transactions, with suppliers and customers sharing increasing amounts of
information. Automated ordering and delivery depends on some level of knowledge of
transaction information, such as address, phone number, payment information, product or service
details, and other customer requirements. Increasing the speed and accuracy of transactions is
integral to most private sector operations.

The Council considered several options to address these subject matter expertise and cross-
cultural challenges. One alternative is for the IC to hire critical infrastructure sector-specific
SMEs or contract with them as consultants. If the government hires these SMEs as government
employees, there would be a challenge keeping their knowledge current. Given the nature of
their business, consultants may be able to remain more current than are government employees.
A benefit to this alternative is that it preserves a clear boundary between the private sector and
IC in terms of liability, authorities, and mission.

Another option is for the IC to train their employees in order to develop sufficient critical
infrastructure sector-specific subject matter expertise. There are several challenges to overcome
with this option, including the considerable time needed to develop suitable expertise and, again,
keeping subject-matter experts’ knowledge current. This option also has the benefit of preserving
a clear boundary between the private sector and IC in terms of liability, authorities, and mission.

A third approach is for the IC to augment their analytic process with private sector experts. This
could be in the form of short-term interactions on an as-needed basis. A challenge with this
alternative is that the IC needs to know what to ask for, and recognize that a knowledge gap
exists. Longer-term placements within the IC may be preferable, but the challenge is identifying
the correct expertise and finding appropriate individuals with the ability to reach back into their
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sectors in a timely manner. This approach has several benefits. It provides the opportunity to
develop trusted relationships among key individuals and groups across the private sector and the
IC. It also provides the opportunity to improve requirements for IC-private sector interaction by
sharing operational, vocabulary, and cultural understanding.

All three options should be available so that individual sectors and companies can make choices
appropriate to their working environment, legal, and business considerations.

Related to this finding, the Council explored the idea of government analysts helping the private
sector with threat and risk assessments. Some private sector participants expressed a desire to use
raw intelligence data for operational-level situational awareness, unfiltered by government
analysis. However, others disagreed. Some critical infrastructure sectors (e.g., the Railroad and
Water Sectors) have a strong sector-level threat and risk analysis capability. Additionally,
various large corporations have developed a similar capability tailored to their business needs.
The consensus among Working Group participants was that the private sector does not have a
strong demand for intelligence analysis expertise for assisting with business threat or risk
analysis.

C. Dissemination

Finding 4: The government’s intelligence dissemination processes do not deliver the
necessary information consistently to the right people in the private sector in sufficient time
to act.

One of the case studies conducted by the Study Group was the threat advisory to Financial Sector
targets in August 2004. Officials based the alert on information in documents seized from
terrorists that mentioned specific companies. In gaining permission to release from original
classification authorities, government personnel decided to inform only companies specifically
mentioned in the documents, plus NYPD. Government officials asked the companies invited to
the briefing not to tell others because of the sensitivity of the information. By the time initial
briefings occurred, the press was already carrying banner headlines with substantive details,
obviating government attempts at limited disclosure.

On the one hand, some financial services companies that the government had not briefed actually
had offices in the buildings threatened. On the other hand, some companies named in the
documents were not, in fact, associated with the buildings. In the case of Citicorp, another
company owned and managed the “Citicorp” building and several other companies occupied it.
There were no Citicorp employees concurrently associated with the building.

Financial sector representatives also stated that a threat against one or two major companies
affects the entire sector because their sector is so tightly integrated.

Beyond the financial services sector, at least one telecommunications company shared a wall

with one of the target financial services buildings, but since the intelligence information did not
identify telecommunications companies as targets, officials did not notify them. In addition,
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transportation and electric power facilities traversed around and under the targeted buildings, but
again officials did not notify representatives from the affected companies.

Finding 5: Private sector information sharing mechanisms and processes vary widely in
capabilities, maturity, and reach.

The IC must understand these differences as it determines with whom to share information.

The ISACs operate under a variety of business models: some collect membership dues, some
receive government funding or employ government resources in kind, and some use third-party
vendors to manage operations. Some sectors have chosen not to implement ISACs.

Some ISACs serve close to 100 percent of constituent firms within their sectors, while others
serve less than 20 percent of firms. Some ISACs have personnel with security clearances who
can receive classified data while others work entirely with sensitive but unclassified data. Some
maintain 24/7 watch desks and analysis capabilities and others do not. Most ISACs focus on
managing incident data (principally disseminating government alerts and warnings to members),
but some have leveraged their networks to collect and share additional information, such as best
practices and industry security guidelines. Some ISACs focus primarily on cyber incidents, while
others focus primarily on physical incidents. The Council found that the government should not
assume that in all sectors it should communicate the threat solely to an ISAC. Sector
Coordinating Councils (SCCs) and their counterpart Government Coordinating Councils (GCCs)
can assist DHS and other government agencies regarding with which organizations to coordinate
threat and other intelligence information.

D. Information protection

Finding 6: Despite the implementation of the Protected Critical Infrastructure Information
(PCII) program, many in the private sector continue to have a concern about information
protection. The private sector is also concerned that PCII has not been legally challenged and
upheld. Several of the participants suggested the government implement a new information
classification mechanism for CIP.

Government and private sector representatives agree they want information protection
mechanisms that shield them from the harmful consequences of release to unintended audiences
or for unintended purposes. The success of the initiatives and mechanisms created to improve
information and intelligence sharing among the government and private Sector entities hinges on
the success of protection policies like PCII.

The PCII program is relatively new. Lessons learned from the PCII program illuminate some of
the shortfalls of existing policies and laws. The Critical Infrastructure Information Act of 2002
shields private sector from Freedom of Information Act (FOIA) disclosure of Critical
Infrastructure Information, but the law lacks the assurance that comes from being challenged and
successfully defended in court. The program also lacks tracking and accountability mechanisms
for guaranteeing protection from disclosure. Without mechanisms put in place to address these
concerns, private sector infrastructure operators will remain reluctant to share information with
the government.
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The IC uses the Originator Control “ORCON” handling caveat to limit dissemination, but no
such corollary exists for unclassified information. Establishment of originator control rules for
sensitive but unclassified information might improve organizational trust and speed information
handling. The PCII program has proposed similar mechanisms—submitter consent and limited
dissemination—to be incorporated into its final rules for sharing information. Under these rules,
when an entity submits information, it can both limit the organizations that receive the
information and it can add additional organizations that have not met the requirements for
participation in the program. If implemented, these rules would also help address private sector
concerns that submitting their sensitive critical infrastructure information would effectively cede
all control of their business interests.

E. Process

Finding 7: At present, there is no threat-information clearinghouse for critical
infrastructure owners and operators to use to make sound business decisions. These owners
and operators are continuing to be bombarded by multiple, uncoordinated, duplicative requests
and advisories from multiple government offices at multiple levels. Many government
departments and agencies are involved in critical infrastructure protection, have specialized
critical infrastructure protection offices, and request related information from, and provide alerts
and advisories to, the private sector. Private sector decision makers are often confused regarding
which government agency to turn for coordinating critical infrastructure protection. Some sector
organizations have existing relationships, which they will continue to maintain and grow.
However, most critical infrastructure stakeholders do not know where to go to get their questions
about threats answered or to report threat information.

The Federal Government has already designated existing SCCs, and ISACs, as appropriate, to
represent ready-made vehicles for sector-specific information and intelligence fusion.

Finding 8: Critical infrastructure sectors lack an established and common process to
provide information to and receive information and intelligence from the IC.

Some private sector Study Group participants said that they would benefit from a formalized
immediate “ready contact” to whom to report information or circumstances that appear unusual
or suspicious. An example of one successful such ready contact is the New York City Police
Department’s Operation NEXUS program. NEXUS provides an alerting mechanism, with
examples of activity related to specific industries that may be of possible concern to law
enforcement.

An existing RFI process has existed for some time in the IC for internal use, but it was not
designed for private-sector use. The needed public-private RFI process would allow the private
sector to identify specific information requirements and obtain background threat context for risk
analysis and assessments and to support protection decisions. Private sector decision makers
would use the information to develop a business case for enhanced protection that will drive the
protective capabilities of a site or company. Such an RFI process would require central
coordination for improved accountability and necessary breadth of information.
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In addition to threat information, the private sector would benefit from initial guidance from the
government on suggested actions to take. The Council learned from several private sector
security experts who provided numerous examples where threat or incident reports left decision
makers wondering what specific actions they should take. For example, after the London subway
bombings, companies wanted to know whether the government would recommend they call their
employees back from London. The private sector representatives pointed out that their
companies have Continuity of Operations plans for their specific companies and industry sectors
for which they rely on government threat and risk information.

Again, the New York City Police Department Operation NEXUS program provided a positive
example. In addition to giving examples of sector specific threat indicators (“what to look for”),
it also provides recommended threat response plans, similar to Department of Defense (DoD)
Operations Plans.

Finding 9: The proliferation of SBU caveats attached to otherwise unrestricted
(unclassified) government documents inhibits information sharing and confuses recipients.
According to a Government Accountability Office (GAO) report in March 2006: “Federal
agencies report 56 different sensitive but unclassified (SBU) designations (16 of which belong to
one agency) to protect sensitive information — from law or drug enforcement to controlled
nuclear information.

“For most designations there are no government-wide policies or
procedures that describe the basis on which an agency should assign a
given designation and ensure that it will be used consistently from one
agency to another. Without such policies, each agency determines what
designations and associated policies to apply to the sensitive information
it develops or shares. More than half the agencies reported challenges in
sharing such information. Finally, most of the agencies GAO reviewed
have no policies for determining who and how many employees should
have authority to make sensitive but unclassified designations, providing
them training on how to make these designations, or performing periodic
reviews to determine how well their practices are working.” 3

Different agencies within the Federal Government define FOUQO differently, resulting in a
variety of handling restrictions. One common marking prohibits dissemination of FOUO-marked
information to foreign nationals. In some cases, foreign nationals in decision-making positions
could utilize this information to make better-informed decisions.

There are other issues related to the FOUO marking. First, some in the private sector were
dismayed that information they provided to the government came back to them with the FOUO
labeling, specifically restricting further dissemination. This causes confusion at best, and distrust
at worst. Some of the private sector participants noted another apparent misuse of the marking at
times, seeing openly reported information repeated in a government document and labeled

% “Information Sharing: The Federal Government Needs to Establish Policies and Processes for Sharing Terrorism-
Related and Sensitive but Unclassified Information,” GAO-06-385, March 2006
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FOUO. This haphazard approach to FOUO is counterproductive to the effective sharing of
information to protect critical infrastructures.

Although not used with unclassified government documents, “Originator Control” (ORCON) is
also of concern. ORCON is a caveat commonly used by the IC to ensure originators can control
dissemination of products for which they are responsible. Other intelligence agencies or
government offices may not alter, downgrade, or excerpt from an ORCON-stamped document
without express permission of the originator.

The discussion of the ORCON caveat surfaced during the work on case studies of recent
incidents. The result of ORCON on private sector owners and operators was conflicting
information from government agencies, or lack of DHS comment on threat information received
from governmental parties other than DHS. This led to some confusion in the private sector, and
added to misunderstanding and distrust of government. More importantly, it slowed down the
vital dissemination of threat information.

In the case of the 2005 NYC Subway Threat, the private sector requested additional information
from DHS. However, DHS personnel could not obtain the necessary permissions from the
originators of the information it had, so they could not comment. Private sector representatives
said that this silence from DHS added to the confusion and anxiety surrounding this incident.
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4., Recommendations

Each of the following recommendations by the Council addresses issues that cross multiple
categories of findings. Together, they focus on actions the President can take to improve five key
aspects of public/private-sector intelligence coordination:

Trust between the IC and critical infrastructure owners and operators;

The quality and timeliness of intelligence analysis;

Dissemination to the right decision makers in a timely manner;

Protection of sensitive government and private sector information; and
Administrative processes required for effective public-private coordination.

A. Recommendation 1: Senior Executive Information Sharing Mechanism

Develop a voluntary executive-level information sharing mechanism between critical
infrastructure CEOs and senior intelligence officers. DHS should expand the CIPAC or the
National Infrastructure Coordinating Center (NICC) to include a voluntary executive-level forum
for critical infrastructure CEOs and intelligence executives. Begin with a pilot program of
voluntary chief executives of one sector, with the goal of expanding to all sectors.

For the pilot program, a small, high-level government team should meet with CEOs in the
selected sector. The objective would be to determine what kind of knowledge is needed and how
trust can be created to have an effective information sharing program with two dimensions: first
at the level of CEO to IC Senior Management; second, at the level of private sector expert to
government expert within the sector.

There are already many efforts to share information and many of them work well. Adding CEOs
to the process is the focus of this recommendation. Currently, interactions with CEOs are
inconsistent. Several CEOs believe it is worth studying whether we can enhance the information
sharing process by bringing together CEOs and IC leaders.

With a goal of making information sharing easier in the future, some CEOs noted that they
would be willing to invest time with IC leaders in a way that builds personal relationships and
trust. This personal investment would be beneficial, they said, especially during emergencies,
and it would assist in the development of a sophisticated “connect-the-dots” understanding of
enemy capabilities, motives, and moves. As a whole, CEOs are not interested in obtaining
additional classified information, but in their ongoing effort to make appropriate long-term
resource allocation decisions, they are interested in threat strategies and capabilities.

B. Recommendation 2: Clarify Laws regarding Privacy and Insider Threats

The U.S. Attorney General should publish a best practices guide for employers to avoid
being in conflict with the law. This guide should clarify legal issues surrounding the
apparent conflict between privacy laws and counter terrorism laws involving employees.
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The rights of citizens and the needs of security for the homeland must be balanced and critical
infrastructure CEOs need a clear legal environment in which to operate. These CEOs also need
clear guidance that protects employee privacy while protecting their organizations and the nation
from “insider threats.”

C. Recommendation 3: Build on Existing Mechanisms

Leverage existing information-sharing mechanisms as clearinghouses for information to
and from critical infrastructure owners and operators.

The government cannot possibly know all possible sector interdependencies, but SCCs and
Sector-Specific Agencies (SSAs) can assist the government in determining which owners and
operators will “need to know.” At a minimum in the case of a threat, the government should
notify the Partnership for Critical Infrastructure Security (PCIS) and any affected SCC. Now that
the critical infrastructure owners and operators have self-organized into SCCs, and the SCCs
have self-organized into the PCIS for cross-sector coordination, many sector companies turn to
their SCC with questions in case of a threat. While the PCIS is in the best position to share threat
and alert information with those sectors it knows the threats could possibly affect, it is also able
to protect sensitive information.

Most critical infrastructure sectors have also established ISACs. However, since not all the
sectors have these centers, the Council recommends that the government make its initial
notification to the PCIS and any affected SCCs, since these groups will know which sectors will
use their ISACs for advisory dissemination and incident response, and they will coordinate
expeditiously.

DHS should fully document the differences among the sectors and it should keep them updated
on a regular basis. DHS should also inform the IC of the existence of CIPAC and its subordinate
organizations, and the government should work within this Sector Partnership Model.

CIPAC (including PCIS and the SCCs), ISACs, and HSIN are all gaining in effectiveness
through increased participation and usage. The government should use these groups to avoid
scattershot requests to the private sector through multiple government agencies and private sector
associations. The DHS LLIS report also reinforces this recommendation®

DHS has made significant strides in enhancing information sharing through HITRAC, HSIN,
NICC, PCII, and CIPAC. DHS should leverage these mechanisms as they mature, before
considering creating new mechanisms or architectures.

D. Recommendation 4: National-level Fusion Capability

Establish or modify existing government entities to operate a national- and state-level
intelligence and information fusion capability focused on CIP.

*Ibid., p. 3
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Fusion centers, whether physical, virtual, or a combination of the two, would benefit the IC as
well as the public and private sectors, including the SCCs, SSAs, intelligence agencies, DHS,
state Homeland Security Advisors, and Federal, State, local, and tribal law enforcement
agencies. Services to these customers would include Request-For-Information (RFI) vetting and
coordination, collaborative analysis, and timely dissemination of information across the full
spectrum of CIP — from strategic planning and risk analysis to protection and deterrence, to
response and recovery. Effective fusion capability includes resident or available access to experts
in physical, cyber, and human aspects of CIP. The personnel involved should have reach-back
capabilities to experts and data in their “home” sectors or agencies, and thus be able to amplify
the requirements and analysis capabilities of the centers.

Although these centers would need to operate at multiple levels of security, they should develop,
analyze, and disseminate intelligence at the lowest possible level of classification, with a strong
bias toward open-source information. A guiding principle should be rapid, broad dissemination
of intelligence for CIP decision makers, at the unclassified level.

The HSAC described an effective Homeland Security Intelligence and Information Fusion
capability in April 2005. Even though the HSAC did not make a specific recommendation in that
report, the Council endorses the principles and functions it contains.

The President and the U.S. Congress have directed that an information
sharing environment (ISE) be created in the next two years to facilitate
information sharing and collaboration activities within the Federal
Government (horizontally) and between Federal, State, tribal, local, and
private sector entities (vertically). The concept of
intelligence/information fusion has emerged as the fundamental process
(or processes) to facilitate the sharing of homeland security-related
information and intelligence at a national level, and, therefore, has
become a guiding principle in defining the ISE.®

According to the Intelligence and Information Sharing Initiative report from the HSAC, effective
intelligence/information fusion requires the following:

e The use of common terminology, definitions, and lexicon by all stakeholders;

e Up-to-date awareness and understanding of the global and domestic threat environment;

e A clear understanding of the links between terrorism-related intelligence and non-
terrorism-related information (e.g., flight school training, drug trafficking) so as to
identify those activities that are precursors or indicators of an emerging threat;

e Clearly defined intelligence and information requirements with the Federal intelligence
community that prioritize and guide planning, collection, analysis, dissemination, and
reevaluation efforts;

® “Intelligence and Information Sharing Initiative: Homeland Security Intelligence & Information Fusion,” HSAC,
April 28, 2005, p. 2 (http://www.dhs.gov/dhspublic/interweb/assetlibrary/HSAC_HSIntelInfoFusion_Apr05.pdf)
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e Identifying critical information repositories® and establishing the processes, protocols,
procedures, and technical capabilities to extract information and/or intelligence from
those repositories;

e Reliance on existing information pathways and analytic processes as possible;

e All-hazards and all-crimes approach to defining information collection, analysis, and
dissemination;

e Clear delineation of roles, responsibilities, and requirements of each level and sector of
government involved in the fusion process;

e Understanding and elimination of impediments to information collection and sharing
(i.e., it should be a priority for the Federal Government to provide State, local, and tribal
entities unclassified terrorism-related information/intelligence so that it can be integrated
into statewide and/or local fusion efforts);

e Capacity to convert information into operational intelligence;

e Extensive and continuous interaction with the private sector and with the public at large;

e Connectivity (technical and/or procedural) with critical intelligence streams, analysis
centers, communication centers, and information repositories at all levels of classification
as necessary;

e Extensive participation of subject-matter experts (SMESs) in the analytical process; and

e Capacity and commitment to ensure aggressive oversight and accountability so as to
protect against the infringement of constitutional protections and civil liberties.””

E. Recommendation 5: Staffing

Within key intelligence agencies throughout the IC, create “sector specialist” positions at
both the executive and operational levels, as applicable. Since agency directors rotate into and
out of their positions frequently, these specialists should be civil servants who can develop a
deep understanding of their private sector partners. DHS has accomplished this at the operational
level, but the Council recommends that the department also complete this at the executive level.
At a minimum, DHS and ODNI should create these positions within their respective
organizations.

At the operational level, sector specialists would be analysts that develop relationships with key
critical infrastructure operational decision makers, and would study the sector to develop an in-
depth knowledge of its needs for information and abilities and challenges regarding
dissemination.

At the executive level, sector specialists would advise agency directors regarding the need of
private-sector executives to have strategic information and intelligence. They would also advise
directors on private sector business continuity capabilities, limitations, and resource planning. At
this level, sector “specialty” could be a collateral duty. That said, it is important to establish

® These repositories are not limited to those maintained by law enforcement entities. For example, critical
information may be contained in systems supporting medical examiners (unattended death), public health entities,
emergency rooms (information similar to the Drug Abuse Warning Network program), environmental regulatory
;nspectors, transportation entities, housing inspectors, health inspectors, building code inspectors, etc.

Ibid., p. 4
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continuity within the IC of senior civil servants who are familiar with the private sector and who
can establish and maintain strong relationships with critical infrastructure CEOs.

F. Recommendation 6: Training

Develop an ongoing training and career development program for sector specialists within
intelligence agencies. Developing a training and career development program would allow
sector specialists to maintain up-to-date knowledge regarding their target sectors’ technologies,
business practices, security concerns, capabilities, and limitations. DHS should establish this
training program to complement Recommendation #5 above.

As part of its Lessons Learned Information Sharing (LLIS) initiative, DHS found the following:

Domestic intelligence sharing is currently a predominantly law-
enforcement function; whereas state, local, tribal, and private sector
entities would prefer a broader, more inclusive homeland security
intelligence-sharing framework. Law enforcement agencies should
naturally play a central role within any domestic homeland security
information and intelligence-sharing framework. However, public safety
disciplines such as public health, fire, emergency medical services, and
private sector security provide different types of information and
different perspectives that are essential for this framework to be
effective. Several SMEs cited the overall lack of inclusion of these other
disciplines at all levels as a critical shortcoming in the development of
comprehensive, effective information and intelligence sharing
processes.®

Also in its report, LLIS went on to recommend that, “DHS should support the expansion of
homeland security intelligence sharing and analyst training to include all public safety and works
disciplines, including critical private sector entities.“®

The Council endorses the LLIS report in its entirety. Regarding this recommendation, if DHS
implements a CIP-focused training program for intelligence analysts, it should also include
training on private sector information requirements and capabilities to improve analysis and
dissemination for critical infrastructure stakeholders.

G. Recommendation 7: RFI Process

Establish a formal, comprehensive CIP intelligence and information requirements process.
Acknowledging the diversity among sectors, The IC should tailor information gathering and
dissemination to the needs of each sector and State, local, and tribal security partners. The
process should provide RFIs to the IC from critical infrastructure stakeholders. In concurrence,
the Council quotes portions of the first recommendation from the HSAC’s Information Sharing
Final Report:

8 «LLIS Intelligence and Information Sharing Initiative: Homeland Security Intelligence Requirements Process,”
DHS, December 2005, p. 4
° Ibid., p. 5
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DHS and the Private Sector should work in collaboration to develop a formal, and
objectively manageable, homeland security intelligence/information requirements
process.

The process should place a premium on, and leverage, superior Private Sector
information resources, expertise in business continuity planning, and understanding of
the operations of infrastructure sectors.

The process must recognize the diversity of the Private Sector.

The Private Sector and DHS need to integrate and align their requirements for
information collection and sharing.

Information Sharing & Analysis Centers (ISACs), Sector Coordinating Councils (SCCs)
and other Private Sector organizations and stakeholders must coordinate their efforts
and define Private Sector requirements for DHS so that specific Private Sector entities
can formally request, track and receive only that information requested. This will require
doing a better job of articulating what types of information they want from government
and with what frequency.

The process should include a greater bias toward disseminating more information in
unclassified form. The solution should not primarily be to investigate more people and
issue more clearances.

Where information must be classified, DHS and other agencies should work harder to
produce unclassified versions.

The President should continue to implement on a timely basis the provisions of the
Intelligence Reform law designed to expedite the clearance process.lo

The Council recommends establishing a formal policy and supporting mechanisms for
researching, vetting, requesting, prioritizing, and tracking RFIs between the IC and the private
sector. Mechanisms must address timeliness, emergencies, confidentiality, FOIA, identity, and
regulatory protection. DHS must integrate the RFI prioritization process with national risk
management priorities. Moreover, DHS must ensure that the private sector can easily understand
any RFI format. Additionally, DHS must make RFIs widely available and flexible as to form,
while supporting a common understanding of function. The process must be designed to support
the different requirements of pre-event (weighted towards intelligence for risk management) and
post-event (more balanced intelligence and operational information needs to support re-ordered
risk assessme