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C.1  GENERAL INFORMATION
C.1.1  Introduction

The contractor shall provide Information Technology (IT) support services to the Department of Homeland Security (DHS) headquarters, the department’s Associate Components, select field offices of the department’s Major Components and to other federal, state, and local level government organizations through this Information Technology Networking Operations Virtual Alliance (ITNOVA) Operations & Maintenance (O&M) Task Order under the Enterprise Acquisition Gateway for Leading Edge Solutions (EAGLE) Information Technology Support Services Contract.  The support services include all network components, services, and monitoring; network and internet access; infrastructure transformation and support; applications management, delivery, and development; wireless communications systems management; communications and messaging; communications security (COMSEC); Continuity of Operations (COOP) planning; and IT operations disaster management.  The contractor shall provide all labor to complete the services herein in accordance with the terms, conditions, and specifications of this Task Order.  The contractor shall assume total responsibility for all requirements performed by incumbent contractors whose period of performance expires on or by the commencement date of this Task Order.  In those instances where incumbent contractor periods of performance expire after the commencement date of this task order, the contractor shall assume responsibility of those requirements based upon the Government approved transition plan.
C.1.2  Background

In March 2003, Congress passed the Homeland Security Act of 2003 (Public Law 107-296) creating a single department from 22 components that had previously resided in other agencies.  One primary reason for the establishment of the Department of Homeland Security (DHS) was to provide the unifying core for the vast national network of organizations and institutions involved in efforts to secure our nation.

To comply with the new legislative requirement, the President directed the DHS Secretary to integrate the 22 legacy components into one organization and the DHS Secretary stated the objective to centrally manage services, including Information Technology (IT).

The DHS components are as follows:
· Associate Components
· Office of the Secretary

· Citizenship and Immigration Services, Ombudsman (CISOMB)

· Civil Rights and Civil Liberties (CRCL)

· Counternarcotics Enforcement (CNE)

· Domestic Nuclear Detection Office (DNDO)

· Executive Secretariat (ESEC)

· Federal Emergency Management Agency (FEMA)
· Office of the General Counsel (OGC)

· Gulf Coast Region (GCR)

· Office of Health Affairs (OHA)

· Office of Intelligence and Analysis (I&A)
· Military Advisor’s Office (MIL)
· National Protection and Programs Directorate (NPPD)

· Office of Inspector General (OIG)

· Office of Legislative Affairs (OLA)
· Office of Operations Coordination (OPS)
· Office of Policy (PLCY)

· Chief Privacy Officer (PRIV)

· Office of Public Affairs (OPA)
· Science and Technology (S&T)
· Major Components
· Federal Law Enforcement Training Center (FLETC)

· Transportation Security Administration (TSA)

· United States Citizenship and Immigration Services (USCIS)
· United States Coast Guard (USCG)
· United States Customs and Border Protection (CBP) 

· United States Immigration and Customs Enforcement (ICE)
· United States Secret Service (USSS)

TE C.1.2-001 is a chart of the DHS organizational structure.  TE C.1.2-002 is a Sensitive But Unclassified listing of the locations supported by this Task Order.
The DHS Management Directorate is responsible for budgets and appropriations, expenditure of funds, accounting and finance, procurement, human resources, information technology systems, facilities and equipment, and the identification and tracking of performance measurements.  Their mission is to ensure the DHS’s more than 170,000 employees have well-defined responsibilities and those managers and their employees have effective means of communicating with one another, with other governmental and nongovernmental bodies, and with the public, they serve.
The DHS Office of the Chief Information Officer (OCIO) falls under the Management Directorate.  Within the OCIO is
 the Information Technology Services Office whose mission is to provide IT services to the department.  The contractor shall provide IT Support Services to the Information Technology Services Office throughout the duration of this Task Order.  TE C.1.2-003 is a chart of the OCIO organizational structure. 
C.1.3  Span of Support
C.1.3.1  Service Model
The DHS uses the Information Technology Service Library (ITIL) version 2 framework as the basis for it’s service model.  The contractor shall adopt the ITIL version 3 framework (Continual Service Improvement, Service Design, Service Transition, Service Operation, and Service Strategies) for the execution of the DHS IT System Development Life Cycle (SDLC).
C.1.3.2  Information Technology Services

C.1.3.2.1  The Contactor shall provide the DHS a full line of Information Technology (IT), telecommunications, and related services to manage the baseline requirements defined in this Task Order.  The contractor shall provide IT infrastructure services that conform to specified standards for reliability, readiness, sustainability, supportability, availability, stability, security, flexibility, responsiveness and cost effectiveness.  DHS Headquarters and DHS Associate Components shall receive the entire range of support and monitoring as described in this Task Order.  DHS Major Components and other Federal/State/Local/Tribal Government organizations that have connectivity to at least one of the three DHS networks shall receive the entire range of support and monitoring as described in this Task Order with the exception of Desk Side Support.  However, these entities may require Desk Side Support in emergency situations facilitated through logical follow-on Task Orders.  TE C.1.3-002 identifies the number of supported users by network for the FY06 to FY13 time frame.
C.1.3.2.2  The contractor shall demonstrate a proactive and technologically aggressive methodology to identify and pursue new IT advancements, forecast IT trends and provide a comprehensive system of support.  The support shall include conducting frequent and thorough market research of new or updated IT technologies, equipment, and data acquisition and availability including software based reporting and performing subjective and comparative analysis to existing DHS technology.  If authorized by the COTR, the contractor shall perform and conduct operational and theoretical performance evaluations of current IT capabilities and propose recommended IT advancements.

C.1.3.2.3  To effectively meet their mission objectives, DHS requires a robust, reliable, scalable, integrated, secure, and flexible IT Infrastructure support Task Order that employs methodologies to achieve mission and business-critical systems and applications in accordance with the DHS business critical system reliability levels identified in Table 1 below.  An integrated IT infrastructure Task Order will provide for a more cohesive IT support structure for DHS.  Improved information sharing via a consolidated, enterprise wide IT infrastructure support will achieve DHS’ strategic goals and business objectives that consist of: awareness, prevention, protection, response, recovery, service, and organizational excellence.

C.1.3.2.3.1  IT Support Services shall be governed by the DHS reliability levels for critical and non-critical systems identified in Table 1.

Table 1 – Reliability for Critical and Non-Critical Systems

	Minimum Reliability Level
	Hours of Unscheduled

Downtime
	Minutes of Unscheduled

Downtime
	Seconds of Unscheduled

Downtime

	99%
	Up to 87.6 
	Up to 5,256
	Up to 315,360

	99.9%
	Up to 8.76
	Up to 525.6
	Up to 31,536

	99.99%
	Up to .876
	Up to 52.559
	Up to 3,153.6

	99.999%
	Up to .0876
	Up to 5.256
	Up to 315.36


C.1.3.3  Network Services

The contractor shall provide IT Support Services for Unclassified, Classified, and Top Secret Networks.  The extent of the Support Services for each of the networks is as follows:

· Unclassified and Top Secret Networks:  The Headquarters and Associate Component locations identified in TE C.1.2-002 receive all the services described in this Task Order 

· Classified Network – referred to as Homeland Security Data Network (HSDN):  Certain Major Component field office locations, certain other Federal government organizations and select State and Local government organizations identified in TE C.1.2-002 receive all the services described in this Task Order with the exception of Desk-Side Support; however, Desk-Side Support may be required on an exception basis or in emergency cases only.  For security the field office locations are not named and their information is provided in an aggregated manner by state.

C.1.4  General Requirements

C.1.4.1  Contractor Responsibilities

The Government requires that the contractor adhere to and follow all applicable executive orders, presidential directives, other federal and DHS laws, federal orders management policies, handbooks, guidelines, processes, and procedures provided in section C-6.  The contractor shall take initiative to identify, respond to problems, and propose solutions for issues that have a potential negative impact to the mission environment.  The contractor shall analyze the operational environment, identify and propose solutions to improve the efficiency and effectiveness of the Information Technology Services Office.
C.1.4.1.1  Administrative Services:  The contractor shall perform all related administrative services required to perform services such as, material requisitioning, Quality Control (QC), financial control (cost control and savings), status and tracking reports, and correspondence.  The contractor shall also maintain accurate and complete records, files, and libraries of or access to documents to such as Federal, state, and local regulations, codes, laws, technical manuals, manufacturer's instructions, Standard Operating Procedures (SOPs), and recommendations, which are necessary and related to the functions being performed.  The contractor shall support DHS during audits and inspections, and provide support and responses to audit and inspection items (internal and external).

C.1.4.1.2  Submittal of Reports and Information:  The contractor shall compile data, prepare required reports, and submit information as specified by the Contract Data Requirements Lists (CDRLs), Section C.8, and as presented in this Task Order.  The reports include daily, weekly, monthly and annual reports the contractor shall submit at the specified time.  The COTR will forward the approved reports to the proper Government element.  

C.1.4.1.3  Ad hoc Requirements:  Upon notification from the Government, the contractor shall provide management and technical information to the Government such as:  (CDRL C.1.4-1, Ad hoc Requirements)
Technical evaluation of suggestions

Input for staff studies

Fact sheets

Audits

Congressional inquiries

One-time reports

Material, equipment, facilities, and other property listings or inventories

Equipment maintenance records

Recommendations for amending, revising, or originating Government regulations or policies within the scope of this Task Order

Information requested by the CO/COTR on other interfacing Task Orders that support this effort

C.1.4.1.4   Paper File Archiving.  The contractor shall prepare all correspondence in and maintain all files using DHS specific, and generally accepted commercial industry standards in accordance with the appropriate current National Archives and Record Administration (NARA), and General Records Schedule (36 Code of Federal Regulations (CFR) 122014 and 44 U.S.C. 3301). The website at http://www.archives.gov/records-mgmt/ardor/records-schedules.html contains the index of NARA schedules.  All contractor files, records, and documents maintained in the performance of this Task Order are Government property and the contractor shall return them upon completion or termination of the work.  However, internal proprietary contractor business files are not Government property.

C.1.4.1.5  Electronic File Archiving:  The contractor shall provide daily, weekly, and monthly electronic file and system backups with copies provided at both an on site and off site storage location, per Government established processes and procedures.

C.1.4.1.6  Document Management:  For all deliverables within this Task Order, the contractor shall implement document management to include version control and comment resolution such that each release has clear inventory of comments accepted/rejected as part of the version.
C.1.4.1.7  Enterprise Architecture Compliance:  All solutions and services shall meet DHS Enterprise Architecture policies, standards, and procedures as it relates to this Task Order.  Specifically, the contractor shall comply with the following Homeland Security Enterprise Architecture (HLSEA) requirements:

All developed solutions and requirements shall comply with the HLSEA

All IT hardware or software shall comply with the HLSEA Technical Reference Model (TRM) Standards and Products Profile

The contractor shall submit all data assets, information exchanges and data standards, whether adopted or developed to the DHS Enterprise Data Management Office (EDMO) for review and insertion into the DHS Data Reference Model.
C.1.4.2  Function-Specific Contractor Requirements

C.1.4.2.1  Project Support:  The purpose of this task is to provide project management support, monitoring, and lifecycle systems development methodologies for all DHS IT projects.

C.1.4.2.1.1  The contractor shall provide project management support to include executive level Information Assurance (IA), planning, implementation, reporting and other services as required or directed.

C.1.4.2.1.2  The contractor shall support projects by providing services such as:  Development, coordination, scheduling, design validation, documentation, migration planning, writing service delivery guidance and other references, and weekly status reporting.

C.1.4.2.1.3  The contractor shall attend the Weekly Project Team Meeting and provide a summary of the Weekly Status Report.  The contractor shall prepare support documentation for the Weekly Project Team Meeting (e.g. project issue updates, action issue updates, and project plan/status updates) to support the summary presentation.

C.1.4.2.2  Systems Security:  The contractor shall ensure systems security for network environments, applications, databases, Internet, Portal and Intranet that allows access only by authorized users, prevention of unauthorized release of information, prevention of degradation due to circumstances such as unauthorized internal use and external intrusion, maintenance of data integrity, and authorized utilization by the user community.

C.1.4.2.3  Change Management Requirements:  The contractor shall manage the Change Management process in accordance with the DHS Change Management Policy Process and Procedures and will maintain the Change Management Database.  The Government will provide detailed Configuration Management Database information after Task Order award.  The contractor shall comply with the DHS Change Management requirements for all equipment, hardware, system software, applications software (both source and executable), data files, and control-language.

C.1.4.2.4  Deliverables

C.1.4.2.4.1  Any change to the Task Order list of deliverables or the scheduled delivery date shall be coordinated with the COTR with a written copy to the CO for Task Order modification if required.

C.1.4.2.4.2  The contractor shall notify the appropriate project and DHS personnel when a deliverable is ready for review and provide the document online.

C.1.4.2.4.3  The contractor shall post, store and maintain all deliverables and all documentation produced pursuant to this Task Order on the DHS SharePoint Portal.  The Project Management Office (PMO) shall be provided access to the Portal. 

C.1.4.2.4.4  The contractor shall review deliverables at appropriate points in the development process to verify accuracy, completeness, and timeliness of each deliverable product.

C.1.4.2.5  Enterprise Architecture (EA) Compliance:  The contractor shall perform work in compliance with the EA Plan.  The contractor shall support and comply with the standards and technologies of the DHS target architecture as described in the DHS EA Blueprint.  The source website for the DHS EA Blueprint is provided in Section C-6.

C.1.4.2.6  Maintenance and Outages:  The contractor shall perform maintenance and other related activities that degrade or may degrade the performance of network environments, operating systems, databases and applications during outage periods that occur on weekends, federal holidays, or between the hours of 10:00 pm ET and 6:00 am ET on weekdays.  The contractor shall avoid performing these maintenance and other activities during periods of the year that require continuous availability 24 hours each day.  The COTR will notify the contractor a minimum of five business days prior to periods requiring continuous availability.
C.1.4.2.7  Program Development:  The contractor shall establish and maintain a program for the enhancement and improvement of information technology services.  (CDRL C.1.4-2, Information Technology Improvement Program)  The contractor shall baseline the existing systems and infrastructure for items such as configuration and performance metrics.  As part of the baseline the contractor shall submit a plan defining timelines and operations, improvements based upon findings and supported by and compared to industry standards and metrics.  The Plan shall be re-baselined every year.  The contractor shall conduct an analysis every six months or as required of future programmatic and cost requirements for information technology services for the DHS.  A written analysis and recommendations shall be provided to the COTR within five business days of completing the analysis (CDRL C.1.4-3, Future Programmatic and Cost Requirements for IT Services) The contractor must base the analysis upon an assessment of the current information technology capabilities, evaluations of the operations efficiency of information technology, considerations regarding the adequacy of information technology, market surveys of new and emerging technologies, and technological developments that could improve the cost effectiveness of the delivery of information technology services.  The contractor shall also consider the following factors in the analysis:

Known future requirements and program requirements established or stated by the DHS authorization language contained in Congressional Committee bills.

Appropriation language

Programs and directives received from the Department of Labor and Office of Management and Budget

Budgetary information

Information and requests received from other sources that utilize information technology services

C.1.4.2.7.1  The contractor shall conduct an analysis that results in the identification of projects and initiatives necessary to support the needs of the DHS.  The analysis shall also identify projects and initiatives that represent “State-of-the-Art” advancements in the capability supporting the DHS.

C.1.4.2.8  Standard Operating Procedures:  The contractor shall, within 30 business days after award of the Task Order, prepare and submit separate Standard Operating Procedures (SOPs) for each of the Functional Areas listed in paragraph C.1.5.1.2.  (CDRL C.1.4-4, Standard Operating Procedures for Each Functional Area)  The SOPs shall describe, at a minimum, the organization, methodology, approach, procedures, monitoring, auditing, problem escalation, documentation and reporting used by the contractor to accomplish the work required for the Functional Area.  The COTR will review the Standard Operating Procedures and provide written comments to the contractor within ten business days following plan delivery to the COTR.  The contractor shall address Government comments and deliver the final Standard Operating Procedures within five business days.

C.1.4.2.9  Plans and Standard Operating Procedures:  The contractor shall maintain and update all Plans and Standard Operating Procedures throughout the life of the Contract as changes occur or as directed by the COTR.  The contractor shall submit in writing to the COTR changes in Plans and Standard Operating Procedures not less than 45 days prior to the desired date of implementation.  The contractor shall not implement any changes until authorized in writing by the COTR.  The contractor shall notify the Contracting Officer (CO) in writing of any changes that affect Task Order cost, Task Order requirements or terms and conditions and not implement these changes until receiving written approval from the CO.

C.1.5  Layout of Section C

C.1.5.1  Section C Contents

C.1.5.1.1  Section C Structure:  The following bullets identify the structure of Section C in this Task Order:

C-1  General Information

C-2  Definitions and Acronyms
C-3  Government-Furnished Property (GFP) and Services

C-4  Contractor-Furnished Property and Services

C-5  Scope of Work 

C-6  Applicable Laws, Publications, and Forms

C-7  Technical Exhibits
C-8  Contract Data Requirements List (CDRL)

Paragraphs in Section C-1 all begin with the number “1,” paragraphs in Section C-2 all begin with the number “2,” and the pattern continues for the other sections.

C.1.5.1.2  Functional Areas:  Section C-5, Scope of Work, contains the Functional Areas which are organized into the following broad work categories:

5.1  Applications Management and Support Services

5.2  Deployment Support

5.3  Infrastructure Engineering Services

5.4  Testing

5.5  Operations and Maintenance for End User Support

5.6  Video Teleconferencing

5.7  Satellite/Cable TV Operations

5.8  Phone and PBX Operations

5.9  Network Management Center (NMC)

5.10  Security Management Center (SMC)

5.11  Communications Security Management

5.12  Other Communications Operations

5.13  Wireless Management
5.14  Training
5.15  IT Continuity Management

C.1.5.2  Document Information

C.1.5.2.1  Pagination:  Pagination for all parts of the document is sequential with the prefix of “C” designating this as the Task Order Section of a Request for Proposal (RFP).  Technical Exhibits have page numbers in relation to their TE title.  For example, page three of TE C.5.2.-001 is shown as page number TE C.5.2.-001-03 to indicate that it is the third page of TE C.5.2.-001.

C.1.5.2.2  Technical Exhibits:  Technical Exhibits provide supplementary information in forms of text, tables, graphs, or maps.  Any part of the Task Order may reference Technical Exhibits.  Technical Exhibits for Section C have a 5-digit number that links them to a designated Task Order Section.  For example, Technical Exhibit 5.3-002 is the second Technical Exhibit referenced from Sub-Functional Area 5.3.  Section C-7 contains all Technical Exhibits except those maintained on the DHS Interactive website.

C.1.5.2.3  Contract Data Requirements List (CDRL):  The contractor shall compile historical data, prepare required reports, and submit information as specified by CDRLs in this Task Order.  CDRLs may be referenced from any part of the Task Order.  CDRLs for Section C have a two-digit number, which links them to a designated Task Order Section, e.g., CDRL C.5.3-1, is the first CDRL referenced in Section C.5.3. A listing of all CDRLs is located in Section C-8 of this Task Order. 

C.1.5.2.4  Other Document Information:  As a rule, the term “contractor” refers to the contractor who is contracted to provide service on this Task Order.  The term “third party contractor” refers to all other contractors with whom the contractor may interact with in the performance of their duties on this Task Order. 

C.1.6  Required Reports and Meetings

C.1.6.1  Task Order Administration

Workload Data Collection and Analysis: The contractor shall collect, analyze, maintain and provide to the COTR on a monthly basis and upon request workload data for all of the specific requirements identified in the Performance Requirements Summary (PRS) identified in TE C.1.6-001.  The contractor shall provide to the COTR for approval a proposed format indicating workload data within 20 business days of Task Order award.  The contractor shall track all workload data by functional service area from Task Order start date, throughout the life of the Task Order, and provide a monthly report of the data to the COTR.  The contractor shall analyze monthly data and determine the level and frequency of data necessary to capture, and provide recommended initiation or adjustments of systems and methods to accurately capture the necessary detail of workload data.  In addition, the contractor shall provide the COTR an annual workload data report that summarizes the monthly workload data, identifies trends and statistical variations, and provides a logistical forecast for future years, by the last business day of each fiscal year.  (CDRL C.1.6-1, Monthly and Annual Workload Data Reports)

C.1.6.1.1  Performance Requirements:  The contractor shall attain the performance requirements depicted in TE C.1.6-001, the PRS.  The contractor can provide suggestions to the COTR for refinement and adjustment of the performance requirements during the transition period.  The COTR will evaluate the suggestions and notify the contractor in writing of any changes to the performance requirements, at least 20 business days prior to implementing the adjusted performance requirements.

C.1.6.2  Required Reports

C.1.6.2.1  Weekly Status Report:  The contractor shall submit a Weekly Status Report to the COTR no later than 9:00 am each Tuesday, including one hard copy and an electronic file of the report.  The Weekly Status Report shall include the following:  (CDRL C.1.6-2, Weekly Status Report)

Activities and accomplishments in each functional area during the previous week
Task Order status (e.g., completed activities, current activities, activities planned for the following two weeks, issues or problems anticipated or encountered and proposed or implemented resolution) review of any associated project plan

Project related issues/problems by functional area and actions taken/planned to resolve those issues/problems, and cost impact, if any

Summary of any actual, planned or anticipated staffing changes

Summary of any actual, planned or anticipated changes to procedures

Summary of any actual or potential problems with procurement, asset management, and IT Infrastructure Library activities

Summary of any issues regarding the achievement of performance standards

Projected date when funds will be exhausted, if applicable

Activities planned for the next week

Actions required of DHS

C.1.6.2.2  Monthly Performance Summary Report:  The contractor shall provide the COTR with a Monthly Performance Summary Report evaluating their performance in terms of the Performance Standards.  The contractor shall submit the report no later than the fifth business day of each month and must include the quantitative data and calculations.  The report must provide sufficient detail to allow auditing to the databases and other performance records maintained by the contractor.  The report must provide the results of monitoring and simulations including the number of occurrences, the number of successful occurrences and the calculated percentage of successful occurrences.  The report must list the date, time and duration of outages interruptions or periods of degradation for applications, network environments, and databases.  (CDRL C.1.6-3, Monthly Performance Summary Report)

C.1.6.2.3  Monthly Quality Control Report:  The contractor shall submit a Quality Control Report to the COTR no later than the 10th business day of each month.  The report shall summarize the information included in the Monthly Performance Summary Report and include a list of the tasks inspected, the number of completed tasks sampled, and the number of tasks determined by the Government as acceptably performed.  The contractor shall provide a copy of the metrics data along with analysis to the COTR as part of the report.  The contractor shall also include a summary of customer evaluations including the number received, a description of any evaluations with negative comments or complaints and the corrective actions taken.  The contractor shall identify any tasks that fail to meet the performance standards specified in the Contract and shall describe the actions taken to correct performance.  (CDRL C.1.6-4, Monthly Quality Control Report)

C.1.6.2.4  List of Plans:  TE C.1.6-002 contains a comprehensive list of plans that the contractor shall develop, maintain, and update.

C.1.6.3  Required Meetings

The contractor’s key staff shall attend meetings and provide status reports as outlined below.  Status reports are due even in the event of the cancellation of meetings.  Due to the parties’ geographical locations, status meetings may be accomplished via telephone conferencing with the agreement of the Government.

C.1.6.3.1  Contract Administration Review (Monthly):  The objective of the Contract Administration Review (CAR) is for DHS and the contractor to provide management consultation and assistance when resolving task order performance issues that will enhance efficiency and effectiveness and mission performance component-wide.  Furthermore, the CAR will also ensure that O&M Task Order standards conform to DHS expectations.

C.1.6.3.1.1  The contractor’s key staff (e.g., Program Manager and Project Managers) shall attend a monthly Contract Administration Review Status Meeting with representatives from the OCIO and Office of Procurement Operations – Information Technology Acquisition Center (OPO-ITAC).  The contractor shall brief attendees on contractual issues that may impact Task Order performance or schedule.  Action items from previous meetings (e.g., open action items, long-term action items, and action items closed during period) shall be addressed at meetings. The contractor shall prepare and deliver the monthly meeting agenda by close of business at least two business days prior to the scheduled meeting.  The CAR agenda shall contain the following items: (CDRL C.1.6-5, Monthly Contract Administration Review Status Meeting Agenda)

· Action items from previous status meetings

· Open action items

· Long-term action items

· Action items closed during the period

· Items for discussion regarding status of funds expended

· Items for discussion regarding leadership, services, process compliance and general assessments/comments

· Items for discussion regarding customer service and performance evaluation

C.1.6.3.1.2  The contractor shall prepare and distribute meeting minutes that document issues, decisions, assignments, and pending matters from the status meeting.  (CDRL C.1.6-6, Monthly Contract Administration Review Status Meeting Minutes)

C.1.6.3.2  Program Management Review and Report (Quarterly):  The objective of the Program Management Review (PMR) is to determine the state of the O&M program in a systematic on-going manner to manage risks.  The health of the O&M program will consist of assessments in the following subject areas:
Leadership

Customer Support

Sound Business Judgment

Implementation of High Priority Actions

Policy Initiative

Statutory Compliance

Accuracy and Responsiveness Data Collection

C.1.6.3.2.1  The contractor shall attend a quarterly Program Management Review (PMR) with representatives from the Office of the Chief Information Officer (OCIO) and the OPO-ITAC.  The contractor shall prepare and deliver a meeting agenda.  The contractor shall brief attendees on issues that may impact on-time completion of project milestones and deliverables.  (CDRL C.1.6-7, Quarterly Program Management Review Agenda)

C.1.6.3.2.2  The contractor shall provide a status report for each meeting.  The report will provide highlights of the accomplishments for the reporting period, activities anticipated for the next reporting period, outstanding issues and recommendations for resolution, and resolved issues since the previous reporting period.  (CDRL C.1.6-8, Quarterly Program Management Review Status Report)

C.1.6.3.2.3  The contractor shall prepare and distribute a PMR status report with accompanying agenda documenting the status of issues, decisions, assignments, and pending matters from the PMR.  The contractor shall prepare and deliver the quarterly status report and agenda by close of business at least two business days prior to the scheduled PMR.  Each PMR status report and agenda shall contain a heading with the following information at a minimum:

· Contract number

· Task order number

· Contractor name, PM name and phone number

· Date of Award

· Period of Performance

· Award Amount

C.1.6.3.2.4  To assist DHS in compiling useful data on work performed under this contract, each status report shall contain the following support items: 

· A brief, factual summary description of system operations activities

· A brief, factual summary of technical progress made for each task during the reporting period

· Customer support metrics (general user queries, FOIA requests received, completed, and in progress)

· Number of help-desk tickets opened, closed, and in progress

· Level of Effort Metrics (for each task/activity performed include Level of Effort, Available Range of Hours, Actual Hours Used, Contract Occurrences, and Occurrences Remaining)  Any significant problems and their impacts, causes, proposed corrective actions, and the effect that such corrective actions will have on the accomplishments of the contract/task order objectives

· A status of overall project schedule and/or degree of completion of tasks/activities by time intervals

· Status of user support activities

· Significant concerns/risks/mitigation options and recommendations

· Summary of Change Requests, Problem Reports, responses, and solutions
C.1.6.3.2.5  The contractor shall prepare and distribute meeting minutes that document issues, decisions, assignments, and pending matters from the PMR.  (CDRL C.1.6-9, Program Management Review Meeting Minutes)
C.1.6.4  Function Specific Reports and Documents

C.1.6.4.1  Security Violation Report:  The contractor shall prepare and submit a Security Violation Report to CIO Management and the Information Systems Security Manager (ISSM) within one hour of determining the occurrence of a security violation.  The report must include a description of the security violation, the name and telephone number of the point-of-contact, the time of the security violation, the extent of the security violation, the potential threat that could arise from the violation.  It must also include any potential or real data compromise or system degradation resulting from the security violation, and recommendations regarding resolution or resolution actions undertaken to address the impact of the security violation.  (CDRL C.1.6-10, Security Violation Report)

C.1.6.4.2  Architectural Compliance Plan:  The contractor shall prepare and submit to the COTR no later than 30 business days after Task Order award an Architectural Compliance Plan that demonstrates that the technologies utilized by the contractor conform to the target architecture.  The contractor shall update and submit the Architectural Compliance Plan no later than the first business day of May and November in subsequent performance periods.  (CDRL C.1.6-11, Architectural Compliance Plan)

C.1.6.4.3  Program Development Report:  The contractor shall submit a Program Development Report to the COTR on the last business day of April and October.  The contractor shall base the report upon the program for the enhancement and improvement of information technology services.  The report shall identify projects and initiatives recommended to support the needs of the DHS.  The report shall also identify projects and initiatives that represent “State-of-the-Art” advancements in the capability to support the DHS.  (CDRL C.1.6-12, Program Development Report)

C.1.6.4.4  Network and Application Diagrams:  The contractor shall maintain the Network and Application Diagrams.  The contractor shall submit updated diagrams to the COTR semi-annually no later than the first business day in June and December.  The submission shall consist of a separate electronic file for each network, entity relationship and application.  The name of the network or application shall appear in the filename and the tab of the worksheet.  (CDRL C.1.6-13, Network and Application Diagrams)

C.1.7  Contractor Personnel

C.1.7.1  Key Personnel

C.1.7.1.1  Project Manager/Alternate(s):  The contractor shall provide an on-site Project Manager (PM) who shall be responsible for the performance of the work and provide overall direction to the personnel working under this EAGLE Task Order.  The name and resume of this person and of an alternate(s), who shall act for the manager when the on-site manager is absent, shall be designated in writing to the CO for approval prior to Task Order start date.  The contractor shall provide a PM succession plan and keep it updated throughout the life of the Task Order.  (CDRL C.1.7-1, Project Manager Succession Plan)

C.1.7.1.1.1  The PM shall be the contractor's authorized representative for the technical and administrative performance of all services required under this Task Order.  The PM shall be the first Point of Contact (POC) for Task Order or administrative questions or difficulties that arise related to this Task Order.  The PM shall be the primary point through which communications, work assignments, and technical direction flow between the Government and the contractor.

C.1.7.1.1.2  The PM, or designated alternate, shall be available during normal work hours to meet with the DHS, in person or as otherwise agreed upon by the DHS, to discuss problem areas within 30 minutes.  After normal duty hours, the manager or alternate shall be available in accordance with DHS approved escalation protocol procedures and in the event of disaster recovery or Continuity of Operations event.

C.1.7.1.1.3  The PM shall be available during normal hours of operation, and during periods of no-notice emergencies, including localized acts of nature, accidents, and military or terrorist attacks, to plan, direct, and control the overall management and operational functions specified herein.  The PM shall provide the necessary level of Task Order management and administrative oversight to achieve the quantitative and qualitative requirements of this Task Order.

C.1.7.1.1.4  The PM or alternate shall have full authority to act for the contractor on all matters relating to daily operation of this Task Order.

C.1.7.1.2  Other Key Personnel:  The contractor shall provide key personnel as defined in TE C.1.7-001.  In the event of key personnel departures, the contractor shall ensure support for all DHS requirements until permanent replacements are available.  These replacements, on an acting or permanent basis, are required within 20 business days after the departure of a key individual.  Final approval of key personnel is the responsibility of the DHS.  The contractor shall provide a current succession plan for the key personnel positions.  (CDRL C.1.7-2, Key Personnel Succession Plan)

C.1.7.2  Personnel Staffing

C.1.7.2.1  Employees:  The contractor shall ensure that employees (other than managers) are competent in Operation and Maintenance of Information Technology systems to include project management, engineering, end user services, application services, infrastructure services, IT Continuity Management and security services.
C.1.7.2.2  Staffing Roster:  The contractor shall submit a staffing roster to the COTR monthly, no later than the 15th business day of each month.  The staffing roster shall list the names of each employee working on the Task Order.  The roster shall include as a minimum, the Contract Number, contractor Name, Employee Primary User ID, Employee Last Name, Employee First Name, Current DHS Security Classification, Work Location, Office Number, Phone Number, Emergency Point of Contact, Emergency Point of Contact Phone Number, Primary Project Number, and Secondary Project Number for each employee.  The contractor shall notify the COTR of any additions, deletions, or changes within one business day after the change(s). (CDRL C.1.7-3, Staffing Roster)

C.1.7.2.2.1  If the Contracting Office identifies an employee to the contractor as a potential threat to the health, safety, security, general well being, or operational mission of the DHS, the contractor shall not employ persons for work on this Task Order.  The Government reserves the right to remove such persons.  Where reading, understanding, and discussing safety and environmental warnings are an integral part of a contract employee’s duties, that employee must be able to understand, read, write, and speak English.  

C.1.7.2.2.2  The contractor shall not employ any person who is an employee of the United States (U.S.) Government if employing that person would create a conflict of interest.  Contractor personnel shall meet relevant DHS security requirements as identified in DHS regulations and orders.  The contractor shall provide a sufficient number of personnel possessing the skills, knowledge, training, and security clearance to perform the services required by this Task Order for each specific functional area. 

C.1.7.2.2.3  The contractor shall maintain agreed upon staffing levels at or above 95% for the life of the Task Order.

C.1.7.2.3  Subcontractor Personnel:  Subcontractors must comply with all employee provisions identified in the Task Order.

C.1.7.3  Personnel Training

C.1.7.3.1  Personnel Proficiency:  All contractor Personnel shall be trained, competent, and skilled in the performance of their assigned work. The contractor shall ensure they provide any necessary refresher training to their employees in order to maintain required certification levels and proficiency to perform assigned duties.

C.1.7.3.2  Employee Training:  The contractor shall be responsible for all new and recurring training of contractor personnel in such a manner as to ensure performance of all tasks required by this Task Order.  The contractor shall provide the Government an employee-training plan, identifying both initial and recurring training, including any DHS required training the contractor envisions to ensure personnel remain current in their areas of responsibility. (CDRL C.1.7-4, Employee Training Plan)

C.1.7.3.2.1  The contractor shall conduct or provide to their employees detailed instruction on Government statutes, regulations, policies, and guidelines in areas such as employee conduct ethics, safety, security, health, fire prevention, and the environment as they pertain to the operations specified in this Task Order.  This contractor shall conduct or provide this training upon initial employee hire, annually, and as directed by the Government.  The contractor shall ensure all new employees attend DHS Security Education, Training, and Awareness training as described in DHS Management Directive (MD) 11053.

C.1.7.3.2.2  The contractor shall develop, implement, and maintain written guidelines or standard procedures necessary for effective accomplishment of Task Order requirements.  The contractor shall comply with all Privacy Act and other regulations governing personal and private information. 

C.1.7.3.2.3  The contractor shall conduct any remediation training necessary to ensure competency of contractor employees.  The contractor shall conduct remediation training in a manner to minimize adverse impact on contract performance and interruption of normal business processes.

C.1.7.4  Personnel Security Requirements

C.1.7.4.1  Access Requirements:  The Government has the right to restrict and control access to its facilities, property, and data, including those identified in this Task Order.  The contractor shall ensure all contractor employees pass DHS suitability screening requirements, and receive an Entry on Duty (EOD) date from the DHS Office of Security, prior to beginning performance.  Personnel requiring clearances under the task order will not be eligible for billing to the Government prior to EOD determination.  Contractor administrative/support staff personnel not requiring EOD determinations are available for billing to the government upon task order award. The Government will be the final authority in determining access privileges.  The Government's exercise of its right to grant and revoke the access of particular individual(s) to its facilities, or parts thereof, shall not constitute a breach or change to the Task Order.  Regardless of whether the contractor employs said individual(s), and regardless of whether it precludes said individual(s) from performing work under the resulting Task Order.

C.1.7.4.2  Personnel Security Clearances:  Much of the scope of work required within the Task Order requires access to classified data and/or classified areas.  Personnel requiring access to classified data and/or classified areas are required to have a current Secret, Top Secret, or Top Secret/Sensitive Compartmentalized Information (TS/SCI) access authorization clearance prior to the commencement of the work.  All access authorization clearances must be active and in place prior to the start of any work on any tasking within this Task Order which requires a clearance.  DHS has final authority on determining an individual’s security clearance eligibility.  The contractor shall submit requests for security clearances for staff.  All personnel assigned to functions described in this document must be U.S. Citizens.  Contractor administrative or technical personnel who will not require access to classified areas or information will not require access authorizations.  The contractor shall identify, on the contractor Employee Roster, those employees who require access to restricted areas or classified information, and shall obtain and maintain the appropriate security clearances as identified in this solicitation.

C.1.7.4.3  Personnel Access Badges:  The contractor shall ensure all contractor personnel requiring access authorization have valid badges and shall collect and return badges for employees: 1) who are no longer working on the Task Order; 2) who no longer require access; 3) upon expiration of badges; or 4) when the Task Order expires or terminates.  The contractor shall return badges to the appropriate DHS security office.   The contractor shall notify the COTR by e-mail within one hour of any of these occurrences and return the badges to the appropriate DHS security office.

C.1.7.4.4  Personnel Separation:  The contractor shall ensure all contractor personnel who are no longer working on the Task Order, or when the Task Order expires or terminates, shall comply with DHS established contract employee separation procedures.

C.1.8  Contractor Interfaces

C.1.8.1  Personnel Performing Security/Continuity/Quality 

C.1.8.1.1  Coordination with Other Performing Activities:  The contractor shall coordinate with Government and third party contractor personnel performing required services in areas associated with the requirements of this Task Order.  Some examples of the required services are personnel performing security and continuity functions, audits, inspections, delivery services, construction, and telecommunication services.  

C.1.8.1.1.1  The DHS COTR will facilitate initial contact between the contractor and other third party contractors performing work for DHS, as necessary.  The contractor shall provide support services to other third party contractors within the scope of this Task Order as required by the Government.

C.1.8.1.1.2  The contractor shall notify the COTR in writing of unresolved disputes in receiving support from or providing support to customers or other third party contractors within two business days from the time the dispute occurs, unless otherwise specified in SLAs.  (CDRL C.1.8-1 Unresolved Dispute Information)
C.1.8.1.2  Inspection by Government Agencies:  Per FAR 52.246-6 the contractor shall provide access to and cooperate with Government personnel conducting official inspections and surveys.  Government personnel other than CO or Quality Assurance Personnel may periodically observe contractor operations.  However, the CO is the only person that may obligate the Government or direct contractor operations.  The following list identifies agencies performing inspections:

Quality Assurance Evaluators

Property Inspectors

The Inspector General (IG) 

Other offices in the DHS such as the Facilities and Services Department 

Other federal agencies such as the Occupational Safety and Health Administration (OSHA) 

Environmental Protection Agency (EPA) 

Government Accountability Office (GAO) 

General Services Administration (GSA)

Defense Contracting Audit Agency (DCAA)

DHS Office of Security

C.1.9  Quality Assurance and Quality Control

C.1.9.1  Quality Assurance

C.1.9.1.1  Quality Assurance:  The Government will evaluate the contractor’s performance under this Task Order.   For those tasks listed in the Performance Requirements Summary (PRS), TE C.1.6-001, the Quality Assurance Personnel (QAP) or evaluators will follow the methods of surveillance specified in this Task Order.  The Government will conduct surveillance according to standard inspection procedures or other Task Order provisions.  Any action taken by the CO because of surveillance will be according to the terms and conditions of this Task Order.

C.1.9.1.1.1  The COTR will record the results of surveillance.  The COTR will provide copies of surveillance reports to the contractor.  The contractor shall sign the surveillance reports and return them to the COTR within two business days.  The contractor shall annotate on the signed copy any exceptions or disagreement with the surveillance report.

C.1.9.2  Quality Control

C.1.9.2.1  Quality Control:  The contractor shall provide a revision to the Quality Control Plan submitted as part of the Contractor’s proposal, to the COTR for approval within 20 business days of Task Order award.  The plan shall include a detailed description of the processes used during performance to ensure the services meet or exceed the requirements of the Task Order and contract.  The plan shall address each mission essential objective of the PRS, and all others considered necessary to meet the Task Order requirements.  The plan shall systematically provide for early identification of nonconforming services, develop, maintain, update and implement metrics to track performance trends, detail corrective action plans including milestones.  (CDRL C.1.9-1, Quality Control Plan)

C.1.9.2.1.1  Revisions to the Quality Control Plan may be required at any time.  The contractor shall make appropriate revisions and obtain acceptance of the revised plan from the COTR.  The contractor shall provide revised copies of the Quality Control Plan to the COTR and Quality Assurance Personnel (QAP) upon approval from the COTR.

C.1.9.2.1.2  The contractor shall maintain records of the work sampled and the results of the inspection for each discrete sample.  The records shall allow the COTR to review each discrete sample and validate the determinations made during the performance of Quality Control.

C.1.9.2.2  Customer Evaluation:  The contractor shall create, maintain, and update a customer evaluation plan to include identifying and implementing customer satisfaction improvements, as part of the Quality Control Plan.  The contractor’s plan shall adhere to the ITIL framework for Service Delivery and Service Support.  The contractor shall submit the final plan to the COTR for approval no later than 20 business days after Task Order award.  The COTR may require changes to the plan at any time during the life of the Task Order.  The contractor shall submit their changes within 20 business days of the requested change.  (CDRL C.1.9-2, Customer Evaluation Plan)

C.1.10  Property Control

The contractor’s property control procedures shall comply with FAR 52.245-5, Government Property (Cost-Reimbursement, Time-and-Material, or Labor-Hour Contracts). 

C.1.11  Operating Environment

C.1.11.1  Operating Hours

C.1.11.1.1  Hours of Operation and Government Holidays:  The normal hours of operation are 8:00 A.M. to 5:00 P.M.  Various functions within the Information Technology Services Office require 7X24X365 (366 for leap years) coverage as addressed in Table 2 below and in section C.5.


Table 2 – Operating Hours

	Functional Service Area
	Work Hours
	Required Security Clearances

	Application and Management Support Services
	8 A.M to 5 P.M.

	Suitability, Secret, Top Secret, Top Secret/SCI

	Deployment Support
	8 A.M to 5 P.M.
	Suitability, Secret, Top Secret, Top Secret/SCI

	Infrastructure Engineering
	8 A.M to 5 P.M.
	Suitability, Secret, Top Secret, Top Secret/SCI

	Testing
	8 A.M to 5 P.M.
	Suitability, Secret, Top Secret, Top Secret/SCI

	Operations and Maintenance for End User Support:
   Help Desk

   Desk Side Support
	7X24X365 (366 for leap years)
5x12 desk side support operations, with provision that designated VIPs are entitled to on call support
	Suitability, Secret, Top Secret, Top Secret/SCI

	Video Teleconferencing
	8 A.M to 5 P.M.

	Suitability, Secret, Top Secret, Top Secret/SCI

	Satellite/Cable TV Operations
	8 A.M to 5 P.M.
	Suitability, Secret, Top Secret, Top Secret/SCI

	Phone and PBX Operations
	8 A.M to 5 P.M.

	Suitability, Secret, Top Secret, Top Secret/SCI

	Network Management Center
	7X24X365
(366 for leap years)
	Suitability, Secret, Top Secret, Top Secret/SCI

	Security Management Center
	7X24X365

(366 for leap years)
	Suitability, Secret, Top Secret, Top Secret/SCI

	Communications Security (COMSEC) Management
	7X24X365

(366 for leap years)
	Suitability, Secret, Top Secret, Top Secret/SCI

	Continuity Management 
	8 A.M to 5 P.M.
	Suitability, Secret, Top Secret, Top Secret/SCI


C.1.11.1.2  The days specified in Table 3 below are the legal public holidays.  The contractor will adhere to the Government holiday schedule.  If the holiday falls on a Saturday, the recognized Federal holiday is the preceding Friday.  If the holiday falls on a Sunday, the recognized Federal holiday is the following Monday.
Table 3 – Federal Holidays

	HOLIDAY
	DATE

	New Year's Day
	1st day of January

	Martin Luther King's Birthday
	3rd Monday in January

	President's Day
	3rd Monday in February

	Memorial Day
	Last Monday in May

	Independence Day
	4th of July

	Labor Day

	1st Monday in September

	Columbus Day
	2nd Monday in October

	Veteran's Day
	11th of November

	Thanksgiving Day
	4th Thursday in November

	Christmas Day
	25th of December


C.1.11.1.3  Hours of Operation Other Than Normal:  There will be mission situations that require the contractor to work other than normal hours.  Such scheduling may require accomplishment of contractor work at times other than normal operation hours; the CO, or appropriate Government representative, will approve in writing work outside normal operation hours when required.  Overtime shall only be permitted when approved in writing by the CO. 
C.1.11.2  Operations Under Adverse Conditions
C.1.11.2.1  Emergencies and Special Events:  The contractor shall respond to emergencies as governed by procedures prescribed by the DHS in accordance with its applicable statutes, regulations, orders, policies, and guidelines.  The DHS may have the need to extend contractor tour of duties, hours, and bringing on additional cleared contractor personnel in the event of a major emergency.  The contractor shall provide surge personnel support, as directed by the CO, in response to emergencies or special events.  Emergencies may consist of natural disasters, terrorist threats or events, elevation of the DHS threat level or as designated by the Department.  In the event of any emergency, the CO may initiate contractor action by a verbal authorization.  The CO will define a task order in a timely manner or as time permits after the emergency is contained or resolved.
C.1.11.2.1.1  Extreme weather conditions and natural disasters (such as tornados, flooding, snow, and ice) may warrant temporary office evacuation or office closure.  The contractor shall respond to extreme weather conditions according to DHS direction, and shall inform all employees of these instructions.  During normal duty hours, the normal chain of management will provide notification of facility closures.  During non-duty hours, local radio and television channels will provide notification.  Facility closings shall in no way interfere with the contractor operation and maintenance of the critical systems.  All contractor employees identified as essential personnel shall remain on duty or report for duty in accordance with the Emergency Situations and relevant Continuity of Operations (COOP), IT Contingency, IT Disaster Recovery/Business Continuity Plan.

C.1.11.2.1.2  The contractor shall participate in all scheduled and unscheduled fire drills, Shelter in Place, and other scheduled safety and emergency-training exercises, which may necessitate interrupted services unless directed otherwise.  The Government will consider such interruptions when assessing contractor performance for the affected period.  

C.1.11.2.2  Building Occupant Emergency Plan Compliance:  Contractor personnel shall comply with all building occupant emergency plan activities such as building evacuations and shelter in place. 

C.1.11.2.3  Personnel Response to IT Continuity Events:  Key contractor personnel and contractor personnel with critical skills shall report to and perform duties at alternate sites during IT continuity events, as directed by the Government.  The contractor shall provide personnel resources to respond to IT continuity events.  The contractor should consider such things as cross-training and providing personnel who would be able to respond from outside the metropolitan area (i.e. individual with appropriate skill sets who would be unaffected by issues in the Baltimore-Washington metropolitan area).
C.1.11.2.4  Performance of Services during Crisis:  The following services are essential during crises declared by the DHS Secretary or the President of the United States.  All basic services and operations will continue as directed by the COTR.  The contractor shall submit an essential personnel list, to include designated emergency POCs, to the COTR within ten business days after Task Order start and shall update monthly for changes throughout the life of the Task Order.  The list shall contain the individual’s name, address, home phone number, beeper number or cell phone number, security clearance, and duty title.  Upon notification of a crisis by the COTR, the contractor shall perform the essential services identified in the CIO COOP Implementation Plan.  The COTR will direct implementation of Services under this provision at any time as required to meet mission requirements.  (CDRL C.1.11-1, Essential Personnel Contact List)
C.1.11.3  Travel
C.1.11.3.1  Authorization and Restrictions:  Contractor personnel may be required to travel to support the requirements of this Task Order. Long distance and local travel may be required in the Continental United States (CONUS).  The Government expects the contractor to have a facility within the Washington DC Metropolitan area.  The Government will not reimburse local travel within a 50-mile radius from the contractor's facility or the contractor's assigned duty station.  This includes travel, subsistence, and associated labor charges for travel time. The Government will not reimburse travel performed for personal convenience and daily travel to and from work at the contractor's facility.  The Government will authorize travel, subsistence, and associated labor charges for travel beyond a 50-mile radius of the contractor's facility or assigned duty station; HOWEVER, the COTR shall previously approve all travel outside the Washington DC Metropolitan area.  The Government will reimburse authorized travel in accordance with the Federal Travel Regulation.  The Government will not reimburse travel without prior approval from the COTR. The contractor’s request for travel shall be in writing or electronic as directed by the COTR and contain the dates, locations and estimated costs of the travel. 
C.1.11.3.2  Costs:  The contractor shall, to the maximum extent practicable, minimize overall travel costs by taking advantage of discounted airfare rates available through advance purchase.  Charges associated with itinerary changes and cancellations under nonrefundable airline tickets are reimbursable as long as the changes are driven by the work requirement.  Costs associated with Contractor travel shall be in accordance with FAR Part 31.205-46, Travel Costs and applicable Federal Travel Regulation. If any travel arrangements cause additional costs to the contract that exceed those previously negotiated, written approval by contract modification issued by the CO is required prior to undertaking such travel.  (CDRL C.1.11-2 Travel Requests)
C.1.12  Contract Transition

C.1.12.1  Transition and Phase In

C.1.12.1.1  Transition Plan:  The contractor shall provide a revision to the Quality Control Plan submitted as part of the Contractor’s proposal, to the COTR for approval within 20 business days of Task Order award.  The Transition Plan shall include milestones, which will indicate how the contractor plans to migrate all existing services from the current providers, add new services, and minimizing operational and project impacts, and when properly trained, qualified, and certified personnel will accomplish full assumption of all requirements identified in the Task Order by the completion of the transition period.  The transition plan shall include start up, mobilization schedule, and transition depicting the chronological sequence of events, which the contractor shall accomplish beginning on Task Order start date.  The contractor shall incorporate termination dates of existing contractor performance periods and DHS planned major project dates into the transition plan. (See TE C.1.12-001, Phased Termination Dates and TE C.1.12-002, DHS Projects).  The contractor shall demonstrate the ability to quickly staff the requirement in order to meet the transition schedules dictated by the expiring Task Orders.  The contractor shall demonstrate the ability to ensure proposed personnel are vetted to ensure they meet DHS suitability and security clearance process (See paragraphs C.1.7.4.1 and C.1.7.4.2) thus aiding in a more expedient process.  The contractor shall perform analyses and planning to develop the plans for transitioning the DHS services and sites to their operations. The guiding principle for this will be the use of innovation in developing and providing functionality to include transition and consolidation strategies for DHS assets both present and future, and the use of COTS application whenever advantageous to the Government. The Transition Plan shall include the plans for migrating assets, data, and services.  The overall transition period shall not exceed 12 months.  (CDRL C.1.12-1, Contract Transition Plan)

C.1.12.1.2  Transition Tasks:  Starting the first day of the transition period, the contractor shall ensure necessary personnel actions, appropriate training, (including any required certifications), as well as non-personnel considerations such as materials and supplies, equipment, facilities, sub-contracts, leases, environmental issues, safety and security, etc. are accomplished in accordance with the accepted transition plan. The contractor shall perform relocations of equipment as directed by the COTR.
C.1.12.1.3  Transition Ramp-up: The contractor shall fulfill the requirements (as applicable) in sections C.1.12.1.1 and C.1.12.1.2 within the first six months of the Task Order award. During this timeframe the contractor shall identify an implementation strategy and perform critical tasks to expediently obtain employee security clearances; recruit and staff required positions; conduct a joint inventory of Government Furnished Equipment (GFE) and IT assets; establish management processes and controls; and other tasks the contactor deems necessary to initiate pre-transition and transition tasks within the first six months of Task Order award.  A subset of these tasks may be accomplished during both the transition ramp-up and the base year of the Task Order award.
C.1.12.2  Phase Out

C.1.12.2.1  Inventory:  At the Phase-out of this Task Order the contractor and Government shall conduct a joint inventory assessment of property accounts for the contractor’s staff (i.e. hand receipts of cell phones, blackberries, etc.) to ensure a full accounting of all Government property.  The Government will hold the contractor liable for any damaged or lost equipment, and the contractor shall ensure all other Government equipment is in working order.

C.1.12.2.2  Observations:  The contractor shall permit the successor contractor (and the successor contractor’s employees) to observe and become familiar with any and all operations specified in this Task Order for a minimum of 90 business days, or for a COTR specified timeframe, prior to the expiration or termination of the Task Order.

C.1.12.2.3  Maintenance of Systems, Files, and Data:  The contractor shall maintain the full operational status of all Government systems and equipment, and continue all current work in progress until the successor contractor assumes full operational responsibility.  The contractor shall not destroy, delete, or otherwise dispose of any files or data upon expiration or termination of the Task Order, without prior permission from the COTR.

C.1.12.2.4  Cooperation:  The contractor shall fully cooperate with the successor contractor and the Government so as not to interfere with their work or duties.
C.2  DEFINITIONS AND ACRONYMS
C.2.1  Definitions

The definitions set forth below are those unique or used in this Task Order.  Definitions for technical terms or words which are included in this Task Order can be found in the technical documents referenced in the individual functional areas of the Task Order. The definitions provided below are oriented to DHS’s Task Order.  In many cases definitions are specific by situation. The total listing of definitions is not all-inclusive, but it has been derived from official publications (e.g., regulations and technical manuals and industry standards) when available. 

Note: In the event of a conflict between any definition in this section and a comparable definition in the Federal Acquisition Regulation, the latter shall prevail.

A LAN:  The DHS unclassified network
Acceptance, Approved (as Directed, as Permitted, as Required):  Where these words or words of similar import are used, it shall be understood that the direction, requirement, permission, approval, or acceptance of the Contracting Officer (CO) or Contracting Officer’s Technical Representative (COTR) is intended, unless stated otherwise.

Acceptable Quantity Level (AQL):  Represents the required success rate for each output that comprises the total workload.  The AQL is reasonable to allow for the possibility of unexpected problems that prevent some outputs from meeting the requirements of the performance standards.  The AQL is a percentage value of the number of performances of each output that must adhere to the performance standard set for that output.  AQLs are determined based on agency directives or historical records of Government performance.

Accountability:  The obligation of both the contractor and the Government to fulfill the requirements of this Task Order.  This includes item such as the contractor’s responsibility to maintain accurate and complete records of documents, funds and property.

Accreditation:  The formal declaration by a Designated Approving Authority (DAA) that an information system (IS) is approved to operate in a particular security mode using a prescribed set of safeguards to an acceptable level of risk.

Approval:  The process through which the Government provides authorization to the contractor to proceed with an action.  An approved authorization must be in writing.

Availability:  A measure of the degree to which an item is in an operable and committable state at the start of any task or mission, when the task or mission is called for at an unknown (random) point in time.

Authentication:  A security process designed to establish the validity of a transmission, message or originator or to verify an individual’s eligibility to receive specific categories of information.

Authorization:  The process of granting or denying access to system objects based on an individual or entities identities, roles or other qualifying characteristics (e.g. clearance level).

Availability period:  The amount of time the system(s), or the total system, is functioning so that the customer can get work done.

Baseline:  A specification or product that has been formally reviewed and agreed upon, and thereafter serves as the basis for further development and can be changed only through formal change-control procedures or a type of procedure such as configuration management (CM).

Basic Rate Interface (BRI):  A level of service within the Integrated Services Digital Network (ISDN).  The BRI includes a number of B-channels and a D-channel; B-channels carry data, voice, and other services and the D-channel carries control and signaling information.
Biennially:  One time every two years

Bimonthly:  One time every two months

Biweekly:  One time every two weeks

C LAN:  The DHS Top Secret network
Certificate:  Digital documents attesting to the binding of a public key to an individual or other entity.  They allow verification of the claim that a given public key does in fact belong to a given individual.  Certificates, also called digital certificates, are issued by a Certificate Authority and contain the public key and other identification information relating to the certificate requester. 

Certification:  Certification is the comprehensive evaluation of the technical and non-technical security features of an Information System (IS) and other safeguards, made in support of the accreditation process, to establish the extent to which a particular design and implementation meets a set of specified security requirements.

Certified Information Systems Security Professional (CISSP):  A professional certification in information systems security administered by the International Information Systems Security Certification Consortium (ISC)2 ®

Channel Service Unit/Data Service Unit (CSU/DSU):  A digital-interface device used to connect a router to a digital circuit such as a T1 or T3 line.
Classified:  Documents, data, information, systems, products, services, items, etc for which access is limited to those persons having a "need to know" and appropriate security clearance.

Clearance:  Authority permitting individuals cooperating in DHS work, and having a legitimate interest therein, access to classified technical information, material, or equipment or admission to restricted areas or facilities where such information or material is located.

Commercial Off The Shelf (COTS):  Describes software or hardware products that are ready-made and available for sale to the general public.
Common Operating Environment (COE):  A listing of components (hardware and software) that captures the concept of a common or shared operating environment across an enterprise or organization; provides a standard for the organization to be common operating environment (COE) compliant.

Common Vulnerabilities and Exposures (CVE):  An index of standardized names for vulnerabilities and other information security exposures.  CVE aims to standardize the names for all publicly known vulnerabilities and security exposures. The CVE database is operated by the MITRE corporation, and is sponsored by the Department of Homeland Security.

Confidentiality:  Assurance that information is not disclosed to unauthorized entities or processes.

Configuration Management (CM):  A discipline applying technical and administrative direction and surveillance to: (a) identify and document the functional and physical characteristics of a particular item, system, etc; (b) control changes of those characteristics; and (c) record and report changes to processing and implementation status.

Conflict of Interest (COI):  According to DHS Clause 1337, “Conflict of interest means that because of other activities or relationships with other persons or organizations, a person or organization is unable or potentially unable to render impartial assistance or advice to the Government, that the person's or organization's objectivity in performing the Task Order is or might be otherwise impaired, or that the person or organization has or might acquire an unfair competitive advantage.”
Configuration:  The functional or physical characteristics of equipment, systems, hardware or software set forth in technical documentation and achieved in a product.

Conservation:  The protection, improvement, and use of natural resources according to principles that will provide optimum public benefit and support of DHS’s mission.

Continuity of Operations (COOP).  The COOP focuses on restoring and organization’s (usually headquarters element) essential functions at an alternate site and performing those functions for up to 30 days before returning to normal operations.  Because a COOP addresses headquarters-level issues, it is developed and executed independently from the Business Continuity Plan (BCP).  Implementation of a viable COOP capability is mandated by PDD 67, Enduring Constitutional Governmental and Continuity of Government Operations.  FEMA, the Federal Government’s executive agent for COOP, provides COOP guidance in FPC 65, Federal Executive Branch Continuity of Operations.  Standard elements of a COOP include Delegation of Authority statements, Orders of Succession, and Vital Records and Databases.  Because the COOP emphasizes the recovery of an organization’s operational capability at an alternate site, the plan does not necessarily include IT operations.  In addition, minor disruptions that do not required relocation to an alternate site are typically not addressed.  However, COOP may include the BCP, Business Resource Plan (BRP), and disaster recovery plan as appendices.  (Source:  NIST 800-34, Contingency Planning for Information Systems) 
Contract Data Requirements List (CDRL).  Data required to be submitted by the contractor to the Government.  A proper and correct submission of a CDRL is evidenced by the following criteria: completeness, accuracy of data, preparation in accordance with applicable mandatory publication or other prescribing document, signature or initials by the certifying official, and correct and timely turn-in or distribution.

Contract Modification:  Any written alteration in the terms and conditions of the contract or Task Order, such as specifications, delivery point, rate of delivery, Task Order period, price, quantity, or other Task Order provisions. 

Contracting Officer (CO):  An individual appointed in accordance with procedures prescribed by the Federal Acquisition Regulation with the authority to enter into, administer, and terminate contracts and make related determinations and findings.

Contracting Officer’s Technical Representative (COTR):  The individual or individuals appointed by the Contracting Officer to act as the authorized Government representative and to oversee contractor performance.
Contractor:  The term contractor, as used herein, refers to the principle/prime contractor.

Contractor Furnished Equipment (CFE):  That equipment that the contractor includes in its offer in order to perform the requirements of the Task Order, and that is not covered under Government-Furnished Property (GFP).  

Contractor-Furnished Property (CFP):  Equipment and facilities provided by the Contractor to perform the Task Order requirements.

Corrective Action:  Consists of those efforts required to correct reported deficiencies and mitigate reoccurrence of defects.

Critical Design Review (CDR):  The CDR is a multi-disciplined technical review to ensure that the system under review can proceed into system fabrication, demonstration, and test; and can meet the stated performance requirements within cost (program budget), schedule (program schedule), risk, and other system constraints.  Generally this review assesses the system final design as captured in product specifications for each configuration item in the system, and ensures that each product in the product baseline has been captured in the detailed design documentation.

Customer:  Any recipient of a service described in Section 5, Specific Work Requirements of the Task Order. 

Damage:  A condition that impairs either value or utility of an article; may occur in varying degrees.  Property may be damaged in appearance or in expected useful life without rendering it unserviceable or less useful.  Damage also shows partial non-serviceability.  Usually implies that damage is the result of some act or omission.

Data Integrity:  Condition that exists when data is unchanged from its source and has not been accidentally or maliciously modified, altered or destroyed.

Database:  A collection of records, in one or more files, which are often coded for rapid search and retrieval via computer.

Defense Message System (DMS):  The system of record for organizational messaging used by the Department of Defense. It is a modified commercial-off-the-shelf (COTS) application that provides multimedia messaging, directory, and security services. DMS uses the underlying Defense Information Infrastructure (DII) network and security services in conjunction with National Security Agency (NSA) security products.

Degauss:  Destroy information contained in magnetic media by subjecting that media to high-intensity alternating magnetic fields, following which the magnetic fields slowly decrease. 

Degausser:  Electrical device or hand-held permanent magnet that can generate a high intensity magnetic field to sanitize magnetic storage media.

Denial of Service:  Any action or series of actions that prevent any part of a system from functioning in accordance with its intended purpose.  This includes any action that causes unauthorized destruction, modification or delay of service.

Desktop Administration:  Services provided in the operation and maintenance of an individual’s desktop computer.  This includes services such as installation of a new system, hardware upgrades, relocation and removal of hardware, installation and upgrade of software applications and operating system. It also includes configuration of hardware and software, backup and restore, performance monitoring and tuning, problem tracking and error detection, needs assessment, procurement, disposal, and inventory management.

Desktop Computer:  Distributed computing resource, either networked or standalone, consisting of a CPU, keyboard, monitor, and a screen manipulation device, such as a mouse. This typically includes PCs, Apple Macintoshes, UNIX based workstations, X-terminals and other terminals.  This definition excludes mainframes, supercomputers and midrange computers.

Desktop Configuration:  The hardware and software characteristics associated with a desktop computer (UNIX, PC, Macintosh, and X-Terminal). Hardware characteristics include:  CPU, RAM, amount of disk storage, size of monitor, cards installed in the system unit, and devices attached directly to the system unit. Software characteristics include: identification of COTs application software in use on the workstation, operating system, and a description of any commonly distributed custom applications.

Digital Video Disk (DVD):  An optical disc storage media format that can be used for data storage.

Discrepancy:  A variance between contractually required and actual performance.  

Disposal:  The disposition of excess assets (including intellectual and real property, industrial and personal property) by the Government in accordance with DHS regulations and the FAR.

Document Type Definition (DTD):  A DTD defines the legal building blocks of an XML document. It defines the document structure with a list of legal elements.

Downtime:  The amount of time when an end user’s access to network services is impaired. Downtime for each incident shall be the period between the time of failure and the time that the system is returned to the Government fully operational. 

Due Diligence:  The purpose of Due Diligence is for the contractor to validate the inventory and environment portrayed during the master Task Order award and account for any changes that have occurred between Task Order award and the Task Order start.  If there is a discrepancy found which exceeds parameters, then a due diligence price adjustment will be submitted.  The Due Diligence period shall be limited to not more than 20 business days unless a longer period is granted by the CO.

E-Government:  One of the five key elements of the President’s Management Agenda designed to make better use of information technology (IT) investments to eliminate billions of dollars of wasteful Federal spending, reduce Government’s paperwork burden on citizens and businesses, and improve Government response time to citizens.  A key goal is for citizens to be able to access Government services and information within three “clicks,” when using the Internet.

Electronic Signatures in Global and National Commerce Act (ESIGN):  A U.S. Code that facilitates the use of electronic records and signatures in interstate and foreign commerce by ensuring the validity and legal effect of contracts entered into electronically.

Emergency:  The reporting of sudden, usually unforeseen, occurrences where life or property are in immediate danger and require immediate action.

Employee:  An employee includes both contractor employees and subcontract employees.

Enterprise Acquisition Gateway for Leading Edge Solutions (EAGLE):  The DHS contracts for Information Technology (IT) support services that will enable DHS business and program units to accomplish their mission objectives.  

Enterprise Architecture (EA):  A description including graphics of the systems and interconnections providing for or supporting various functions.  EA defines the physical connection, location, and identification of such key nodes as circuit and network platforms, and allocates system and component performance parameters.  Shows how multiple systems within a domain or an operational scenario link and interoperate, and may describe the internal construction or operations of particular systems in the systems architecture.

Enterprise Change Control Board (ECCB):  The board responsible for reviewing any incoming change requests, including both enhancements and defects. The first step focuses on triage, where high severity defects are assigned to the support team so that they can be dealt with by a hot fix. Lower severity defects and all enhancement requests will be evaluated by the board in order to determine which change requests are to be acted upon and which systems will be affected so that the change request may be assigned appropriately. 

Facilities:  Property used for production, maintenance, research, development or testing. It includes plant equipment and real property. It does not include material, special test equipment, special tooling or agency peculiar property.

FAR:  Federal Acquisition Regulation.

FASTLANE:  FASTLANE is a high speed asynchronous transfer mode (ATM) encryptor for local and wide area network multimedia applications (i.e., voice, video, data, and imagery).  FASTLANE supports permanent and switched virtual circuits, point-to-point and point-to-multi-point, simplex and duplex connections.  It provides authentication and end-to-end protection of user information up to the Top Secret/Sensitive Compartmented Information level.   

Fiscal Year (FY):  A period of 12 months beginning 1 October and ending 30 September of the following year.  Fiscal year is designated by the calendar year in which it ends.

Government Furnished Equipment (GFE):  A term used in this Task Order to mean equipment in the possession of, or directly acquired by, the Government and subsequently made available for the use by the contractor solely in the performance of this Task Order.

Government Furnished Property (GFP):  A term used in this Task Order to mean property in the possession of, or directly acquired by, the Government and subsequently made available for the sole use of the contractor in the performance of this Task Order.  Facilities, equipment, and materials in possession of, or acquired directly by the Government, and subsequently provided to the contractor.

Government Off The Shelf (GOTS):  Software developed for and owned by the Government.

Guidance:  A statement of direction such as, rules, laws, regulations, guidelines, and directives. 

Heterogeneous:  Environment in which platform architectures may differ. 

Homogenous:  Environment in which platform architecture is the same.

HSDN LAN: The Homeland Secure Data Network that transmits classified information
Information Technology Management (ITM):  Activities related to management support of IT related policy development, strategic planning, capital planning, resource management, and special projects.

Infrastructure:  Identifies the top-level design of communications, processing, and operating system (OS) software and describes the performance characteristics needed to meet database and application requirements.  It includes processors, OS, service software, and standards profiles that include network diagrams showing communication links with bandwidth, processor locations, and capacities to include hardware builds versus schedule and costs.  The active and passive components used to transfer information between two points.  Infrastructure includes items such as cable plant, premise wiring, phone switch, routers, hubs, concentrators, Ethernet switches, and antennae. 

Inspection:  Determination and identification of the condition of equipment, facilities, services, systems and all other work output, with reference to contractual requirements.

Integration:  The result of an effort that seamlessly joins two or more similar products (for example, individual system elements, components, modules, processes, databases, or other entities) to produce a new product.  The new product functions as a replacement for two or more similar entities or products within a framework or architecture.           

Integrator:  A public or private sector entity that develops, assembles, and executes a comprehensive solution to complex information technology requirements. 

Interoperability: The condition achieved when information can be exchanged directly and satisfactorily between two or more systems or components.  The concept of having free and open methods to share data and IT services among different products of a similar functional capability.   Interface standards are adhered to for the maintenance of service availability and consistent access methods.  The use of proprietary features is discouraged.  Functional categories for interoperability standards include: desktop systems; server systems; printing; network communications; word processing, spreadsheet and presentation applications; calendar and scheduling applications; application serving and license management.

Intrusion Detection System:  Provides an additional layer of assurance through the monitoring of network activity to detect and report suspicious, unauthorized, or harmful activities.  

Inventory Control:  The process of managing, cataloging, and accounting for property provided under this Task Order.

Inverse Multiplexor (IMUX):  A device that breaks up a high-speed transmission into several low-speed transmissions, and vice versa. It is used to transmit LAN and videoconferencing traffic over lower-speed digital channels.

Joint Inventory:  A physical count of assets conducted by the contractor and the Government for establishing the quantity and condition of property accountable to the Contract.

Key Management:  The process of managing keys.  This includes ensuring that key values generated have the necessary properties and making keys known in advance to the parties that will use them. The process also ensures that keys are protected as necessary against disclosure and/or substitution.

Knowledge Management:  The systematic process of finding, selecting, securing, organizing, distilling, and presenting information in a way that maintains an ongoing corporate knowledge.

Local:  Policy or information pertaining to a particular DHS facility.  For example, local facility policy refers to the specific policies of each of the DHS facility locations.

Local Area Network (LAN):  Data network system used to provide connectivity within a logical boundary.  In most cases, the extent of a logical boundary can be defined by the service area associated with an assigned TCP/IP address space.  This includes inter- and intra-building cable plant or fiber plant, Metropolitan Area Network connections, backbones, and any active or passive components required to provide service from the desktop up to a LAN or WAN/ISP interface.

Lot Size:  Number of units or product of output from which a sample is derived.

Maintenance:  The work required to preserve and maintain a real property facility or piece of equipment in such condition that it may be effectively used for its designated functional purpose.  Maintenance includes activities such as preventing damage that would be more costly to repair than to prevent, diagnosing failures, and performing corrective actions to ensure proper operation.

Mission Critical Systems:  The systems used to support critical functions such as: Emergency Warning Systems, Operational Voice Systems, Operational LAN Systems, Operational Intercommunication Systems, Operational Fire and Security Systems, Secure Voice Systems (COMSEC).

Multiplexor:  A device that merges several low-speed signals into one high-speed transmission and vice versa   

Network:  A collection of Local Area Networks (LAN)s under the administrative control of one organization.  Networks typically use backbone technology to interconnect LANs and are themselves interconnected with the transmission system.

Network Interface:  A network interface consists of the physical, logical and management connections where there is a distinct change in management responsibility or technical implementation.  This can occur between two distinct networks or between a user device and its supporting network.

National Institute of Standards and Technology (NIST):  The Federal technology agency that works with industry to develop and apply technology, measurements, and standards.
Normal Wear and Tear:  Loss or impairment of appearance, effectiveness, worth, or utility of an item that has occurred solely because of normal and customary use of the item for its intended purpose.

On-Site:  Repairs or services performed at a customer's location. 

Organization: An administrative structure with a mission.  The term is used in a very broad sense throughout this document.

Other Direct Costs (ODC):  Costs not previously identified as a direct material cost, direct labor cost, or indirect cost; a cost that can be identified specifically with a final cost objective that the Offeror does not treat as a direct material cost or a direct labor cost.

Personal Computer (PC):  Desktop and notebook computers. 

Personal Digital Assistant (PDA):  A small, portable, hand held computing device.  PDAs offer communications capabilities to include voice, e-mail, SMS, text messaging, and web access.  

Performance Requirements Summary (PRS):  The portion of the Task Order which documents Task Order requirements, the component requirements related to each Task Order requirement, and the standards and measures of performance.

Performance Standard:  A selected characteristic of an output of a work process that can be measured in order to evaluate performance.
Personally Identifying Information (PII):  Any piece of information which can potentially be used to uniquely identify, contact, or locate a single person.

Personal Peripherals:  Peripheral devices attached directly to individual desktops or workstations.  These devices include printers, scanners, plotters, modems, external hard disks, etc.

Phase-in Period:  The period(s) during which the contractor contends with the transfer of performance responsibility from the existing provider to the contractor.  During this period the contractor shall organize, plan, recruit personnel, train, mobilize, develop procedures, and accomplish all actions necessary to commence performance of the services at the end of the transition period.  

Phase-out Period:  The approximately 90 business day period prior to completion of the Task Order. 
Preventive Maintenance:  Systematic and cyclic check, inspection, servicing and repairs of deficiencies, as well as reporting of deficiencies beyond scope of preventative maintenance.  Preventative maintenance includes accomplishment of routine maintenance and repair.

Primary Rate Interface (PRI):  A telecommunications standard for carrying multiple DSO voice and data transmissions between two physical locations.
Program:  An organized set of activities directed toward a common purpose, objective, or goal undertaken or proposed by an Agency to carry out assigned responsibilities. The term is generic and may be applied to many types of activities. Acquisition programs are programs whose purpose is to deliver a capability in response to a specific mission need. Acquisition programs may comprise multiple acquisition projects and other activities necessary to meet the mission need.

Program Manager:  The contractor representative who acts as the point of contact (POC) with the Government and coordinates Task Order management.

Project:  A single undertaking or task involving maintenance, repair, construction, or equipment‑in‑place, in which a facility or group of similar facilities are treated as an entity with a finite scope. 

Protocols:  Protocols are conventions and algorithms for the transmittal of information over the network.  Protocols exist at various layers of the stack and are often used to perform a specific function, a unique network service or application. Service protocols work in conjunction with the transport protocols to complete the required function(s).  Examples of service protocols are the Simple Mail Transfer Protocol (SMTP), File Transfer Protocol (FTP), and Hypertext Transfer Protocol (HTTP).

Quality Assurance (QA):  Actions taken by the Government to inspect or check goods and services to determine that they meet or do not meet requirements of the Task Order.  See Quality Assurance Surveillance Plan for further detail.  

Quality Assurance Personnel (QAP):  The personnel responsible for surveying the contractor’s performance.

Quality Assurance Surveillance Plan (QASP):  An organized written document used by Government for quality assurance surveillance.  Document contains sampling/evaluation guides, checklists, and the Performance Requirements Summary (PRS).

Quality Control (QC):  Those actions taken by a contractor to control the performance of services so they meet the requirements of the Task Order.  See Quality Control Plan for further detail.

Quality Control (QC) Plan:  The contractor’s system to control the equipment, systems, or services so that they meet the requirements of the Task Order.

Random Sample:  A sampling method whereby each service output in a lot has an equal chance of being selected.

Remote Access:  Logging into a computer system through a network or modem to execute a command or manipulate data on that system.

Remote Communication:  The services that allow a remote user to connect with an address assigned out of the DHS's internal assigned address space.  Typical examples of this type of connectivity include: asynchronous modem/terminal server/dial-in service, HSDN and ISDN service, and some wireless modem services.  

Reportable Incident:  Any event, suspected event, or vulnerability that could pose a threat to the integrity, availability, or confidentiality of systems, applications or data.  Incidents may result in the possession of unauthorized knowledge, the wrongful disclosure of information, the unauthorized alteration or destruction of data or systems and violation of Federal or state laws.  If such violations are detected or suspected, they are to be reported immediately to a security manager.  
Requirement:  Effort mandated by this Task Order, issued by a DHS contracting officer (CO) and performed as directed by the CO or their representative (COTR) within the scope of the resulting Task Order.

Restricted Area:  Those areas designated by DHS that require control of personnel for security reasons and/or equip​ment for protection of personnel, property and information.

Return to Service:  The time taken to resolve the user’s problem to the state that the end user has full functionality restored as specified in the Service Level Agreements and performance metrics.

Routine Call:  A request for service with a response time as defined in the Technical Exhibits.
Sample:  A sample consists of one or more service outputs drawn from a lot, the outputs being chosen at random.

Scheduled Outage:  The maintenance, testing, or other contractor-initiated activity that impacts the user’s ability to access network services. A scheduled outage is not considered downtime if the outage is not during business hours and occurs during the COTR approved maintenance window timeframe.

Secure Telephone Equipment (STE):  STE is the U.S. Government's current encrypted telephone communications system for wired or "landline" communications. It is intended to replace the older STU-III systm. STE is designed to use ISDN telephone lines which offer higher speeds of up to 128k bits per second and are all digital. The greater bandwidth allows higher quality voice and can also be utilized for data and fax transmission.  STE sets are backwards compatible with STU-III phones.

Secure Telephone Unit, Third generation (STU III):  STU III are a line of secure telephones.

Security Systems:  Defined to be only those that directly support a given communication service.  Examples of systems that would be included are: policy enforcement points or PEP security systems, phone or fax encryption systems, authentication or certification systems, and World Wide Web or e-mail proxy systems.

Sensitive:  Documents, data, information, systems, products, services, items, etc requiring protection and control because of statutory requirements or regulations. 

Server Administration:  Services provided in the operation and maintenance of servers.  This includes services such as installation of a new server and additional hardware, installation and upgrade of software applications and network operating system, and configuration of hardware and software. This also includes account management, backup and restore, performance monitoring and tuning, security monitoring, problem tracking and error detection.

Service Call:  Any notification or request for service as defined in the Technical Exhibits.

Service Category:  A classification for a group of services associated with a specific functional use of a desktop computer.  This is comprised of service characteristics for the type of support needed by an individual performing a specific desktop computer function.  A suite of services will be packaged into a service category to define a service level agreement.  

Service Delivery Model:  A Service Delivery Model places total responsibility on the contractor for all component services and products needed to meet the customer’s requirements. The customer then comes to the single contractor and selects from a menu of services that best meet their needs. All services provided are governed by a Service Level Agreement between the contractor and the customer that stipulates service quality measures, pricing, and customer recourse for poor performance.

Service Level:  A unit used to identify characteristics and metrics that define a particular type of support to be provided by the Contractor.  Multiple service levels may be needed for a type of service, such as hardware maintenance, to provide various degrees of support needed by a computer user.

Service Level Agreement (SLA):  An agreement between the CIO’s Office and its supported customer to provide services at stated performance level.

Shall:  The word "Shall" is used in connection with the contractor and specifies that the provisions are mandatory as defined by the FAR. 

Site Offices/Locations:  Those support locations, offices, and facilities listed in TE C.1.3-002.

Software Categories:  Desktop software is divided into three types: operating system, utilities, and applications.  Operating system software includes Windows XP, Windows VISTA, and their successors.  Utility programs perform functions such as disk management, file backup/recovery, file compression, memory management, security, and virus protection.  Application programs encompass a wide variety of programs required by the end users to perform their work.  Examples of programs in this category are word processors, spreadsheets, email, groupware, desktop publishing, programming languages, compilers, data base managers, and engineering tools.

Software Release: The date that a software developer makes their software product publicly available. This date is often used in determining when a software product is deployed to the computer desktop.
Standard Operating Procedure (SOP):  A comprehensive narrative description of methods prepared by either the Government or contractor.  A set of instructions covering those features of operations that lend themselves to a definite or standardized procedure without loss of effectiveness.  The procedure is applicable unless ordered otherwise.

Supplies:  Items needed to equip, maintain, operate, and support the requirements of this Task Order and the resulting Task Order 

System:  Any entity that has input, process, output and feedback. 

Tactical FASTLANE (TACLANE):  Tactical FASTLANE® was developed by the National Security Agency (NSA) to provide network communications security on Internet Protocol (IP) and Asynchronous Transfer Mode (ATM) networks for the individual user or for enclaves of users at the same security level.

Task Order:  An order placed for services by the CO in accordance with the terms and conditions of the contract.

Task Order Start Date:  Effective date of the Task Order and beginning of the Phase-In Period as authorized by the CO at or following Task Order award.

Test Readiness Review (TRR):  TRR is a multi-disciplined technical review to ensure that a subsystem or system under review is ready to proceed into formal test. The TRR assesses test objectives, test methods and procedures, scope of tests, and safety and confirms that required test resources have been properly identified and coordinated to support planned tests.  

Throughput Capability:  The rate at which data can be transferred over a network.  The physical connection point into the operating network is able to support transferring information at this rate.  It does not necessarily mean that the computer is powerful enough to transfer information at this rate.  The performance requirements will correspond to the slower of either the sender or the receiver of the data transfer.  The throughput is to be verified with a standard set of hardware and software.  The validation procedure of throughput capability shall be performed at any time during the day.  If the specifications are not met, the network shall be considered down.

Transport Protocols: Protocols used specifically to provide the data transfer mechanisms necessary to establish and maintain a reliable communications link to transmit data across a network. These protocols are independent of the media and topology of the underlying sub networks.

User:  A person, organization, or other entity that employs IT related services provided under this Task Order and the resulting Contract.

Utilities:  Electricity, gas, water, sewage disposal, and steam are types of utilities used under the performance of this Task Order.

Vulnerability Assessment/Risk Analysis:  Identifying, characterizing, and testing potential security exposures.

Wireless LAN Systems:  The components and systems used to provide network connectivity without requiring 100% physical cable plant connectivity.  Examples of these are Bluetooth, infrared, laser, and radio based interconnection services.

Workstation:  This is a networked or standalone computer. This computer is normally used for calculation or graphics intensive applications.  It includes the CPU, monitor, keyboard, and a mouse or other screen manipulation devices.

C.2.2  Acronyms 

	ACRONYM 
	TITLE

	ACD
	Automatic Call Directory

	ADPE
	Automated Data Processing Equipment

	AIS
	Automated Information System

	AMHS
	Automated Message Handling System

	APO
	Accountable Property Officer

	ATO
	Authorization to Operate

	A/V
	Audio Visual

	BA
	Bachelor of Arts

	BMO 
	Budget Management Office

	BOM
	Bill of Materials

	BPA
	Blanket Purchase Agreement 

	BRI
	Basic Rate Interface

	BS
	Bachelor of Science

	C&A
	Certification and Accreditation

	CAP
	Contractor Acquired Property

	CAR
	Contract Administration Review

	CATV
	Cable Television

	CBP
	Customs and Border Protection

	CBT
	Computer-based Training

	CCB
	Change Control Board

	CCI
	COMSEC Controlled Items

	CDR
	Critical Design Review

	CDRL
	Contract Data Requirements List

	CFE
	Contractor Furnished Equipment

	CFF
	Contractor Furnished Facilities

	CFO
	Chief Financial Officer

	CFR
	Code of Federal Regulations 

	CIA
	Central Intelligence Agency

	CIO
	Chief Information Officer

	CISO
	Chief Information Security Officer

	CISSP
	Certified Information Systems Security Professional

	CM
	Configuration Management

	CMM
	Capabilities Maturity Model

	CND
	Computer Network Defense

	CNPPD
	Chemical and Nuclear Preparedness and Protection Division

	CO
	Contracting Officer 

	COCO
	Contractor Owned, Contractor Operated

	COMSEC
	Communications Security

	CONOPS
	Concept of Operations

	COOP
	Continuity of Operations Plan

	COTR
	Contracting Officer’s Technical Representative

	COTS
	Commercial Off The Shelf

	CPIC
	Capital Planning and Investment Control

	CSIRT
	Computer Security Incident Response Team

	CSU/DSU
	Channel Service Unit/Data Service Unit

	CVAM
	Controlled Vulnerability Assessment Methodology

	CVE
	Common Vulnerabilities and Exposures

	DAA
	Designated Accrediting Authority 

	DAC
	Discretionary Access Control 

	DCAA
	Defense Contracting Audit Agency

	DCID
	Director of Central Intelligence Directive

	DHS
	Department of Homeland Security

	DISA
	Defense Information Systems Agency

	DITSCAP
	DoD Information Technology Security Certification and Accreditation Process

	DMS
	Defense Message System

	DR
	Disaster Recovery

	DoD
	Department of Defense

	DoS
	Denial of Service

	DSN
	Database Source Networks

	DSS
	Digital Satellite Service

	DTD
	Document Type Definition

	DVD
	Digital Video Disk

	EA
	Enterprise Architecture 

	EACOE
	Enterprise Architecture Center of Excellence

	EAGLE
	Enterprise Acquisition Gateway for Leading Edge Solutions

	ECCB
	Enterprise Change Control Board

	ECR
	Engineering Change Request

	EDI
	Electronic Data Interchange

	EDMO
	Enterprise Data Management Office

	EF
	Essential Functions

	EIWG
	Enterprise Interconnection and Policy Working Group

	EML
	Environmental Measurement Lab

	EOD
	Entry on Duty

	EPA
	Environmental Protection Agency 

	ERG
	Engineering Review Group

	ESIGN
	Electronic Signatures in Global and National Commerce Act

	ESM
	Enterprise System Management

	ET
	Eastern Time

	EVM
	Earned Value Management

	FAR
	Federal Acquisition Regulation

	FDCC
	Federal Desktop Core Configuration

	FEMA
	Federal Emergency Management Agency

	FIPS
	Federal Information Processing Standards

	FFMS
	Federal Financial Management System

	FISMA
	Federal Information Security Management Act

	FITSAF
	Federal Information Technology Security Assessment Framework

	FOIA
	Freedom of Information Act

	FY
	Fiscal Year

	FYHSP
	Future Years Homeland Security Program

	GAO
	Government Accountability Office

	GFE
	Government-Furnished Equipment 

	GFF
	Government-Furnished Facilities 

	GFP
	Government-Furnished Property

	GFS
	Government-Furnished Services 

	GISRA
	Government Information Security Reform Act

	GOGO
	Government Owned – Government Operated

	GOTS
	Government Off The Shelf

	GPEA
	Government Paperwork Elimination Act

	GPO
	Group Policy Office

	GSA
	General Services Administration 

	HAZMAT
	Hazardous Material

	HLSEA
	Homeland Security Enterprise Architecture

	HQ
	Headquarters

	HSDN
	Homeland Secure Data Network

	HSHR
	Homeland Security Presidential Directive

	HSRD
	Hot Standby Router Protocol

	I&A
	Identification and Authentication

	IATO
	Interim Authorization to Operate

	IAVA
	Information Assurance & Vulnerability Assessment

	IAW
	In Accordance With

	IC
	Intelligence Community

	ICE
	Immigration and Customs Enforcement  

	ID
	Identification

	IDS
	Intrusion Detection System

	IG
	Inspector General

	IMAC
	Installation, Move, Add, Change

	IMAP
	Internet Message Access Protocol

	IMEI
	International Mobile Equipment Identity

	IMUX
	Inverse Multiplexor 

	INFOCON
	Information Condition

	IP
	Internet Protocol 

	IRB
	Investment Review Board 

	IS
	Information Systems 

	ISA
	Interconnection Security Agreement

	ISDN
	Integrated Services Digital Network

	ISO 
	International Standards Organization 

	ISSM
	Information System Security Manager

	ISSO
	Information System Security Officer

	IT

	Information Technology

	ITAC
	Information Technology Acquisition Center

	ITIL
	Information Technology Infrastructure Library

	JRC
	Joint Requirements Council

	KDP
	Key Decision Points

	KPI
	Key Performance Indicator

	LAN
	Local Area Network  

	LRU
	Lowest Replaceable Units

	MAN
	Metropolitan Area Network

	MCSE
	Microsoft Certified Systems Engineer

	MD
	Management Directive

	MOM
	Microsoft Operations Management

	NAC
	Nebraska Avenue Complex

	NARA 
	National Archives and Record Administration 

	NCS
	National Communications System

	NIST
	National Institute of Standards and Technology

	NMC
	Network Management Center

	NSA
	National Security Agency

	O&M
	Operations and Maintenance

	OCA
	Office of Chief Administrative Officer

	OCIO
	Office of the Chief Information Officer

	OEM
	Original Equipment Manufacturer

	OIM
	Office of Infrastructure Management

	OMB
	Office of Management and Budget

	OPO
	Office of Procurement Operations

	ORR
	Operational  Readiness Review

	OSHA
	Occupational Safety and Health Administration 

	OST
	Order Ship Time 

	OTAR
	Over-The-Air Rekey

	OTAT
	Over-The-Air Transfer

	P3I
	Pre-planned Product Improvement

	PBX
	Private Branch Exchange

	PCO
	Property Control Officer

	PDA
	Personal Digital Assistant

	PDD
	Presidential Decision Directive

	PDR
	Preliminary Design Review

	PEP
	Policy Enforcement Point

	PII
	Personally Identifying Information

	PL
	Public Law

	PRS
	Performance Requirements Summary

	PM
	Project Manager

	PMO
	Program Management Office

	PMP
	Project Management Plan

	PMR
	Program Management Review

	POAM
	Plan of Action and Milestones

	POC
	Point of Contact

	PRI
	Primary Rate Interface

	RAM
	Responsibilities Assignment Matrix 

	RFID
	Radio Frequency Identification

	ROM
	Rough Order of Magnitude

	S&T
	Science and Technology

	QAE
	Quality Assurance Evaluator

	QAP
	Quality Assurance Personnel

	QASP
	Quality Assurance Surveillance Plan

	QC
	Quality Control

	SBU
	Sensitive but Unclassified

	SCI
	Sensitive Compartmentalized Information

	SDLC
	System Development Life Cycle

	SECDHS
	Secretary of the Department of Homeland Security

	SIM
	Security Information Management

	SIPRNET
	Secure Internet Protocol Router Network

	SLA
	Service Level Agreement

	SNMP
	Simple Network Management Protocol

	SMTP
	Simple Mail Transfer Protocol

	SMC
	Security Management Center 

	SME
	Subject Matter Expert

	SMS
	Systems Management Server

	SOP
	Standard Operating Procedure

	SP
	Special Publication

	SRR
	System Requirements Review

	SSA
	System Security Administrator

	SSAA
	Systems Security Authorization Agreement

	STE
	Secure Telephone Equipment

	STU III
	Secure Telephone Unit, Third generation

	TACLANE
	Tactical FASTLANE

	TCP/IP
	Transmission Control Protocol/Internet Protocol

	TDA
	Table of Distribution and Allowances

	TE
	Technical Exhibit

	TRM
	Technical Reference Model

	TRR
	Test Readiness Review

	TS
	Top Secret

	TS/SCI
	Top Secret Sensitive Compartmented Information

	TSA
	Transportation Security Administration

	TSS
	Technical Source Selection 

	URL
	Uniform Resource Locator

	U.S.
	Unites States 

	U.S.C.
	United States Code

	USM
	Undersecretary of Management

	VIP
	Very Important Person

	VOIP
	Voice Over Internet Protocol

	VTC
	Video Teleconference

	WBS
	Work Breakdown Structure

	WCMS
	Web Content Management System

	WSE
	Web Services Environment


C.3  GOVERNMENT – FURNISHED PROPERTY (GFP) AND SERVICES

Government Furnished Property (GFP) is applicable to the performance of this Task Order.  The contractor is authorized to use GFP at the Department of Homeland Security for the duration of this Task Order in accordance with the requirements of this Task Order.  The Government shall provide, without cost to the contractor, facilities (office space with desk and chair), equipment (computer, access to printer, copier, and fax), materials (all related office supplies), and/or other services necessary to perform the requirements in the Task Order.

C.3.1   Scope

This Section describes the property and services the Government will furnish to the contractor for performance of the requirements of this Task Order.  The Government will provide to the contractor the following access for use: (1) Government Furnished Property (GFP) for which the contractor is responsible and accountable; and (2) property only made available to the contractor, as listed below in this section.  The contractor shall take all reasonable precautions and such other actions as may be directed by the Government, or in the absence of such direction, in accordance with sound business practice to safeguard and protect Government property in the contractor’s possession or custody listed in this section.  The contractor shall accept Government-provided automated information systems (AIS) hardware and software without exception.  Government Furnished Equipment (GFE) may include Government-leased equipment or Government-owned equipment.  Refusal to accept some or all of the GFP offered by the Government shall not relieve the contractor from Task Order performance, but will relieve the Government from the obligation of providing the same or similar GFP at a future date. 

The contractor shall not use GFP or services for any other purpose than those described in this Task Order.  The contractor shall not remove GFP from DHS facilities or other supported areas without review and written approval of the CO or authorized representative.  The provisions affecting GFP under this section shall be IAW FAR 52.245-5.  The Government may direct the contractor to develop and /or revise milestones for joint inventory and transfer of GFP.  

C.3.1.1  Government-Furnished Property

C.3.1.1.1  The Government intends to share space with the contractor personnel in the Government facilities indicated in TE C.3.1-002 or as designed by the Government for the duration of this Task Order and only for the performance of this Task Order.  This is not considered Government Furnished Property (GFP) requiring property administration IAW FAR 45 plus Supplements.

C.3.1.1.2  Marking Property:  The contractor shall not mark or affix any decals, emblems or signs portraying the contractor's name or logo to Government Equipment, Facilities, or Property except as directed by the COTR.

C.3.1.2  Government-Furnished Services

C.3.1.2.1  Telephone Service:  The Government will furnish telephone service at contractor-occupied Government sites to include local and long-distance calls.

C.3.1.2.1.1  The contractor shall comply with DHS rules and regulations regarding telephone use.  The contractor shall reimburse the Government the cost of unofficial telephone service (e.g., telephone service not incidental to performance of the Task Order). 

C.3.1.2.1.2  The contractor shall obtain prior Government review and written approval before connecting or disconnecting any Contractor Furnished Equipment (CFE) to Government-furnished communications systems or equipment.

C.3.1.2.2  Local Area Network (LAN):  The Government will provide limited access to the existing LAN at contractor-occupied Government facilities to include E-Mail capability.  The contractor shall not use the LAN for purposes other than for work required under this Task Order.

C.3.1.2.3  Paper Products:  The Government will make available containers in shared Government facilities for the collection of recyclable paper.

C.3.1.2.4  Reporting Discrepancies in Performance of Government Furnished Service Contracts:  The contractor shall report discrepancies in performance of Government-provided services to the CO or COTR. (CDRL C.3.1-1, Government Furnished Service Discrepancy Report)

C.3.1.3  Supplies and Materials

C.3.1.3.1  Existing Levels of Supplies and Materials: The Government will make available existing Government owned parts, supplies and material to the contractor for use in the performance of the requirements of this Task Order.  The Government will furnish the existing levels of Government supplies and materials to the contractor following joint inventory during phase-in and the contractor shall provide existing levels of Government supplies and materials to the Government during phase-out.  The Government will furnish replacement materials required to maintain the serviceability of production equipment on a time and materials basis.  The government will furnish all items to the contractor as GFE to use under this Task Order.  DHS purchases all hardware, software, warranties and parts using the FirstSource contract.  
C.3.1.4  Government-Furnished Equipment (GFE)

The Government will provide GFE (such as telecommunications, computers, network components, storage devices, software, and peripherals) to the contractor to complete the duties of this Task Order with the exception of equipment for the Help Desk and unclassified Test Lab.

C.3.1.4.1  Equipment Offered for Contractor Use:  The Government will furnish property from the Product Guide provided at TE C.3.1-001.  Original Equipment Manufacturer (OEM) Software is provided at TE C.3.1-002.  The result of the last inventory of equipment in the metropolitan Washington D.C. area and other select locations is provided at TE C.3.1-003.
C.3.1.4.2  Contractor Accountability

C.3.1.4.2.1  Transfer of Accountability: The contractor shall become accountable for GFE when assigned.  

C.3.1.4.2.2  Property Administration: The contractor shall perform property administration in accordance with FAR Part 45.

C.3.1.4.2.3  Report of Government Property: The contractor shall prepare and submit to the COTR an annual Report of Government Property as directed by the COTR.  (CDRL C.3.1-2, Government Property Report – Annual)

C.3.1.4.3  Turn-In and Replacement

C.3.1.4.3.1  Turn-In of GFE: The contractor shall prepare a recommendation for excess when GFE is no longer required or suitable for its intended use, or has reached the end of its technical life.  The contractor shall provide these recommendations to the COTR who will make the final determination of the disposition of the equipment.  Upon approval, the contractor shall process the items in accordance with applicable Federal regulations, and Department of Homeland Security policies and regulations.  All Government furnished property and IT equipment identified in this Task Order shall remain the property of the Government.

C.3.1.4.3.2  Replacement of GFE:  The contractor shall coordinate with the CO for replacement of GFE.  Upon approval by the CO, the item(s) of equipment to be replaced will be deleted from the GFE listing.  If required to maintain performance standards, the Government will provide comparable GFE replacement.  The contractor shall contact the Help Desk for problems regarding computers and peripherals.  The Government will replace computers and peripherals.

C.3.1.4.4  Initial Inventory Assessment and Accountability

C.3.1.4.4.1  Initial Inventory Procedures: The contractor shall attend a phase-in GFP transfer and inventory meeting with the Government.  The COTR will schedule the meeting prior to performance period start date.

C.3.1.4.4.2  The contractor shall conduct a phase-in 100% joint inventory within ten business days prior to Task Order start date.  This inventory shall items such as facilities, to include keys; property received from the designated property control officers; and materiel items of work in progress; e.g., items in various stages of repair.  This provision does not preclude prior inspection of GFP by the contractor.  The operational or conditional status of all GFF and on-site GFE shall be determined during the joint inventory.  The contractor shall record any item found to be broken or not suitable for its intended purpose.  The CO and the contractor shall certify as accurate the joint inventory.  The contractor shall keep the inventory listing current. (CDRL C.3.1-3, Government Property Inventory – Initial)

C.3.1.4.4.3  The contractor and the COTR shall jointly inspect all GFE at the time of the inventory.  The contractor shall note all valid discrepancies, and the Government may correct the discrepancies by one or more of the following methods at the Government’s option.  The Government may elect not to provide equipment to the contractor; or may correct noted discrepancies prior to performance period start date; or may require the contractor to repair discrepancies subject to reimbursement by the Government.  The COTR will determine validity.

C.3.1.4.5  Withdrawal of GFE:  The Government retains the right to withdraw any GFE at any time during the performance of the Task Order. When possible, the Government will provide at least 30 business days notice of the impending withdrawal of GFE when deemed necessary or appropriate.
C.3.1.4.6  Equipment and Software Manuals:  After conducting a joint inventory, the Government will turn over to the contractor equipment operating manuals presently maintained by the Government.  The contractor shall update these documents as new issues are published.  Updated manuals are the property of the Government upon completion or termination of this Task Order.

C.4  CONTRACTOR – FURNISHED PROPERTY AND SERVICES

C.4.1  Scope

The contractor shall furnish all materials, supplies, tools, services, temporary work places, and equipment required to perform this Task Order, except for the items specifically identified as Government-Furnished in Section C.3 of this Task Order.

C.4.1.1  Contractor-Furnished Facilities (CFF)

The Government will provide those facilities and installed equipment as listed and identified in Section C.3 of this Task Order.  The contractor shall not place, construct, or otherwise provide additional buildings or facilities on DHS premises without prior CO approval.   The contractor shall provide the Help Desk facility.  The contractor may provide Test Lab facilities and the associated hardware and software via a separate logical follow-on Task Order for the Test Lab requirements specified in this Task Order.
C.4.1.1.1  CFF Listing:  The contractor shall provide to the CO or COTR an initial and updated list of Contractor Owned, Contractor Operated (COCO) facilities/real property used in performance of this Task Order.  The contractor shall provide the location of the Help Desk and Test Lab used in performance of this Task Order to the CO or COTR. (CDRL C.4.1-1, Contractor Owned, Contractor Operated Facilities List (used in Task Order performance)).
C.4.1.1.2  Keys, Ciphers, Combinations, and Security Clearances:  The contractor shall maintain records identifying those members of the contractor’s workforce at Government facilities who shall be authorized the use of keys, codes, ciphers, combinations and security access.

C.4.1.1.3  The contractor may be required to provide additional storage space for IT equipment and services associated with this Task Order.

C.5  SCOPE OF WORK 

The Information Technology Services Office provides support for DHS operations at various facilities and locations in, and around, the Metropolitan Washington D.C. area and at locations throughout the U.S.  The number of supported locations is projected to increase throughout the U.S.  TE C.1.2-002 provides facility locations and TE C.1.3-002 provides the projected number of seats by Fiscal Year (FY) for each of the three Local Area Networks (LANs).

In performing the Scope of Work identified herein, the contractor shall conduct all operations support for Information Technology Services Office with a proactive and technologically aggressive methodology.  The methodology shall identify more effective, efficient or alternative forms of new IT advancements that would provide a heightened level of performance for DHS operations.  The contractor shall forecast new IT trends and update, brief, and coordinate with DHS management to provide a comprehensive system of knowledge disclosure.  The contractor shall use information from market research and market analysis findings to identify new or updated IT technologies, equipment, and data acquisition and availability as well as advancements in hardware, software and supporting system infrastructure.  The contractor, as part of full knowledge transfer and disclosure shall perform subjective and comparative analysis to existing DHS technology identifying advancements and efficiencies.  If authorized by the COTR, the contractor shall perform and conduct operational and theoretical performance evaluations of current IT capabilities with contractor identified, proposed or updated IT advancements.

C.5.1  Applications Management, Support, and Development 

The contractor shall manage and maintain all deployed applications for full functionality and continuous availability on all Department of Homeland Security (DHS) systems.  The Government defines continuous availability as full functionality of all applications from the desktop client.  All applications are run on DHS Data Center Servers. The contractor shall maintain full functionality of file and data storage and retrieval, printing, remote access, and messaging services to authorized users.  A list of the supported applications is provided in the Product Guide Software Section at TE C.3.1-001, Government Furnished Equipment.
C.5.1.1  Application Management Services

C.5.1.1.1  The contractor shall manage and support required applications, provide reporting and documentation deliverables, and a single-point of accountability.  The nature of applications maintenance for COTS operating systems and software is to provide patches, pushes, and OEM updates.
C.5.1.1.2  The contractor shall provide software development/tailoring services as required to facilitate the creation and/or migration of applications into enterprise environments to include the Web Services Environment (WSE) for DHSOnline and DHSInteractive, the Department’s intranet and extranet portals.  A list of the current custom applications is provided at TE 5.1-001.
C.5.1.1.2.1  Requirement Analysis: The contractor shall provide requirement elicitation, analysis and management services in support of applications/databases/systems. The products of this effort are requirement documentation.

C.5.1.1.3  Functionality Enhancement:  The contractor shall provide the support effort of application development.  Activities include defect correction, software tailoring to develop functionality enhancements and activities such as user profile management and training. 

C.5.1.1.4  The contractor shall develop a proposed applications consolidation and rationalization plan to provide a utility computing platform.  The contractor shall submit the plan to the COTR for approval. (CDRL C.5.1-1, Applications Consolidation and Rationalization Plan)

C.5.1.1.4.1  The contractor’s plan shall comply with DHS enterprise configuration and change management requirements.
C.5.1.2  Status and Availability of Major Applications on the Network:

C.5.1.2.1  As required for determining network status, the contractor shall provide DHS an Up/Down Status Report of Major Applications on the Network indicating the availability and functionality of applications for end users (CDRL C.5.1-2 Up/Down Status Report).  Up/Down Status refers to network and server applications and not to desktop-resident applications.  This report shall include an up/down status of all network and server applications.
C.5.1.2.2  The contractor shall provide the COTR access to NMC systems for real-time status of all major applications integral to the network at all times.
C.5.1.3  Application Maintenance and Operation Documentation

C.5.1.3.1  The contractor shall provide on a weekly basis, status reports for DHS applications that cover the following data points (CDRL C.5.1-3, Application Maintenance and Operation Reports – Weekly)

Funding level

Significant Events/Outages

Summary of O&M activity

C.5.1.3.1.1  The contractor shall also provide a root cause analysis report (within 48 hours of the incident) to the Government following any outages on DHS Applications. (CDRL C.5.1-4, Root Cause Analysis Report) The report shall include the following:

· Root cause of outage

· Remediation activities

· Mitigation activities

· Recommendation for platform enhancement to prevent recurrence

C.5.1.4  Application Database and Systems Maintenance 

The contractor shall establish and maintain an application maintenance schedule.  The contractor shall coordinate with the Government to schedule any application maintenance downtime sufficiently in advance to enable smooth operations during maintenance windows.  Any scheduled jobs, any automated processes (Chronologic Jobs that operate at predefined time intervals or that occur following notifications), or periodically timed or batched tasks shall also be considered applications.

C.5.1.4.1  The contractor shall identify the requirements for and install upgrades, updates, service packs, and patches.

C.5.1.4.2  The contractor shall maintain security protection and reliability updates on operating systems.

C.5.1.4.3  The contractor shall identify and notify the COTR of any upgrades, updates, service packs, and patches determined to be incompatible with system or application specifications and proceed as directed by the COTR.

C.5.1.4.4  The contractor shall provide recommendation for preempting and/or resolving any system performance issues.

C.5.1.5  Performance Trends of Major Applications on the Network

C.5.1.5.1  When requested by the Government, the contractor shall provide DHS a Performance Trend of Major Applications on the Network Report.  (CDRL C.5.1-5, Performance Trend of Major Applications on the Network Report) 

C.5.1.5.2  The contractor shall also maintain and provide historical data on the performance of each application to DHS in the form of trend reports.  DHS will use these reports to assess the performance of each application.  Data for trend reports shall be maintained in the knowledge database.

C.5.1.5.3  The contractor shall collect, maintain and update this data in a COTR accessible knowledge database; data shall include date and time.

C.5.1.6  Enterprise Desk Application Licensing

C.5.1.6.1  The contractor shall evaluate the available and pre-existing DHS enterprise software license agreements and shall make use of them to the extent possible and practical.

C.5.1.6.2  The contractor shall track and deploy all software licenses required to perform the DHS mission and provide a list of the licenses to the COTR.  The COTR may direct the contractor to administer the purchase of software on behalf of the Government off of DHS designated licensing Task Order vehicles.

C.5.1.7  Collaborative Applications

C.5.1.7.1  The contractor shall make recommendation on purchases to support collaborate applications and functionality.  The DHS will consider the recommendations and purchase approved collaborative applications through FirstSource and provide the applications as GFE 

C.5.1.7.2  The collaborative applications are items such as the following:

Secure e-mail for authorized users

A comprehensive suite of software tools to improve authorized users’ abilities to share and collaborate on secure data both on DHS systems and on authorized, interconnected networks
C.5.1.8  Application Development

The contractor shall provide Application Development services as directed by the COTR.  Application Development services shall be accomplished in response to Logical Follow-On Task Orders on a case by case basis.
C.5.1.9  Ensure New Acquisitions Include Common Security Configurations

The contractor shall comply with Office of Management and Budget policy memorandum M-07-11, “Implementation of Commonly Accepted Security Configurations for Windows Operating Systems” which states:  “agencies with these operating systems (Windows XP and VISTA) and/or plans to upgrade to these operating systems must adopt these standard security configurations by February 1, 2008.”  The standards are as follows:

· The contractor shall certify applications are fully functional and operate correctly as intended on systems using the Federal Desktop Core Configuration (FDCC).  This includes Internet Explorer 7 configured to operate on Windows XP and Vista (in Protected Mode on Vista).  
· For the Windows XP settings see http://csrc.nist.gov/itsec/guidance_WinXP.html
· For the Windows Vista settings see http://csrc.nist.gov/itsec/guidance_vista.html
· The standard installation, operating, maintenance, update, and/or patching of software shall not alter the configuration settings from the approved FDCC configuration.  The information technology should also use the Windows Installer Service for installation to the default “program files” director and should be able to silently install and uninstall

· Application designed for normal end user shall run in the standard user context without elevated system administration privileges.

C.5.2  Deployment Support

C.5.2.1  Provide Deployment Support

The Government shall require deployment support services for short-term and long-term deployment projects.  The contractor shall provide deployment support for all DHS sites, including sites requiring Sensitive but Unclassified (SBU), Homeland Secure Data Network (HSDN), and Top Secret access, with seamless conversion from any existing network assets, failover capability, high availability during transition and operation, and temporary relocation support.  The contractor shall perform installation planning and scheduling, site documentation preparation (e.g. configuration drawings), equipment staging, installation, and checkout for DHS sites.  The Government will provide a technical project manager for each deployment project.
C.5.2.1.1  The contractor shall apply and adhere to IT Project Management policies and procedures for all deployment projects.

C.5.2.1.2  The contractor shall collect and document customer requirements, review the scope of the effort with the customer, and determine the required equipment and mutually agreed upon pricing for delivery of those services.

C.5.2.1.3  The contractor shall develop a Deployment Project Plan for each project and submit to the COTR for approval. (CDRL C.5.2-1, Deployment Project Plan) 

C.5.2.1.4  The contractor shall develop a Rough Order of Magnitude (ROM) for the proposed services as part of the Deployment Project Plan, which the Government will use to develop additional task orders for build-out and deployment services under this Task Order.  This initial tasking or the specific build-out task establishes the performance levels for subsequent task orders.
C.5.2.1.5  The contractor shall conduct site surveys, prepare site reports, network diagrams, develop bill of materials (BOM), and any other required documentation associated with the completed site survey.

C.5.2.1.6  The contractor shall evaluate, complete, and submit to the COTR for approval, a review and report on proposed workspace to determine if the existing facilities infrastructure can adequately support the communications and information technology equipment. (CDRL C.5.2-2, Proposed Workspace Report)

C.5.2.1.7  The contractor shall provide the COTR and the customer organization with a trip report. (CDRL C.5.2-3, Trip Report) 

C.5.2.1.8  The contractor shall prepare a detailed site report for each site that identifies equipment, internal and external interconnects, site integration plan, and site drawings and submit it to the COTR for approval when requested. (CDRL C.5.2-4, Site Report)

C.5.2.1.9  The contractor shall install new, enhanced, or replacements of hardware and/or software and the physical infrastructure, as required (e.g., wiring, cable plant) for DHS and other federal agencies systems and facilities as directed by the COTR.

C.5.2.2  Develop Deployment Plan Template
The contractor shall develop the DHS Deployment Plan Template and submit to the COTR for approval.  (CDRL C.5.2-5, DHS Deployment Plan Template)  Using the approved template, the contractor shall develop, maintain, update and implement specific Deployment Project Plans.

C.5.2.2.1  The contractor Deployment Plan shall, at a minimum, address the following:

Deploy and maintain a stable and highly available system in accordance with appropriate performance standards

Utilize highly trained maintenance technicians and systems engineers to minimize repair calls and promote minimal user disruption

Demonstrate the availability to support geographically dispersed deployments.

Provide special support for reviewing of cabling plans throughout current and potential locations

C.5.2.3  Site Activation

Upon COTR direction, the contractor shall execute the Government approved solution identified in accordance with the Deployment Project Plan to ensure seamless installation/integration.  The contractor shall develop a formal acceptance process and submit to the COTR for approval.  (CDRL C.5.2-6, Site Acceptance Process)  The contractor shall provide Test Plans and Test Results to the COTR.  (CDRL C.5.2-7, Test Plans and Test Results Report)

C.5.2.4  Facilities Modifications

The contractor shall provide facility modification services, when requested by the COTR, in accordance with all applicable executive orders, presidential directives, other federal and DHS laws, federal orders, management policies, handbooks, guidelines, processes, and procedures. All facility modifications shall be integral to and necessary for the successful performance of the IT services provided under this Task Order.

C.5.2.4.1  The contractor shall identify and coordinate complete facilities infrastructure modifications according to the approved plan(s).

C.5.2.5  Installation and Checkout  

C.5.2.5.1  The contractor shall perform installations and checkouts in accordance with the Deployment Project Plan.  

C.5.2.5.2  To provide seamless transition services and promote high system availability, the contractor shall perform onsite installation checks for all deployed equipment.  These checks shall verify system and network operation and capability and be completed with results provided within ten days of system move or transition.

C.5.2.5.3  The contractor shall provide to the COTR, a summary of results in accordance with the Deployment Project Plan or as requested in a Status Report (CDRL C.5.2-8, Deployment Project Plan/Status Report).

C.5.2.6  Transition to O&M

C.5.2.6.1  The contractor shall transition to O&M processes in accordance with DHS policy and procedure.

C.5.2.7  Engineering and Project Management

C.5.2.7.1  The contractor shall provide engineering and project management support for DHS deployment projects.

C.5.2.7.2  The contractor shall attend and participate at project related meetings to resolve operational problems and issues as directed.

C.5.3  Infrastructure Engineering Services

C.5.3.1  On-site Engineering Team

The contractor shall provide a dedicated on-site engineering team that performs services to support DHS projects (e.g., new architecture or infrastructure designs, new deployments of network/systems, etc.), and provide support for operation and maintenance activities (maintenance of infrastructure, maintain stability of environment, monitoring, and technology refreshment etc.).

C.5.3.1.1  The contractor Engineering Team Leader, and other technical personnel as appropriate, shall attend all meetings as directed by the COTR and contribute to specific technical working groups, change control boards and change management boards set up to address engineering operations and issues with DHS Components and other Government agencies.  The contractor shall structure the technical requirements/knowledge base of the team based on the current needs of DHS.

C.5.3.2  Systems Engineering Support

The contractor shall perform the design, testing, implementation, validation, operation, and maintenance of DHS IT infrastructure systems with an overarching system engineering function used to guide and direct the overall value and effectiveness of the system.  This function shall provide support to further refine and improve on the solution as technology, business needs, and the DHS IT infrastructure mission evolve.

Projects may consist of the building and deployment of new networks and infrastructure components such as databases, servers of many types, network storage devices, other network components, and desktops/workstations, as well as the removal of existing network features and infrastructure components.  Projects may include features, which require the installation and removal of hardware such as switches, servers and routers, databases, servers of many types, storage devices, desktops/workstations and installation and un-installation of infrastructure components.  Projects also may include addition and removal of security features such as antivirus, auditing tools, and policy enforcement points (PEP)s.  The contractor shall complete all work in each DHS environment classification: Unclassified, Secret and Top Secret.  

Engineering projects include tasks such as the following:

· E-mail and messaging services

· File share services

· Active directory services

· Storage area network services

· Backup and archive technologies

· Blackberry and wireless technologies

· Management, configuration and utility servers

· Network configuration and planning

· Client platform designs including software images and hardware configurations

· New infrastructure designs and user rollout support

· Network and server enhancements based on recommended best practices, and technical assessments

C.5.3.3  Engineering Projects 

The contractor can expect to perform the following types of engineering projects:

C.5.3.3.1  The contractor shall provide network engineering services associated with the replacement of infrastructure components or the implementation of improvements to the deployed network infrastructure planned or initiated by DHS.

C.5.3.3.2  The contractor shall engineer, all telecommunication, Local Area Network (LAN), Wide Area Network (WAN) circuits and connectivity to DHS systems with Government organizations and designated DHS business partners.

C.5.3.3.3  The contractor shall perform Client Configuration Management Engineering, develop and manage the approved images and overlays on those devices managed by the contractor including engineering, building, deploying and maintaining DHS approved images for all LANs.

C.5.3.3.4  The contractor shall provide Engineer and Build Solutions for deployments and engineering project management support for deployments of new facilities and upgrades of existing facilities throughout the DHS.  Possible deployment projects include both new facilities and upgrades to existing facilities.
C.5.3.3.5  The contractor shall conduct technology refreshment projects in accordance with DHS guidance and upon approval of the COTR.

C.5.3.3.5.1  The contractor shall recommend new products and technology for supporting all layers of the IT infrastructure architecture.

C.5.3.3.6  The contractor shall perform the engineering design for the Security Management Center (SMC) and design all systems to ensure positive authentication of each user before granting system access.  The SMC in this form does not exist today, and the contractor shall propose a solution for this requirement.
C.5.3.3.6.1  The contractor shall perform support for sustaining forensics within the SMC. 

C.5.3.3.7  The contractor shall provide Video Tele-Conferencing Engineering Support to include design, conduct market research and document video capabilities needed in accordance with their assigned engineering support duties.

C.5.3.3.7.1  The contractor shall make recommendations to the Government for acquiring video conferencing system hardware and software and for improvements to existing systems.

C.5.3.3.8  The contractor shall perform Satellite/Cable TV Engineering including design, implement, and document facility and individual television infrastructure.  

C.5.3.3.9  The contractor shall perform Phone and Private Branch Exchange (PBX) Engineering including design, implement, and document the telephony infrastructure.  

C.5.3.3.10  The contractor shall provide engineering support for implementing and integrating applications developed by external DHS Contractors or internal DHS employees into DHS data centers.   
C.5.3.3.11  The contractor shall provide engineering support for Continuity of Operations (COOP) and Disaster Recovery (DR) to ensure DHS functions and capabilities are not lost or diminished during periods when services or components are unavailable.  

C.5.3.3.12  The contractor shall provide Security Architecture Engineering Support.   The DHS security architecture provides policy enforcement support for all network enclaves.  The contractor shall abide by and follow all Government and DHS directives regarding the selection of security products, the configuration and hardening of operating systems, and for all cryptographic devices.

C.5.3.3.12.1  The contractor shall assist the Government in continuously updating and enhancing the DHS security architecture throughout the life of the Task Order.

C.5.3.3.12.2  The contractor shall implement an Identification and Authentication (I&A) system for all users and shall implement a strong capability for administrative and remote users.

C.5.3.3.12.3  The contractor shall implement a Discretionary Access Control (DAC) capability providing need-to-know based access for each COTR specified user of the applicable systems.
C.5.3.4  Engineering Process and Methodology

C.5.3.4.1  The contractor shall use an engineering development lifecycle methodology consistent with ITIL framework to support projects initiated by DHS.  The contractor’s methodology shall include the following as a minimum:

Requirements Definition 

Detailed Systems Design Document

DHS Enterprise Configuration Board Review

System Testing

Operational instructions

Train operations personnel in new processes or activities as required 

Implementation Instructions and Document Delivery to Deployment and Operations

Engineering Change Request (ECR) as required

Obtain Operations Sign-off on Change and Deliver Documentation 

Concept of Operations (CONOPS)

Project Implementation

O&M Assistance 

C.5.3.4.2  Configuration Management (CM)
C.5.3.4.2.1  The contractor shall support CM Boards and Project Teams through activities and deliverables such as project status reports, design documents, design validation, migration planning, service delivery guidance, and implementation support documents.

C.5.3.4.2.2  The contractor shall develop, maintain, update, and implement CM plans and procedures; control configuration baselines and conduct functional and physical configuration audits and formal qualifications reviews.  
C.5.3.4.2.3  The contractor shall submit proposed changes to DHS systems or to project baselines, to the Change Control Board (CCB) and the Engineering Review Group (ERG), maintain a record of all submitted and approved changes, and maintain a schedule of deliverables showing both the scheduled and actual delivery dates. 

C.5.3.4.2.4  The contractor shall develop, maintain, update, and implement a Configuration Management Data Base (CMDB), an engineering release system, a configuration item development record (including the configuration index and change status listing), configuration status accounting, and support the CCB.
C.5.3.4.2.5  The contractor shall maintain configuration management of all images and provide Gold Copy images to the Government as a deliverable to this task within five business days of any approved changes.  (CDRL C.5.3-1, Gold Copy Images)
C.5.4  Testing

C.5.4.1  Test Support and Documentation

The contractor shall establish and operate a test environment to perform hardware, software and systems testing.  The test environment shall include testing for engineered systems including networks, video, and phone systems.  The contractor shall supply systems engineering oversight, identification of readiness criteria for all system milestones, and verification and validation oversight to include test success criteria, test plans, and requirements verification traceability to demonstrate that all implementations meet requirements as stated in the requirements database. The contractor shall propose a test environment architecture and a standardized test template that supports DHS engineering projects.  This support shall also include the development of individual test plans for each individual test project approved by the COTR. (CDRL C.5.4-1, Individual Test Plans) 
C.5.4.1.1  The contractor‘s test template shall define the scope and approach for testing and acceptance.  At a minimum, the template shall address the following:  initial receipt of hardware and software, unit level testing of software components for any developed software, hardware and software integration and installation testing, and system end-to-end testing in a simulated operational environment.
C.5.4.1.1.1  The contractor’s test template shall also include methodology and a systematic approach for testing external interfaces to agencies and entities.
C.5.4.1.1.2  The test template shall describe the roles and responsibilities of the contractor, the DHS program office, users, stakeholders, and external systems, the test facilities used for each testing event, and the data and sources used during testing events.  The template shall describe the test plans and procedures developed for each testing event, the testing events and sequences (schedule) in which they will occur, and the integration of the testing events and the security certification and accreditation activities.  The contractor performing IT-NOVA O&M shall complete all of the documentation required for C&A.  IT-NOVA Program Management Office personnel shall accomplish the actual C&A.
C.5.4.2  Test and Development Lab

The contractor may be required to establish, operate and maintain a test laboratory, using CFE, to support the DHS IT Infrastructure Systems. The contractor may provide its’ own existing test lab to support this effort.  The test lab shall be located in the Washington DC Metro area, and a segment of the test lab shall be capable of handling tests of Top Secret information.  The Government will determine the exact requirements of this facility after the Task Order is awarded.  The contractor shall provide personnel to operate and maintain a Government provided classified test lab in an undetermined Government facility.  The Government will provide more information on the location and requirements of the classified test lab as it becomes available.
C.5.4.2.1  The contractor shall provide support to developers and customers performing integration and test activities.  The contractor shall provide support during the hours of 8:00 am ET to 5:00 pm ET, Monday – Friday, excluding Federal holidays.  The contractor shall also provide support after hours, on weekends and on Federal holidays for purposes such as deployments, maintenance and extended testing support as directed by the COTR.

C.5.4.2.2  The contractor shall make configuration changes in the test laboratory and production environments at the direction of the COTR.  The contractor shall plan for future configuration changes and production deployments in coordination with the COTR.  The contractor shall make configuration changes in compliance with security policies and procedures and change control procedures.  Configuration changes shall be in accordance with controlled and repeatable procedures established by the contractor and approved by the COTR.
C.5.4.2.3  The contractor shall document test procedures and configurations performed by the contractor relating to the support of testing activities.

C.5.4.2.4  The contractor shall track the status of actions and tasks performed by them in support of testing activities.
C.5.4.2.5  The contractor shall notify the COTR regarding any issues or risks that affect the performance of current or scheduled test activities.  The contractor shall notify the COTR within three business days of discovery of an identified issue or risk that could affect performance of the test activities.  The contractor shall provide the COTR a complete description of the issue, diagnosis, resolution actions undertaken, and the impact on the timeframe for test activities. (CDRL C.5.4-2, Test Lab Issues and Risks Report)
C.5.4.2.6  The contractor shall perform Microsoft Exchange and Active Directory Configurations activities such as configuring Exchange and Active Directory; installing software; verifying currency of installed software; and configuring security settings, databases, and user accounts and permissions.
C.5.4.2.7  The contractor shall install communications and network infrastructure components to support test requirements.
C.5.4.2.8  The contractor shall create, update and maintain standard workstation images, commonly referred to as ghosts, to support deployment to the desktop.  The images shall meet all stated standards for “as-is” current production environment and “to-be” production environment.  The contractor shall provide the Integration and Testing with the standard mechanism for delivery of the application to the desktop.

C.5.4.2.9  The contractor shall maintain web based applications in the test environment by performing activities such as installing upgrades, patches and service packs, assigning user names and passwords, and assigning user permissions.
C.5.4.2.10  The contractor shall provide support to the Testing Lab by performing activities such as reviewing new application architecture, verifying that the application architecture supports the current DHS environment, and submitting findings to the COTR.  (CDRL C.5.4-3, Testing Lab Findings Report)

C.5.4.2.11  The contractor shall perform a production readiness review in order to determine whether a system is ready for deployment into the production environment.

C.5.5  Operations and Maintenance For End User Support

C.5.5.1  End User and Desk Side Support

The contractor shall provide a detailed End User and Desk Side Support Concept of Operations that includes elements such as a detailed description of processes, procedures, policies, WBS, organization chart, work flow, detailed performance metrics, and evaluation criteria for the entire Help Desk operations including Tier 1, 2 and 3, and field site support (CDRL C.5.5-1, End User and Desk Side Support Concept of Operations).
The End User and Desk Side Support Concept of Operations Plan shall demonstrate a proactive and aggressive methodology to pursue new IT technological advancements and trends applicable to help desk and desk side support such as conducting frequent and thorough market research and analysis of new IT technologies and equipment including software based upon a subjective and comparative analysis to existing DHS technology.  If authorized by the COTR, the contractor shall perform and conduct operational and theoretical performance evaluations of current IT capabilities with contractor proposed IT advancements.
The contractor’s Concept of Operations Plan shall meet the following minimum requirements: Provide continuous operation 7X24X365 (366 for leap years) helpdesk and 5x12 desk side support operations, with provision that designated VIPs are entitled to on call support, that includes call center support, Network Systems Monitoring, Tier 1 (Help Desk Services) including remote desktop management for Commercial Off The Shelf (COTS) and Government Off The Shelf (GOTS) applications and Tier 2 “(Desk Side Support) services as well as Tier 3 Engineering support for diagnosing and resolving end user problems unresolved by the second-level analysts.  The Government reserves all rights stated for review and personnel disposition.   TE C.5.5-001 provides one year’s monthly Help Desk Ticket Data workload. The Following represents a portion of the workload for 2006 O&M services:

	Category
	Workload

	LAN – A E-mail Messages
	
72,335,644

	LAN – A Support Requests
	
86,565

	LAN – A Active Accounts
	
5,976

	LAN – HSDN E-mail Message
	
1,105,254

	LAN – HSDN Support Requests
	
3,104

	LAN – HSDN Active Accounts
	
1,894

	LAN – C E-mail Messages
	
767,307

	LAN – C Support Requests
	
11,029

	LAN – C Active Accounts
	
1,350

	VTC Sessions
	
2,292

	Unclassified Voice Conference Bridge
	
21,628

	DMS Messages
	
228,413

	AMHS Messages
	
517,611

	Secure Fax 
	
18,988

	PBX Support
	
16,059

	Total E-mail Messages
	
74,208,205

	Support Requests
	
100,698


C.5.5.1.1  Help Desk Operations through Tier 3 Engineering Support:  The contractor shall design the Help Desk to act as the primary interface to the end users of various COTS and custom-developed applications.  Users shall have the option to address their help desk requests through a toll free telephone number and/or through the DHS Intranet.  DHS currently has email and telephonic help desk contact capabilities, the contractor shall propose additional contact methods (web, chat) to increase the accessibility of the help desk.  The contractor shall provide seamless call distribution and call management support.  In accomplishing this function, the DHS requires the contractor to provide a comprehensive, state-of-the-art, Help Desk solution that aligns with industry best practices, and that represents the best value to the Department and the Government.
C.5.5.1.2  The contractor shall design, implement, and maintain a DHS approved COTS enterprise help desk system capable of interfacing and reporting to DHS systems as required.  Additionally, this system shall provide a knowledge base for use by Tier 2, and 3 technicians and provide self-help for end users.  All data generated, stored, and maintained in the system remains the property of the Government.  

C.5.5.1.3  The contractor shall provide on-site and field office support comprised of personnel with appropriate level of security clearances who will resolve complex technical problems of laptops, desktops, network peripheral devices, network components, storage devices, and troubleshooting of various software- and hardware-related issues.
C.5.5.1.4  The contractor shall provide infrastructure advanced operational support and infrastructure services to DHS.  The contractor shall perform troubleshooting to isolate the source of, diagnose and/or resolve, or assist in the resolution of IT and telecommunications problems (end-to-end).
C.5.5.2  Maintenance

C.5.5.2.1  The contractor shall develop a Preventative Maintenance Plan, Preventative Maintenance Policies and Preventative Maintenance Procedures for all DHS IT and telecommunications fixed and mobile systems/equipment.  The contractor shall provide to the COTR the plan within 40 business days of Task Order start, the policies within 60 business days and the procedures within 120 business days.  (CDRL C.5.5-2, Preventative Maintenance Plan, Policies and Procedures) 

C.5.5.2.2  The contractor shall perform preventative maintenance on DHS system components in accordance with the DHS approved Preventative Maintenance Plan, policies and procedures.  This includes personnel to perform the support and maintenance of data center assets, except for OEM warranty and maintenance agreements.  For all new installations, system upgrades or routine maintenance the contractor shall complete all requested administrative requirements and reports to the CCB for approval prior to implementation.  All information shall be presented to the COTR.
C.5.5.2.2.1  The contractor shall coordinate with the Government to schedule any system maintenance downtime sufficiently in advance to enable smooth operations during maintenance windows.

C.5.5.2.3  The contractor shall maintain the Microsoft Systems Management Server (SMS) Deployment solution, or newer equivalent technology, to support the management and distribution of changes to the DHS computing environment.  Using this technology the contractor shall:

C.5.5.2.3.1  Perform software pushes and security patch management; provide an accurate account of software usage; and inventory network devices.
C.5.5.2.3.2  Create, maintain and update application packages.

C.5.5.2.3.3  If system changes are required the contractor shall follow the established DHS Change Control and Security Review processes prior to implementation.

C.5.6  Video Teleconferencing

C.5.6.1  Video Teleconferencing (VTC)

The contractor shall engineer, operate, and maintain Video teleconferencing and multimedia services and equipment.  The contractor shall support customers who receive core services and customers who receive enterprise-level service as depicted in TE C.1.2-002.  Conferencing and multimedia equipment includes support for secure and non-secure bridging systems, display and projection systems, electronic whiteboards, audio systems, DVD and video recording and replay, video switching systems, control systems, and video cameras.  A list of the type of VTC equipment supported is provided at TE C.3.1-001, Government Furnished Equipment.

C.5.6.1.1  The contractor shall provide 7X24X365 (366 for leap years) support for set up and operation of VTC and multimedia systems for DHS buildings, provide user level maintenance support for VTC and multi-media systems, and operate video conferences at multiple locations.  

C.5.6.1.2  The contractor shall maintain, setup, monitor, and troubleshoot video equipment for users.  The contractor shall assist customers with the use of video conferencing systems by providing personal instruction in the use of control interfaces and procedures.

C.5.6.1.3  The contractor shall schedule and monitor all video teleconferencing sessions.
C.5.6.1.4  The contractor shall maintain an inventory of video conferencing equipment owned and leased by DHS. 

C.5.6.1.5  The contractor shall maintain a DHS video conferencing contact list.
C.5.6.1.6  The contractor shall maintain and operate a VTC management platform. 

C.5.6.1.7  The contractor shall install/replace and configure video conferencing equipment required by DHS Component customers.
C.5.6.1.8  The contractor shall complete all work in each DHS environment classification: Unclassified, Secret and Top Secret.

C.5.7  Satellite/Cable Television Operations 
The contractor shall engineer, operate, and maintain satellite/cable television services and equipment.
C.5.7.1  Operations

C.5.7.1.1  The contractor shall complete all work in each DHS environment classification, Unclassified, Secret, Top Secret, and Top Secret/SCI.

C.5.7.1.2  The contractor shall perform periodic testing to ensure system operations.
C.5.7.1.3  The contractor shall set up and maintain channel alignment of the head-in systems, coordinate system expansion and reconfiguration, interface and coordinate with the Digital Satellite Service (DSS) and cable contractors as necessary for maintenance and system reconfiguration.
C.5.7.1.4  The contractor shall maintain, setup, monitor, and troubleshoot satellite and/or cable TV equipment for users, assist customers with the use of satellite and/or cable TV systems by providing personal instruction in the use of control interfaces and procedures.
C.5.7.1.5  The contractor shall maintain and update an inventory of satellite and/or cable TVs and associated peripheral, connectivity and installation components and make available for COTR review upon request.
C.5.7.1.6  The contractor shall develop, maintain, update and implement a DHS satellite and/or cable TV contact list.
C.5.7.1.7  The contractor shall install/replace and configure satellite and/or cable TV equipment as directed by the COTR or DHS Component customers.

C.5.8  Voice Communications and Messaging
The contractor shall engineer, operate, and maintain voice communications, messaging services and equipment.
C.5.8.1  Private Branch Exchange (PBX) Infrastructure

The contractor shall provide administrative, operational, and management support for the DHS headquarters and associate component telecommunications.  The contractor shall install, maintain and support the PBX Infrastructure within the Washington DC metropolitan area.  This infrastructure includes components such as an Integrated Services Digital Network (ISDN), Voice over Internet Protocol (VOIP), analogue, digital and other communication devices at specified levels of classification.  The contractor shall use FTS 2001 currently and transition to Networx for Phone and PBX operations.
C.5.8.1.1  The contractor shall manage, update and make changes to systems.
C.5.8.1.2  The contractor shall install, maintain, setup, monitor, and troubleshoot phone and PBX equipment for users, assist customers with the use of phone systems by providing personal instruction in the use of control interfaces and procedures, and install/replace and configure phone and PBX equipment required by DHS Headquarters and Component customers.

C.5.8.1.3  The contractor shall maintain an inventory of phone and PBX equipment owned and leased by DHS.
C.5.8.1.4  The contractor shall perform management and scheduling for conference bridges at unclassified and secure levels

C.5.8.1.5  The contractor shall complete all work in each DHS environment classification:  Unclassified, Secret and Top Secret.

C.5.8.1.6  The contractor shall provide handset installation and configuration.

C.5.8.1.7  The contractor shall develop, maintain, update, implement and report on phone and PBX services such as providing the following:  A DHS Dial Plan, Telephone Infrastructure Cabling plant (infrastructure) documentation, port utilization reports, load balancing reports, route pattern reports.  (CDRL C.5.8-1, Phone and PBX Services Report)

C.5.8.1.7.1  The contractor shall maintain all documentation and records of telephony infrastructure.

C.5.8.1.7.2  The contractor shall ensure all telephony infrastructure components conform to a standardized set-up and design and provide redundancy.

C.5.8.1.8  The contractor shall continuously (or as directed) refresh the PBX, conference bridges and all tools and technologies for providing this support so that the Government is ensured the best value for its investment, to include all systems upgrades and patches to current release levels.

C.5.8.2  Telephone Switchboard Operations Center

The contractor shall provide contiguous hours 24X7X365 Telephone Switchboard Operation Center services for the DHS headquarters to The Secretary of the DHS, executive staff, employees, DHS contractors, and the public.  The monthly call volume for the last year is provided at TE C.5.8-001.
C.5.8.2.1  The Switchboard shall be maintained and operated within the Washington, DC area in proximity to the switch.
C.5.8.2.2  The contractor shall develop, maintain, update and implement an organizational reference and automatic call directory (ACD). 

C.5.8.2.2.1  The contractor shall create a knowledge base reference for operators that identifies DHS organizational elements, their responsibilities/services, and anticipated issues and/or keywords that may be used by members of the public when contacting the DHS.  The contractor shall coordinate with each and every DHS Headquarters organization and create a proposed reference within 20 business days of Task Order start.  The proposed reference shall be submitted to the COTR for review and approval prior to use of the reference.  The contractor shall update the reference within five business days of DHS announcement of functional realignments or organizational moves and as directed by the COTR. (CDRL C.5.8-2, Switchboard Knowledgebase Reference) 

C.5.8.2.2.2  The contractor shall create a proposed ACD and submit it to the COTR within 40 days of Task Order start.  The contractor shall make changes to the proposed ACD as directed by the COTR and make the ACD operational within 10 business day of final approval.  The ACD shall be subject to COTR directed changes throughout the life of the Task Order.  (CDRL C.5.8-3, Automatic Call Directory)

C.5.8.2.3  The contractor shall provide an employee and office call directory service to DHS or DHS agency callers and connect callers who are members of the public to the requested/appropriate office or individual (phone extensions shall not be provided to the public).
C.5.8.2.3.1  The contractor shall develop, maintain, update and implement an office and personnel directory.

C.5.8.2.3.2  The contractor shall use the current office and personnel directory and the DHS Personal Profile data in Microsoft Outlook to identify phone extensions.
C.5.8.2.4  The contractor shall operate the teleconference bridge and will schedule teleconferences as requested and provide confirmation of scheduling to the requesters.

C.5.8.2.5  The contractor shall assign an operations center project manager who will report to the Director of the DHS Executive Service Center.  The contractor shall have a supervisor for the switchboard.

C.5.8.2.6  The contractor shall provide automated reports monthly to the COTR on call pattern statistics.  (CDRL C.5.8-4, Call Pattern Statistics Report – Monthly)  The reports shall include the following:
Call volume by day of week and duty hours (8:00 am to 7:00 pm ET) and non-duty hours.

Aggregate monthly call volume from internal (DHS) and external (public) sources

Aggregate monthly call volume of external calls and the specific ACD option selected

C.5.8.2.7  The contractor shall develop, maintain, update and implement a Continuity of Operations (COOP) Plan for Switchboard Operations. (CDRL C.5.8-5, Switchboard COOP Plan)
C.5.8.2.8  The contractor shall train its staff on switchboard operations.

C.5.8.2.8.1  The training shall cover DHS call handling policy, equipment use, use and maintenance of references, and routing of calls to the appropriate office or person.

C.5.8.2.8.2  The contractor shall develop, maintain, update and implement a training lesson plan and materials for the handling of calls in a professional manner and tone of voice.  The contractor shall submit the initial and all updated lesson plans to the COTR for review and approval prior to using for training. (CDRL C.5.8-6, Switchboard Training Lesson Plan)

C.5.8.2.9  The contractor shall make recommendations necessary for upgrading the switchboard operation. 
C.5.8.3  Voice Over Internet Protocol (VOIP)
The contractor shall facilitate the DHS transition and implementation of VOIP.
C.5.8.4  Unified Messaging

The contractor shall facilitate the DHS transition and implementation of unified messaging.

C.5.9  Network Management Center (NMC)

C.5.9.1  NMC Operations

The contractor shall monitor, manage, and perform problem resolution support of all DHS HQ components, which consist of network circuits and devices, computer systems, applications, and databases/file servers.  The purpose of the Network Management Center is to monitor systems 7X24X365 (366 for leap years).  The NMC/SMC facility is not currently built and the Government anticipates completion at the Nebraska Avenue Complex located in Washington, DC, Building 100, second floor during the second quarter of FY08.  The NMC/SMC will be located and maintained in a SCIF environment.  The contractor shall use the NMC/SMC to monitor and manage all three network enclaves using industry standard applications and shall segregate; both logically and physically, maintain and operate NMC systems by security classification level.  The contractor shall ensure that the NMC interfaces with the DHS Network Operations Center (NOC), including escalation procedures.  The contractor shall operate and maintain the primary and backup NMC to monitor the following functions on a 7X24X365 (366 for leap years) basis: 

· Network operations

· Security operations

· Help Desk operations

C.5.9.1.1  The contractor shall respond to network related problems and notify the COTR as specified in the DHS Escalation Policy.  The contractor shall work in conjunction and cooperate with other LAN personnel and contractors supporting other IT infrastructure areas in order to respond to alarms, diagnose problems, and escalate issues to DHS NMC for fast, effective response before they cause costly unscheduled downtime or poor performance.

C.5.9.1.2  The contractor shall monitor all network devices, environmental systems or peripheral devices which are managed or monitored using Simple Network Management Protocol (SNMP) and diagnostics tools currently in place, and to include any future additions to the hardware configuration to quickly detect, track, isolate, and resolve problems.
C.5.9.1.3  The contractor shall perform troubleshooting techniques to isolate the source of, diagnose and/or resolve, or assist in the resolution of network problems (end-to-end) and root cause analysis.
C.5.9.1.4  The contractor shall develop and submit the NMC Standard Operating Procedures (SOP) to the COTR for review and approval. (CDRL C.5.9-1, NMC Standard Operating Procedures)

C.5.9.1.5  The contractor shall operate the NMC and support DHS COOP exercises.  The contractor shall perform tests as requested by the COTR quarterly, at a minimum and as required by the DHS COOP Policy to verify failover from primary to backup NMC without any disruption of operational capability.

C.5.9.1.6  The contractor shall identify the requirements for and install upgrades, updates, service packs, and patches.

C.5.9.1.7  The contractor shall maintain security protection and reliability updates on operating systems.

C.5.9.1.8  The contractor shall identify and notify the COTR of any upgrades, updates, service packs, and patches determined to be incompatible with system or application specifications and proceed as directed by the COTR.

C.5.9.1.9  The contractor shall monitor system operability and functionality, identify abnormal performance and degradation and complete resolution actions and return the system to normal performance.

C.5.9.1.10  The contractor shall monitor system capacity, maintain normal performance, and prevent system degradation resulting from usage exceeding system capacity.

C.5.9.1.11  The contractor shall operate the NMC to respond to changes in loads on the network as necessary, in response to higher threat levels.

C.5.9.1.12  The contractor shall report on the network and systems infrastructure using a GFE Enterprise Management Tool.  The contractor shall report on network and system status as directed by COTR to include Network Diagrams that identify enterprise building, floor, room, rack and system for HQ and field sites.  (CDRL C.5.9-2, Network and Systems Infrastructure Report)

C.5.9.1.13  The contractor shall notify and update the Help Desk of any network or system infrastructure issue or problem detected or managed by the NMC.

C.5.9.1.14  The contractor shall manage status, errors, and inbound and outbound traffic statistics of all routing interfaces, bandwidth utilization, and errors of all inbound and outbound LAN /WAN circuits.
C.5.9.1.15  The contractor shall manage the LAN/WAN routing protocol between the routers; perform port management, network capacity management (including planning and trending), and configuration management.
C.5.9.1.16  The contractor shall maintain configuration LAN/WAN change documentation, and continually update schematics to reflect current network architectures.

C.5.9.1.17  The contractor shall support terminal equipment associated with special circuits as required and shall maintain and monitor connections to LAN tail sites.
C.5.9.1.18  The contractor shall maintain and monitor the secure wide area network connection to existing and/or future connections to other Intelligence Community’s networks.
C.5.9.1.19  NMC/SMC management shall provide Network Metrics Reports to the COTR. (CDRL C.5.9-3, Network Metrics Reports)

C.5.9.1.20  The contractor shall maintain the outbound and inbound Internet access to ensure full operational capability for internal and external user contiguous hours access to the Internet 24X7X365 (366 for leap years) except during periods of Government approved planned outage.  The contractor shall provide outbound access connectivity for the DHS staff to the Internet.  The contractor shall provide In-bound public access connectivity to the DHS Public Website.

C.5.9.1.21  The contractor shall monitor Internet access, identify, and resolve interruptions to the Internet service.  The contractor shall perform upgrades, implement changes, and install patches to components on the Internet servers.  These shall include middleware updates, new Database Source Networks (DSNs), application updates, application additions, patches and hot fixes.
C.5.9.1.21.1  The contractor shall perform upgrades, implement changes and install patches to components of the Web Content Management System (WCMS), which publishes finished web site updates to the public web site.

C.5.9.1.21.2  The contractor shall perform all maintenance that will disrupt or could disrupt the availability of Internet services only during planned outage periods.

C.5.9.1.21.3  The contractor shall maintain logs of Internet activity and make available for review as requested by the COTR. 

C.5.9.1.22  The contractor shall develop and utilize a system to receive, respond and resolve technical inquiries from the public regarding access to the DHS Website (currently http://www.dhs.gov).  The DHS Webmaster receives inquires from the public and will forward those requiring technical assistance to the contractor.  The DHS Webmaster will provide the requirements for technical assistance and establish a timeline, in conjunction with the contractor, for completion of the development, set-up and operation of the Public Interface Activities technical assistance system.

C.5.9.1.22.1  The contractor shall post Internet notices alerting those accessing the DHS Website of interruptions or other problems causing degradation of access.

C.5.9.1.23  The contractor shall provide Web page content assistance for authorized users, developers or content providers.  The contractor assistance shall include verifying approval of the request for assistance, preparation of the content, complying with the requirements of Section 508, and deploying the content.

C.5.9.1.24  The contractor shall adhere to the DHS perspective in Enterprise Interconnection and Policy Working Group (EIWG) with the DOD to facilitate the technical issues and governance processes related to the interconnection between the Secure Internet Protocol Router Network (SIPRNET) and DHS secure networks, address operational problems and assist in extending capabilities to federal information sharing initiatives.  

C.5.9.1.24.1  The contractor shall attend meetings of and contribute to specific technical operational working groups set up to address engineering and operations issues with DoD and other Governmental agencies, and leverage the contractor knowledge and resources with the Intelligence Community (IC) to ensure that DHS is aligned with emerging IC systems engineering and technology solutions.

C.5.10  Security Management Center (SMC)

The DHS SMC shall provide continuous security monitoring to detect all potential adverse events within all DHS network and computer systems.  The SMC shall provide day-to-day operations and maintenance of the DHS defense-in-depth security infrastructure.  At Contract award, GFE will be provided to assist in Security structure build-out.  The SMC in this form does not exist today, and the contractor shall propose a solution for this requirement. (See paragraph C.5.9.1 for the location and status of the NMC/SMC.)
C.5.10.1  SMC Operations

The contractor shall centrally manage DHS Information Technology Services Office Security Management.  The SMC shall be co-located with the NMC to provide a fully integrated operations and security management function.  
C.5.10.1.1  The contractor shall provide security system administration, key management, security audit and analysis, security incident reporting and response, security intrusion detection, system vulnerability assessment, responding to Information Security Vulnerability Notices (ISVMs), the most recent anti-virus signature updates, and end-user support to resolve security issues.
C.5.10.1.2  The contractor shall prepare a DHS Information Technology Services Office Security Management Approach and SOPs, Checklists and a DHS Information Technology Services Office Security Plan, for operations within the SMC, and submit to the COTR for approval.  (CDRL C.5.10-1, Information Technology Services Office Security Management Approach and SOPs, Checklists and DHS Information Technology Services Office Security Plan)

C.5.10.1.3  The contractor shall staff the SMC with subject matter experts to act as analysts to support 7X24X365 (366 for leap years) monitoring and response capability.  

C.5.10.1.4  The contractor shall identify the requirements for and install upgrades, updates, service packs, and patches.

C.5.10.1.5  The contractor shall maintain security protection and reliability updates on operating systems.

C.5.10.1.6  The contractor shall identify and notify the COTR of any upgrades, updates, service packs, and patches determined to be incompatible with system or application specifications and proceed as directed by the COTR.

C.5.10.1.7  The contractor shall monitor system operability and functionality, identify abnormal performance and degradation and complete resolution actions to return the systems to normal performance.

C.5.10.1.8  The contractor shall monitor system capacity, maintain normal performance, and prevent system degradation resulting from usage exceeding system capacity. 
C.5.10.2  Vulnerability Assessment

C.5.10.2.1  The contractor shall perform threat and vulnerability assessments on all information system assets, including Public Facing operational IT systems, as part of its sustaining Security Systems Administration.  The contractor shall generate a Vulnerability Assessment Report following each assessment that lists the vulnerabilities discovered, and their impact/threat to the network (high, medium, and low). (CDRL C.5.10-2, Vulnerability Assessment Report)  The contractor’s security team shall present high threat vulnerabilities and suggested mitigations to the Government prior to leaving the sites.  The report shall include mitigation recommendations for all other vulnerabilities identified.  The SMC shall report the status of actions to correct the high threat vulnerabilities to the System Security Administrators (SSAs), security manager, and the ISSO/ISSM on a monthly basis. 

C.5.10.2.2  The contractor shall identify specific security weaknesses on target systems, and provide recommended techniques and/or improvements to strengthen the security of the target system.
C.5.10.2.3  The contractor shall scan DHS systems using GFE or vulnerability tools approved by the Government.
C.5.10.2.4  The contractor’s vulnerability assessment capability shall identify unauthorized access points or potential implementation weaknesses.

C.5.10.2.5  The contractor shall define and audit PEP policy and determine how the PEP handles application(s) traffic such as web, email, or telnet.  Additionally, the integrated security team’s DHS PEP Management Policy shall describe PEP updates and management.
C.5.10.2.6  The contractor shall identify, review and analyze the vulnerabilities associated with each application and the cost-benefits associated with the methods used for securing the applications and provide the findings to the COTR.  (CDRL C.5.10-3, Application Vulnerability Cost-Benefit Analysis)

C.5.10.2.7  The contractor shall develop a DHS PEP policy that identifies the necessary network applications, vulnerabilities associated with these applications, creation of applications traffic matrices identifying protection methods, and PEP rule-sets based on applications traffic matrices.

C.5.10.3  Security Information Management (SIM) & Security Management Capability

SIM is an automated capability that provides for the collection, analysis, alerting, reporting, and trending for all of the system components within a computing environment.

C.5.10.3.1  The contractor shall establish, operate, and maintain an Information Technology Services Office security management capability suitable for the real-time monitoring and assessment of all assigned assets in accordance with DHS MD 4300 and Security Architecture Volume 2.  Examples of these assets are PEPs, virtual private networks, routers, switches, server and end system computing elements.  Additionally, the system shall collect event input from the IDS, anti-virus, and network management systems.  DHS HQ shall procure initial GFE for all LAN environments.  The contractor should propose tools to address capabilities that may not be either fully procured or implemented by the government prior to the award of IT NOVA.  DHS determined that the ESM and other enterprise security management products manufactured by ArcSight will form the nucleus of the DHS HQ SIM.
C.5.10.3.2  The SMC shall be responsible for day-to-day operations and maintenance of the defense-in-depth security infrastructure.  The SMC shall be co-located with the Information Technology Services Office NMC to provide a fully integrated operations and security management functions.

C.5.10.4  Security Systems Administration

The contractor shall manage and monitor all DHS security components including intrusion detection systems (IDSs) and PEPs.  Security systems shall use an automated delivery function to the maximum extent possible to push anti-virus software signature updates to the desktops and provide the results to Information Technology Services Office NMC/SMC management for analysis.  Security systems administration shall include the following:
C.5.10.4.1  The contractor shall monitor DHS systems for intrusion activity, and be prepared to take appropriate steps to mitigate any suspected intrusion while maintaining the availability of the system for all authorized users.  

C.5.10.4.2  The contractor shall conduct computer forensics, law enforcement evidence collection and preservation efforts in support of the system. 

C.5.10.4.3  The contractor shall conduct assessments quarterly (or as directed) at all major nodes, such as gateways and regional centers where data is stored and report the results of such findings to the COTR. 

C.5.10.4.4  The contractor shall perform anti-virus scans of the entire DHS networks in accordance with the proscribed procedures in DHS Approved Maintenance Downtime as described in Section C.5.6.4.

C.5.10.5  Security Change Management

The contractor shall centrally manage and control the implementation of corrective patches and service packs. 

C.5.10.5.1  For all new installations, system upgrades or routine maintenance, the contractor shall complete all requested administrative requirements and testing prior to submission to CCB for approval. 

C.5.10.5.2  The contractor shall assess DHS directed security patches or service packs before implementation to verify the need to implement and the impact upon the system.  

C.5.10.5.3  The contractor, in coordination with DHS, shall determine the schedule for deploying Information Assurance and Vulnerability Alerts (IAVAs), patches, and service packs. 

C.5.10.5.4  The contractor shall provide monthly reports to the appropriate COTR on the success of the patch/service pack deployment, and any issues preventing completion.  (CDRL C.5.10-4, Patch/Service Pack Deployment Report)

C.5.10.6  Security Log Access, Retention and Review

C.5.10.6.1  In accordance with applicable DHS directives, the contractor shall maintain all security logs for the required retention period.  Access to these logs shall be restricted to ISSM approved personnel.  

C.5.10.6.2  The contractor shall record all accesses to these logs, including an audit history of reads, changes, and deletions.  

C.5.10.6.3  The contractor shall protect logs under these restrictions to include all security logs (PEP, IDS, anti-virus), as well as domain controller, and all management systems as directed by the ISSM/ISSO. 

C.5.10.6.4  The contractor shall perform reviews and provide monthly reports (or as directed) on all system logs.  (CDRL C.5.10-5, System Log Security Review Report)

C.5.10.7  System Security Administrators

The contractor shall provide all System Security Administrators (SSA).  Each SSA is an extension of the SMC in providing security oversight, monitoring, and reporting for DHS and is the principal POC for all security issues and support of Government ISSMs and ISSOs.

C.5.10.8  Data Spills and Response

The contractor shall employ guards and gateways to monitor, prevent, detect, respond, report and correct the unauthorized release of Secret or TS/SCI data.
C.5.10.9  Incident Response

The contractor shall create and maintain the capability to respond rapidly to any network event that could affect the Information Assurance /Information Protection posture of DHS.  The contractor shall create and maintain SOPs and checklists to cover events such as network intrusions, data spills, introduction of malicious software, Denial of Service (DoS) incidents, inappropriate network use, etc.  The contractor shall base these SOPs and checklists upon existing DHS directives and guidance.

C.5.10.9.1  The contractor shall maintain a trained Computer Security Incident Response Team (CSIRT), which may include systems administrators and other personnel.  The contractor shall develop policy and processes related to the establishment and generation of the CSIRT.  The CSIRT shall maintain a digital forensics capability that establishes and maintains an evidentiary chain of custody.  

C.5.10.9.2  The contractor shall utilize all available audit logs to support forensics activities, and shall develop SOPs for the conduct of forensics investigations that shall be submitted to the COTR for approval.  (CDRL C.5.10-6, Forensic Investigation SOPs)

C.5.10.9.3  The contractor shall follow established reporting procedures when providing initial notification to the SSAs, Security Manager, ISSO, and Information System Security Manager (ISSM) of any network event or incident.

C.5.10.9.4  The contractor shall provide Event and Incident Reports to the Government as directed in the DOD-Dir.8500 Series Computer Network Defense (CND).  (CDRL C.5.10-7, Event and Incident Reports)  The Continuity of Operations Plan shall detail non-IT incident response, as identified in HSPD-5 and the DHS Initial National Response Plan.
C.5.10.10  Information Condition (INFOCON) Management 

In response to potential threats to the DHS (and U.S. infrastructure assets in general), the Secretary of the DHS (SECDHS) may direct the elevation of the protection levels of the network and IT assets through the implementation of INFOCON levels.  The INFOCON level is determined based upon an assessment of risk to the DHS networks.  When directed by DHS, the Designated Accrediting Authority (DAA) will approve specific measures of protection for the networks.
C.5.10.10.1  The contractor shall implement INFOCON conditions within the DHS, and will track the attainment of the directed INFOCON level across the networks. 

C.5.10.10.2  The contractor shall assist in the coordination of DHS INFOCON levels and that of external entities such as DOD as directed by the COTR.
C.5.10.10.3  The contractor shall develop, submit to the COTR for approval and follow SOPs and checklists to track the changes in INFOCON level and the attainment of the directed INFOCON.  (CDRL C.5.10-8, INFOCON Level SOPs and Checklists)

C.5.10.10.4  The Information Technology Services Office SMC shall create SOPs based upon DHS policies to support the DHS Computer Network Defense Continuity of Operations Plan.
C.5.11  Communications Security (COMSEC) Management 

C.5.11.1  COMSEC Security

C.5.11.1.1  The contractor shall provide on-site 7X24X365 (366 for leap years) COMSEC Support for services such as installation maintenance and administration of messaging systems (e.g., DMS, AMHS, receipt, transmission and/or distribution of all forms of communication media such as: faxes, messages, correspondence, etc).
C.5.11.1.2  The contractor shall operate encryption systems to support secure voice and video systems as required and assist Government personnel with receipt, inventory control, deployment, and securing of encryption systems.  The contractor shall assist users in the operations of secure facsimile systems, and perform user level maintenance.

C.5.11.1.3  The contractor shall receive, distribute, inventory and administrator COMSEC account material.

C.5.11.1.4  The contractor shall perform COMSEC technical tasks such as maintaining and updating messaging systems, installation and maintenance of all cryptographic equipment (e.g., TACLANE, FASTLANE, and KIV-7).

C.5.11.1.5  The contractor shall provide a COMSEC Plan to address implementation and operational details in accordance with DHS and NSA policies and procedures and provide to the COTR. (CDRL C.5.11-1, COMSEC Plan)

C.5.11.1.6  The contractor shall establish and manage a COMSEC account in accordance with DHS guidelines and procedures.  

C.5.11.1.7  The contractor shall manage, update and maintain the Information Technology Services Office SMC COMSEC account and COMSEC controlled items (CCI) and all keying material.
C.5.12  Other Communications Operations 

C.5.12.1  Emergency Notification System

The contractor shall program and operate Emergency Notification System (Communicator) and: 

C.5.12.1.1  The contractor shall provide user training as required.
C.5.12.1.2  The contractor shall interface and coordinate with the vendor for maintenance and software upgrades.

C.5.12.1.3  The contractor shall provide data entry and system backup as required.
C.5.12.2  Executive Telecommunications Support

The contractor shall provide contiguous hours 24x7x365 secure and non-secure IT and communications services and support for the Secretary of the Department of Homeland Security (DHS), the Deputy Secretary and other designated DHS executive staff while they are traveling outside of the National Capital Area (NCA).
C.5.12.2.1  The contractor shall provide daily operations support for fixed and mobile IT/Telecom equipment such as the following tasks:
Manage and control inventory 
Operate, test, troubleshoot, and maintain equipment

Operate and ensure capability of mobile IT/Telecom vehicle 
Maintain proficiency on existing and future IT/Telecom systems

Assist in design, development, analysis, integration, and evaluation of IT/Telecom systems

Plan and perform preventive maintenance inspections on IT/Telecom equipment that is installed at the ETS NAC facility, installed in secure mobile vehicle platforms, and used while traveling 

Perform equipment lifecycle management
Perform COMSEC and project management support
Synthesize customer needs with commercially available IT products into requirements that will allow the implementation of engineered IT/Telecom systems and processes
Provide operational assistance to DHS Senior Executives and staff
C.5.12.2.2  The contractor shall provide travel operations support such as:

Coordinate with DHS staff advance arrival personnel at the travel sites
Transport IT/Telecommunications equipment to and from travel sites
Conduct site survey(s) for installation of travel systems

Install and remove IT/Telecom equipment from trip site
Provide point-to-point telecom support to travel teams
Coordinate their own travel logistics arrangements 
C.5.13  Training 

The contractor shall provide professional, technical and end-user training. The contractor shall provide the training support for DHS IT operations to include user applications and network access, system administration, and security.  The contractor shall develop training plans for DHS personnel, system users, and contractor personnel.  The training plans shall be submitted to the COTR for approval prior to implementation. (CDRL C.5.13-1, Training Plan)  The contractor shall maintain an electronic record of all training courses conducted and who attended.
C.5.13.1  System Administrator Training

The contractor shall provide appropriate training, training materials, and help desk support for the applications provided for DHS.  The contractor shall work with the Government to develop a Training Plan that addresses the delivery of training to supervisors, and system administrators.  The plan shall be in conformance with the SOPs and SLAs. 

C.5.13.1.1  The contractor shall provide the training curriculum and training materials for DHS applications and desktops.  The training materials shall be suitable for both users and system administrators, and adopted from existing training materials for legacy applications integrated into DHS service.
C.5.13.1.2  The contractor shall provide the delivery of the user training through a “train-the-trainer” approach to the maximum extent possible.  The contractor shall provide training directly to the users at either contractor facilities or Government facilities.  

C.5.13.1.2.1  The contractor shall provide DHS training through training delivery methods such as the following:

· Direct delivery of the training to user and system administrators at DHS facilities or other locations as directed by the Government 

· Direct delivery of special user training to personnel who will then act as trainers in the field 

· Delivery of training to user through computer-based training (CBT) or other distance learning techniques that the contractor has found effective 

C.5.13.1.3  The contractor shall provide documentation and manuals for COTS products that have them. 

C.5.13.2  Security Training

The contractor shall develop, document, and administer a Security Training Plan and Curriculum providing annual required security awareness and operational security refresher training.  Delivered training elements shall comply with DHS and other relevant external agency directives and policies for enforcement of Government security provisions.  The appropriate COTR will review and approve the training curriculum prior to implementation.  Implementation of the training may be either through instructed sessions or via computer-based self-paced training.  The contractor may elect to provide this training in incremental elements depending upon component usage, and the training may be delivered via computer-based training, help files or instructed sessions following Government approval.
C.5.13.2.1  The contractor shall provide training to users and operators to facilitate the usage of security components within the network and on the desktop.

C.5.13.3  End-User Training

The contractor shall develop, document, and conduct end-user training on all COTS, GOTS, and unique software.  The appropriate COTR will review and approve the training curriculum prior to implementation.  Implementation of the training may be either through instructed sessions or via computer-based self-paced training.  The contractor may elect to provide this training in incremental elements depending upon component usage, and may be delivered via computer-based training, help files or instructed sessions following Government approval.
C.5.14  Wireless Management

The contractor shall provide services to the Wireless Management Office (WMO) to develop Wireless Communications Architecture (WCA) and Enterprise Architecture Governance.  The contractor shall also provide Support Systems Engineering, support to Working Groups, Frequency Management and Spectrum Planning.

The contractor shall provide support to the WMO in the following manner:
· Work as an integrated member of the WMO team, and in close coordination and cooperation with the representatives of the DHS components, members of the Wireless Working Group (WWG), Enterprise Architecture (EA), and other DHS participants designated by the WMO or the WWG

· Maintain a strategic mission focus on the overarching strategic priorities of the WMO as they work to meet the needs and obligations of DHS’ WCA and EA programs

· Perform specific actions and produce results that meet the goals of the WMO as coordinated and evaluated by the members of the WMO, WWG, EA, and the DHS CIO

C.5.14.1  Wireless Communication Architecture Development
C.5.14.1.1  The contractor shall enhance the pilot architecture and concept of operations that support deployable wireless communications, for use in the event of a disaster, terrorist attack, or other crisis, and can be tested against past events (e.g., Hurricane Katrina, Los Angeles earthquakes, 9/11).
C.5.14.1.2  The contractor shall integrate and reflect the relevant aspects of the following programs, where applicable and relevant:  IWN, SAFECOM, Rescue 21, Command 2010, Deepwater, NAIS, FNARS, CBP Modernization, SBI.net, HSARPA, 25 Cities, Gulf Coast, and others as appropriate. 
C.5.14.1.3  The contractor shall integrate critical interoperability standards into the Wireless Communications Enterprise Architecture Technical Reference Model (TRM) spanning all DHS wireless programs and infrastructure.

C.5.14.1.4  The contractor shall identify infrastructure and assets that can be leveraged in support of the overall WCA, and realize synergies from shared resources during all phases of the system lifecycle.

C.5.14.2  Systems Engineering Support

The contractor shall support Systems Engineering initiatives along with the affiliated work products through the following tasks:
C.5.14.2.1  Ensure tactical communications investment meet common and unique mission needs.
C.5.14.2.2  Improve interoperability while facilitating long-term investment goals.
C.5.14.2.3  Develop models of existing and desired future frameworks.
C.5.14.2.4  Provide analysis, decision support, risk mitigation and system engineering processes for migrating to the desired future framework.
C.5.14.2.5  Develop a Systems Engineering (SE) framework for the WMO, its Programs and Projects.  The initial framework shall be created and submitted to the COTR within 40 business days of Task Order start and update as changes occur.  (CDRL C.5.14-1 Wireless Systems Engineering Framework)
C.5.14.2.6  Define and maintain Systems Engineering Gold Standards and best practices for all aspects of wireless and general communications systems engineering and the associated software-based or other tools.
C.5.14.2.7  Employ, maintain, improve and verify practices against Systems Engineering Gold Standards upon Government approval of the standards.

C.5.14.2.8  Develop the definition and specification of Systems Engineering documents such as the Systems Engineering Management Plan (SEMP), Concept of Operations (CONOPS), Functional Baseline, System Specifications, System Development Specifications, and other applicable requirement documents to maintain Requirements traceability.  (CDRL 5.14-2, Wireless SEMP, Wireless CONOPS, Functional Baseline, System Specifications, System Development Specifications)
C.5.14.2.9  Write statements of work and specifications for the development, deployment and maintenance of the IWN program and other DHS programs.

C.5.14.2.10  Evaluate technical performance, develop verification strategies and perform Independent Verification & Validation, review/critique of deliverables of other contractors.
C.5.14.2.11  Employ WMO’s existing Metis (brand) toolset and the WCA Framework to create architecture based on the DoDAF to capture WMO program and project objectives, CONOPS, and requirements.
C.5.14.2.12  Provide technical direction and administrative support for the development of interoperability standards, such as the Wireless Inter-System Interface (WISI), Software Defined Radio (SWR), and other standards in support of DHS wireless interoperability objectives.

C.5.14.2.13  Provide a full range of on-site engineering, technical, acquisition, and logistics support to ensure that fully integrated multimedia (e.g., voice, data, video) cable and wireless based tactical and strategic command, control, sensor, communication, security, and surveillance systems are properly developed, fielded by, and effectively operated in support of the DHS.

C.5.14.2.14  Design, implement, and support private and public alerting systems, including AM, FM, TV, and satellite system broadcast capabilities and the appropriate subscriber devices.

C.5.14.3  Working Group Support

C.5.14.3.1.1  The contractor shall support the Wireless Working Group, Project 25, Project 34, Push-to-Talk on Cellular (POC), Standards Working Sessions, RFID summit meetings, and various conferences through meeting attendance, providing subject matter expertise, providing documents, developing materials for presentation and performing follow-up actions.

C.5.14.4  Enterprise Architecture Governance Support

The contractor shall support the DHS WMO to ensure that the wireless investments and other wireless projects brought before the EACOE comply with WMO’s policies and strategic direction.
C.5.14.5  Frequency Management Support

The contractor shall perform frequency management functions as follows

C.5.14.5.1  Assist with the daily selection, coordination, and processing of all radio frequency authorizations in support of DHS components.  The selected frequencies shall be selected from the frequencies in the Government Master File. 
C.5.14.5.2  Develop frequency plans that meet new communications requirements and improve methodologies for interoperability among the DHS components and key federal, state, and local partners.
C.5.14.5.3  Perform detailed frequency planning for DHS’ migration to new wireless systems, utilizing 12.5 kHz channel bandwidth in accordance with the NTIA Manual of Regulations and Procedures for Federal Radio Frequency Management.
C.5.14.5.4  Ensure that systems will neither cause nor receive harmful interference to or from other authorized users when placed in their intended operational environments.

C.5.14.5.5  Ensure accuracy of all frequency assignments by conducing “five-year-reviews” of records for all locations with installed narrowband equipment.
C.5.14.6  Spectrum Planning

The contractor shall support Spectrum Planning as follows:

C.5.14.6.1  Develop channel plans for implementations of DHS wireless systems, including DHS OneNet-Wireless, which feeds into a nationwide channel plan.
C.5.14.6.2  Review current frequency plans and those under development to support the implementations of DHS OneNet-Wireless.
C.5.14.6.3  Develop recommended frequency changes to eliminate technical incompatibilities, improve interoperability, and reduce and/or minimize harmful interference.
C.5.14.6.4  Refine the nationwide channel plan with the support of the WWG Spectrum Management Working Group (SMWG) to include identifying frequencies and developing a logical structure for nationwide channels (e.g., component specific channels, DHS common channels, interoperability channels).
C.5.14.6.5  Develop a nationwide strategy to define optimal geographic spacing for frequency reuse zones; identify the number of frequencies needed for a successful regional/zone system design, use temporary transition frequencies (if required), and use permanent narrowband frequencies of the new wireless systems.
C.5.14.6.6  Prepare equipment and system certification documentation as required.
C.5.14.6.7  Coordinate new, proposed frequencies within DHS and with other federal departments and government agencies.
C.5.14.6.8  Prepare spectrum Planning analyses and documentation as directed.
C.5.15  IT Continuity Management

The contractor shall perform continuity management actions affecting the Information Technology Service Office and all of its functions including the Network Management Center, Security Management Center, Front Office, Enterprise Business Management Office, Infrastructure Information Systems Security Manager (ISSM), Mission Critical Infrastructure Operations (MCIO), Enterprise Application Delivery and Operations, IT Continuity Management, Business Office Operations, Infrastructure Transformation Office, Wireless Management Office, and all network and telecommunications components.  The contractor shall also provide continuity management and redundancy capability of the Help Desk.
These programs/offices have 46 recoverable essential functions (EFs) with alternate site operations occurring at two sites as a minimum.  The sites are provided by DHS. EFs concern DHS, state/local Governments, law enforcement, and other executive branch directorates, and agencies.  The DHS Continuity Planning framework is provided at TE C.5.15-001.
The contractor shall provide IT integration capability for all departmental, intergovernmental, and non-governmental organizations (NGO) applications used on the LANs.
C.5.15.1  Continuity Assessment

C.5.15.1.1  The contractor shall perform an initial baseline analysis of existing IT continuity plans and programs.  (CDRL C.5.15-1, Business Continuity Initial Assessment)

C.5.15.1.2  After completing the baseline analysis, and its approval by the COTR, the contractor shall evaluate the baseline against the Business Continuity Framework to determine operational gaps.  The contractor shall document the findings of the gap analysis and submit the findings to the COTR within 60 business days of the baseline analysis approval by the COTR. (CDRL C.5.15-2, Business Continuity Framework Gap Analysis)

C.5.15.2  Continuity Planning

C.5.15.2.1  The contractor shall facilitate strategic planning with programs and offices annually, or as directed by the COTR.  The outcome of the strategic planning is the Multi-Year Strategic Program Management Plan containing continuity planning goals and objectives to include performance measures for the period.  (CDRL C.5.15-3, Multi-Year Strategic Program Management Plan)

C.5.15.2.2  The contractor shall update and maintain annually, or as directed by the COTR, the CIO COOP Implementation Plan.  The contractor shall provide the document to the COTR for approval.  (CDRL C.5.15-4, CIO COOP Implementation Plan)
C.5.15.2.3  The contractor shall develop, maintain, update and implement the Incident Response and Management Plan, containing management activist and emergency response and escalation procedures.  The contractor shall update the plan annually or as directed by the COTR, based on threat/exposure/business continuity strategy. (CDRL C.5.15-5, Incident Response and Management Plan)

C.5.15.2.4  The contractor shall develop, maintain, update and implement the CIO Operational Recovery Plan and IT Disaster Recovery/Business Continuity Plans, at least annually for offices/programs.  (CDRL C.5.15-6, CIO Operational Recovery Plan and IT Disaster Recovery/Business Continuity Plan)

C.5.15.3  Continuity Reviews and Coordination

C.5.15.3.1   The contractor shall participate in Enterprise Architecture Center of Excellence (EACOE) reviews, Enterprise Change Control Board (ECCB) reviews, and other compliance activities to identify the impact of these bodies’ decisions and actions on IT continuity planning and advise these bodies’ on continuity planning considerations.  The contractor shall document the reviews continuity planning impacts and provide comments in accordance with the guidelines provided by the appropriate board.
C.5.15.3.2  The contractor shall schedule, plan and conduct a bi-weekly meeting of designated stake holders to discuss and coordinate requirements for the development and maintenance of the Disaster Recovery and IT Contingency Plan and coordinate the plans and activities for conducting COOP Exercises.  The meeting participants shall also coordinate the actions taken to address findings resulting from COOP exercises.  The contractor shall provide meeting minutes to the COTR within three business days of the meeting. (CDRL C.5.15-7, Plans and Exercises Coordination Meeting Minutes)

C.5.15.4  Continuity Program Administration

C.5.15.4.1  The contractor shall develop, maintain, update and implement IT continuity policy, guidance, methodologies and tools.  Updates shall occur at least annually, in response to Homeland Security Presidential Directives (HSPDs), or as directed by the COTR.  (CDRL C.5.15-8, Continuity Policy, Guidance, Methodologies and Tools)

C.5.15.4.2  The contractor shall update and maintain, at the direction of the COTR, the list of CIO essential functions and critical IT/telecommunication networks, systems, facilities, and critical positions.  (CDRL C. 5.15-9, Essential Functions, Critical IT/Telecommunication Networks, Systems, Facilities, and Critical Positions List)
C.5.15.4.3  The contractor shall annually, or when significant changes occur to the essential function(s) or DHS IT infrastructure perform a continuity management review. Changes shall result in a threat and vulnerability exposure, Risk Assessment, Interdependency Analysis, Business Impact Analysis.  The contractor shall ensure re-use of existing information when performing the aforementioned tasks.  The contractor shall prepare a report and executive briefing identifying risk to the CIO.  (CDRL C.5.15-10, Continuity Management Review)

C.5.15.4.4  The contractor shall conduct a review of the CIO COOP Implementation program, Operational Recovery/IT Contingency Plans, observe related tests, and provide feedback on program compliance in accordance with all applicable executive orders, presidential directives, other federal and DHS laws, federal orders management policies, handbooks, guidelines, processes, and procedures,  as directed by the COTR.

C.5.15.4.5  The contractor shall develop executive briefings as directed by COTR. (CDRL C.5.15-11, Business Continuity Executive Briefings)

C.5.15.5  Testing and Exercises

C.5.15.5.1  The contractor shall develop test plans and provide training on the test/exercise plans annually or as directed by COTR. (CDRL C.5.15-12, Test/Exercise Plans)

C.5.15.5.2  The contractor shall participate in test/exercises and the after-action test/exercise reviews and document issues in an After Action Report. (CDRL C.5.15-13, Test/Exercise After Action Report)

C.5.15.6  Electronic Records

C.5.15.6.1  The contractor shall develop, maintain, update and implement the electronic vital records program to ensure critical records from all three networks are stored off premise.  Records range from paper-based documents to the latest electronic-storage media.
C.5.15.6.2  The off-site storage location(s) shall be located at least 50 miles from the production site, outside of the impact area of the production site, and inside the continental U.S.

C.5.15.6.3  The frequency of records back-up is dependent on the record type and COTR direction.

C.5.15.6.4  The retrievable and fully operational time frames shall fulfill the performance requirements for critical and non-critical systems as identified in Table 1 of the Task Order, Continuity of Government Condition (COGCON) level activation/reconstitution timeframes, or as designated by the COTR.
C.5.15.6.5  The contractor shall test and ensure the records are retrievable and usable at least quarterly.  The contractor shall provide a test report to the COTR within five business days of completing the test.  (CDRL C.5.15-14, Electronic Vital Records Program Test Report. 
C.6  APPLICABLE LAWS, PUBLICATIONS, AND FORMS
C.6.1  General Information

C.6.1.1  Applicable Publications and Forms

C.6.1.1.1  Most Government publications listed are available electronically and the Government will provide the non-electronic versions at the start of the Task Order.  The contractor shall maintain a copy of all required publications listed in this Section and Technical Exhibits in accordance with Section C.1.  The contractor shall post supplements or amendments to listed publications from any organizational level issued during the life of the Task Order as required.

C.6.1.1.2  The contractor shall establish continuing publication requirements with the DHS publication distribution office.  The contractor shall have customer accounts for all publications listed in this Task Order.

C.6.1.1.3  The contractor shall immediately implement changes to publications that result in a decrease or no change to the Task Order price.  Prior to implementing any revision, supplement, or amendment that may result in an increase in Task Order price, the contractor shall submit a price proposal to the COTR and obtain approval.  The contractor shall submit said price proposal within 20 business days from the date the contractor receives notice of the revision, supplement, or amendment-giving rise to the increase in cost of performance. Failure of the contractor to submit a price proposal within 20 business days from the date of receipt of any change shall entitle the Government to require performance in accordance with such change at no increase in Task Order price.

C.6.1.1.4  The contractor shall ensure that all publications are posted and up-to-date.  Upon completion of the Task Order, the contractor shall return to the Government all issued publications.

C.6.1.2  Publication Conflict Resolution

C.6.1.2.1   If there is a conflict between Section C and the cited references, Section C shall control.

C.6.1.2.2  Any task set forth in any such reference which will call for the exercise of discretionary Government authority that cannot be delegated, will be subject to the final approval of the Government official having such authority.

C.6.1.2.3  All publications and forms will be current issue.  The contractor shall use existing stocks of forms until depleted.

C.6.1.2.4  The publications and documents listed in this Section are current with dates as of the writing of this Task Order, not necessarily date of Task Order award. The Government will not modify this section of the Task Order during the tenure of the Task Order unless a Contract Price change is required based upon a new documentary requirement.

C.6.2  Federal Publications

C.6.2.1  Federal Regulation and Guidelines

All supplies and services provided under this Task Order shall conform to the applicable Federal Information Processing Standards Publications (FIPS PUBS) as specified on Web site http://www.itl.nist.gov/fipspubs/.  The contractor shall also comply with Electronic and Information Technology Standards as specified on Web site http://www.section508.gov/index.cfm?FuseAction=Content&ID=3
Government Paperwork Elimination Act (GPEA) http://www.whitehouse.gov/omb/fedreg/gpea2.html
Federal Acquisition Regulation

Records management guidance for agencies implementing electronic signature technologies http://www.nara.gov/records/policy/gpea.html 

Electronic Signatures in Global and National Commerce Act (ESIGN) http://www.whitehouse.gov/omb/memoranda/m00-15.html 

OMB Circular A130 http://www.whitehouse.gov/OMB/circulars/a130/a130.html
C.6.3  Other Publications

C.6.3.1  U.S. Congress-Public Law (PL) and United States Code (U.S.C.) 

PL 107-347 Section III, Federal Information Security Management Act (FISMA) of 2002, 2002

PL 107-305, Cyber Security Research and Development Act of 2002

PL 96-456, Classified Information Procedures Act of 1980

5 U.S.C. 552, Freedom of Information Act; Public Information; Agency Rules, Opinions, Orders, Records, and Proceedings, 1967

5 U.S.C. 552a, Privacy Act; Records Maintained on Individuals, 1974

18 U.S.C. 1029, Fraud and Related Activity in Connection with Access Devices

18 U.S.C. 1030, Fraud and Related Activity in Connection with Computers

40 U.S.C. 1401 et seq., P.L. 104-106, Clinger Cohen Act of 1996 (Information Technology and Management Reform Act of 1996)

44 U.S.C. 3534, Federal Agency Responsibilities

44 U.S.C. 3535, Annual Independent Evaluation

44 U.S.C. 3537, Authorization of Appropriations

44 U.S.C. 3541, P.L. 107-296, Federal Information Security Management Act of 2002 (FISMA)

44 U.S.C. 3546, Federal Information Security Incident Center

C.6.3.2  Executive Orders–Office of Management and Budget (OMB), Homeland Security Presidential Directive (HSPD) and Presidential Decision Directive

HSPD-7, Critical Infrastructure Identification, Prioritization, and Protection, 2004
HSPD-20 National Continuity Policy, 2007

OMB Policy Memorandum M-07-11, Implementation of Commonly Accepted Security Configurations for Windows Operating Systems.

OMB Memorandum M-07-18, Ensuring New Acquisitions Include Common Security Configurations
OMB Circular A-130, Appendix III, Security of Federal Automated Information Systems, 2000
C.6.3.3  DHS Management Directive (MD)

The DHS Interactive web site contains the DHS MDs
DHS MD 0000 Organization of the Office of the Secretary of Homeland Security

DHS MD 0002 Operational Integration Staff

DHS MD 0003 Acquisition Line of Business Integration and Management

DHS MD 0004 Administrative Service Line of Business Integration and Management

DHS MD 0005 Financial Management Line of Business Integration and Management

DHS MD 0006 Human Capital Line of Business Integration and Management

DHS MD 0007.1 Information Technology Integration and Management
DHS MD 0475 Information Collection Program

DHS MD 0480.1 Ethics/Standards of Conduct

DHS MD 0490.1 Federal Register Notices and Rules

DHS MD 0550.1 Record Management

DHS MD 0560 Real Property Management Program 

DHS MD FORM 560-1 (3/05): Custody Receipt for Personal Property/ Property Pass

DHS MD FORM 560-3 (3/05): Property Transfer Receipt

DHS MD 0565 Personal Property Management Directive 
DHS MD 0590 Mail Management Program

DHS MD 0720.1 Small Business Acquisition Program

DHS MD 0731 Strategically Sourced Commodities Policy and Procedures

DHS MD 0760.1 Purchase Card Program

DHS MD 0780 Contracting Officer’s Technical Representative (COTR) Certification, Appointment & Responsibilities

DHS MD 0782 Acquisition Certification Requirement for Program Managers
DHS MD 0783 Ordering Official Certification

DHS MD 0784 Acquisition Oversight Program

DHS MD 1120 Capitalization and Inventory of Personal Property

DHS MD 1130.1 Electronic Funds Transfer for Disbursements, Collections and Deposits

DHS MD 1190.1 Billings and Collections

DHS MD 1210.1 Vendor Maintenance 
DHS MD 1330 Planning, Programming, Budgeting and Execution
DHS MD 1400 Investment Review Process
· Enclosure 1: Definitions

· Enclosure 2: Guiding Principles

· Enclosure 3: Exhibit 300 Light

· Enclosure 4: Request for MRC Review

· Enclosure 5: IT Investment Review

· Enclosure 6: Business Case Scoring Template

· Enclosure 7: Phases and Business Case Elements
DHS MD 1510.1 Travel for Official Government Business

DHS MD 1560.2 Payment for Official Travel Expenses by Non-Federal Sources

DHS MD 3120.2 Employment of Non-Citizens

DHS MD 4010.2 Section 508 Program Management Office & Electronic and Information Technology Accessibility
· Appendix A: Software Applications and Operating Systems

· Appendix B: Web-Based Intranet and Internet Information and Applications

· Appendix C: Telecommunications Products

· Appendix D: Video and Multimedia Products

· Appendix E: Self Contained, Closed Products

· Appendix F: Desktop and Portable Computers

· Appendix G: Functional Performance Criteria

· Appendix H: Information, Documentation and Support
DHS MD 4030 Geospatial Management Office 
DHS MD 4100.1 Wireless Management Office 
DHS MD 4200.1 IT Capital Planning and Investment Control (CPIC) and Portfolio Management

· Attachment 1: Guide to Information Technology Capital Planning and Investment Control

DHS MD 4300.1 Information Technology Systems Security

DHS MD 4400.1 DHS Web (Internet, Intranet, and Extranet Information) and Information Systems

DHS MD 4500.1 DHS E-Mail Usage 
DHS MD 4510 Domain Names 
DHS MD 4600.1 Personal Use of Government Office Equipment

DHS MD 4700.1 Personal Communications Device Distribution 
DHS MD 4800 Telecommunications Operations
· Attachment A: Frequently Asked Questions (FAQs)

· Attachment B: Nomination and Designation of Designated Agency Representative (DAR) for Telecommunications Services

· Attachment C: Designated Agency Representative (DAR) for Telecommunications Services Function Requirements
DHS MD 4900 Individual Use and Operation of DHS Information Systems/ Computers

· Attachment A: Information Systems/Computer Access Agreement
· Attachment B: Logon Screen

DHS MD 5110.1 Environmental Compliance Program

DHS MD 5120.1 Environmental Management Program

DHS MD 5200.1 Occupational Safety and Health Programs

DHS MD 8200.1 Information Quality

DHS MD 9300.1 Continuity of Operations Programs and Continuity of Government Functions

DHS MD 11000 Office of Security

DHS MD 11005 Suspending Access to DHS Facilities, Sensitive Information, and IT Systems

DHS MD 11020.1 Issuance of Access Control Media 
DHS MD 11021 Portable Electronic Devices in SCI Facilities
DHS MD 11030.1 Physical Protection of Facilities and Real Property
DHS MD 11041 Protection of Classified National Security Information Program Management

DHS MD 11042.1 Safeguarding Sensitive But Unclassified (For Official Use Only) Information 
DHS MD 11043 Sensitive Compartmented Information Program Management 
DHS MD 11044 Protection of Classified National Security Information Classification Management 
DHS MD 11045 Protection of Classified National Security Information: Accountability, Control, and Storage 
DHS MD 11046 Open Storage Area Standards for Collateral Classified Information

DHS MD 11047 Protection of Classified National Security Information Transmission & Transportation 
DHS MD 11048 Suspension, Denial, and Revocation of Access to Classified Information

DHS MD 11049 Protection of Classified National Security Information: Security Violations and Infractions 
DHS MD 11050.2 Personnel Security and Suitability Program
DHS MD 11051 Department of Homeland Security SCIF Escort Procedures

DHS MD 11052 Internal Security Program

DHS MD 11053 Security Education, Training, and Awareness Program Directive

DHS MD 11056.1 Sensitive Security Information (SSI)

DHS MD 11060.1 Operations Security Program

DHS MD 11080 Security Line of Business Integration and Management
C.6.3.4  DHS Regulations

Homeland Security Acquisition Regulation 305.242-71
C.6.3.5  DHS Guides

DHS SCG OS-001 (IT), Security Classification Guide – Homeland Security Data Network, February 2004 

DHS SCG OS-002 (IT), Security Classification Guide – National Security IT Systems Certification and Accreditation, March 2004
C.6.3.6  National Institute of Standards and Technology (NIST), Special Publications
The web site www.nist.gov contains the NIST publications
800-18, Guide for Developing Security Plans for Information Technology Systems, 1998

800-23, Guideline to Federal Organizations on Security Assurance and Acquisition/Use of Tested/Evaluated Products, 2000
800-26, Revised NIST SP 800-26 System Questionnaire with NIST SP 800-53 References and Associated Security Control Mappings, 2005
800-27, Engineering Principles for Information Technology Security (A Baseline for Achieving Security), Revision A, 2004

800-30, Risk Management Guide for Information Technology Systems, 2002
800-31, Intrusion Detection Systems (IDS), 2001

800-34, Contingency Planning Guide for Information Technology Systems, 2002
800-35, Guide to Information Technology Security Services, 2003

800-36, Guide to Selecting Information Security Products, 2003

800-37, Guide for the Security Certification and Accreditation of Federal Information Systems, 2004
800-40, Procedures for Handling Security Patches, 2002
800-41, Guidelines on PEPs and PEP Policy, 2002
800-42, Guideline on Network Security Testing, 2003

800-45, Guidelines on Electronic Mail Security, 2002

800-47, Guide for Interconnecting Information Technology Systems, 2002

800-50, Building an Information Technology Security Awareness and Training Program, 2003

800-51, Use of the Common Vulnerabilities and Exposures (CVE) Vulnerability Naming Scheme, 2002

800-53, Recommended Security Controls for Federal Information Systems, 2005

800-55 , Security Metrics Guide for Information Technology Systems, 2003

800-59, Guideline for Identifying an Information System as a National Security System, 2003

800-60, Guide for Mapping Types of Information and Information Systems to Security Categories, 2004

800-61, Computer Security Incident Handling Guide, 2004

800-64, Security Considerations in the Information System Development Life Cycle, 2004

800-65, Integrating Security into the Capital Planning and Investment Control Process, 2005

800-68, Draft NIST Special Publication 800-68, Guidance for Securing Microsoft Windows XP Systems for IT Professionals: A NIST Security Configuration Checklist, 2004

800-70, The NIST Security Configuration Checklists Program

C.6.3.7  Federal Information Processing Standards Publications (FIPS PUBS)

The web site http://www.itl.nist.gov/fipspubs/ contains FIPS publications.

FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, 2003 

C.6.4  Forms

DHS will provide electronically a comprehensive list of all forms upon Task Order award.  DHS will provide a URL address to access the DHS website for forms.

C.7  TECHNICAL EXHIBITS

Technical Exhibit Title Numbering System:

A Technical Exhibit (TE) is titled in relation to the Section from which it is first referenced and its order among TEs in that Section.  For example, Section 3.1 has three Technical Exhibits titled TE C.3.1.-001, TE C.3.1-002, and TE C.3.1.-003.

TE Page Numbering System:
Since Section C.7 provides all Technical Exhibits except those maintained on the DHS Interactive website, all TEs are page numbered in relation to their TE title.  For example, page one of TE C.5.2.-001 is shown as page number TE C.5.2.-001-01 to indicate that it is the first page of TE C.5.2.-001 from Task Order Section 5.2.

List of Technical Exhibits:

	TE
	Description
	Task Order Paragraph

	C.1.2-001
	DHS Organization Chart
	C.1.2

	C.1.2-002
	Locations Supported Summary (Sensitive But Unclassified)
	C.1.2, C.5.6.1

	C.1.2-003
	DHS OCIO Organization Chart
	C.1.2

	C.1.3-002
	Seats by Fiscal Year (FY) for LAN –  A
	C.1.3.1.1. C.5

	C.1.3-002
	Seats by Fiscal Year (FY) for LAN – HSDN
	C.1.3.1.1, C.5

	C.1.3-002
	Seats by Fiscal Year (FY) for LAN – C
	C.1.3.1.1, C.5

	C.1.6-001
	Performance Requirements Summary
	C.1.6.1, C.1.6.1.2, C.1.9.1.1

	C.1.6-002
	Plans developed, maintained, and updated by Contractor
	C.1.6.2.4

	C.1.7-001
	Key Personnel Positions and Descriptions
	C.1.7.1.2

	C.1.12-001
	Current Contracts Period of Performance 
	C.1.12.1.1

	C.1.12.002
	Projects
	C.1.12.1.1

	C.3.1-001
	Government Furnished Equipment
Product Guide of IT Equipment & Software
	C.3.1.4.1, C.5, C.5.1, C.5.6.1

	C.3.1-002
	Government Furnished Equipment
Software
	C.3.1.4.1

	C.3.1-003
	Government Furnished Equipment
Inventory
	C.3.1.4.1

	C.3.1-004
	Government Furnished Facilities
	C.3.1.4.1

	C.5.1-001
	DHS Custom Applications
	C.5.1.1.2

	C.5.5-001
	Help Desk Ticket volume
	C.5.5.1

	C.5.8-001
	Switchboard Call Volume
	C.5.8.2

	C.5.15-001
	Continuity Planning Framework
	C.5.15.1



[image: image2.png]e
=
[ I T T T I I 1
aacement || SCENCES || pddTEONGH . poucy ceneRaL LECISLATIVE Py mspecTon
tpreemy | | EREGL || RN | o | cm || URRRNT ) || e
:
e, 1] [ T T T T T ]
' W e v morrs | [coomsmee:
e |CRMRESS || SRS || ehtchon | oegpmter || QISR | | i
"Shicer [pasitan Secretary| Ovectur OMBUDSMAN Ocar Drector
s [ s
dmatll e
B [t
[ I I I I 1
Toagpggron
wgmans | [[yncmae | [vsmomspon e
oo | | AL, | | SRR | | R, || eNEE || sl
rostant Secretoy/ | | EECTEECNN eector AGsitant Secteary T i





See DHS Interactive Website for Locations Supported Summary

(Information is Sensitive But Unclassified)
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	Table 1:  Projected Seat Count for LAN – Sensitive But Unclassified (LAN-A)


	Projected LAN Seat Count (By Customer View)

	Fiscal

Year
	Total
	Intelligence & Analysis
	PD
	Operations
	Science & Technology
	Grants & Training
	Undersecretary of Management
	Domestic Nuclear Detection Office

	FY06
	3527
	331
	700
	115
	691
	290
	1319
	81

	FY07
	4371
	300
	840
	241
	693
	375
	1702
	220

	FY08
	5202
	640
	980
	280
	693
	450
	1919
	240

	FY09
	5626
	640
	1120
	300
	693
	525
	2068
	280

	FY10
	5969
	640
	1260
	300
	693
	600
	2176
	300

	FY11
	6028
	640
	1260
	300
	693
	600
	2215
	320

	FY12
	6050
	640
	1260
	300
	693
	600
	2217
	340

	FY13
	6070
	640
	1260
	300
	693
	600
	2217
	360


	Table 2:  Projected Seat Count for LAN – HSDN
Seats are at 79 locations



	Projected Seat Count (By Customer View)

	Fiscal   Year
	Total

	FY06
	1550

	FY07
	1630

	FY08
	1710

	FY09
	1800

	FY10
	1880

	FY11
	1960

	FY12
	2040

	FY13
	2120


	Table 3:  Projected Seat Count for LAN – Top Secret (LAN – C)


	Projected LAN Seat Count (By Customer View)

	Fiscal   Year
	Total
	Intelligence & Analysis
	PD
	Operations
	Science & Technology
	Grants & Training
	Undersecretary of Management
	Domestic Nuclear Detection Office

	FY06
	516
	348
	40
	76
	33
	0
	19
	0

	FY07
	519
	300
	44
	90
	33
	0
	42
	10

	FY08
	912
	640
	48
	138
	33
	0
	43
	10

	FY09
	933
	640
	53
	150
	33
	0
	47
	10

	FY10
	933
	640
	53
	150
	33
	0
	47
	10

	FY11
	933
	640
	53
	150
	33
	0
	47
	10

	FY12
	933
	640
	53
	150
	33
	0
	47
	10

	FY13
	933
	640
	53
	150
	33
	0
	47
	10


	TASK ORDER SECTION NUMBER
	SECTION

TITLE/TOPIC
	ESTIMATED

WORKLOAD
	STANDARD
	STANDARD DESCRIPTION
	MAXIMUM ALLOWABLE DEVIATION
	SURVEILLANCE
METHOD

	C.5.1.1.4
C.5.1.2.1

C.5.1.3.1    C.5.1.3.1.1    C.5.1.5.1  C.5.2.1.3 C.5.2.1.6   C.5.2.1.7   C.5.2.1.8
C.5.2.2

C.5.2.3 
C.5.2.5.3

C.5.3.4.2.1  C.5.3.4.2.2   C.5.3.4.2.3
C.5.4.1

C.5.4.2.3  C.5.4.2.5

C.5.4.2.10

C.5.5.1 C.5.6.1.5 C.5.7.1 
C.5.7.1.4

C.5.7.1.6 C.5.8.1.7
C.5.8.1.7.1

C.5.8.2.2 C.5.8.2.3 C.5.8.2.6 C.5.8.2.7 C.5.9.1.4 C.5.9.1.12  C.5.9.1.20 C.5.9.1.22.3 
	Plans, reports, documentation and other deliverables
	 
	Quality
	The item is accurate, grammatically correct and adheres to the deliverable requirements
	10% for initial

  0% for final
	Random sampling

	
	
	
	Timliness
	The item is provided to the designated government representative no latter than five business days after DHS approval and adoption unless otherwise specified. 
	5%
	

	C.5.1, 
C.5.1.1, C.5.1.1.1  C.5.1.1.2  C.5.1.7   C.5.2.1.9  C.5.2.5.2  C.5.2.5.3  C.5.3.2  C.5.3.3 and subsections  
C.5.5.1

C.5.5.1.1  C.5.5.1.2  C.5.5.1.3  C.5.5.1.4  C.5.5.2.3  C.5.6.1.1  C.5.6.1.2  C.5.6.1.3
C.5.6.1.6

C.5.7   C.5.7.1.2   C.5.8   C.5.8.1.2 
C.5.9.1

C.5.9.1.21 C.5.9.1.23 C.5.11.1.1 
	Applications and Systems availability, reliability and support 
	
	Accessibility
	The contractor provided availability rates based on mission criticality as specified in  the Task Order Section C.1 Table 1 for all applications and systems at all times 7X24X365 (366 for leap years). The availability rate for each application or system is determined by dividing the total time the application or system functioned properly by the total time of the measurement period.  The composite availability rate shall be determined using an average based upon the weighted use of each application or system.  Application acceptance is a function of identified user acceptance testing in accordance with DHS requirements. 
	0.10%
	Random sampling

	
	
	
	Timeliness
	Mission Applications – The contractor corrects problem within two hours of discovery or notification
	3%
	Random sampling

	C.5.5.1.1

C.5.5.1.2

C.5.5.1.3

C.5.5.1.4


	Customer Support
	See 

Help Desk Ticket Volume TE C.5.5.001
 at DHS Interactive Website
	Timeliness

	Category I - VIP User:  The contractor corrects problem within two hours of discovery or notification
	1%
	Random Sampling

	
	
	
	
	Category II - DHS End-User at Primary Location:  The contractor corrects problem within eight hours of discovery or notification
	5%
	

	
	
	
	
	Category III - DHS End-User at Non-Primary Location:  The contractor corrects problem within ten hours of discovery or notification
	5%
	

	C.5.1  C.5.2.5.2 C.5.2.7.1  C.5.3.1 C.5.3.2  

C.5.4.2.1

C.5.4.2.7  C.5.4.2.9  C.5.4.2.10  C.5.4.2.11  C.5.6.1.6 C.5.6.1.7 C.5.7.1.4

C.5.8.1.4 C.5.8.1.6

C.5.8.2.3

C.5.8.2.4  C.5.9.1.1 

C.5.9.1.2

C.5.9.1.3

C.5.9.1.5

C.5.9.1.9

C.5.9.1.11

C.5.9.1.15 C.5.9.1.22

C.5.10.1.1 C.5.10.2.2

C.5.10.3.2
C.5.10.4.1

C.5.10.4.2 
C.5.10.4.4

C.5.10.9

C.5.10.10.2 C.5.11.1.1 C.5.11.1.2 
C.5.12.2

C.5.14.5.1
	Applications and Infrastructure Support
	See 

Help Desk Ticket Volume TE C.5.5.001 
at DHS Interactive Website for information on volume of work for each section
	Availability
	The contractor provided uninterrupted O&M support during the timeframes specified for the particular section 
	As specified in applicable sections
	Random sampling

	C.5.3.3.3 and subsections
	Engineering Projects
	See 

Projects List, 

TE C.1.12.002  at DHS Interactive Website
	Timeliness
	The contractor completed all projects and work assignments and the application or service was useable by the specified DHS community by assigned due dates.
	5%
	Random sampling

	C.5.1.1.2  C.5.2.1.2
C.5.3.1.1
 
	Requirements Analysis 

 
	 

 
	Quality
	The contractor collected, documented, obtained customer requirements certification and performed analysis and management service in compliance with DHS  Policy  and Guidelines
	5%
	Random sampling

	
	
	
	Timeliness
	The contractor provided analysis to the COTR within the timeframe 
	5%
	Random sampling

	C.5.1.1.2 
	Application and Web Service Enhancements 
	  
	Quality
	The contractor provided accurate  support for application development services that allowed each application to operate without interrupting business activities or causing performance degradation
	5% of requirements per Application
	Random sampling

	
	
	
	Timeliness
	The contractor provided application support to the COTR within timeframes specified.
	5%
	Random sampling

	C.5.1.1.4.1
C.5.4.2.2
C.5.4.2.3  C.5.5.2.2  C.5.5.2.3.3 C.5.9.1.16 C.5.10.1.6
C.5.10.5

C.5.10.10.3
	Configuration and Change Management compliance
 
	 
	Quality
	The contractor accurately configured the IT systems or managed documentation in accordance with established DHS configuration and change management requirements, policy, guidelines, and processes. 
	1% 
	Random sampling

	
	
	
	Timeliness
	The element was completed and submitted within establish CM timeframes.
	1% 
	Random sampling

	C.5.1.2.1  C.5.1.2.2  C.5.6.1.3 C.5.8.1.10 C.5.9.1.2 C.5.9.1.9 C.5.9.1.14 C.5.9.1.17  C.5.9.1.18 C.5.9.1.22 C.5.9.1.22.1 C.5.9.10.1.3 C.5.10.1.7 C.5.10.1.8 C.5.10.2.3 C.5.10.3.1 C.5.10.4.1
	Monitoring
 
	 
	Quality
	The contractor provided current status monitoring for all DHS major system applications. 
	0.50%
	Random sampling

	
	
	
	Timeliness
	The contractor submitted the reports within the specified timeframes for review and complied with all timeframes for submission.


	0.50%
	Random sampling

	C.5.1.4.1  C.5.1.5.3 C.5.4.2.6  C.5.5.2.2 C.5.5.2.3.1  C.5.5.2.3.1  C.5.5.2.3.2 C.5.7.1.3 C.5.7.1.4 C.5.7.1.7  C.5.8.1.1 C.5.8.1.8 C.5.8.2.9 C.5.9.1.3  C.5.9.1.6 C.5.9.1.8 C.5.9.1.13 C.5.9.1.19 C.5.9.1.22.2 C.5.10.1.4 C.5.10.1.6 C.5.10.4.4 C.5.10.5.1 C.5.10.5.3 C.5.11.1.5 C.5.11.1.8 C.5.12.1.4 
	Operations, Maintenance & Upgrades 
	The contractor shall identify the requirements for and install Weekly & Monthly 
	Quality
	The contractor successfully identified requirements for and installed all upgrades, updates, service packs, and patches without interrupting the business activities of DHS or causing degradation in the performance of the network or applications
	5%
	Random Sampling 

	
	
	
	Quality
	The contractor accomplished complete and accurate upgrades, updates, service pack installations and patches in accordance configuration requirements negotiated with the requestor for installations performed 
	5%
	Random Sampling 

	
	
	
	Timeliness
	The contractor completed timely upgrades, updates, service pack installations and patches
	5%
	Random Sampling 

	C.5.1.4.2 

 
	Security Remediation

 
	
	Quality
	The contractor allowed no security violations that permitted access to the databases by unauthorized individuals, allowed the unauthorized release of data, caused loss of data integrity, or caused data degradation due to circumstances such as external intrusion or improper use by authorized users.
	0.01%
	100% Inspection 

	
	
	
	Timeliness
	The contractor corrected security violations and performed maintenance on operating systems within 30 minutes of discovery or notification.
	0% 
	100% Inspection

	C.5.1.4.3   C.5.4.2.5 C.5.9.1.1 C.5.9.1.13 
	Notification & Escalation 
	 
	Quality
	The contractor successfully identified incompatible requirements and notified the COTR installed all upgrades, updates, service packs, and patches without interrupting the business activities of DHS or causing degradation in the performance of the network or applications
	5%
	100% Inspection 

	
	
	
	Timeliness
	The contractor identified and notified the COTR no later than the end of the business day following the identification of incompatibility 
	5%
	100% Inspection 

	C.5.1.4.4  C.5.1.6.1 
	Analysis, Review, and Management Recommen-dations 
	
	Quality 
	The contractor performed  review, analysis and provided a recommendation to DHS 
	5%
	Random sampling

	
	
	
	Timeliness
	The contractor's recommendations shall be provided within one hour of discovery or notification
	5%
	Random sampling

	C.5.1.5.2 
	Knowledge system 
	
	Quality
	The contractor provided a system for maintaining the required data based on DHS requirements, provided required system access and produced required deliverables from the system
	25% initial submittal and 0% for final
	100% Inspection 

	
	
	
	Timeliness
	The contractor completed the specifications of the plan within the established milestones.  
	10% for initial 0% for final
	Random sampling

	
	
	
	Timeliness
	The contractor performed all updates within the designated timelines
	5%
	Random Sample  

	C.5.1.6.2 

 
	Asset Tracking

 
	
	Quality 
	The contractor maintained accurate asset records regardless of administrative assignment of the asset
	5%
	Random Sample  

	
	
	
	Timeliness
	The contractor entered asset data into the asset management system within two business days of receipt of asset. 
	5%
	Random Sample  

	C.5.2.1.1   C.5.3.1.1  C.5.3.2  C.5.3.3 and subsections  C.5.3.4.1 
	Project Management 
	
	Quality 
	The contractor acceptably applied DHS Information Technology (DHS IT) Project Management policies and procedures to all projects.  Acceptable performance of a project means that it has been completed in accordance with the milestones, objectives and timelines established by the Project Management Policies.  
	Revisions accomplished within 5% of milestone dates
	Random Sample  

	
	
	
	Timeliness
	Acceptable performance of Deployment Projects requires that all projects are deployed and rendered completed and useable by the entire DHS community (or otherwise specified) no later than identified project timelines.
	5%
	100% Inspection

	C.5.2.5.1  C.5.9.1.25 C.5.10.9.3 C.5.11.1.7 
	Compliance 
	
	Quality
	The contractor successfully completed installations and check-out work in compliance with established DHS MDs, policies, guidelines, processes, procedures or other requirements without interrupting the business activities of DHS or causing degradation in network performance  
	5% 
	Random Sampling 

	
	
	
	Timeliness
	The contractor completed each installation and checkout within timeframes specified by the Deployment Project Plan/COTR.
	1% 
	Random Sampling 

	5.3.4.1 
	Project Template 
	Once with updates as required
	Quality 
	The contractor acceptably developed and applied an engineering development lifecycle methodology template including procedures, to support each project.  Acceptable performance consisted of a methodology containing factors that allowed each project to be completed in accordance with the technical requirements, geography, milestones, objectives and timelines while minimizing disruptions to users, systems, applications and DHS operations.
	5% of projects unless approved by COTR 
	Random Sampling 

	
	
	
	Timeliness
	The contractor provided the proposed template within 20 business days of Task Order start, and met all COTR specified timeframes for rewrites or changes.
	25% 
	100% inspection 

	C.5.3.4.2.4 
	Configuration Management Data Base (CMDB) 
	
	Quality
	The contractor maintained & updated the CMDB accurately
	5%
	Random Sampling

	
	
	
	Timeliness
	The contractor performed all updates within the designated timelines
	5%
	Random Sampling

	C.5.3.4.2.5  C.5.4.2.8
	Image Library
	
	Quality
	The contractor created, updated and maintained an electronic library of all images in accordance with COTR Direction and DHS policy
	5% 
	Random Sampling

	
	
	
	Timeliness
	The contractor shall maintain configuration management of all images and provided Gold Copy images to the Government as a deliverable to this task within five business days of any approved changes
	5%
	

	5.5.1 
	End User and Desk Side Support 
	 

 
	Quality
	The contractor developed, updated and maintained an accurate and comprehensive plan, policies, and procedures.  Acceptable performance resulted in a comprehensive plan that provided a detailed description of policies, procedures, work breakdown structure (WBS), process flow charts, detailed performance metrics, evaluation/inspection methodology and criteria for the entire Help Desk operations including Tier 1, 2  and 3., and field site support
	10% for initial and 0% for final 
	100% inspection 

	
	
	
	Timeliness
	The contractor provided the initial document within 40 business days of Task Order start.   
	5% 
	100% inspection 

	C.5.9.1.23
	Web page content
	 
	Quality
	The contractor provided Web page content that was Section 508 compliant
	0% 
	100% Inspection

	C.5.10.2.1  C.5.10.2.2 C.5.10.2.6 C.5.10.4.3 C.5.10.5.2 
	Vulnerability Assessment

 
	 
	Quality
	The contractor accurately and correctly conducted all required assessments
	5%
	Random Sampling

	
	
	Quarterly
	Timeliness
	The contractor will devise an audit review process that collects and reviews all critical IT systems no less than once every 90 days or as directed by the appropriate COTR.
	0%
	Random Sampling

	C.5.10.8 
	Data Spills and Response
	
	Quality
	The contractor’s guards and gateways did not allow any unauthorized releases of Secret or TS/SCI data
	0% 
	100% inspection

	C.5.11.1.4 
	COMSEC equipment
	
	Quality
	The contractor maintained accurate records of the receipt and distribution of COMSEC equipment and accurate records of COMSEC accounts
	0% 
	100% Inspection

	C.5.12.1.1  C.5.14.1 and subsections C.5.14.2.1

 
	Training

 
	 
	Quality
	The contractor provided all required user training.  Acceptable performance allowed users to correctly operate the system after training.
	1% 
	Random Sampling

	
	
	
	Timeliness
	The contractor provided all training within the timelines specified by the COTR.
	5% 
	Random Sampling

	C.5.12.1.2  C.5.12.14

 
	Coordination

 
	 

 
	Quality
	The contractor performed all interface and coordination efforts for demand maintenance and software upgrades.  Acceptable performance allows the system to be operational at all times.
	1% 
	Random Sampling

	
	
	
	Timeliness
	The contractor performed all interface and coordination efforts within the timeframes specified by the COTR.
	5% 
	Random Sampling

	C.5.14
	Training
	
	Quality
	The contractor maintained an accurate record of system user, security, and end-user training  
	5%
	Random Sampling

	
	
	
	Timliness
	The contractor provided training records on time each year two months prior to the end of the fiscal year or when requested.
	5%
	Random Sampling

	C.5.15.1.1 
	Continuity Assessment
	Once
	Timeliness
	The contractor successfully performed the baseline infrastructure analysis within 40 business days of Task Order start.  Acceptable performance allowed the contractor to document content of existing plans.
	0% 
	100% Inspection 

	 C.5.15.1.2
	Continuity Assessment
	 Once
	 Timeliness
	 The contractor successfully evaluated the baseline infrastructure analysis against the Business Continuity Framework and identified the gaps between existing and required capability.  Acceptable performance allowed the contractor to accurately document the gap analysis findings which were submitted to the COTR within 60 business days of the Task Order start date.
	5%
	100% Inspection  

	C.5.15.2.1 
	Continuity Planning 
	Once
	Timeliness
	The contractor successfully developed and finalized strategic plans for required programs and offices.  An initial strategic plan was submitted within 40 business days of Task Order start and a finalized strategic plan was approved within 20 business day of the DHS review of the initial plan. 
	Initial 10%, Final 0%
	100% Inspection 

	C.5.15.2.1
	Continuity Planning
	Annually
	Timeliness
	The contractor facilitated strategic planning with the program offices and developed the Multi-Year Strategic Program Management Plan containing planning goals, objectives and performance measures
	
	

	 C.5.15.2.2

 
	Continuity Planning
 
	Annually


	Quality
	The contractor successfully updated and maintained the CIO COOP Implementation Plan according to specified DHS requirements.
	0% 
	100% Inspection 

	
	
	
	Timeliness
	The contractor updated and maintained the CIO COOP Implementation Plan within specified timeframes
	0% 
	100% Inspection 

	 C.5.15.2.3

 
	Continuity Planning
	 
	Quality
	The contractor successfully updated and maintained the IT Incident Response and Management Plan according to specified DHS requirements.
	0% 
	100% Inspection

	
	
	
	Timeliness
	The contractor updated and maintained the IT Incident Response and Management Plan within specified timeframes.
	0%
	100% Inspection

	C.5.15.2.4

 
	Continuity Planning
	 
	Quality
	The contractor successfully updated and maintained the CIO Operational Recovery Plan according to specified DHS requirements.
	0% 
	100% Inspection 

	
	
	
	Timeliness
	The contractor updated and maintained the CIO Operational Recovery Plan within specified timeframes.
	5% 
	100% Inspection 

	C.5.15.3.1

 
	Continuity Planning
	 

 
	Quality
	The contractor successfully performed Enterprise Architecture Center of Excellence (EACOE) reviews, Enterprise Change Control Board (ECCB) reviews, and compliance activities for IT continuity planning impact according to specified DHS requirements.
	0% 
	Random Sampling

	
	
	
	Timeliness
	The contractor completed all reviews and submitted findings within specified timeframes.
	0% 
	Random Sampling

	C.5.15.3.2
	Continuity Reviews and Coordination
	26 two-hour meetings per year
	Timeliness
	The contractor planned, scheduled and conducted bi-weekly meetings for the coordination, development, and maintenance of Disaster Recovery, IT contingency planning, and COOP exercise scenarios.  The contractor provided minutes within three business days of the meeting.
	0% 
	100% Inspection

	C.5.15.4.1
	Continuity Program Administration
	Annually and as required
	Quality
	The contractor developed, maintained, updated and implemented IT continuity policy, guidance, methodologies and tools that accurately and completely included each requirement. 
	Initial 10% Final 0% 
	100% Inspection

	C.5.15.4.2
	Continuity Program Administration
	Annually 
	Quality
	The contractor accurately updated and maintained CIO functions according to specific requirements and COTR direction.  Acceptable performance allowed the contractor to support DHS without interrupting the deployment or business activities of DHS or causing degradation in the performance of the supported services.
	0% 
	100% Inspection 

	C.5.15.4.3

 
	Continuity Program Administration
 
	Annually or when significant IT infrastructure changes occur
 
	Quality
	The contractor performed a continuity management review, Risk Assessment, Interdependency Analysis, and Business Impact Analysis that identify threat and vulnerability exposure. The contractor prepared reports and executive briefings for the CIO that identify the risks.
	0% 
	100% Inspection 

	
	
	
	Timeliness
	The contractor performed the continuity management review, Risk Assessment, Interdependency Analysis, and Business Impact Analysis within the required timeframe. 
	0% 
	100% Inspection 

	C.5.15.4.4
	Continuity Program Administration
	Quarterly update 15 offices/46 functions
	Timeliness 
	The contractor successfully completed a review of the CIO COOP Implementation program, Operational Recovery/ IT Contingency Plans, within specified timeframes.  Acceptable performance resulted from the contractor providing feedback on program compliance in accordance with DHS guidelines and reporting the results to the COTR within specified timeframes.
	0% 
	100% Inspection

	C.5.15.5.1

 
	Testing and Exercises
	Semi-annually
	Quality
	The contractor successfully developed test plans and training factors and administered them according to COTR direction.  Acceptable performance resulted from the contractor participating in all after test exercise reviews and documenting all related issues in accordance with DHS guidelines for FIPS 199 availability and within specified timeframes.
	0% 
	100% Inspection

	
	
	
	Timeliness
	Comply with FISMA and FPC-65 requirements.  
	0% 
	100% Inspection

	C.5.15.5.2

 
	Testing and Exercises
	Component COOP Exercises average two per year
	Quality
	The contractor successfully participated in designated exercises according to COTR direction.  Acceptable performance resulted from the contractor participating in all tests/exercises and exercise reviews
	Initial 10%, Final 0%
	100% Inspection

	
	
	
	Timeliness 
	The contractor documented all related issues in accordance with DHS guidelines and submitted an initial After Action Report within 10 business days of the test/exercise conclusion and a finalized report within 3 business day of the DHS report review.
	Initial 10%, Final 0%
	100% Inspection

	C.5.15.6.1

 
	Electronic Records
	Quarterly or as directed by COTR
 
	Quality
	The contractor successfully tested, updated and maintained the electronic vital records programs for all LANs according to specified DHS requirements.  Acceptable performance allowed the system to operate according to specified requirements without interrupting the business activities of DHS or causing degradation in the performance of associated business units (offices and programs) networks, systems, applications or provided services.
	0% 
	100% Inspection

	
	
	
	Timeliness
	The contractor tested, updated and maintained the electronic vital records program within specified timeframes and submitted all test artifacts to the COTR.  The initial test report provided within 5 days and the final report within 10 business days. 
	0%
	100% Inspection


	Task Order Paragraph
	Plan Name/Description
	Contractor Provided Plan

	C.1.4.2.5
	Enterprise Architecture Compliance Plan
	Yes

	C.1.6.4.2
	Architectural Compliance Plan
	Yes

	C.1.7.1.1
	PM Succession Plan 
	Yes

	C.1.7.1.2
	Key Personnel Succession Plan
	Yes

	C.1.7.3.2
	Employee Training Plan
	Yes

	C.1.9.2.1
	Quality Control Plan
	Yes

	C.1.9.2.2
	Customer Evaluation Plan
	Yes

	C.1.11.1.4
	Building Occupant Emergency Plan 
	No

	C.1.12.1.1
	Transition Plan
	Yes

	C.1.5.1.1.3
	Applications Consolidation and Rationalization Plan
	Yes

	C.5.2.1.3
	Deployment Project Plan 
	Yes

	C.5.2.4
	Facility Modification Plan
	Yes

	C.5.5.1
	Desk Side Support Concept of Operations Plan
	Yes

	C.5.5.2.1
	Preventative Maintenance Plan 
	Yes

	C.5.8.1.7
	DHS Dial Plan
	Yes

	C.5.8.2.7
	Switchboard Operations COOP Plan
	Yes

	C.5.8.2.8.2
	Switchboard Training Lesson Plan
	Yes

	C.5.10.1.2
	DHS Information Technology Services Office Security Plan
	Yes

	C.5.10.9.4
	DHS Initial National Response Plan
	No

	C.5.10.10.4
	DHS Computer Network Defense Continuity of Operations Plan
	No

	C.5.11.1.6
	COMSEC Plan
	Yes

	C.5.13.1.2
	Project Management Plan
	Yes

	C.5.13
	Training Plans
	Yes

	C.5.13.2
	Security Training Plan
	Yes

	C.5.15.2.1
	Multi-Year Strategic Program Management Plan
	Yes

	C.5.15.2.2
	CIO COOP Implementation Plan
	Yes

	C.5.15.2.3
	Incident Response Management Plan 
	Yes

	C.5.15.2.4
	CIO Operational Recovery Plan
	Yes

	C.5.15.2.4
	Disaster Recovery /Business Continuity Plan
	Yes

	C.5.15.1
	Test/Exercise Plans 
	Yes


Project Manager Level IV

The Project Managers shall act as point of contact for all task-wide interaction, issues, and will represent the contractor at all post-award status meetings.  The Project Managers shall be responsible for all issue resolution, program management, and other Task Order and management support that include providing comprehensive accountability for all requirements of the EAGLE task order.  The Project Managers are responsible for overseeing Task Order performance. 
Functional Area:

· All
Duties:

· Overall management responsibilities, including, all project oversight, resource management, risk management, service delivery and incident management

· The PM will be responsible for the day-to-day management and leadership to the contractors’ functional teams.

· Overseeing & managing contractor responsibility to Government contractual agreements 

· Developing & managing client relationships at all levels of the organization 

Skills Required:
· Experience as a manager for in IT organization or program, including experience managing both business & technical resources

· Client interface experience; proven experience managing client expectations & relationships 

· Experience in performing detailed analysis and evaluation of information and to make informed to the Government. 

· Proven knowledge of IT infrastructure operations management, finance and governmental procurement. 

· Ability to represent management across all levels of the organization: peers, cross-functional and senior management. 

· Proven track record to identify potential project and process risks and formulate/implement effective mitigation plans. 

· Excellent written and oral communication and meeting facilitation skills required

· Prior experience managing large, integrated teams including client and third-party vendors 

· Ability to manage in a dynamic work environment and ability to coordinate and perform multiple assignments

· Experience delivering full lifecycle development initiatives with cross-functional development teams 

Project Control Specialist Level III Minimum

The Project Control Specialists shall serve as the first level managers for a particular functional area and manage other Contractor personnel, mentor, manage, and resolve issues within their particular area.  The team leads are responsible for requirements and deliverables under their purview.
Functional Areas:

· C.5.3 Infrastructure Engineering Services and C.5.5 Operations and Maintenance for End User Support
Duties:

· Oversight of particular discipline(s) the individual is assigned to manage (e.g., PMO, Technical) 

· Serve as a liaison between Government and Task Order line-of business;  Establish and maintain strong working relationship Serve as a liaison between Government and Task Order line-of business

· Ensure that Task Order requirements, deliverables and performance levels are maintained to ensure Task Order success

· Coordinate resources, oversee work and projects delivered to the Government  

· Manage and report on infrastructure variances 

· Provide continuous improvement to process and procedures

Skills:

· Experience in coordinating and managing particular area to be lead (e.g., program, security, IT infrastructure area) 

· Ability to manage resources, quickly prioritize, and be proactive 

· Interpersonal skills to maintain and develop relationships within the Government, peers, subordinates, and customers 

· Detail oriented with focus on producing high quality work 

· Experience taking initiative and working proactively to complete tasks, solve problems and making decisions 

· Ability to absorb a lot of information at one time, work independently and manage workload 

· Excellent oral and written communication skills 

· Exceptional organizational skills with the ability to meet deadlines and prioritize 

· An understanding of the ITIL process / disciplines

Disaster Recovery Specialist Level II Minimum

Functional Area:

· C.5.14 IT Continuity Management

· Duties and skills as specified in the EAGLE contract

Systems Architect Level III Minimum

Functional Area:

· C.5.3 Infrastructure Engineering Services

 Duties:

· Participate in planning and design sessions with engineering management, architects, operations, deployment and customers

· Drive decision-making efforts to consensus and ensure that steps are taken to actual implementation of key engineering decisions 

· Lead the effort to evolve a long term, scalable IT infrastructure architecture 

· Articulate the engineering architecture and promote DHS technology vision and strategy to both technical and non-technical audiences

· Oversee technology decisions as they are introduced into the development, testing, and operational environments

· Communicate across the senior management team on technology and technology decisions

Skills:

· Experience in IT system engineering as a lead architect

· Experience building highly scalable websites and web-based applications

· Experience scaling IT infrastructures, including networks, telecommunications, active directory, mail systems and application integration

· Ability to articulate engineering design strategies related to scalability, performance, security, usability and development platforms

· Exceptionally strong written and verbal communication skills, as well as good interpersonal skills and organizational skills

· Ability and interest to closely collaborate with a wide-range of individuals to understand business needs and requirements and to understand how these can be met using a variety of different technologies

Deployment Manager Level III Minimum

Functional Area:

· C.5.2 Deployment Support

Duties:

· Oversee a small project or phases of a larger project

· Responsible for coordinating activities of project team, identifying appropriate resources needed, and developing schedules to ensure timely completion of project. 

· Communicates with Senior Project Manager regarding status of specific projects

Skills:

· Must be familiar with system's scope and project's objectives, as well as the role and function of each team member, in order to effectively coordinate the activities of the team.

· Demonstrate the ability to make sound decisions, recognition of when issues to need be escalated to senior staff, provide guidance as related to project execution.

· IT experience, with the ability to demonstrate a working  knowledge of  existing IT technologies (data and voice) and services, 

· Project management experience, with the ability to execute activities derived from a project plan

· Basic computer skills, word-processing, email, spreadsheets, etc.

· Oral and written communication skills

Systems Engineer (Senior) Level III Minimum

Functional Areas:

· C.5.3 Infrastructure Engineering Services, C.5.5 Operations and Maintenance for End User Support, and C.5.9 Network Management Center
· Duties and skills as specified in the EAGLE contract

· Related technical certifications in networking, and hardware architecture, storage systems, or database for particular area, required

IT Security Specialist (Senior) Level III Minimum

Functional Area:

· C.5.10 Security Management Center

· Duties and skills as specified in the EAGLE contract

SME Level III Minimum

Functional Area:

· C.5.5 Operations and Maintenance for End User Support

· Duties and skills as specified in the EAGLE contract

Communication & Network Engineer Level IV
The Engineer/Designer shall support the development of data center, network and communications systems, structured cabling, data center layout and LAN/WAN design. Design tasks include creation of plans, schematics, equipment selection, systems narratives and specifications. The ability to effectively and personably, communicate with, and organize staff and client activities is critical. 
Functional Areas:

· C.5.3 Infrastructure Engineering Services, C.5.5 Operations and Maintenance for End User Support, and C.5.8 Phone and PBX Operations
Duties:

· Design and engineer data center projects, prepare reports and specifications, and provide a very high level of technical leadership. 

· Perform calculations, equipment selection, equipment specification, system design, system layout, facility management, due diligence, gap analysis, and feasibility reports. 

· Perform all work with minimal supervision and coordinate with all applicable parties, while maintaining customer satisfaction. 

· Responsible for producing drawings consistent with DHS's drawing organization format & drawing standards.

Skills:

· Relevant experience in the, data center, network & communications design field 

· Ability to complete a variety of architectural and technical documents including drawing sections, single line diagrams, technical reports, engineering proposals for projects, engineering design sketches and renderings, observation reports, and Rough Order of Magnitude /Bill of Material documents

· Demonstrated ability to handle multiple projects at one time with little oversight/direction and see projects through to completion

· Possess detailed knowledge of equipment from various manufacturers and able to make proper selections independently. 

· Ability to perform calculations for his/her trade to support design and conduct field visits

· AutoCAD and MS Visio proficiency is required; proficient in design and calculation software; MS Excel; MS Word 

· RCDD certification is beneficial

Communications Network Manager Level III Minimum

The Network Management Center (NMC) Lead will be responsible for ensuring the health and operation of the networks across the DHS enterprise. The position will require an experienced telecommunications professional capable of utilizing a variety of administrative, managerial and technical skills to develop process and procedures that ensure the network is monitored and managed to meet and exceed the Organization’s SLA’s. This individual is responsible for evaluating current NMC tools and determining enhancements. 
Functional Area:

· C.5.9 Network Management Center
Duties:

· Lead a team whose primary role is to keep the network up and running to meet and exceed published service level agreements

· Document process and procedures so that standard methods are used for isolating, troubleshooting and resolving network problems

· Create and utilize reports that tracking of  performance and when hardware/software related problems are impacting our network

· Perform advanced outage troubleshooting when critical components are not operational

· Provide monthly statistics on the performance of the network; maintenance dispatches

Skills:

· Experience working and leading a Network Management Center using HP OpenView and other management systems

· Working knowledge of TCP/IP and Internet routing concepts, system administration experience with Windows 2000/2003 and XP

· Advanced understanding of networking equipment including Cisco

· Strong communication skills and problem solving analytics

· Comfortable working in cross-functional team environment, and possess excellent oral and written communication skills

· Network Management certification 

COMSEC SME Level III Minimum

The COMSEC SME is responsible for the proper management and security of all COMSEC materials and accounts as well as the daily operations of the Communications Center.

Functional Area:

· C.5.11 Communications security (COMSEC) Management

Duties:

· Maintains proper storage and adequate physical security of COMSEC material held by the account to include the destruction of classified material when authorized while maintaining Two-Person Integrity (TPI).
· Provides authorized personnel with guidance and appropriate extracts on handling accountability and the disposition of COMSEC material.  

· Oversees the implementation of and compliance with all OTAR/OTAT procedures.

· Ensures proper handling, accountability and disposition of all COMSEC material

· Communicates with other DHS functional areas via Crisis Management Network

Skills:

· Experience leading a Communications Center

· Proficient in DMS (Defense Messaging system) and AMHS (Automated Message Handling system) 

· Knowledge of INFOSEC security procedures and instructions required to check user authorization; reports INFOSEC security violations

· Ability to set up COMSEC equipment with the understanding of OTAR/OTAT procedures
· Ability to set up, configure and maintain encryption devices such as TACLANES, FASTLANES, KIV-7s, Red Eagles, etc.
· Ability to troubleshoot, repair, reprogram or replace Secure Voice (STE, STU-III) equipment as required  

· Comfortable working in cross-functional team environment

Systems Operations Manager Level III Minimum

This position manages the Tier 1 support technicians. This position is responsible for managing, planning, developing, and supporting computer systems within the DHS and field sites. Additionally, this position is responsible for ensuring adherence to SLA, and operational policies and procedures.
Functional Area:

· C.5.5 Operations and Maintenance for End User Support
Duties:

· Oversees desktop systems operations, which includes hardware and software technology deployment and retirement of desktop and other distributed hardware

· Ensures that identification, evaluation and resolution of system and software problems and malfunctions are performed in accordance with SLA and operational policies and procedures

· Manage user support requests to evaluate and prioritize incoming requests for assistance

Skills:

· Experience leading an enterprise support organization

· Excellent working knowledge of Internet, MS Office suite

· Strong working knowledge of Windows Operating System environment and related tools such as Group Policies, and desktop/laptop imaging (Symantec Ghost)

· Excellent problem solving, decision-making skills

Systems Engineer (Senior) Level III Minimum

This position manages the Tier 2 support technicians. This position is responsible for managing, planning, and support of computer systems at within the DHS HQ and field site. Additionally, this position is responsible for ensuring adherence to SLA, and operational policies and procedures.

Functional Area:

· C.5.5 Operations and Maintenance for End User Support
Duties:

· The Operational Engineering Lead will manage the implementation, administration, maintenance and operation of DHS Local and Wide Networks

· This position is responsible for planning and recommending network hardware, systems management software and architecture, ensuring compliance, as well as configuring and maintaining routers, switches, and appliances for the network systems, monitoring performance and ensuring capacity planning is performed and is proactive is assessing and making recommendations for improvement  

· Manage and monitor recurring operational run and maintenance activities involving Wintel Network technologies and platforms

· Manage and monitor technical system administration staff assigned to the technologies and platforms

· Coordinate, communicate and develop processes for leveraging and using resources to meet customer needs

Skills:

· IT or computer operations experience recommended

Help Desk Manager Level III

Ensure the team utilizes the appropriate tools and processes in order to provide an exceptional level of customer service.  Call avoidance and Root-cause Analysis strategies will be implemented to reduce or eliminate preventive service request occurrences.  Best Practices such as these will allow customers to be more productive, and efficient, and allow the client’s Customer Support Organization to handle more complex issues by reducing the number of occurrences and escalations. 

Functional Area:

· C.5.5 Operations and Maintenance for End User Support
Duties:

· Supervising the day-to-day activities of the Help Desk Team to ensure client’s standards for customer service are maintained


· Implementing and overseeing all Best Practices for the Help Desk.

· Conducting team meetings, communicating recommendations for improvement as necessary, and providing metric reports

· Managing and monitoring service levels to ensure the Help Desk Team meets all service level agreements and continuously provides high-quality support services


· Monitoring adherence to Help Desk procedures with regards to customer service and Quality Assurance

· Assessing changes in workload and evaluating impact to service levels to make necessary adjustments


· Reviewing and analyzing service requests, and call volume reports and implementing solutions to improve service delivery


· Developing and improving upon support policies and proactive solutions


Skills:

· Experience as a Team Lead or Supervisor in an Enterprise Help Desk

· Demonstrated analytical and problem solving skills

· Outstanding customer service skills

· Extensive understanding of Help Desk metrics and Best Practices; ability to utilize metrics to identify opportunities for training and process improvement

· Extensive experience supporting customers in multiple remote locations, utilizing all appropriate methods including the use of remote support tools in a LAN/WAN environment

· ITIL Knowledge desired

Help Desk Manager Level II

This position will resolve end user desktop computer issues such as, printer troubleshooting and configuration, installing software and/or hardware peripherals, rollout of new software packages, upgrades and new desktop hardware. Troubleshoot subsequent problems; apply established techniques and, procedures.

Functional Area:

· C.5.5 Operations and Maintenance for End User Support
Duties:

· Ensure that Service Operations policies and procedures are followed, e.g. support request ticket documentation, documentation management, and technical standards. 

· Create and maintain a climate of continuous improvement, pro-actively identifying opportunities for service improvements and internal efficiencies 

· Motivating and leading the department to deliver a world-class service 

· Ensuring that the end-user demand for support is appropriately delivered, building relationships with ‘customers’ to gain feedback as to their level of satisfaction with the support service 

· Form and build relationships with other teams to ensure optimum performance across teams and therefore to enable the business to meet its control and growth agenda 

Skills:

· Experience as a Team Lead or Supervisor in an Enterprise Helpdesk

· Strong teamwork and leadership

· Excellent organizational and follow-up skills with strong attention to detail

· Outstanding customer service skills

· Experience supporting customers in multiple remote locations, utilizing all appropriate methods including the use of remote support tools in a LAN/WAN environment

Communications/Network Engineer Level IV

This position is responsible for the day-to-day maintenance and facilitation of enterprise VTC services. The Lead must have a full working knowledge of video conferencing and visual information systems related devices.  The Lead installs, operates and troubleshoots integrated multimedia systems.
Functional Area:

C.5.6 Video Teleconferencing

Duties:

· Assist help desk personnel with the schedule, setup, and management of VTC sessions.

· Responsible for Tier I & II troubleshooting of all VTC A/V hardware, software, room equipment, and network connectivity issues 

· Respond to action items, impact requests for changes and conduct briefings and demonstrations of systems and/or technology as required

· Provide weekly tracking and reporting on all projects and VTC/bridge activity

· Provide technical oversight to the customer, identifying required spare parts; perform field service and/or technical assistance as required
Skills:

· Experience as a Team Lead in VTC/Multi-media environment

· Outstanding customer service skills

· Technical background includes an understanding of all major video equipment, both ISDN and IP based VTC systems

· Experience with video bridges and video endpoints

· Possess knowledge in video bridges such as: Polycom MGC-50 and 100 and Gateways, video and audio protocols 

· Configuring, utilizing, troubleshooting, and correcting problems and failures with the video bridges, gateways, and bridges 

· Full understanding, ability to configure and utilize the following peripherals: Codecs, document cameras, and laptop interfaces

· Possess knowledge and configuration skills in network components such as: CSU/DSU, IMUX, Gateways, Crypto equipment, Multiplexes, Fiber Transceivers, Cisco Routers, Switches

· Must be familiar with how T1, PRI, BRI Circuits function

· Experience with MCU's and endpoints. A/V and video troubleshooting 

· Possess a knowledge of COMSEC devices such as: TACLANES, Kiv-7s and Kiv-19s, DTD's 

· VTC certification desired

Voice Communications Manager Level III

Lead the following functions within the realm of voice networking technologies: planning, engineering, testing, evaluation and integration services; large-scale project management. Provide senior level skills required in projects, upgrades, ACD, capacity planning and IP voice technologies. Facilitate and manage the implementation of voice and telecommunications infrastructure components

Functional Area:

· C.5.8 Phone and PBX Operations
Duties:

· Technical leadership and mentoring of Support Technicians, systems design validation, technical solution development and delivery, project management, deployment and advanced troubleshooting of Voice systems

· Installation and Maintenance of a PBX platform

· Installs, repairs and troubleshoots customer service orders

· Performs moves, adds and changes 

· Provides high level of customer service when responding to a customer request or fulfilling project requirements 

· Able to program and perform upgrades to PBX independently

· Able to take a lead role in large system maintenance and upgrade projects

· Performs configuration, scripting, testing and implementation of all telephony applications

· Performs maintenance and support for all telecommunications equipment 

· Provides work direction and assists less senior team members to ensure proper configuration for telecommunications

Skills:

· Experience as a PBX engineer

· Experience with multi-site configurations, in a consulting or large system maintenance and administration role
· In depth knowledge of and experience supporting telephony applications and components, including switches, peripherals circuitry and routing 

· In depth understanding of telecommunications protocols such as ISDN and VOIP
· Outstanding customer service skills

· PBX certification desired

Communications/Network Engineer Level IV

Provide technical expertise in engineering, configuration, integration, and acceptance testing of various deployed equipment items found in the CATV, Satellite Broadcasting and Telecommunications systems.  

Functional Area:

C.5.3 Infrastructure Engineering Services
Duties:

· Work jointly with internal and client engineering personnel to develop tactical and strategic engineering solutions for large scale CATV/Satellite video transport networks 

· Technical leadership and mentoring of Support Technicians, systems design validation, technical solution development and delivery, deployment and advanced troubleshooting of CATV/Satellite systems
· Installation and Maintenance of a CATV/Satellite platform

· Installs, repairs and troubleshoots customer support requests

· Performs moves, adds and changes 

· Provides high level of customer service when responding to a customer request or fulfilling support requirements 

· Able to program and perform upgrades to CATV/Satellite systems independently

· Performs maintenance and support for all CATV/Satellite equipment 

· Provides work direction and assists less senior team members to ensure proper configuration for telecommunications
Skills:

· Experience as a CATV/Satellite engineer

· Experience with multi-site configurations, in a consulting or large system maintenance and administration role
· In depth knowledge of and experience supporting CATV/Satellite systems to include head end

· Outstanding customer service skills

· CATV/Satellite certification desired

Business Case Analyst Level III Minimum

Evaluate and recommend the implementation of various LAN/WAN hardware and software based on user requirements or improved technologies. 

Functional Area:

· C.5.9 Network Management Center
Duties:

· Work collaboratively with various groups, components, and technical partners to identify solutions and long-term solutions using innovative technology

· Evaluate, monitor, and perform analyses of forthcoming LAN/WAN hardware, software, and technologies

· Work with architects, analysts, and developers to identify relevant technologies as they become available

· Work with vendors to identify upgrade paths 

· Evaluate various equipment (e.g., PDA, workstation/laptop/printer, etc) to perform comparative analysis against existing equipment

Skills:

· Demonstrated knowledge of networking concepts and technologies

· Must possess the communication and interpersonal skills necessary to interact with the group's internal and external customers 

· Working knowledge of market research methodologies (qualitative and quantitative) and skills (e.g. statistical analysis, interpretation of results, data visualization)

· Experience managing client driven research projects

· Outstanding customer service skills

	Contractor
	Description
	Contract Term
	Current Period of Performance

	A
	LAN – SBU (Sensitive but Unclassified)

Provide IT support services and products for DHS HQ
	
	1/1/2007 to 12/31/2007

	B
	LAN – HSDN support 
	04/12/2004 to 04/11/2011
	01/01/2006 to 06/30/2006 followed by 07/01/07 to 12/31/2007

	C
	LAN – HSDN (partial) & LAN – C Operations & Maintenance
	10/01/2005 to 09/30/2008
	10/01/2006 to 09/30/2007

	C
	Secure and non secure telephone, VTC, multimedia, and TV Operations & Maintenance
	06/16/2004 to  15/06/2009
	07/09/2004 to  06/15/2007

	C
	Communications Center Operations & Maintenance at NAC
	05/01/2006 to 04/30/2008
	05/01/2007 to 04/30/2008

	D
	Mission Critical Infrastructure Operations (MCIO) Secure/Non-secure Video Teleconferencing (VTC) Operations and Data Communications."
	09/06/2006 to 09/28/2007
	09/06/2006 to 09/28/2007

	D
	Mission Critical Infrastructure Operations (MCIO) Secure Video Operations 
	04/01/2006 to 03/31/2008
	04/01/2007 to 03/31/2008

	E
	Mission Critical Infrastructure Operations (MCIO) ITAC IT Support Services
	09/30/2006 to 09/29/2008
	09/30/2006 to 09/29/2008

	F
	COOP Planning, Program Directorate Compliance and Governance
	03/30/2006 to 08/31/2008
	01/01/2007 to 12/31/2007

	G
	Executive Telecommunications Travel Services
	03/06/2006 to 06/05/2007
	03/05/2007 to 06/05/2007

	H
	Wireless Communications Architecture, Systems Engineering Technical Support and Architecture Program Management to the DHS Wireless Management Office (WMO)
	06/05/2006 to 06/04/2007
	11/17/2006 to 06/04/2007


See DHS Interactive Website for Projects List

(Information is applicable to Task Orders PMO and O&M)

The Product Guide provided at this TE identifies the most frequently requested IT products for the LAN – SBU (LAN – A) environment available through DHS ITNOVA. 
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Introduction_______________________________________________
This Catalog serves as a cost estimate guide for the most frequently requested IT products for the A-LAN environment available through DHS ITNOVA. .  Version 2.0 of this Catalog will include additional services, regulatory data and process information to assist in accessing the services and products that are available to you.

Standard Seat Components___________________________________ 
The Standard Image Software Bundle included on your workstation is reflected separately from the billing for equipment.  The software pricing includes one year Software Assurance (maintenance), which provides you with free upgrades to any future versions of the product throughout the year of purchase.

Software purchased for a single user that has both a desktop and a laptop may be duplicated on both machines without additional license.  

	21.00

8.00

11.00

602.04


	Symantec Anti-Virus

WinZip

Ghost 

Desktop Pro (includes operating system, plus the Microsoft Office Suite: Word, Outlook, Excel, Access, PowerPoint, Publisher, Office Tools)

 


The standard workstation consists of either a Dell OptiPlex GX620 (SFF) desktop system or a Dell Latitude D620 laptop with docking station, keyboard and mouse.  The system specifications and estimated hardware costs are listed in the IT Products.

IT PRODUCTS______________________________________________

Commodity items include a three-year warranty.  The items listed in this section are the most frequently requested commodities and are approved for use by DHS.  Pricing is based on market trends at the time of inventory procurement and are subject to change.

Workstations

	Desktop: Dell OptiPlex GX620 (SFF)
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	Dell™ OptiPlex GX620 (SFF) – Full Desktop Workstation

Intel Pentium D 800MHz FSB socket T w/Dual Core technology XD, EM64T 2x1MB L2 cache and EIST; Four DIMM slots; Integrated Intel Graphics Media Accelerator 950 VGC, DVI Adapter card; 80 GB RPM; Broadcom 5751 GB Ethernet LAN; 8 7 USB 2.0, 1 Ethernet (RJ45), 1 9-pin serial, 1 parallel, VGA out, stereo line-in, mic-in (front), speakers/line-out and headphone (front); Small form factor, 17” TFT Flat Panel monitor; Keyboard, Mouse, Speakers

Estimated Hardware Cost:  1,300

	Laptop: Dell Latitude D620 (with docking station, keyboard, mouse)
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	Dell™ Latitude D620 

Pentium M 750 (1.86GHz) 14.1 XGA, Intel Extreme; 1GB, Double Data Rate 2-533 SDRAM, 2 Dimms; 60GB Hard Drive 9.5MM, 5400RPM; Windows XP Professional, SP2 with media, Dell USB 2 Button Optical Mouse with Scroll for Latitude Notebooks, USB, Enhanced Multimedia Keyboard, Internal 56K Modem; 65W AC Adapter; 24X CDRW/DVD; Dell Wireless 1370 WLAN (802.11b/g,54Mbps) mini PCI Card, US, D/Port, Port Replicator; 6-Cell/53 WHr Primary Battery, Nylon Carrying Case; D/View Notebook Stand; MicroSaver Security Cable; 6-Cell/53WHr Primary Battery; 128MB USB 2.0 



	Graphics Desktop Workstation: OptiPlex GX620 Mini Tower
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	OptiPlex GX620 Mini Tower (Graphics Workstation) 

(Item not maintained in inventory; can be ordered)

Intel Pentium D Processor 960 (3.60 GHz, 2x2M, 800 MHz FSB), Windows XP Professional, SP2, without media, NTFS File System for all operating systems, 4 GB DDR2 Non-ECC SDRAM, 533 MHz (4DIMM), (2) 24” UltraSharp 2407FP Widescreen, Adjustable stand, VGA/DVI, PCIe 256MB ATI Radeon X600, Dual Monitor DVI or VGA full height, (2) 250GB SATA 3.0 GB/s and 8 MB DataBurst Cache, Dell USB Keyboard, no hot keys, Dell USB 2-button Optical mouse with scroll, black, Integrated AC97 Audio, Dell A525 30 watt 2.1 3-piece stereo speakers w/subwoofers (black), 16X DVD+/-RW and 16X DVD with Roxio Creator, Dell edition, no media, PS2 serial port adapter, full height, RoHS Compliant Lead-free chassis and motherboard, Diagnostics/Drivers CD enabled, Federal KYHD service; Gold Technical Support, OptiPlex, 3-year ltd warranty & NBD on-site service




The following items represent some of the preferred products that have been priced based on previous market research and are maintained or may be procured based on these estimates.  If pricing for bulk inventory or build-out, market research may be requested in order to receive additional discounts or favorable pricing.

	Representative Photo
	Product Description & Specifications
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	STANDARD MONITOR:  Dell™ UltraSharp 1707 Flat Panel Monitor

Manufacturer Part# : CC280
Dell Part# : 320-4567

Black Flat Panel monitor LCD with Height Adjustable Stand, 1280x1024 resolution, Digital DVI-D and analog inputs, Four USB 2.0 high speed ports for connecting peripheral devices 
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	Dell™ UltraSharp 20.1” Flat Panel Monitor

Manufacturer Part @2007FP

1600 x 1200 resolution, DVI Connector, S-Video; 4 USB 2.0 high speed ports; height adjustability (130mm up/down), swivel (450 left/right), tilt (40 forward/210 backwards)
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	Dell™ UltraSharp 24.1” Flat Panel Monitor

Manufacturer Part #2407WFP (Item not maintained in inventory; can be ordered)

1600 x 1200 resolution, DVI Connector, S-Video; 4 USB 2.0 high speed ports; height adjustability (130mm up/down), swivel (450 left/right), tilt (40 forward/210 backwards)




Printers

	Representative Photo
	Product Description & Specifications
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	HP DeskJet 460cb color printer (MOBILE ONLY)

Up to 17 ppm black& white; 16 ppm color.  Monthly volume up to 500 pages. Manual duplex printing; Input capacity – 50 sheets. Media sizes supported: Legal, letter, executive, statement, index (5 x 8-in, 4 x 6-in, 3 x 5-in), photo (5 x 7-in, 4 x 6-in), envelope (# 10, Monarch)
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	HP Color LJ 2600n desktop color printer 

Manufacturer Part #Q6455A 

Dimensions: 16.02 x 17.83 x 14.6 in; Weight  40.5 lbs

Up to 8 ppm, monthly volume up to 35,000 pages. Manual duplex printing, 1 standard paper tray; accepted media: letter, legal, executive and envelope.  16 MB memory 
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	HP Color LJ 4700n network color printer

Manufacturer Part #Q7492A 

Dimensions: 20.5 x 37.4 x 22.9 in (w/paper tray extended); Weight 105.1 lbs

100-sheet multipurpose tray and 500-sheet input tray 2 for a 600-sheet capacity • 500-sheet output bin • 128 MB RAM • One empty DIMM slot and two empty flash memory slots • HP Jetdirect Fast Ethernet embedded print server • Two open EIO slots 
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	HP Color LJ 5550dn duplexing color printer

Manufacturer Part #Q3715A (Item not maintained in inventory; can be ordered)

Dimensions: 22.7 x 27.7 x 25.2 in; Weight 114 lbs


100-sheet multipurpose tray, 500-sheet input tray, 160 MB of printer memory, 533 MHz RISC processor, two open EIO slots and HP Jetdirect 620n Fast Ethernet print server in one EIO slot; automatic two-sided printing




Scanners & Fax Machines
	Representative Photo
	Product Description & Specifications
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	Visioneer Strobe XP 100 Sheet-fed Scanner

Manufacturer Part #SXP1001-DB

Color portable sheet-fed scanner; 600 x 600 dpi; max scan size 8.5” x 14”; Weight 10.6 oz.  Scan speed: 10 seconds per page 
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	HP ScanJet 5590 Digital Flatbed Scanner
Manufacturer Part #L1910A#201

Dimensions - 19.21 x 13.39 x 6.38 inch

Scan resolution, hardware - 2400 x 2400 dpi, Hi-Speed USB 2.0 port, Operating systems - Microsoft® Windows® 98, 98 SE, Me, 2000, XP Professional and Home Edition, Mac OS

9.1 or higher, or Mac OS X 10.1.5 or 10.2 or higher, ADF capacity & speed - Standard, 50 sheets, 8 ppm, 4 ipm, Scan speed, preview - Up to 7 seconds, Scan task speed (4 x 6-in) - 4 x 6-in color photo to Word: less than 24 sec 4 x 6-in color photo to e-mail: less than 18 sec

Scan task speed (OCR) - OCR letter-size black and white text to MS Word: less than 36 sec

three slides or four 35 mm negative frames.  Scan resolution, enhanced – 2400
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	HP ScanJet 7650 Flatbed Scanner

Manufacturer Part #L1940A#201

Dimensions - 19.21 x 13.39 x 6.38 inch

Scan resolution, enhanced - 12 dpi to 999,999 enhanced dpi, 2400 x 2400 dpi, OCR letter-size black and white text to MS Word: less than 47 sec, Transparent materials adapter - Satellite; three slides or four 35 mm negative frames, Connectivity, standard - Hi-Speed USB 2.0 port, Scan speed, preview - 6 sec., Scan size, max - 8.5 x 14 in. through the ADF, Operating systems - Microsoft® Windows® 98, 98 SE, Me, 2000, XP; MacOS X v 10.2 and later ADF capacity & speed - Standard, 50 sheets, 12 ppm, 6 ipm (duplex); 3-year warranty
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	Brother Intellifax Unclassified Facsimile Machine

Manufacturer Part #FAX 2820

Laser printer, copier and fax with 8 MB memory which can store up to 500 pages for out-of-paper reception. Transmission Speed: 3.5 sec/page (up to 14 ppm); Paper Capacity: 250 pgs; Document Feeder: 20 sheets; 20 location one-touch dialing; 200 speed dial locations; reduction/ enlargement; copy speed of 14 cpm. 
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	Ilex 795SF Secure Fax (Item not maintained in inventory; can be ordered)
MIL-STD-181-161D & STANAG 5000 compliant, Laser printing, plain paper facsimile, Interface circuits are IAW MIL-STD-188-114.  High resolution, 16, 32 and 64 kbps operation in handshake and broadcast compressed modes with and without FEC.  Multi-page operation.  EOT Signal 



	
	Business Card Scanner
May be ordered in Executive (single-use) model or CRM (multi-user) models.  Compatible with MS Outlook/Exchange, Palm handhelds, smart phones.  USB powered, 5 ¾ x 3 ¼” x 1 ½”; weight 8 oz. 




Photocopiers
	Description

	

	
	Work Centre 245H with Offset Catch Tray and Hi-Capacity Feeder. Includes: two 550-sheet user-adjustable front loading paper trays, 100-sheet Bypass Tray, Office Finisher (50-sheet multi-position and stapling, 2,000 + 250-sheet trays), Scan/Email capabilities; 3,600-Sheet High Capacity Paper Tray (1,600- and 2,000-sheet drawers); total paper capacity of 4,800 sheets and 300 sheet Offset Catch Tray

	
	Flat Rate Maintenance for 10,000-25,000 b&w copies (Band B)

	
	Work Centre 265H with Offset Catch Tray and Hi-Capacity Feeder. Includes two 550-sheet user-adjustable front loading paper trays, 100-sheet Bypass Tray, Office Finisher (50-sheet multi-position and stapling, 2,000 + 250-sheet trays), Scan/Email capabilities; 3,600-Sheet High Capacity Paper Tray (1,600- and 2,000-sheet drawers); total paper capacity of 4,800 sheets and 300 sheet Offset Catch Tray

	
	Flat Rate Maintenance for 10,000-25,000 b&w copies (Band B)

	
	Work Centre Pro 2128 Color Copier/Copier. Includes two 520-sheet Paper Trays, Office Finisher (1,000 sheet stacker and 50-sheet multi-position stapling), High Capacity Feeder (two Trays with total 2,000-sheet capacity); total paper capacity of 3,140 sheets and Print/Copy/Scan Controller

	
	Flat Rate Maintenance for 10,000-25,000 b&w copies (Band B)  


Accessories & Miscellaneous Equipment
	Representative Photo
	Product Description & Specifications
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	Polycom Soundstation2 Conference Phone with display

Manufacturer Part # 2200-16200-001

For small/medium-size rooms with three microphones and digitally tuned speaker.  Optional accessories include: wireless mic, two external microphones (part # 2200-00696-001)
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	InFocus 4805 Multi-media projector

Manufacturer Part #653428

Width 9.8”xDepth 12.5”xHeight 4.2”xWeight 6.8 lb., Projection Method - Front, Rear, Ceiling; On Screen Menu, Keystone Correction, Screen Distance 5’- 20’.  Image Aspect Ratio 16:9 (Wide Screen), Image Size (diagonal) 32.3-256.7”,  750 ANSI lumens (Optional equipment: ceiling mount, carrying case, screen, cables)
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	USB Flash Drives – 1 gb/2gb

Supports USB Specification 1.1/2.0, USB 2.0 data transfer rate up to 480Mbps at "High Speed" (USB 2.0 is 40X faster than USB 1.1)
Speed: Read 8M bit/sec, Write 6.4M bit/sec (Max), Size: 0.63" x 1.02" x 3.42";
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	Multi-card USB Card reader 

Manufacturer Part #655629

Transfers files from multi-media devices to computer.  Compatible with: CompactFlash, SmartMedia, Memory Stick, Memory Stick Duo, Memory Stick PRO Duo, Memory Stick Pro, MMC, SD and xD-Picture Card. 
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	Secure Shredder (medium volume) – DestroyIt 2401

Cross cut 3/32 x 5/8 shred size; Security level 3, Shreds staples, paperclips, credit cards.  Strip cut 3/15 shred size; Security level 2, Shreds CDs, staples, paperclips, credit cards.  Bin capacity 8 gallons, dimensions 10¾ l x 14½ w x 24¾ h.  Auto start/stop; single, multifunction switch, wooden cabinet mounted on casters.
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	DEFCON KL Notebook Key Lock 

Manufacturer Part #A0001666

Six foot steel cable locking device with a pass through loop on one end and lock on the other end; uses security slot already built into notebook computer. Two keys provided.  Size: 0.95” x 0.88”; diameter-0.84”; cable diameter – 0.16”; cable length – 6’; wt – 5.5 oz
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	Dell Travel Plug Adapter 

Manufacturer Part# : 33117/Dell Part# : A0436661 
Pocket-sized adapter provides power outlets for laptops, cell phones, chargers and similar electronic devices. 
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	Dell Latitude Laptop Charger
Manufacturer Part #: PA-1900-02D/ Dell Part Number 9T215




   Network & Power Supplies
A limited inventory of cables, power supply units and Fiber NIC cards are available upon approved request for new items.  Listed below is a small list of items for individual order.  Network cables and supplies that are part of a build-out project will be managed separately.

Warranty and maintenance supplies are available through O&M.

	Multi-mode SC/SC Fiber Patch Cables 

	Fiber Patch Cables (multi-mode) 6’

	Ethernet Cables (8’), Category 6; booted 

	USB Printer Cables (8’)

	KVM Switchview PC 4-port KVM Switch 

	Power supply for OTPN-800/400 (12 v)

	MITRJ Fiber NIC Card 


Wireless Devices and Services
Wireless devices include: cell phones, BlackBerries, pagers and PDAs.  The pricing and services for each wireless device are included in this section.   To receive these services/devices, the RFE/S worksheet must be completed and POCs approval.

Banded Service for Cell Phones & Blackberries

Monthly usage charges are determined by taking the total monthly minutes used for all wireless devices (secure and non-secure) and computing a single total charge based upon pre-negotiated banded usage rates.  Charges will be billed back to Component Organizations based upon their share of the total minutes used.  

Cell Phones

There are four cell phone packages available that are detailed below: 

	Basic Cell Phone

	The devices and carriers available under this package are:


	Standard Device(s)

LG3300

Motorola I205

Nokia 6010

Nokia 6010
	Vendor 

Verizon

Nextel

Cingular

T-Mobile

	Mid-Level Cell Phone

	The devices and carriers available under this package are:


	Standard Device(s)

LG 4650

Motorola I530

Samsung X497

Samsung X495
	Vendor 

Verizon

Nextel

Cingular

T-Mobile


	Secure Cell Phone

	Secure Cell Phone devices are available from your component’s COMSEC Manager. 
	Standard Device

QSEC-2700
	Vendor 

COMSEC


Blackberry (Voice & Data)

	Product(s)

	· Verizon Model 7250 or 7130e

· Nextel Model 7520

· Cingular Model 7290, 8700, 7100 series

· T-Mobile Model 7230


The features are comparable on the various models with slight differences between the models and carriers.  The primary difference is aesthetics and some key functionality.  

Accessories

· Accessory Kit (spare battery, travel charger, wall charger, case, earpiece) 

· Travel Charger or Car charger 

· Bluetooth

Software
Software includes one year Software Assurance (maintenance), which provides free upgrades to any future versions of the product throughout the year of purchase. 

DHS has Enterprise Agreements established with organizations such as Microsoft and Oracle that solidifies competitive prices for their products.  The EA agreements allow immediate deployment of the products with an approved Purchase Order that can be installed by the Desk side Support Technicians and licenses trued-up at specific intervals.  The Products Catalog will be updated as new Enterprise Agreements are established. 

Pricing of the available software products are listed below.  Please note that these prices do not include the cost of media which can be purchased separately:

	Product Description
	Part #

	Adobe Acrobat Professional 7.0
	AGC-54016725RT

	Adobe Acrobat Standard 7.0
	AGC-54016535RT

	Adobe Illustrator
	AGC-54017198RT

	Adobe Photoshop CS2
	AGC-54018226RT

	Adobe Studio8 (includes Macromedia Flash)
	38000960DG

	Adobe Elements 4
	AGC-54018958RT

	Symantec Anti Virus Client 10.0.2000 License
	SGL-10522833

	Ghost Client 10.0
	SGL-10485751

	WinZip 

	NIC-N67-0616

	(MEL) Press eLearning - Desktop Win 32 Listed Languages Lic/SA Pack VML
	M70-00098

	BizTalk Server Ent Listed Languages Lic/SA Pack MVL 1 Processor License
	F52-00434

	Content Mgmt Svr Ent Ed Listed Languages Lic/SA Pack MVL 1 Proc Lic
	V04-00057

	Data Analyzer Win32 Listed Languages Lic/SA Pack MVL
	HO2-00031

	Exchange Svr Ent Listed Languages Lic/SA Pack MVL
	395-02611

	Exchange Svr Listed Languages Lic/SA Pack MVL
	312-02356

	FrontPage Win32 Listed Languages Lic/SA Pack MVL
	392-02065

	ISA Server Listed Languages Lic/SA Pack MVL 1 Processor License
	E84-00372

	MapPoint Win32 Listed Languages Lic/SA Pack MVL
	B21-00381

	MOM Application Mgmt Pack Listed Languages Lic/SA Pack MVL 1 Prcsr Lic
	M02-00072

	MSDN Ent Win32 Listed Languages Lic/SA Pack MVL
	389-00153

	MSDN Unvrsl Win32 Listed Languages Lic/SA Pack MVL
	534-02123

	Project Pro Win32 Listed Languages Lic/SA Pack MVL w/1 ProjectSvr CAL
	H30-00235

	Project Server Win32 Listed Languages Lic/SA Pack MVL
	H22-00478

	Publisher Win32 Listed Languages Lic/SA Pack MVL
	164-02595

	SharePoint Portal Svr Listed Languages Lic/SA Pack MVL
	H04-00321

	SQL CAL Listed Languages Lic/SA Pack MVL Device CAL
	359-00851

	SQL Svr Enterprise Edtn Listed Languages Lic/SA Pack MVL
	810-01714

	SQL Svr Standard Edtn Listed Languages Lic/SA Pack MVL
	228-01720

	SQL Svr Standard Edtn Listed Languages Lic/SA Pack MVL 1 Proc Lic
	228-01721

	Sys Mgmt Svr Ent Ed Listed Languages Lic/SA Pack MVL
	271-01147

	Visio Pro Win32 Listed Languages Lic/SA Pack MVL
	D87-01251

	Windows Svr Enterprise Listed Languages Lic/SA Pack MVL
	P72-00164

	Windows Svr Listed Languages Lic/SA Pack MVL
	P73-00202

	Windows Trmnl Svcs CAL Listed Languages Lic/SA Pack MVL Device CAL
	R19-00094

	Digital Image Suite Win32 Listed Languages Lic/SA Pack MVL
	S83-00062

	OneNote Win32 Listed Languages Lic/SA Pack MVL
	S26-00116

	OneNote Win32 Listed Languages Lic/SA Pack MVL for Office SA
	S26-00384

	Press eLearning - Develop Win 32 Listed Languages Lic/SA Pack MVL
	M70-00097

	Press eLearning - IT Pro Win32 Listed Languages Lic/SA Pack MVL
	M70-00099

	Project Std Win32 Listed Languages Lic/SA Pack MVL
	076-02036

	Virtual PC Win32 Listed Languages Lic/SA Pack MVL
	T31-00057

	Visio Std Win32 Listed Languages Lic/SA Pack MVL
	D86-01345

	Application Center Ent Listed Languages Lic/SA Pack MVL 1 Proc Lic
	D93-00215

	BizTalk Server Dev Listed Languages Lic/SA Pack MVL
	R04-00064

	BizTalk Server Std Listed Languages Lic/SA Pack MVL 1 Proc Lic
	D75-00287

	BizTalk Supplier Accel Listed Languages Lic/SA Pack MVL 1 Proc Lic
	G21-00034

	Commerce Svr Dev Listed Languages Lic/SA Pack MVL Dev/Test
	532-00725

	Commerce Svr Ent Listed Languages Lic/SA Pack MVL 1 Proc Lic
	G20-00144

	Commerce Svr Std Listed Languages Lic/SA Pack MVL 1 Proc Lic
	532-00726

	Content Mgmt Svr Std Ed Listed Languages Lic/SA Pack MVL 1 Proc Lic
	R92-00028

	Exchange Svr ExtrnConn Listed Languages Lic/SA Pack MVL
	394-00478

	Host Integration Svr Std Listed Languages Lic/SA Pack MVL 1 Proc Lic
	660-00196

	Identity Intgrtn Svr Ent WinNT Listed Languages Lic/SA Pack MVL 1 Proc Lic
	R15-00007

	ISA Server Ent Edtn Listed Languages Lic/SA Pack MVL 1 Processor License
	F89-00452

	MBN Pro WinNT Listed Languages Lic/SA Pack MVL
	V43-00042

	MBN Std WinNT Listed Languages Lic/SA Pack MVL
	V42-00039

	MOM Ops Mgr Base Ent Ed Listed Languages Lic/SA Pack MVL w/SQL2000Tech
	L09-00391

	MOM Ops Mgr Base Ent Ed Listed Languages Lic/SA Pack MVL 1 Proc Lic
	L09-00079

	Off Live Comm Svr ExtConn Listed Languages Lic/SA Pack MVL
	U63-00005

	Off Live Comm Svr Listed Languages Lic/SA Pack MVL
	U65-00044

	Off Live Comm Svr-CAL Listed Languages Lic/SA Pack MVL Core CAL Promo Dev
	U64-00461

	Off Live Comm Svr-CAL Listed Languages Lic/SA Pack MVL Core CAL Promo User
	U64-00462

	Off Live Comm Svr-CAL Listed Languages Lic/SA Pack MVL Device CAL
	U64-00386

	Off Live Comm Svr-CAL Listed Languages Lic/SA Pack MVL User CAL
	U64-00416

	Project External Conn Win32 Listed Languages Lic/SA Pack MVL
	T76-00046

	Project Server CAL Win32 Listed Languages Lic/SA Pack MVL Device CAL
	H21-00415

	Project Server CAL Win32 Listed Languages Lic/SA Pack MVL User CAL
	H21-00594

	SPS Extrnl Conn Non Emply Listed Languages Lic/SA Pack MVL
	H32-00018

	SQL CAL Listed Languages Lic/SA Pack MVL User CAL
	359-01177

	SQL Svr Ent Edtn Listed Languages Lic/SA Pack MVL 1 Proc Lic
	810-01713

	SQL Svr Std Edtn Listed Languages Lic/SA Pack MVL 1 Proc Lic
	228-01721

	Sys Mgmt Svr Ent Ed Listed Languages Lic/SA Pack MVL w/SQL2000Tech
	271-01527

	Technet Plus Single Svr Win32 Listed Languages Lic/SA Pack MVL
	R10-00017

	Technet Plus Single User Win32 Listed Languages Lic/SA Pack MVL
	Q99-00017

	Win Rghts Mgt Svc CAL WinNT Listed Languages Lic/SA Pack MVL Device CAL
	T98-00826

	Win Rghts Mgt Svc CAL WinNT Listed Languages Lic/SA Pack MVL User CAL
	T98-00827

	Win Rghts Mgt Svc ExtnConn WinNT Listed Languages Lic/SA Pack MVL
	T99-00395

	Win Rghts Mgt SvcCAL WinNT Listed Langs Lic/SA Pck MVL CoreCAL Promo Dev
	T98-00923

	Win Rghts Mgt SvcCAL WinNT Listed Langs Lic/SA Pck MVL CoreCAL Promo User
	T98-00924

	Windows Svr ExtrnConn Listed Languages Lic/SA Pack MVL
	R39-00387

	Windows Svr Web Listed Languages Lic/SA Pack MVL
	P70-00013

	Windows Term Svr ExtrnConn Listed Languages Lic/SA Pack MVL
	R59-00354

	Windows Terminal Svr CAL Listed Languages Lic/SA Pack MVL User CAL
	R19-00093


Directorate Approving Authorities_____________________________ 
Authorized Federal approvers of requests for IT commodities or services are maintained by the Customer Liaison within the PMO.  Contact hilary.jackson@dhs.gov for the most updated list or to have an alternate approver added for your Component.  The approver authorizes procurement or assignment of IT assets to the requestor and authorizes billing of these services and products to their Draw-Down account, as appropriate.

Glossary__________________________________________________ 
Acronyms and abbreviations used within this document are documented below.

	A-LAN
	Non-secure Local Area Network

	CPO
	

	DHS ISSM
	Information System Security Management

	EOT
	

	IO
	Infrastructure Operations

	IT
	Information Technology

	PMO
	Project Management Office

	O&M
	IT Operations & Maintenance

	OGC
	Office of the General Counsel

	POC
	Point of Contact

	PR
	Purchase Requisition

	RFE/S
	Request for Equipment and/or Services worksheet

	ROM
	Rough Order of Magnitude

	WCF
	Working Capital Fund


See DHS Interactive Website for Software List

See DHS Interactive Website for Inventory List

(Data is provided with detailed Location information)
See DHS Interactive Website for Facility Information
Future Years Homeland Security Program (FYHSP):
This system provides a data warehouse of future year budget requests that are used to develop budgets for all of DHS
CRCL Matters Tracking System:

This system allows users to track external (non-employee) civil rights and civil liberty complaints

TSA Matters Tracking System:

This system is a customized version of the CRCL Matters.  Its files and tomcat context are separate because of its customization

MD 715 Tables:

The system is a data warehouse of EEO data that is pulled from DHS Personnel tracking system which allows CRCL office to generate the MD 715 tables report for OMB.

EEO Eagle:

This system allows members of each component of DHS (Headquarter, CBP, CIS, FEMA, FLETC, ICE, TSA, USSS and USCG) to enter complaint case related data into the Equal Employment Opportunity (EEO) System.

MBIT:

The purpose of this tool is help DHS oversee, define, and measure all postal/mail operations in the organization.
DHSOnline:

DHSOnline s the corporate intranet for DHS and the single source of information within DHS for news and announcements.  DHSOnline has an easy to use content management interface that allows content managers from all of the DHS Components and mission areas to update content on their DHSOnline page(s).  DHSOnline is currently used as the primary Intranet platform for DHS Headquarters, ICE and the United States Customs and Immigration Service (USCIS)

DHSInteractive:

DHSInteractive is the administrative collaboration tool for DHS.  DHSInteractive provides tools for sharing information across functional, geographical and departmental boundaries.  All DHS employees and contractors can create work spaces on DHSInteractive that allows them to facilitate the development and exchange of information using web based collaboration.  DHS employees and contractors are able to sponsor people who do not have DHS accounts for access to DHSInteractive.  Workgroups can use DHSInteractive to share information with other government agencies, research facilities, etc.  The DHSInteractive platform will support up to Sensitive but Unclassified (SBU) content.
See DHS Interactive Website for Help Desk Ticket Volume

(Data is too extensive to include with Task Order)

See DHS Interactive Website for Switchboard Call Volume Information
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C.8  CONTRACT DATA REQUIREMENTS LISTING (CDRL)

CDRL Title Numbering System:

A CDRL is titled in relation to the Section and Paragraph number from which it is first referenced and its order among CDRLs in that Paragraph.  For example:

Section C.4.2, Paragraph 1 (i.e., C.4.2.1) references two CDRLs.  Those CDRLs are titled CDRL C.4.2-1 through CDRL C.4.2-2.
The contractor shall provide electronic submittals of CDRLS using standard Microsoft Office applications.  If no format is specified in this Task Order, the contractor shall coordinate with the COTR to format style of deliverable.

List of CDRLs:

	CDRL Number
	Task Order Paragraph
	Title

	C.1.4-1
	C.1.4.1.3
	Ad-Hoc Requirements

	C.1.4-2
	C.1.4.2.7
	Information Technology Improvement Program

	C.1.4-3
	C.1.4.2.7
	Future Programmatic and Cost Requirements for IT Services

	C.1.4-4
	C.1.4.2.8
	Standard Operating Procedures For Each Functional Area

	C.1.6-1
	C.1.6.1
	Monthly and Annual Workload Data Reports

	C.1.6-2
	C.1.6.2.1
	Weekly Status Report

	C.1.6-3
	C.1.6.2.2
	Monthly Performance Summary Report 

	C.1.6-4
	C.1.6.2.3
	Monthly Quality Control Report  

	C.1.6-5
	C.1.6.3.1.1
	Monthly Contract Administration Review Status Meeting Agenda

	C.1.6-6
	C.1.6.3.1.2
	Monthly Contract Administration Review Status Meeting Minutes

	C.1.6-7
	C.1.6.3.2.1
	Quarterly Program Management Review Agenda

	C.1.6-8
	C.1.6.3.2.2
	Quarterly Program Management Review Status Report

	C.1.6-9
	C.1.6.3.2.5
	Quarterly Program Management Review Meeting Minutes

	C.1.6-10
	C.1.6.4.1
	Security Violation Report  

	C.1.6-11
	C.1.6.4.2
	Architectural Compliance Plan 

	C.1.6-12
	C.1.6.4.3
	Program Development Report  

	C.1.6-13
	C.1.6.4.4
	Network and Application Diagrams 

	C.1.7-1
	C.1.7.1.1
	Project Manager Succession Plan 

	C.1.7-2
	C.1.7.1.2
	Key Personnel Succession Plan 

	C.1.7-3
	C.1.7.2.2
	Staffing Roster 

	C.1.7-4
	C.1.7.3.2
	Employee Training Plan 

	C.1.8-1
	C.1.8.1.1.2
	Unresolved Dispute Information

	C.1.9-1
	C.1.9.2.1
	Quality Control Plan 

	C.1.9-2
	C.1.9.2.2
	Customer Evaluation Plan 

	C.1.11-1
	C.1.11.2.4
	Essential Personnel Contact List

	C.1.11-2
	C.1.11.3.2
	Travel Requests

	C.1.12-1
	C.1.12.1.1
	Contract Transition Plan

	C.3.1-1
	C.3.1.2.4
	Government Furnished Service Discrepancy Report 

	C.3.1-2
	C.3.1.4.2.3
	Government Property Report – Annual

	C.3.1-3
	C.3.1.4.4.2
	Government Property Inventory – Initial 

	C.4.1-1
	C.4.1.1.1
	Contractor Owned, Contractor Operated Facilities List (used in Task Order performance)  

	C.5.1-1
	C.5.1.1.4
	Applications Consolidation and Rationalization Plan

	C.5.1-2
	C.5.1.2.1
	Up/Down Status Report

	C.5.1-3
	C.5.1.3.1
	Application Maintenance and Operation Reports – Weekly 

	C.5.1-4
	C.5.1.3.1.1
	Root Cause Analysis Report

	C.5.1-5
	C.5.1.5.1
	Performance Trend of Major Applications on the Network Report

	C.5.2-1
	C.5.2.1.3
	Deployment Project Plan 

	C.5.2-2
	C.5.2.1.6
	Proposed Workspace Report

	C.5.2-3
	C.5.2.1.7
	Trip Report

	C.5.2-4
	C.5.2.1.8
	Site Report

	C.5.2-5
	C.5.2.2 
	DHS Deployment Plan Template

	C.5.2-6
	C.5.2.3 
	Site Acceptance Process

	C.5.2-7
	C.5.2.3
	Test Plans and Test Results Report

	C.5.2-8
	C.5.2.5.3
	Deployment Project Plan/Status Report

	C.5.3-1
	C.5.3.4.2.5
	Gold Copy Images

	C.5.4-1
	C.5.4.1
	Individual Test Plans

	C.5.4-2
	C.5.4.2.5
	Test Lab Issues and Risks Report

	C.5.4-3
	C.5.4.2.10
	Testing Lab Findings Report

	C.5.5-1
	C.5.5.1
	End User and Desk Side Support Concept of Operations

	C.5.5-2
	C.5.5.2.1
	Preventative Maintenance Plan, Policies and Procedures

	C.5.8-1
	C.5.8.1.7
	Phone and PBX Services Report

	C.5.8-2
	C.5.8.2.2.1
	Switchboard Knowledgebase Reference

	C.5.8-3
	C.5.8.2.2.2
	Automatic Call Directory

	C.5.8-4
	C.5.8.2.6
	Call Pattern Statistics Report – Monthly 

	C.5.8-5
	C.5.8.2.7
	Switchboard COOP Plan

	C.5.8-6
	C.5.8.2.8.2
	Switchboard Training Lesson Plan

	C.5.9-1
	C.5.9.1.4
	NMC Standard Operating Procedures

	C.5.9-2
	C.5.9.1.12
	Network and Systems Infrastructure Report

	C.5.9-3
	C.5.9.1.19
	Network Metrics Reports

	C.5.10-1
	C.5.10.1.2
	Information Technology Services Office Security Management Approach and SOPs, Checklists and DHS Information Technology Services Office Security Plan

	C.5.10-2
	C.5.10.2.1
	Vulnerability Assessment Report

	C.5.10-3
	C.5.10.2.6
	Application Vulnerability Cost-Benefit Analysis

	C.5.10-4
	C.5.10.5.4
	Patch/Service Pack Deployment Report

	C.5.10-5
	C.5.10.6.4
	System Log Security Review Report

	C.5.10-6
	C.5.10.9.2
	Forensic Investigation SOPs

	C.5.10-7
	C.5.10.9.4
	Event and Incident Reports

	C.5.10-8
	C.5.10.10.3
	INFOCON Level SOPs and Checklists

	C.5.11-1
	C.5.11.1.6
	COMSEC Plan

	C.5.13-1
	C.5.13
	Training Plan

	C.5.14-1
	C.5.14.2.5
	Wireless Systems Engineering Framework

	C.5.14-2
	C.14.2.8
	Wireless SEMP, Wireless CONOPS, Functional Baseline, System Specifications, System Development Specifications

	C.5.15-1
	C.5.15.1.1
	Business Continuity Initial Assessment

	C.5.15-2
	C.5.15.1.2
	Business Continuity Framework Gap Analysis

	C.5.15-3
	C.5.15.2.1
	Multi-Year Strategic Program Management Plan

	C.5.15-4
	C.5.15.2.2
	CIO COOP Implementation Plan

	C.5.15-5
	C.5.15.2.3
	Incident Response and Management Plan

	C.5.15-6
	C.5.15.2.4
	CIO Operational Recovery Plan and IT Disaster Recovery/Business Continuity Plan

	C.5.15-7
	C.5.15.3.2
	Plans and Exercises Coordination Meeting Minutes

	C.5.15-8
	C.5.15.4.1
	Continuity Policy, Guidance, Methodologies and Tools

	C.5.15-9
	C.5.15.4.2
	Essential Functions, Critical IT/ Telecommunications Networks, Systems, Facilities, and Critical Positions List

	C.5.15-10
	C.5.15.4.3
	Continuity Management Review

	C.5.15-11
	C.5.15.4.5
	Business Continuity Executive Briefings

	C.5.15-12
	C.5.15.5.1
	Test/Exercise Plans

	C.5.15-13
	C.5.15.5.2
	Test/Exercise After Action Reports

	C.5.15-14
	C.5.15.6.1
	Electronic Vital Records Program Test Report


CDRL Deliverables:

	CDRL Number
	Task Order Section
	Title
	Format
	Required Date
	Frequency
	Distribution

	
	C.1.4
	General Requirements

	C.1.4-1
	C.1.4.1.3
	Ad-Hoc Requirements
	Electronic
	As directed by COTR
	As required 
	COTR

	C.1.4-2
	C.1.4.2.7
	Information Technology Improvement Program
	Electronic
	COB the fifth business day after annual review
	Annually 
	COTR

	C.1.4-3
	C.1.4.2.7
	Future Programmatic and Cost Requirements for IT Services
	Electronic
	COB the fifth business day after semi-annual review
	Semi-annually
	COTR

	C.1.4-4
	C.1.4.2.8
	Standard Operating Procedures for each Functional Area
	Electronic
	Initial:  45 days after award

Final:  5 days after DHS review
	Contract start and as required
	COTR

	
	C.1.6
	Required Reports and Meetings

	C.1.6-1
	C.1.6.1
	Monthly and Annual Workload Data Reports 
	Electronic
	Monthly as directed by the COTR

Annually on last business day of each fiscal year
	Monthly 

Annually
	COTR

	C.1.6-2
	C.1.6.2.1
	Weekly Status Report 
	Written and Electronic
	9:00 AM each Tuesday
	Weekly
	COTR

	C.1.6-3
	C.1.6.2.2
	Monthly Performance Summary Report 
	Electronic
	COB the fifth business day of each month
	Monthly
	COTR

	C.1.6-4
	C.1.6.2.3
	Monthly Quality Control Report 
	Electronic
	COB the tenth business day of each month
	Monthly
	COTR

	C.1.6-5
	C.1.6.3.1.1
	Monthly Contract Administration Review Status Meeting Agenda
	Electronic
	COB the tenth business day of each month
	Monthly
	COTR

	C.1.6-6
	C.1.6.3.1.2
	Monthly Contract Administration Review Status Meeting Minutes
	Electronic
	COB one business day after meeting
	Monthly
	Meeting attendees

	C.1.6-7
	C.1.6.3.2.1
	Quarterly Program Management Review Agenda
	Electronic
	COB two business days prior to scheduled meeting
	Quarterly
	Meeting attendees

	C.1.6-8
	C.1.6.3.2.2
	Quarterly Program Management Review Status Report
	Electronic
	COB two business days after meeting
	Quarterly
	Meeting attendees

	C.1.6-9
	C.1.6.3.2.5
	Quarterly Program Management Review Meeting Minutes
	Electronic
	COB two business days after meeting
	Quarterly
	Meeting attendees

	C.1.6-10
	C.1.6.4.1
	Security Violation Report
	Electronic
	Within one hour of detecting violation
	As required
	CIO Management

	C.1.6-11
	C.1.6.4.2
	Architectural Compliance Plan
	Electronic
	Initial:  30 days after Task Order award

Semi-annual update: First business day of May & November 
	Semi-annually
	COTR

	C.1.6-12
	C.1.6.4.3
	Program Development Report
	Electronic
	Last business day of April & October
	Semi-annually
	COTR

	C.1.6-13
	C.1.6.4.4
	Network and Application Diagrams
	Electronic
	First business day in June & December
	Semi-annually
	COTR

	
	C.1.7
	cONTACTOR pERSONNEL

	C.1.7-1
	C.1.7.1.1
	Project Manager Succession Plan
	Electronic 
	Within 20 business days of Task Order award
	As required
	COTR

	C.1.7-2
	C.1.7.1.2
	Key Personnel Succession Plan
	Electronic
	Within 20 business days of Task Order award
	As required
	COTR

	C.1.7-3
	C.1.7.2.2
	Staffing Roster
	Electronic
	No later than the 15th business day of each month
	Monthly
	COTR

	C.1.7-4
	C.1.7.3.2
	Employee Training Plan
	Electronic
	Within 20 business days of Task Order award
	As required
	COTR

	
	C.1.8
	CONTRACTOR INTERFACES

	C.1.8-1
	C.1.8.1.1.2
	Unresolved Dispute Information
	Written
	Within two business days from the time the dispute occurs
	As required
	COTR

	
	C.1.9
	QUALITY ASSURANCE AND QUALITY CONTROL

	C.1.9-1
	C.1.9.2.1
	Quality Control Plan
	Electronic
	Within 20 business days of Task Order award
	As required
	COTR

	C.1.9-2
	C.1.9.2.2
	Customer Evaluation Plan
	Electronic
	No later than 20 business days after Task Order award
	Within 20 business days of the requested change
	COTR

	
	C.1.11
	Operating Environment

	C.1.11-1
	C.1.11.2.4
	Essential Personnel Contact List
	Electronic
	10 business days after Task Order start
	Update as necessary
	COTR

	C.1.11-2
	C.1.11.3.2
	Travel Requests
	Written or Electronic 
	Prior to travel
	As required
	COTR

	
	C.1.12
	CONTRACT TRANSITION

	C.1.12-1
	C.1.12.1.1
	Contract Transition Plan
	Electronic
	Within 20 business days of Task Order award 
	Update as necessary
	COTR

	
	C.3.1.2
	GOVERNMENT FURNISHED SERVICES

	C.3.1-1
	C.3.1.2.4
	Government Furnished Service Discrepancy Report
	Electronic
	N/A
	As required
	COTR

	
	C.3.1.4
	GOVERNMENT FURNISHED Equipment

	C.3.1-2
	C.3.1.4.2.3
	Government Property Report – Annual
	Electronic
	As directed
	Annually 
	COTR

	C.3.1-3
	C.3.1.4.4.2
	Government Property Inventory – Initial
	Electronic
	Within ten business days prior to Task Order start date
	Task Order award
	COTR

	
	C.4.1.1
	CONTRACTOR FURNISHED FACILITIES

	C.4.1-1
	C.4.1.1.1
	Contractor Owned, Contractor Operated Facilities List (used in Task Order performance)
	Electronic
	Within ten business days prior to Task Order start date
	Update as necessary
	COTR

	
	C.5.1
	APPLICATIONS MANAGEMENT AND SUPPORT SERVICES

	C.5.1-1
	C.5.1.1.4
	Applications Consolidation and Rationalization Plan
	Electronic
	Within twenty business days after Task Order start date
	Annually and as required
	COTR

	C.5.1-2
	C.5.1.2.1
	Up/Down Status Report
	Electronic
	
	As required
	COTR

	C.5.1-3
	C.5.1.3.1
	Application Maintenance and Operation Reports – Weekly
	Electronic
	First business day of week
	Weekly
	COTR

	C.5.1-4
	C.5.1.3.1.1
	Root Cause Analysis Report
	Electronic
	Within 48 hours of incident
	As required
	COTR

	C.5.1-5
	C.5.1.5.1
	Performance Trend of Major Applications on the Network Report
	Electronic
	As directed
	As required 
	COTR

	
	C.5.2
	DEPLOYMENT SUPPORT

	C.5.2-1
	C.5.2.1.3
	Deployment Project Plan
	Electronic
	Prepared for each project
	As required
	COTR

	C.5.2-2
	C.5.2.1.6
	Proposed Workspace Report
	Electronic
	Within five business days of  conducting site survey
	Report as required
	COTR

	C.5.2-3
	C.5.2.1.7 
	Trip Report
	Electronic
	Within five business days of trip conclusion
	As required
	COTR

	C.5.2-4
	C.5.2.1.8
	Site report
	Electronic
	Within five business days of  site survey
	As required 
	COTR

	C.5.2-5
	C.5.2.2
	Deployment Plan Template
	Electronic
	Within 20 business days of Task Order start 
	Initial and updated as required
	COTR

	C.5.2-6
	C.5.2.3
	Site Acceptance Process
	Electronic
	Within 20 business days of Task Order start
	Initial and updated as required
	COTR

	C.5.2-7
	C.5.2.3
	Test Plans and Test Results Report
	Electronic
	Within 20 business days of Task Order start
	Initial and updated as required
	COTR

	C.5.2-8
	C.5.2.5.3
	Deployment Project Plan/Status Report
	Electronic
	As required for each project
	As required
	COTR

	
	C.5.3
	INFRASTRUCTURE ENGINEERING SERVICES

	C.5.3-1
	C.5.3.4.2.5
	Gold Copy Images
	Electronic
	Within five business days of any approved change
	As required
	COTR

	
	C.5.4
	TESTING

	C.5.4-1
	C.5.4.1
	Individual Test Plans
	Electronic
	60 days prior to Task Order start
	Update as changes Occur
	COTR

	C.5.4-2
	C.5.4.2.5
	Test Lab Issues and Risks Report
	Electronic
	Within three business days of identification of problem or risk
	Report as required
	COTR

	C.5.4-3
	C.5.4.2.10
	Testing Lab Findings Report
	Electronic
	Within ten business days of findings
	Report as required
	COTR

	
	C.5.5
	OPERATIONS AND MAINTENANCE FOR END USER SUPPORT

	C.5.5-1
	C.5.5.1
	End User and Desk Side Support Concept of Operations Plan
	Electronic
	Within five business days prior to Task Order start
	Initial and Annual Review
	COTR

	C.5.5-2
	C.5.5.2.1
	Preventative Maintenance Plan, Policies and Procedures
	Electronic
	Within 40 business days after Task Order start
	Initial and update within five business days of changes
	COTR

	
	C.5.8
	PHONE AND PBX OPERATIONS

	C.5.8-1
	C.5.8.1.7
	Phone and PBX Service Report
	Electronic
	Within 60 days of Task Order start
	Update within five business days of changes 
	COTR

	C.5.8-2
	C.5.8.2.2.1
	Switchboard Knowledgebase Reference
	Electronic
	Within 20 business days of Task Order start
	Update the reference within five business days of DHS announcement of functional re-alignment or organization moves
	COTR

	C.5.8-3
	C.5.8.2.2.2
	Automatic Call Directory
	Electronic
	Within 40 business days of Task Order start
	As directed
	COTR

	C.5.8-4
	C.5.8.2.6
	Call Pattern Statistics Reports- Monthly
	Electronic
	Within 30 days of Task Order start
	Monthly
	COTR

	C.5.8-5
	C.5.8.2.7
	Switchboard COOP Plan
	Electronic
	60 days prior to Task Order start
	Update as required upon changes
	COTR

	C.5.8-6
	C.5.8.2.8.2
	Switchboard Training Lesson Plan 
	Electronic
	Initial within 40 days of Task Order start
	Updates as required
	COTR 

	
	C.5.9  
	NETWORK MANAGEMENT CENTER

	C.5.9-1
	C.5.9.1.4
	NMC Standard Operating Procedures 
	Electronic
	Within 60 days of Task Order start
	Update within five business days of changes 
	COTR

	C.5.9-2
	C.5.9.1.12
	Network and Systems Infrastructure Report
	Electronic
	Within 60 days of Task Order start
	Update within five business days of changes 
	COTR

	C.5.9-3
	C.5.9.1.19
	Network Metrics Reports
	Electronic
	No later than 7:30AM each business day
	Daily
	COTR

	
	C.5.10
	SECURITY MANAGEMENT CENTER

	C.5.10-1
	C.5.10.1.2
	Information Technology Services Office Security Management Approach and SOPs, Checklists and a DHS Information Technology Services Office Security Plan
	Electronic
	Within 60 days of Task Order start
	Update within one business day of changes 
	COTR

	C.5.10-2
	C.5.10.2.1
	Vulnerability Assessment Report
	Electronic
	PII Incidents: Within 30 minutes of identification of vulnerability 

Non Pll Incidents: Within two hours for critical, four hours for high, one day for medium, two days for low of identification of vulnerability
	As vulnerabilities are identified
	COTR

	C.5.10-3
	C.5.10.2.6
	Application Vulnerability Cost Benefit Analysis
	Electronic
	Within five business days of direction
	As required
	COTR

	C.5.10-4
	C.5.10.5.4
	Patch/Service Pack Deployment Reports
	Electronic
	Within one business day of Deployment 
	As Deployments are performed
	COTR

	C.5.10-5
	C.5.10.6.4
	System Log Security Review Reports
	Electronic
	The first business day following the end of the previous month
	Monthly
	COTR

	C.5.10-6
	C.5.10.9.2
	Forensics Investigations SOPs
	Electronic
	Within 60 days of Task Order start
	Update within one business day of changes 
	COTR

	C.5.10-7
	C.5.10.9.4
	Event and Incident Reports
	Electronic
	Pll Incidents: Within 30 minutes of identification of event or incident

Non Pll Incidents: Within two hours for critical, four hours for high, one day for medium, two days for low of identification of event or incident
	As incidents are identified
	COTR

	C.5.10-8
	C.5.10.10.3
	INFOCON Level SOPs and Checklists
	Electronic
	Within 60 days of Task Order start
	Update within one business day of changes 
	COTR

	
	C.5.11
	COMMUNICATIONS SECURITY (COMSEC) MANAGEMENT

	C.5.11-1
	C.5.11.1.6
	COMSEC Plan
	Electronic
	Within 60 days of Task Order start
	Update within one business day of changes 
	COTR

	
	C.5.13
	TRAINING

	C.5.13-1
	C.5.13
	Training Plan
	Electronic
	Within 60 days of Task Order start
	Update within one business day of changes 
	COTR

	
	C.5.14
	WIRELESS MANAGEMENT

	C.5.14-1
	C.5.14.2.5
	Wireless Systems Engineering Framework
	Electronic
	Within 60 business days of Task Order start
	Initial with Updates
	COTR

	C.5.14-2
	C.5.14.2.8
	Wireless SEMP & CONOPS, Baseline, System & System Development Specifications 
	Electronic
	Within 60 business days of Task Order start and update as changes occur
	Initial with Updates
	COTR

	
	C.5.15
	IT CONTINUITY MANAGEMENT

	C.5.15-1
	C.5.15.1.1
	Business Continuity Initial Assessment
	Electronic
	Within 40 business days of Task Order start
	Once
	COTR

	C.5.15-2
	C.5.15.1.2
	Business Continuity Framework Gap Analysis
	Electronic
	Within 60 business days of Task Order start
	Once
	COTR

	C.5.15-3
	C.5.15.2.1
	Multi-Year Strategic Program Management Plan
	Electronic
	Annual suspense date or within 60 business days of direction
	Annually and as directed
	COTR

	C.5.15-4
	C.5.15.2.2
	CIO COOP Implementation Plan
	Electronic
	Annual suspense date or within 60 business days of direction
	Annually and as directed
	COTR

	C.5.15-5
	C.5.15.2.3
	Incident Response and Management Plan
	Electronic
	Annual suspense date or within 60 business days of direction
	Annually and as directed
	COTR

	C.5.15-6
	C.5.15.2.4
	CIO Operational Recovery Plan and IT Disaster Recovery/ Business Continuity Plan
	Electronic
	Annual suspense date or within 60 business days of direction
	Annually and as directed
	COTR

	C.5.15-7
	C.5.15.3.2
	Plans and Exercises Coordination Meeting Minutes
	Electronic
	Within 3 business days of meeting
	Bi-weekly 
	COTR

	C.5.15-8
	C.5.15.4.1
	Continuity Policy, Guidance, Methodologies and Tools
	Electronic
	Annual suspense date or within 60 business days of direction
	Annually and as directed
	COTR

	C.5.15-9
	C.5.15.4.2
	Essential Functions, Critical IT/Telecommuni-cations Networks, Systems, Facilities, and Critical Positions List
	Electronic
	Annual suspense date or within 3 business days of change
	Annually and as directed
	COTR

	C.5.15-10
	C.5.15.4.3
	Continuity Management Review
	Electronic
	Annual suspense date or within 20 business days of change
	Annually and as required
	COTR

	C.5.15-11
	C.5.15.4.5
	Business Continuity Executive Briefings
	Electronic
	As directed
	As required 
	COTR

	C.5.15-12
	C.5.15.5.1
	Test/Exercise Plans
	Electronic
	Within 60 days of Task Order start
	Update within one business day of changes 
	COTR

	C.5.15-13
	C.5.15.5.2
	Test/Exercise After Action Report
	Electronic
	Within 20 business day of direction
	Annually and as directed
	COTR

	C.5.15-14
	C.5.15.6.1
	Electronic Vital Records Program Test Report
	Electronic
	Within five business days of completing the test
	Quarterly
	COTR


� Monitoring is 24X7X365 (366 for leap years)


� Limited coverage required 24X7X365 (366 for leap years)


� Limited support required 24X7X365 (366 for leap years)
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Vital Records Plan 


Continuity Planning Group / Critical Assets


Deliverables



MYSPMP Budget
Policy statements
ECCB Approvals
Continuity Program Plan Reviews
Senior Management Program Review Schedule


Comments Version


Senior Management Program Review


Continuity Program Initiation or Program Review


Perform Criticality Assessment


Conduct 
Project Matrix Step 1 process


Executive Management

USM
CIO


Analyze Interdependency Impacts


Review Interdependency Impacts


Operations Management

DCIO


Technical Management

Program Officials
Program Managers
System Owners


Communications Coordination

National Operations Center
Network Operations Center
Security Operations Center
Emergency Operations Center


Scope
Resources
Buy-in


Complete BIA Process


Prepare BIA Data Collector tools & templates 


Present BIA Findings


PDD – 67
HSPD - 7


Function / Service and Asset Identification


IRLCM* – Project Initation


Operations Coordination

Stewards
O & M Services
ISSO / ISSM
EADO, NCA, MCIO, ITP


Prepare Project Matrix Step 1 Report


Present Project Matrix Step 1 Report


Strohl Systems




Conduct
BIA task,
 Interviews and analysis


Coordinate FIPS 199 Availability 


Business Continuity Planning
Group


Risk, Interdependences and Impact Analysis 


NIST SP 800-30
NIST SP 800-34
FEMA 452


Planning Documents


Planning Documents


Investment Review Life Cycle Management (IRLCM)
Concept and Technology Development


Deliverables



Project Matrix Step 1 Report
EACOE Coordination


Deliverables



BIA Report
EACOE Coordination


Review Risk Assessments



