Agenda

Department of Homeland Security
Privacy Office

July 24 and 25, 2008

Homeland
Security

IMPLEMENTING PRIVACY PROTECTIONS IN GOVERNMENT DATA MINING

Hilton Washington
International Ballroom East
1919 Connecticut Avenue, NW
Washington, DC

(Dupont Circle Metro)
Day One - July 24, 2008
Morning Session 8:30 a.m. — 11:45 a.m.
Welcome and Introductions 8:30 a.m. — 9:00 a.m.

Hugo Teufel III, Chief Privacy Officer,
U.S. Department of Homeland Security

Jay M. Cohen, Under Secretary, Science and Technology
Directorate
U.S. Department of Homeland Security

Overview: What Do We Mean by the Term “Data Mining?” 9:00 a.m. — 10:15 a.m.

David Jensen, Associate Professor of Computer Science,
University of Massachusetts

Break 10:15 a.m. — 10:30 a.m.

Panel 1: How Does Government Data Mining Impact on

10:30 a.m. — 11:45 a.m.
Privacy? am am

Moderator: Martha Landesberg, Senior Privacy Analyst, DHS Privacy
Office

Panelists:

Fred H. Cate, Distinguished Professor and Director of the Center
for Applied Cybersecurity Research, Indiana University

Greg Nojeim, Senior Counsel and Director, Project on Freedom,
Security and Technology, Center for Democracy and Technology

Christopher Slobogin, Milton Underwood Professor of Law,
Vanderbilt University Law School

Barry Steinhardt, Director, ACLU Program on Technology and
Liberty

Peter Swire, C. William O’Neill Professor of Law, Moritz College
of Law, Ohio State University
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Lunch Break (on your own) 11:45 a.m. — 1:00 p.m.

Day One - July 24, 2008
Afternoon Session

1:00 p.m. — 4:00 p.m.

Panel 2: How Can We Validate Data Mining Models and 1:00 p.m. - 2:30 p.m.

Results?

Moderator: John Hoyt , Chief, Knowledge Management Tools Branch,
Command, Control, and Interoperability Division, DHS Science and
Technology Directorate

Panelists:
Stephen Coggeshall, Chief Technology Officer, ID Analytics, Inc.

Stephen Dennis, Technical Director, Homeland Security
Advanced Research Projects Agency, DHS Science and
Technology Directorate

David Jensen, Associate Professor of Computer Science,
University of Massachusetts

Panel 3: Technologies for Privacy-Protective Data Mining 2:30 p.m. — 4:00 p.m.

Moderator: Stephen Dennis, Technical Director, Homeland Security
Advanced Research Projects Agency, DHS Science and Technology
Directorate

Panelists:

Chris Clifton, Associate Professor of Computer Science, Purdue
University

Dr. Anant Jhingran, Vice President and Chief Technology
Officer, IBM Information Management Division

Rebecca Wright, Associate Professor of Computer Science and
Deputy Director of DIMACS, Rutgers University
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Day Two - July 25, 2008

Morning Session

Panel 4: Auditing and Enforcing Privacy Controls for Data

Mining

Moderator: Peter Sand, Director of Privacy Technology, DHS Privacy

Office

Panelists:

Michael A. Aisenberg, President, International Systems Security

Engineering Association

Brian Tretick, Executive Director for Privacy Advisory Services,

Ernst & Young

Daniel Weitzner, Co-Director, Computer Science and Artificial

Break

Panel 5: Privacy Policies and Best Practices for Data Mining

Intelligence Laboratory (CSAIL) Decentralized
Information Group, Massachusetts Institute of
Technology

Homeland
Security

8:30 a.m. —12:30 p.m.

8:30 a.m. — 10:15 a.m.

10:15 a.m. — 10:30 a.m.

Moderator: Toby Milgrom Levin, Senior Advisor, DHS Privacy Office

Panelists:

Fred H. Cate, Distinguished Professor and Director, Center for

Applied Cybersecurity Research, Indiana University

Thomas Oscherwitz, Vice President of Government Affairs and

Chief Privacy Officer, ID Analytics, Inc.

Barry Steinhardt, Director, ACLU Program on Technology and

Liberty

Peter Swire, C. William O’Neill Professor of Law, Moritz College

of Law, Ohio State University

Daniel Weitzner, Co-Director, Computer Science and Artificial

Intelligence Laboratory (CSAIL) Decentralized
Information Group,
Massachusetts Institute of Technology

ADJOURNMENT 12:30 p.m.

The Privacy Office, U.S. Department of Homeland Security, Washington, DC 20528
Telephone: 703-235-0780 Fax: 703-235-0442
privacyworkshop@dhs.gov www.dhs.gov/privacy
(Follow the links to the Workshop Section)

10:30 a.m. - 12:30 p.m.
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