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DHS Data Privacy and Integrity Advisory Committee  

Summary of Public Meeting 

May 25, 2010, Washington, DC 
 

Committee members in attendance: 

 

Richard V. Purcell, Chairman  David A. Hoffman 

Ana I. Anton    Lance Hoffman 

J. Howard Beales III   Joanne McNabb 

Daniel W. Caprio Jr.              Charles Palmer 

James W. Harper                                Neville Pattinson 

Kirk Herath                          John Sabo    

 

Also in attendance: 

Hon. Janet Napolitano, Secretary of Homeland Security 

Mary Ellen Callahan, Chief Privacy Officer and Sponsor  

Martha K. Landesberg, Executive Director and Designated Federal Official 

 

Chairman Richard Purcell called the meeting to order at 12:30 p.m. 

 

Introductory Remarks: 

Hon. Janet Napolitano, Secretary of Homeland Security 

 

Secretary Napolitano began her remarks by thanking Committee members for their service to the 

Department.  She recognized the DHS Privacy Office's key role in integrating the fundamental 

American value of privacy into Department initiatives and technologies.  The Secretary pointed 

to several major responsibilities and accomplishments of the Privacy Office, including:  

 use of Privacy Threshold Analyses (PTA) and Privacy Impact Assessments (PIA) to 

ensure that Department programs and systems are in compliance with the Privacy 

Act, the E-Government Act, and relevant executive orders and OMB guidance;  

 an expansive approach to transparency in ensuring Department compliance with 

President Obama's Open Government Initiative; 

 proactive disclosure of documents through enhancements in the Department’s online 

FOIA reading rooms; 

 development and provision of essential privacy training to all DHS employees and to 

employees of other federal agencies; 

 support and training for state and local fusion centers as they develop their own 

privacy policies; and 

 serving as senior advisor to the Secretary on international privacy frameworks and 

policies. 

 

Secretary Napolitano then thanked the Committee for its guidance in the eleven reports it has 

issued on Department programs and policies and on best practices.  She noted that the 

Committee’s reports on the Secure Flight and E-Verify Programs have led to changes in how 

those programs use personal information and, in the case of E-Verify, how program users' 

identities are authenticated.  The Secretary noted the impact of the Committee’s 2009 whitepaper 

on Information Sharing Access Agreements (ISAA) on recent efforts to embed privacy 
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protections in Department programs involving ISAAs.  She noted that the Department is 

currently reviewing the Committee’s recent report on privacy protections for DHS redress 

programs, and stated her belief that the Committee’s recent report on privacy protections for 

DHS information technology infrastructure would prove equally useful to the Department.   

 

Secretary Napolitano concluded her remarks by again thanking the Committee members for their 

service.  A brief question and answer period followed. 

 

DHS Privacy Officer’s Update: 

Mary Ellen Callahan, Chief Privacy Officer, Department of Homeland Security 

 

Ms. Callahan provided an update on the activities of the DHS Privacy Office since the 

Committee last met in March, including accomplishments of the policy, compliance, privacy 

technology and intelligence, international privacy policy, and FOIA groups. 

 

Policy Group: 

 Finalized the DHS Privacy Office Guide, which describes how the Privacy Office 

carries out its duties and responsibilities.  The Guide will be published soon. 

 Re-launched the Privacy Office intranet site on SharePoint and established a privacy 

and FOIA training resource page for employees. 

 Revamped the Privacy Office external website to make it easier for the public to 

access DHS Privacy Office resources. 

 The Privacy Office is currently updating compliance-related web pages to provide 

better transparency into the DHS Privacy Office compliance process and to make it 

easier for the public to locate PIAs and System of Records Notices (SORNs). 

 In June, the Privacy Office will begin a series of monthly Chief Privacy Officer 

articles on the DHS Blog to expand outreach to the privacy advocacy community and 

the general public.  

 

Compliance Group: 

 Approved 130 PTAs, 14 PIAs, and 5 SORNs since the March 2010 DPIAC Meeting. 

 Currently preparing for the annual Privacy Compliance Workshop on June 10 in 

Washington, DC.  The workshop will provide training on triggers that indicate the 

need for privacy compliance documentation, Privacy Act requirements, and 

Computer Matching Agreements. The Privacy Office will debut a new PIA template 

and corresponding guidance during the workshop. 

 Working with Screening Coordination Office, DHS Chief Information Officer, 

Intelligence & Analysis Chief Information Officer, and Office of General Counsel on 

the business case for developing a technical and policy framework for using data in 

both classified and unclassified settings, and for information sharing with the 

Department’s partners. 

 Representing the Office on the DHS New Media Compliance Working Group, which 

provides guidance on implementing social media. The Office's role is to ensure 

privacy is built into social media initiatives before launch. 

 Working to systematize how the Privacy Office reviews ongoing programs for 

compliance with DHS policies, procedures, and public statements.     
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Privacy Technology and Intelligence Group: 

 Working with the Office of the Chief Information Officer to publish DHS data sets to the 

Data.gov website, and assisting with the internal review process for all proposed postings 

of data sets, to ensure that DHS does not publish PII. 

 Planning to use the Committee’s recommendations on improving the PIA process for 

Service Oriented Architecture to create a new PTA to conduct initial assessments of the 

privacy impacts of Department Enterprise Service Buses (ESBs) and to create a template 

PIA to standardize privacy protections for ESBs used across the Department.   

 

Privacy Incidents and Inquiries Group: 

 On March 24, Deputy Chief Privacy Officer John Kropf and Director of Privacy 

Incidents and Inquiries Rose Bird met with privacy officials from the Internal 

Revenue Service for a demonstration of their privacy incident management online 

tracking system and to share best practices.   

 Ms. Bird will present an overview of recent privacy incidents at DHS during the third 

DHS Privacy Incident Handling Quarterly Meeting in June.  This meeting provides a 

forum for component Privacy Officers and Privacy Points of Contact, and DHS 

Enterprise Operations Center managers, to share information and best practices 

regarding incident management, mitigation, and prevention. 

 The DHS Privacy Office is currently investigating a component data breach that had 

significant policy and legal violations and will likely release a public report on best 

practices at the end of the investigation. 

 

Privacy Training: 

 The Privacy Office has engaged in intensive efforts to enhance the Department's 

privacy curriculum by launching new versions of: the online "Culture of Privacy 

Awareness" course; the introduction to DHS privacy policy and FOIA that all new 

employees receive as part of their initial DHS orientation; and the privacy compliance 

portion of DHS 101, the Department's comprehensive course on DHS operations that 

is open to all employees.  

 

Fusion Centers: 

 The Privacy Office, in cooperation with the Department's Office for Civil Rights and 

Civil Liberties, conducted 3 sessions of Train-the-Trainer privacy and civil liberties 

training at regional fusion center conferences in Portland, Oregon, Montgomery, 

Alabama, and Minneapolis, Minnesota.  The fourth 2010 session will take place in 

June in Philadelphia.  The 2-day Train-the-Trainer course provides fusion center 

privacy officers an understanding of their responsibilities and the resources available 

to assist with implementation of privacy practices and training within each fusion 

center.  In turn, privacy officers are responsible for delivering privacy and civil 

liberties training within their fusion centers within the next six months.  

 The Privacy Office will continue to support fusion center training by visiting centers 

in 12 states by the end of the year. 

 The Information Sharing Environment (ISE) requires all fusion centers to have 

privacy policies that are “at least as comprehensive” as the ISE Privacy Guidelines.  

The DHS Privacy Office is reviewing policies on behalf of the ISE Privacy 
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Guidelines Committee, and has approved 10 privacy policies covering 15 fusion 

centers to date.  

 

International Privacy Policy Group: 

  Hosted representatives from Justice Canada and the Spanish Ministries of Interior and 

Justice as part of the Privacy Office Exchange Program, to demonstrate the U.S. privacy 

framework and how it governs DHS privacy policy. 

  Contributed to the Organization for Economic Cooperation and Development (OECD) 

Volunteer Working Group, along with the Departments of State and Commerce and the 

Federal Trade Commission, to plan upcoming events celebrating the 30th anniversary of 

the OCED Privacy Guidelines.  

 Conducting research on public sector implementation of the OECD Privacy Guidelines 

in time for the 30th anniversary celebration, to inform the OECD Secretariat's decision 

on how to move forward with a review of the Guidelines. 

 Met with the Belgian Preventing and Combating Serious Crime Agreement (PCSC) 

delegation to discuss U.S. government and DHS privacy protections.  The Privacy Office 

also worked with United States Visitor and Immigrant Status Indicator Technology (US-

VISIT) and the Government of Germany to discuss process flows pertaining to data in 

the FBI's Criminal Justice Information Services (CJIS) system that is shared under a 

PCSC Agreement.   

  Issued a memorandum to all DHS components to integrate international privacy training 

for outbound attaches and liaisons to raise awareness of legal and policy issues 

associated with international information sharing. 

 

FOIA Group: 

 Received just over 73,000 FOIA requests since October 1. 

 Made substantial continued progress in reducing the Department's backlog of FOIA 

requests. 

 The DHS Privacy Office is taking an aggressive approach to proactively disclosing 

information in keeping with the president's Open Government Memorandum. 

 Supported significant enhancements to DHS online FOIA Reading Rooms including 

opting to post all Annual FOIA Reports for Fiscal Years 2003 through the present. 

 

 

Presentation on Information Sharing Governance in DHS 

Helen Goff Foster, Senior Privacy Analyst, DHS Privacy Office  

  

Ms. Foster provided an overview of the DHS information sharing governance structure and the 

process for reviewing and implementing Information Sharing Access Agreements (ISAAs).  Ms. 

Foster described the 3-part process for managing the information sharing agreement lifecycle, 

highlighting that this process incorporates several recommendations provided in the 2009 

DPIAC Whitepaper on embedding privacy protections in the Department's ISAAs.  Step 1 of the 

process is the Data Access Request (DAR), a questionnaire completed by external organizations 

requesting DHS information.  The DAR requires external partners to specify the data sets 

requested and proposed uses for the data.  This questionnaire is then reviewed by representatives 

of the DHS Privacy Office, Office for Civil Rights and Civil Liberties, Office of the General 

Counsel, and the data steward, to determine whether and how the requests can be appropriately 
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met.  Step 2 is the development of the information sharing agreement, in accordance with the 

revised Information Sharing Access Agreement Guidebook and Templates (Guidebook).  The 

Guidebook, a comprehensive guide to developing information sharing agreements, provides 

specific guidance on privacy considerations and model language for DHS ISAAs.  Step 3 is the 

inclusion of completed ISAAs in the electronic ISAA repository.  The repository provides a 

central location for all DHS ISAAs and ISAA-related materials.  Ms. Foster thanked the 

Committee for its work on the 2009 Whitepaper and responded to members’ questions after 

concluding her presentation. 

 

 

 

Presentation on U.S. Immigration and Customs Enforcement Implementation of DHS 

Privacy Policy   

Lyn Rahilly, Privacy Officer, U.S. Immigration and Customs Enforcement (ICE), U.S. 

Department of Homeland Security 

 

Ms. Rahilly provided an overview of ICE’s mission and responsibilities.  ICE's Privacy Office 

was created in April 2008.  Before the office was created, privacy responsibilities were scattered 

throughout the agency.  When Ms. Rahilly joined ICE, only 5 PIAs had been published in 5 

years.  During Ms. Rahilly's tenure, she has focused on systematizing privacy activities through 

the use of a website and training.  She developed a plan to implement the following strategic 

goals over the next 5 years. Years 1-3 will focus on building a foundation for privacy including 

an understanding of the privacy issues associated with ICE’s 90 IT systems, standing up a staff 

of privacy professionals, and developing basic privacy documentation.  In year 2-4 the focus will 

be on outreach activities and the implementation of agency-wide training as well as customized 

training for specific jobs.  Year 3-5 will focus on accountability within ICE, including 

development of standard checklists to evaluate how well employees are following PIAs and 

SORNs, to identify vulnerabilities, and to recommend improvements.  Ms. Rahilly highlighted 

her Office's reduction of the PIA backlog by 73%, and indicated that 26 PIA updates have been 

published including the PIA on Border Searches of Electronic Devices and the Detainee Locator 

Database PIA.  She also discussed issues associated with the use of SharePoint and mitigation 

strategies.  Ms. Rahilly responded to questions and comments from the Committee after 

concluding her presentation. 

 

Presentation on the National Strategy for Secure Online Transactions   

Ely J. Kahn, Director for Cybersecurity Policy, National Security Staff, The White House 

 

Mr. Kahn discussed the ongoing interagency work on development of a National Strategy for 

Secure Online Transactions.  He highlighted key drivers behind the strategy, including IT policy 

review by the White House, and the need for stronger identity management systems and 

authentication processes to reduce online fraud.  Mr. Kahn added that the strategy was aimed at 

establishing an identity ecosystem in which both sides of the transaction are strongly 

authenticated.  He stated that further work was needed to better understand third party 

credentialing.  Mr. Kahn also stated that the strategy is intended to include identity solutions that 

are: secure and resilient to attack or accident; voluntary and consistent with privacy principles; 

cost-effective and easy to use; and interoperable.  2,000 comments have been received on the 
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current strategy document.  Mr. Kahn responded to questions and comments from the Committee 

after concluding his presentation. 

 

Public Comments and Questions to the Committee 

Chairman Purcell opened the floor for public comments at 3:30 p.m.  As there were no public 

comments, Chairman Purcell adjourned the meeting. 

 

 

The DHS Data Privacy and Integrity Advisory Committee provides advice at the request of the 

Secretary of DHS and the Chief Privacy Officer of DHS on programmatic, policy, operational, 

administrative, and technological issues within the DHS that relate to personally identifiable 

information (PII), as well as data integrity and other privacy-related matters. Materials 

presented to the Committee, including all Committee reports and recommendations, and meeting 

summaries and transcripts, are available to the public on the Committee’s web page on the DHS 

Privacy Office website, www.dhs.gov/privacy. 


