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Assumptions

> Socleties are always looking for the balance
between public observation and an individual’s
right to solitude

> Transparency pays a key role in assuring that
balance

> Effective notices are a key aspect of transparency
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Center’s Notices Project

> Formed in 2001 to respond to public dismay with
private sector notices

> Created the concept of multilayered notices

> Worked with many parties to create an
International transparency norm
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Privacy Notices Have Two Purposes

> Define in great detail
> What is being collected
> For what purpose
> By whom
> Under what conditions

> Give individuals the information they need in an
understandable fashion so they may participate in
the process

> Achieving both objectives at the same time is
difficult
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Solution?

> Layering

> Notices need to be complete and very easy to
understand

> Very long complex notices are complete, but
not easy to understand

> Brief notices may be easy to understand, but
won't capture all the detall

> Multilayered notices offers a system of notices
that are responsive to legal requirements and
individual needs
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Multi-Layered Notice

> Objective: Assure privacy notices are easy to
understand, compare and complete

> Achieved by communicating a privacy notice in
layers

> Very short three line notice where space Is
very limited

> Condensed notice in a common template for
most consumers facing interfaces

> Complete notice on request
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Research Shows

> Individual comprehension requires

> Notices must be relatively short
> No more than seven topics

> They must be In plain language
> No jargon

> They must be in a common format that makes
It easy for the consumer to understand and
compare
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Condensed Notice

> Common template with six critical elements
1. The party covered by the notice
. Data collected from and about the consumer

. Uses (purposes) and sharing

. Other, important information

2
3
4. Individual choices and how to make them
5
6

. How to contact the organization




Condensed Notice

Scope

P&G P r| Vacy N Otlce This statement applies to websites operated by or on behalf of The Procter &

Gamble Company and its affiliated companies and subsidiaries (P&G).

Personal Information Click here for more
information

e We collect information you choose to provide such as your email or postal address.

e We collect non-personal information such as browser type, operating system, and web pages visited to help manage our websites

e We use cookies and other internet technologies to manage our website and e-mail programs. We do not use these technologies to collect or store personal
information.

e \We may obtain additional information about you, such as demographic information, from commercially available sources

Uses Click here for more
information

e We use personal information to provide you information and samples you request, to give you a customized interactive experience, and to help us develop new
products and services that meet your needs.

* We do not share your personal information with other marketers unless we have asked for and obtained your explicit consent. If you do not provide your consent,
we will not share your information.

e \We use personal information you provide only for purposes consistent with the reason you provided it.

e When we temporarily provide personal information to companies who perform services for us, such as to send you email or samples, we require those companies
to protect the information in the same manner as P&G. These service companies cannot use your personal information for any other purpose than the reason you
provided it to P&G

Your Rights & Choices Click here for more information How to Contact Us

e You have the right to have a copy of the personal information you provide, and to correct or update your e To contact us with a question click here (for
personal information. country specific addresses)

e You may instruct P&G to remove you from our programs you have subscribed to by using the unsubscribe link Or write to us at

provided in our email programs, or using the link provided below P&G Privacy Team

e You may instruct P&G to remove any previous consent you provided to share your personal information with 2 P&G Plaza

other companies. Cincinnati, OH 45202 U.S.A.

e Click here to select your country and be linked to the correct address to use to: obtain a copy of the personal e To read our full Online Privacy Statement
information you provided, be removed from our programs, or remove your consent for information sharing click here:

e To read our Global Privacy Policy click here

Important Information

e P&G is committed to working with consumers to obtain a fair resolution of any complaint or concern about
privacy

e P&G complies with country data protection laws

e \We cooperate with country data protection authorities if they believe a privacy problem has occurred.

e Our U.S. websites are privacy certified by the U.S Better Business Bureau OnLine OnLine® Privacy Seal
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B CRRITE Layered Notices Work For
the Public Sector as Well
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> Governments need to communicate their collection
and use practices

> Detall is still needed for accountability purposes

> Layered notices work for this purpose

> The additional cost iIs minimal
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Australian Government

Privacy Notice Highlights

SCOPE
This statement applies to the australia.gov.au website only. The website is managed by the Department of Finance and Administration.

PERSONAL INFORMATION
Australia.gov.au collects personal information that you choose to give us, for example your email address.

We do not collect identifiable personal information about you if you only browse this website

USES
We only use your personal information for the purposes for which you gave it to us.

We do not share information about you with other government agencies or other organisations without your permission unless it

. is necessary to provide you with a service that you have requested;
. is required or authorised by law; or
. will prevent or lessen a serious and imminent threat to somebody's health.

We analyse non-identifiable web site traffic data to improve our services. VWWe do not use cookies or web bugs.

YOUR CHOICES
You may gain access to personal information about you that we hold. You can have us correct any errors or delete the information we have about you.

You may opt out of any further contact from us.

To protect your privacy and the privacy of others, we may have to gain evidence of your identity before we can give you access to information about you or change it.

IMPORTANT INFORMATION
This website is bound by the Information Privacy Principles of the Privacy Act 1988.

We also follow the Guidelines for Federal and ACT Government Websites issued by the Office of the Privacy Commissioner.

HOW TO CONTACT US
Contact us about any of your privacy concerns or to suggest further improvements to this website.

Alternatively, write to us at:

Manager, australia.gov.au

Australian Government Information Management Office
Department of Finance and Administration

John Gorton Building

King Edwards Terrace

Parkes ACT 2600

AUSTRALIA

For more information about our privacy practices, see our full privacy statement.
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UNITED STATES
POSTAL SERVICE »

Privacy Notice Highlights

» Scope View the Full Privacy Policy
This statement applies to USPS™ customers and usps.com
visitors, unless a separate privacy notice is prominently displayed.

Personal Information
* We collect personal information directly from you and your transactions with us. We also occasionally obtain information about you
from verification services and commercial sources, such as to acquire permission-based marketing lists.

Uses
We use your information to provide you USPS products and services, or respond to your inquiries.
We do not sell customer or mailing lists to outside parties, including marketers.
We protect your information under the Privacy Act. We only share your information in the following limited situations: to a
congressional office on your behalf; to financial entities regarding financial transaction issues; to a USPS auditor; to entities, including
law enforcement, as required by law or in legal proceedings; to customs agencies relating to outgoing international mail; to contractors
and other entities to fulfill your product or service; or with your consent

Your Choices
« We only market other USPS products/services to you with your consent, based on your marketing preferences.
* You may create or change your preferences by accessing your account on usps.com and editing your profile.

Important Information » How to Contact Us

You may access information we maintain about you by contacting * We welcome you to view our full privacy policy.

the program office for the product/service you ordered, or by * You may contact the privacy office at privacy @usps.gov or

contacting the privacy office at the addresses provided. USPS, Privacy Office, 475 L'Enfant Plaza SW Washington. DC
20260-2200.




New Zealand Privacy Commissioner’s Notice

Office of the Privacy Commissioner Scope:

Website Privacy Notice This privacy notice applies to personal information collected on
i the New Zealand Privacy Commissioner’s we bsite:
WW WL PrVACY. OTEg.NZ

Personal Informations:

L] We do not collect personal information on this site unless you volunteer it
There are several places on the site where you may volanteer persomal information to us: joining the
mailing hist for Privafe Ford or other publications, using the feedback button, emailing us an enquiry or
complaint, making a submission on a proposed code of practice or other public consultation. You can
also prnt out a form for registering for a training workshop (but will need to post or fax it to us)

. We do not collect identifiable information about you if you aonly browse our website

Ulse and disclosure:

L] We only use personal information that you prowvide to us through this site for the purposes you supplied
1t, for directly related purposes or for other reasons permitted under the Privacy Act 1993
We do niot share personal information volunteered to us through this site with others unless this is
necessary for the purpose for which it is provided {e.g. to seck an answer to a complaint from a person
complained about) or réquired by law
We may make mformation about submissions made to us in public consultation processes available
publicly either by publishing the submissions or in response to requests under the Official Informa tion
Act 1982

- We may analyse non-identifiable web traffic data to improve our services

Your Rights and Choices:

- You may seelr access 1o personal information held about you by the Office of the Privacy Commissioner
in accordance with vour rights under the Privacy Act. You have the right to ask to have information
corrected or deleted. To protect your privacy, and that of others, we may ask yvou to verify vour identity
as part of dealing with an access or correction request

- You can ask to be removed from the Prigare [Ford or other mailing list

- Informatnon provided will be held by the Office of the Commissioner

Important Information: How to contact us:

Further explanation of the purpose for which information may be Office of the Privacy Commissioner:

needed, and how it will be handled, is provided at the parts of the ® FEimail: eficquiries(@ privacy . org.nz

site at which you can volunteer information (such as the mailing, > Auckland O ffice, PO Box 466 (tel 09

list and feedback form ., worlkshop registration brochure, and 302 8680, fax 09-302 2305)

notice concerning public consultations on cedes of practice) Wellington Office, PO Box 10-094

{tel 04-474 7595, fax 04-474 7595)

Privacy engquiries 0800 803 909 (in

Anckland 302 8652)

MNotce updated: 1November 2005
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Wiwebsite Policy

Scope
This notice applies to our website.

Personal Information

Wie only collect personal information that vyvou choose to give us (for example,
yvour email address when you email us at info ocipc.bec.ca

We do not collect your personal information if you browse or download from our
website. Some information, such as your Internet domain name or IP address,
may identify you. The extent of personal identification depends, in large part, on
the "naming standards” followed by your Intermnet service provider. You may
wish to check their policies and practices in this regard. To the extent that our
web server may collect personal information, that information is used only for
the operation and security of our website.

Uses

If you choose to give us personal information, we only use it for the purposes for
which you give it to us.
VWve do not share your personal information with government agencies or other
organizations without your permission unless:

- it is necessary to provide you with a service that you have requested;

- it is required or authorized by law; or

- compelling circumstances exist that affect anyone’s health or safety.
Wi/e may analyze non-identifiable web site traffic data to improve our services.
Wi/e do not use cookies or web bugs. We do not track use of ocur website.

Your choices
You can choose whether to give us personal information, as noted above.

Important Information

This website is covered by the Freedorrr of /friforrmraliory & Frofectiorr of Privac)
Act. Although we try to see that all information posted on our website is accurate
and complete, we do not represent that it is so, or guarantee it, and accept no
liability or obligation for accuracy or completeness. If there is any discrepancy
between information posted on our website and the original paper version, the
paper original is the authoritative version.

How to contact us

Contact us at info ocipc.bo.ca about any of your privacy concerns or to suggest
further improvements to this website.

Alternatively, you can write to us at:
Office of tf1e [rformIliion & FPrivac)y Comnmrrirssionesr for 8C

PO, Box D032, St FProv. (Govi
Victoriz, 5C VSV 24
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Compliance Issues Are Not New

> GLBA, HIPAA and various data protection laws are
complex

> Enforcement authorities have recognized
completeness based on the entire package
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Map data process

Review laws

Write internal policy

Translate internal policies into complete external policy
Test the language

Capture the key elements in condensed notice
Harmonize the complete and condensed notice

1.
2.
3.
4,
S
6.
/.
8.

If the organization collects data via PDAs develop short
notice

9. Conduct final test
10. Publish




