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Letter from AssistaBecretary Douglas A. Smith

Homeland
Security
November 152010
Dear Private Sector Partner,
DHS developed this catalog to better facilita

to help keep our country secure. Initially released in May 201G afaiog was the first to be
targeted specifically towards private sector partners and to truly encompass all of DHS. This
document collects the training, publications, guidance, alerts, newsletters, programs, and services
available to the private sectooni across the department. It is organized by component and
resource type and a comprehensive index is available to facilitate locating resources. Additionally,
contact information across the department is available in Appendix A. In order to fullytbapture
broad array of available resources as well as the continually evolving work of the department, we
are now releasing this first update of the catalog.

I n order to face the new threats and evol vi ng
devéop and maintain critical homeland security capabilities at all layers of our society. We all
share the responsibility to build-Blzards preparedness and resiliency into our way of life. As
outlined in the Quadrennial Homeland Security Review Repdst.efiterprise approach is
composed of multiple partners whose roles and responsibilities are distributed and shared among

a broadbased community with a common interest in the public safety andb@mei of America

and American society.

The private seat is a critical partner in our homeland security efforts and my office is committed

to strengthening the Departmentdés relationsh
advisor to the Secretary on issues related to the private sector, inclutingaaaaonprofits,

NGOs, and businesses, the Private Sector Office (PSO) coordinates active engagement between
DHS and the private sector.

Regardless of where your organization fits into the homeland security enterprise, the Private Sector
Office is committed to providing you with the assistance and support you require. You can contact
our office at any time with requests, comments, questions, issues or concerns at
private.sector@dhs.gov, (202) 28284.

Sincerely,

<

. v
\ ) Lt/ }\ S
GWervt7 1N - VAWAN

Dourglas A. Smith
Assistant Secretdoy the Private Sector



Departmentwvide Resource

The Blog @ Homeland Securjtyovides an insideut

view of what we do every day at the U.S. Department of
Homeland Security. The Blog lets us talk about how we
secure our nation, strengthen our progranasid unite the
Department behind our common mission and principles. It
also lets us hear from yovWisithttp://www.dhs.gov/

journal/theblog/.

Commercialization Officés responsible for the
development and implementation of a commercialization
process and for the execution of two innovative public
private partnerships that leverage research and
development efforts in the privatsector that are aligned
to detailed operational requirements from Department
stakeholders.The Commercialization Office also
spearheads DHScience and Technold@¥5&T) outreach
SFF2NIa GGKIG AyTF2NY (KS
odzaAySaa @AidK 51 {d¢ (S
http://www.dhs.gov/xabout/structure/gc_1234194479267
.shtm Contact:SandT_Commercialization@hg.dhs.gbv
(202)254-6749.

Cmperative Research and Development Agreements
(CRADAsare part of the national Technology Transfer
Program, designed to assist Federal laboratories in
leveraging taxpayer dollar#\s a degnated Federal
laboratory and a member of the Federal Laboratory
Consortiumthe Federal Law Enforcement Training Center
(FLETYxan provide personnel services, facilities,
equipmentandother resources to support research and
development that is benefial to both FLETC and the
CRADA partner-LETC uses the CRADA program to
establish partnerships for research and development in
FNBFa gAGK LRGSYGAFE G2
law enforcement personnelThe CRADA program can be
used to idenify and evaluate emerging technologies and
training methodologies that can be incorporated into law
enforcement and security trainingee
http://www.federallabs.orgor contactELETC
CRADAProgramOffice@dhs.g(12) 2672591

I RO

DHS Center for Faitbased& Neighborhood Partnerships
(CFBIP) builds, sustains, and improves effective
partnerships betweemgovernment sectors and faithased
and community organizationd.ocated within FEMA,
CFBIPis a vital communication link and engagement
partner for faithbased and community organizations
across the entire Department of Homeland Secuiitigit
www.dhsgov/fbci Formoreinformationor to sign up ©
receive Information Updateg-mail Infofbci@dhs.gov

DHS Office of Infrastructure ProtectioiP)leads the

national effort to mitigate risk to America's critical
infrastructure from the full spectrum of 21st Century
threats and hazardslP coordinates with government and
critical infrastucture owners and operators across 18
diverse sectors to enhance critical infrastructure resilience,

LINR @ btrérgthen fr@dcteNgrogrgims cahdshiare ial R 2

information. For more information on IP programs and
resources visitvww.dhs.gov/criticalinfrastructure

DHS Private Sector Offids primary advisor to the
Secretary on issues related to the private sector, including
academia, nosprofits, NGOs, and businesses, the Private
Sector Office coordinates active engagement between DHS
and the private sector to build strong partnerships, shape
policy, and enhance internal and external dialégr more
information, contacthe private sector ofte at
private.sector@dhs.gq\(202)282-8484.

DHS Private Sector Updatdfie DHS Private Sector Office
sends a weekly updatemail collecing homeland security
news and resources. To subscribee
https://service.govdelivery.com/service/
guBsSribeihkrb?codd=SDRS/ ®é mdrednfofmatiore (i 2
contactprivate.sector@dhs.qgqy202) 2823484.

DisabilityPreparedness.go¢ the Disability Resource
Center of the Interagency Coordinating Counail o
Emergency Preparedness and Individuals with Disabilities
(ICC).Maintained by the DHS Office for Civil Rights and
Civil Liberties (CRCL), this site is the main repository for
information related to the activities of the ICC, including
bimonthly updatesegarding federal programs and

services relevant to individuals with disabilities and
emergency preparednesd.he site also contains
information to assist individuals with disabilities in
personal preparedness planning; provides emergency
managers, firstesponders, and other disaster service
providers with resources relevant to working with
individuals who have disabilities; and offers tips regarding
how individuals with disabilities can get involved in
preparedness activities within their communitiesigh
resource can be accessed at
www.disabilitypreparedness.goor more information,
contactDisability.preparedness@dhs.gq202)357-8483.

Electranic Crimes Task Force (ECTF) Prodsengs
together not onlyFederal,Sate and local law
enforcement, but also prosecutors, private industry and
academia.The common purposis the prevention,
detection, mitigation and aggressive investigation of
attacks on the nation's financial and critical
infrastructures. TheU.S.Secret Service's ECTF and
Electronic Crimes Working Group initiatives prioritize
investigative cases thatwolve electronic crimesThese
initiatives provide necessary support and resources to field
investigations that meet any one of the following criteria:
significant economic or community impagdarticipation

of organized criminal groups involving multiplistricts or
transnational organization®r the wse of schemes
involving new technology For more information, see
http://www.secretservice.gov/ectf.shtml

elnformation Network The Secret Service elnformation
Network is available for free ¢ to authorized law
enforcement officers, financial institution investigators,
échiderhig/partners, and commercial partners of the Secret
Service. The site contains three tools: thébedry, a

unique collection of resource databases which allows
authorized users from throughout the law enforcement
community to obtain information on a range of sensitive
topics including counterfeit corporate checks, credit card
issuing bank informatiorgnd recovered skimming

devices; an Electronic Crimes Task Force component that
serves as an efficient, secure wbhsed collection of best
practices, vulnerability guides, National Infrastructure
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Protection Center (NIPC) advisories, and a suigpetific
issue library; and the US Dollars Counterfeit Note Search, a
site that provides the user with the ability to conduct a
search of the Secret Service counterfeit note database.

For more information, seaww.einformation.usss.gav

E-Verify and Unfair Labor PracticéheDHS Office for

Civil Rights and Civil Liberties (CRCL) staff provides training
on the respondiilities imposed upon the private sector
when using B/erify. Training includes best practices,
examples of unlawful practices against workers, and
preparing an HR Department to us&/Erify. The training
assists employer understanding of how to usedsfy in a
responsible manner without violating prohitotis against
discrimination. In collaboration with U.S. Citizenship and
Immigration Services (USCIS), CRCL has created two
videos,Understanding &/erify: Employer Responsibilities
andWorker Rightand Know Your Rights: Employee Rights
andResponsibilitiesto ensure employers and employees
are knowledgable about their rights and responsibilities.
To view the videos, please vigitvw.dhs.gov/EVerifyor
www.youtube.com/ushomelandsecurityrormore
information, contactCRCL arcltraining@dhs.ggy202)
357-8258.

Homeland Security Information Network (HSIi)a user
driven, webbased, snsitive but unclassified (SBU)
information sharing platform that connects a broad range
of homeland security mission partner@ne portal of the
HSIN enterprise is HSME, managed by the Office of
Infrastructure Protection. DHS has designated HSHW
be its primary informatiorsharing platform betwen
Critical Infrastructuré&Key Resource sector stakeholders.
HSINCS enables DHS and critical infrastructure owners
and operators to communicate, coordinate, and share
sensitive and sectarelevant information to protect their
critical assets, systems, functions and networks, at no
charge to sector stakeholders. Vetted critical
infrastructure private sector owners and operators are
eligible to access HSIBS.To request access to HSO,
pleasee-mail CIKRISEAccess@hq.dhs.gdkhen
requesting access, please indicate the critical
infrastructure sector to which your company belongs and
include your name, company, officedmail address, and
& dzLJS NIB A aahdNdnane nyirbeér&or more
information, seewww.dhs.gov/hsiror contact
hsin.helpdesk@dhs.qp{866) 4360162.

Intelligence and Analysis Private Sector Partnership
ProgramThe Office of Intelligence and Analysis (1&A)
strives to synchronize information sharing of timely
accurate, and actionable intelligence information with the
private sector across the spectrum of business and
security operations with respect to protecting privacy and
civil rights and civil liberties&A provides private sector
businesses, groups, driirade associations with tailored
threat briefings to meet their security information needs.
Additionally, he office creates intelligence products that
are posted on théHomeland Security Information
Network-Critical Sectors (HSIBIS) portal for use byetted
critical infrastructure owners and operatofSor more
information, seewww.dhs.gov/hsin To request access to
HSINCSg-mail CIKRISEAccess@hg.dhs.géthen
requesting access, please indicate the critical
infrastructure sector to which your company belongs and
include your name, company, officedmailaddress, and
ddzLISNIBA&E2NR&E yFYS FyR LK2yS
information, contact
I&APrivateSectorCoordinator@hg.dhs.gmall (202)
447-3517 or(202) 870-6087.

Lessons Learned and Information Sharing (LLIS,goWS
Department of Homeland Security (DHS)/Federal
Emergency Management Agency program, is the national
online network of lessons learned, besaptices, and
innovative ideas for the emergency response and
homeland security communities. This information and
collaboration resource helps emergency response
providers and homeland security officials prevent, protect
against, respond to, and recovepim terrorist attacks,
natural disasters, and other emergencieko register for
LLISplease visitvww.llis.goy contact the program vie-

mail feedback@llis.dhs.gowr call 866) 2767001.

Office of Small and Disadvantaged Business Utilization
(OSDBU3erves as the focal point for small business
acquisition matters and works closely with all DHS
components to implement the program. OSDBU makes
available forecasts of contract opportunitiegendor
outreach sessions list of component smaliusiness
specialistsDHS prime contractoyand information about
the DHS menteprotégé program.See
http://www.dhs.gov/openforbusinessr contact OSDBU,
(202) 4475555

DHS Open Source Enterprise Ddittelligence Reports
provide gen source information on several topics of
interest. The following are currentlavailable open source
reports: The DHS Daily Digest Repdfhe DHS Daily

Cyber ReportThe IHS Daily Infectious Diseases Report
The DHS Daily Human Trafficking and Smuggling Report
The DHS Daily Drug Trafficking and Smuggling Report
andThe Daily lllicit Commercial Trafficking and Smuggling
Report These reports may be accessed on the Honttlan
Securityinformation Network (HSIN) qrivate sector
partners may request that they be added to distribution by
e-mailing OSINTBranchMailbox@hqg.dhs.guith subject
tAYS NBFRAY3 awSlRdpSrG 51 { 51

The Voluntary Private Sector Preparedness Accreditation
and Certification Program (PBrep)The purpose of RS
Prep is to enhance nationwide résnce in an alhazards
environment by encouraging private sector preparedness.
Y hazitag B il pEoRideda MecheBism by which a private
sector entitya company, facility, nefor-profit

corporation, hospital, stadium, university, etan certify
that it conforms to one or more preparedness standards
adopted by DHSParticipation in the P8rep program is
completely voluntary.No private sector entity will be
required by DHS to comply with any standard adopted
under the program.However, DHS encouraga private
sector entities to seriously consider seeking certification
on one or more standards that will be adopted by DHS.
For details about PS Prep see
www.fema.gov/privatesector/prepared¥ss

TheNational Information Exchange Model (NIEM)
Programis a Federal, Statécal and Tribal interagency
initiative providng a national approach and common
vocabulary for information exchange. NIEM has a robust
training curriculum that is accessible both in classroom
and online. The primary audience for the NIEM Training
Program is Executives, Project and Program Managers,
Architects and Technical Implementers within Federal,
State,local, Tribal and Private Entities. Additional
information on the training courses and NIEM can be
obtained by visitingvww.NIEM.go\wor e-mailing
NIEMPMO@NIEM.gov
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Ready Businesghe U.S. Department of Homeland

Security and the Advertising Council launchedReady
Busines€ampaign in September 200%his extension of

the successfuReadyCampaig, Ready Busines®lps

owners and managers of smadind mediumsized

businesses prepare their employees, operations and assets
in the event of an emergencyror free tools and

resources, including how to create a business emergency

plan, please visitvww.ready.gov

Traveler Redress Inquiry Program (DHS TRiBYides a
single point of contact for individuals who have inquiries
or seek resolution regarding difficulties they experienced
during their travel screening at airportsain stations or
crossing U.S. borderg.o initiate an inquiry, pkese log
2yi2 51 { ¢wlLt Q& whiwdhsbtripi A &
For more information, contadhe TSA Contact Center,
(866)2899673.

w
N
w»
(@]
Q¢
>
ot
w


http://www.ready.gov/
http://www.dhs.gov/trip

U.S. Citizenship and Immigration Servitk3CIS)

U.S. Citizenship and Immigrati®&ervices (USCIS) is the government agency that oversees lawful immigration to the Unitedl Statek. {

U.S. Citizenship and Immigration Services

gAff aS0dzaNB ! YSNROI Q& LINE

providing accurate and useful information to our customers, granting immigration and sitigebenefits, promoting an awareness and understanding of citizenship, and ensuring thigyirgeg

our immigration systemwww.uscis.gov

USCIS Asylum Programsources include an inforation

guide for prospective asylum applicants available in a
numberoflanguages a1 2¢ 52 Lé DdzARSa
Asylees, and the Asylum Officer Basic Training Course
Lesson PlanFor more information, visit
WWW.Uscis.gov/asylum

EVerifyis an Internetbased system that allows an
employer, using information reported on an employee's
Form 19, to determine the eligibility of an employee to
work in the United States. For most employers, tise of
E-Verify is voluntary and limited to determining the
employment eligibility of new hires only. There is no
charge to employers to use\Eerify. Available resources
include searchable web pages, demonstration videos,
guides on employee rights and @toyer responsibilities,
fact sheets, weekly webinars, an overview presentation,
brochures and posters for employers and employees.
USCIS also has speakers and trainers available to give live
presentations at conferences and meetings across the
country. Se http://www.dhs.gov/everify. Contacte
Verify@dhs.gov(888) 4644218 with any questions or
comments.

Civics and Citizenship ToolkiA Collection of Educational
Resources folmmigrantscontains a variety of
educational materials designed to help permanent
residents learn more about the U.S. and prepare for the
naturalization processFor more information, visit
http://www.citizenshiptoolkit.gov

Expanding ESL, Civics, and Citizenship Education in Your
Community: A StadUp Guideprovides an overview and
recommendations to help organizations design and offer
ESL and civics/citizenship classes for immigr&ss.
http://www.uscis.gov/USCIS/Office%200f%20Citizenship/C

itizenship%20Resource@2enter%20Site/Publications/PD
Fs/M-677.pdf

F2NJ w8Fdzas88a FyR
Form F9, Employment Eligibility Verification, is a form that
U.S. employers and their new hires have been required to
complete since November 6, 1986. Completion of the form
shows that the enployer has examined documentation
from each newly hired employee to verify his or her
identify and eligibility to work in the U.S. Available
resources include a Form®lweb page, thél-274,
Handbook for Employers, Instructions for Completing Form
I-9, ard the How Do | Complete Fora®] Employment
Eligibility Verification? (M84)brochure. See
http://www.uscis.gov Call (888) 464218 with any
guestions or comments.

USCIS Genealogy Progrésra feefor-service
programprovidingfamily historians and other researchers
with timely access to historical immigration and
naturalization recordsThe USCIS Genealogy Program
offers two servicesndex Searchusingbiographical
information providel by the researcher andRecord Copy
Requestwhere esearchers with valid record citations
(USCIS file numbers), gained through a USCIS Genealogy
Program index search or through independent research,
may request copies of historical immigration and
naturdization records.Questions about the USCIS
Genealogy Program may be sent to
Genealogy.USCIS@dhs.gBer more information, see
http://www.uscis.gov/portal/site/uscis/menuitem.ebld4c
2a3e5b9ac89243c6a7543f6d1la/?vgnextoid=@Z1fl cabSc
al10VgnVCM1000004718190aRCRD&vgnextchannel=d21f
3711ca5call0VgnVCM1000004718190aRCRD

Guide to Naturalizatiorcontains information about the
naturalization process, laws and regulatioS8se
http://www.uscis.gov/files/article/M476.pdf

LT ,2dz I @S GKS wAa3aKd 42
Away Postelis aposter with Departmenof Justice

information regarding discrimination in the workplace.
Seehttp://www.uscis.gov/files/nativedocuments/everify-

swaright-to-work.pdf.

2 2N

USCIS CitizenghResource CentddSCIS officially
launched the Citizenship Resource CenteWebbased
portal that centralizes citizenship resources for
immigrants, educators and organizations. This free, easy
to-use website wi help users understand the
naturalization process and gain the necessary skills to be
successful during the naturalization interview and test. To
visit the Citizenship Resource Centze
http://www.uscis.gov/citizenship

USCl$nformation for Employers and Employees the
employment authorization verification process and the
immigration petition processSee
http://www.uscis.gov/portal/site/uscis/menuitem.ebld4c
2a3ebb9ac89243c6a7543f6dla/?vagnextoid=ff1d83453d4a
3210VgnVCM100000b92ca60aRCRD&vgnextchannel=ff1d
83453d4a3210VgnVCM100000b92ca60aRdRPmMore
information contactPublic.Engagement@dhs.gov

USCIS Informatiofor Prospective Adoptive Parents
provides information about adopting a child from overseas
and the process by which to do so, dependent on the
country chosen to adopt from. See
http://www.uscis.gov/portal/site/uscis/menuitem.ebld4c
2a3e5h9ac89243c6a7543f6d1a/?vgnextoid=8d5e901bfo87
3210VgnVCM100000082ca60aRCRD&wgharnel=8d5e
901bf9873210VgnVCM100000082ca60aRCRD
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U.S. Citizenship and Immigration Services

USCI®ffice of Public Engagement (OP€Eks to focus

on open, candid, and constructive collaboration with
community stakeholders at all levels. OPE cowtks and
directs USCi@ide dialogue with external stakeholders to
FRPIyOS (KS 1 3Sy0eqQa @GAarzy 2F Odzaili2YSNI AyOf dzaAr @Sy S
actively engaging stakeholders to ensure information flow
and to institutionalize a mechanism whereby their input
will be consideed in the process of policy formulation,
priority calibration, and assessment of organizational
performance. The goal of the office is to provide
information and invite feedback to inform our worgee

the Outreach tab ahttp://www.uscis.gov For more
information contactPublic.Engagement@dhs.gov
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USCIResourced)SCIS offers a variety of resources for
our customers, the organizationisat servethem and the
public. USCIS is committed to supporting the resource
needs of stakeholders, including Congress, community
based organizations and legal practitioners, and educators
and researchersResources include customer guides,
videos, citizenship tokits, an immigration law glossary,
reports and studies, civics and citizenship education
NB&a2dzNDS&as yR I KAZG2NAROFE fAONI NBO {SS (KS awSaz2dzNDSa¢
section athttp://www.uscis.gov For more information
contactPublic.Engagement@dhs.gov

Welcome to the United States: A Guide for New
ImmigrantsWith this landmark publication, thiederal
government reaches out taew immigrants with essential
orientation materials needed to adjust to life in America.

It also contains basic history and civics information that
introduces new immigrants to U.S. history and the system
of government. See
http://www.uscis.gov/fileshativedocuments/M618.pdf
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U.S. Citizenship and Immigration Services

Citizengip andimmigrationService® mbudsmanCIS Ombudsman)

The CIS Ombudsmaéa separate office within the Department of Hdiared Security dedicated to improved national security, efficiency, and customer service in the immigration benefits process.
TheCIS Ombudsmaprovides recommendations for resolving individual and employer problems with the United States Citizenshipnégrdtion Services (USCIShe CIS Ombudsman assists
individuals and employers iesolving problems with USCI&entifies areas in which individuals and employers have problems in dealing with USCIS; and proposes changes to mifigate ide
problenms. Please note that the CIS Ombudsman is not part of USCIS. The CIS Ombudsman is dedicated to open and accessible comitimiotatiatividuals and employers and not only
welcomes, but encourages your commerEamments, examples, and suggestiamsy be sent to the Ombudsman @sombudsman@dhs.gowww.dhs.gov/cisombudsman

CIS Ombudsman Annual Reports to CongiBgslune 30

of each calendar year, the Annual Report is delivered to
the House and Senate Committees on the Judiciary
without any prior comment or amendment from any
administrative agency official including: the Secretary,
Deputy Secretary, or Diremt of USCISThe Ombudsman's
annual reports focus on identifying systemic issues that
cause delay in granting immigration benefits as well as
pervasive and serious problems faced by individuals and
employers in their interactions with USCIEhe Annual
Report contains cumulative analysis and recommendations
and provides details on activities undertaken by the
Ombudsman during the reporting period of June 1 through
May 31 of the calendar yeaSee
http://www.dhs.gov/xabout/structure/gc_1183996985695
.shtm

/I L{
Seriesprovidesan opportunity todiscuss your interactions
with U.S. Citizenship and Immigration Services (USGt5)
shareyour comments, thoughts, and suggestions as well
as any issues of concefffor more informationincluding
questions and answers from previous teleconference and
a schedule of upcoming calls, visitp://www.dhs.gov/
xabout/structure/gc_1171038701035.shtnTo participate
in these calls, please RSVP to
cisombudsman.puizaffairs@dhs.gospecifying which call
you would like to join. Participants will receive a retern
mail with the caltin information.

CIS Ombudsman Updatafare information on cuent
trends and issues to assist individuals and employers in
resolving problems with USCIS. See
http://www.dhs.gowxabout/structure/gc_1221837986181
.shtm

hYodzRa Yl yQaln Tel2odedayick G & / |

PreviousRecommendatios by the CIS Ombudsmame
intended toensure national security and the integrity of
the legal immigration system, increase efficiencies in
administering citizenship and immigration services, and
improve customer service in the rendering of citizenship
and immigration servicesProblems reported to the
Ombudsman by individuals and employers (during the
hYodzZRaYl yQa
stakeholders, and suggestions of USCIS employees
themselves provide the basis for many of the
recommendations. To view the recommendations as well
as USCIS responses, bée://www.dhs.gov/files/
programs/editorial 0769.shtm

SendYour Recommendations to the CIS Ombudsman
Your recommendations are accepted and encouraged.
fTHe Ombudsman is dedicated to identifying systemic
problems in the immigration benefits process and
preparing recommedations for submission to U.S.
Citizenship and Immigration Services (USCIS) for process
changes. The Ombudsman believes that process change
recommendations from individuals like you represent one
of the best sources for identifying systemic problems in
the immigration baefits process.deally, your
recommendations for process changes should not only
identify the problem you are experiencing, but should also
contain a proposed solution that will not only benefit your
individual case, but others who may bgperiencing the
same problem as well. Send your comments, examples,
and suggestions toisombudsman@dhs.gar to the
following mailing address:

Citizenship and Immigration Services Ombudsman
ATTN: Recommeations

iGN 9Sfavsx RAAOdz

United States Department of Homeland Security
Mail Stop 1225
Washington, D.C. 2052825

Submit a Case Problems to the CIS Ombudsitfigou are
experiencing problems during the adjudication of an
immigration benefit with U.S. Citizenship and Immigration
Services (USCIS), you can submit a case problem to the CIS
BrhkRidéraan asing HS Forhy 70 N SidimBudsman Case
Problem Submission Form). To submit a case problem on
behalf of somebody other than yowe$, you should

ensure that the person the case problem is about (the
applicant for a USCIS immigration benefit, or the petitioner
who seeks to obtain an immigration benefit for a third

party) consents to your inquiry (see Submitting a Case
Problem using BS Form 7001: Section 15 ConseSe
http://www.dhs.qgov/files/programs/editorial_0497.shtm
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U.S. Coast GuafdSCG)

For over two centuries the U.S. Coast Guard has safeguarded olirN2 y Q &
environment, we defend our maritime borders, and we save those in peril. This history has forged our character and ppdSeNags O Q &

threats. www.uscg.mil

' YSNA OF Qa 2 | isé ddnbiredieffértiofideO K
U.S.Coast Guard and its Reserve and Auxiliary
componentsto enlistthe active participation of those who
live, work or play around America's waterfront are&or
more information, contaceww@uscg.milvisit
http://americaswaterwaywatch.uscg.milTo report
suspicious activity cal77-24WATCH877-249-2824)

U.S. Coast Guard Auxiliary the uniformed volunteer
component ofthe United States Coast Guard. Created by
an Act of Congress in 1939, the Auxiliary directly supports
the Coast Guard in all missions, except military and law
enforcement actions.The Auxilianconducs safety

patrols on local waterways, assist the Caastard with
homeland security duties, teach boating safety classes,
conduct free vessel safety checks for the public, as well as
many other activities.The Auxiliary has members in all 50
states, Puerto Rico, the Virgin Islands, American Samoa
and Guam.For more information, visit
http://www.cgaux.org/.

U.S. Coast Guard Maritime Information eXchange

0 &/ D anmake£UiS.Coast GuargUSCGinaritime
information available on the public internet in the form of
searchable databases. Much of the information on the
CGMIXveb sitecomes from thd { / M&iae

Information for Safety and Law Enforcement (MISLE)
information system. Sekttp://cgmix.uscg.mil/

The U.S. Coast Guard Navigation Cergepports safe and
efficient maritime transportation by delivering accurate
and timely maritime information services and Global
Position System (GPS) augmentation signals that permit
high-precision positioning and navigation. See
http://www.navcen.uscg.gov/For more information use
the email Inquiry located at
http://www.navcen.uscg.gov/misc/NIS_contact us.hion
call (703) 315900.

YENRGAYS AyGSNBada

HOMEPORIiE the primary online means of

communicating alerts, announcements and other
information from the Coast Guard field units to thei
partners, including industry partners. Homeport also
provides public and protected communitf-interest chat
and interactive information between partnerSpecific
Homeport Topics Include: Containers, Domestic Vessels
(US Flag Vessels), Environmerfakilities, Incident
Management and Preparedness, Investigations (Maritime
Casualties and Incidents), Marine Safety, Maritime Domain
Awareness (MDA) & Information Sharing (IS), Maritime
Security, Merchant Mariners, Port State Control, Ports and
Waterways Regulations/Administrative Adjudications,
Strategic Initiatives, USCG Sector (Field Unit) Directory,
Vessel Standard§ounterPiracy, International Port
Security (IPS) Program, Maritime Transportation Security
Ad (MTSA), Marine Safety Centédariner Crelential
Verification and Mariner Credential Application Status
Seehttp://homeport.uscg.mil

USCG National Maritime Center (NMiS3ues Merchant
Mariner Credentials (MMC) to fully qualified US mariners,
approves and audits training programs and courses
offered by mariner training organizations throughout the
United States, and provigénformation about mechant
mariner records. For more information, see
http://www.uscg.mil/nmcor contact NMC Customer
Service Cente(888) IASKNMC-888-427-5662).

National Vessel Movement Center (NVMg@pvides the
maritime industry with aneans to submit Notice of

Arrival and a Notice of Departure, which fulfills USCG and
GKS /dzadizya |yR
Seehttp://www.nv mc.uscg.gowr contact the NVMC
sans@nvmc.uscg.qof800) 7089823 or (304) 262502.

.2NRSNJ t N2GSOGAZ2YQa o6/ .10

U.S.Coast Guard
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Vessel Documentationf¢r US Flag Vessel$he National
Vessel Documentation Center facilitates maritime
commerce and thavailability of financing while

protecting economic privileges of United States citizens
through the enforcement of regulations, and provides a
register of vessels available in time of war or emergency to
defend and protect the United States of AmericeeS
http://www.uscg.mil/hg/cg5/nvdc/. For more information
call(800) 799-83620r (304) 2712400(7:30 a.m. to 5:00

p.m. Eastern Time)
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U.S. Customs and Border Protection (CBP)

CBBs one of the Department® | 2 YSt | YR
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U.S. Customs and Border Protection

responsibility for securing and facilitating trade and travel while enforcing hundreds of U.S. mgulaicluding immigration and drug lawsww.cbp.gov

CBHMPublications and Guidance

AIRBUSProgramprovidesthe general public and aviation
community with aforum to share information on
suspicious small aircraft. An AIRBUST poster and pocket
sized laminated card display the phone number for
reporting suspicious activity or loflying aircraft,1-866-
AIRBUST {866-247-2878). This number rings directly to
the CBP Air and Marin®@perationsCenter (AMOC)
operations foor. The twasided laminated card displays
drawings of singlkand twinengine aircraft often used to
transport contraband and lists helpful information to
include when calling. The AIRBU®&ter, CBP Publication
000007186, is an 8.5x11 poster with theB66-AIRBUST {1
866-247-2878) phone numberlt also lists four general
items of interest that can tip off a general aviation airport
employee or law enforcement official that a particular
aircraft a pilot may be involved in illicit activityror more
information, or to order these publications, ca8b1-656-
8000

CBP Directives Pertaining to Intellectual Property Rights
I NS LRfAOe
authority and policies implementing certain laws and
regulations. They are distributed to CBP personnel to
claify implementation procedures and are made available
2 GKS LildzotAd (2
directives please visihttp://www.cbp.gov/xp/cgov/
trade/legal/directives/ For additional informatione-mail
CBP IPR Policy and Programs at
iprpolicyprograms@dhs.gov

Entry Level Test Study Guides for CBP Job ApplicaBR
provides study guides and test preparation materials for
applicants to several core occupations. Applicants for
Border Patrol Agent, Customs and Border Protection
Officer & Agriculture Specialist, and Intelligence Research
Specialist positions wilind these resources beneficial
during their application process. These resources provide

3dzA R yO0S R20dzySyi
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test taking hints, helpful information on how to prepare
for a test, and practice tests. For more information, please
visit: http://cbp.gov/xp/cgov/careers/study guides/

Intellectual Property Rights (IPR) Seizure Statis@dP
maintains statistics on IPR seizures made by the
Department of Homeland Security (CBP and ICE) at:
http://ww w.cbp.gov/xp/cgov/trade/priority trade/ipr/pu
bs/seizurel For any specific questions or concerptease
contact CBP bg-mail at: iprpolicyprograms@dhs.gaw
ipr.helpdesk@dhs.gov

U.S. Border Patrol Checkpoints Brochipmvides
information for the public about Border Patrol checkpoints
available athttp://www.cbp.gov/linkhandler/cgov/
newsroom/fact sheets/border/border patrol/bp checkpo
ints.ctt/bp checkpoints.pdf

CBP Alerts and Newsletters

Informed Compliancé’ublicationsare availablen a

specific trade issue, which summarizes practical
fnforinationdor tBefirade ommylunity to hefter untleBshdt
their obligations undeCustoms and related lawg.hese
publications are available at:
http://www.cbp.gov/xp/cqovi/trade/legall

Qa LRfAOASED ¢2 | O00Saa UK
U.S. Border Patrol BlotterNewsletter, and Alerts
compilesthe latest information on noteworthy

occurrences documenting apprehensions of criminals,
seizures of illegal drugs, rescue missions, and many other
Border Patrol success stories from around the country.
These highlights can be found &ttp://cbp.gov/
xp/cgov/border_security/border_patrol/weekly_blotter/
The border patrol also publishes a newsletter:
http://www.cbp.gov/xp/cgov/newsroom/publications/fro
ntline_magazineAnd alerts:
http://www.cbp.gov/xp/cgov/newsroom/advisories/

CBH echnidssistance

1-800 BE ALERThe public is welcome to actively

LI NGAOALI GS Ay KStLAYy3a (2
reporting suspicious activity to the U.S. Border Patrol via a
toll free telephone reportingt @ 2 4 SYY &. 9
report suspicious divity: Call (800) BE ALERT&20]
2325378 For more information on U.S. Bimr Patrol
Checkpoints: Call (87227-5511. International Callers
Call +1703) 526-4200.

Automated Commercial EnvironmenACE) National Help
Deskprovides customer technical support services 24
hours a day, seven days a week, includirigrmation

about ACE Secure Data Portal account access, account
management, and report generation. The ACE Help Desk
is the first point of contact for all ACE users experiencing
system difficulties. To reach the ACE Help Desk, please
call:(800)927-8729.

Cargo Systems Messaging Service (CS$8) active, live,
searchable database ofe@mssages that are of interest to
Automatic Broker Interfac@AB) filers, Automated
Commercial Environment (ACE) event participants, ACE
Portal Accounts users, ACE reports users, air carriers,
ocean carriers, Periodic Monthly Statement participants,
&nd rail and truck carriers. CSMS is augmented kg an
mail subscrigion service, which is available: at
https://service.govdelivery.com/service/multi_subscribe.h
tml?code=USDHSCBP&a@mt id=938&origin=https://app

s.cbp.gov/csms

CBP Client Representativase the first poins of contact
for importers, exporters, transportation providers, and
brokers wishig to automate any of their Customs
processes.Client Representatives are the contact point
for all systerarelated problems and questions from trade
partners. For more information about client reps and the
services offered to members of the trade, pleasst
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http://www.cbp.gov/xp/cgov/trade/automated/automate
d_systems/client_reps.xnar contact the CBP €fit
Representative Office at5{1) 468-5000.

CBP INF@enter Self Service Q&A Databasea

searchable database with over 600 answers to commonly
(and not so commonly) asked questions about CBP
programs, requirements, and procedures. If visitors to the
site are unable to find an answer to their question, they
may also submit an inquiry or complaint for personal
assistance. To use the searchable database, please visit
https://help.cbp.gov/cgibin/customs.cfg/php/enduser/
home.php?p _sid=YeyXThQpr call theCBP INFO Center
at (877) CBfB511 or (703) 52@200

Entry Process into United Stat&€3BRvelcomes more than
1.1 million international travelers into the United States at

land, air, and seaports on an average day. U.S. citizens and

international visitors shouldansult the following
publications and factsheets for information to simplify
their entry into the United States. For information about
international travel, visihttp://www.cbp.gov/xp/
cgov/travel/. Formoreinformation, please contactie
CBP Information Center 8877) 227-5511

Importing into the United StatesCBRwill facilitate about
$2 trillion in legitima&e trade this year while enforcing U.S.
trade laws that protecthe economy and the health and
safety of the American people. We accomplish this
through close partnerships with the trade community,
other government agencies, and foreign governments.
Seehttp://www.cbp.gov/linkhandler/cgov/newsroom/
publications/tradefiius.ctt/iius.pdf For information about
CBP Trade programasit http://www.cbp.gov/xp/cgov
[trade/.

CBP Programs and services

Automated Commercial Environment (ACE)the United

{ 41 G S sefrial @&l processing system designed to
automate border processing, to enhance border security,
andto foster our Nation's economic security through
lawful international trade and travel. ACE will eventually
replace the current import processing systéon CBP, the
Automated Commercial System (ACS). ACE is part of a

multi-year CBP modernization effort and is being deployed
in phases. For more infmation about ACE, please visit
http://www.cbp.gov/xp/cgov/trade/automated/moderniz
ation/.

Automated Commercial System (AdSh data
information system used bgBRo track, control, and
process commercial goods imported into the United
States. Through the use of Electronic Data Interchange

(EDI), ACS facilitates merchandise processing for CBP and

the private sector.ACS is accessed through the CBP
Automated Broker Interface (ABI) and permits qualified
participants to electronically file regred import data with
CBP. ABI is a voluntary program available to brokers,
importers, carriers, port authorities, and independent
service centersFor more infomation about ACS, please
visit http://www.cbp.gov/xp/cgov/trade/automated/
automated systems/acsfor additional information
specific to ABI, please contact the CHEnt
Representative Office §571) 468-5000.

Automated Export System (AEB)the electronic way to
file export declarations and ocean manifest information
with CBP. For more information about AES, including
technical documentation, software vendors, and other
items of interest, please vidititp://www.cbp.gov/xp/
cgov/trade/automated/aes/

Automated Manifest System (AMS$3 a multimodular

cargo inventory controhnd release notification system.
AMS facilitates the movement and delivery of cargo by
multiple modes of transportation. Carriers, port
authorities, service bureaus, freight forwarders, and
container freight stations can participate in AMSea AMS
allows participants to transmit manifest data electronically
prior to vessel arrival.CBP can then determine in advance
whether the merchandise merits examination or
immediate release Air AMSallows carriers to obtain
notifications of releases, thond auhorizations, general
order, permit to proceed, and local transfer authorization
upon flight departure or arrival from the last foreign port.
Rail AMS allowsail carriers to electronically transmit
information to CBP. When all bills on a train are amsig
the rail carrier transmits a list of the bills and containers in
standing car orderFor more infemation about AMS,
please visit

U.S. Customs and Border Protection

http://www.cbp.gov/xp/cgov/trade/automated/automate
d_systems/acs/acs _ams.xmIACS

Carrier Liaison Program (CLR)is program provides
standardized training and assistance to international air
carriers related to admissibility and frauduleddcument
detection in order to encourage carrier compliance with
U.S. Immigration Laws. For more information about CLP,
pleasevisit http://www.cbp.gov/xp/cqov/travel/
inspections_carriers_facilities/clpé-mail CLP@dhs.gov

or call {03) 621-7817.

CustomsTrade Partnership Against Terrorism-[®AT)s
a voluntary governmet-business initiative to strengthen
and improvethe overall international supply chain and
U.S. border security. -TPAT recognizes that CBP can
provide the highest level of cargo security only through
close cooperation with the ultimate owners of the
international supply chain such as importers, carriers,
consolidators, licensed customs brokers, and
manufacturers. Through this initiative, CBP is asking
businesses to ensure the integrity of their security
practices, communicate, and verify the securitydglines
of their business partners within the supply chakor
more information, @ to apply online, please visit
http://www.cbp.gov/xp/cgov/trade/cargo_security/ctpat/
For questims or concerns, please contact the CBP Industry
Partnership Program §202) 3441180,0r by fax (202)
344-2626 ore-mail, industry.partnership@dhs.gov

eAllegationsprovides concerned members of the public a
means to confidentially report suspected trade violations
to CBP.For more information, or to initiatan
investigation, please viditttps://apps.cbp.gov/
eallegations/ or contact the Commercial Targeting and
Enforcement, Offie of International Trade at800) BE
ALERT.

Electronic System for Travel Authorization (EST&Aen
automated sgtem that determines the eligibility of
visitors to travel to the U.S. under the Visa Waiver
Program. The ESTA application collects the same
information collected on Form94W. ESTA applications
may be submitted aany timeprior to travel, though it is
recommended travelers apply when they begin preparing
travel plans.BeginningSeptember 8, 2010 $14.00travel
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feeisadded to all ESTA applicatioriBo apply online,
please visithttps://esta.cbp.dhs.gov/ For additional
information, please call: (202) 387¥10.

Global Entryis a program managed by CBP, which allows
pre-approved, lowrisk travelers, expedited clearance

upon arrival into the United States. Although this program
isinterRSR F2NJ a¥NBIjdzSy i
international trips per year, there is no minimum number
of trips an applicant must make in order to qualify. For
more information about Global Entry, please visit:
www.globalentry.gowr apply online athttps://goes
app.cbp.dhs.gov/ For additional questions or concerns,
please contact CBP byneail, cbp.goes.support@dhs.gp
or by phone, (866) 538172.

Importer SelfAssessment Program (IS&)a voluntary
approach to trade compliance. The program provides the
opportunity for importers to assume responsibility for
monitoring their own compliance in exchange for benefits.
Public information regarding this program, including
frequently asked questions, policy information, best
practices, and requirements can be found at
http://www.cbp.gov/xp/cgov/trade/trade programs/impo
rter_self assessment/

Importer Self Assessmeng Product Safety Pilot (ISRS)

CBP and the Consumer Product Safety Commission (CPSC)
have a strong history of partnership in combating unsafe
imports and have wdwed together on significant product
recalls. CBP announces a new partnership with CPSC and
importers to prevent unsafe imports from entering the

United States. For more information, please visit
http://www.cbp.gov/xp/cgov/trade/trade_programs/
importer_self assessment/isa_safety pilot.xml

Intellectual Property Rights (IPR) Enforcement: A Priority
Trade Issudhe trade in counterfeit and pirated goods
G§KNBI GSya ! YSNROI Q&
competitiveness of our businesses, the livelihoods of U.S.
workers, national security, and the health and safety of
consuners. The trade in these illegitimate goods is
associated with smuggling and other criminal activities,
and often funds criminal enterprises. For more
information, please visitttp://www .cbp.gov/xp/cgov/
trade/priority trade/ipr/.

AYY 2@ A byhelBiSRAHRSYIdy S

Intellectual Property Rights (IPR}Recordation and IPR
SearchThe first step in obtaining IPR protection by CBP is
to record validly egistered trademarks and copyrights

with CBP through the Intellectual Property Rights e
Recordation (IPRR) online system. t Qline 2 y
recordation allows intellectual property owners to

G NI @St S M&konically 2econd lthiirdradirBagk§ ad dopyrights with

CBP, and akes IPR recordation information readily
available to CBP personnel, fdating IPR seizures by CBP.
CBP uses recordation information to actively monitor
shipments and prevent the importation oxportation of
infringing goodsFor more information pleasvisit:
http://iprs.cbp.gov/. For additionainformation, please e
mail athgiprbranch@dhs.gower call (202) 3289020.

Intellectual Property Rights (IPR) Continuous Sample
BondCBP established a new continuous bond option for
Intellectual Property Rights (IPR) sample bonds. Under
CBP regulations, CBP may provide samples of certain
merchandise suspected of eng infringing trademarks,
trade names, or copyrights of imports seized for such
violations, to trademark, trade name, and copyright
owners. A sample bond template can be downloaded at:
http://www.cbp.gov/xp/cgov/trade/trade_programs/bond
slipr_bonds samples/For additional information, please
contact CBP's Revenue Division, Office of Eiady email
at: cbp.bondquestions@dhs.gper by phone at (317) 614
4880 or by fax at (317) 64b17.

Intellectual Property Rights (IPR) Help Desdn provide
information and assistance for a range of IPR related

issues including: IPR border enforcement procedures,
reporting allegations of IPR infringement, assistance for
owners of recordd IPRs to develop product identification
training materials, and to assist officers at ports of entry in
identifying IPR infringing goods. To reach the CBP IPR Help
Desk, please call at (562) 98019 ext. 252, or-gnail at

uKS

Intellectual Property Rights (IPR) and Restricted
Merchandise Brancloversees the IPR recordation
programand provides IPR infringement determinations
and rulings. For legal questions about CBP's IPR
recordation program, pleasemail at:
hqiprbranch@dhs.gqgvwor call (202) 320020.

U.S. Customs and Border Protection

Intellectual Property RightsIPR) U.S¢ EU Joint Brochure
and Web Toolkit for Trademark, CopyrigfitwnersTo
promote strong and effective border enforcement of
Intelledual Property Rights, CBP and Customs Officials in
the European Union have jointly developed a brochure
and Web toolkit to assist intellectual property owners in
working with Customs to enforce their rights and to
prepare information to help U.S. and EQlstoms
Agencies determine whether goods are counterfeit or
pirated. To access the Protecting Intellectual Property
Rights at Our Borders brochure, please visit:
http://www.cbp.gov/linkhandler/cgov/trade/priority trad
elipr/pubs/cpg_final 090306.ctt/cpg_final 090306.pdf
Toaccess the Toolkit, please visit:
http://www.cbp.gov/linkhandler/cgov/trade/priority _trad
elipr/pubs/cpg_final 090306.ctt/cpg_final @306.pdf

For additional questions or concerns, please contact the
IPR Help Desk byrail, ipr.helpdesk@dhs.goer phone,
(562) 9863119 ext. 252.

CBP Laboratories and Scientific Servicesrdinates
technical and scientific support to all CBP trade and border
protection activities. For more information, please visit
http://www.cbp.gov/xp/cgov/trade/automated/labs _scien
tific_svcs/

National Gang Intelligence Centé a multiagency effort
that integrates the gang intelligencesats of Federal,
State, and local law enforcement entities to serve as a
centralized intelligence resource for gang information and
analytical support. The mission of the NGIC is to support
law enforcement agencies through timely and accurate
informationsharing and strategic/tactical analysis of
Federal, State, and Local law enforcement intelligence
focusing on the growth, migration, criminal activity, and
association of gangs that pose a significant threat to
communities throughout the United States. eTNGIC
concentrates on gangs operating on a national level that
demonstrate criminal connectivity between sets and
common identifiers and goalBecause many violent
gangs do not operate on a national level, the NGIC will also
focus on regionalevel gang. The NGIC produces
intelligence assessments, intelligence bulletins, joint
agency intelligence products, and other nstandard
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intelligence products for our customenSor more
information, please contact the NGIC, (7@3¢-8600.

Private Aircraft Trael Entry Program3heAdvance
Information on Private Aircraft Arriving and Departing the
United Statedinal rule requires that pilots of private
aircraft submit advance notice and manifest data on all
personstraveling on board. Required information must

be submitted to CBP via an approved electronic data
interchange system no later than 60 minutes prior to
departure. The CBP.goweb siteoffers information about
current CBP policies, regulations, documenta
requirements, and ports of entry. Forore information,
please visitttp://www.cbp.gov/xp/cgov/travel/. For
additional questions or concerns, please contact CBE-via
mail at Private.Aircraft. Support@dhs.gov

Secure Freight Initiative (SFI) and Importer Security Filing
and additional carrier requirements (10+2)he Secure
Freight Initiative (SFI), through partnerships with foreign
governments, terminal operators, and cirs enhances
51 {Qa OFLIoAfAdGe G2 o DduidSNI
maritime containers by scanning them for nuclear and
other radioactive materials before they are laden on
vessels bound for the United StateSor the domesti€BP
officers, SFInqpvides additional data points that are used
in conjunction with advanced data, such ast&ur rule
information, 10+2, Custorafrade Partnership Against
Terrorism information, and the Automated Targeting
System to assess the risk of each container conairige
United States. For more information, please visit
http://www.cbp.gov/xp/cqov/trade/cargo_security/secure
freight_initiative/, or e-mail questions to
securefreightinitiative @dhs.gov

CBP Trade Outreachhe Office of Trade Relations
supports communications between CBP and the private
sector, and provides information for new imgers,
exporters and small businesses. Fare information,
please visitttp://www.cbp.gov/xp/cgov/trade/
trade_outreach/

Trade TrendS he U.SCustoms and Border Protection
6/ .t06 a@¢NIRS ¢NBYyRa¢
features graphical analysis and trade highlights. While U.S.
Census Bureau has been producing monthly trade

NJB LJ2 NI

U.S. Customs and Border Protection

statements at the aggregate level, this report is designed

to trace major trade patterns and their impact on CBP

G2Nlf2FR YR AYyAGAIFIGAGSazT a RSTAYSR
{ G NJ .GF3@hdre information please visit
http://www.cbp.gov/xp/cqov/trade/trade outreach/trade

strateqy/.

Trusted Traveler Programs (TTiBglude FASDriver,
NEXUS, SENTRI, and Global EAtR provide expedited
travel for preapproved, low risk travelers through
dedicated lmes and kiosks (NEXUS at Canadian Pre
Clearance ports). Program members received RFID
embedded cards that facilitate border processing by
confirming membership, identity, and running law
enforcement checks.For more information about a CBP's
trusted traveler programs, please visit
http://www.cbp.gov/xp/cqov/travel/trusted traveler/

Visa Waiver Program (VWI@hables citizens and nationals
from 36countries to travel to and enter the United States
for business or visitor purposes for up to 90 days without
ab¥aBiagsa visaK Bor ndof (hideAtidnéabodt theafi @ {
Waiver Program, please visittp://www.cbp.gov/
xp/cqgovi/travell/id_visa/business_pleasure/vwp/

Western Hemisphere Travel Initiative (WHTEquires all
travelers, U.S. citizens and foreign nationals, to present a
passport or other acceptable documesithat denote

identity and citizenship when entering the United States.
For more information about WHTI, please visit:
http://www.getyouhome.govj or contact CBP Custome
Service a{877)227-5511 or(703)526-4200 TDD (866)
8806582
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Civil Rights and Civil Liberties (CRCL)

¢tKS hTFAOS 2F / AOAf wAaIK(aA

Iy R

I AGAt [ AO0OSNIASaA

Civil Rights ad Civil Liberties
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rights and civil liberties into all Depanent activities including: promoting respefar civil rights and civil liberties in policy creation and implementation by advisingridegat leadership and
personnel, and state and local partneend kading the Department's equal employment opportunity programs and promoting workforce diversity and merit system principles.

http://www.dhs.gov/crcl

CRCL Publications and Guidance

Annual Reports to Congredsnder 6 U.S.C. 8§ 345 and 42
U.S.C. 8 2000ek, CRCL is required to report annually to
Congess about the activities of the Office. For more
information, or to view the reports, please visit

www.dhs.gov/crcl

Quarterly Reports to Congreskhe Implementing
Recommendations of the 9/11 Commission Act of 2007,
Public Law 1183, requires CRCL to report quarterly
regarding: (1) the number and types of review of
Department actions undertaken; (2) the gypf advice
provided and the response given to such advice; (3) the
number and nature of complaints received by the
Department for alleged violations; and (4) a summary of
the disposition of such complaints, the reviews and
inquiries conducted, and the inagt of these activities. For
more information on these reports, please visit

www.dhs.gov/crcl

No FEAR Act Repor8ection 203 of the No FEAR Act
specifically requires, not later than 18@ys after the end

of each fiscal year, each Federal agency to submit an
annual report to Congress. The No FEAR Act Annual Report
akKlhft KI@S
EEO complaints activity (including Federal district court
cases) ad resulting disciplinary actions, Judgment Fund
reimbursements, adjustments to agency budgets to meet
reimbursement requirements, as well as an analysis of
trends, causation, and practical knowledge gained through
experienceFor more information, pleasesit

www.dhs.gov/crcl

CRCL Impact AssessmenGRCL reviews Department
programs, policies, and activities to determine whether
these initiatives have an impact on the civil rights and civil

ALISOATAO AYyTF2NNYI

liberties of those affe@d by the initiative. For more
AYF2NXIGAZ2Y | o2dzi / w/ [ Q&
www.dhs.gov/crcl

Equal Employment Opportunity (EEO) Repoftsw/ [ Qa
EEQ& Diversity Division prepares and submits a variety of
annual progress reports relating to the Department's EEO
activities.For more information please visit
www.dhs.gov/crcl

CRCL Monthly NewslettaERCL distributes a monthly
newsletter to our stakeholders. We hope to inform
YSYOSNE 2F GKS Lzt A0 | o2dz
including how to make complaints; onggiand upcoming
projects; opportunities to offer comments and feedback;

etc. We distribute our newsletters via an email list, post
them on our websiteWww.dhs.gov/crd, and make them
available to community groups foedistribution. Please
contactCRCLOutreach@dhs.gov more information.

CRCL Resources

Asylum Seekers OvervieWhis new online and GROM
based training provides Department of Homeland Security
law enforcement personnel with essential information

and services relevant to individuals with disabilities and

L Y LEn@rigendy arapSradacesS Thé sitealsadoraing S G A a A

information to assist individuals with disabilities in
personal preparedness planning; providemergency
managers, first responders, and other disaster service
providers with resources relevant to working with
individuals who have disabilities; and offers tips regarding
how individuals with disabilities can get involved in
preparedness activitiewithin their communities. This
resource can be accessed at
www.disabilitypreparedness.govi he public email
address for this resource is:

Digahlity. préparddeSs@ahs. ol lie/c@tadi phéha =
number is: 202357-8483

How to File and Submit a Complai@RCL reviews and
assessesomplaints in areas such as: treatment; abuse of
authority/color of law; conditions of detention;
discrimination; and due process. Complaints are accepted
in languages other than EnglisRor more information or

to file a complaint please visitww.dhs.gov/crcl

Language AccesSRCL provides resources, guidance and
technical assistance to recipients of federal financial
assistance fronDHS to help ensure they provide

fetgd ta\Byfuh seakgror tdre iformation tedsd y O & Q g1eaningfu| access to persons who are Limited English

visit
http://www.dhs.gov/xlibrary/assets/training/xus/crcl/asyl
umseekers/crcl_asylum/index.htwr contact

crel@dhs.gov

DisabilityPreparedness.goig the Disability Resource

Center of the Interagency Coordinating Council on
Emergency Preparedness and Individuals with Disabilities
(ICC). Maintained by CRCL, this site is the main repository
for information related to the activities of the ICC,

including bimonthly updates regarding federal programs

Proficient (LEP) as required by Title VI of the Civil Rights
Act of 1964. CRCL is a member of the Federal Interagency
Working Group on LEP, which hostsw.LEP.gav This

site, hosted by DOJ, contains Federal agency LEP guidance
documents, including the DHS LEP guidance for DHS
recipients, and resources for planning and delivering
language services-or more information please contact

crel@dhs.gov
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Posters on Common Muslim American Head Coverings,
Common Sikh American Head Coverings, and the Sikh
KirpanThese training posters provide guidance to
Department personnel on ways in which to screen, if
needed, Muslim or Sikh individuals wearing various types
of religious head coverings and Sikh individuals carrying a
Kirpan (ceremonial religus dagger)To obtain the posters

please visitvww.dhs.gov/crcbr contactcrcl@dhs.gov
CRCL Community Engagement

Community Roundtable€RCL leads or plays a significant
role in regular roundtable meetings among community
leaders and Federal, State, and local government officials.
Some of these roundtables bring together American Arab,
Muslim, South Asian, MiddEastern, and Sikh
communities with government representatives; others are
broader and include many immigrant communities and
others with frequent DHS contacts. CRCL also conducts
roundtables with young leaders of diverse communities.
The Community Engageent Section is currently active in
metropolitan areas including Boston; Chicago; Columbus,
OH (and other metropolitan areas of Ohio); Detroit; Los
Angeles; Minneapolis/St. Paul; and Washington, DC. Our
work also includes dozens of other community eveints,
these and other locationsk-or more information please
contactCRCLOutreach@dhs.gov

Human Rights and Vulnerable Populatio@RCL is the

DHS single point of contact for international human rights
treaty reporting and coordination. We work with federal
agencies and departments to ensure that human rights are
considered in policyrad programs. We have developed
and advanced protective policies and procedures for
victims of torture and persecution, battered women, and
trafficked persons, among otherSor more information
please contacCRCOutreach@dhs.gov

Improving the Diversity and Critical Language Skills of the
DepartmentCRCL promotes government service at job
fairs, conferences, and in media outlets serving ethnic and
religious communities. The National Security Internship
Program, a partnership between the FBI and DHS, has
brought morethang 2 R21 Sy I NI 6A O

intelligence and security divisions during the summers of
20082010. To learn more about the program, visit
www.nationalsecurityinternship.com

Quarterly NGO ®il Rights / Civil Liberties Committee
Meeting CRChostsregular meetings aothis committeg
including representatives of over 20 civil society
organizations. Assisted by extensivasgroots networks,
Committee members articulate the concerns of NGOs and
communities across the country concerning civil and
human rights. The CRCL Officer meets quarterly with the
Committee to identify systemic and policy concerns
relevant to CRCLFormore information please contact
CRCLOurteach@dhs.gov

Verification Databases and Program&w education

videos are available to help employers us¥dkify in a
non-discriminatory manner and in full compliance with

their responsibilities under the terms of us&he videos
provide invaluable information to human resources
personnel, and are must see for B/erify participants.An
employer videoEmploye Responsibilities and Worker
Rights showcases model employer behavior and
emphasizes an employer responsibility to useegify

properly, and in a manner that respects worker righés.
sepaate video,Employer Rights and Responsibilities
available in English and Spanish, emphasizes worker rights
when employer use-®erify, and the workers

responsibilities when contesting mismatchekhe videos
emphasize proper treatment of workers, and tain
GraysSidsa
produced jointly by theCRCland USCIS are available

online atwww.uscics.gov/everifyWritten pamphlets
accompany the videos and serve as helpfuktss
reminders. You may order (at no cost) the DVD videos and
written pamphlets by contacting the DHS Office for Civil
Rights and Civil Liberties @cl@dhs.gov

CRCL Training

Civil Rights and Civil Liberties andgton Center<CRCL
partners with the DH8rivacy Office and the DOJ Bureau

& LIS | 6f Budlife Adsigtange tasdevgldpand deliver training on

Civil Rights ad Civil Liberties

civil rights, civil liberties, and privacy for personnel at
state, local, regional, and tribal fusion centers. In addition
to the ongoing eighhour course offered osite to fusion
center staff and local liaison officer networks. In 2010
CRCL completed training of 69 privacy/civil liberties
officers at 66 of the 72 designated fusion centers. CRCL
now provides technical assance to these local officers,
who, in turn, provide civil rights and civil liberties training
to state and local staff. In support of this training mission,
CRCL also maintains a web portal for single point of access
to the wide range of resources anagining materials
available in the Information Sharing Environment that
address civil rights, civil liberties, and privacy. The fusion
center training website can be found at:
www.it.ojp.gov/PrivacyL iberty

Posters on Common Muslim American Head Coverings,
Common Sikh American Head Coverings, and the Sikh
KirpanThese training posters provide guidance to
Department personnel on ways in which to screen, if
needed, Muslim or Sikh individuals wearing various types
of religious head coverings and Sikh individuals carrying a
Kirpan (ceremonial religious daggdfpr more information
contactcrcl@dhs.gowr www.dhs.gov/crcl

Introduction to Arab American and Muslim American
Culturesisanhour-long training DVD, released in the fall
of 2006,that provides insights from four national and
international experts, including an Assistant United States
Attorney who is a practicing Muslim; a memladrthe

I RRNE & & A thavideos,s 2 NJ S Naliénal Sekuiity Colirdikuho is a practicing Muslim; a

scholar of Islamic studies; and a civil rights attorney who
advocates on issues of concern to Arab American and
Muslim American communities. The training assists law
enforcement officers andtber personnel who interact
with Arab and Muslim Americans, as well as individuals
from the Arab or Muslimworld in the course of their
duties. For more information contaatrcl@dhs.gowr visit

www.dhs.gov/crcl
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Cyberscurity and Communications (CS&C)

Cybersecurity and Communications

TheOffice of Cybersecurity and Communications (C$&«€&psponsible for enhancing the security, resiliency, and reliability of the nation's cyber and communicatiotrsidtifiras CS&C actively
engages the public and private sectors as well as international partners to prepare for, prevent, and respond to catastidphts that could degrade or overwhelm these strategic assets.

http://www.dhs.gov/xabout/structure/gc _1185202475883.shtm

CS&C Training and Education

Contol Systems Security Program (&) Cybersecurity
Trainingis provided through amstructorled introductory
course forControl System antI professionals or a@ay
advanced course which includesrfals-on instruction in an
actual control system environmenOrtline introductory
cybersecurity courses are also availabf@r more
information, ®e http://www.us-
cert.gov/control_systms/

cstraining.htm| or contact CSSP @dhs.gov

Cybersecurity Education and Workforce Development
Program (CEWDAs cyber threats and their sophistication
increase, the demand for qualified IT security professionals
increases as wellln response, CEWD fosters effective
cybersecurity education and workforce development
programs by facilitating the availability of professionals
ljdzZ- t AFASR (2 &dzLILi2 NI
support national cybersecurity wortifce development,
CEWD developed the IT Security Essential Body of
Knowledge (EBK)he IT Security EBK is an umbrella
framework that links competencies and functional
perspectives to IT security roles to accurately reflect a
national perspective For mae information, see
http://www.us-cert.gov/ITSecurityEBK/

CS&C Publications and Guidance

Communications Sector Specific Plan (COMM SSP)
involves he National Communications System in
partnership with government and private sector
O02YYdzyAOFGA2ya YSYOSNB (2
communications networks and systems are secure,
resilient and rapidly restored after an incident. The
COMM SSP utilizes gomarent and industry partnerships
to protect the communications infrastructure; adopts
approaches to identify risks, coordinate with other critical

ik& bl

i SSdpents BpIAR gL e eogn
practices for control system networks can be oun

Sy adz2NB

infrastructure sectors and customers on dependencies and
solutions for mitigating risk, and works with the

Department of Homeland Security to integrate plan
outcomes into national critical infrastructure/key

resources (CI/KR) products. Communications SSP is
available ahttp://www.dhs.gov/xlibrary/assets/nippssp
communications.pdf For more information, contact
comms_sector@hg.dhs.gov

Cybersecurity Information Products and Recommended
Practicesprovide current cybersecurity information
resources and recommend security practiteselp
industry understand emerging control systems cyber
security issues and mitigate vulnerabilities. This
information will helpusers reduce their exposure and
susceptibility to cyber attacks and exploits. For a complete
list and access to cgbsecurity information products, visit
http://www.us-cert.gov/control systems/

®%¢

http://csrp.inl.gov/. For more information, contact
CSSP@dhs.gov

Cybersecurity Public Trends and Analysis Repodvides
awareness of the cyber security trends as observed by The
U.S. Computer Emergency Readiness TearC@&FST). The
analysis in this reporsibased on incident information that
has been reported to USERT, incidents identified by-US
CERT, and public/private sector information identified
when correlating and analyzing the dakor more
information, ®e http://www.us-cert.gov/reading_room/
index.html#newsContact USCERT dhfo@uscert.goy
(888) 2820870

GKS bliA2YyQa

Cyber Security Evaluation Tool (CSE® desktop
software tool that guides users through a step-step
process for assessing the cyber security posture of their
industrial control system and enterprise information
technology networks. CSET is available in DVD forifrat.

learn more visithttp://www.us-cert.gov/control_systems/
satool.html To obtain a DVD copy of CSET, senehaail
with your mailingaddress taCSET @dhs.gov

DHS Pandemic Influenza Impact on Communications
Network Study and Best Practicegs completed by the
National Communications System, in conjunction with the
Department of Homeland Security Health Affairs. The DHS
Pandemic Influenza Impact on Communications Network
Study evaluates the potential impact on the
communications infrastructure in the event of a plmic
influenza in the United States. The study examines
potential communications and information technology (IT)
issues during a pandemic and identifies industry and
government recommendations on how to better prepare
the nation to handle these challenge3he study is
available at
http://www.ncs.gov/library/pubs/Pandemic%20Comms%?2
Olmpact%20Study%20(December%202007).dfr more

information, contactncswebl@dhs.gov

Emergency Communications Guidance Documents and
MethodologiesTheDHSOffice of Emergency
Communications develops stakeholetdiven guidance
documents and methodologies to support emergency
responders across the Nation as they plan for and
implement emergency communications initiativeBhese
resources identify and promote best practices on
improving statewide governance, developistgndard
operating procedures, managing technology, supporting
training and exercises, and encouraging usage of
interoperable communications, among other topics. Each
is available publicly and is updated as needed. Examples
include:Establishing Governaado Achieve Statewide
Communications Interoperabilignd theFormal
Agreement and Standard Operating Procedure Template
Suite. For more information, contact the Office of
Emergency Communications@c@hqg.dhs.gower visit
http://www.safecomprogram.gov
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Industrial Control System Cybersecurity Standards and
Referencegprovide an extensive collection of
cybersecurity standards and reference materials as a
ready-resource for the industrial control system
stakeholder community. The collection provides a-one
stop location for accssing papers, reports, references, and
standards associated with industrial control system
cybersecurity. To view the collectionisit http://www.us-
cert.gov/control_systems/csstandardigml|. For more
information, contactCSSP@dhs.gov

Information Technology Sector Risk Assessm@mSRA
The National Cyber Security Division (N $ partnership
with public and private sector partners from the IT Sector
Coordinating Council (IT SCC) and the IT Government

Coordinating Council (IT GCC), released the baseline ITSRA

in 2009. The ITSRA provides anladizards risk profile that
public and private IT Sector partners can use to inform
resource allocation for research and developrnand

other protective measurewhich enhance the security and
resiliency of the critical IT Sector functions. By increasing
the awareness of risks acrostpublic and private

sectors, the Baseline Risk Assessment is the foundation for
ongoing nationalevel collaboration to enhance the
security and resiliency of the critical IT Sector functions.
Seehttp://www.dhs.gov/xlibrary/assets/
nipp_it_baseline_risk_assessment.p&or more
information, contactcsd _cipcs@hg.dhs.gov

Information Technology Sector Specific Plan (IT S6€)
National Cyber Security Division (NCSD), in partnership
with private sector members of the IT Sector, has
developed the IT SSP to outline the IT Sector security
LJ- NJi y S NJl€ner@agioh ¢ fheNAPP risk
management framework. It describaa approach for
identifying, assessing, prioritizing, and protecting critical IT
Sector functions, establishing shared IT Sector goals and
objectives, and aligning initiatives to meet theffio view
the IT SSP, visit
http://www.dhs.gov/xlibrary/assets/IT_SSP_5 21 07.pdf
For more information, contaaicsd_cipcs@hq.dhs.gov

National Communications System (NCS) Fiscal Year
Reportprovides government agencies, private sector
entities and the general public a synopsis on the
accomplishments of the NCS during each fiseat.y The
report covers the NCS role in emergency response
operations, highlights the accomplishments of the Office
of the Manager branches, and publishes updates on
national security and emergency preparedness
communications efforts from the 24 Federali2agtments
and Agencies that comprise the NCS. NCS Fiscal Year
reports can be found dtttp://www.ncs.gov/library.html
For more information, contagicswebl@dhs.gov

National Emergency Communications PIEMECPIs a
strategic plan that sets goals and identifies key national
priorities to enhance governance, planning, technology,
training and exercises, and disaster communiara
capabilities. The NECP establishes specific national
priorities to help State and local jurisdictions improve
communications interoperability by adopting a series of
goals and milestones that measure interoperability
achievements over a period of yesbeginning in 2008,
and ending in 2013In order to successfully implement
the NECP, increased collaboration between the public and
private sector will be needed. As a result, the plan
establishes specific initiatives and milestones to increase
such cdhboration. For more information, ee
http://www.dhs.gov/xlibrary/assets/national_emergency
communications_plan.pdir contact the Office of
Emergency Communicatis,oec@hg.dhs.gav

National Interoperability Field Operations Guide (NIFOG)
is a technical reference for radio technicians responsible
for radios that will be sed in disaster response
applications, and for emergency communications
planners. The NIFOG includes rules and regulations for use
of nationwide and other interoperability channels,
frequencies and channel nameand other reference
material,formatted asa pocketsized guide for radio
technicians to carry with thenThe NIFOG can be accessed
online athttp://www.npstc.org/psdocs.jsp#nifog For

more information contact the Office of Emergency

Communicationspec@hqg.dhs.gav

Cybersecurity and Communications

National Security Telecommunications Advisory
Committee (NSTAC) Recommendaticaddress national
security and emergency preparedness issues from a
private sector perspective and reflect over a quarter
century of private sector advice to the President and the
Nation. Issues include network convergeneetwork
security, emergency communications operations,
resiliency and emergency communications
interoperability. NSTAC recommendations can be found at
http://www.ncs.gov/nstac/nstac_publicationhtml For
more information, contachstacl@dhs.gav

2011 National Sector Risk Assessm@dSRAThe NSRA is

a joint public and private initiative to reduce risk to and
increase the resilience of the communications Sect®he
Office Manager National Communications System
(OMNCS) and its Government and private Sector partners,
under HSPD 7 and the NIPP, are updating the 2008 NSRA
as part of the 2011 NSRAhe 2011 NSRA wikla series

of Communications Sector risk assessment reports
consisting of a review, analysis, and updafer more
information please emaill.williams@dhs.goer
julian.humble@dhs.gov

SAFECOM Guidantar Federal Grant ProgramiEhe
Department of Homeland Security Office of Emergency
Communications, in coordination with the Office for
Interoperability and Comgttibility, develops the annual
SAFECOM Guidance for Federal Grant Prograftisough
SAFECOM is not a granaking body, the guidance
outlines recommended allowable costs and applications
requirements for Federal grant programs providing
funding for intepperable emergency communications.
The guidance is intended to ensure that Federal grant
funding for interoperable communications aligns with
national goals and objectives and ensures alignment of
State, local, and tribal investment of Federal grant fugdi
to statewide and national goals and objective3ee
http://www.safecomprogram.gov/NR/rdonlyres/31A870
0-0C9DB4C2986F8147D61AF25CF/O/FY_2010 SAFECOM

Recommended_Guidance 111809 _Final.pdf more
information, contact the Of€e of Emergency

Communications abec@hg.dhs.gav
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SectorSpecific Agency (SSA) for ConmmitationsThe
National Communications System (NCS) is the SSA for
Communications under Homeland Security Presidential
Directive 7 (HSRD). Under the National Infrastructure
Protection Plan (NIPPirscture, there is a Government
Coordinating Council (GCC) and a Sector Coordinating
Council (SCC) that works to reduce risk across the
Communications SectoiThis resource is helpful in
asssting in coordinating riskasd CIKR plans and
programs to adress known and potential hazards, to
incorporate lessons learned and best practices into
operational and contingency plans, and to identify and
address dependencies and interdependencies to allow for
more timely and effective implementation of shetgrm
protective actions.For more information please email

cipac@dhs.gav

Telecom / Energy Working Grouphe Communications
Government Coordinating Council created the Telecom
EnergyWorking Group to follow up on the

Communications Dependency on Electric Power Working
DNR dzLJ wSLI2Z NI NBO2YYSYyRI (A2 ya
YrAaaAzy Aa (2 LINRBGSOG G(KS yI
critical infrastructure against lorgrm electric power
outages.For more information please contact
brice.hall@hg.dhs.gov

U.S. Computer Emergency Readiness Team@ERT)
Monthly Activity Summarysummarizes general activity as
well as updates made to the National Cyber Alert System
each month. This includes current activity updates,
technical and nostechnical alertsbulletins, aml tips, in
addition to other newsworthy events or highlightSee
http://www.us-cert.gov/reading_room/index.html#news
contact USCER&t info@uscert.goy, (888) 2820870

U.S. Computer Emergency Readiness TeamQERT)
Security Publicationprovidesubscribers with free, timely
information on cybersecurity vulnerabilities, the potential
impact d those vulnerabilities, and action required to
mitigate the vulnerability and secure their computer
systems. Sebttp://www.us-cert.gov/reading_room
contact USCERT at info@tcert.gov, (888) 28D870.

U.S. Computer Emergency Readiness Team@HRT)
Vulnerability NotesDatabasetechnical descriptions of the
vulnerability, as well as the impact, solutions and
workarounds, and lists of affectagndors. See
http://www.kb.cert.org/vuls, contact USCER&t info@us
cert.goy, (888) 2820870

CS&C Alerts and Newsletters

Current Cybersecurity Activitis a regularly updated
summary of the most frequent, higinpact types of
security incidents currently being reported to the-GERT.
Seehttp://www.us-cert.gov/current/, contact USCER &t

info@uscert.gov (888) 2820870

Critical Infrastructure Information Noticeareintended to
provide warning to critical infrastructure owners and
operators when a particular cyber event or activity has the
potential to impact critical infrastructure computing
networks. This document is distributed only to those
artleswlﬁ Kl @8 @1 Addirartyofe R

I
U?I ﬁe WO&SW Sél’ﬂs @M or
i pepuorkedi ol bt e it

(https://portal.us-cert.goy) and (ontrolled distribution list.
For more information, contact the USERT Secure
Operations Centeat soc@uscert.goy (888) 2820870.

G2

National Cyber Alert Systeroffers a variety of
information for users with varied technical expertise
includingTechnical Cybeeurity Alerts and Bulletins or
more gener&interest pieces such as Cybecsirity Alerts
and Tips on a variety of cybeglated topics.See
http://www.uscert.gov/cas/alldocs.html Contact USCERT

at info@uscert.goy (888)282-087Q
CS&C Techmssiktance

U. S. Computer Emergency Readiness TeamGHBRT)
Operations CenteReport cybesecurity incidents
(including unexplained network failures), the discovery of
malicious code, and vulnerability information at
https://forms.us-cert.gov/report/. Contact the UEERT
Operations Centeat soc@uscert.goy (888) 2820870.

Cybersecurity and Communications

Cyber Resiliency Review (CRRan assessment offed by
the Cyber Security Evaluation Program to measue a
enhancethe implementation of key cybsecurity

capacities and capabilities of critical infrastructure deg
resources (CIKRJhe purpose of the CRR is tohgat
information regarding cybeecurity performance from
specific CIKR in order to gain amerstanding of the
relationships and impacts of CIKR performance in
protecting critical infrastructure operations. The CRR
serves as a repeatable cyber review, while allowing for an
evaluation of enterprisespecific cybesecurity capabilities.
The resuk can be used to evaluate a provider
independent of other assessments, used with regional
studies to build a common perspective on resiliency, and
used to examine systeraf-systems (i.e., large and

diverse operating and organizing models). The key@oal
the CRR is to ensure that core procbased capabilities
exist, are measureable, and are meaningful as predictors
F2NJ Iy 2NHI yonahageicybst fisktol 6 A £ A
nationalcritical infrastructure. For more information

alb?ﬁ%tlgang, contact thé&sEP program &SE@dhs.gov

Cyber Security Advissi(CSAsact as pincipalfield

liaisons in cybesecurity and provide a Beral resource to
regions, communities, and businesses. Their primary goal
is to assist in the protection of cyber components essential
GAGKAY GKS blridAaz2yQa ONRGAOI f
resources (CIKR). Equally important is their role in
supporting cpersecurity risk management efforts at the
State and local homeland security initiatives. CSAs will
work with established programs in State and local areas,
such as Protective Security Advisors, FEMA emergency
management personnel, and fusion center pemsel. For
more information, contact the program &SE@dhs.gov

Cyber Security Evaluation Prograf@SER)onducts
voluntary cybesecurity assessments across all 18 CIKR
Sectors, within state governmesjtand for large urban
areas. C3Eaffords CIKR sector participants a portfolio of
assessment tools, techniques, and analytics, ranging from
those tha can be seapplied to those that require expert
facilitation or mentoring outreach. The CSEP, in alignment
with the DHS National Infrastructure Protection Plan
(NIPP), works closely with and coordinates efforts with
internal and external stakeholders toeasure key
performances in cybeecurity managementThe Cyber
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Resiliency Review is being deployed across all 18 Critical
Infrastructure Sectors (as denoted by DHS), state, local,
tribal, and territorial governments. For more informatjon
visitwww.dhs.gov/xabout/structure/editorial_0839.shtm
or contact the program a€CSE@dhs.gov

Cybersecurity Vulnerability Assessmerttgough the
Control Systems Security Program (CSSP) providiteon
support to critical infrastructure asset owners by assisting
them to perform a security seissessment of thie
enterprise and control system networks against industry
accepted standards, policies, and procedures. To request
on-site assistance, asset owners negnail

CSSP@dhs.gov

Government Emergencyelecommunications Service
(GETS) Network Management Operations Cergeovides
authorized GETS subscribers with assistance in registering,
maintaining, ad reporting problems regarding GETS
subscriptions and operations. Authorized subscribers can
contact the center (800) 818387 or atgets@dhs.gov

GETS information is availabletdtp://g ets.ncs.gov

The Industrial Control Systems Cyber Emergency
Response Team (I&&ERTJhe ICEERT focuses on

control system security across all critical infrastructure and
key resource (CIKR) sectofthe ICEERT supports asset
owners with reducing the risk of cyber attacks by providing
alerts and advisories, conducting incident response
activities, and performing technical analysis of malware,
artifacts, and vulnerabiliti® For more information, see
http://www.us-cert.gov/control_systems/icsert or

contact ICSCERT dtscert@dhs.gov

Industrial Control Systems Technolpg\ssessments
provide a testing environment to conduct $&line security
assessments on industrial control systems, network
architectures, software, and control system components.
These assessments include testing for common
vulnerabilities and conducting vulnerability mitigation
analysis to verify the effecttness of applied security
measures. To learn more about ICS testing capabilities
and opportunitiese-mail CSSP@dhs.gov

Wireless Priority Service (WPS) Network Management

Operations Centeprovides authorized WPS subscribers
with assistance in registering, maintaining, and reporting
problems regarding GETS subscriptions and operations.
Authorized subscribers can contact the center (800)-818
4387 or atwps@dhs.gov WPS information is available at

http://wps.ncs.gov
CS&C Programs and Services

Control Systems Security Prograf@SSReduces
industrial control system risks within and across all critical
infrastructure and key resource sector€SSP coordinates
cybersecurity efforts amonBederal, Sate, local, and

Tribal governments, as well as industrial control syst
owners, operators, and vendors. CSSP provides many
products and services that assist the industrial control
system stakeholder community to improve their
cybersecurity posture and implement risk mitigation
strategies. To learn more about the CSSR, visi
http://www.us-cert.gov/control_systemsbr e-mail

CSSP@dhs.gov

Critical Infrastructure Protectiorg Cyber Security (CIES)
leads efforts with public and private sector partners to
promote an assured and resilient&Jcyber infrastructure.
Major elements of the CIES program include: managing
and strengthening cyber critical infitascture

partnerships with public and private entities in order to
effectively implement risk management and cybersecurity
strategies, teaming with cyber critical infrastructure
partners in the successful implementation of cybersecurity
strategies, and pnmoting effective cyber communications
processes with partners that result in a collaborative,
coordinatad approach to cyber awareness. For more
information, ®ntact CIFCS atip_cs@dhs.gov

Global $ipply Chain Risk llnagement (GSQ® Program
providesrecommendations to standardize and implement
risk management processes for acquiring information and
communications technologies (ICT) for the federal
governmert, and processes to reduce the threat of attacks
to federal ICT through the supply chaiMour organization
can help with this initiative by apying sound security
proceduresand executing due diligence to provide

Cybersecurity and Communications

integrity and assurance through the vesrdsupply chain.
For more information, visitttp://www.dhs.gov/files/
programs/gc_1234200709381.shiwn contact the Global
Supply Chain Program Ktrt.Seidling@hg.dhs.gov

Government Emergency Telecommunications Service
(GETS)rovides authorized emergency response
personnel with the resources to make emergency phone
OFffta o LINA2NARGE ljdzSdzAy3 (K
communications networks. By calling the GETS access
number and using an assigned personal identification
number,Federal, State, local and tribal leaders, first
responders, and private sector emergency response
personnel receive priority queuingallowing emergency

calls to be placed ahead of routine phone traffic. The GETS
web site provides information on eligiity, technical
assistance and administrative assistance for registering,
maintaining and using GETS. 8#p://gets.ncs.goy

contactgets@dhs.gov

National Vulnerability Database (NVjis the U.S.
gowernment repository of standardsased vulnerability
management data represented using the Security Content
Automation Protocol (SCAP}his data enables

automation of vulnerability masgement, security
measurement, and compliance. NVD includes databakes o
security checklists, securitglated software flaws,
misconfigurations, product names, and impact metrics.

For more informationyisit http://nvd.nist.gov/or contact

nvd@nist.gov

SAFECOM Prograima communications program which
provides research, development, testing, and evaluation,
guidance, tools, and templates on interoperable
communtcationsrelated issues to localyibal, Sate, and
Federal emergency response agencies. The SAFECOM web
site provides members of the emergency response
community and other constituents with information and
resources to help them meet their communicaticarsd
interoperability needs.The siteoffers comprehensive
information on topics relevant to emergency response
communications and features best practices that have
evolved from realvorld situations. See

http:// www.safecomprogram.gg\contact
SAFECOM@dhs.gov
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Research and Standards Integration Program (R88
Research and Standards Integration Program (RSI)
interfaces with public and private sector organizations to
advance the future state of cybersecurity through both
Research and Development (R&D) and standards for
information and communications technologiRSI seeks

input from academic and industry researchers to

determine if their R&D projects map to CS&C R&D
requirements, particularly to identify relevant federally
funded research in areas such as visualization for
cybersecurity, enterpriséevel situational awareness, and
analytic frameworksRSI also communitaSa / { 9/ Q&
NBIljdZA NBYSyida (G2 51 {Q {OASyOS
and works to incorporate research products into CS&C
mission areasFor standards, RSl influences the
development of voluntary consensus cybersecurity
standards to align with criticalational security interests;

for example, standards pertaining to exchanging or sharing
cyber incident management informatiorzor more
information, contactRSI@hg.dhs.gov

Software Assuranc®rogram(SwA)Software Assurancs

the level of confidence that software is free from
vulnerabilities, either intentionally designed into the
software a accidentally inserted at any time during its life
cycle, and that software applications function in the
intended manner.Grounded in the National Strategy to
Secure Cyberspace, the Department of Homeland
Security's SWA Program spearheads the developragnt
practical guidance and tools, and promotes research and
development of secure software engineering, examining a
range of development issues from new methods that
avoid basic programming errors to enterprise systems that
remain secure when portions offi¢ system software are
compromised.Resources including articles, webinars,
podcasts, and tools for software security automation and
process improvement can be found at the SwA Community
Resources and Information Clearinghouse located at
https://buildsecurityin.uscert.gov/swa/ For more
information, contactsoftware.assurance@dhs.gov

Telecommunications Service Priority (TSP) Progiam
Federal Communications Commission program managed
by the National Communications System that registers
communications circuits for eligible Federal, State, local,
tribal and private sector entities. By registeg these key

Cybersecurity and Communications

circuits, eligible agencies will receive priority restoration in
the event of a national disaster or emergency. The TSP
web site provides information on eligibility, technical
assistance and administrative assistance for registering
circuits for TSP. Séwtp://tsp.ncs.goy contact

tsp@dhs.qgov

Wireless Priority Service (WPB)the sister program to

GETS and provides authorized emergeresponse

personnel with the resources to make emergency wireless
LK2yS OFffa o0& LINAR2NRG& | dzSdzy3
wommunications networks. Authorized WPS usgansing
authgtiRed B gledst carriegare Grantedbpdariy NI 0 S
service during ational emergencies. Federal, State, local
and tribal leaders, first responders, and private sector
emergency response personnel are eligible. The WPS web
site provides information on eligibility, technical assistance
and administrative assistance for isggring, maintaining

and using WPS. Sh#p://wps.ncs.gov contact

wps@dhs.gov
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Federal Emergency Managemgangy(FEMA)

C9al! Qa YAaaAzy Aa
recover from, and mitigate all hazardsww.fema.gov

FEMATaining and Eduaca

Are You Ready? An4depth Guide to Citizen
Preparednesgprovides a stejby-step approach to disaster
preparedress by walking the reader through how to get
informed about local emergency plans, how to identify
hazards that affect their local area, and how to develop
and maintain an emergency communications plan and
disaster supplies ldt Other topics include whab do

before, during, and after each hazard type, including
Natural Hazards, Hazardous Materials Incidents,
Household Chemical Emergencies, Nuclear Power Plant,
and Terrorism (including Explosion, Biological, Chemical,
Nuclear, and Radiological hazardBpr more information
visitwww.fema.gov/areyoureadypr call (800)480-2520to
order materials Questions regardinthe Citizen Corps
program can be directed toitizencaps@dhs.gov

Center for Domestic Preparedness (CFgrs several
programs that are designed for people that have
emergency response and healthcare responsibilities, or
meet the criteria specified in the viesite cited below. CDP
offers courses in Chemical, Biological, Radiological,
Nuclear, and Explosive (CBRNE) incident response, toxic
agent training, and healthcare response for mass casualty
incidents, Radiological Emergency Preparedness (REP)
Program cotses, Field Force Operations, and the National
Incident Management System (NIMS). CDP offers
interdisciplinary training that includes the opportunity to
NI AYy Ay (GKS bliAzyQa 2yte
dedicated to the civilian response communitye

Chemical, Ordnance, Biological, and Radiological Training
CrOAftAGE o6/ h.w!¢COP ¢KS
exercises in a hospital dedicated solely to preparedness
and response training, the Noble Training Facility (NTF).
¢ KS / 5t QainakyyeSidenRainfgcburses
offered at the Anniston, Alabama facility and nonresident
mobile training courses offered throughout the United
States promote greater understanding among the

following diverse responder disciplines: Emergency
Management, Emrgency Medical Services, Fire Service,
Governmental Administrative, Hazardous Materials,
Healthcare, Law Enforcement, Public Health, Public Safety
Communications, and Public WorKBraining provided by
the CDP for state, local, and tribal agencies is &k

charge; roundrip air and ground transportation, lodging,
and meals are provided at no cost to responders or their
agency.Federal, private sector, and international agencies
are encouraged to attend on a space available basis;
however, they must paa tuition fee for the courses in
addition to transportation and lodging fees. For more
information, seehttp://cdp.dhs.gov/index.htmlor call

(866) 2139553.

Community Emergency Response Team (CHRIE)
program helps train people to be better prepared to
respond to emergency situations in their communities. It is
a resource for the private sector to use énsure its
employees are prepared for all hazards. When
emergencies happen, CERT members can give critical
support to first responders, provide immediate assistance
to survivors, and organize spontaneous volunteers at a
disaster site. CERT members cawo dlelp with non
emergency projects that help improve the safety of the
community. For more information visit

www.citizencorps.gov/ceror contactcert@dhs.gov

FEMA Emergary Management Institute Independent

2 Sty ogfamr er nt kpstit Z
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have emergency management responsibilities &othe

'St o ETREIRGOG! B8 SV BBLEY RS b

courses that support the nine mission areas identi

the National Preparedness Gohlcident Management,
Operational Planning, Disaster Logistics, Emergency
Communications, Service to Disaster Victims, Continuity
Programs, Public Disaster Communications, Integrated
Preparedness and Hazard MitigatioRor more

Federal Emergency Management Agency

i 2 respzo#rdxd\Eisurd itheXas Gaklan vé vibsk fogethef 8 bufidy Sudtain, and improve our capability to prepare for, protect against, respond to,

AYF2NXIEGAZ2Y 2Y Queas@wit (i NI Ay Ay
http://training.fema.gov/IS/or contact us (301) 447200.

FEMA Emergency Management Institute Prograifie
Emergency Management Institute (EMI) offers several
programs that are designed for people who have
emergency management responsibilities or meet the
criteria specified at theveb sitecited below. The training

is free of charge, however,dividuals from private sector

or contractors to State, local or Tribal governments must
pay their own transportation and lodging feeEMI has an
integrated training approach and we encourage individuals
from private sector to participate in our coursé€sa L Q a
programs include, but are not limited tthe Master

Trainer Program, Master Exercise Practitioner Program,
Professional Development Series, Applied Practices Series
FYR C9al! Qa | A3KSNboromerdzOl GA2Y
information, seehttp://www.training.fema.gov/Programs/

or call (301) 4471286.

FEMA Learning Resource CeneRCprovides current
information and resorces on fire, emergency
management and other allazards subjects. With its
collection of more than 180,000 books, reports,
periodicals, and audiovisual materials, the LRC houses the
most extensive collection of fire service literature in the
United StatesInternet users may access the LRC's Online
Public Access Catalog to perform literature searches and
download over 17,000 document3.he LRC's collection of
books and research reports may also be accessed by
requesting interlibrary loan through a locéirary. For
more information visihttp://www.Irc.fema.govor contact
Hiedrograiia phbny (SE FeBER N&r bye-mail
netclrc@dhs.gov

U.S. Fire Adminis NI { A 2 ¥ Q &e AbaldeinjTeaiiihgf C
Programsenhance the ability of fire and emergency
services and allied professionals to deal more effectively
with fire and related emergencieNFA offers courses in
the following subject areasArson Mitigation, Emergency
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Medical Services, Executive Development, Fire Prevention:

Management, Fire Preveioh: Public Education, Fire
Prevention: Technical, Hazardous Materials, Incident
Management, Management Science, Planning and
Information Management and Training PrograniN-A
offersresidential training at its Emmitsburg, Maryland
facility and offcampustraining throughout the United
States, as well as online sstfidycourses free of charge.
For more information, sebttp://www.usfa.dhs.gov/nfa/
index.shtmor call (301) 44-2.000.

National Training ad Education Division (NTEDyurses
are delivered in the following formats: Resident
Instructorled classroom training is provided at a training
facility; Mobileg Also referred to as neresident,mobile
training can be performed by FEMA funded instructors at

any location; WelBasedt Webo F 8 SR 2 NJ W2y f Ay SQ

is done via the internet and is often sgliced (no
instructor); or Indirect;, Indirect training includes training
courses taught bynstructors (non FEMA or training

LI NIYySNJ adl FF0 GKIF G
course. For more information, visit
www.firstrespondertraining.gower contact the program
via phone (800) 3684980r e-mail askCSID@dhs.gov

FEMAlerts and Newsletters

FEMA Private Sector-&lert The FEMA Private Sector
Division, Office of Extern&lffairs, publishes periodic e
alerts providing timely information on topics of interest to
private sector entitiesThe FEMA Private Sector Web
t2NIFE F3INBIFGSa C9al Q&
sector. Content includdsestpractices in publiprivate
partnerships, weekly preparedness tips, links to training
opportunities, planning and preparedness resources,
information on how to do business with FEMA, and more.
For more information visivww.fema.ga/privatesectoror
sign up for the alert aEEMAPrivate Sector

Web@dhs.gov

Citizen Corp&-mail Alerts provideweekly Comranity
Preparedness news and eventsrh various departments
of the federal government and our national Citizen Corps
partners and affiliatesFor more informationvisit
www.citizencorps.gowr sign up for the ake at

citizencorps@dhs.gov

FEMAublications

FEMA Librarys a searchable webased collection of all
publicly accessible FEMA information resources, including
thousands of CDs, DVDsdautapes, disability resources,
posters, displays, brochures, guidance, policy papers,
program regulations, guidelines, and forms. Users can
search the collection by Subject, Audience Category
including categories specific to private sector audiences,
Hazard Type and other categorieBor more information
visit http://www.fema.gov/library/ or call (800) 48€520.

FEMARrograms anwicss

GNIX AyAy3

Community Preparedness Citizen Corpss FEMA's
grassroots strategy to bring together government and
community leaders to involve citizens in-afizards

Kl 98 02 v enesgne/Rreparedpesiandresilieige. SCitigeR LoPF § ND
asks each individual to embrace the personal responsibility

to be premred; to get training in first aid and emergency
skills; and to volunteer to support local emergency
responders, disaster relief, and community safety. There
are currently2,433Councils which serve ov227 million
people or80%of the total U.S. popul&n. For more
information on how you can participate-mail
citizencorps@dhs.goar visitwww.citizencorps.gov

Donations and Volunteers InformatioREMA offers
information on the best way to volunteer and donate

ng digages ERMER Sud repoyaly Fokmore N g1

zytﬂy _ .
information, seewww.fema.gov/donations

DisasterAssistance.gdvisasterAssistance.gava secure,
userfriendly U.S. gvernment web portal that
consolidates disaster assistance information in one place.
If you need assistance following a presidentidiyglared
disasterthat has beerdesignated for individual assistance
you can now to go towww.DisasterAssistance.gtw
register online.Local resource information to help keep
citizens safe during an emergency is asailable.
Currently, 17 U.S.oyernment agencies, which spsor
almost 60 forms of assistance, contribute to the portal.
Forweb sitetechnical assistanceontact(800)745-0243.

Federal Emergency Management Agency

TheEmergency Lodging Assistance Programnovides
prompt lodging payments for short term staiysthe event
of a declared disasterThe program is administered by
Corporate Lodging Consultants, a federal government
contractor and the largest outsourced lodging services
provider in NorthAmerica. For more informationsee
http://ela.corplodging.com/programinfo.phpcontact
femahousing@corplodging.cqror call (866545-9865.

The Emegency Food and Shelter National Board Program
was created in 1983 to supplement the work of local social
service organizations, both private and governmental,
within the United States and itgtritories, to help people

in need of emergency economic assistanEending is

open to all organizations helping hungry and homeless
people. This collaborative effort between the private and
public sectors has provided over $3.6 billion in Federal
fundsduring its 28year history. For more information,

visit http://www.efsp.unitedway.org

Emergency Planning Exercisa® aseries é Tabletop
Exercise presentatiorthat you can usas a tool to
FRGIFYyOS &2dzNJ 2NBIF yAT FGA2yQa
resiliency. Each exercise takes your team through a
realistic disaster scenario and facilitates a discussion of
how your organizatiomvould plan, protect, respond and
NEO2 SN 91 OK Ay Of dzRSa Fdzf ¢
gather a facilitator and a team of participants, and self
facilitate the exercise internallyl.o learn more or to

download the exercises visit
http://www.fema.gov/privatesector/exercises.shtm

S

TheFEMA Industry Liaison Prograima pointof-entry for
vendors seekig information on how to do business with
FEMA during disasters and ndisaster periods of activity.
The program coordinates vendor presentation meetings
between vendors and FEMA program offices, establishes
strategic relationships with vendeupportingindustry
partners and stakeholders, coordinates Industry Days,
conducts market research, responds to informal
Congressional requests, and performs vendor analysis
reporting. Vendors interested in doing business with
FEMAshould take the following step&egisterin the
Central Contractor Registration (CCRye#w.ccr.goy
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contact the FEMA Industry Liaison Program
http://www.fema.gov/privatesctor/industry/index.shtm
or call the Industnkiaison Support Center at

(202) 6461895.

FEMAFloodMap Assistance CentdFMAC)rovides
information to the publicabout National Flood Insurance
Program rules, regulations, and procedurd@he FMAC is
often the first point of contact between FEMA and various
flood map usersThe FMAC's goal is to provide the
appropriate information to callers to help them
understandthe technical issues involved in a particular
situation. In addition to taking incoming telephone calls,
Map Specialists respond to mappingjated e-mail

inquiries, and also review and process Letter of Map
Amendment (LOMA), Letter of Map Revision Basedill
(LOMRF), and Letter of Determination Review (LODR)
requests. There are available ssurces for
Engineers/Surveyorsnsurance Professionals and Lenders,
Floodplain Manags. For more information, calB{7)
FEMAMAP(877-336-2627) ore-mail
FEMAMapSpecialist@riskmapcds.com

FEMA Regulatory MateriaEEMA publishes its

NB3dzA GAz2zyasy O2ydlFAyAy3a C9al

requirements on the public, in Title 44 of tlkode of
Federal Regulations (CFR). These regulations are typically
open for public comment before they go into effect. The
public can access the regulations that are currently in
effect electronically, by selecting Title 44 from the drop
down menu athttp://ecfr.gpoaccess.gov/cqgi/t/text/text
idx?c=ecfr&tpl=%2Findex.tprhe public can submit and
view comments submitted by other individuals at
www.requlations.govFor more information on Federal
agency rulemakingjisit www.reginfo.govor to contact
FEMA regulatory officialsmail FEMARULES@dhs.gov

FEMASmall BusinesBrogrambusiness vendors are
routed to the FEMA Small Business Analyst for notification,
support and processing. Small Business inquires can be

sent toFEMASB@dhs.gov

U.S. Fire AdministratioffUSFAJire Prevention and
Safety Campaigndelivers fire prevention and safet
education programs to reduce the loss of life fromfire
related hazards, particularly among the very young and

older adults. The campaigns encourage Americans to
practice fire safety and to protect themselves and their
families from the dangers of firén addition, they provide
dedicated support to public fire educators and the media
to facilitate community outreach to targeted audiences.
For more informationvisit http://www.usfa.dhs.gov/
campaignsbr call (301) 447.000.

U.S. Fire Administration Publicatiorencourage

Americans including private sector constituents to practice
fire safety and protect themselves atitkir families from

the dangers of fireOrder online at
http://www.usfa.dhs.gov/applications/publicationssr
contact the U.S Fire Administratioa e-mail, usfa-
publications@dhs.goor phone (800) 5613356.

Freight Rail Security Grant Prografiemds freight railroad
carriers and owners and offices railroad cars to protect
critical surface transportation infrastructure from acts of
terrorism, major disasters and other emergencies. For
more information visit_http://www.fema.gov/
government/gant/ or contact the progranby e-mail,
askcsid@dhs.goar phone (800) 3686498.

d@rcity BLR S8R MDIBEProgrgpiovides funding to
create a sustainable program for the protection of intercity
bus systems and the traveling public from terrorisithe
program seeks to assist operators of fixedite intercity

and charter bus services in obtaining the resources
requiredto support security measures such as enhanced
planning, facility security upgrades and vehicle and driver
protection. For more informationvisit
http://www.fema.gov/government/grant/or contact the
programat askcsid@dhs.goar (800) 3686498.

Intercity Passenger Rarant Prograncreatesa
sustainable, riskbased effort to protect critical surface
transportation infrastructure and the traveling public from
acts of terrorism, major disasters and other emergencies
within the Amtrak rail systenfor more information visit
http://www.fema.gov/government/grant/or contact the
programat askcsid@dhs.goor (800) 3686498.

National Dam Safety Prograired by FEMA, the National
Dam Safety Pragm (NDSP) is a partnership of tRates,
Federal agencies, and other stakeholders to encourage

Federal Emergency Management Agency

individual and community responsibility for dam safety.
Since the inception of the NDSP in 1979, FEMA has
supported a strong, collaborative training prograon f

dam safety professionals and dam ownevgith NDSP
training funds, FEMA has been able to expand existing
training programs, begin new initiatives to keep pace with
evolving technology, and enhance the sharing of expertise
between the federal and stateectors. For more

information, visit http://www.fema.gov/plan/prevent/
damfailure/ndsp.shtmor http://www.damsafety.org/.

National Incident Mangement Systen{NIMS)provides a
systematic, proactive approach to guide departments and
agencies at all levels of government, nongovernmental
organizations, and the private sector to work seamlessly to
prevent, protect against, respond to, recover from, and
mitigate the effects of incidents, regardless of cause, size,
location, or complexity, in order to reduce the loss of life
and property and harm to the environmeweb site
www.fema.gov/nims Questions regarding NIMS should be
directed toFEMANIMS@dhs.gower (202) 6463850.

National Response Framewo(kRF)s a guide to how the
Nation conducts athazards response. It is built upon
scalable, flexible, and adaptable coordinating structures to
align key roles and responsibilities across the Nation,
linking all levels of government, nongovernmental
organizations, and the private sectdiris intended to
capture specific authorities and best practices for
managing incidents that range from the serious but purely
local, to largescale terrorist attacks or catastrophic

natural disastersfFor more information, visit
http://www.fema.gov/nrf.

National Flood Insurance Prografocuses onFlood
Insurance, Floodplain Managemeantd Flood Hazard
Mapping. Nearly 20,000 communities across the U.S. and
its territories participate in the NFIP by adopting and
enforcing floodplain management ordinances to reduce
future flood damage. In exange, the NFIP makes
Federallybacked flood insurance available to
homeowners, renters, and business owners in these
communities. Seewww.floodsmart.gowlood insurance
agents please visitww.agents.floodsmart.gow re-mail
asktheexpert@riskmapcds.com
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Nonprofit Security Grant Prograrprovides funding
support for targethardening activities to nonprofit
organizations that are at high risk of a terrorist attack and
are located within one of the specific UASIgible urban
areas. lItis also designed to promote coordination and
collaboration in emergency preparedness activities among
public and private community representatives, State and
local government agencies, @arCitizen Corps Councils.
For more informationvisit http://www.fema.gov/
government/grant/nsgor contact the progranby e-mail,
askcsid@dhs.gawr phone (800) 3686498.

Port Security Grant Prograiis a sustainable, ridkased
effort to protect critical port infrastructure from terrorism,
particularly attacks using explosives ar@h-conventional
threats that could cause major disruption to commerce.
The PSGP provides grant funding to port areas for the
protection of critical port infrastructure from terrorism.
This program is primarily intended to assist ports in
enhancing marime domain awareness; enhancing risk
managementapabilities to prevent, detect, respond to
and recover from attacks involving improvised explosive
devices Chemical, BiologicalaBiological, Nuclear,
Explosiveand other norconventional weapons; proviag
training and exercises; and Transportatiomiker
Identification Credentiaimplementation. For more
information, visit_http://www.fema.gov/
government/grant/or contact the progranby e-mail,
askcsid@dhs.goar phone (800) 3686498.

QuakeSmaris designed to encourage business leaders
and owners in areas of the U.S. that are at risk from
earthquakes to take actions that will mitigate daneag

their businesses, provide greater safety for customers and
employees, and speed recovery in the event of an
earthquake. The goal of QuakeSmart is to build awareness
within the business community of the risk and to educate
businesses, particularly sthand emerging businesses, on
the relatively simple things they can do to reduce or
mitigate the impact of earthquakes, and support
community preparednessBusiness leaders and owners
interested in finding out how to reduce or mitigate the
impact of earhquakes on their business should visit
www.qguakesmart.org

Ready Businesshe U.S. Department of Homeland

Security and the Advertising Council launchedRedy
Busines€ampaign in September 200%his extension of

the successfuReadyCampaignReady Businesg®lps

owners and managers of smadihd mediumsized

businesses prepare their employees, operations and assets
in the event of an emergencyror freetools and

resources, including how to create a business emergency
plan, please visivww.ready.gov

Radiological Emergency Preparedness Prog(&®EP)
Program help to secure the health and safety of citizens
living around commercial nuclear power planREP is
responsible for review anfihal approval ofll
neighborhoodradiological emergency plan3he REP
program is a leader in areas of policy guidance, ptagin
training, public education and preparedness for nuclear
power plants. For over three decades, local and state
respondershavtl5f A SR 2y w9t Q&
recommend changes tpreparedness plans, monitor
rigorous training regimens and gport effective
performance in the unlikely event of a radiological
emergency.For moreinformation, visit
http://www.fema.gov/hazard/nuclear/index.shtm

The Technical Assistance (TA) Progrseeks to build and
sustain capabilities through specific services and analytical
capacities through the development, delivery, and
management of TA services that support four homeland
security mission areas (i.prevention, protection,

response, and recovery), in addition to homeland security
program managementTA is offered to a wide variety of
organizations and grantees through an extensive menu of
services responsive to national priorities. To best
accommodée the wide variety of TA needs and
deliverables, three levels of TA are provideatvel I/11
services can be made available to private sector
organizations and includes general information, models,
templates, and sampled.evel Il services, available t
private sector organizatiorthat may be DHS grantees,
provides onsite support via workshops and interaction
between TA providers and recipients. For more
information, visit

http:// www.fema.gov/about/divisions/pppa_ta.shtror
contact (800) 36&6498 or emaiFEMA
TARequest@fema.gov

Federal Emergency Management Agency

Transit Security Grant Prograia sustainable, riskased
effort to protect critical surface transportation
infrastructure and the traveling public from acts of
terrorism, major disasters, and other emergencies. For
more information visit_http://www.fema.gov/
government/grant/or contact the prograniy e-mail,
askcsid@dhs.gosr phone (800) 3686498.

Tornado Safety Initiativeassesses building damages and
identifies lessons learned &ft tornadoesoccur, funds
research on shelter design and construction standards;
develops best practices and technical manuals on safe
rooms and community shelters; and produces public
education materials on tornado preparedness and
response.FEMA producgtechnical manuals for
engineers, architects, building officials, and prospective
shelter owners on the design and construction of safe

t S| RS M#nis AridlcoinguniNdShsliterS. &or mofinformation

visit http://www.fema.gov/plan/prevent/saferoom/index

Unified Hazard Mitigation AssistandgiMA)Grant
Programspresenta critical opportunity to reduce the risk
to individuals and property from natural hazards while
simultaneously reducing reliance on Federal disaster
funds. While the statutory origins ahe programs differ,
all share the common goal of reducing the risk of loss of
life and property due to natural hazards. HMA programs
are subject to the availability of appropriation funding or
funding based on disaster recovery expenditures, as well
as awy directive or restriction made with respect to such
funds. HMAprograms include Hazard Mitigation Grant
Program, PréDisaster Mitigation program, Flood
Mitigation Assistance program, Repetitive Flood Claims
(RFC) program and Severe Repetitive Loss pnogbee
www.fema.gov/government/grant/hma/index.shtm
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U.S. Immigration and Customs Enforcen(i€IE)

U.S. Immigration and Customs Enforcement (ICE) is the largest investigative&agéncy | { @&

C2NXYSR AY HAnN

U.S. Immigration and Customs Enforcement

o Fad LINIG 2F GKS CSRSNIt 320

homeland security and public safety by enforcing Federal laws governing border control, customs, trade, and imnmigEatombines innovative invesitive techniques, new technological
resources and a high level of professionalism to provide a wide range of resources to the public anite@lstate, local and tribdaw enforcement partnerswww.ice.gov

ICE Publications and Resources

Bulk Cash Smuggling Cen{@&CSJ} a central source for
information and assistance in identifying, investigating,
and disrupting bulk cash smuggling organizations
operating around the wdd. The BCSC provides around the
clock support to Federal, State, local, and foreign law
enforcement officials who encounter or interdict bulk

cash. The BCSC provides tactical intelligence and
investigative support and expertise in the transportation
and snuggling of bulk cash. The BCSCi®cated with
L/9Qa [+ég 9y TFT2NDSYSyi
Qualified law enforcement agencies can participate in
equitable sharing arrangements from assets seized as a
result of investigations of bulk cash sggling and other
financial crimes. For additional information or to report
suspicious activity please shép://www.ice.gov and go

to the programs tab, the investigations drop down menu,
and the BCSC web page for the BO®&@ link to make a
report.

Forced LaboResourced he International Affairsffice
investigates allegations of forced labor in violation of the
Tariff Act of 1930 (Title 19 USC307). To rguest more
information or a copy ofthe A Forced Child Labor Advisory
booklet and brochure, please contact:
labor.iceforced@dhs.gowVhen contacting ICE to report
instances of forced labor, please providenasch detailed
information and supporting documentation as piss,
including the following: &ull statement of the reasons for
the belief that the product was produced by forced labor
and that it may be or has been importéedo the United
States;a detailed description of the product;ligpertinent
facts known regarding the production of tipeoduct
abroad. For the location of ICE foreign affis,please visit
the ICBwveb siteat http://www.ice.gov, clickAbout Us

click International Affairsand select your country. ICE
maintains a 24/7 hotline at (86@)HS2-ICE

Human Rights Violators and War Crimes Cerifias a
missionto protect the public by targeting war crimals

and those who violate human rights, including violators
living both domestically and abroad. ICE investigators
intelligence analystand attorneyswork with

governmental and nogovernmental agencie® accept

tips and information from those who pert suspected war
criminals and human rights violators. Individuals seeking
to report these abuses of human rights may contact the
center atHRV.ICE@DHS.GOV

dzLILIR2 NI 7/ Sy (i.SNJ, A 2AffAAGR2Y T ¢ O
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human trafficking public outreach campaign that
heightens awareness of human trafficking through various
informational productsTrafficking in Persons (TIP) is a
modern day form of slaary. TheBlue @Gmpaign provides
critical human trafficking information to the public and
providesa method for reporting suspected human
trafficking activity ICHs the primary agency within DHS
that fights human trafficking. Human trafficking is defined
by Section 103 of the Trafficking Victims Protection Act of
Hnnn & wo!o &ASE GNIFFAOLAY3
induced by force, fraud, or coercion, or in which the
person induced to perform such act has not attained 18
years of age; or (B) thecruitment, harboring,
transportation, provision, or obtaining of a person for
labor or services, through the use of force, fraud, or
coercion for the purpose of subjection to involuntary
servitude, peonage, debt bondage, or slavery. ICE is
committed to avictim-focused approach to trafficking
investigations that places equal importance on protecting
the victims and prosecuting the traffickers. ICE also
conducts continuous outreach and training to U.S. and
foreign law enforcement, nogovernmental and
international organizations, in order foster awareness
andprovide information orthe latest investigative
techniques and victim assistance practices. The public is
encouraged to report all suspicious activity to ICE at (866)

DHS2ICE (8866-347-2423). Infemational material on
human trafficking is produced in a variety of languages,
and is avdable to law enforcement, NGOs, and
international organizationand includes the following: a
public service announcement, human trafficking brochure
in several langages and human trafficking indicator

wallet TIP cards. See
http://www.ice.gov/pi/investigations/publicsafety/human
trafficking.htm

Human TraffickingIndicators Pamplet is currently
produced in English, Spanish, and Portuguese and is
distributed during presentations and trainisg/orldwide.
Seehttp:/ /www.ice.gov/pi/news/factsheets/
humantrafficking.htm

Human TraffickingTrafficking in Persons (TIP) Casa
plasticindicatorcardthat helps distinguish between the
crimes of human traffckingand human smuggling, listing
indicatorsfor each as the two crimes are often confused.
The TIP card includes the I@&Eline number for
individuals to call for guidance or to report suspicious
aclivify. Bl daike currenty PreflyeSdNd Miffrentd SE |
languages. The TIP cards are also distributed during
presentatons and training offered worlgide. To request
the TIP cardcontact your local ICE office @sitthe ICE
Web site atwvww.ice.gov Forfield offices vigi
http://www.ice.gov/about/investigations/contact.htm

Human TraffickingVideo ThisvdeoX LIN2 RdzOSR o6 @&
Homeland Security Investigations (HSIj video Public

Service Announcement (PSAjailable in 60 second, 30

second, and 15 second versioh$S| uses the PSA during
presentations to provide information to the general public

and human traffickingelated organizations. The PSA is
accessible tahe public via the ICE web site at
http://www.ice.gov/flashmovie/humarntrafficking/plain
sight.htmand it is also distributed on DVD at presentations
worldwide.
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ICE LINK PatThe National Incident Response Unit
(NIRU) for incident awareness, continuity of operations,
exercises, incident response, special event coordination
and many other homeland security requirements
administers aveb-based communidions and
collaboration platform called the ICE LINK Portal. The ICE
LINK Portal is a robust, sensitive but unclassified,
information-sharing network used as a force multiplier to
enhance coordination witfederal,state, local andribal
priorities. ICELINK Portal users include federal agencies,
fusion centers, military components, Interpahd the
intelligence community Additionally,the ICE LINK Portal
can be used fo€ritical Infrastructure and Key Resources
first responder personnel in the privagector in the event
of a national crisis or incidenor more information

and/or assistance, contact NIRUraitu@dhs.goy

ICEMutual Agreement between Government and
Employers(IMAGE)Programis a joint government and
private sector voluntary initiative that enhances employer
compliance and corporate due diligence through training
and sharing best practices regard hiring practices. The
goal of IMAGE is for the government to work with
employers to develop a more secure and stable workforce
and restore the integrity of the U.S. immigration system.
Morein2 NI GA2y Ol Yy oeBsitdFat dzy R |
www.ice.gov/image ContactiMAGE@dhs.gov

ICE National Gang UniOperation Community Shielts

the ICE Homeland Security Investigas (HSI) argang
initiative that combines our expansive statutory and civil
enforcement authorities to combat the growth and
proliferation of transnational criminal street gangs, prison
gangs, and outlaw motorcycle gangs throughout the
United States.HSI established Operation Community

l.j

Shield Task Forces (OCSTFs) throughout the U.S. as part of

an aggressive nationwide gang enforcement operation and
to target the criminal activity that gang organizations
engage in. OCSTF®jblSI with Federal, Statlacal,

tribal, and foreign law enforcement partners to leverage

I { LQa & i adinidisiratixBarrdstyiRhorities,

expand certified undercover operations, enhance
intelligence sharing, exploit the most #ip-date law
enforcement technology, and capital S 2y | L{ Q&
worldwide presence to combat these global criminal

networks and mitigate the threats they pose to the public
safety and national security of the United States and other
countries. Criminal gang organizations perpetrate violent
crimes includig murder, rape, kidnapping, assault, home
invasion, and extortion, which are predicate offenses for
Federal racketeering influenced corrupt organization
(RICO) prosecutions. HSI agents routinely investigate
these crimes jointly with State and local lawf@rcement
partners to support Federal RICO prosecutions to
effectively disrupt and dismantle criminal gang

enterprises. These criminal organizations are involved in a
myriad of violations including human smuggling and
trafficking; narcotics smuggling addstribution; identity

theft and benefit fraud; money laundering and bulk cash
smuggling; weapons smuggling and arms trafficking; cyber
crimes; and export violation§.or more information please
contact (703) 4148600.

Office of Public AffairgOPA)is dedicated to building
understanding and support for the agency's mission
through outreach to employees, the media and the
general public. OPA is headquartered at Poto@anter
North, 500 12th StSW Washington, D.Q0536. ICE field
public affars officers arestationedthroughout the country
and are responsible for regional media relations in specific
geographic areaskor more information, see

hitpt//@nv@haice.gov or contact
PublicAffairs.ICEOfficeOf @dhs.g(R02) 7324242

Privacy Officesustains privacy protections aride
transparency of government operations while supporting
the ICE mission. The ICE Privacy Office enkKDEes
programs and operations comply with Federal privacy laws
and policies.Members of the public can contact the

Privacy Office with concerns orroplaints regarding their
privacy in regard to ICESeehttp://www.ice.gov/
about/privacyoffice/contact.htm For more information,
contact]CEPrivacy@u.goy (202) 7323300.

ICETip-Lineisa 24/7 toll free number enabling the public
to report violations of immigratiomnd customdaws,

sexual and economic exploitation of children and adults,
threats to national security and other activities considered
illegal or suspicious in nature. More information regarding
ICE programs can be found at the ICE Web site
http://www.ice.gov or http://www.ice.gov/pi/topics/

U.S. Immigration and Customs Enforcement

index.htmor by calling866) DHRICH1-866-347-2423)
or outside the United Statest1 (877)347-2423.

Victim Assistance Progm (VAB provides information

and assistance to victims of Federal crimes, including
human trafficking, child exploitation, human rights abuse,
and white collar crimeVAP also provides information to
victims on postorrectional release or removal of criminal
aliens from ICE custod¥AP has developed informational
brochures on human traffking victim assistance, crime
GAOGAYEAQ NRIKGAZ
notification program.For further information, please
contact VAP at (866) 874973.

The National Intellectual Property Rights Coordination
Center(IPR Centeris a task force that uses the expertise
of its member agencies to share information, develop
initiatives, coordinate enforcement actions, and conduct
investigatons related to intellectual property theft.
Through this strategic interagency partnership, the IPR
/ SYyGi SN LINPGSOGA (KS
economy, and the war fighters. If a company has specific
information concerning IP theft, it casend an email to
IPRCenter@dhs.gpvisitwww.ice.gov/iprcenter/ or call
866-IPR2060.

HIS lllicit Finance and Proceeds of Crime Unit (IFRCB)
recognizesi KI & G KS LINAR @I (S
first line of defense against money launderirith
IFPCUICEHomeland Securitinvestigations reaches out
to the U.S. business community, along vstite and
federal agencies to combat financial and trade crimes.
IFPCldentifies and eliminates vulnerabilities within the
U.S. financial, trade and transportation secters
vulnerabilities that criminal and terrorist organizations
could exploit to finance theillicit operations and avoid
being detected by law enforcementhelFPCUpublishes
the Cornerstone Report, a quarterly newsletter. This
report provides current trends and financial crimes
identified by law enforcement and the private sectdro
subscibe to the Cornerstone Report or for more
information visit:www.ice.gov/cornerstoneReport
suspicious activity by calling66) DHS2-ICE
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Online Detainee Locator System (ODIsSAn internet

based system that allows members of the public to locate
immigration detainees whare beingdetained by ICE, or

have been released in the last 60 days. ODLS is searchable
by name or ANumber. To use ODLS, please visit
www.ice.gov/locator

Operation Genesigs a voluntary partnership with the
printing industry to share information and develop
investigative leads regarding the practices of organized
document fraud rings. OperationGenesisaffords an
opportunity for the printing industry to collaborate with
ICE to identify and disrupt document fraud. Information
available to Operatioisenesisnterested parties include a
broad based introductory brochureParticipants will
NBEOSA GBS a{ dza LA OA 2 dza
GKS tNAYGAY3 LYRdzZAGNRZIE
Genesisnay be obtained via email 88FUICE

HO@DHS.GOV

h NR S NJ / NIhé ISHtp linégee) DHER-ICES-866-347- 24230 (G A OS &
CAdINIKSNJ AYF2NXI GA2Y 2y hLISNI A2y SEVP Response Center at (70384030 or vise-mail at:

Project Shield Ararica(PSAJs the first line of defense
against those who compromise U.S. national security by
violating export laws, sanctions and embargoes.

{ LISOATAOL f {-Rrdiferatibndn@astigatiénsityhii S NJ
reaches out to aplicable hightech industries tanonitor
weapons of mass destruction and their components that
are potential targets for illegal traffickingrhrough PSA,

ICE works in partnership with U@ustoms and Border
Protectionand U.S. companies that manufactusell or
export strategic technology and munitions. See
http://www.ice.gov/doclib/investigations/pdf/cpi_brochur
e.pdf (pdf 192 KB)For additional information, please
contact I& Headquarters, PSA Program Manager at (202)
732-3765 or(202) 7323764. Report suspicious activit

U.S. Immigration and Customs Enforcement

Student and Exchange Visitor Progrd@®EVPyvas

estabished in 2003 asthBHR & FNRyYy G f Ay S S7
that the student visa system is not exploited by those
wishing to do harm to the United State§.9 +t Qa
in this effort is the Student and Exchange Visitor
Information System (SEVIS), eb#based information
management system that allows ICE to monitor the status
of non-immigrant student and exchange visitors in the
United States.SEVP collects, maintains and provides the
information so that only legitimate foreign students or
exchange visitorgain entry to the United StatesThe

result is an easily accessible information system that
provides timely information to the Department of State,
U.S. Customs and Border Protection, U.S. Citizenship and
Immigration Services, and |Gtr more informatn, visit

188

T BAtiNJI/www.ice.gov/sevis/ For inquiries by phone, call the

SEVIS.Source@DHS.gov
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Infrastructure Protection

Office of Infrasticture Protectio(iP)

From energy systems that power our neighborhoods, to transportation networks that move us around our communities and titye toofacilities that provide our families with safe drinking

water, critical infrastructure and key reseoces (CIKRinpact nearly every aspect of our daily livesshort, CIKR is an umbrella term referring to the assets of the United States essential to the
nation's security, public health and safety, economic vitality, and way of life. CIKR is ditodE8l $eparate sectors, as diverse as agriculture and food, emergency services, and cyber networks.
Because this critical infrastructure provides our country with the enormous berefitservices and opportunities on which we rely, we are very mindftiiefisks posed to CIKR by terrorists,
pandemic diseases and natural disasters. At the Department of Homeland Security, we know that these threats can haeffesgtspaach as cutting populations off from clean water, power,
transportation, or emergecy suppliesSecretary Napolitano is working to raise awareness about the importance of our nation's critical infrastructtmesadgthen our ability to protect it. The
Department oversees programs and resources that foster pyili@te partnershig, enhance protective programs, and build national resiliency to withstand natural disasters and terrorist threats.
www.dhs.gov/criticalinfrastructure

|PTraining and Education officials with training on the use and functionality of the sector partners to develop free, voluntary programs and
ACAMS tool. Completion of training is required in order to publications to help mitigate security risk in the sectdio
Threat Detectionand Reaction for Retail and Shopping access informa}tion within ACAMS. For more information access avai_lable resources visit
Center StaffThis 85Y A y dz(i § aSa&aA2y s LINE lf\pazﬁﬁg & 09, Q_Ie@s& gontact: http://www.dhs.gov/files/programs/gc_1276534935062.s
Office for Bombing Prevention and disseminated by the Traininghelp@ha.dhs.gov htm#content
Commercal Facilities SSA, is modular and utilizes specific . . . . .
foreign and domestic active shooter case studies to _Bombmg Preve_ntlon Workshoﬁhls oned_ay Workshop, Crlt!cal Infrastructure an_d Key Resources (CI_KR) Learning
present lessons learned and to identify specific intended for regional level public and private stakehplders Seriesfeatures qnehour |nfrastructur§ protegtlon (IP)
considerations for retail and shopping centers. The and planners from emergency managgment, gecurlty, apd Webbased seminars on current topics and issues of
training discusses signs of criminal and terraaistivity; law enfc_)rce_me_:nt, enhapces the effectlve_ness in managing interest to CIKR owners and operators and key
types of surveillance; and indicators of suspicious a bombing incident. This Workshop reviews the current government partners. Over 5,000 partnerslkeholders
development of strategies and bringsgether best have registered for the Learning Series since its inception

behavior. The presentation is available on the DHS HSIN.
For access issues contaCESTeam@hq.dhs.goVo
access the presentation, please register at

practices from regions across multiple localities, disciplines in August, 2008. The list serve for this series includes more
and levels of government. The guided scenario discussion than 27,000 interested individuals. See

https://connect.hsin.gov/attrrso/event/registration.html establishes the foundation for the stakeholders within the http://www.dh s.gov/files/programs/gc_1231165582452.s
’ — — region to implement a Bombing Prevention Plan. This htm. For more information, contact
Workshop an accommodate up to 50 participants. To IP_Education@hg.dhs.gov

Active Threat Recognition for Retail Staf20-minute hg .
484aA2ys LINPRAZOSR 68 Lt Q& hT¥ ﬁej‘%%”a"?”‘zg [gntach Yoy RgreHomeRRABECNEY, o
and disseminated by the Commercial Facilities Secitis Advisor.

ia Ly gl NBySaa tS@St £ agz8RS AYyiSYyRSR 2N GKS WTNRYIG

retail employee. The training discusses signs of criminal Chemical"Sector ExpToswe Threat Awareness T}glnlng

Critical Infrastructure and Key Resources (CIKR) Training
Module provides an overview of the National
Infrastructure Protection Plan (NIPP) and CIKR Annex to

and terrorig activity; types of surveillance; suspicious Prog_ramThe F:hemical Sect@pe_cific Agengy (SSA) is the National R_esponse Framework. The module was
behavioral indicators; and the Recognition, Reporting, and offering a series of one day vehicle borne improvised developed for inclusion in the FEMA Integrated Emergency
Reaction considerations in the event of an active shooter explosive device (VBIED) training sessions to chemical Management and other incident management related
incident. The Course is available on the DHS Homeland facility security officgr.sUpon_compIetion, a certifipatg is courses. This documgnt_is available upon reguest in_
Security Information Network (HSIN)cogss does not awar_ded t_o the participantThis coursavasoffered in six _ PowerPoint forr_nat_ with mstru_ctor ar_ld_pa_rtlplpant guides
require a HSIN account. To access the presentation, locations in FY10 (Dallas, erando, New Orlegn_s, St. Louis, and can be easily mtegratgd |qto eX|stlmg|_n|ng
please register afttps://connect.hsin.qov/p57147491/ Seattle, and Buffalo)qu a list of scheduled trainings for programs. A Spanish version is also _avallable. To request
FY11, contact th€hemical SS#t the training module, contadP_Education@hq.dhs.gov

For access issues contaCESTeam@hg.dhsyg

ChemicalSector@dhs.gov

DHS/Commercial Facilities Training Resources Guide
Chemical Sector Training and Resources Database pamphletwasdeveloped to promote classroom and
The Chemical Sect@pecific Agency (SSA), withirt SB& independent study prgrams for DHS partners and private
Executive Management Office, works collaboratively with sector stakeholders that build functional skills for disaster
30

Automated Critical Asset Management System (ACAMS)
Web-based Trainingprovides FederalState, local first
responders, emergency managers, and Homeland Security
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response effectiveness. Subject matter includes
cybersecurity, weapons of mass destruction, and natural
disaster planningAvailable on request, contact the
Commercial Facilities SeciBpecific Agencat
CESteam@hq.dhs.gov

DHS Retail Video: "What's in Stordrdinary
People/Extraordinary Eventsls amultimedia training
video for retail employees of commercial shapgpivenues
alerting them to the signs of suspiciobshaviorin the
workplace that might lead to a catastrophic a8ee
www.dhs.gov/cfsectarFor more information, contact the
Commercial Facilities SeciBpecift Agencyt
CESteam@hq.dhs.gov

51 { ¢NIAyAy3a *xARS2
is a training video for front line event staff atdgrpublic
venues. The video demonstrates the proper procedures

for conducting bag searches and recognizing suspicious
behavior at public gathering spaces like sports venues. The
video is available for viewing and download at
www.dhs.gov/cfsectoor by contacting the Commercial
Facilities SecteBpecific Agency &FSTeam@hg.dhs.gov

51 { 2S8S0AYINI a{ dz2NWBSAttl yOS
W2 & & 96minute interactive Web preentation designed
to raise awareness of suspicious behaviors that might
indicate potential surveillance activitie3his virtual
production offers crossector examples of suspicious
activities and behaviors and provides information to help
identify andreport such behaviors in a timely manner. The
Webinar featured a moderated roundtable discussion of
five diverse examples of surveillance and detectisiter
each scenario, the moderator discussed attendee
guestions and poll results with a panel of subbjeatter
experts. The panelists discussed what was presented, why
it was considered a suspicious activity or behavior, and
how to report it. The Webinar also provided information
about the resources available for timely reporting of
suspicious activitiesral behaviors.The live Webinar was
recorded and is available for download on Homeland
Security Information Networritical Sectors (HSIGIS).

For more information, please contaClPAC@dhs.gov

a/ KSO1 L

Emergency ServiceSectorOnline Training Catalog
describes public and private resources and programs that
are applicable to first responderd.o obtain access tile
online catalog contact the Emergency Services Sector
Specific Agency &SSTeam@hqg.dhs.gov

Improvised Explosive Device (IED) Awareness / Bomb
Threat Management Workshophis fourhour Workshop
SyKIyO0Sa IyR adNBy3aliKSya
skills, and abilities in relation the threat of IEDs. The
information presented outlines specific practices
associated with Bomb Threat Management including IED
awareness, explosive incidents, and bombing prevention.
This Workshop is designed to provide one foour

session that can acenmodate up to 50 participants. To

FeUest tidiBing 8obtack w6l Statedkmheladd SecudityO S &

Advisor.

Improvised Explosive Device (IED) Search Procedures
Workshop This 8hour Workshop, consisting of lecture

and practical exercises, is designed for security personnel
and facility managers of sites hosting any event that
requires increased IED security preparednetke
information provided during the Workshop focuses on

5 S {eBdtnlishfetigs used forNfegabzadiexpbsivesis&ahes

and sweeps, and can be tailored to meet the requirements
for supporting any event. The Workshop can
accommodate 25 participants. To recaigraining contact
your State Homeland Security Advisor.

IED Threat Awareness and Resporis@ 20minute multr
medamdrdzt S RSOSt2LISR 08 Lt Qa
Prevention that focuses on identifying the threat

associated with the Improvised Explosive Device (IED).
The training is hosted by the DHS Homeland Security
Information Network (HSIN), and while the target

audierce is Sports Leagues and Public Venues, much of the
material is consistent with general IED Awaren@$e

module objectives relate to the recognition of IEDs,
reporting, and response considerations, and is available via
URL:
https://connect.hsin.qov/e26726633/event/registration.ht
ml Additional information can be obtained through the
Commercial Facilities SectBpecific Agency at
CESTeam@hq.diyov

Infrastructure Protection

Independent Study Course &1 ¢Critical Infrastructure
and Key Resources (CIKR) Support Arervides an
introduction to the CIKR Support Annex to the National
Response FrameworlSeehttp://training.fema.gov/
emiwebl/is/is821asp for more information, contact
IP_Education@hg.dhs.gov

Independent Study Course 480.aNational

i K S Infrastiidiufe @rotedtioyi BIanINIPPyefents a8 R3 S

overview of the NIPPThe NIPP provides the unifying
structure for the integration of existing and future CIKR
protectionand resiliency efforts into a single national
program. This course has been updated to align with the
NIPP that was released in 2009. Classroom materials are
also available for this coursEor more information, visit

€ http://training.fema.gov/emiweb/is/is860a.aspr contact

IP_Education@hg.dhs.gov

Independent Study Course4&71: Dams Sector: Security
Awareness (FOUQ3 webbased training focused on
information provided within the Dams Sector Security
Awareness Handbook (FOUO). See
http://training.fema.gov/EMIWeb/8/1S871.aspor more
information, contact the Dams Sect8pecific Agency,

dams@dhs.gav

Independent Study Course &2 Dams Sector:
Protective Measures (FOU®) webbased training
focused on information provided within the Dams Sector
Protective Measures Handbook (FOUO). See
http://training.fema.gov/EMIWeb/IS/is872.aspor nore
wfdriafidh, cantadiihe BaMDSegBPecific Agency,

dams@dhs.gav

Independent Study Course 4&70: Dams Sector: Crisis
Management Overviewis web-based training focused on
information provided within the Dams SectGrisis
Management ldndbook. Seehttp://training.fema.gov/
EMIWeb/IS/IS870.asf-or more information, contact the
Dams SecteBpecific Agenggdams@dhs.gav

Infrastructure Information Collection System (11CS)a
secure, wekbased appliation designed to provide
infrastructure protection mission owners with the ability
to easily access, search, retrieve, visualize, analyze, and
export infrastructure data originating from multiple
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disparate sources through a single interfadéhe 1ICS
enables access to infrastructurelated data that is owned
and managed by IP through the Infrastructure Data
Warehouse (IDW), as well as infrastructuetated data
from various other Federal, State, and local infrastructure
protection mission partnersByenabling data from

multiple sources and contained within multiple databases
to be linked and accessed through one location, the IICS
eliminates the need for information to be housed and
managed within a single database or by a single entity.
Through thellCS, existing infrastructure information
awareness and sharing is improved, and it facilitates data
maintenance and verification by numerous homeland
security partners.For more information, contadtCD

lICS@hq.dhgov

Integrated Common Analytical Viewer (iCAV) Wbhsed
Trainingprovides instruction on the use dfi¢ iCAV Next
Generatiorbrowserbasedgeospatial visualization tool,
including access and use of DHS geospatial resources and
data. Users are guided througiodulesto gain a feel for
the types of imagery, infrastructure, and situational
awareness data a#lable through iICAV Next Generation,
as well as some of the analytical tools that users can
leverage to understand infrastructure in a domestic
response contextMore information on iCAV Next
Generation is available attp://www.dhs.gov/icay, and
the training itself is available at
http://www.jsrts.org/dhs/icav. In addition, webbased or
instructor led training is available on request.

IP SectoiSpecific Tabletop Excise Program (HSSTEP)
Chemical Sector Tabletop Exercise (TisX)n unclassified
and adaptable exercise developed for the purpose of
creating an opportunity for public and private Critical
Infrastructure and Key Resources (CIKR) stakeholders and
their public safety partners to address gaps, threats,
issues, and concerns identified in previous exercises and
their after-action processes affecting the Chemical Sector.
The exercise allows participants the opportunity to gain an
understanding of issues facgdior to, during, and after a
terrorist threat/attack and the coordination with other
entities, both private and government, regarding their
facility. It also contains everything needed to conduct a
Homeland Security Exercise and Evaluation Program

(HSEERcompliant TTXTo obtain a copy of the exercise,
contact ChemicalSector@dhs.gov.

Private Sector Counterterrorism Awareness Workshop
This oneday Workshop improves the knowledge of private
sector security professionals by providing exposure to key
elements of soft target awareness, surveillance detection,
and improvised explosive device (IED) recognition. The
2 2 NJ] & K 2 LIQraterialdléniayick ghd reinforce
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preventing, protecting against, responding to, and
recovering from terrorist threats and incidents. The
Workshop outlines specific counterterrorism awareness
and prevention actions that reduce vulnerability and
mitigate the risk of domestic terrorist attacks. This
Workshop can accommodafi®0 to 250 participants. To
request training contact your State Homeland Security
Advisor.

Protective Measures Coursghis twaday Course
enhances CommercighcilitiesSector awareness on how
to devalue, detect, deter, and defend facilities from
terrorism, by providinghe knowledge and skills necessary
in understanding common vulnerabilities and employing
effective protective measures. The Course includes
lessons learned and industry best practices in mitigating
terrorist attacks. It serves as a follayp to the SoffTarget
Awareness Courdglescription below)focusing more on
implementation than awareness. This course can
accommodate 35 participants. To request training contact
your State Homeland Security Advisor.

Protected Critical Infrastructure Information @) Web
base Trainings required for all individuals who wish to
access PCII. The PCIl Authorized User training provides
individuals with an understanding of the background,
purpose, and benefits of the PCII program, in addition to
safeguarding and hanidlg requirements for PCII. For

more information on PCIl Authorized User training, please
contact: Traininghelp@hg.dhs.gov

Protected Critical Infrastructure Information (PCII) Officer
Trainingprovides trainingon the roles and responsibilities
for those with PCII oversight duties within their entity, in
addition to a review of PCII Program basics and key
messaging training. This training is specifically for those

a1 A
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who will be PCII Officers, Deputies, Assistaaitsl
Designees. For more information on PCII Officer training,
please contactTraininghelp@hg.dhs.gov

Soft Target Awareness Cour3éis Coursenhances
individual and organizational awareness of terrorism and
helps facilitate information sharing at commercial facilities
considered soft targets, such as shopping mallstaotdls.
Facility managergangain a better understanding of their
tolessirzdetérni@® deltectingt ahdidefénding Xt faciliti€sR
from terrorism. EacBessiorcan accommodate 35
participants or can be modified for one general session for
up to 175 partigpants. To request training contact your
State Homeland Security Advisor.

Surveillance Detection Training for Critical Infrastructure
and Key Resource Operators and Security STéiis three
day Course explains how protective measures can be
applied to detect and deter potential threats to critical
infrastructure, as well as the fundamentals for detecting
surveillance activity. The Coursealesigned for
commercial infrastructure operators and security staff of
nationally significant critical infrastructure facilities. This
Course can accommodate 25 participants. To request
training contact your State Homeland Security Advisor.

SurveillanceDetection Training for Municipal Officials,
State and Local Law Enforcement Coufidgs threeday
Course provides the knowledge and skills necessary to
establish surveillance detection operations to protect
critical infrastructure, during periods of elevated threat.
Comprised of five modulesf informal lecture and two
exercises, it provides participants with an awareness of
terrorist tactics and attack history and illustrates the
means and methods to detect surveillance through
practical surveillance detection exercises. This
Surveillance Dection Course is designed for municipal
security officials and State and local law enforcement with
jurisdictional authority over nationally significant critical
infrastructure facilities. This Course can accommodate 25
participants. To request trainingpntact your State
Homeland Security Advisor.

ThreatDetectionand Reactiorfor Retail and Shopping
Center StaffThis 26minute presentation is intended for
Pointof-Sale staff, but is applicable to all employees of a
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shopping center, mall, or retail facilityt uses case studies
and best practices to explain suspicious behavior and
items; how toreduce the vulnerability to an active shooter
threat; and the appropriate actions to take if employees
notice suspicious activityTo access the 2@inute
presentation, visithttps://connect.hsin.gov/p2849699/

Web-Based Chemical Security Awareness Training
Programis an interactive tool available free to chemical
faciities nationwide to increase security awareness. The
training is designed for all facility employees, not just
those traditionally involved in security. Upon completion, a
certificate is awarded to thparticipant To access the
training visit:https://www.chemicalsecuritytraining.com/
Contact theChemical SectoSpecific Agency at
ChemicalSector@dhs.gov

IPGuidance Documents/Publications

Active Shooter How To Respond a desk reference
guide, a reference poster, and a pocisite reference card
to address how employees, managers, training staff, and
human resources personnel can mitigate the risk of and
approprately react in the event of an active shooter
situation. Seehttp://www.dhs.gov/cfsector For more
information, contact the Commercial Facilities Seetor
Specific Agencst CESteam@hg.dhs.gov

Bomb-making Materials Awareness Program
(BMAP)/Suspicious Behavior Car@ikese joint FBDHS
private sector advisory cards offer simple concise tips and
images helping retailers identify and report suspicious
activity and sale of household items that can be used in
making homemade explosives (HMJEand mprovised
explosive @vices (IED)The register cards give front end
store employees guidance on precursor materials and
what to look for regarding suspicious purchas&ge
http://www.dh s.gov/files/programs/gc_1259938444548.s
htm. To request materials or additional information,
contact the DI$ Office for Bombing Prevention at

OBP@dhs.gov

Chemical Facility AnfTerrorism Standards (CFATS)
Frequently Aked Questionsvere developed and
continue to be regularly updated as a means of assisting

facilities in complying with the CFATS regulation. The
FAQs are searchable aodtegorized to further benefit the
user and can be found attp://csat-
help.dhs.gov/pls/apex/f?p=100:1:70962511397808B8r
more information, contact the CFATS Help Desk at

cfats@dhs.qov(866) 322957.

Chemical Facility AnfTerrorism Standards (CFATS)
PresentationsThelnfrastructure Security Compliance
Division (ISB) reaches out to people and companies in the
chemical industry and those interested in chemical
security. Those interested in a live presentation about

CFATS by ISCD personnel can find more information about

a4 dzOK
http://www.dhs.gov/files/programs/qc_1224766914427.s
htm. For more information, contact the CFATS Help Desk

at cfats@dhs.gov(866) 3232957.

Chemical Facility AniTerrorism Standards (CFATS) Risk
Based Performance Standards (RBP8)assist highisk
chemical facilities subject to CFATS in sglgand
implementing appropriate protective measures and
practices to meet the DH&fined RBPSs, ISCD has
developed a RisBased Performance Standards Guidance
document. This document can be found at
http://www.dhs.gov/xlibrary/assets/chemsec_cfats_riskba
sed_performance_standards.pdFor more information,
contact the CFATS Help Deskfats@dhs.gov(866) 323
2957.

Chenmical Facility Security: Best Practice Guide for an
Active Shooter Incidenis a booklet that drawspon best
practices and findings from tabletop axéses to present
key guidance for chemical facility planning and training,
and pose specific questions that an effective active
shooterresponse and recovery plan will answé&o. obtain
a copy of the guide or for more information, contact
ChemicalSector@dhs.gov

Commercial Facilities Sector Pandemic Planning
Documentsare for use by public assembly sector
stakeholdersdetailkey steps and actities to take when
operating during a pandemic influenza situatiand

includea process tracking and status template and a
checklist of recommendations for pandemic response plan
development. The products were created in partnership
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with International Asociation of Assembly Manager's
Academy for Venue Safety and Security. Matedsds
available on requedty contacingthe Commercial
Facilities SecteBpecific Agencgt CFSteam@hq.dhs.gov

Chemical Sector Tmaing Resources Guide

contains a list of free or lowost training, Wekbased
classes, seminars, and documents that are routinely
available through one of several component agencies
within DHS. The list was compiled to assist facility security
2FFAOSNDA GNIF AY
physical and cybersecurity awareness, and emergency
management and response. To obtain a copy of the guide

LINBaSyGl GA2ya wehisites | { Q O & $omof2 linformatiSnQaduitaet i &

ChemicalSector@dhs.gov

ChemicalTerrorism Vulnerability Information (CVI} the
information protection regime authorized by Sectib50
of Public Law 10295to protect, from inappropriate
public disclosurgany information developed or submitted
pursuant to Section 550This includes information that is
developed and/or submitteda DHS pursuant to the
Chemical Facility Anfierrorism Standards (CFATS)
regulation which implements Section 550. See
www.dhs.gov/chemicalsecurityFor more information,
contact the CFATS Help Desksdat@dhs.go\866) 323
2957.

Dams Sector Resourcesovide owners/operators with
information regarding the Dams SectoPublications
include:Dams Sector ConsequeriBased Top Screen Fact
Sheet Dams Sector Councils Fact Sh&sms Sector Crisis
Management HandbookDams Sector Exercises Series
Fact Sheet2009, Dams Sector Overview Brochubams
Sector Security Awareness Guiiecurity Awareness
Guide for LeveeSecurity Awareness for Levee Owners
Brochure Dams Sector Standard Operating Procedures for
Information SharingWaterside Barriers Guid8uspicious
Activity Reporting Fact She®&ersonnel Screening Guide
for Owners and Operatsrand Physical Security Measures
for Levees Brochuré/isitthe HSINCS Dams Portal
https://cs.hsin.gov/C2/DS/default.aspthe CIKR Resource
Center http://www.dhs.gov/criticalinfrastructure and the
Associationof State Dam Safety OfficialsSSBSPWeb

site, http://www.damsafety.orgfor more information For
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more information on Dam and Levee safety pleasstact
the Dams SecteBpecific Agencgt dams@dhs.gav

Dams Sector Resources (For Official Use OfllgDams
Sector Security Awareness Handboagsists
owners/operators in identifying security concerns,
coordinating proper response, amdtablishing effective
partnerships with local law enforcement and first
responder communitiesTheDams Sector Protective
Measures Handboadéssistsowners/operators in selecting
protective measures addreisg the physical, cyber, and
human elementsndincludes recommendations for
developing site security plan§.heDams Sector Research
& Development Roadmap: Development of Validated
Damage and Vulnerability Assessment Capabilities for
Aircraft Impact Scariosis a cdlaborative effort involving
multiple agencies focused on investigating vulnerabditie
of concrete arch and embankment dams to aircraft impact
scenariosThese For Official Use Only (FOUQO) documents
are availableto vetted private sectorcritical infrastructure
owners and operators with a demonstrated need to know.
For more informationcontact the Dams SecteBpecific

Agencyat dams@dhs.gav

DHS Daily Open Source Infrastructure Repertollected
eachweek day as a summary of opsource published
information concerning significant critical infrastructure
issues.Each Daily Report is divided by the critical
infrastructure sectors and key assets defined in the
National Infrastructure Protection Plaifhe DHS Daily
Open Source Infrastructure Report is available on DHS.gov
and Homeland Security Information Netwetkitical
Sectors (HSHES). Seehttp://www.dhs.gov/files/
programs/editoral 0542.shtmFor more information,
contactNICCReports@dhs.govCIKR.ISE@dhs.gov
(202) 3123421.

Education, Outreach, and Awareness Snapsiibe

National Infrastructure Protection Plan (NIPP) provides the
coordinated approach for establishing national priorities,
goals, and requirements for critical infrastructure and key
resources (CIKR) protection and resilientaeNIPP also
establishes a framework that allows people and
organizations to develop and maintain key CIKR protection
expertise. This twepage snapshot describes the NIPP's
approach to building national awareness and enabling

education, training, and exer@gprograms.See
http://www.dhs.gov/xlibrary/assets/nipp_education.pdf
For additional information, contadtiPP@dhs.gov

Emergency Services Personal Rigeess Guide for
Responders and Their Familiesatri-fold handout
providinga description of the Ready Campaign, the
Emergency Services Secfpecific Agencw list of

website resources and instructions on family preparedness
that include suggestions on developing an emergency kit
and family emergency plaitheEmergency Services Sector
(ESS) Vidas a threeminute video povidingan overview

of the ESS Sectofhe video is appropriate for

conferences and events to grow awareness and
participation in sector activitiesFor more information, or

to request materials contact thEmergency Services
SectorSpecific Agencgt ESSTeam@hg.dhs.gov

Employee Awareness Videpd b 2
{ dza LJA OA 2 dza
video developed by th€ommerciaFacilities Sector. The
video is aimed at retail employees of lodging venues,
alerting them to the signs of suspiciobhaviorin the
workplace that might lead to a catastrophic act. The video
is intended to highlight suspicious behaviors and
encourage staff to take action when suspicious behavior is
identified. This video was distributed to lodging facilities
across the nation to pronte security awarenessTo view

or download, please visit:
http://www.dhs.gov/criticalinfrastructure For more
information, contact the Commercial Facilities Sector
Specific Agency &FSTeam@hqg.dhs.gov

Evacuation Planning Guide for Stadiumwas developed to
assist stadium owners and operators with preparing an
Evacuation Plan and determining when and how to
evacuate, conduct sheltén-place operations, or relocate
stadium spectators and participant§he NASCAR Mass
Evacuation Planning Guide and Template was modified
into an Evacuation Planning Guide for Stadiums by a
working group composed of various Fedeagencies and
members of the Commercial Facilities Sector Coordinating
Council Seehttp://www.dhs.gov/cfsector For more
information, contactthe Commercial Facilities Sector
Specific Agencgt CFSteam@hg.dhs.gov

Infrastructure Protection

Guide to Critical Infrastructure and Key Resources (CIKR)
Protection at the State, Regional, Local, Tribal, &
Territorial Leveloutlines the attributes, capabilities,

needs, and processes that a State or local government
entity should include in eablishing its own CIKR

protection function that integrates with the National
Infrastructure Protection Plan (NIPP) and accomplish the
desired local benefits. This document is available by
contacting the NIPP Program Management Office at

NIPP@dhs.gov

Hotel Security Poster: DHS Hotel and Lodging Advisory

The DHS private sector advisory provides hotel employees
GAGK 'y AyONBlIaSR | ol bdBay Saa
to be used for illicit purposes, suspicious behavior and
items, and the appropriate actions to take if they notice
ddzA LA OA2dza | OGAgGAled ¢ KAa
available in both English and Spanish. To obtain copies of

wSa SN (A 2y &the DHS Hotel & ldging Advisory poster please contact
Sid nilti-Radih thaifiingl 2 G St e Commercial Facilities SectBpecific Agency at

CESTeam@hqg.dhs.golo download, please visit:
www.dhs.qgov/cfsectar

Infrastructure Data Taxonomy (IDWritical infrastructure
and key resources (CIKR) and their elements can be
described and categorized in various ways, which can
result in inconsistent communication and hinder timely
deciionrmaking within the homeland security community.
To prevent such problems, the Department of Homeland
Security uses an Infrastructure Data Taxonomy to enable
transparent and consistent communication about CIKR
between government and private sector paerswith its
structured terminology The Infrastructure Data
Taxonomy allows its users to designate an asset as
belonging to a particular group, and then apply additional,
associated taxonomy levels to detail the specifics of the
asset and describe itsifictions. By applying a detailed,
structured system of categorization to assets that includes
sectors, suksectors, segments, sedegments and asset
type, the Infrastructure Data Taxonomy minimizes
confusion and enhances transparency about C8€R.
http://www.dhs.gov/files/publications/gc_122659593457
4.shtm To request access to the Infrastructure Data
Taxonomy please viditttps://lens.iac.anl.gov/dana
na/auth/url_31/

welcome.cgi Contact:ICD@dhs.gov
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Infrastructure Protection ReporSeries(IPRS}s a
comprehensivearies ofFor Official Use Only (FOUOQ)
reports containing detailed information for all 18 Critical
Infrastructure and Key Resources (CIKR) Sectors focusing
on infrastructure characteristics and common
vulnerabilities, potential indicators of terrorist adtiy,
potential threats, and associated protective measures.
The IPRS @vailable to vettegrivate sectorritical
infrastructure owners and operators with a demonstrated
need to knowthrough the Homeland Security Information
Network-Critical Sectors (HI$-CS) lfttps://cs.hsin.gov)
online secure portal For more information on the IPRS,
private sector CIKR owners and operators should contact
DHS Office of Infrastructure Protection Vulnerability
Assessments Branch @assessments@dhs.govthe
DHSProtective Security AdvisoPEAField Operations
Staff:PSAFieldOperationsStaff@hqg.dhs.goy703)563
3430

International Issues for Critical Infrastructure and Key
Resources (CIKR) Protecti®he National Infrastructure
Protection Plan (NIPP) brings a new focus to international
security cooperation and provides a Fissed framework
for collaborative engagement with international partners
and for measuring the effectiveness of international CIKR
protection activities. This twoepage shapshot describes
the approach to internatinal issues embodied in the NIPP
and the SectofSpecific PlansSeehttp://www.dhs.gov/
xlibrary/assets/nipp_consolidated snapshot.pdfor

more information, contacNIPP@dhs.gov

Multi-Jurisdiction Improvised Explosive Devi@&D)
Security Plan (MJIEDSR) effective response to bombing
threats and actual icidents requires the close
coordination of many different public safety and law
enforcement organizations and disciplinddJIEDSP
assists multjurisdiction areas in developing a detaildeD
security plarthat integrates the assets and capabilities of
multiple jurisdictions and emergency service sectors
request additional information, contact the DHS Office for
Bombing Preventioat OBP@dhs.gov

National Critical Infrastructure and Key Raswes (CIKR)
Protection Annual Report Snapshétomeland Security
Presidential Directive 7, which directed the development
of the National Infrastructure Ptection Plan, also
designatedhe Federal SecteBpecific Agencies (SSAs) and
required each SSA to provide an annual report to the
Secretary of Homeland Security on their efforts to identify,
prioritize, and coordinate CIKR protection in their
respective sctors. This twepage snapshot describes the
National CIKR Protection Annual Report that is developed
from the Sector Annual ReportS&eehttp://www.dhs.gov/
xlibrary/assets/nipp_annrpt.pdfFor more information,

contactNIPP@dhs.gov

National Infrastructure Protection Plan (NIPP) 2009
provides the unifying structure for the integration af

wide range of efforts for the enhanced protection and
resiliency of the nation's critical infrastructure and key
resources (CIKR) into a single national progr&ee
http://www.dhs.gov/files/programs/editorial _0827.shtm
TheNIPP2009 Overview Snapshptovides a brief
overview of the NIPP risk management framework and the
sector partnership modelSeehttp://www.dhs.gov/
xlibrary/assets/nipp_consolidated snapshot.pdtheNIPP
Brochuredescribes the national approhdo achieving the
goals articulated in the NIPP, the NIPP risk management
framework, the NIPP value proposition, and the sector
partnership model.TheNIPP Information Sharing
Snapshotlescribes the NIPP's approach to achieving
active participation by government and private sector
partners through robust multilirectional information
sharing. It describes the teorked approach to
information sharing under the NIPP and the establishment
of the CIKR InformatieBharing Environment (CIKR ISE).
Seehttp://www.dhs.gov/xlibrary/
assets/NIPP_Info@hing.pdf For more information or to
request material€ontactthe NIPP Program Management

OfficeNIPP@dhs.gov

NIPP in Action Storieare multi-media pieces highlighting
successes in National Infrastructure Protection RNIPP
and Sector Specific PlaB$Pimplementation; these
stories can take the form of a printed snapshot, a short
video, or a poster board. NIPP in Action stories are
developed in concert with sector partners and are
designed to promote crossector information sharing of
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best practices with government partners and
infrastructure owners and operators. If you would like
more information or are interested in developing a NIPP in
Action story, contacNIPP@dhs.gov

Planning for 2009 HIN1 Influenza: A Preparedness Guide
for Small Busines¥he Department of Homeland Security,
the Centesfor Disease Control (CDC), and the Small
Business Administration have developed this booklet to
help small businesses understand what impact a new
influenza virus, like 2009 H1NW, might have on their
operations, and how important it is to have a written plan
for guiding your businesthrough a possible pandemic.
Seehttp://www.flu.gov/professional/business/
smallbiz.html For more information, antact
IP_Education@hg.dhs.gov

Protective Measures Guide for the U.S. Lodging Industry
was poduced in ctiaboration with the American Hotel &
Lodging Association (AH&L &)e Protective Measures
Guide for the U.S. Lodging Industry offers options for
hotels to consider when implementing protective
measures. This For Official Use Only (FOUO) guide
provides aroverview of threat, vulnerability, and
protective measures designed to assist hotel owners and
operators in planning and managing security at their
facilities. For more information, contact the Commercial
Facilities SecteBpecific Agency &FSteam@hqg.dhs.gov

Protective Measures Guide for U.S. Sports Leagues
provides an overview of best practices and protective
measures designed @ssist sports teams and
owners/operators of sporting event venues with planning
and managing security at their facility. The Guide provides
examples of successful planning, organization,
coordination, communication, operations, and training
activities thad result in a safe sporting event experience.
This document is For Official Use Only (FCu@)is
availableto vetted critical infrastructure owners and
operators on requesbased ora demonstratecheed to
know. For more information, contadche Commerl
Facilities SecteBpecific Agencgt CFSteam@hqg.dhs.gov

The Roadmap to Secure Control Systems in the Chemical
Sectordescribes a plan for voluntarily improving
cybersecurity in the Chemical Sector. It brings together
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Chemical Sector stakeholders, government agencies, and
asset owners and operators with aramon set of goals

and objectives. To obtain a copy of the roadmap or for
more information, contac€hemicalSector@dhs.gov

Chemical SectoBecurity Awareness Guidehe purpose

of this document is to assist owners and operators in their
efforts to improve security at their chemical facility and to
provide information on the security threat presented by
explosive devices and cyber vulnerabilities. To obtain a
copy of the guide or for more information, contact
ChemicalSector@dhs.gov

Sector Annual Report$he SectoSpecific Agency
Executve Management Office (SSA EM@)aborates

with State, local, Tribal and territorial government and the
private sector to develop, maintain and update Sector
Annual Reports for the Chemical, Commercial Facilities,
Critical Manufacturing, Dams, Emergency Services, and
Nuclear Sectors. These reports & Official Use Only
(FOUO) and available to vetted private sector critical
infrastructure owners and operators with a demonstrated
need to know. For more information, contact
ssaexecsec@dhs.gov

SectorSpecifc Agency Executive Management Office
(SSA EMCBector Snapshots, Fact Sheets and Brochures
These documents provide a quick look at SSA EM©Orsec
and generally contain sector overviews; information on
sector partnerships; information on key CIKR protection
issues and Priority Programs. The products bring
awareness to CIKR issues and encourage sector
participation in critical infrastructure prettion risk
management activitiesSThese productsiclude fact

sheets and brochures for the Chemical, Commercial
Facilities, Critical Manufacturing, Dams, Emergency
Services and Nuclear Sectoslditional materialsre
available on requestSeehttp://www.dhs.gov/
files/programs/gc_1189168948944.shtror more
information, contactNIPP@dhs.gov

SectorSpecific Pandemic Influenza Guides (Sector
SpecificAgency Executive Management Office (SSA EMO)
Sectors)SSA EMO worked with Partnership and Outreach
Division to develop sectespecificguides for pandemic
influenza for the Chemical, Commercial Facilities, Dams,

Emergency Services, and Nuclear Sectaksilable on
requestby contactingSSAexecsec@dhs.gov

SectorSpecific Plansdletail the application of the National
Infrastructure Protection Plan (NIP#3k management
framework to the unique characteristics and risk landscape
of each sector. The SSPs provide the mégnshich the
NIPP is implemented across all the critical infrastructure
and key resources (CIKR) sectdach SecteSpecific
Agency is responsible for developing and implementing an
SSP through a coordinated effort involving their publid an
private setor CIKR partnerskor publiclyavailable plans,
please visitttp://www.dhs.gov/files/programs/
gc_1179866197607.shtnfor more information, contact

NIPP@dhs.gov

State and Local Implementation Snapshibhe National
Infrastructure Protection Plan (NIPP) provides the
coordinated approach for establishing national priorities,
goals, and requirements faritical infrastructure and key
resources protection so that Federal funding and
resources are applied in the most effective manner to
reduce vulnerability, deter threats, and minimize the
consequences of attacks and other incidentdis twoe
page snapshodescribes the role of State and local
governments in implementing the NIPP. This snapshot is
available by contacting the NIPP Program Management

Office atNIPP@dhs.gov

2 K2Qa 2K2 AY
The document describes the roles and responsibilities of
different DHS components with relation to Chemical
Security. To review the document, please visit
http://training.fema.gov/EMIWeb/IS/
IS860a/CIKR/assets/ChemicalSectorWhosWhap#iir
more information, contact the Chemical Sec®pecific
Agencyat ChemicalSector@dhs.gov

2 K2Qa 2K2
roles and responsibilities of the DHS components with
relation to the Emergency Services Sect@antact the
Emergency Servicese@or-Specific Agency
ESSTeam@hg.dhs.gov
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IPPrograms/Services/Events

Bomb-making Materials Awareness Program (BMAP)
Developed in cooperation with the Federal Bureau of
Investigation, BMAP is designed to assist local law
enforcement agencies engage a wide spectrum of private
sector establishments within their jurisdictions that
manufactue, distribute, or sell products that contain
home-made explosives (HMESs) precursor materials. BMAP
outreach materials, provided by law enforcement to these
local businesses, help employees identify HME precursor
chemicals and other critic&hprovised exfosive evices
(IED) components of concern, such as electronics, and
recognize suspicious purchasing behavior that could
indicate bombmaking activity. To request materials or
additional information, contact the DHS Office for
Bombing Preventioat OBP@dhs.gov

Buffer Zone Protection Program (BZA®p DHS
administered infrastructure protectiogrant program
targeted to local law enforcement (LLE). The BZPP provides
funding to LLE for equipment acquisition and planning
activities to address gaps aedhance security
capabilities.It is also designed to increase first responder
capabilities angreparedness by bringing together private
sector security personnel and first responders in a
collaborative security planning process that enhances the
buffer zoneg the area outside a facility that can be used
by an adversary tq conduct surveillance aurich an

“httack, AN oRicul DOereiBd BzPP annual
grant guidance is available on the DHS/FEMA graats

site (http://www.fema.gov/government/grant/bzppj.

Cesium Chloride hbeviceDelay (Irradiator Hardening)
DHS, as the Nuclear Sectypecific Agency, coordinates
with Department of Energy's National Nuclear Security
Administration (NNSA), which is collaborating with the
rivate sector and other Federal agencies to enhance the
e§u?ity cif l§o(8dja%cN’ésearch irradiators that use cesium
chloride sources (€E37). This effort includes the three
major domestic manufacturers and vendors of self
contained irradiators containgnCsl37. The security
enhancements consist of addiag in-device delay (IDD)
kit, which significantly increases the amount of time
needed for the unauthorized removal of the radioactive
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material. The objective is to implement security
enhancements thaminimize impacto the user
community.For more informationcontact theNuclear
SectorSpecific Agencgt nuclearSSA@hag.dhs.gov

Chemical Facility AniTerrorism Standards @TS)
Chemical Facility Securifyjip LineIndividuals who would
like to report a possible security concern involving the
CFATS regulation at their facility or at another facility may
contact the CATS Chemical Facility Security Tip Line. They
are welcome to report these concerns on the \eiail
anonymously, or, if they would like a return call, they may
leave their name and contact numb&ee
www.dhs.gov/chemicalsecuritygr Contact the CFATS
Chemical Facility Security Tip Ling&#7) FY#4-DHS 1-
877-394-4347).To report a potential security incident that
has already occurred, call the National Infrastructure
Coordination Center g202) 282-9201

ChemicalSectorSecurity Summits anannual industry
benchmark event, cgponsored by DHS and the Chemical
Sector Coordinating Councllhe Summit consists of
workshops, presentations, and digsions covering

current security regulations, industry begtactices, and
tools for the Chemical Sector. Summit participants include
industry professionals throughout the Chemical Sector,
senior DHS officials, Congressional staff, and senior
government oficials. Foinformation on the 2011 Summit,
please visit
http://www.dhs.gov/files/programs/gc_1176736485793.s
htm or contact the Chemical Sect8pecific Agency at
ChemicalSector@dhs.gov

Chemical Security Compliance Assistance Visit (CAV)
RequestdJpon request, the Infrastructure Security
Complianceivision [SCD) provides Compliance
Assistance Visits (CAV) to Chemical Facility Tamtorism
Standards (CFAT&)vered facilities. CAVs are designed to
provide indepthknowllr 3 S 2 F | yR
efforts to comply with CFATS. Those interested in a CAV
Oty FAYR Y2NB AYyF2NXNIGAZ2Y |
chemical securityveb site www.dhs.gov/chemicalsecurity

To request a CAV, contaztcd.ieb@hg.dhs.gov

Chemical Sector Monthly Suspicious Activity Calls
Employees of chemical companies, associations, and
agencies who have a need to know information concerning
potential physical and cyber threats and vulnerabilities to
chemical infrastructure are eligible to listen in on the
briefings. Thismonthly unclassified suspicious activity call
for the Chemical Sector i®w combined with the Oil and
Natural Gas Suspicious Activity Calls and is scheduled for
the fourth Thursday of every month at 11:00AM EDT
Contact theChemical SecteBpecific Agencat
ChemicalSector@dhs.gov

Critical Infrastructure and Key Resource (CIKR) Asset
Protection Technical Assistance Program (CAPTAR)
weeklong course designed to ass$tate and local law
enforcement, first respondes, emergency management,
and other homeland security officials understand the steps
necessary to develop and implement a comprehensive
CIKR protection program in their respective jurisdiction
through the facilitated sharing of best practices and
lessonséarned. This includes understanding processes,
methodologies, and resources necessary to identify,
assess, prioritize, and protect CIKR assets, as well as those
capabilities necessary to prevent and respond to incidents,
should they occur. Through a paetrship with the

National Guard Bureau (NGB), the U.S. Army Research,
Development and Engineering Command (RDECOM), and
the DHS Office of Infrastructure Protection (IP)
Infrastructure Information Collection Division (IICD), this
service also provides Wdiased and instructeted

training on Protected Critical Infrastructure Information
(PCII) and the use of thutomated Critical Asset
Management SystetACAMS) anthtegrated Common
Analytical Viewe(iCAV)ools. See
www.dhs.gov/files/programs/gc 1195679577314.shtm
Formoreinformation, contactlCD Taining Team at
TrainingHelp@hg.dhs.gov

' &&Aadl DanS Sektyr Exercide |S&iast(DSES)Tams SSA, U.S.

Army Corps of Engineers, and Green River Valley public
andzprivate KtSkahdldeds inaVaghiagtoh Statesate { Q
collaborating with multiple critical infrastructure partners
to establish a cooperative effort addresg regional
disaster resilience issues. The primary go&d8EJ.0:
Green River Vallag to achieve a greater understanding of
the potential impacts associated with significant flooding
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events, and identify those critical infrastructure
interdependencis that influence local and regional
disruptions. This project will assist public and private
stakeholders in jointly identifying, assessing, and
improving recovery strategies and business continuity
plans, thus enhancing regional resilience and promoting
robust partnerships at the local and regional level. See
http://www.dses10.orgfor additional information.

Enhanced Critical Infrastructure Protection (ECURits

are conducted by Protective Security Advisors (PSAS) in
collaboration with Critical Infrastructure and Key
Resources (CIKR) owners and operators to assess overall
facility security and increase security awareness. ECIP
Visits are augmented by the laftructure Survey Tool
(IST), a welbased tool that provides the ability to collect,
process, and analyze ECIP survey diataear real time.
Data collected during an ECIP visit is consolidated in the
IST and then weighted and valued, which enabEkS to
developECIP metrics; conduct sectoy-sector and cross
sector vulnerability comparisons; identify security gaps
and trends across CIKR sectors andsetdiors; and
establish sector baseline security survey scorsvate
sector owners and operators atested in receiving an
ECIP Visit should contact tRSA Field Operations Staff
PSAFieldOperationsStaff@hq.dhs.§63-563-3430

National Infrastructure Advisory Council (NIA@)pvides
advice tothe President through the Secretary of Homeland
Security on the security of the critical infrastructure
sectors andheir information systems. Theo@ncil is
composed of a maximum of 30 members, apped by

the President from private industry, academia, Btdte

and local governmentFor more information, see

www.dhs.govhiac

National Infrastructure Protection Plan (NIPBector
Partnershipimprovesthe protection and resilience of the
yEiA2yQad ONRUGAOL T
forum for the designated 18 critical sectors to engage with
the federal governmentegularly on national planning, risk
mitigation program identification and implementation,

and information sharing. Additional information for
private sector owners andperators of critical

infrastructure may be found atww.dhs.gov/cipaor by
contactingSector.Partnership@dhs.gov
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Office of Infrastructure Protection (IPAnd National
Infrastructure Protection Plan (NIPBpoths are available
for exhibiting at national and sectdevel events to
promote awareness of thB®> mission and the NIPP to
government partners and infrastructure owners and
operators. In addition, IP maintains a cadre of trained
speakers who are available to speak on critical
infrastructure protection and resilience issues at
conferences and event&or more information, contact

NIPP@dhs.gov

Protected Critical Infrastructure Information (PCII)
Programis an information sharing resource designed to
facilitate the flow and exchange of critical infrastructure
information (CIl) between the private sector, DHS and
Federal, State and local government entitiéxivae

sector entities can voluntarily submit their Cll to the PCII
Program for use in Federal, State and local critical
infrastructure protection efforts.Once the PCIl Program
has validated and marked the ClIl as PCII, the information
will be safeguarded, dseminated and useid accordance
with PCII requirements established pursuant to the Critical
Infrastructure Information Act of 2002he Final Ruleand
the PCII Program Procedures ManuBEI! is protected
from disclosure under Federal, State and |atiatlosure
and sunshindaws from use in civil litigation andse in
regulatory purposesinformation about the PCIl Program,
including the CII Act of 2002, tikénal Rule and the
implementing egulationas well as th&ClIl Program
Procedures Manual care found on the Programiseb

site at www.dhs.gov/pcii For additional information,
contactpcirinfo@dhs.goy or (202) 360-3023

Protective Security Advisor (PSA) Progr&stablished in
2004, the PSA Program provides a loeladlged DHS
infrastructure security expert as the link between State,
local, Tribal, territorial, and private sector organizations
and DHS infrastructure protection resources. PSAs assist
with ongoing State and local critical infrastructure and key
resources (CIKR) securfforts, coordinate vulnerability
assessments and training, support incident management,
and serve as a vital channel of communication between
private sector owners and operators of CIKR assets and
DHS. Private sector owners and operators interested in
contacting their PSA should contact tBé{SProtective

Security AdvisolRSAField Operations Staff:
PSAFieldOperationsStaff@hqg.dhs.goy¢703)563-3430

Radiological Voluntary Security EnhancenteDHS, as
the Nuclear SecteBpecific Agency, coordinates with
aS0dzNndGe SELISNIA FTNRBY G(GKS
laboratories, lecby National Nuclear Security
Administration (NNSA) headquarters staff, to provide
security assessments, share observations, and make
recommendations for enhancing security at facilities which
house higkrisk radioactive sourcesThe security upgrades
areaimed at improving deterrence, control, detection,
delay, response, and sustainabilit@ontact theNuclear
SectorSpecific Agencgt nuclearSSA@hg.dhs.gov

Regional Resiliency Assessment Program (RRA®)
cooperative DHS led interagency assessment of specific
critical infrastructure and key resources (CIKR) and
regional analysis of the surrading infrastructure,
including key interdependencie§.he emphasis for the
ww!t Aa AYFNI aidNHzOG dzNB
The assessment and its final report are protected as
Protected Critical Infrastructure InformatioRCl).
Regions arselectedcollaboratively by State and DHS
Officials Private sector CIKR owners and operators
interested in receiving more information on the RRAP
should contact thddHSProtective Security AdvisoPEA
Field Operations Staff:
PSAFieldOperationsStaff@hqg.dhs.goy703)563-3430.

Research and Test Reactors (RTRs) Voluntary Security
Enhancement Programs Chair of the Nuclear

Government Coordinating Council (GCC) and a participant
in the Joint GGGSector Coordinating Council (public
private) Research and Test Reactor (RTR) Sabitoilne
Nuclear SecteBpecific Agency coordinates with the
Department of Energy's National Nuclear Security
Administration on voluntary security enhancements at RTR
facilities nationwide. Security enhancements are jointly
determined by NNSA and the flity owner-operator and

are funded by NNSA. These enhancements improve
security beyond what is required by law and are consistent
with RTR security regulation§or additional information,
contact theNuclear SecteBpecific Agency
nuclearSSA@hq.dhs.gov

G Of dza
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Critical Manufacturing SecteBpecific Agency
[Transportation Security Administration (TSA) Joint
Exercise Programd/orking with TSA, this mulgiear
program provides Critical Manufacturers with planning
FyR SESOdziAzy

advanced tabldgop exercises that ientify gaps and
vulnerabilities in the transportation supply chains of
critical manufacturers, within the U.S. and crdssder.
For more information, contact the Critical Manufacturing
SectorSpecific Agency atiticalmanufacturing@dhs.gov

Security Seminar & Exercise Series for Chemical Industry
Stakeholderss a collaborative effort between the DHS
Chemial SSA and industry stakeholders such as State
chemical industry councils, State homeland security
offices, industry trade associations and State emergency
management agencies. The intent of the program is to
foster communication between facilities and ithéocal
emergency response teams by encouraging

fefresdntmtives MBI thefranSight; kidwledge, &nd S Y & @

experiences during a facilitated tabletop exercise. The
exercise is catered towards the specific interests of the
organizing entity and can include adeivariety of topics

and security scenarios such as an active shooter, a hostage
situation, a suspicious package, or a vehiotlene

improvised explosive device. For more information,

contact the Chemical Sect@pecific Agency at
ChemicalSector@dhs.gov

Site Assistance Visit (SAlg)a facility vulnerability
assessment focused on identifying security gaps and
providing options @ enhance protective measure3he
SAV uses analyses of critical assets and current security
measures, and scenarlmased approaches such as assault
planning to identify vulnerabilities and develop mitigation
strategies. Following the assessment, DHS\id®s critical
infrastructure and key resources (CIKR) owners and
operators with an SAV Repoprotected as Protected
Critical Infrastructure InformatiorPCI). The repordetails
the facility information and offers options to increase the
ability to detect and prevent terrorist attacks and reduce
infrastructure vulnerabilities Private sector owners and
operators should contact thBHSProtective Security
Advisor PSAField Operations Staff:
PSAFIdOperationsStaff@hg.dhs.gov (703)563-3430
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