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* The Integrated Conflict Management System Coordinators develop and use
internal systems to track the status of employee concerns, analyze the data to
identify workforce trends, and regularly report the results to provide
information on local workplace issues to local leadership and Transportation
Security Administration Headquarters.

TSA concurs in part. The [CMS Standards, with milestones and target dates, are a
significant step toward standardization and accountability. In February 2007, TSA
leadership announced that the ICMS is mandatory at all airports. A cross-functional
ICMS Standards Committee with field and headquarter representatives has developed
ICMS standards for Level 1 and 2 outcomes on the ICMS Maturity Model (Appendix E)
and will complete standards for Level 3 by the end of the third quarter of FY 2008. All
airports are required to achieve Level 1 and 2 standards by September 30, 2008; assure
mandatory training for Federal Security Directors (FSD) and appropriate staff is in place;
and ensure performance plans are being modified to include the effective implementation
of ICMS, These Level 1 and 2 Standards constitute the minimum requirement; many
sites have already achieved Level 2 and are progressing into and through the range that
constitutes Level 3. Sites will be expected to enter Level 3 in FY 2009.°

TSA plans to issue an ICMS MD by the end of calendar year 2008, The MD will be
developed from the valuable experience gained through implementation and the
groundbreaking work of the ICMS Standards Commitlee in articulating attributes,
appropriate expectations, and measures for the first three levels of ICMS maturity.

The ICMS Standards specifically address the positioning, role, and responsibilities of the
ICMS Coordinator; and the MWPO is working with the Office of Security Operations to
ensure that the duties of ICMS Coordinators and the resource requirements for employee
engagement are factored into developing local staffing models. Additionally, the MWPO
has received additional resources to enable it to further enhance competency
development, support the NAC Network, and establish a greater presence in the field for
hands-on guidance and support to sites in their efforts to meet [CMS Standards.

While the Directive will and the Standards do articulate roles, responsibilities, principles,
and safeguards, they place accountability squarely with local management and within
existing operations management and accountability systems rather than the MWPO.
ICMS standards are being integrated into job competencies, performance plans, training,
hiring, rewards and recognition, and existing systems of accountability—performance
metrics, performance management, and site assessments.

? The audit asserts that TSA “does not ensure that qualified conflict coaches are made available at field
locations.” [n fact, while conflict management coaching has received positive written evaluations from
nearly all those employees who have used it, in the course of test-driving this innovative initiative, the
MWPQ has determined that coaching is most likely to flourish in those airports that have achieved a certain
maturity level in ICMS development. Accordingly, to maximize the return on resources needed to train
and qualify coaches, presently there are strict requirements for sites to accomplish before they add conflict
management coaching to their local menu of options and for individuals to become coaches. It follows that
conflict management coaching has not been and continues not 1o be mandated at airports.
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Under the TCMS Standards, ICMS Coordinators, along with others, help ensure that Local
issues raised through the local system are properly routed to obtain a response and, where
possible, resolution. If necessary, these issues will be brought to the attention of local
leadership. The ICMS Coordinators, however, are not expected to supplant existing
national systems for identifying workforce trends, the work of the NAC, or the
developing NAC Network as a means for elevating issues of national significance to TSA
leadership.

Recommendation 5: Issue a Management Directive or revise the National Advisory
Council’s charters to ensure that:

« TSA fills all points of contact positions nationwide;

» Points of Contact are provided specific gnidance to better understand their
roles and responsibilities for obtaining feedback on workplace issucs and
concerns from the local workforce and communicating that information to
their designated National Advisory Council members;

» National Advisory Council members and Points of Contact at the airports
are allowed adequate time to fulfill assigned roles in the National Advisory
Council;

s National Advisory Council members routinely contact their designated field
Points of Contact to facilitate a continued exchange of information on
agency-wide workplace issues; and

s National Advisory Council members and the ficld POCs effectively
coordinate with local Integrated Conflict Management System initiatives,
such as employee councils, to provide integrated communication and cross-
functional approaches to problem solving and achieve organizational
success,

TSA concurs, TSA will codify the roles, responsibilities, and requirements, including
resource requirements, of the NAC Network in the NAC Charter. NAC I is working
with the MWPO to firmly establish the NAC Network proposed by NAC 1. The goal is
to ensure that the Network is a robust tool linking employees at all airports with Senior
TSA leadership through the NAC, to clarify roles and responsibilities, and to standardize
resources allocated to NAC Network members by local management.

The NAC Network will consist of NAC I Alumni and NAC Points of Contact (POCs).
Once fully established, every airport will be covered by either a NAC member or & POC.
POCs will be members of local employee councils and will partner with ICMS
Coordinators to ensure that issues of national significance, which emerge from any
segment of the workforce, are forwarded to the NAC for consideration. The Network
will be implemented by the end of calendar year 2008. FSDs and the entire workforce
will be fully informed of these roles, responsibilities, and requirements, and MWPO staff
members will be dedicated to ensuring the accessibility and full potential of the network.
Recommendation 6: Ensure that appropriate actions are taken to use all available
options to better publicize and effectively inform the workforece of the services
available from the Office of the Ombudsman, the Model Workplace Program

Transportation Security Administration’s Efforts To Proactively Address Employee Concerns

Page 39




Appendix B
Management Comments to the Draft Report

11

initiative and Integrated Conflict Management System, and the National Advisory
Council. For example, the agency could strengthen its efforts by including
information on these initiatives in communications emanating from related
programs, providing reminders on every employee’s paycheck, and delivering
details using the agency’s Online Learning Center for current and incoming
employees,

TSA concurs. TSA has and will continue to engage in multiple efforts to raise employee
awareness of its options and services through a variety of venues. Specific to the
recommendation, the Ombudsman was successful in distributing a message about its
service via employee Leave and Eamings Statements issued to all TSA employees in
December 2007, This mass distribution will be repeated on a regular basis.

On the national level, TSA has a [arge and growing array of communication vehicles,
including a weekly elecironic newsletter, leadership webcasts discussing issues of current
interest to the workforce that can be downloaded locally, Leave and Earnings Statement
messages, extensive use of the TSA intranet, and regular broadcast e-mails to all
employees from TSA leadership.
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TSA Internal Action Offices Designated to Address Complaints

Major Duties and Responsibilities Related to Employee Concerns and Complaints

Office of Civil Rights and Liberties

e The Office of Civil Rights and Liberties addresses Equal Employment Opportunity complaints
filed by TSA employees and applicants for TSA employment who feel they were subject to
discriminatory employment practices, unlawful harassment, or retaliation.

e Process involves informal counseling to complainant and an attempt to resolve the issue through
the Office of Civil Rights and Liberties’ Informal/Alternative Resolutions to Conflict Division.

Office of Inspection, Investigations Division

e The Office of Inspection investigates criminal and noncriminal misconduct by TSA employees,
mismanagement, violations of TSA’s security directives, and allegations of sexual harassment
involving an FSD or other executive level management officials.

e The Office of Inspection is obligated to report certain matters to the DHS OIG first for a
determination of whether the OIG or TSA will conduct the investigation.

Office of Security Operations, Management Inquiry Branch

o Office of Security Operation’s Management Inquiry Branch was established in May 2006 to
provide an avenue to report misconduct or mismanagement without fear of reprisal. The scope
of its authority is limited to investigating misconduct or mismanagement of a noncriminal nature
involving only senior level TSA employees: FSDs, Assistant Federal Security Directors, or
other executive level management officials.

e The Management Inquiry Branch investigations include: time and leave abuse/fraud, offensive
emails, nepotism, intimidation, hostile work environment, inappropriate comments, and poor
judgment.

e The Management Inquiry Branch also has an administrative function to review “referral” cases
for closure and provide information to the FSDs at those airports where the referrals originated.

Office of Human Capital

e The Office of Human Capital has a number of sub-offices that deal with specific types of
employee complaints and allegations:

Professional Review Board

Disciplinary Review Board

Services and Consultation Division

Diversity and Reasonable Accommodation Office

Employee Relations Office.
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TSA’s Integrated Conflict Management System Maturity Model
Source: TSA’s Model Workplace Program Office

TSA’s ICMS Maturity Model
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Major Contributors to this Report

Transportation Security Audits Division

Timothy Crowe, Director

Patrick O’Malley, Audit Manager
Gary Alvino, Auditor-In-Charge
Robert Ferrara, Auditor

Amy Nase, Auditor

Michael Talevi, Auditor

Richard Kotecki, Referencer
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Report Distribution

Department of Homeland Security

Secretary

Deputy Secretary

Chief of Staff

Deputy Chief of Staff

General Counsel

Executive Secretary

Assistant Secretary for Transportation Security Administration
Assistant Secretary for Policy

Assistant Secretary for Public Affairs
Assistant Secretary for Legislative Affairs
Director, GAO/QOIG Liaison Office

TSA Audit Liaison

Office of Management and Budget

Chief, Homeland Security Branch
DHS OIG Budget Examiner

Congress

Congressional Oversight and Appropriations Committees, as appropriate
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Additional Information and Copies

To obtain additional copies of this report, call the Office of Inspector General (OIG) at
(202) 254-4199, fax your request to (202) 254-4305, or visit the OIG web site at
www.dhs.gov/oig.

OIG Hotline

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal
or noncriminal misconduct relative to department programs or operations:

Call our Hotline at 1-800-323-8603;
Fax the complaint directly to us at (202) 254-4292;
Email us at DHSOIGHOTLINE@dhs.gov; or
Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention:
Office of Investigations - Hotline, 245 Murray Drive, SW, Building 410, Washington,
DC 20528,

The OIG seeks to protect the identity of each writer and caller.






