








e Establishing periodic reviews of single source
justifications and contract awards to improve
detection and remediation of noncompliances, and
when necessary, hold individuals accountable for
noncompliances.

e Balancing incentives for contracting officers,
program managers, and their supervisors to award
contracts expeditiously while protecting TSA’s
interests and promoting competition.

Management Comments and OIG Analysis

TSA provided clarification and comments on 4 areas of concerns
about our report. Where appropriate, we revised the report to
reflect TSA’s comments. TSA concurred with our
recommendations and we consider them resolved.

TSA disagreed with our statement that TSA policy on other than
full and open contract awards is less stringent than the Federal
Acquisition Regulation. TSA cited its lower thresholds for
managerial approvals. Our statement refers to the 7 circumstances
in which the Federal Acquisition Regulation permits sole source
contract awards compared to TSA’s policy of single source
contracting when it is in TSA’s best interest and the rational basis
is documented. We agree that TSA’s levels of approval and
required signatures start at a lower threshold. This distinction will
cease to exist starting in June 2008, when new TSA contracts must
comply with the Federal Acquisition Regulation.

TSA commented that our discussion about market analysis did not
appear to be consistent with TSA’s policy provision that the
market analysis method and extent depend on the size, scope, and
complexity of the procurement. However, TSA policy also
specifies, “Mere conclusions without adequate objective
supporting data are insufficient.” Program offices provided us

2 market analyses with supporting documentation as noted in the
report. Moreover, contracting officers told us that FedBizOpps
notices do not fulfill the requirements for a market analysis.

Another TSA area of concern about our draft relates to
concurrence and approval requirements in a changing
organizational structure. TSA commented that most offices
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2. OIG’s characterization of its selected sample as “large contracts” is misleading

TSA does not agree with OIG’s characterization of its contract selection as one focused on
“large” contracts. OIG states that it selected the sample in order to “focus on large, single source
contracts where TSA seemed to have the most discretion.” In fact, OIG selected contracts over
TSA’s simplified acquisition threshold of $200,000. Six of the 16 contracts had obligations
below $500,000, and another three had obligations below $1 million. The report states that the
contracts represented about 15 percent of TSA’s reportable contract expenditures for 2006, but
fails to note that the numbers are driven by TSA’s single contract for information technology
(IT) infrastructure, which alone accounted for 14 percent. The remaining contracts are not large
and, even taken together, account for less than 1.5 percent of TSA’s total reportable
expenditures.

3. OIG’s findings regarding market analysis are not consistent with TSA’s policy

OIG’s discussion and findings regarding market analysis do not appear to be consistent with
TSA’s policy on market analysis. MD 300.4 states that the decision should be supported by a
market analysis, the method and extent of which is dependent on size, scope, and complexity of
the requirements, as well as the general market for the required goods or services (See Section
6.B.). This is similar to FAR Part 10.002 that states that the extent of market research will vary,
depending on such factors as urgency, estimated dollar value, complexity, and past experience.

It appears that size, scope, and complexity were not adequately taken into account when OIG
evaluated TSA’s files for compliance based on its finding that only two files complied. Based on
a review of the contract files, and as summarized in Table 1 below, an additional 11 files contain
appropriate market research, considering the size, scope, and complexity of the action,

Contract | Description of Market Analysis

A The approved justification notes that a market analysis was done, and that there
were other firms with the capability to meet the requirements. As the cost to
compete the requirement would have been exorbitant, the decision was made to
single source. The approved justification notes that an announcement of intent
to sole source was publicly posted on the Government’s website for federal
opportunities (FedBizOpps), and responses were referred to the vendor for
subcontracting opporfunities.
B The approved justification notes that the additional licenses required were only
available from the vendor due to the proprietary nature. It also noted that TSA
evaluated products to perform the mission, including throughput and privacy
requirements.
C This action is a set-aside for a Service Disabled Veteran-Owned Small
Business (SDVOSB). The contract file includes a justification that states that
the Small Business Office conducted market research and determined, via TSA
Form 200, that the vendor was the only source with appropriate qualifications.
D The approved justification notes that an announcement of intent to sole source
was publicly posted on FedBizOpps, resulting in two responses. One response
was seeking subcontracting opportunitics, and TSA reviewed the other
response and determined the company was not a viable source.
Table 1—Analysis of Compliance with Market Analysis Requirements
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Contract | Description of Market Analysis

E The approved justification notes that a market survey was conducted.
Additionally, an announcement was publicly posted on FedBizOpps.
F,H Contracts F and H were agreements for space for TSA staff at an airport.

Considering the scope of the agreement-—namely, break rooms and offices for
TSA staff—no market analysis is necessary based on the general market of
goods, That is, even if a market analysis would yield office space outside of
the airport, nothing other than space at the airport would be considered
appropriate for the scope.

I The approved justification notes that the software is a commercial product and
that TSA required configuration changes, development of additional
functionality, and integration. The vendor is the proprietary owner of the
software, and therefore no other source could provide the services.

J The approved justification notes that TSA performed significant analysis of the
market, including qualifications such as ability to support nationwide
deployment and ability to interface with the Government’s {inance center.
TSA’s approved justification also noted that it included research into DHS’
market research, Additionally, an announcement was publicly posted on
FedBizOpps.

K The approved justification notes that similar services from two other providers
were considered, but not found to be suitable. Additionally, an announcement
was publicly posted on FedBizOpps.

P The approved justification notes that TSA evaluated Department of Defense
products and determined they failed to address commercial requirements. It
further notes TSA’s review of the marketplace for processes, methodologies,
and tools along with other Government agencies and international fora, upon
which it was determined that only one source provides adequate software.
Additionally, TSA publicly posted the intention to sole source on FedBizOpps,
It evaluated two responses and determined that they did not meet the
requirements.

Table I—Analysis of Compliance with Market Analysis Requirements (continued)
4. OIG did not consider TSA’s structure when reviewing concurrences and approvals

The analysis in the report did not take organizational structure into account when it determined
that five contracts did not have appropriate concurrences and approvals. The report highlights
the large information technology contract with a ceiling value of $750 million. Per MD 300.4,
the approvals shown in Table 2 would be required on a single source justification of that size.

Program Office Concurrence Acquisition Office Approval
Program Manager Contracting Officer
Office of Chief Counsel Division Director
Program Office Director Deputy Assistant Administrator
Assistant Administrator TSA Business Advocate

Table 2—Signature Requirements for Contract A
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The TSA organization changed multiple times in the first few years of existence because of the
initial roll-out and urgency, followed by more standard practices and a maturing of the
organization. Subsequent to the release of MD 300.4 in 2004, TSA continued to mature. When
the MD was written and approved, the Program Office Director existed in most major offices.
However, as the organization evolved, that position title was not commonly used. The Program
Director position did not exist in May 2005 when the justification for Contract A was signed.
Additionally, the Assistant Administrator for Information Technology is also the Chief
Information Officer, who signed the justification. The justification for Contract A includes all
required signatures, except for the Program Director, a position which did not exist at the time.
Though not required, it is important to note that TSA requested and received signed approval on
the justification from the DHS Chief Procurement Officer to ensure the action was appropriate.
As the OIG notes elsewhere, the MD 300.4 may need to be updated to accommodate our
maturing organization, but TSA disagrees with the report’s suggestion that we did not get the
required concurrences and approvals from positions that no longer existed.

Overall, your recommendations will help us continue improving effective oversight of IT
investments. We generally concur with your recommendations and have already taken steps to
address them.

Recommendation 1: Determine whether exercising options on the existing single source
contracts will provide the Government the best value for fulfilling mission needs, and if so,
verify that the contract files adequately document the basis for the determinations,
including market analysis and description of actions to remove barriers to future
competition. '

TSA Concurs: TSA has a process that evaluates each option exercise and determines whether
or not if is in the best interest of the Government. Specifically, for each option exercise, per
AMS (T3.2.4.A.9), the contracting officer makes a prudent business decision whether to exercise
an option, including documenting the file as to the basis of the decision to exercise the option.
The contracting officer consults with the program official and considers funding availability,
option prices, and contractor performance when deciding to exercise an option. Option exercise
decisions, usually called “Determination and Findings,” are documented in the contract file.

Recommendation 2: Develop and implement a corrective action plan to improve internal
controls associated with single source procurements. The plan should consider, at a
minimum, the following measures:

» Updating management directives and guidance to clarify requirements for market
analysis, such as the level of detail, the contracting officer’s responsibility for assessing its
quality, and submission and documentation.

» Implementing a single source justification template in which program offices cannot
eliminate required elements.

» Establishing periodic reviews of single source justifications and contract awards to
improve detection and remediation of non-compliance, and when necessary, hold
individuals accountable for noncompliance.

TSA Single Source (Noncompetitive) Procurements

18



Appendix B
Management Comments on the Draft Report

b Balancing incentives for contracting officers, program managers, and their supervisors
to award contracts expeditiously while protecting TSA’s interests and promoting
competition.

TSA Conenrs: The Office of Acquisition recognized the need to train and support market
analysis by program offices, and introduced a Market Research Workshop in January 2005; we
have held more than 35 workshops since then. We previously provided the matetials to the
OIG. Additionally, as part of a process standardization initiative within the Office of
Acquisition, an 18-page guide to market research, titled Procurement Request Package Manual,
Market Research Report Section, was developed to supplement the workshops. It presents clear
guidance on market research, describes roles and responsibilities, and provides a template to
report the results. A copy of that guide, released in January 2008, is attached.

TSA will transition to the FAR in June 2008, per the Consolidated Appropriations Act of 2008.
That transition is well underway, led by the Office of Acquisition’s Policy Branch, and includes
transitioning to compliance with the Homeland Security Acquisition Regulation (HSAR) and
Homeland Security Acquisition Manual (HSAM). The HSAM provides clear guidance on
market research and sole source acquisition. Due to its unique AMS, TSA developed its own
directive on single source procurement and market analysis, but it will fransition to compliance
with the comprehensive procedures in FAR, HSAR, and the HSAM regarding market analysis
(Part 10) and competition (Part 6). As such, TSA no longer requires its own MD and template,
and TSA’s MD 300.4 will be cancelled.

Similarly, TSA’s use of the single source justification will transition to use of a justification and
approval, per the requirements in FAR Part 6 and the Department’s supplement. Chapter 3 of
Appendix A to Chapter 3006 of the HSAM provides a guide to justification and approval
documentation, including a required format with required approvals. In addition, as part of the
Office of Acquisition process standardization initiative, TSA developed process maps, templates
and guidance Jinks in the proposal formulation/evaluation area, including assessing the
appropriateness of single source acquisitions. This effort is complete, and the resulting guidance
and templates are available to all TSA program and contracting personnel.

Additional oversight procedures are being implemented to provide an extra measure of assurance
that acquisitions that are not conducted using full and open procedures are appropriately justified
and documented. The Office of Acquisition’s Contract Procurement and Monitoring Division
(CPMD) has undertaken reviews of the Federal Procurement Data System-Next Generation data
and contract files to ensure accurate reporting and documentation.

TSA takes competition seriously and recognizes the benefits from increased competition across
its acquisition programs through better planning and robust requirements. As OIG’s
recommendation regarding incentives recognizes, balancing our transportation security mission
with competition can be challenging. The Department’s Chief Procurement Officer set a
competition goal for TSA in FY 2008 of 70 percent—over 10 percent more than TSA achieved
in FY 2007.

Attachment
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Appendix C

TSA Single Source Contracts Awarded During Fiscal Year 2006

. . - Obligations .
Contract Single _ Estimated Life Through Period of
Source Basis Value Performance
May 2007
et P e e e
: . lapse in $750,000,000 | $211,736,353 P
information technology - two 1-year
- service .
infrastructure. options
B: Software for Office | 12:?;5 gﬁze
of Threat Assessment Y $8,480,000 $2,420,000 |P
A source four 1-year
and Credentialing. .
options
Unique
C: Data management |knowledge 12:?55 gﬁze
support for Information |and skill of $2,926,002 $1,438,632 |P
N - two 1-year
Technology Division.  |senior .
options
consultant
D: Specialized
passenger and freight | Unique $2,500,000 $300,000 | Through 2010
rail security and safety |source
training.
2-year base
E: Software to support |Patent or data period and
TSA staffing model. rights $2,400,000 $2,250,000 one 1-year
option
3-year base
F: Lease space for TSA needs to period and
TSA staff at an airport  |occupy space $2,349,900 $2,349,901 one 1-year
option
G: Maintenance of C-3
circuits for
telecommunication 1-year base
service between Ensqre . period and
- . continuity of $1,958,772 $849,372
Annapolis Junction, . four 1-year
services -
Maryland, and options
Colorado Springs,
Colorado.
8-month base
H: Lease space for TSA needs to period and
TSA staff at an airport. |occupy space $1,448,598 $426,059 5-month
option
I: Software for watch |Unique ?Oc(t)gbirmli’l
list activities for source, $1,299,995 $1,300,000 April’ 30
domestic air passengers. |urgent 2007
J: Software and 6-month base
training to support Standardiza- period and
electronic time and tion $5420,584 $5,420,584 one 1-year
attendance system. option
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TSA Single Source Contracts Awarded During Fiscal Year 2006

. . . Obligations :
Contract Sousr::r:egIIBeasis EStIletli(tje e Through PEr?(EL?:]ja(r)]fce
May 2007
No vendor
currently
K: Operational support |provides the
in the collection and complete 1-year base
processing of range of period and
fingerprints for the TSA |services and $2,000,000 $730,000 three 1-year
Alien Flight Students |infrastructure options
Program. beyond
fingerprint
collection
L: Hardware, software,
and technical support of
the high-speed solution onlv one
for the TSA Remote y $564,462 $564,462 |3 years
o source
Access to Classified
Enclaves Remote
Access Program.
M: Root cause analysis
of general ledger
manual adjustments
from 2002 to 2004, Only one
purchase order analysis, |source $483,080 $483,080 |4 months
general ledger cleanup,
budgetary transaction
review, and final report.
N: Enhanced metal Existing $233.000 $233.000 |2 vears
detectors. source ' ' Y
O: Spectrometer for Unidue ?:2’&%’5 to
canine explosives g $224,518 $224,518
L ' source 5 months
training aid purposes. after order
P: Software that
calculates complex
algorithms to identify onlv one
potential launch areas Y $215,000 $215,000 |1 year
. source
and threat profiles
within airport
footprints.
Total $782,503,911 | $230,940,961

Source: OIG summary of agency data.
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Compliance with Single Source Requirements

Actions to Remove

Written Rational Market Concurrences and | Barriers to Future
Basis for Single Analysis Approvals Competition
Contract Source Documented Documented Described

A Yes No Yes Yes
B Yes No No No
C* Yes No Yes n.a.
D Yes No No No
E Yes No Yes Yes
F** Yes No Yes n.a.
G Yes No No Yes
H** Yes No No n.a.
I Yes No No Yes

J Yes No No Yes
K Yes No No No
L Yes Yes No Yes
M Yes No No Yes
N Yes No No Yes
o) Yes Yes Yes Yes
P Yes No No Yes
(T\‘(’;g)' 16 2 5 10

n.a. Not applicable.

*  Small business set aside justification used instead of single source justification.

** Airport lease negotiation memorandum used instead of single source justification.

Source: OIG analysis of agency data.
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Concurrence and Approval Levels for TSA Single Source Procurements

Estimated Value Signatures Required Before Contract Award
of Requirements Program Office Concurrence Acquisition Office Approval
1o none none
$10,000
a. Program Manager i. Contracting Officer
$10,001 to b. Office of Chief Counsel
$200,000
a. Program Manager i. Contracting Officer
$200’$050010t800 b. Office of Chief Counsel ii. Division Director
' c. Program Office Director
a. Program Manager i. Contracting Officer
$500,0001 to b. Office of Chief Counsel ii. Division Director
$999,999 c.  Program Office Director | iii. Deputy Assistant Administrator
d. Assistant Administrator
a. Program Manager i. Contracting Officer
Over b. Office of Chief Counsel ii. Division Director
$1,000,000 c. Program Office Director iii. Deputy Assistant Administrator
d. Assistant Administrator iv. TSA Business Advocate

Source: TSA, Competition & Single Source Acquisition, TSA Management Directive No. 300.4,

January 14, 2004.
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Appendix F
Major Contributors to this Report

Rosalyn G. Millman, Director

Martha Barksdale, Audit Manager
Patricia L. Plummer, Auditor-in-Charge
Brian Smythe, Program Analyst
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Report Distribution

Department of Homeland Security

Secretary

Deputy Secretary

Chief of Staff

Deputy Chief of Staff

General Counsel

Executive Secretariat

Director, GAO/OIG Liaison Office

Assistant Secretary for Policy

Assistant Secretary for Office of Legislative Affairs
Assistant Secretary for Public Affairs

Transportation Security Administration

Assistant Administrator for Acquisition
OIG Liaison

Office of Management and Budget

Chief, Homeland Security Branch
DHS OIG Budget Examiner

Congress

Congressional Oversight and Appropriations Committees

TSA Single Source (Noncompetitive) Procurements

25



Additional Information and Copies

To obtain additional copies of this report, call the Office of Inspector General
(OIG) at (202) 254-4199, fax your request to (202) 254-4305, or visit the OIG
web site at www.dhs.gov/oig.

OIG Hotline

To report alleged fraud, waste, abuse or mismanagement, or any other kind of
criminal or noncriminal misconduct relative to department programs or
operations:

Call our Hotline at 1-800-323-8603
Fax the complaint directly to us at (202) 254-4292
Email us at DHSOIGHOTLINE@dhs.gov
Write to us at
DHS Office of Inspector General/MAIL STOP 2600
Attention: Office of Investigations — Hotline
245 Murray Drive, SW, Building 410
Washington, DC 20528

The OIG seeks to protect the identity of each writer and caller.






