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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OlG) was established by
the Homeland Security Act 0f2002 (public Law 107-296) by amendment to the Inspector General
Act 0of1978. Thisis one of a series of audit, inspection, and special reports prepared as part of our
oversight responsibilities to promote economy, efficiency, and effectiveness within the department.

This report addresses the processes the DHS Science and Technology Directorate uses to select and
manage research and development efforts and balance the funding between various types of
research--basic, innovative, and transitional--and the entities that conduct it. The report also
addresses how the directorate leverages research and development by external organizations and
guards against duplicative work. It is based on interviews with key directorate officials and staff as
well as senior leaders of other relevant agencies and institutions and areview of applicable
documents.

The recommendations herein have been developed to the best knowledge available to our office, and
have been discussed in draft with those responsible for implementation. It is our hope that this
report will result in more effective, efficient, and economical operations. We express our
appreciation to all of those who contributed to the preparation of this report.

Richard L. Skinner
Inspector General
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Executive Summary

This report is responsive to two congressional requests, one from the
Honorable Tom Davis, then-Chairman of the House Committee on
Government Reform, and the other from the then minority staff of the House
Committee on Homeland Security. The requests directed us to look at the
manner in which the Science and Technology Directorate executes its research
and development programs.

As a result of new leadership, the Directorate dramatically modified the way it
does business by improving its management structure and processes for
identifying, prioritizing, and selecting projects. The Directorate’s new
organizational structure centralized programmatic and fiscal oversight, and
improved communications. Its new processes for identifying, prioritizing, and
selecting each of its five types of projects incorporate Department of
Homeland Security components’ needs to a greater extent than in the past.
However, the new processes may not address first responders’ needs
adequately. Additionally, the processes for identifying, prioritizing, and
selecting basic research and some innovation projects are not clear or
documented, making the Directorate vulnerable to concerns of real or
perceived conflicts of interest. Although ultimately we did not find any
statutory or regulatory violations, we identified three projects that initially
appeared to have been chosen for improper reasons. Had there been a process
in place and record of the rationale for selecting those projects, these
appearances of bias may have been prevented. We are making three
recommendations to improve the integrity of the project selection process.

In addition to its request that we assess changes in the research and
development programmatic strategy, Congress asked us to evaluate how the
Directorate decides to fund its projects. The results of that review will be
submitted in a subsequent report.
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Background

Following the tragic events of September 11, 2001, Congress passed the
Homeland Security Act of 2002, establishing the Department of Homeland
Security (DHS) and within it, the Science and Technology Directorate
(S&T).! Among other things, the Act entrusted S&T with:

e Conducting basic and applied research, development, demonstration,
testing, and evaluation activities that are relevant to any or all elements
of the [d]epartment...;

o Establishing a system for transferring homeland security developments
or technology to federal, state, local government, and private sector
entities;’

« Coordinating with other appropriate executive agencies in developing
and carrying out the science and technology agenda of the
[d]epartment to reduce duplication and identify unmet needs.*

The Act also empowered S&T to establish or contract with federally funded
research and development centers (FFRDCs)® and establish university centers
for homeland security.® In addition, the Act grants DHS equal access to and
use of the United States Department of Energy sponsored national laboratories
at the same costs as the Department of Energy pays and without additional
administrative fees.” Finally, the Act allows S&T to contract its research and
development (R&D) work to the public sector using routine federal award
processes and “other transactions authority.”®

The Homeland Security Act of 2002 also created the Homeland Security
Advanced Research Projects Agency (HSARPA), which is to be led by a
Director, appointed by the Under Secretary for Science and Technology.® The
Director is mandated to:

“award competitive, merit-reviewed grants, cooperative
agreements, or contracts to public or private entities,
including businesses, ... FFRDCs, and universities to:

16U.S.C. §181.

26 U.S.C. § 182(4).
¥6U.S.C. § 182(6).
“6U.S.C. § 182(13).
>6 U.S.C. § 185.

°6U.S.C. § 188(0)(2).

"6 U.S.C. § 189(e).

86 U.S.C. 8§ 188 & 391(a).

%6 U.S.C. §187.
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e Support basic and applied ... research to promote
revolutionary changes in technologies that would
promote homeland security;

o Advance the development, testing, and evaluation, and
deployment of critical homeland security technologies;
and

o Accelerate the prototyping and deployment of
technologies that would address homeland security
vulnerabilities.”*

Since its inception, S&T has experienced several changes in
leadership. It has had two Under Secretaries and two acting Under
Secretaries in 4 years. While some change occurred under each, the
basic organizational construct and its rules of engagement did not
change significantly until mid-2006.

Congress has previously expressed dissatisfaction with the
management of S&T and its seeming lack of direction. For example,
in June 2006, the Senate report accompanying the fiscal year (FY)
2007 DHS appropriations bill included “the [clommittee is extremely
disappointed with the manner in which S&T is being managed....
This component is a rudderless ship without a clear way to get back on

course.”

In August 2006, Congress confirmed the appointment of Admiral Jay
Cohen as the Under Secretary for Science and Technology. The same
month, the Honorable Tom Davis, then-Chairman of the House
Committee on Government Reform, requested a review of the
processes used to initiate and manage HSARPA projects. We
expanded the scope of our review to include a request by the then
minority staff of the House Committee on Homeland Security to
examine the processes by which S&T prioritizes and funds its R&D
projects.

6 U.S.C. § 187(b)(3).
1 Senate Report 109-273, U.S. Department of Homeland Security Appropriations Bill, 2007.
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Results of Review

Centralized Authority Is Improving R&D Project Management

The Under Secretary’s new organizational structure improves upon the former
structure by centralizing decision-making authority and enabling better
programmatic and fiscal oversight. Six technical divisions execute projects
within their subject matter areas. Three portfolios: Transition, Research, and
Innovation/HSARPA, guide the selection and management of the projects
within each technical division. The new Strategy, Policy, and Budget
Division, which oversees S&T’s finances, has developed procedures for
monitoring the financial status and overall progress of S&T R&D projects.
Division directors meet weekly with the Under Secretary or the Chief of Staff.
Overall, the new organizational model and processes improve S&T’s ability to
manage research projects, which should result in the transfer of new
technology to DHS, other federal entities, and state, local, and tribal first
responders.

Original Organizational Structure Was Decentralized and Inhibited
Information Exchange and Management Oversight

S&T’s original organizational structure and processes split the responsibilities
for the projects’ lifecycle between independent offices. The Plans, Programs,
and Budgets office identified, selected, and determined the funding for the
R&D projects. S&T staff said that the Plans, Programs, and Budgets office
did not consistently involve the DHS components when it identified and
selected projects to pursue. Once it made its selections, the office assigned
each project to one of three executing offices: the Office of Research and
Development, HSARPA, or Office of Systems Engineering and Development
(see Figure 1). These offices were responsible for awarding project funding to
an R&D entity to execute the project and managing the entity’s progress.
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Figure 1. Former S&T Organizational Structure for Conducting R&D Projects
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Source: Figure derived from OIG Report 04-24, 10/01/03, S&T Business Process

The Plans, Programs, and Budgets office assigned the projects to the
executing offices according to the type of organization that would conduct the
R&D project, such as national laboratories, FFRDCs, Centers of Excellence
(COEs), or private industry. The Plans, Programs, and Budgets office
assigned basic research projects to the Office of Research and Development,
which would select a national lab, FFRDC, or COE to conduct the work. The
Homeland Security Act of 2002 mandated that HSARPA undertake projects
that were revolutionary and that it contract with public or private
organizations to conduct the work.'?> The Plans, Programs, and Budgets office
nevertheless assigned HSARPA the R&D projects it determined would be
conducted by private industry alone, regardless of whether they had potential
for “revolutionary” change. In contrast, the Office of Systems Engineering
and Development received the more mature R&D projects that were almost
ready to transition to S&T customers, regardless of whether the organization
conducting the R&D work was a federal, academic, or private entity. It
executed its projects through a variety of partners.

Prior to mid-2006, S&T did not maintain a centralized program management
or budget tracking system. Some S&T employees said that the Plans,
Programs, and Budgets office did not follow up consistently on the progress
of projects it assigned to the executing offices. Similarly, the executing
offices did not habitually update the Plans, Programs, and Budgets office on
their projects’ progress or financial status. Each executing office functioned

126 U.S.C. § 187(b)(3)(a).
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Appendix B
Management’s Comments to the Draft Report

document the processes for prioritizing, selecting, and determining the success of basic
research projects within DHS S&T.

In February 2008, DHS S&T established the Research Council, responsible to coordinate
basic research efforts within S&T, facilitate implementation consistent approaches that
reflect “best practices™ in the planning and execution of the basic research portfolio. The
Research Council is chaired by the Deputy Director of Research and is comprised of the
Research Section Leads of each of the six technical divisions, the Director of the Office
of University Programs, the Director of the Office of National Laboratories, and the
Office of International Cooperation Programs which also sponsors some basic research
projects.

The Director of Research recently completed a comprehensive review of the basic
research portfolio. The Research Section Leads and Division Heads of each of the six
technical divisions briefed the Director of Research, the other portfolio directors, and the
S&T Chief of Staff on their basic research plans. These briefings addressed the
division’s approach to basic research. including the divisions” basic research thrust areas,
approach to project selection, and information about each of the basic research projects
currently being executed. We are in the process of reviewing the thrust areas for overlap
and completeness, and we have asked the National Academies of Science to help us
determine better means of measuring the effectiveness of the portfolio.

Recommendation #3: Transfer responsibility for identifving, prioritizing, and selecting
the HIPS and HITS to the Director of the Innovation/lHHSARPA portfolio and charge the
director with developing and documenting clear, repeatable process with objective
criteria for identifying and selecting HIPS and HITS projects.

Over the past year, S&T has established a formal process for the identification,
prioritization, approval of new HIPS and HITS projects, and continuation of current HIPS
and HITS projects.

The new process tasks the Director of Innovation/ HSARPA to develop a prioritized list
of future projects for the HIPS and HITS portfolios with potential to radically improve
homeland security. Projects can originate from any of the S&'T divisions, the three DHS
S&T porttolio managers, the 22 DHS Components and Agencies through the Integrated
Project Team (IPT) process, DHS Leadership. Industry, International Partners, Academia,
and other government organizations through various means including solicitations.

These efforts will be reviewed by the Director of Innovation to make sure they meet the
general requirements of a HIPS or HITS project in terms of scope, risk, and potential
return on investment. The Director of Innovation will brief the S&'T Corporate Board
semi-annually (or more often as urgent requirements are determined) on proposed HIPS
and HITS projects. Members of the Cotporate Board will be allowed to make
recommendations for changes in content and priorities to projects on the list. Once
complete the Director of Innovation will brief the Deputy Under Secretary and the Under

Secretary for S&T. The Under Secretary will propose the HIPS and HITS projects to the
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Technology Oversight Group (TOG) consisting of the Deputy Secretary. the Under
Secretary of NPPD, and the Under Secretary for Management (as voting members), as
well as the DHS operational component heads, the DHS Chief Financial Officer and the
Under Secretary for S&T (as non-voting members) for approval, prioritization, and
funding as part of the DHS budget development process. The status of ongoing HIPS and
HITS projects will also be briefed to the TOG.

The Science and Technology Directorate’s Processes for Selecting and Managing Research and Development Programs

Page 42



Appendix C
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Homeland Innovative Prototypical Solutions (HIPS):

e Deliver prototype-level demonstrations of game-changing
technologies in 2 to 5 years

e Moderate to high risk, with high payoff

Explosives Chemical & Command, Borders & Human Factors | Infrastructure &
Biological Control, & Maritime Geophysical
Interoperability | Security
Project CHLOE: | None Scalable Scalable Future Attribute | Resilient
High altitude Common Composite Screening Electric Grid
aerial platform Operating Vessel Technology (REG): System
existing above Picture Prototype Mobile Module to prevent
civil aviation Experiment (SCVP): (FAST M2): cascading
airspace. (SCOPE): Lightweight, Relocatable lab effects of power
o PM from Leverage Global | composite to test for surge on
Innovation Observer JCTD. material with behavioral / electrical grids.
e Funding: e PM from high-speed hull. physiological e PM from
$18M over 2 Innovation e PM from cues of “hostile Innovation
years e Funding: $4M Innovation intent.” e Funding:
over 2 years e Funding: e PM from $27M over 4
$17M over 3 Innovation years
years e Funding:
$38M over 5
years
SENSIT: System SAFE Container Levee

to identify (SAFECON): 90- Strengthening

numerous liquids second container & Rapid Repair:

in baggage. screening Rapidly stop

e PM from device. breach in levee.
Innovation e PM from e PM from

e Funding: Innovation Innovation
$7.8M over 4 e Funding: e Funding:
years $23M over 4 $13.5M over

years 4 years
IED & Vehicle- Storm Surge
Borne IED Mitigation: Limit

Defeat: Detect,

& mitigate storm

prevent, mitigate surge.
& counter IEDs. e PM from
e PM from Innovation
Division e Funding: $9M
. ggglt\zl/:ng: . over 3 years
over
years

Source: OIG derived from multiple sources
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High Impact Technology Solutions (HITS):

e Proof-of-concept answers within 1 to 3 years that could result in high-
payoff technology breakthroughs
e Considerable risk of failure, but offer the potential for significant gains
in capability
Explosives Chemical / Command, Borders & Human Factors Infrastructure &
Biological Control, & Maritime Geophysical
Interoperability | Security
None Real Time Bio First NET: First Tunnel Document Critical
Detect: DNA responder Detection: Validator: High Infrastructure
sequencing for reliable relay Detect & confirm | proficiency Change
high speed bio link. illegal scanner to Detection:
sensing. e PM from underground identify Monitor critical
e PM from Innovation border structures | fraudulent infrastructure.
Division e Funding: & activities. documents. e PM from
e Funding: $1.5M over 2 e PM from e PM from Research
$2M over 2 years Innovation Innovation e Funding:
years Cancelled e Funding: e Funding: $2M over 2
06/08/07 $3M over 2 $1.5M over 2 years
years years
Cell All: Multi-Band Biometric Resilient
Ubiquitous Radio: Detector: High Tunnel: Tunnel
chemical / Interoperable & proficiency, protection / blast
biological agent inexpensive small biometric mitigation.
detector. hand-held scanner. e PM from
e PM from radios. e PM from Research
Innovation e PM from Innovation e Funding:
e Funding: division e Funding: $2M $4.5M over 3
$4M over 3 e Funding: over 2 years years
years $6.275M
over 1 year

Source: OIG derived from multiple sources
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William McCarron, Chief Inspector
Elizabeth Kingma, Senior Inspector
Kirsten Murray, Inspector

Jonathan Davis-Olo, Inspector

The Science and Technology Directorate’s Processes for Selecting and Managing Research and Development Programs

Page 45





