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Preface

The Department of Homeland Security (DHS) Office of Inspector General (O1G) was
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment
to the Inspector General Act of 1978. This is one of a series of audit, inspection, and
special reports prepared as part of our oversight responsibilities to promote economy,
efficiency, and effectiveness within the department.

The attached report presents the results of the audit of the State of California’s
management of State Homeland Security Program grants awarded during Fiscal Years
2004 through 2006. We contracted with the independent public accounting firm Foxx
and Company to perform the audit. The contract required that Foxx and Company
perform its audit according to generally accepted government auditing standards. Foxx
and Company’s report identifies 10 reportable conditions where State management of the
grant funds could be improved, resulting in 21 recommendations addressed to the
Administrator, Federal Emergency Management Agency. Foxx and Company also
identified a best practice that should be considered for use by other jurisdictions. Foxx
and Company is responsible for the attached auditor’s report dated February 3, 2009, and
the conclusions expressed in the report.

The recommendations herein have been discussed with those responsible for

implementation. We trust that this report will result in more effective, efficient, and
economical operations. We express our appreciation to all of those who contributed to

the preparation of this report.

Richard L. Skinner
Inspector General



February 3, 2009

Ms. Anne L. Richards

Assistant Inspector General for Audits
Office of Inspector General

U.S. Department of Homeland Security
245 Murray Drive, S.W. Building 410
Washington, D.C. 20528

Dear Ms. Richards:

Foxx & Company performed an audit of the State of California’s management of the
Department of Homeland Security’s State Homeland Security Program grants for Fiscal
Years 2004 through 2006. The audit was performed in accordance with our Task Order
No. TPD-ARC-BPA-07-0013 dated September 21, 2007. This report presents the results
of the audit and includes recommendations to help improve California’s management of
the audited State Homeland Security Programs.

Our audit was conducted in accordance with applicable Government Auditing Standards,
2007 revision. The audit was a performance audit as defined by Chapter 1 of the
Standards and included a review and report on program activities with a compliance
element. Although the audit report comments on costs claimed by the State, we did not
perform a financial audit, the purpose of which would be to render an opinion on the
State of California’s financial statements or the funds claimed in the Financial Status
Reports submitted to the Department of Homeland Security.

We appreciate the opportunity to have conducted this audit. Should you have any
questions, or if we can be of any further assistance, please call me at (513) 639-8843.

Sincerely,
Foxx & Company

Wet wOsp

Martin W. O’Neill
Partner
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Executive Summary

Foxx and Company completed an audit of the State of California’s
Management of State Homeland Security Program grants awarded
during fiscal years 2004 through 2006. The audit objectives were
to determine whether the State Administrative Agency

(1) effectively and efficiently implemented the programs,

(2) achieved program goals, and (3) spent funds in accordance with
grant requirements. The State received about $690 million for six
activities funded under the Homeland Security Grant Program
during this period. The State Homeland Security Program, one of
the six funded activities, received about $265 million.

Overall, the State Administrative Agency did an efficient and
effective job of administering the program requirements,
distributing grant funds, and ensuring that all of the available funds
were used. The State used reasonable methodologies for assessing
threat, vulnerability, capability, and prioritized needs, and
complied with cash management and status reporting requirements.
Also, the State generally spent the grant funds in accordance with
grant requirements and State-established priorities, and
appropriately allocated funding based on threats, vulnerabilities,
capabilities and priorities. The procurement methodology was in
conformance with the State’s strategy.

However, improvements were needed in California’s management
of the State Homeland Security Program grants to strengthen grant
fund reallocations, better measure subgrantee preparedness,
increase the frequency and scope of subgrantee oversight,
strengthen internal controls over funds management, assure
compliance with federal purchasing requirements, utilize
equipment purchased with grant funds, and assure full and fair
competition in procurement. We identified a best practice that
should be considered for sharing with other states. Our 21
recommendations call for the Federal Emergency Management
Agency to initiate improvements to strengthen management and
improve oversight. Concurrences or non-concurrences from
Federal Emergency Management Agency and California officials
are included, as appropriate.

The State of California’s Management of State Homeland Security Program Grants
Awarded During Fiscal Years 2004 through 2006
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Background

The Homeland Security Grant Program is a federal assistance grant
program administered by the U.S. Department of Homeland
Security (DHS), Grant Programs Directorate within the Federal
Emergency Management Agency (FEMA). The current Grant
Programs Directorate, hereafter referred to as FEMA, began with
the Office of Domestic Preparedness, which was transferred from
the Department of Justice to DHS in March 2003. The Office of
Domestic Preparedness was subsequently consolidated into the
Office of State and Local Government Coordination and
Preparedness which, in part, became the Office of Grants and
Training, and which subsequently became part of FEMA.

Although the grant program was transferred to DHS, applicable
Department of Justice grant regulations and legacy systems still
were used as needed to administer the program. For example, the
State Administrative Agency entered payment data into the Office
of Justice Programs’ Phone Activated Paperless Request System,
which was a drawdown payment system for grant funds.

Homeland Security Grant Programs

The Homeland Security Grant Program provides federal funding to
help state and local agencies enhance their capabilities to prevent,
deter, respond to, and recover from terrorist attacks, major
disasters, and other emergencies.! The Homeland Security Grant
Program encompasses several different federal grant programs, and
depending on the fiscal year, included some or all of the following
programs: the State Homeland Security Program, the Law
Enforcement Terrorism Prevention Program, the Citizen Corps
Program, the Urban Areas Security Initiative, the Metropolitan
Medical Response System Program, and the Emergency
Management Performance Grants.

State Homeland Security Program provides financial assistance
directly to each of the states and territories to prevent, respond to,
and recover from acts of terrorism. The program supports the
implementation of the State Homeland Security Strategy to address
the identified planning, equipment, training, and exercise needs.

" The goal of the FY 2006 Homeland Security Grant Program included all activities necessary to address
the entire range of threats and hazards. The FYs 2004 and 2005 Programs addressed only threats and

incidents of terrorism.

The State of California’s Management of State Homeland Security Program Grants
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Law Enforcement Terrorism Prevention Program provides law
enforcement communities with funds to support the following
prevention activities: information sharing to preempt terrorist
attacks, target hardening to reduce vulnerability of selected high
value targets, recognition and mapping of potential or developing
threats, counterterrorism and security planning, interoperable
communications, interdiction of terrorists before they can execute
a threat, and intervention activities that prevent terrorists from
executing a threat. These funds may be used for planning,
organization, training, exercises, and equipment.

Citizen Corps Program is the department’s grass-roots initiative
to actively involve all citizens in hometown security through
personal preparedness, training, and volunteer service. Funds are
used to support Citizen Corps Councils with efforts to engage
citizens in preventing, preparing for, and responding to all hazards,
including planning and evaluation, public education and
communication, training, participation in exercises, providing
proper equipment to citizens with a role in response, and
management of Citizen Corps volunteer programs and activities.

Urban Areas Security Initiative provides financial assistance to
address the unique planning, equipment, training, and exercise
needs of high risk urban areas, and to assist in building an
enhanced and sustainable capacity to prevent, respond to, and
recover from threats or acts of terrorism. Allowable costs for the
urban areas are consistent with the State Homeland Security
Program. Funding is expended based on the Urban Area
Homeland Security Strategies.

Metropolitan Medical Response System Program supports
jurisdictions in enhancing and sustaining integrated, systematic,
mass casualty incident preparedness to respond to mass casualty
events during the first hours of a response. This includes the
planning, organizing, training, and equipping concepts, principles,
and techniques, which enhance local jurisdictions’ preparedness to
respond to the range of mass casualty incidents — from chemical,
biological, radiological, nuclear, and explosive events to epidemic
outbreaks, natural disasters, and large-scale hazardous materials
incidents.

Emergency Management Performance Grant funds are used to
support comprehensive emergency management at the state and
local levels and to encourage the improvement of mitigation,
preparedness, response, and recovery capabilities for all hazards.

The State of California’s Management of State Homeland Security Program Grants
Awarded During Fiscal Years 2004 through 2006
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DHS is responsible for leading and supporting the nation in a
comprehensive, risk-based, all-hazards emergency management
program, and these performance grant funds are a primary means
of ensuring the development and maintenance of such a program.
Funds may also be used to support activities for managing
consequences of acts of terrorism.

State Administrative Agency

The governors of each state appoint a State Administrative Agency
to administer the Homeland Security Grant Programs. The State
Administrative Agency is responsible for managing these grant
programs in accordance with established federal guidelines. The
State Administrative Agency is also responsible for allocating
funds to local, regional, and other state government agencies.

In 2004, California’s Governor designated the Office of Homeland
Security to be the State Administrative Agency for the Homeland
Security Grant Programs. The California Office of Homeland
Security administered all of the Homeland Security Grant
Programs grants included in our audit scope. The Office of
Homeland Security’s organizational structure is depicted in the
organizational chart in Appendix B.

Grant Funding

The State of California received approximately $690 million in
funds from the Homeland Security Grant Programs during Fiscal
Years (FYs) 2004 through 2006. Table 1 displays a breakdown of
the grant funds by year and funded activity. Not all funded
activities were part of the Homeland Security Grant Programs
during each of the fiscal years.

The State of California’s Management of State Homeland Security Program Grants
Awarded During Fiscal Years 2004 through 2006
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Table 1

California Homeland Security Grant Awards
Fiscal Years 2004 through 2006
Grant Programs (°000s)
2004 2005 2006
Homeland Homeland Homeland
Programs Security Security Security Total
Grant Grant Grant
Program Program Program
State Homeland Security | ¢33 17 $ 84.614 $ 47,580 | $265,368
Program
Law Enforcement
Terrorism Protection $ 39,517 $ 30,769 $ 42,370 $112,656
Program
Citizen Corp Program $ 2,766 $ 1,074 $ 1,528 $ 5,368
Metropolitan Medical Not
Response System $ 4,097 $ 4,181 $ 8,278
Included
Program
Urban Areas Security Not $148279 | $136290 | $284,569
Initiative Included
Emergency Management Not Not
Performance Grant Included § 13,790 Included $ 13,790
Total $175,457 $282,623 $231,949 $690,029

Foxx and Company completed an audit of the State of California’s
Management of DHS’ FY's 2004 through FY 2006 State Homeland
Security Programs. The objectives of the audit were to determine
whether the State Administrative Agency (1) effectively and
efficiently implemented State Homeland Security Programs,

(2) achieved the goals of the programs, and (3) spent funds in
accordance with grant requirements. The goal of the audit was to
identify problems and solutions that could help the State of
California prepare for and respond to terrorist attacks and other
hazards, as applicable to the goals of the Programs. Nine
researchable questions provided by the DHS OIG established the
framework for the audit. The researchable questions were related
to the State Administrative Agency’s planning, management, and
results evaluations of grant activities. Appendix A provides
additional details on the objectives, scope, and methodology of this
audit, including the nine researchable questions.

The State of California’s Management of State Homeland Security Program Grants
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Results of Audit

Overall, the State Administrative Agency did an efficient and
effective job of managing over $265 million dollars in State
Homeland Security Program grant funds received for FYs 2004
through 2006. The California Office of Homeland Security
appropriately distributed the grants, and ensured that all of the
available funds were used. The State used reasonable
methodologies for assessing threat, vulnerability, capability, and
prioritized needs, and complied with cash management and status
reporting requirements. Also, the State generally spent the grant
funds in accordance with grant requirements and State-established
priorities, and appropriately allocated funding based on threats,
vulnerabilities, capabilities, and priorities. The procurement
methodology was in conformance with the State’s strategy.

However, improvements were needed in California’s management
of State Homeland Security Program grants to strengthen grant
fund reallocations, better measure subgrantee preparedness,
increase the frequency and scope of subgrantee oversight,
strengthen internal controls over funds management, assure
compliance with federal purchasing requirements, utilize
equipment purchased with grant funds, and assure full and fair
competition in procurement. We identified a best practice that
should be shared by FEMA with other states.

Reallocated Grant Funds Not Documented

The State Administrative Agency reallocated millions in grant
funds from one subgrantee to another without documenting this
change in the grant files. As a result, the State’s reallocation
system did not include sufficient controls to assure that redirected
funds were used in accordance with grant guidelines.

The Department of Homeland Security Financial Management
Guide states that funds specifically budgeted and/or received for
one project may not be used to support another without prior
written approval by the awarding agency. All requests for
programmatic or administrative changes must be submitted in a
timely manner by the grantee/subgrantee. Also, DHS Information
Bulletin No. 216, dated August 11, 2006, approved the use of
FYs 2004 through 2006 grant funds to reimburse state
organizations for operational costs associated with DHS-
announced elevated threat levels. Grants approved for this use

The State of California’s Management of State Homeland Security Program Grants
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were limited to the Urban Areas Security Initiative and the Law
Enforcement Terrorism Prevention Program. Use of State
Homeland Security Program grant funds for the purpose of
reimbursing state organizations for operational costs associated
with elevated threat levels was not approved.

Near the end of the FY 2004 grant performance period, the State
identified funds that subgrantees had not expended and reallocated
the funds to other subgrantees who could expend the funds within
the remaining performance period of the grant. State
Administrative Agency grant managers stated they wanted to use
all available grant funds to enhance first responder preparedness.
Although some subgrantees stated that some of their grant funds
were reallocated, we found no record of these changes in the State
Administrative Agency’s grant files. Other subgrantees told us
they had received redirected grant funds, but again no records of
these changes were present in the grant files. In a document
prepared for us by the State, we noted that for FY 2004, the State
recalled Law Enforcement grant funds from 28 subgrantees and
State Homeland Security Program grant funds from 20
subgrantees.

Some of these funds, as well as $1,000,000 in FY 2006 State
Homeland Security Program funds, were used to reimburse a State
agency that spent more than $4,000,000 providing security for
major California airports during an extended terrorist alert
announced by DHS. The California Office of Homeland Security
approved reimbursement of these operational costs using
Homeland Security grant funds. Accounting system
reimbursement records showed that $1,111,966 of these funds
were State Homeland Security Program grant funds. As stated in
Bulletin No. 216, State Homeland Security Program grant funds
were not authorized to be used for this purpose.

Undocumented reallocations of grant funds represented an internal
control weakness that resulted in at least one unauthorized use of
grant funds. The State accounting system’s internal controls did
not require that funds reallocated from one subgrantee to another
be documented in the grant files. Documentation supporting the
purpose for which the reallocated funds were to be used as well as
the source of the grant funds should have been maintained when
reallocations occurred.

Without supporting documentation, controls were not sufficient to
ensure that redirected funds were used in accordance with grant

The State of California’s Management of State Homeland Security Program Grants
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guidelines. The use of the State Homeland Security Program grant
funds for operational costs associated with DHS announced
elevated threat levels was not in compliance with DHS Information
Bulletin No. 216. As a result, we consider the use of the
$1,111,966 claimed for this purpose to be a questioned cost.

Recommendations

We recommend that the Administrator, Federal Emergency
Management Agency, require the Director of the California Office
of Homeland Security to:

Recommendation #1: Strengthen and implement the State
Administrative Agency’s internal controls concerning the
documentation of grant fund reallocations and include controls
to ensure that the reallocated funds will be used consistent with
applicable grant guidelines,

Recommendation #2: Unless appropriately resolved, disallow
the $1,111,966 used to reimburse a State agency for heightened
alert costs, and

Recommendation #3: Determine if other instances of
unauthorized redirection of grant funds have occurred.

Management Comments and Auditor’s Analysis

FEMA Grant Programs Directorate verbally concurred at the exit
conference with this finding. However, the FEMA officials did not
address recommendations 1 through 3 in their written comments.

California Office of Homeland Security officials concurred with
the finding and the recommendations. The officials said that “...in
this instance the funds were inadvertently used for heightened alert
costs that should not have been. However, the total award to the
Military Department for that grant year will allow for the costs to
be charged to a grant where they were eligible and replaced by
costs that are eligible under the State Homeland Security
Program.” The California officials agreed to adjust the accounting
records to assure the questioned costs are charged to the proper
grant accounts. Further, California will perform additional training
and improve controls in the reallocation process to ensure
reallocated funds are documented in the grant files. California
officials said that a thorough review of the entire grant process has

The State of California’s Management of State Homeland Security Program Grants
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shown that there were no other cases of unauthorized redirection of
grant funds.

If properly implemented, the actions California has agreed to take
will resolve the problem identified during the audit. However,
documentation will be needed from the State officials to confirm
that there were no other cases of unauthorized redirections of grant
funds. In addition, FEMA needs to ensure that the State’s
realignment of costs is adequately supported as eligible under the
State Homeland Security Programs. The recommendations will
remain open until the actions are completed.

Within 90 days the Administrator, Federal Emergency
Management Agency, needs to outline corrective actions and a
plan to implement the actions in response to the recommendations.

Improved Measurement of Subgrantee Preparedness Was Needed

Goals and objectives established by the State Administrative
Agency did not provide an adequate basis for measuring
preparedness improvements resulting from grant program funding.
California’s goals and objectives, approved by FEMA as a part of
its State’s preparedness strategy in FY 2004, were expanded in
FYs 2005 and 2006. However, the objectives, especially for
subgrantee first responders, were not specific, measurable, results-
oriented, or time limited as required. As a result, the State was
unable to systematically measure improvements in subgrantee
capabilities and State-wide preparedness.

Code of Federal Regulation Title 28 § 66.40, Monitoring and
reporting program performance, requires grantees to establish
goals and measure and report grant program performance. These
requirements also extend to subgrantees. DHS grants management
guidance from 1999 through 2007 has emphasized the importance
of measurable program objectives for equipment, exercise, and
administrative allocations.

The DHS 2003 guidance for the Needs Assessment process
specified that a state’s new or updated strategy should include
broad-based goals with objectives that were “specific, measurable,
achievable, results-oriented, and time limited.” A DHS-approved
Strategic Plan based upon this Assessment was required as a
precursor to the award of the FY 2004 State Homeland Security
Program grant. The DHS also required the state to link the use of

The State of California’s Management of State Homeland Security Program Grants
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FY 2005 and 2006 grant funds to the goals and objectives in the
DHS-approved strategy.

During our visits to subgrantee locations, we asked if the State or
the local jurisdiction were measuring preparedness improvements
resulting from the grant program. We were told that there were
significant preparedness improvements, but neither the State nor
the local jurisdictions had systematically quantified or measured
the improvements.

State Administrative Agency officials said that the development of
measurable goals and objectives was difficult and that helpful
guidance was not received from FEMA until November 2007.
Additionally, the officials cautioned that performance measures
must be carefully developed, specifically tied to the State’s
strategy, goals, and objectives, and consistent with resource
availability and allocation. The officials believe that measurable
goals and objectives would be best accomplished with the planned
performance measures still under development. Although the State
had multiple goals and supporting objectives for FYs 2004, 2005,
and 2006, the objectives for the most part were not specific,
measurable, achievable, results oriented, and time limited. Some
of the objectives did satisfy these criteria, but these objectives
mostly related to State-level plans, activities, and uses of resources.
The objectives related to subgrantee preparedness generally did not
satisfy the criteria.

At the conclusion of our audit field work, the State Administrative
Agency was developing performance measures, consistent with
FEMA'’s latest guidance issued in November 2007. According to
Agency officials, the performance measures might be ready for use
during the FY 2009 grant year.

Without specific measurable goals and objectives linking the
State’s strategy and subgrantees’ use of grant funds to acquire
equipment, training, and exercises, the State (1) could not
adequately evaluate the relative impacts that grant funds had on
first responders’ ability to respond to terrorist attacks or natural
disasters, (2) lacked important tools for allocating grant funds and
providing oversight to subgrantees, and (3) was not able to assess
first responder capabilities or justify continued grants.

The State of California’s Management of State Homeland Security Program Grants
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Recommendations

We recommend that the Administrator, Federal Emergency
Management Agency, require the Director of the California Office
of Homeland Security to:

Recommendation #4: Establish measurable goals and
objectives that will enable the State to systematically measure
improvements in first responder capabilities and State-wide
preparedness,

Recommendation #5: Promptly complete performance
assessment metrics to assist the State and subgrantees in
measuring current capabilities and improvements, and

Recommendation #6: Develop a statewide performance
assessment system incorporating these metrics for local
jurisdictions to measure and report progress toward achieving
the State’s goals and objectives.

Management Comments and Auditor’s Analysis

In written comments, FEMA neither concurred nor non-concurred
with the three recommendations concerning the need for improved
measurement of subgrantee preparedness. However, during the
exit conference, FEMA officials verbally concurred with the three
recommendations and acknowledged that FEMA did not have
good visibility of how the State assessed subgrantee preparedness.
Nevertheless, in both the written comments and during the exit
conference, the FEMA officials said that California had complied
with all reporting requirements called for in the Homeland Security
Grant guidance including the State’s Strategy, Interoperable
Communications Plan, and the State Preparedness Report, among
others.

In written comments, California officials concurred with neither
the finding nor the three recommendations. The officials
contended that the State already had measurable goals and
objectives. The officials also contended that the audit report
indicated that preparedness improvements were not met. However,
the audit found that California had not measured preparedness, not
that the preparedness improvements were not met.

During the exit conference, California officials said that FEMA
had neither specifically directed them to assess subgrantee

The State of California’s Management of State Homeland Security Program Grants
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preparedness improvement nor provided guidance or training on
how to conduct these assessments during the years of the audit.
The State officials said they assessed subgrantee improvements
during investment justification conferences. Further, the officials
said that in 2006 the State began to use FEMA’s Target
Capabilities List and Universal Task List, identifying specific
improvement areas. During the exit conference the California
officials said that they routinely reported on the State’s
preparedness improvements and the status of Homeland Security
grants in their annual and semi-annual progress reports.

In the written comments and during the exit conference, California
officials said that the State is now engaged in developing a detailed
measurement system that should, when it is deployed, provide
more detailed measures of preparedness improvements for specific
areas. The State officials acknowledged that they were still in the
process of implementing the statewide metrics data collection
project for emergency resources and capabilities, but expected to
have most of the data collected by January 2009 and then available
for measuring further preparedness improvements in very specific
areas.

In response to the State’s comments concerning the criteria used
for this finding, we added a paragraph to the report that specifically
identifies the documented source of the DHS requirement that the
State’s strategy include broad-based goals with objectives that
were “specific, measurable, achievable, results-oriented, and time
limited.” In addition, we reviewed goals and associated objectives
in the State’s strategy and compared the goals and objectives to
related annual reports, as well as subgrantee-related excerpts from
the State’s semi-annual progress reports. For the most part, the
State’s fiscal years 2004, 2005, and 2006 multiple goals and
numerous supporting objectives were not specific, measurable,
achievable, results-oriented, or time limited. Some objectives did
satisfy these criteria, but were mostly related to State-level plans,
activities, and uses of grant funds as opposed to subgrantee
activities.

As a result, the State’s assessments in annual reports and other
documents for these years did not specify subgrantee (first
responder) preparedness improvements, remaining capability gaps,
or details on how the gaps would be filled. Clearly, California has
benefited from the hundreds of millions of dollars the State’s
subgrantees were awarded during the years audited. However, we
believe more precision in assessing subgrantee improvements

The State of California’s Management of State Homeland Security Program Grants
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would have helped the State and FEMA officials ensure that grant
funds were efficiently and effectively used in accordance with
approved goals and objectives.

In this regard, we observed a continuing effort by State officials to
establish more detailed objectives and develop better ways to
measure preparedness improvements, including a State metric
system which was still being developed. Continued emphasis on
these initiatives may be responsive to recommendations 4, 5, and 6
and should resolve the finding. However, the recommendations
will remain open until the actions are fully implemented. Within
90 days, the Administrator, Federal Emergency Management
Agency, needs to outline corrective actions and a plan to
implement the actions in response to the recommendations .

Timely Monitoring of Subgrantees Was Absent

The State Administrative Agency did not monitor subgrantee
performance until late 2005. When monitoring started, the
frequency and scope of the subgrantee visits did not ensure that
(1) program goals were being achieved and (2) funds were being
expended as intended. As such, the State Administrative Agency
did not have sufficient oversight of the subgrantees grant
management activities.

According to Code of Federal Regulations Title 28 § 66.40,
Monitoring and reporting program performance, grantees are
required to provide day-to-day management of all grants and
subgrant supported activities, and ensure that subgrantees comply
with applicable federal requirements and achieve program
performance goals. The regulation also specifies that grantees’
monitoring programs must cover each program, function, or
activity, and requires subgrantees to adhere to the same
performance monitoring and reporting standards required of
grantees.

As of December 2007, monitoring activities had been performed
once for just over 50 % of the subgrantees. Between November
2005 and December 2007, the State Administrative Agency’s
Monitoring and Audit Unit focused on closing out grants awarded
prior to 2005. The Monitoring and Audit Unit completed either a
site visit or a desk audit for 82 of the 155 subgrantees that received
funds from DHS grants prior to FY 2005.

The State of California’s Management of State Homeland Security Program Grants
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Grant monitors focused on compliance with grant-related
requirements, but not on the achievement of program goals. The
monitors also did not ensure that all grant funds were being
expended as intended. For example, we noted that completed
monitoring visits had not identified any of the procurement-related
problems we identified during our visits. As of the completion of
our field work, the agency’s monitoring unit had yet to finish its
work on the State’s pre-2005 grants, and had not started work on
the FY's 2005 through 2006 grants. The FYs 2005 through 2006
grants had a total dollar value of $514.6 million.

State Administrative Agency officials did not establish a
monitoring unit until November 2005 because the agency was not
adequately staffed. Once established, the focus of the monitoring
visits was on closing out older grants and not on achieving goals or
grant objectives. In addition, the monitoring positions were
temporary and classified for the State’s entry-level employees.
According to State officials, the monitoring unit experienced a
significant turnover of personnel during FY 2006 and FY 2007 as
staff sought higher paying, permanent positions. During the first
quarter of FY 2008, the monitoring unit suffered additional
significant leadership and staff vacancies.

Monitoring is a key oversight tool. However, the backlog of
unmonitored subgrants continued to grow as staffing issues limited
the effectiveness of the State Administrative Agency’s monitoring
unit. As a result, the Agency had insufficient assurance that
program goals were being achieved or that grant funds were being
properly expended.

Recommendations

We recommend that the Administrator, Federal Emergency
Management Agency, require the Director of the California Office
of Homeland Security to:

Recommendation #7: Increase the frequency of visits to
subgrantee locations to assure that subgrantee activities are in
compliance with federal requirements,

Recommendation #8: Improve monitoring procedures to
include assessments of the subgrantees’ achievement of
program goals, and ensure that grant funds are being expended
as intended.
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Management Comments and Auditor’s Analysis

At the exit conference, FEMA concurred with the finding and
recommendations 7 and 8 concerning the need for timely
monitoring of subgrantees. In its written comments, FEMA
neither concurred nor non-concurred with the recommendations,
but agreed that a formal financial and programmatic subgrantee
monitoring schedule be established and regular monitoring visits
be conducted of subgrantees for more recent fiscal year programs
(FY 2006 and beyond). With respect to recommendation 8, FEMA
stated that California has established a comprehensive subgrantee
monitoring tool, which is an exemplary document.

In their written comments, California officials concurred with
recommendation 7 that they would like to increase the frequency
of visits to subgrantee locations to ensure that funds are being
expended as intended, and to confirm that policies regarding
competitive and sole source bid procurements are being followed.
The State officials said they will begin instituting a program of on-
site compliance visits to subgrantees in September 2008. State
officials said these on-site visits will be in addition to the on-site
monitoring visits already being conducted. The State added that
these visits will ensure that the programmatic goals of the
subgrantees are being addressed with the funding. The State
officials also said in the written comments that since November
2005, the State Administrative Agency had monitored over $600
million in homeland security grants and ensured that all of those
funds were used appropriately by subgrantees.

In written comments for recommendation 8, the State officials said
they did not concur with monitoring program goals against a
standard that is a moving target related to preparedness. However,
recommendation 8 was that the State should develop standard
monitoring procedures to include assessments of the subgrantee’s
achievement of program goals, and ensure that funds are being
expended as intended. The recommendation did not address
monitoring program goals to a standard that is a moving target
related to preparedness. In its written comments, the State said it
already monitors to ensure that funds are being expended as
intended and that its monitoring process has been held up as a best
practice “both inside the State of California by the California
Bureau of State audits and by the federal grant monitoring program
now in FEMA.”
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However, during the exit conference, State officials acknowledged
that the State’s monitoring program provided “insufficient”
assurance that program goals were being achieved. Officials
concurred that the State’s monitoring procedures could be
improved. It was agreed during the exit conference that the
recommendation would be changed from “developing monitoring
procedures” to “improving monitoring procedures.” With this
change, the officials concurred with the recommendation.

As disclosed during the audit, monitoring staff did not ensure that
all grant funds were expended as intended. The monitoring
focused on closing out grants awarded prior to 2005. Grant
monitors focused on compliance with grant-related requirements,
but not on the achievement of program goals. By the conclusion of
our field work, the State had not reviewed any of the 2005 through
2007 subgrants; a backlog of pre-2005 subgrants still existed. The
over $600 million of grants referred to in the State’s written
comments related to the catch up monitoring being done on the
backlog of pre-2005 subgrants. The State acknowledged that
beginning in September 2008 a program was being initiated to
address the intent of recommendations 7 and 8.

If appropriately implemented, the program may be sufficient to
resolve the finding. However, the recommendations will remain
open until the actions are fully implemented. Within 90 days the
Administrator, Federal Emergency Management Agency, needs to
outline corrective actions and a plan to implement the actions in
response to the recommendations.

Financial Status Reports Were Inaccurate

The expenditures and unliquidated obligations reported on the
Homeland Security Grant Financial Status Reports did not always
agree with the State’s accounting system records. Most of the

18 Financial Status Reports reviewed did not reconcile to the
State’s accounting system. This occurred because the State’s
accounting system and the Financial Status Reports used different
reporting periods, and personnel were not sufficiently trained. As
a result, there was little assurance that the expenditures and
unliquidated obligations reported to DHS were correct.

Code of Federal Regulations Title 28 § 66.20, Standards for
financial management systems, and the DHS Financial Guide
require all grantees to maintain records which permit preparation
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of reports and adequately identify the source and application of
funds provided for financially-assisted activities. These records
must contain information pertaining to grants or sub-awards and
authorizations, obligations, unobligated balances, assets, liabilities,
outlays or expenditures, and income. The records must be
sufficient to permit preparation of reports required by these
regulations and the statutes authorizing the grants.

Homeland Security Grant Program guidance requires grantees to
submit quarterly Financial Status Reports. These reports are
designed to provide DHS with financial information about the
activities (expenditures and unliquidated obligations) of the grant
programs, as reflected in the grantees’ official accounting records.

To verify their accuracy, we selected 18 of the Financial Status
Reports for the Homeland Security Program Grants included in our
review. Our analysis showed that cumulative outlays reported in 3
of the 18 Financial Status Reports did not agree with the
expenditures recorded in the State’s accounting system. Our
analysis also showed that unliquidated obligations reported in 15
of the 18 Financial Status Reports did not agree with the
unliquidated obligations recorded in the accounting system.

According to State officials, the following conditions contributed
to the State’s inability to accurately report the expenditures and
unliquidated obligations of the homeland security grant program:

e The State’s accounting office had no written procedures for
preparing the Financial Status Reports.

e No one person had been assigned the responsibility for
preparation of the Financial Status Report because of
staffing shortages. Therefore, when the reports were due,
any employee who was available prepared the report. The
employee may have had no training, and as a result,
possibly prepared the report incorrectly.

e The State’s accounting system and the Financial Status
Reports used different reporting periods.

e Accounting staff prepared the Financial Status Reports
without resolving and documenting why differences
existed.
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When unliquidated obligations recorded in the accounting system
are incorrect, the potential exists for the State to obligate and
expend funds it does not have. In addition, incorrect Financial
Status Reports resulted in the State providing FEMA with
inaccurate financial information about the activities (expenditures
and unliquidated obligations) of the grant programs.

Recommendation

We recommend that the Administrator, Federal Emergency
Management Agency, require the Director, California Office of
Homeland Security to:

Recommendation #9: Develop written procedures for
preparing Financial Status Reports, train employees to use
these procedures, and assure the reports are reviewed and
reconciled to the accounting system prior to submission.

Management Comments and Auditor’s Analysis

At the exit conference, the FEMA Grant Programs Directorate
officials concurred with this finding and recommendation 9
concerning inaccurate Financial Status Reports. However, in its
written comments, FEMA did not address this finding.

In written comments, the California Office of Homeland Security
officials concurred with the finding and recommendation.
California officials stated that they were in the process of
implementing a series of corrective actions to ensure uniformity
and consistency in the preparation of financial status reports.
Among these actions are improved policies and procedures for
report preparation and additional training for the staff that prepare
the reports.

If properly implemented, the actions California has agreed to take
would resolve the finding. However, the recommendation will
remain open until the action is fully implemented. Within 90 days
the Administrator, Federal Emergency Management Agency, needs
to outline corrective actions and a plan to implement the actions in
response to the recommendations.
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Reimbursements Did Not Require Documentation

The State Administrative Agency did not review supporting
documentation for grant expenditures before reimbursing
subgrantees. The State’s internal control procedures did not
require subgrantees to submit supporting documentation along
with the reimbursement requests. As a result, the State had no
assurance that subgrantee requests for grant funds were valid,
eligible, and appropriately supported.

Code of Federal Regulations Title 28 § 66.20, Standards for
financial management systems, and the Department of Homeland
Security Financial Guide, require that grantees maintain an
accounting system together with adequate internal controls to
assure grant expenditures are allowable, allocable, authorized, and
consistent with federal, State, and grant requirements.

Our reviews of several grant files disclosed that documents such as
purchase orders, receipts, or delivery notices, were not present to
support millions of dollars in grant expenditures. State officials
explained that, in an effort to improve operational efficiency of
grant management, subgrantees were not required to provide
supporting documentation together with their reimbursement
requests. State officials stated the Agency was not staffed to
collect, review, manage, or store the thousands of pages of
supporting documentation that subgrantees generated in the course
of expending grant funds. Instead, State officials relied on
subgrantees’ self-certifications and the Monitoring Unit’s periodic
visits for assurance that grant funds were properly expended. The
State Administrative Agency justified this procedure on the basis
that:

e The documents were already present and maintained at the
subgrantee locations,

e Subgrantees certified that grant expenditures satisfied
federal, State, and grant requirements when requests for
reimbursement were submitted, and

e The Monitoring Unit verified that appropriate supporting
documentation was retained at the subgrantees location as
part of the State’s oversight and grant close-out process.

However, because the Monitoring Unit only infrequently visited
subgrantee locations, the State Administrative Agency’s oversight
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was not sufficient to assure grant funds were spent properly. Just
over 50% of the subgrantees had been visited as of December
2007. In addition, the monitoring unit had not examined grant
expenditures for FY 2005 or FY 2006 for any of the subgrantees.

Our review of the largest subgrantee among State agencies
disclosed that this agency did not certify grant expenditures or
apply for reimbursements as did other subgrantees. The officials
said reimbursement requests were not required from this
subgrantee because this subgrantee provided accounting services
and was the fiscal agent for the State Administrative Agency.
Therefore, its reimbursements did not receive oversight by the
State Administrative Agency.

The State Administrative Agency’s weak internal controls over
grant expenditures did not provide assurance that expenditures
reimbursed to subgrantees were eligible, allowable, and
supportable in accordance with federal requirements. We believe
controls such as self-certifications of grant expenditures by
subgrantees without verification and supporting documentation are
too weak to satisfy federal regulations or the DHS Financial Guide.

Recommendation

We recommend that the Administrator, Federal Emergency
Management Agency, require the Director of the California Office
of Homeland Security to:

Recommendation #10: Strengthen internal controls over
subgrantee grant expenditure reimbursements by:

a. Requiring subgrantees to submit the minimum
documentation necessary to support grant expenditures
for specific invoices exceeding $100,000°, and

b. Ensuring that State Administrative Agency officials
review supporting documentation before approving
subgrantee reimbursement requests.

? The threshold of $100,000 was selected by the audit team based on the federal procurement regulations.
Also, using the $100,000 assures that large purchases are reviewed prior to approval and provides a good
and manageable test of subgrantee controls applied to all expenditures.
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Management Comments and Auditor’s Analysis

At the exit conference, the FEMA Grant Programs Directorate

officials agreed with this finding and its recommendation.

However, the FEMA officials did not address this finding in their

written comments.

In written comments, California officials said they concurred with
neither the finding nor recommendation 10. The California
officials said the use of Financial Management Forms Workbook

provides the opportunity for the State to approve local

expenditures and maintain a positive control over subgrantee
activities. The officials also said that State Administrative Agency
staff conduct on-site workshops, meetings, and conferences

throughout the State.

In writing, the State officials acknowledged the need to increase
the frequency of on—site visits to subgrantee locations to ensure

that funds are being expended as intended. In addition, the
California officials said that the program regarding on-site

compliance visits being initiated in September would provide
opportunities for the State Administrative Agency to review
supporting documentation for major projects being performed by
subgrantees. The officials said that the site visits ensure that
subgrantees are properly tracking their major projects and have
maintained adequate levels of documentation for those projects and

costs.

At the time of our audit, the State’s monitoring efforts had only
included about 50 % of the subgrantees that received funds prior to
fiscal year 2005. Although the State claimed during the exit
conference that it completed the remaining 50 % subsequent to our
fieldwork, no support for this statement was provided. The
officials said during the conference that the enhanced on-site visit
program scheduled for initiation in September 2008 will increase
State visibility over subgrantee activities. However, based upon
the State’s prior record in conducting on-site visits in a timely
manner, and the existing backlog of visits for fiscal years 2005 and
beyond, there is no assurance that the enhanced program will

provide the required internal controls.

Accordingly, we believe the State should reconsider implementing
recommendation 10 and institute appropriate internal controls such

as requiring documentation for large expenditures prior to
approving reimbursements to the subgrantees. There are
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alternatives to the massive collections of documentation, including
electronic options that are readily available to avoid the significant
costs associated with paper documents. We also believe
concentrating on the larger disbursements can improve the State’s
confidence that most of its grant funds are spent properly and that
subgrantee procedures are working.

The recommendation will remain open until actions are fully
implemented. Within 90 days the Administrator, Federal
Emergency Management Agency, needs to outline corrective
actions and a plan to implement the actions in response to the
recommendations.

Direct and Indirect Cost Claimed By State Not Properly
Documented

Direct and indirect costs charged to the Homeland Security grants
were not properly documented. This occurred because the State
Administrative Agency (1) did not require employees to prepare
timesheets showing time spent on each of multiple grants, and

(2) did not adopt a cost allocation plan to assign indirect costs to
each grant. As a result, the accuracy of the management and
administrative costs charged to the grants could not be verified.

According to Code of Federal Regulations Title 2 § 225, Cost
Principles for State, Local, and Indian Tribal Governments, when
employees work on multiple activities or cost objectives, a
distribution of their salaries or wages will be supported by
personnel activity reports or time sheets. Personnel activity reports
must reflect an after-the-fact distribution of the actual activity,
must account for the total activity for each employee, must be
prepared at least monthly, and must be signed by the employee.

According to Code of Federal Regulation Title 2 § 225,
Appendix E, State and Local Indirect Cost Rate Proposals, all
state departments or agencies that claim indirect costs under
federal awards must prepare an indirect cost rate proposal and
related documentation to support those costs. Indirect costs are
those costs incurred which benefit more than one cost objective
and are not readily identified with a particular final cost objective.
After direct costs have been determined and assigned, indirect
costs are those remaining to be allocated.
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The State Administrative Agency managed multiple grants for
DHS, including the Homeland Security Grants we reviewed. The
State employed about 40 staff to administer these grants, but did
not require the individual staff to prepare timesheets capturing the
time spent on each grant. In addition, the agency did not prepare a
cost allocation plan specifying how the Office of Homeland
Security’s indirect costs were allocated to the grants.

A State Administrative Agency official stated that employees’

allocated direct time to the various grants based on knowledge of
the activities they performed. Indirect costs were allocated based
on judgment and the applicability of indirect costs to open grants.

The State Administrative Agency did not have documentation to
support direct and indirect costs charged to the Homeland Security
grants. Because employees did not document their time based on
the activities performed while working on multiple grants, and
because indirect costs were not allocated in accordance with an
indirect cost allocation plan, the costs charged to the grants may
not have been appropriate.

Recommendations

We recommend that the Administrator, Federal Emergency
Management Agency, require the Director, California Office of
Homeland Security to:

Recommendation #11: Develop and use a cost allocation plan
to assign Office of Homeland Security indirect costs to
appropriate State Homeland Security Program grants.

Recommendation #12: Develop and implement written
procedures for personnel activity reports for employees
working on federal grants, and

Recommendation #13: Determine whether direct and indirect
costs charged to the FYs 2004 through FY 2006 State
Homeland Security Program grants were reasonable and
disallow any claimed costs determined to be unreasonable.

Management Comments and Auditor’s Analysis

At the exit conference, the FEMA Grant Programs Directorate
officials agreed with this finding and its recommendations.
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However, the FEMA officials did not address this finding in their
written comments.

In written comments, California officials concurred with the
finding and recommendations. California will prepare a plan to
allocate homeland security indirect costs to appropriate grants.
The State will also develop and implement written procedures for
personal activity reports.

If properly implemented, the actions California has agreed to take
will resolve the problems identified during the audit. However, the
State will still have to provide documented evidence that the direct
personnel costs and the indirect costs claimed during FY's 2004
through 2006 were reasonable and allowable.

The recommendations will remain open until the actions are fully
implemented and documented. Within 90 days the Administrator,
Federal Emergency Management Agency, needs to outline
corrective actions and a plan to implement the actions in response
to the recommendations.

Questionable Equipment Purchased by Subgrantees

Our visits to 30 subgrantee organizations identified two instances
where equipment purchased with FY 2005 Homeland Security
grant funds were not eligible or were not being utilized as
intended. One subgrantee purchased audio recorders and witness
interview room equipment that did not enhance preparedness for
terrorists’ attacks or natural disasters. Another subgrantee
purchased an emergency generator, but significantly under
estimated the installation costs by $135,000. The County has not
provided funds for the installation costs, and the generator has
remained unused for nearly 2 years. Accordingly, we consider the
$589,350 for the audio recorders and witness interview room
equipment, and the $96,605 for the generator to be questioned
costs.

Equipme