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_ Exhibit D

The following access control weaknesses were identified:
. 1. Password configurations for the application and database were not in
TS A-I’E—OG- compliance with the%_ Password Policy SO.P_. | o
016 2. Users are not locked out of the i B opplication after three invalid X
logon attempts. A r
3. Audit logging has not been enabled within the [l 2pplication or
database. - . )
a Ty aceounts are not immediately disabled upon an emiployee's termination, ; ;
TSAO'E'OG' and no policies and procedures exist for the periodic review of TSA " Tgf;\'llg B
personnel with access to . . ’ ' ' _
Nl accounts are not immediately disabled upon an employee's termination.
TSA-IT-06-| Additionally, formalized policies and procedures for the periodic review of TSA-IT-
018 the - accounts do not exist. Lastly, - access request forms are not 07-11
consistently completed. :
_ , accounts are not immediately disabled upon an employee's
TSA(;g-%' termination. Additionally, policies and procedures do not exist requiring the Tgﬁ E)I,;r )
periodic review of TSA personnel with access to [ NN
The TSA Form 1402, IT off-boarding form for Non-Screeners and
, Contractors, is not consistently completed for terminated personnel. o .
{TSA00% | Specifically, we identified that the form was unavailable for thirty-cight (38) Tg%l(’)l‘ 3
of sixty (60) terminated employees selected for testing. Additionally, eight
(8) out of the twenty-two (22) forms received were incomplete.
Security awareness training and Compufer Access Agreements are not
TSA-IT-06- | consistently completed. Additionally, TSA has not documented sanctioning  TSA-IT- |
021 procedures to be enforced when users of TSA information systems are in 07-15
vidlation of the computer access agréements and security policies. :
TSA has not documented. policies and procedures surrounding the change TSA-IT-
TSA-IT-06-| control process for formalized a tracking process of its own-change 07-21 and
022 requests submitted to of fefained documentation associated with TSA-IT-
the requests (i.e., initial approvals, testing and final approvals). 07-25
Guidance for performing suitability screening for all contractors is
considered interim and not final; therefore, Coast Guatd will wait until the
policy is finalized before moving forward -on conducting background
TSA-IT-06-| investigations on contractors. Additionally, JJJJl does not perform TSA-IT-
023 background investigations or verify that outside bac| d investigations 07-05
have been performed for conlractors working at Lastly, risk levels
for contractor personnel with access to DHS information systems have not
been assigned. v
Excessive access has been granted within [l Soecifically, of the 27
TSA-IT-06-| individuals that have been granted Authorized Certifying Officer privileges X
024 to approve invoices of any dollar value, four were not justified in having such
privileged access.
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‘Exhibit E
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Mr. Frank Deffer -

‘Assistant Inspector General, Informahon Technology Audits
Office of Inspector General

Depattment of Homeland Security

Washington, DC 20528

Dear Mr. Deffer:

. Thank you for the opportumty to teview and comment on the draft report titled, “Information
Technology Managenient Letter for the FY 2007 TSA Fi inancial Statement Audit.” We have reviewed -
the report and its: rccommendahons, and we concur L

The repo:t has identified a sene’s of information techno]ogy related internal contro] weaknesses,
Many of these weakneases stem from TSA’s use of financial appiications hosted by the United:States
Coast Guard (USCG). While responsibility for many of the correetive actions ultimately falls upon
USCG, my staff works closely with their USCG counterparts to roonitor overall conrective actxon

progress.

Through discussions wuh OIG staff; my staff has previously u)lced coricern about our ablllty to
take aggressive corrective action on material weaknesses which are within the purview of another
DHS component organization. During Fiscal Year (FY) 2008, w= would appreciate the opportunity
to further discuss thiis matter 50 that the recommendationis of your: FY 2008 report can have maximum
impact.

- Onbehalf of Administrator Hawley, please accept: my thanks for the efforts of your audit teani.
_Your report clearly identifies the financisl systemis challenges that TSA and USCG face and helps us
16 prioritize corrective actions as we strive toward our goal of an unquallﬂed audit oplmou.

Sincerely,

Assnstant Admmlstmwr and Clnef Finamcial Officer
Office of Finance and Administration
: ~Chief Information Officer (Acting)

¢c: RDMLKoithTaylor
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Additional Information and Copies

To obtain additional copies of this report, call the Office of Inspector General
(OIG) at (202) 254-4199, fax your request to (202) 254-4305, or visit the OIG web
site at www.dhs.gov/oig.

OIG Hotline

To report alleged fraud, waste, abuse or mismanagement, or any other kind of
criminal or noncriminal misconduct relative to department programs or
operations:

Call our Hotline at 1-800-323-8603;

Fax the complaint directly to us at (202) 254-4292;

Email us at DHSOIGHOTLINE@dhs.gov; or

Write to us at:
DHS Office of Inspector General/MAIL STOP 2600, Attention:
Office of Investigations - Hotline, 245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






