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Preface 

The Department of Homeland Security, Office of Inspector General, was established by the 
Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General Act of 
1978. This is one of a series of audit, inspection, and special reports prepared as part of our 
oversight responsibilities to promote economy, efficiency, and effectiveness within the department. 

This report addresses the strengths and weaknesses of the Transportation Security Administration’s 
controls over Security Identification Display Area badges, Transportation Security Officer uniforms, 
and identification cards. It is based on interviews with employees and officials of the Transportation 
Security Administration, direct observations, and a review of applicable documents.  

The recommendations herein have been developed to the best knowledge available to our office, and 
have been discussed in draft with those responsible for implementation.  It is our hope that this 
report will result in more effective, efficient, and economical operations.  We express our 
appreciation to all of those who contributed to the preparation of this report. 

Richard L. Skinner 

Inspector General
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OIG 

Department of Homeland Security 
Office of Inspector General 

Executive Summary 

In early 2007, the media widely reported that thousands of Transportation 
Security Administration uniforms and badges were missing from various 
airport locations throughout the United States.  Security experts and some 
Members of the Congress expressed concern that these missing items could 
allow unauthorized persons access to secured areas of an airport.  Our audit 
objective was to determine whether the Transportation Security 
Administration has policies, procedures, and internal controls to manage and 
safeguard airport security identification display area badges, uniforms, and 
identification cards provided to its employees.   

Transportation Security Administration does not have adequate controls in 
place to manage and account for airport security identification display area 
badges, uniforms, and identification cards provided to its employees.  
Unauthorized individuals’ access to those items increases an airport’s level of 
risk to a wide variety of terrorist and criminal acts.  Specifically, the 
Transportation Security Administration did not: 

•	 Ensure that airport badge offices were notified when employees 
separated from the agency, and that airport security identification 
display area badges were retrieved and returned to the badge offices.  

•	 Record and track issuance of uniforms, collect uniforms upon an 
employee’s separation, and safeguard and account for reserve stock. 

•	 Maintain accurate records on identification cards or ensure that 
identification cards were returned and destroyed upon an employee’s 
separation from the agency.  

We are making three recommendations that the Assistant Secretary, 
Transportation Security Administration, strengthen management controls over 
airport security identification display area badges, uniforms, and identification 
cards. The agency concurred with our recommendations and their response 
provided details on how they made or plan to make improvements in securing 
these controlled items provided to its employees. 
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Background 

In early 2007, it was widely reported in the media that thousands of 
Transportation Security Administration (TSA) uniforms and badges were 
missing from various airport locations throughout the United States.  The CBS 
news affiliate in Los Angeles, California, for example, reported that more than 
3,600 identification badges and uniform articles had been reported lost or 
stolen from TSA employees, from its inception to May 2006.  TSA officials 
said that missing uniforms and badges alone do not represent a significant 
threat because airports also require TSA employees to have airport security 
identification display area (SIDA) badges that can be deactivated when 
reported missing.  However, security experts and some Members of the 
Congress expressed concern that these missing items could allow an 
unauthorized person access to secured areas of an airport. 

TSA is responsible for screening all air travelers to ensure that certain items 
and persons prohibited from flying do not board commercial airlines.  TSA 
accomplishes this mission through its workforce of approximately 
43,000 Transportation Security Officers (TSOs) stationed at over 450 airports 
across the country. TSOs conduct their screening operations in both secured 
and sterile areas of an airport. Secured areas of an airport are not to be 
accessed by passengers and typically are located near terminal buildings, 
parked aircraft and airport facilities, and baggage loading areas where TSOs 
screen checked baggage. Airport operators issue TSOs and other airport 
employees SIDA badges to work in such secured areas.  Sterile areas of an 
airport are located in the terminal where passengers wait to board aircraft after 
passing through security screening.  TSOs control access to these areas at 
checkpoints where they physically screen passengers and their carry-on 
baggage for weapons and explosives. 

TSOs are required to wear a standard uniform as a readily identifiable symbol 
of TSA’s security mission, intended to instill trust and confidence in the 
traveling public. A TSA employee is also issued a TSA identification (ID) 
card, which is used to identify TSOs as TSA employees, and may be used to 
access sterile areas of some airports.  TSOs are responsible for returning all 
government-issued property, uniforms, badges, and credentials upon 
separation from TSA. 
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Results of Audit 

TSA Needs to Improve Accountability over SIDA Badges, TSO 
Uniforms, and TSA ID Cards 

TSA does not ensure that airport SIDA badge offices were notified when TSA 
employees separated from the agency, and that SIDA badges were retrieved 
and returned to the badge offices. TSA does not adequately record and track 
issuance of TSO uniforms, collect uniforms upon TSO separations, and 
safeguard and account for reserve stock.  Further, TSA does not maintain 
accurate records on TSA identification cards or ensure that the cards are 
returned and destroyed upon a TSO’s separation from TSA. 

SIDA Badges 

The Code of Federal Regulations, Title 49, Part 1542 requires airport 
operators to submit an airport security program to TSA for approval.  Included 
in the airport security programs are security badge control procedures that 
provide specific timeframes for tenants, including TSA, to promptly notify 
badge offices when employees separate and to return their SIDA badges to the 
badge office. 

We reviewed files at five Category X airports
from TSA between October 1, 2006 through June 30, 2007, to determine 

1 for TSOs who separated 

whether TSA notified the badge offices of the separations in a timely manner 
so that the airports could promptly deactivate the badges.  We also evaluated 
whether the badges were retrieved and returned to the badge offices in a 
timely manner.  Of the  sampled TSOs, were issued airport SIDA 
badges. 

Airport Badge Offices Are Not Receiving Adequate Notification for SIDA 
Badge Deactivation 

TSA does not notify, or is late in notifying, airport SIDA badge offices when 
TSA employees separate from the agency.  As shown in Table 1, TSA did not 
notify at all, or did not notify the badge offices timely2, for of the TSOs 

 who had separated from TSA.  

1 TSA classifies commercial airports in the United States in five categories (X, I, II, III, and IV) based on various factors, 
such as the total number of takeoffs and landings annually, and other security risk considerations.  In general, Category 
X airports have the highest number of passenger boardings, while Category IV have the lowest. 

2 For the five airports we reviewed, the airport security programs generally require immediate notification. 
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TABLE 1. TSA SIDA Badge Office Notification for  Separated TSOs 

TSA Notification Results 

Range of Time for Untimely Notification 
to Badge Offices (63) 

2-7 days 

8-30 days 

31-60 days 

61-129 days 

Notification No. of TSOs 
Timely 

Untimely 63 
No Notification 10 

Total 

For the ten instances where TSA did not notify the badge office that TSOs had 
separated: 

•	 Four separated TSOs had active SIDA badges. After we notified 
personnel in the badge offices, they immediately deactivated the SIDA 
badges. These TSOs, who were terminated by TSA, had active SIDA 
badges in their possession for up to 212 days after their separation dates.   

•	 Six TSOs’ badges were automatically deactivated by the badge offices’ 
security system at their expiration dates.  However, five of the six TSOs 
had active badges in their possession from 97 to 827 days after the 
employee no longer had an operational need for the badge. 

TSA did not notify the badge offices timely to deactivate the SIDA badges for 
63 separated TSOs.  of the 63 TSOs retained possession of their 
SIDA badges, which remained active for an average of days. One 
separated TSO had an active SIDA badge in his possession for 129 days after 
separation. For the remaining  separated TSOs, TSA collected the SIDA 
badges from the TSOs, but did not notify the badge offices timely that the 
TSO had separated. 

We also asked the five airport badge offices to identify the number of SIDA 
badges that were issued to TSOs and were automatically deactivated upon 
expiration during the period March 2003 to September 2007. The badge 
offices identified 279 SIDA badges. For these 279 SIDA badges, TSA had 
not notified the badge offices that the TSOs had separated or no longer had 
operational need for the badges. The SIDA badges could have remained 
active for up to 3 years. 

TSA Return of SIDA Badges to Airport Badge Offices 

TSA did not return or was not timely in returning SIDA badges to badge 
offices when TSOs separated from the agency.  Four airport security programs 
required badges to be returned within 3 days of an employee separating, while 
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the fifth airport security program allowed 10 days to return badges.  As 
displayed in Table 2, TSA returned badges timely, returned 53 badges 
untimely, and did not return 14 badges to the badge offices.  Additionally, 
13 of the 14 badges not returned were issued to TSOs who had been 
terminated by the agency.   

TABLE 2.  SIDA Badge Returns For  Separated TSOs 

TSA SIDA Badge  
Return Results 

Badge Returns No. of TSOs 
Timely 

Untimely 53 
Not Returned 14 

Total 

Range of Time for Untimely Return to 
Badge Offices (53) 

2-7 days 

8-30 days 

31-60 days 

61-129 days 

For the 53 instances where SIDA badges were untimely returned to the badge 
offices, TSA collected 22 badges, yet did not return them to the badge offices 
in a timely manner.  The remaining 31 separated employees retained 
possession of their badges. 

We also asked the five airport badge offices to identify the number of SIDA 
badges that were issued to TSOs and were deactivated, but not returned to the 
badge offices. The badge offices identified 1,188 missing badges for the 
period August 2002 to September 2007.  Although these badges had been 
deactivated, the badges were not in the possession of the badge offices and 
may not have been in the possession of TSA. 

Uniforms and Insignia 

TSA Management Directive 1100.73-2, TSO Dress and Appearance 
Responsibilities, requires TSOs to return for disposal all uniform articles 
purchased and issued by TSA that contain TSA patches, badges, and other 
insignia: 

• When they leave TSA employment,  
• Are reassigned to a non-TSO position, or  
• When the uniform articles are no longer suitable for continued use.   

According to TSA Management Directive 1100.30-10, Employee Exit 
Clearance Procedures, when TSA property (e.g., uniforms or badges) in the 
possession of a TSO is not returned immediately upon separation, local 
management should attempt to contact the employee via certified mail and 
request that the TSO return the TSA property.  If the TSO does not respond 
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within a 30-day period, management may arrange to have a TSA law 
enforcement officer pick up the TSA property. 

Additionally, TSA revised Management Directive 200.57, Personal Property 
Management, effective July 27, 2007, requires an airport’s property custodian 
or uniform coordinator to maintain local accountable property records and 
handle and secure serviceable uniforms with patches, or the patches 
themselves, until disposal.  However, the directive still does not provide 
airports specific guidance on how to manage and control uniform articles. 

TSA does not have adequate controls in place for recording and tracking 
issuance of TSO uniforms, collecting uniforms upon TSO separation, and 
safeguarding and accounting for reserve stock.  We reviewed airport files at 
five Category X airports for  separated TSOs to determine whether the 
TSOs returned the proper number of uniform articles bearing TSA patches, 
badges, and other insignia (referred to as “required articles”) when they left 
TSA employment. 

Uniform Issuance Controls Need Additional Improvements 

Although all five airports reviewed had improved issuance controls over TSO 
uniforms since 2004 when new uniforms were last distributed, more 
improvements are still needed.  For example, one airport did not maintain 
records to document when new uniform articles were issued or when reserve 
stock uniform articles were reissued to TSOs to replace damaged uniform 
articles. Therefore, the airport was unable to determine the actual number of 
uniform articles issued to a TSO and subject to collection upon the TSO’s 
separation. In August 2006, this airport began recording initial uniform 
issuance data, yet the airport did not record subsequent uniform orders placed 
by TSOs. 

Airports Visited Do Not Have Adequate Controls for Collecting Uniforms 
upon the TSOs’ Separation 

As shown in Table 3, 82 TSOs had uniform articles that were unaccounted for 
upon the TSOs’ separation. Specifically, our review disclosed that 50% of the 
841 uniform articles issued to those 82 TSOs were not returned.   
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Additional Information and Copies 

To obtain additional copies of this report, call the Office of Inspector General 
(OIG) at (202) 254-4199, fax your request to (202) 254-4305, or visit the OIG web 
site at www.dhs.gov/oig. 

OIG Hotline 

To report alleged fraud, waste, abuse or mismanagement, or any other kind of 
criminal or noncriminal misconduct relative to department programs or 
operations: 

• Call our Hotline at 1-800-323-8603; 
• Fax the complaint directly to us at (202) 254-4292;  
• Email us at DHSOIGHOTLINE@dhs.gov; or 
•	 Write to us at: 


DHS Office of Inspector General/MAIL STOP 2600,  

Attention: Office of Investigations - Hotline,  

245 Murray Drive, SW, Building 410, 

Washington, DC 20528, 


The OIG seeks to protect the identity of each writer and caller.  




