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Introduction

• Compliance with privacy requirements is a strategic 
imperative for both Homeland Security and 
commercial business
• Business increasingly relies on data for reliable and 

optimized performance (business optimization)

• It’s critical to bridge the gap between business 
optimization and privacy – just as it is in the government 
context

• Commercial research & innovation are applicable to 
DHS use cases
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Use case 1: Medical Research

• A hospital collects a lot of information on patients

• A medical research institute needs data for research

Can the hospital provide the data ?

• No way !!!
– The patient privacy will be 

harmed

– Damage the patient’s trust

– Breaking laws 

• Of course !!!
– Helps in future care

– Helps society 
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Use case 2: Test Data

• A bank wants to develop new software 

• The development is done by external vendor

• The software vendor asks for testing data

Give them ?

• No way !!!
– Sensitive and secret 

business data

– Damage to customers trust

• Of course !!!
– The software must be 

tested before production 

– Bug can cause losses and 
damage to customers 
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Use case 3: Statistical analysis 

• A company  wants a statistical analysis to build marketing strategy

• The analysis done by external company 

• There is a need for real relevant data

What to do ?

• No way !!!
– Sensitive and secret 

business data

– Damage to customers trust

– Breaking laws 

• Of course !!!
– Without real data there is 

no use in the analysis 
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Of course, DHS use cases also exist, but there are 
equivalent commerical use cases…

• Airline security application scenario

– Are there suspected criminals among passengers?

• Medical research scenario

– Validate hypothesis between adverse reaction to a drug and a specific 
DNA sequence.
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Requirements

Information at rest
Information in motion
Information exchange

& Information “graveyard”

For any purpose, but especially DATA MINING, information must
be:
– Made “privacy” preserving when needed
– Not destroy use case
– Both during the “use” but also “after” the fact

NEXT - Example technologies and system design issues
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DATABASE

Application Data
Retrieval

Enforcement
JDBC/ODBC Driver

Patient Records

Patient Preferences
& Data Collection
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Patient Preferences
& Policy Matching

Installed Policy

Policy 
Creation

Installation
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Parser

-40Daniel4
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111-111125Adam1
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• Provides cell-level disclosure control.

• Application modification not required.

• Database agnostic; does not require 
changes to the database engine.

• Active Enforcement system 
intercepts and rewrites incoming 
queries to comply with policies, 
subject choices, and context.

• Rewritten queries benefit from all of 
the optimizations and performance 
enhancements provided by the 
underlying engine (e.g. parallelism).  

VLDB 02, WWW 03, VLDB 04

Example, Active Enforcement
• Privacy Policy: Organizations define 
a set of policies describing who may 
access data (users or roles), for what 
purposes the data may be accessed 
(purposes) and to whom the data may 
be disclosed (recipients).

• Consent:  Data subjects are given 
control, through opt-in and opt-out
choices, over who may see their data 
and under what circumstances

• Disclosure Control:  Database 
enforces privacy policies and data 
subject consent choices with respect to 
all data access.
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Privacy-Preserving Numeric Data Mining
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• Preserves privacy at the individual level, but allows 
accurate data mining models to be constructed at the 
aggregate level.

• Adds random noise to individual values to protect data 
subject privacy.

• EM algorithm estimates original distribution of values 
given randomized values + randomization function.

• Algorithms for building classification models and 
discovering association rules on top of privacy-
preserved data with only small loss of accuracy.

Sigmod00, KDD02, Sigmod05
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SIGMOD ‘03
DIVO ‘04

Sovereign Information Integration
• Separate databases due to 

statutory, competitive, or 
security reasons.

• Selective, minimal 
sharing on a need-to-
know basis.

• Algorithms for computing 
joins and join counts while 
revealing minimal 
additional information.

Minimal Necessary Sharing
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• S must not 

know that R
has c & d

• R must not 
know that S
has a & b,
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Intersection and 
Join Size:

• S & R do not 
learn anything 
except that 
the result is 2.
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Data resolver Data owner

Cd5dced41028cb …
00c9782a552a2 …
7f2b6e48ea7d0 …
…

Record #A-701

0d06b31faa7c…
B5e341a4b0c…
00c9782a552…
…

Record #B-9103

…and for identity resolution, other techniques 
can be used
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Mark Randy Smith
DOB: 06/07/74
123 Main Street
713 731 5577

Record #A-701

M. Randal Smith
DOB: 06/07/74
713 731 5577

Record #B-9103

Record #A-701
matches

Record #B-9103

Maximizing Discovery - Minimizing Disclosure!
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Summary

• Commercial interests are driving IT vendors to build 
stronger privacy mechanisms around data while 
enabling legitimate commercial uses

• These techniques have wide applicability in DHS 
environments
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