Quarter 1 – Fiscal Year 2022

Research in Focus
The National Threat Evaluation and Reporting (NTER) Program’s mission is to strengthen
information sharing and enhance Homeland Security partners’ ability to identify and prevent
targeted violence and mass attacks, regardless of ideology.a NTER’s quarterly bulletin is
designed to help inform Department of Homeland Security (DHS) customers of research
developments and resources to examine Homeland threats through a threat assessment and
management perspective.

Hot Topics
Combating Violent Extremism Among Minors
The Joint Counterterrorism Assessment Team (JCAT)—comprised of the National
Counterterrorism Center, DHS, and the Federal Bureau of Investigation (FBI)—
released a First Responders Toolbox in September to help increase awareness for law enforcement and
public safety personnel about the potential mobilization of minors to violence. Some minors may be
particularly vulnerable to violent extremism activity that appeals to their developmental and
psychological needs, such as the desire for a sense of belonging and identity, attention seeking through
a sense of rebellion, and increased online social interaction. b An increase in risk factors and decrease in
protective factors could more easily influence minors to engage in risky behaviors and activity.
Therefore, establishing prevention plans and programs tailored to these vulnerabilities is a step toward
countering acts of violence. To support violence prevention efforts, the JCAT has identified some
considerations for first responders and bystanders when working to combat violent extremism among
minors. For a complete list of these considerations and for more information on products and resources,
please visit www.dni.gov/index.php/nctc-home.

Active Shooter or Disrupted Actor
There are many studies that analyze acts of targeted violence, but few that focus on disrupted attacks
and how that planned attack was interrupted. The FBI Behavioral Analysis Unit (BAU) compared 63
active shooters and 63 disrupted actors incidents between 2012 and 2016, resulting in a list of factors to
consider during a threat assessment and management process.c The study suggested that disrupted actors
are more likely to be connected to others online compared to active shooters. Bystanders in an online
environment are also more likely to report observed concerning behaviors to non-law enforcement,
suggesting the virtual environment is a critical place to identify warning signs and concerning behaviors
of potential targeted violence actors. You can read about the summary of factors in the FBI BAU’s two
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quick reference guides: (In)action: Variation in Bystander Responses Between Active Shooters and
Disrupted Actors and Possible Attackers (located in Appendix A) and Possibly Attackers? A
Comparison of Active Shooters and Disrupted Actors (located in Appendix B).

Workplace Violence Prevention and Response
According to a 2019 survey conducted for the Society of Human Resource Management (SHRM), only
45 percent of American workers were aware of workplace violence prevention programs at their
companies. This issue is especially problematic in hospital environments, where incidences of violence
are five times more likely to occur compared to other industries (note: these are not necessarily incidents
of terrorism or targeted violence). To close this gap and set a standard in workplace violence prevention
among all Joint Commission-accredited hospitals, the new and revised publication of the Requirement,
Rationale, Reference (R3) report will be available on 1 January 2022. The report will provide in-depth
rationale and references for best practices in ongoing staff education and training, the management of
safety and security risks, methods in monitoring the threat environment, and creating a culture of safety
practices. For non-healthcare specific references, other agencies such as the Centers for Disease Control
and Prevention (CDC) and Department of Labor (DOL) provide a general framework for violence
prevention in the workplace.

School Environmental Indicators as Risk Factors
The Report on Indicators of School Crime and Safety, a joint effort by the National Center for Education
Statistics and the Bureau of Justice Statistics, highlights key findings on 22 school crime and safety
indicators. While some indicators overlap with risk factors and warning behaviors in threat assessment,
such as bullying and carrying a weapon, other indicators portray some unfavorable school conditions,
such as gangs, hate-related speech, availability of illegal drugs, and student perceptions of safety. These
school environmental indicators may need further examination to determine their impact on an
individual’s propensity to commit violence. To assess your school threat environment, the Readiness
and Emergency Management for Schools (REMS) Technical Assistance (TA) Center website offers a
suite of assessment tools, including Behavioral Threat Assessment, to keep schools well informed of
their capacity and need in maintaining a safe school environment.

Resources
Below are additional resources to assist in violence prevention and increase awareness
and understanding of current trends in threat assessment and targeted violence.




Insider Threat Mitigation | CISA
The Cybersecurity and Infrastructure Security Agency (CISA) works with businesses,
communities, and government partners at all levels to provide training and other tools and
resources related to critical infrastructure security. Some valuable resources to reference are
the Insider Threat Mitigation Guide, fact sheets, and videos on understanding the insider threat
and the pathway to violence.
Occupational Safety and Health Administration (OSHA) | DOL
Congress created OSHA, part of the US Department of Labor, to ensure safe and healthful
working conditions for workers by setting and enforcing standards and by providing training,
outreach, education, and assistance. More specifically, OSHA’s workplace violence website
provides information on the extent of violence in the workplace, assessing the hazards in





different settings and developing workplace violence prevention plans for individual
worksites.
State and Local Anti-Terrorism Training (SLATT) Program
The SLATT is a Bureau of Justice Assistance (BJA) program, a component within the US
Department of Justice’s Office of Justice Programs. It provides no-cost training and resources
to state, local, tribal, and territorial law enforcement officers and members of the intelligence
community involved in counterterrorism and response.
REMS Technical Assistance Center
The US Department of Education’s Office of Safe and Supportive Schools has developed the
Readiness and Emergency Management for Schools (REMS) Technical Assistance (TA)
Center to help education agencies and their community partners manage safety, security, and
emergency management programs by building the preparedness capacity at the local, state,
and federal levels. REMS TA offers technical assistance, community of practice collaboration
space, and at-a-glance guidance, helping schools with emergencies ranging from active
shooter situations to hurricanes.

Threat Assessment Spotlight
Workplace Violence Prevention Program at the
United States Citizenship and Immigration
Services (USCIS)
DHS USCIS published its Workplace Violence
Prevention Program Management Directive in
August 2020. The Management Directive established USCIS’ policy for promoting the safety, security,
and productivity of USCIS personnel by addressing behaviors of concern, domestic violence, sexual
assault, and stalking affecting the workplace. The USCIS’ Office of Human Capital and Training,
Workplace Violence Prevention Program (WVPP) is responsible for conducting this important mission.
Prevention is key, and USCIS requires employees and contractors who have a reasonable concern for
their personal safety, or the safety of another, to report behavior(s) of concern to the WVPP without
delay. To support an effective and timely response to reported behaviors of concern, the WVPP leads
six multi-disciplinary Situational Advisory Teams (SATs) geographically distributed across the country
and comprised of members from labor and employee relations, field security, and legal counsel. The
WVPP’s major initiatives for fiscal year 2022 are implementing mandatory supervisor and workforce
training to ensure all employees and supervisors are educated on the program mission, agency policy,
reporting requirements, and increasing staff to support the program’s growing operational needs. Key
workforce awareness and education initiatives this coming year are domestic violent extremism, genderbased violence, and suicide risk. For further information, please contact: WVPP@uscis.dhs.gov.

Program Updates



The NTER Program recently launched its forward-facing website. Please visit
https://www.dhs.gov/national-threat-evaluation-and-reporting-program for the latest
NTER information.
The DHS Violence Prevention Resource Guide, published in August 2021, highlights
available DHS resources and funding opportunities in the violence prevention space.




NTER’s Master Trainer Program (MTP) is now accepting applications for future cohorts.
For more information and to apply, please e-mail NTER.MTP@hq.dhs.gov.
NTER continues to provide ad-hoc training and technical assistance on Nationwide
Suspicious Activity Reporting (SAR) Initiative (NSI) programs to Federal, State, Local,
Tribal, Territorial and Private Sector partners. You can find more information about
technical assistance and training resources here.

Who to Contact
To learn more about the NSI, Behavioral Threat Assessment and Management, or
the NTER Program, please contact NTER@hq.dhs.gov.

Appendix A

Appendix B

a

Targeted violence is defined as an unlawful act of violence dangerous to human life or potentially destructive of critical
infrastructure or key resources, in which actors or groups intentionally target a discernible population of individuals or venue in a
manner that poses a threat to homeland security based on: an apparent terrorist motive indicated by the population or venue
targeted, or by the particular means of violence employed; the significance of actual or potential impacts to the Nation’s
economic security, public health, or public safety, or to the minimal operations of the economy and government; or the severity
and magnitude of the violence or harm and impact of either upon the capabilities of state and local governments to effectively
respond without Federal assistance.
b
Violent Extremism: Per the Office of the Director of National Intelligence (ODNI), violent extremism is to conduct or threaten
activities that are dangerous to human life in violation of the criminal laws; appearing to be intended to intimidate or coerce a
population; and influence the policy of a government by intimidation or coercion, or affect the conduct of a government by mass
destruction, assassination, or kidnapping, as per the definition of domestic terrorism in 18 U.S. Code 2331 (5). The mere
advocacy of political or social positions, political activism, use of strong rhetoric, or generalized philosophic embrace of violent
tactics may not constitute violent extremism and is constitutionally protected.
c
Disrupted Actors: Per FBI BAU, disrupted actors is defined as individuals who were reported to the FBI’s Behavioral Threat
Assessment Center (BTAC), Behavioral Analysis Unit 1 (BAU-1), between 2012 and 2016 and did not go on to commit a mass
attack as of November 2019.

