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Abstract  
Over a six-month study period, our team of subject matter experts from the medical/healthcare field, 
defense/intelligence community, and corporate industry, worked collectively to explore the current and 
near-term future of the biotechnology sector. This effort included reviews of national and international 
policy, the formative phase of the defense critical infrastructure, medical supply chain vulnerabilities, and 
how advancements in the biotechnology sector will impact the U.S. bioeconomy. Given our collective 
expertise, the group elected to explore the growing area of biomedical convergence (BMC), or the 
synthesis of the fields of medicine and engineering, including its benefits and resulting vulnerabilities to 
U.S. national security. Within this subfield, the team focused on the key role of biomedical data, the 
concept of Human-as-a-Platform, and dual-use BMC technologies.    

 Key Judgments 
• The future of healthcare is expected to change in key areas due to advancements from 

biotechnology. Data sharing, interoperability, equitable access, and empowered users will 
collectively transform the existing health system from reactionary care to care that prioritizes 
preventative health and well-being.  
 

• The evolution of precision medicine will require a robust means of acquiring, anonymizing, and 
storing data securely to provide increased accuracy of diagnosis and treatments while balancing 
the need for patient privacy and the communal benefit for public health.  
 

• Advances in healthcare and genetic engineering are enabling innovations using computers to 
create models from digitized research data, creating a space where data is the critical driver 
for the future of biomedical, among other types of biotechnology.  
 

• Nation state, extremist/terrorist, and criminal threat actors are looking to acquire data and 
information for a variety of reasons including financial gains, political or military power, and 
industry dominance.  
 

• Foreign powers, and in particular China, are prioritizing biotechnology in a bid for global 
preeminence. Along these lines, China’s efforts to monopolize supply chains to dominate the 
market for critical and essential healthcare items places U.S. biotechnological innovations at 
risk. 

Introduction 
Innovations in the biological sciences, technical, engineering and Information Technology (IT) disciplines 
continue to converge into biotechnologies and biomedical processes, services, and products in the 
continually evolving biotech landscape. One aspect of the biotech landscape that is changing is the future 
of healthcare.1 Currently, patients and providers are limited to the data available within their current 
network and electronic health records systems that are stored independently. The evolving biomedical 
landscape will enable changes in data sharing and interoperability, transforming the existing health 
system from treatment-based reactionary care to care that prioritizes prevention and well-being. 2 
Healthcare interoperability will enable patient-centric care models to integrate multiple sources of data 
attributed to a single patient which will result in better patient outcomes. 3  Patient-centric data collected, 
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stored, shared, and maintained will also enable the early identification and development of new 
advancements to biomedical technologies for therapeutics and pharmaceuticals, and the integration of 
synthetic materials, such as implants, with the human body. 4 

Although these advances to biomedical technology offer great potential benefits to the future of 
healthcare, they will likely bring significant inherent vulnerabilities. Vulnerabilities can be exploited for a 
multitude of reasons that vary depending on the capability and intent of the adversary. Some of the 
common vulnerabilities within the healthcare field, such as cyber and insider threats, remain consistent 
throughout the biomedical landscape. 5 Nation state adversaries will also use known sources and methods 
to exploit these common vulnerabilities and pose a risk to U.S. interests. For example, China is prioritizing 
biomedical technologies through strategic initiatives to gain global competitive advantage.6, 7 The U.S. 
must maintain awareness of the vulnerabilities and apply actionable mitigation measures for the U.S. to 
maintain its position of leadership within the biomedical industry.       

Part 1: The Future of Healthcare 
The future of healthcare is expected to change in key areas. Data sharing, interoperability, equitable 
access, and empowered users will collectively transform the existing health system from reactionary 
care to preventative health and well-being. 8 As the healthcare industry continues its transition into the 
digital domain, advances in technology are enabling a shift away from a care centric delivery model, where 
healthcare and treatments are in response to a patient’s condition. Healthcare is moving towards a 
patient-centric model, driven by precision medicine, whereby care providers collaborate with patients, 
using multiple sources of data to diagnose the whole person. 

An example of advancement leveraging biotechnology in health care is precisions medicine. Precision 
medicine, medical care designed to optimize efficiency, is a shift towards preventative care and healthier 
lifestyles. 9 The future of precision medicine will be powered by the incorporation of data not previously 
considered in the healthcare industry (ex. safe housing, transportation, discrimination, education, income, 
access to nutritious foods and physical activity opportunities, clean air and water, language, and literacy 
skills) as these can all have lasting impacts to the initial onset of illness through recovery. For precision 
medicine to be implemented across the U.S., patient-specific data must be accessible across healthcare 
providers, furthering the move towards a patient-centric model.  

The success of this future healthcare paradigm will depend on an effective convergence of diverse 
medical data, technology, electronic health record systems, and knowledge of and about the human 
body. Leveraging the application and analysis of the vast diversity of data present within the healthcare 
space can improve patient-centric application of care through the implementation of precision 
medicine. 10, 11, 12  Important challenges include the need for standardization of data content, clinical 
definitions, and expertise, the need to reconsider how and when analytic methodologies are applied, 
and secure, collaborative networks for the appropriate sharing data. 13 Healthcare is one of the most 
targeted sectors for data breaches, constituting 24.5% of all such U.S. industry attacks. It encompasses 
socioeconomic, lifestyle, medical/clinical and mental health data.  In 2020, 239 million healthcare-
related cyberattacks were attempted. These attacks impacted 560 healthcare organizations and 
breached 102 million healthcare records. The number of attacks constituted a 9,851% increase from 
2019. 14 Ransomware was estimated to cost the healthcare industry an estimated $21 billion, with an 
estimated average payment of $154,108 per successful attack. 15  The data produced, transmitted, and 
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stored in healthcare is uniquely wide-reaching, including personal data, medical history, electronic 
medical records, financial information, intellectual property, and data generated by medical implants. 

Part 2: Data as the Lynchpin for Biomedical Technology 
The evolution of precision medicine will require a robust means of acquiring, anonymizing, and storing 
data securely to provide increased accuracy of diagnosis and treatments while balancing the need for 
patient privacy and the communal benefit for public health.  The U.S. healthcare industry is creating 
vast amounts of data, from the medical supply chain (pharmaceuticals, medical devices and supporting 
rare earth elements, and necessary PPE) to patient-centric data (insurance, medical history, patient 
predictions etc.). 16 In the healthcare, biomedical and social research industries, information collected by 
academia, government, and insurance agencies doubles every twelve to fourteen months. 17  
Healthcare, biomedical, and social research data could be utilized by U.S. healthcare providers to 
provide patient-centered care through central data warehousing and secure distribution, as well as to 
strengthen the potential for precision medicine. 18, 19, 20  

Big healthcare data has considerable potential to improve patient outcomes, predict outbreaks of 
epidemics, gain valuable insights, spur pharmaceutical development, avoid preventable diseases, reduce 
the cost of healthcare delivery, and improve overall quality of life. 21 However, deciding on the allowable 
uses of data while preserving security and patient right to privacy is a difficult task. 22 Ensuring this data 
remains secure yet accessible to healthcare providers will require a re-imagining of data storage and 
security to maintain patient confidentiality, supply-chain dependability, and U.S. healthcare integrity.  

“Data is driving evolution in the biotechnology landscape through the convergence of bio sciences 
and technology focused on enhancement of the human. The future of medicine perceives the 
Human Platform as an Interface, such that it will seamlessly integrate with synthetic technologies 
as treatments or enhancements. The advances in data science will also change the future of 
medicine to focus on precision medicine to ensure a healthier population and the ability to extend 
human life. While the biotechnology landscape is accelerating biological innovation in medicine, it 
will inadvertently create risk. The risk stems from the economic benefits and the power associated 
with first mover advantages, as a direct result of technical innovations. Risk is either deliberate, 
adversarial, or incidental in nature. Risk mitigation will depend on the ability to control ethics and 
establish international standards across the biotechnology industry.” - President/CEO; Advanced 
Technology People (ATP) a, 23   

As an example of where data is applied, precision medicine ensures accurate diagnoses of patients’ 
conditions and prescribed therapies through the analyses of medical and socio-economic patient data. 
The emergence of healthcare informatics analyzes data and uses it to understand how our bodies and 
minds work as well as to predict healthy outcomes and both enhance and extend human life. Research 
shows that the more accurate information a care provider possesses about the patient increases the 
quality of care rendered, ultimately leading to better patient outcomes. 24 The consolidation and 
accessibility of an individual’s health information into a single record will enable care providers to garner 
precise information regarding a patient’s current conditions. This will likely lead to more accurate 
diagnoses, related effective treatments, and better patient outcomes. 25, 26 The information could also 
benefit others, including patients, health plans, and public health providers.  The key stakeholders in 

 
a ATP is a technology company that provides innovative hardware and software technology solutions in industries 
including Healthcare. https://atpinnovate.com/ 
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healthcare access, collect, and use data through various platforms. The identification of the user groups 
and how they use data exposes potential vulnerabilities that need to be protected.  (See Figure 1 27, 28)  

 

Part 3: The Future of Medical Technology 
Advances in healthcare and genetic engineering are enabling innovations using computers to create 
models from digitized research data, creating a space where data is the critical driver for the future of 
biomedical, among other types of biotechnology. 29 Technical advances in medical augmentation and 
implantable technologies continue to evolve. Current examples of augmentation technologies are 
medical implants including cardiac pacemakers, internal defibrillator, drug infusion pumps, and deep 
brain stimulators. The next steps in technology will seamlessly integrate into the body with the use of 
augmentation, software, and hardware. 30 It can be thought of as Human as a Platform Interface 
(HPI). 31 b Augmentation of the hardware interface is how biotechnologies interact directly with the 
human body. These technologies could enhance the body’s physical performance in areas such as 
strength, dexterity, speed, and endurance by integrating synthetic materials with the body. 32  The 
application of healthcare data can be a very powerful tool for the benefit of U.S. health infrastructure. 33  

In addition, remarkable improvements in computational power coupled with advancements in Artificial 
Intelligence (AI) technology could be utilized to revolutionize the drug development process. 34 Further, 
as analysis processes advance in areas such as genetic engineering and machine learning, the 

 
b HPI concept has three interfaces for technology to interact with the platform: a hardware interface, a software 
interface, and a programing interface. The hardware interface represents a physical interface for performance 
enhancements. The software interface represents the platform’s operating system interface for genetic 
enhancements. Finally, the programing Interface represents the platform’s interface for processing information 
that influences thoughts and beliefs. 

Figure 1: Identifies stakeholders that collect and use healthcare information.  
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consideration for the effects of this data must be considered. We will discuss this in terms of HPI in 
reference to how pharmaceuticals and treatments, and thus data, affect individuals, from quantitative 
chemistry adjustment within the body to the impacts of health delivery on human well-being (mental 
health) and thrust towards the healthcare system. Responsible management of data application to HPI 
can lead to the positive advancement of therapeutics and pharmaceuticals, but this can easily be applied 
in the opposite directions. 35 It can be reasonably anticipated to provide knowledge, products or 
technologies that could be directly misapplied by others to pose a threat to public health and safety. 36  

Vulnerabilities for the Future of Biomedical technology 
Nation state, extremist/terrorist, and criminal threat actors are all looking to acquire data and 
information for a variety of reasons including financial gains, political or military power, and industry 
dominance. As the technology behind implanted medical devices progresses, so does their dependence 
on connectivity. This connectivity, which is made possible by emerging software, novel applications, and 
wireless-enabling hardware, is employed in devices ranging from cardiac pacemakers and internal 
defibrillator to drug infusion pumps and deep brain stimulators. Unfortunately, the wireless aspect of 
these devices makes them susceptible to interference strategies such as man-in-the-middle, message 
replay, and impersonation attacks. 37 Particularly, devices where the implant’s function is monitored 
remotely through home-based device connectivity are especially vulnerable to the exploitation of wireless 
hardware, such as routers and wireless networks, using the strategies described above.  

Similarly, the electronic components of implanted medical devices, both those in devices that are 
wirelessly connected and those not connected to a larger network, are potentially susceptible to 
electromagnetic interference, as could take place in the case of a directed electromagnetic pulse. When 
high in intensity, such a pulse could grossly damage implant components and harm a patient dependent 
on implant function. Lower intensity electromagnetic attacks could also be used to alter the function of a 
device. 38  

Attacks on medical devices may impact the operability of the device and patient safety in a variety of 
ways. Concerning medical devices, for examples, such attacks could result in device shutdown, power 
supply depletion, inaccurate readings, or unsafe deliveries of medication/treatment. The result of 
manipulating device operability may range from changes in patient mental state and behavior to 
incapacitation or even death. 39 

A threat actor might also exfiltrate a patient’s data at the time of an attack on a medical device, monitor 
the patient’s data over a period of time, or lockout the device/data administrators in what would likely be 
a ransomware attack (a form of cyber blackmail). 40 An example of cyber blackmail would be foreign 
intelligence agency utilizing stolen private medical information to force important decision makers (ex. 
politician, Chief Executive Officer (CEO), military leader) to pursue or not pursue a certain course of 
action. 41 The threat actor might also target the device’s connection to a wider hospital network. In this 
case, a threat actor may utilize the implantable as a back door to accessing a hospital’s network. 42, 43 
Should the hospital refuse to pay the attacker, hospital system administrators may be locked out of their 
own system, relying on a system backup. Even worse, patient data might be leaked or intentionally 
dumped online, violating HIPAA and opening up ethical and legal concerns for the hospital. 
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Part 4: China and Global Competition in Biomedicine  
The U.S. recognizes the future role of biotechnology, big data, and medical implantation in the future of 
biomedicine, there is evidence of extreme competition to lead the world in this arena, especially 
evidenced by China. China is prioritizing strengthening their research base and technological 
independence in their biotechnology sector. Biotechnology is one of their strategic pillars for their 
industrial market. China views the future economic development and livelihood of their nation 
dependent on the future of biotechnology. 44, 45  

China’s 14th Five Year Plan focuses on building new pillars under the strategic and emerging industries. 
China emphasizes integration between information technology and biotechnology that includes 
applications and collaboration through military-civilian fusion, to accelerate and strengthen their 
bioeconomy. In additional to strengthening their economy there is interest around biosafety and risk 
prevention. 46  

 

The goals and priorities of China range from the reduction of pollutants and emissions in their 
atmosphere to extending the life expectancy of their population. 47 There are also efforts to advance bio-
pharmacy, bioengineering, with an added focus on developing domestic and international standards. 48 
As of 2021, Chinas Foreign Technology Wish List identified 190 projects (25%) being related to the 
“biopharmaceuticals and medical devices,” brain-inspired research and cerebrovascular health. 49  

China is capable of exploiting one of the United States’ largest vulnerabilities in medical device and 
implantable technology. China mines, both internally and abroad, the majority of global REEs and 
dominates the market for many other elements and metals used in the manufacturing of medical devices 
and implantable technologies.50- 63 This could negatively impact the United States’ economic bargaining 
position and leave data vulnerable due to Chinese national law requiring citizens or companies to share 
data or information. 64- 73 China has used its position as supplier of REEs in attempts to coerce a foreign 
country and foreign companies to comply with China’s political agenda. For example, China attempted to 
coerce Japan into releasing a Chinese fishing trawler in 2010 and in 2020 China threatened to sanction 
U.S. defense contractors who depend on REE’s and metals from China that were involved in an arms sale 
to Taiwan, indicating that they will use their dominance of the supply chain to further their political 
goals.74, 75  Initiatives implemented in China also are squarely aimed at controlling the global supply chain, 
AI and biotechnology among other industries. 76, 77, 78  Compounding the intention to control the markets 
are Chinese national security laws requiring companies or individuals to provide data and information to 
China if requested, regardless of where the information was obtained. 79- 81 The combination of access, 

While not directly tied to healthcare the following situations show how personal information of people in the 
U.S can be exploited by Chinese companies:  

• Chinese owned or partially owned companies with users in the U.S. shut down or censored 
conversations that showed China in a negative light, in one instance citing Chinese law.   

• Two Chinese companies are under investigation for exfiltrating user facial recognition information, 
and content surveillance regardless of the user’s location.   

Source: Washington Post; “China already has your data. Trump’s TikTok and WeChat bans can’t stop 
that”; DOI 11 AUG 2020 https://www.washingtonpost.com/outlook/2020/08/11/tiktok-wechat-bans-
ineffective/ accessed 19 July 2022 
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intent, and means could be used to coerce companies to partner with Chinese firms, thus leaving 
proprietary information and other data vulnerable or to gain political favor with the U.S. government. 

Recommendations for Decision Makers 
Advancements to biomedical convergent technologies and the future of healthcare data provides 
opportunities where early implementation and planning are key to make it more challenging for the 
exploitation of vulnerabilities from adversaries while enabling the U.S. to remain a global leader. Below 
are four recommendations that have been identified to strengthen the U.S. biomedical base.        
 

• Policy makers should plan to identify and assure the long-term need for medical products and 
the key ingredients needed for them by forecasting and providing a market guarantee for 
manufacturers for the U.S. to rebuild domestic production of medical products. 82 Investments 
will have to be made for new equipment, and for the training of American workers to move to a 
resilient supply chain rather than solely relying on stockpiling.  
 

• Policy makers, academia, and biomedical scientific community should revisit current HIPAA and 
privacy laws surrounding healthcare data to keep pace with the global competitors. Currently, 
regulations restrict the utilization of healthcare data which impede biomedical science 
innovation. 83   

 
• Supply chain diversification, investing in trade capacity and reform to expand the trade capacity 

of new country partners, and fighting corruption, strengthening private institutions, and building 
infrastructure capacity in developing countries to avoid investment failures, are recommended 
to help combat reliance on China. 84   

 
• Early IT network, cybersecurity and insider threat training should be added to the curriculum for 

medical professionals beginning in medical/nursing school, and refreshed on an annual 
basis. 85, 86  This should include the basics of password protection, avoiding suspicious emails, and 
knowing how to identify indicators of insider activity. With the addition of national defense level 
training added to the medical community curriculum, this will provide with a stronger, more 
secure biomedical technology base.  

 
Scope Note: This study is not exhaustive and did not examine the full breadth of biomedical technology related 
threats or advancements. Rather, it will provide a summation of several types of emerging medical 
biotechnology and potential threats to the advancement or application of these technologies, including threats 
from criminals, terrorists, and nation states (e.g., sovereign countries recognized by the United Nations) who 
have shown interest in interdicting, manipulating, destroying, or using current and emerging commercially 
available biomedical technologies. c In this study, we will still treat terrorist organizations sponsored by nation 
states solely as terrorist organizations. The study is intended to inform federal, state, local and private sector 
partners working in the medical or technological fields that cross into biomedical and convergent technologies. 

 
c Criminals and terrorists include both lone actors and groups with or without advanced offensive cyber 
capabilities. Groups may be organized or unorganized (i.e. operating as a loose collective or disconnected cells in a 
movement). The primary difference between categorizing an individual or group as criminal or terrorist lies in the 
primary motivation, with terrorists motivated primarily by political ideology and criminals by a variety of other 
factors, such as profit or revenge.c While all terrorists are criminals, not all criminals are terrorists. 
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