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Background 
In today’s dynamic and ever-evolving threat environment, it is not only important for both the public 
and private sector to maintain situational awareness, but to also actively coordinate and collaborate. By 
building partnerships and proactively sharing information, we can grow our knowledge base and protect 
the people and companies within our great nation. 

The Public-Private Analytic Exchange Program (AEP), sponsored by the Department of Homeland 
Security’s Office of Intelligence and Analysis (I&A), on behalf of the Office of the Director of National 
Intelligence (ODNI), facilitates collaborative partnerships between members of the private sector 
and teams of experienced U.S. Government analysts to form a number of subcommittees to research 
emerging homeland security threats.  This annual program provides U.S. Government analysts and private 
sector partners a better understanding of select national security and homeland security issues

2018 DHS Participants:
Aside from I&A Private Sector Engagement, the U.S. Department of Homeland Security is a strong participant of 
the Public-Private Analytic Exchange Program. This year, 33% of all government participants, across all levels of 
government, are DHS component and subordinate organizations. 2018 DHS component participants are: 

 •  Customs and Border Protection
 •  Immigration and Customs Enforcement •  Office of Intelligence and Analysis
 •  National Protection and Programs Directorate •  Science and Technology Directorate

Outcomes
Past AEP outcomes include:

• All deliverables are disseminated to over 10,000 recipients via the Homeland Security Information 
Network, and are posted on the FBI’s public web page.

• The 2013 Non-Mainstream Money Exchanges team provided its report to Congress’ House Financial 
Services Committee as it prepared for a hearing in 2017.

• 2014 Unmanned Aircraft Systems team published a white paper entitled “Unmanned Aircraft 
Systems: Security and Regulatory Challenges in U.S. Domestic Airspace” which addressed the 
challenges presented by the expected growth of domestic UAS operations for commercial and 
personal use.

• In November 2015 the U.S. Department of State’s Overseas Security Advisory Council (OSAC) 
invited the 2013 Unmanned Arial Systems and Wearable and Embedded Devices teams to present 
their research at the week-long OSAC 30th Annual Brief in Washington, D.C. 

• 2017 Digital Blackmail team was selected to present findings at the International Association of 
Emergency Manager’s 65th Annual Conference & Emergency Exercise in Long Beach, CA.
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2018 AEP Topic Abstracts
Artificial Intelligence – Using Standards to Mitigate Risks
The AI Standards team studied factors to consider 
when formulating standards to manage the national 
security risks of using artificial intelligence (AI) for 
decision support systems.  To understand issues of 
AI governance, development, technology, algorithms, 
and standards, this team conducted a literature review 
and interviewed stakeholders, including practitioners, 
developers, researchers, academics, and end-users from 19 
organizations. To stimulate discussion, the AI Standards team 
created three threat scenarios to illustrate potential AI threats, 
vulnerabilities, and risks driven by a sample AI standards 
matrix and decision guide. The goal of the exercises was to 
initiate a policy and standards debate which will ultimately 
reduce the risk from use, misuse, and exploitation of AI 
without impeding the U.S.’ technological development and 
competitive advantage.

Cyber Resilience and Response
To raise awareness and educate multiple audiences, the 2018 Cyber Resilience and Response team developed a report to 
model cyber resilience techniques and design principles focused specifically on the capability to withstand adversarial 

activity.  The report centers around the recently released “cyber 
resiliency” definition from the National Institute of Standards and 
Technology and uses published reports, team interviews, and survey 
responses to support key takeaways.

Though the cyber response actions incorporated into this resilience 
model are well understood, the Cyber Resilience and Response team 
discovered that little is known across the public and private sectors 
about the specific techniques and design principles associated with 
implementing cyber resilience itself.

Developments in Global Energy Markets and U.S. National Security
Through research and discussion with experts in New York City and Houston, the Development in Global Energy 
Markets team examined how the intersection of increased U.S. supply and growing Indo-Pacific demand is affecting 
U.S. interests in this strategic region. The team explored 
the degree to which this new energy dynamic advances or 
hinders U.S. security interests, and examined the impact of 
increased U.S. energy exports to the Indo-Pacific region on 
U.S. economic and trade interests.

Building on these analyses, the project concluded with 
recommendations for both industry and government: The 
United States is projected to become a net energy exporter 
in the coming years, driven by the growth of non-traditional 
production methods such as hydraulic fracturing and 
horizontal drilling, while strong demand in the Indo-Pacific 
region is likely to make it a key market for U.S. energy 
products.

2



Emerging Technologies and National Security
The Emerging Technologies and National Security 
(ETNS) team conducted a wide-ranging 6-month 
study of U.S. competitiveness in key technologies 
(e.g. artificial intelligence, encryption, and 
authentication).  Information was drawn from 
a web-based survey, interviews with private 
sector and government stakeholders, and field 
research in Silicon Valley and Washington, D.C. 
This team found that the United States faces 
fierce competition from state adversaries like 
China which may have more resources and fewer 
bureaucratic restraints, enabling their pursuit 
of technological superiority. Overall, the team 
assessed that the United States must remain 
informed of how the echnological ecosystem 
and public-private partnerships impact its 
competitiveness in key technologies. 

To assist in this area, the ETNS deliverable forecasts U.S. technological competitiveness over the next decade and 
provides four actionable recommendations: 1) incentivize technology investors to consider national security as part of 
decision-making; 2) improve the government’s understanding of emerging technology trends worldwide; 3) establish 
strategic partnerships with the aim of allocating private capital to support national security objectives; and 4) re-evaluate 
policy to ensure the U.S. maintains a competitive advantage on the global economic, technological, and geopolitical 
stage. The goal of the ETNS deliverable is to provide stakeholders both a nuanced understanding of how emerging 
technology impacts national security and related interests, and a roadmap for maintaining U.S. competitiveness into 
the future.

Threats to Pharmaceutical Supply Chains
The Pharmaceutical Threats team analyzed the 
effects of Hurricanes Irma and Maria as case 
studies for the national security implications 
of pharmaceutical supply chain disruption. 
Awareness of vulnerabilities presents 
opportunities for the United States to protect 
this infrastructure and mitigate future supply 
chain disruption by increasing private sector 
and federal government cooperation and 
coordination. The Pharmaceutical Threats team 
examined incentives for greater cooperation, 
such as the U.S. pharmaceutical industry and 
supply chain components as critical national 
infrastructure, creating an industry-wide list of 
medications deemed “critical,” and streamlining 
the approval process for backup medications.

In September 2017, Hurricanes Irma and Maria devastated the U.S. territory of Puerto Rico, which manufacturers 
nearly 10 percent of all drugs consumed by Americans. Given the large concentration of U.S. pharmaceutical 
manufacturing based in  Puerto Rico, the subsequent slow recovery effort created shortages for specific medical 
products, which affected the standard of health care in the United States during an influenza epidemic throughout 
late 2017 and early 2018.  Accordingly, conclusions of the Pharmaceutical Threats Team endeavor to make the U.S. 
pharmaceutical infrastructure more resilient.

20
18

 P
ub

lic
-P

ri
va

te
 A

na
ly

tic
 E

xc
ha

ng
e 

Pr
og

ra
m

 S
yn

op
si

s

3



Threats to Precision Agriculture
The Threats to Precision Agriculture 
team addressed the adaptation and 
impact of new digital technologies in 
both crop and livestock production, and 
highlighted vulnerabilities arising from 
precision agriculture. The deliverable 
identifies potential threat scenarios and 
suggests possible mitigation strategies. 
Precision agriculture employs a variety of 
embedded and connected technologies, 
generates large amounts of data, and 
uses data analytics, decision support 
systems and machine learning, while 
relying on remote sensing, imaging, 
global positioning, and communication 
systems. These technologies allow for more 
precise application of crop and livestock 
management which lowers costs and 
improves yields and production.   
A consequence of this rapidly advancing 
digital agricultural revolution is the 
increased exposure to cyber and other 
vulnerabilities in this critical economic sector.

Using Blockchain to Store and Protect Data and Systems
This year, the AEP blockchain team 
research non-cryptocurrency 
applications of blockchain technology 
with the goal of recommending criteria 
to identify plausible opportunities for 
the application of this technology withi
the Federal Government.  Leveraging 
blockchain can offer a number of 
advantages addressing complex 
data storage problems.  Blockchain 
applications may be easily distributed, 
can be highly efficient, and can reject 
unauthorized changes. Smart contract 
applications that leverage blockchain 
technology can eliminate middlemen 
from transactions, increase efficiency, 
and lower costs. This paper seeks to 
provide readers with an overview of 
the technology behind blockchain 
applications, potential challenges, and a 
perspective on this technology and the 
government’s role as a consumer.

n 

This team considered the characteristics of a blockchain-based architecture and explored how these support different 
applications. The characteristics that make a blockchain based system unique are its ability to function in an environment 
in which the participants do not trust each other, support multiple, widely distributed copies of the ledger, and provide a 
ledger which is invulnerable to tampering.
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Vulnerabilities of Healthcare Information Technology Systems
Through a series of in-person and virtual meetings, private and public sector healthcare cybersecurity experts provided 
valuable intelligence on the cyber-threat landscape, the effectiveness of phishing, new phishing techniques, users’ failure 
to deflect phishing attacks, and how to effectively 
mitigate the phishing threat from human and 
technical perspectives.  This paper covers these 
topics and also provides a set of tools for defenders 
(e.g., cyber hygiene tips, sample phishing e-mails, 
and examples of phishing alerts). The objective of 
this paper is to help healthcare organizations better 
resist phishing.  

The size or sophistication of the organization 
does not matter—and healthcare is no exception. 
Phishing is a pervasive problem which cannot be 
ignored without adverse consequences and is a 
highly effective technique for eliciting sensitive 
information, dropping malware, and/or influencing 
action (i.e., an attacker’s bidding).   The weakest link 
in any security program is the people.  Phishing techniques have become sophisticated from the human and technical 
perspectives, and consequences of successful phishing attempts are also increasing.

Going Dark: Intelligence Impact and Mitigation (Phase II)
Building upon research and deliverables from the 
2017 AEP,  The Going Dark Phase II team developed 
a collection of policy briefs and methods to promote 
new approaches and public-private collaboration to 
mitigate threats and drive policy debate. The public 
and private sectors face a growing national security 
concern resulting from the ability of criminals, 
terrorists, and state actors to obfuscate their activities 
by ‘going dark’ through encryption or other means.

Rapidly evolving technological advancements — 
particularly in digital and communications security 
— impede the ability of U.S. law enforcement 
and intelligence agencies to collect and analyze 
information to thwart potential threats. At the 
same time, strong encryption ensures digital 
communications are protected for secure commerce 
and trade, strengthens cybersecurity, and to 
safeguards private information, national security, 
and the global economy.

The U.S. Government has specific legal authority to intercept and access communication and information in accordance 
with court orders and statutory authorities; however, the Department of Justice publicly notes that it often lacks the 
technical ability to execute interception orders because technological evolution outpaced government regulation.  The 
technology industry and American citizenry are key stakeholders with their own unique equities, but when considered 
holistically, share similar interests as law enforcement and the Intelligence Community.
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This document is provided for educational and informational purposes only.  The views and opinions 
expressed in this document do not necessarily state or reflect those of the U.S. Government or the Exchange 

Program Partners, and they may not be used for advertising or product endorsement purposes. All judgments 
and assessments are solely based on unclassified sources and are the product of joint public and USG efforts.
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