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ABSTRACT 

Global supply chain challenges are mounting with major implications for the national 
security of the United States. The Covid-19 pandemic created new supply chain issues, but 
also exposed underlying factors that were exacerbated by the pandemic and other 
geopolitical events, including the Russian invasion of Ukraine. We examine these supply 
chain issues with a view towards the challenges and opportunities created by increased 
globalization, product and service demand fluctuations, and transport limitations. Emerging 
supply chain issues have increased calls for coordinated private and public sector solutions. 
We examine and evaluate major remedies being implemented and proposed both in the 
United States and outside its borders. As remedies often require increased coordination and 
sharing of data among all nodes of the supply chain, we examine and evaluate these data 
sharing and integration proposals. Finally, we define vulnerabilities in both the data and 
cybersecurity fields that could impact the supply chain, but also examine those 
vulnerabilities within the context of the proposed efforts. 

DISCLAIMER STATEMENT: The views and opinions expressed in this document do not necessarily state or 
reflect those of the United States Government or the Companies whose analysts participated in the Public-
Private Analytic Exchange Program. This document is provided for educational and informational purposes 
only and may not be used for advertising or product endorsement purposes. All judgments and assessments 
are solely based on unclassified sources and the product of joint public and private sector efforts. 
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EXECUTIVE SUMMARY 

The combination of the COVID pandemic and the war in Ukraine have introduced 
unprecedented pressures on the United States supply chain. The impacts of these dual 
events are well documented: 60% of manufacturing companies crippled by inventory 
shortages; lumber prices quadrupling in a matter of months; gas prices over $5 per 
gallon. In response, both public and private sectors have undertaken a sustained push 
during the last three years to improve and streamline U.S. supply chains. 

This paper is an assessment of the results of this activity, from the perspective of its impact 
on the viability and survivability of the U.S. supply chain moving forward. During the 
pandemic, the world responded with an “all hands-on deck” approach, which led to a series 
of ad hoc improvements in supply chain operations and data sharing to address the impacts 
of this natural disaster. The conflict in Ukraine has also snarled supply chains, but now the 
cause is man-made, which has resulted in a different set of responses to the supply crisis. 

This environment of rapid collaboration, however, has introduced additional attack vectors 
for hostile nation states and adversaries seeking to cause man-made supply chain 
disruptions. We will evaluate this hypothesis through the dual lens of the pandemic and the 
Ukrainian conflict. 

KEY FINDINGS 

Globalization Challenges and Modern Supply Chain 

During the last three years, there has been a breakdown of globalization, with significant 
levels of manufacturing being on shored to the country of consumption. Although this shift 
has improved access to goods and materials, this security comes at the cost of production 
efficiency. As a result, the world is at a crossroads whether to continue to focus on 
onshoring or improving the resilience of global supply chains. We provide an assessment of 
the impact of these globalization changes on the maritime, airborne, and land-based 
logistics systems in the United States. 

Current Government Efforts 

The U.S. government has embarked upon an ambitious and extensive series of programs to 
combat the supply chain crisis as it has evolved. We provide an assessment of: 

- Executive Order 13817 and Executive Order 13953 which helps to ensure sufficient 
domestic supplies of critical minerals 

- Executive Order 13873 which focuses on IT communications security 
- Executive Order 14017 which focuses on increasing American onshoring 
- Executive Order 14028 which focuses on the cyber implications of the supply chain 
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Public Private Collaboration 

The private and public sectors have undertaken actions to improve the supply chain 
environment through partnerships, standardization, executive action, and legislation. We 
briefly introduce these activities and determine that most adhere to a common theme of 
increased data sharing as the quickest path to increased efficiency. 

Forecasts 

Based upon the current environment documented in this paper, we make the following 
forecasts: 

1. Continued increase in the level of public-private collaboration 
2. Focus on continuity and reliability as opposed to exclusively on cost 
3. Need for visibility across the supply chain 
4. Increased technology integration across manufacturing verticals 
5. Increased geographic diversification away from China 
6. Increased risk of cyber exploit across this new environment 

Recommendations, Prevention, Mitigation 

We recommend five aspects to improve United States supply chain cybersecurity: 
1. Increased Internet of Things (IoT) integration for improved visibility 
2. Increased use of blockchain distributed ledger technologies to ensure that supply 

chain data is visible and not modified 
3. Adoption of Artificial Intelligence capabilities to better predict and prevent outages 

and inefficiencies 
4. Increased use of automation technologies to reduce human dependencies and 

increase production output 
5. Adopt digital twin capabilities 
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GLOBALIZATION CHALLENGES AND THE MODERN SUPPLY CHAIN 

As suggested, although the arrival of Covid certainly catalyzed and compounded the supply 
chain issues, problems were emerging before its arrival. In his 2020 book, Yossi Sheffi, 
Director of the MIT Center for Transportation and Logistics, noted that “Covid-19 did not 
break America’s or Europe’s food supply chains.”1 Instead, the pandemic accelerated 
changes already underway as consumers shifted what and how they purchased. 
Manufacturers remain acutely aware of the challenges, recognizing the need for greater 
“end-to-end visibility” throughout the supply chain and the need to shift towards domestic 
production sources for component materials to guarantee consistent supply.2 Increased 
visibility will assist with, but not wholly alleviate, supply chain stress as today’s environment 
is complicated by several, including: 

• Long-haul Trucking Workforce Shortages: Today, it is estimated there is a trucking 
shortage in the U.S. of 80,000 drivers in the U.S. and possibly a similar number in 
Europe. Again, although the pandemic exacerbated an existing problem, the industry 
faced several issues, including an aging workforce, low wages, lifestyle changes, and 
political considerations (i.e., Brexit).  Efforts to attract new drivers have yielded only 
limited results and the deployment autonomous (self-driving) trucks will not 
adequately address our Nation’s near-term needs – while bringing with it a new set of 
cybersecurity-related challenges. 

• Movement Towards De-carbonization: Energy policy focused on de-carbonization has 
been in force, particularly in Europe, for years resulting in the decommissioning of 
refineries (for example the east coast of the U.S. has approximately 50% of its 
previous peak capacity)3 and popular and political movements against fossil fuels 
Investor boycotts, highly reduced exploration and production, and disincentives 
throughout the market further strained the industry. At the same time, government 
subsidies have supported the adoption of renewables, although baseload electricity 
demand is unlikely to be met in most communities via these alternatives. The 
unstable situation was further rocked by the Russian invasion of Ukraine, with 
European nations seeking alternative fuel sources to decrease reliance on Russia. All 
this has fostered skyrocketing energy prices and constrained supply with no 
immediate fix in sight. 

• Increasing Prevalence of Cyber Threats and Ransomware: In its 2020 Vulnerability 
and Threat Trends Report, Skybox Security observed a massive 72% increase in 
ransomware incidents in response to the COVID-19 outbreak.4 The Colonial pipeline 
attack in May 2021 was an ominous example of the fragility of critical infrastructure.5 

Although the attack did not directly impact the operational technology environment, 
the asset owner chose to shut down operations to limit the spread of the infection.6 
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Another cyber-based disruption to the global supply chain occurred in 2017, as 
collateral damage from the NotPetya malware delayed shipments and cost Maersk 
as much as $300m.7 Following the attack, the shipping industry has been scrambling 
to address perceived vulnerabilities.  

• China’s Protectionist Policies: China’s Belt and Road initiative and strategic 
investment articulated in its five-year plans and Made in China 2025 continue to 
impact the global technology market. Chinese direct investment in the U.S. has 
decreased in recent years, largely because of increased U.S. scrutiny. However, China 
continues to pursue technology dominance, particularly in critical metals, component 
materials (i.e., pharmaceuticals), semiconductorsi, solar panels, etc., and may 
represent a potential blockage point within the global economy. The 2018 trade war 
between China and the U.S. encouraged foreign firms to shift production out of China 
to other low-wage countries, such as the Philippines, India, and Vietnam,8 Apple, 
Hasbro, Nintendo, and Samsung among them.9  Nonetheless, the U.S. remains 
reliant on China for products critical to U.S. economic and national security. 

Although a cursory assessment may view these shortages as purely temporary (particularly 
COVID-19 impacts), the reality is these effects allude to deeper supply chain issues of 
resilience. Disruptions to essential consumer goods, chipsets, or component materials will 
dissipate with time, but these shocks will fundamentally impact how supply chain 
practitioners operate and plan. 

i China’s share of global chip sales now surpasses Taiwan going from 3.8% five years ago to 9% in 2020, 
representing a 30.6% annual growth rate and $40bn in annual sales. For additional information, see: [(U) | 
Semiconductor Industry Association | “China’s Share of Global Chip Sales Now Surpasses Taiwan’s, Closing in on 
Europe’s and Japan’s” | 10 Jan. 2022 | https://www.semiconductors.org/chinas-share-of-global-chip-sales-now-
surpasses-taiwan-closing-in-on-europe-and-japan/ | Accessed 17 July 2022] 

9 

https://www.semiconductors.org/chinas-share-of-global-chip-sales-now-surpasses-taiwan-closing-in-on-europe-and-japan/
https://www.semiconductors.org/chinas-share-of-global-chip-sales-now-surpasses-taiwan-closing-in-on-europe-and-japan/


Maritime Subsector 

The Maritime Supply Chain refers to the entire 
shipping industry consisting of shipping lines, 
port terminal operators, freight forwarders, and 
land-based logistic systems. It is a part of 
comprehensive worldwide logistics systems 
moving cargoes between places. Maritime 
transport is a critical component of the 
international market, accounting for more than 
80% of global trade by volume and 70% of the 
total value.10 Because of this, the subsector is 
often viewed as an indicator of the strength of 
global trade and the world economy. However, 
as expected, the maritime shipping industry was 
substantially impacted by government-imposed 
restrictions and shutdowns during the onset of 
the COVID-19 pandemic in March 2022. One of 
the earliest observed disruptions occurred when 
China’s government authorities extended the 
Chinese New Year in late January 2020. An 
8.7% decrease in global ship calls during the 
first 24 weeks of 2020 followed the disruption. 
Vessel calls continued to fall in the second 
quarter of 2020 by 17 percent.11 

The maritime cyber security landscape 
is a confusing place. On the one hand, 
you have commercial providers 
suggesting the risks of everything from 
a hostile attack on ship’s systems which 
allows the vessel to be remotely 
controlled by pirates and direct it to a 
port of their choice, or causing 
catastrophic navigation errors, a 
phishing attack or ransomware on the 
Master’s PC. While on the other, you 
have sensible people who point out that 
this notion is nonsense due to the 
number of fail safes and manual 
overrides and controls in place. 

- Tom Rider, Cyber Security at Sea: 
The Real Threats 

It is estimated that container lines canceled more than 1000 voyages during the first six 
months of 2020.12 A more quantitative approach was adopted by researchers at the NATO 
Center for Maritime Research and Experimentation. By reviewing Automatic Identification 
System (AIS) messages, researchers observed a 10% decrease in global navigated miles of 
container ships in June 2020 as compared to the level in June 2019 (see Figure 1).13 
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Figure 1: Monthly difference (13 March to 13 April) in Cumulative Navigated Miles (CNM) for container shipping from 2019 to 
2020. The colored scale represents a decrease or increase in CNM, depicted in dark purple or bright yellow, respectively.14 

A similar trend was observed with regard to dry bulk goods shipping for the same time 
period (Figure 2), however, some trade routes experienced an uptick in shipping as 
compared to the previous year. 
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Figure 2: Monthly difference (13 March to 13 April) in CNM for dry bulk shipping from 2019 to 2020. The colored scale 
represents a decrease or increase in CNM, depicted in dark purple or bright yellow, respectively.15 

Consumer demand exacerbated maritime transport disruptions; U.S. consumers increased 
their online purchases by 43%.16 Additionally, an exponential increase in demand for PPE 
(e.g., facemasks) strained an already degraded shipping industry.17 Other factors of shipping 
disruption included: blank sailings (ships skipping scheduled stops), ineffective cargo 
prioritization, contract execution, and enforcement, disrupted vessel delivery and trucker 
pickup schedules, and port and container space availability. The reduced shipping capacity 
also resulted in dramatic shipping price increases. In early May of 2020, the average spot 
market price of shipping a 40-foot container was around $1500, but by September 2021 
had reached a peak of $11,109, falling by Spring of 2022 to $9,000.18 

Prior to the pandemic, numerous shipping organizations and entities investigated methods 
to improve the efficacy of their operations. Over the years, the maritime industry has 
adopted various technologies to improve the efficiency of operations, with arguably the most 
substation innovation occurring in the 1950s with the arrival of shipping containers. Some 
have gone as far as to describe the container as “the box that changed the world” or the box 
that “made the world smaller and the world economy bigger.”19 More recently, automation 
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has been increasingly adopted at terminals, although fully automated terminals are still 
relatively rare.ii 

Even selective adoption of automation, however, can result in significant increases in 
terminal productivity and a reduction in the workforce. For example, in 2014, before it was 
automated, Sydney, Australia’s Patrick terminal, relied on a staff of 436 workers. In 2016, 
following automation upgrades, the workforce was reduced to 213.20 One additional benefit 
from increased automation technology adoption is a decrease in sensitivity to workforce 
deficits. Port terminal operations in the U.S. leverage personnel from a variety of entities, 
including: 

• The International Longshore & Warehouse Union (ILWU); 
• Public port authorities that own and maintain the docks and supporting facilities; 
• Private terminal operators who lease terminals from a public port authority (which 

acts as a landlord) and operate the leased terminals as a private business; 
• Rail-workers and truckers taking the containers/cargo off the port yard to the next 

destination. 

Cooperation between organizations on changes in operations (e.g., increases in workday 
length) requires collective agreement and is the only way to achieve effective port 
operations. Technology adoption can enable better workforce need forecasting and increase 
the terminals’ output. 

Technology has also focused on improving shipping documentation. One shipment can 
require agreements and sign-offs from as many as 30 organizations, resulting in up to 200 
communications.21 Any lost documentation can result in significant delivery delays, even if 
the documentation has no issues. It has been estimated that documentation costs account 
for as much as 20% of the total transportation cost.22,iii Luxury goods, for example, are can 

ii According to Gekara and Nguyen, in a fully automated terminal, human labor is limited to remote monitoring 
and/or control and typically features 1) a range of automated yard equipment including ship-to-shore gantries, 
yard container operations equipment (e.g., automated stacking cranes, automated straddles, and Automated 
Guided Vehicles (AGV)), 2) comprehensive digitization and integration of information and data flow, and 3) 
sophisticated remoted control and monitoring facilities. In 2017, the Port of Melbourne announced it had 
commissioned the first, fully automated terminal with the deployment of Kalmar’s OneTerminal. OneTerminal is an 
integrated automation solution that leverages multiple Kalmar and Navi software components to automate 
stacking crane operations, shuttling, truck handling and general terminal logistics. (See [(U) | David Edwards | 
“’World’s first’ fully automated port terminal opens in Melbourne” | 11 September 2017 | 
https://roboticsandautomationnews.com/2017/09/11/worlds-first-fully-automated-terminal-opens-in-
melbourne/14021/ | Accessed 21 July 2022 | Source is unvetted.] 
iii One document that is exchanged between entities is the Bill of Landing (BoL), which typically includes 
information related to the discharge port, shipment weight or tonnage, type of goods shipped, and the expected 
quality. BoL and similar documentation are used to ensure traceability (an increasingly important factor for 
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easily be lost or stolen as certificates of receipt are lost or modified.23 A similar approach 
was leveraged by drug smugglers starting in June 2011 at the Port of Antwerp. The Dutch-
based drug trafficking group hid cocaine and heroin among other legitimate goods in the 
containers. Hackers then remotely accessed port management systems to identify the 
location of the contraband containers and steal them before the owners could arrive and 
claim the containers.24 

To reduce the risk of documentation loss or manipulation, more organizations are 
considering implementing blockchain technology. In January 2018, IBM and shipping giant 
Maersk collaborated on a blockchain solution, named TradeLens, to “promote more efficient 
and secure global trade.”25 After an initial prototype was developed, IBM and Maersk shared 
TradeLens to more than 20 port and terminal operators across the world. For one 
production line in the U.S., TradeLens reduced the transit time for a shipment by 40 percent, 
saving thousands of dollars.26 

Regardless of the degree of automation within the terminal or associated logistics, however, 
basic material shortages can hinder the efficiency of transport operations. For example, 
throughout 2021 and moving into 2022, port terminals in the US struggles with a dearth of 
intermodal chassis.iv,27 During normal operations, land transport relies heavily on these 
chassis to move materials out of the port terminals and to their final destinations. Ports 
become congested and supply chains are disrupted without a suitable number of these 
components. 

Additional tariffs placed on China-based manufacturers likely have exacerbated the chassis 
shortage, although some U.S. producers disagree. “In May, the US International Trade 
Commission imposed countervailing and anti-dumping duties totaling more than 200% on 
Chinese chassis producers that supplied the majority of frames to the U.S.”28 In past years, 
China International Marine Containers (CIMC) comprised 85 percent of the U.S. intermodal 
chassis market.29 It will likely take time for U.S.-based manufactures to increase production 
to compensate for the shortage. 

Aviation Subsector 

Air cargo is essential to the trading system. Despite transporting only 1% of world trade by 
volume, air cargo represents over 35% of world trade by value due to its speed.30 Air cargo 
plays an oversized role in transporting time-sensitive units, such as advanced industrial 
goods, documents, perishable agriculture, and pharmaceuticals because it is much faster 

agriculture trade) and provenance. Organizations often share these documents as hard copies rather than soft 
copies or digital versions, increasing the likelihood of loss or error.  
iv Intermodal chassis are trailers or frames that transport product between transportation modes – like ships to 
trucks or from trains to trucks (or vice versa). 
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compared to other modes of transport.  Air cargo is especially critical to Just-In-Time (JIT) 
production, where organizations receive goods just before the customer needs them to 
reduce their inventory and better allocate resources to where there is a direct need.31 

In 2016, the International Air Transport Association (IATA) released a study that illustrated 
countries with 1% increase in air connectivity (as measured in the Air Connectivity Index) 
engage in over 6% more trade (as measured in total exports and imports).32 This is 
supported by other studies from the World Bank and the International Civil Aviation 
Organization (ICAO), among others.33,34 Implementing policies that promote the efficient 
movement of air cargo improve global trade competitiveness. 

The COVID-19 pandemic was devastating to the airline industry. Airlines suffered $168 
billion in economic losses in 2020.35 Lockdowns, immigration restrictions, and border 
closures decreased the number of commercial passenger transport flights. Passenger 
transport flights are responsible for transporting about half of all air cargo shipments, 
resulting in disruption of the air cargo market despite increased demand.36 For example, 
online shopping increased drastically across all demographics during the pandemic.  In 
addition, there was an abrupt increase in the demand signal for medical supplies worldwide. 
To help meet this demand, many airlines converted passenger planes into cargo planes.37 

This ended up being very lucrative for commercial airlines and led to new guidance and 
regulations on how to transport cargo safely.38  The below chart rom IATA illustrates the dip 
in cargo ton-kilometers (CTKs) in the first quarter of 2020 and its subsequent rebound.  

Figure 3: A decrease in the total of cargo ton-kilometers traveled as a result of the COVID-19 pandemic. 
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In-land Transportation 

As with other freight transportation industries, the rail and trucking components of the U.S. 
supply chain faces challenges, including the COVID-19 epidemic, labor fluctuations, aging 
infrastructure, and geopolitical uncertainty. This section traces their recovery from the 
COVID-19 pandemic and focuses on continuing labor concerns. 

As noted in the National Freight Strategic Plan, the US’ freight transportation system is “a 
complex network made up of millions of miles of highways, railways, navigable waterways, 
and pipelines”39 linked through hundreds of intermodal facilities, such as airports, ports, 
railyards, and distribution centers. The practical and efficient movement of goods and 
materials ensures a viable economy and enables U.S. companies to compete globally. Since 
the start of the COVID-19 pandemic, supply chains have experienced increased stress. This 
stress to freight shipments is expected to increase by 22.4 percent over the next 20 years.40 

Rail and trucking consistently lead other industries in yearly freight transportation output, as 
shown in a chart from the Special Tabulation of U.S. ton-miles,v produced by the U.S. Bureau 
of Transportation Statistics (BTS).41 

v According to the BTS: “Ton-miles is the primary physical measure of freight transportation output. A ton-mile is 
defined as one ton of freight shipped one mile and, therefore, reflects both the volume shipped (tons) and the 
distance shipped (miles). Ton-miles provides the best single measure of the physical volume of freight 
transportation services. This, in turn, reflects the overall level of activity in the economy.” (See 
https://www.bts.gov/archive/publications/transportation_statistics_annual_report/2003/chapter_02/domest 
ic_freight_ton-miles for additional information.) 
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Figure 4: Freight transportation in millions of ton-miles in the U.S. by intermodal transport type from 2000-2020. 

In 2020, in its most recent Special Tabulation of U.S. ton-miles of freight, the BTS calculated 
5,250,835 ton-miles (millions) of freight transportation for the whole of the country.42 

Trucking 

Trucking led all freight transportation industries, with 2,426,766 ton-miles (millions), 
followed by rail, with 1,439,814 ton-miles (millions).43 Industries that are primarily 
dependent on freight trucking include grocery, health care/pharmaceuticals, and 
lumber/wood products.44 As for freight rail, industries that are especially dependent on it 
include automotive, crude oil and coal, construction, and grain.45 

Starting in March 2020, the rail and trucking industries experienced significant job losses as 
the COVID-19 pandemic roiled the US and world economies. However, the trucking industry 
experienced the more significant drop, shedding nearly 79,000 jobs between March and 
April 2020, compared to the rail industry, which lost 4,100 jobs. 

Table 1: Truck transportation in the U.S. All employees (thousands), seasonally adjusted.46 This measure does not include self-
employed drivers, known as owner-operators, which were estimated at around 300,000-400,000 drivers in 2021.47 

Year Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 

2019 
1520 
.7 

1523 
.2 

1524 
.5 

1531 
.6 

1537 
.2 

1540 
.2 

1539 
.4 

1532 
.8 

1526 
.8 

1524 
.1 

1519 
.8 

1514 
.7 
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2020 
1512 
.0 

1515 
.4 

1508 
.4 

1429 
.6 

1441 
.1 

1447 
.2 

1452 
.0 

1458 
.6 

1462 
.9 

1469 
.8 

1478 
.8 

1484 
.6 

2021 
1485 
.3 

1488 
.3 

1494 
.9 

1504 
.7 

1510 
.9 

1516 
.8 

1522 
.0 

1524 
.4 

1526 
.8 

1528 
.9 

1537 
.6 

1538 
.9 

2022 
1545 
.7 

1556 
.7 

1554 
.0 

1568 
.9 

1585 
.2 

1589 
.5 

Figure 5: Job losses as a result of the COVID-19 pandemic. 

According to data from the U.S. Bureau of Labor Statistics, job levels in the trucking industry 
had returned to pre-pandemic levels by May 2021, and the industry has added roughly 
75,000 jobs since then. Nonetheless, news sources have pointed to a long-term truck driver 
shortage in the U.S.48 The American Trucking Association (ATA), the principal industry group 
for freight trucking, released a report on October 25, 2021, forecasting that, based on 
current trends, the shortage may exceed 160,000 drivers in 2030.49 The report, which 
found the shortage to be most acute in long-haul trucking, attributed the shortage to a 
variety of factors, including the high average age of drivers, leading to a high number of 
retirements, unpleasant working conditions, such as being away from home long periods, 
and the failure by prospective and current drivers to pass drug tests.50 The ATA estimates 
that leading up to 2030, the trucking industry will have to recruit almost 1,000,000 new 
drivers to replace the drivers and expand the workforce to generate industry growth.51 
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Alana Semuels of Time challenges this view, pointing out that the total number of people 
with commercial driver’s licenses well exceeds the shortfall in truck drivers that the ATA 
identifies: 

In California alone, there are 640,445 people who hold active Class A and Class 
B commercial driver’s licenses, according to the Department of Motor Vehicles. 
Meanwhile there are only 140,000 “truck transportation” jobs in the state, 
according to the state Employment Development Department. 52 

At the end of 2020, trucking companies with more than $30 million per year experienced 
92% turnover in their truck drivers.53 Her analysis concludes that numerous people become 
truck drivers each year but leave their jobs after experiencing low wages and poor working 
conditions.54 

Similarly, Steve Viscelli, a sociologist at the University of Pennsylvania, posits that there may 
not be an actual shortage of truck drivers but instead inefficiencies endemic to the industry 
that push existing drivers out and discourage others from entering or re-entering the 
workforce. For example, a major factor is the multi-hour, unpaid waiting periods facing 
drivers, who are paid by the mile, while trucks are loaded. Federal regulations restrict 
drivers’ workdays to 11 hours per day; drivers are unpaid for loading wait times.55 

Whatever the cause, there remains an operational level shortfall in the long-haul truck driver 
workforce.   

An emerging strategy to address the long-haul truck driver deficit may be the adoption of 
self-driving, long-haul trucking technology. Several companies are actively pursuing research 
in self-driving technology, many to leverage these capabilities to assuage workforce deficits. 
In June 2021, Waymo, an Alphabet Inc. subsidiary, announced a partnership with logistics 
firm C.H. Robinson to carry freight autonomously between Houston and Fort Worth on 
Interstate 45, one of the busiest thoroughfares in the U.S.56,57 Currently, Waymo does 
employ safety drivers in the front of these vehicles; however, other Waymo deployments 
have graduated to entirely driverless, such as its effort in Phoenix which evolved to 
driverless in 2020.58 The speed of adoption for this technology rests with individual states. 
For example, in June 2022, Waymo, along with 34 other autonomous vehicle developers, 
drafted an open letter to California Governor Gavin Newsom urging him to reconsider a 
2015 Department of Motor Vehicles prohibition on autonomous trucks in the state.59 

Rail 

In contrast to the trucking industry, as shown by data below from the U.S. Bureau of Labor 
Statistics, job levels in the rail industry, which were already dropping before the pandemic, 
have not returned to their pre-pandemic levels. 
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Table 2: Rail transportation: All employees (thousands), seasonally adjusted60 

Year Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 

2019 183.0 181.8 180.6 179.5 177.3 176.1 175.0 172.5 169.7 167.1 165.2 163.3 

2020 159.8 158.9 158.6 154.5 148.3 145.2 146.1 146.8 147.1 146.2 145.3 148.1 

2021 145.1 145.8 146.4 146.8 147.3 147.7 147.3 146.1 145.8 145.7 145.8 146.1 

2022 143.8 145.4 145.7 145.9 146.4 146.2 

Figure 6: Job losses in the rail industry as a result of the pandemic. 

The Surface Transportation Board (STB) has expressed concern about long-term reductions 
in the rail industry’s workforce and its implications for rail service: 

The Over the last 6 years, the Class I’s [major railroads] collectively have reduced 
their work force by 29% – that is about 45,000 employees cut from the payrolls. 
In my view, all of this has directly contributed to where we are today – rail users 
experiencing serious deteriorations in rail service because, on too many parts of 
their networks, the railroads simply do not have a sufficient number of 
employees. 61 

The rail industry has partially recovered from the COVID-19 pandemic. As part of the White 
House’s Supply Chain Disruptions Task Force (Task Force), the U.S. Department of 
Transportation noted that intermodal movements by freight rail (shipping containers and 
truck trailers) are generally trending at or above 2019 pre-pandemic levels.62 The following 
Task Force chart, based on data from the Association of American Railroads, the principal 
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industry group for freight rail, reflects that rebound in the number of shipping containers and 
truck trailers that are moved on rail cars in a given week on U.S. Class I railroads.63 

Figure 7: Intermodal movements by freight rail have generally trended at or above pre-pandemic levels.64 Source of data is the 
Association of American Railroads. 

Even so, the freight rail industry continues to face congestion challenges. The Task Force, 
citing data from the STB, noted that the average terminal dwell times (total hours that a rail 
car spends in a rail terminal) has increased for most Class 1 railroads since Spring 2021.65 
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Figure 8: Chart depicts the average terminal dwell times (the total time, in hours, that a car spent in a given terminal) for the 
seven major Class I rail companies by week in 2021. Data collected from the Surface Transportation Board (STB).66 

These congestion challenges have manifested themselves in various ways, including serious 
delays in the movement of critical commodities such as grain. The U.S. Department of 
Agriculture (USDA), citing STB data, raised concerns about unfilled grain rail car orders in 
2022 that have been highest on record, even accounting for years with bad weather.67 
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Figure 9: USDA analysis of Surface Transportation Board (EP 724) data of unified orders for empty grain cars (in manifest 
service).68 

USDA remarked that these unfilled orders had prompted grain shippers to use rail auction 
markets that drive up the shipping costs 50 to 100%.69 Further, USDA reported various 
upstream and downstream effects of this problem, including 1) 10+ day delays in picking up 
loaded cars; 2) shortages of feed for livestock and poultry; and 3) slowdowns and 
shutdowns of ethanol and biodiesel facilities.70 

On June 13, 2022, the STB issued an order to four of the Class 1 railroads, directing them to 
correct deficiencies in their service recovery plans, which they had filed in response an STB 
order on May 6, 2022.71 As part of the June 13th order, the STB directed the four railroads 
to provide “additional information on their actions to improve service and communications 
with their customers as well as additional detailed information to demonstrate their monthly 
progress in increasing the size of their workforces to levels needed to provide reliable rail 
service.”72 
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Implications for the Agriculture Sector 

Right-to-Repair and Ownership 
One critical, but often overlooked, piece of technology equipment ownership occurs after 
purchase. Traditionally, a purchase order has signified a switch between the original 
equipment manufacturer (OEM) and consumer; however, modern service agreements and 
technology protections have altered that dynamic. Today multiple sectors and industries, 
including agriculture, face challenges maintaining, repairing, or modifying equipment 
software and firmware. Owners are required to return to OEMs or authorized repair partners 
to update or fix equipment, and the financial burden can be substantial.73 

Although, in the past, OEMs have practiced similar tactics (e.g., authoring restrictive 
warranties, limiting spare parts), today’s trend is more nefarious in that these restrictions 
can also be inserted into the software and firmware needed to operate this equipment. 
Geofencing, for example, is a technique often practiced by OEMs to limit use after a theft. 
The equipment is allowed to operate within a given “cell” or range, but if it moves beyond 
that geographic area, then functionality is lost (e.g., equipment will not turn on).74 

Unfortunately, the technology used to restrict aftermarket use can be abused by the OEM 
and/or an intelligent adversary. From a supply chain resilience perspective, these tactics 
can introduce risk by allowing a third party to modify the firmware or software used to 
control this equipment. It could result in massive disruptions in product delivery, both in 
agriculture and other industries, if such a capability were ever weaponized.    

Agriculture and Organized Crime 
The COVID-19 pandemic has caused major obstacles for food supply chains with organized 
criminal groups taking advantage to target the agricultural sector, among others. Criminal 
groups threaten cargo, food producers, transporters, and personnel throughout the supply 
chain as agricultural supply chains can often be seen as lucrative targets for criminals to 
help launder money from other illicit activities. Criminal groups also steal and illegally traffic 
various food products at multiple points within the supply chain, taking profit at the cost of 
legitimate food and beverage businesses. 

The specific characteristics of some durable agricultural commodities, like macadamia nuts, 
coffee beans, and cocoa make them valuable targets for theft and trafficking by criminal 
entities. These products can often become virtually untraceable, especially nuts and coffee 
beans that are often not tracked by serial number.vi 

vi Food supply chains running through countries with high rates of corruption, such as the ones indicated 
above, are most likely to be tampered with. Long shelf-life products such as grains, oils, spices, honey, and 
alcohols and region-specific food items such as palm oil are often targets of economically motivated 
adulteration or food fraud. 
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Figure 10: Global food fraud and the most targeted products. (Source: British Standards Institution.) 

Cargo Theft Amid High Congestion Levels 
Supply chain disruptions created by the pandemic have also increased cargo 
loading/unloading times at ports, exposing cargo to a higher risk of theft. In mid-October 
2021, around 200,000 shipping containers were moored off the ports of Los Angeles and 
Long Beach, with some vessels waiting to unload for over two weeks. Wait times hit up to 80 
days off Lagos, Nigeria. In addition, shortage of truck drivers in the U.S. and UK raised the 
waiting time for unloaded cargo to be moved out of ports, while the average waiting period in 
the U.S. for cargo waiting to be moved by rail increased to eight days in late-2021 compared 
to two days prior to the pandemic. Meanwhile, shippers have struggled to move cargo from 
trains to warehouses and distribution centers, leaving loaded chassis to wait outside, 
making them easy targets for criminal groups. 

Within this context, food and beverage thefts accounted for 31 percent of the total cargo 
thefts in 2020, with most of the cargo thefts occurring in South America and Asia, according 
to a report published by the British Standards Institution and logistics insurance company TT 
Club.75 Although hijackings remain the preferred criminal modus operandi, thefts from 
facilities increased from 14 to 24 percent between 2019 and 2020, with thefts of and from 
vehicles following a similar trend. Thefts from containers/trailers surged from zero to eight 
percent in the same period. In the U.S., food and beverage cargo thefts came second only to 
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household commodities with criminals increasingly stealing snack foods, prepared meal 
boxes, or canned foods, according to CargoNet.76 
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Food Fraud 
Increasingly complex supply chains, rising raw material costs, and pandemic-induced 
economic hardships have resulted in a rise in economically motivated adulteration (EMA) – 
including false labeling of products and counterfeiting – costing the sector nearly $40bn in 
lost sales, product recalls and legal bills per year. Of these, counterfeiting organic food 
products is one of the most rampant and profitable. Adulterating spices like chili and 
turmeric powder with cheaper and toxic substances like rice flour and aniline dyes has 
become common practice in India and is rising according to local police. A total of 220 
class-action lawsuits were filed against food and beverage companies in the U.S. in 2020, 
with 110 cases filed for false labeling alone.vii

Figure 11: (Source: British Standards Institution and Bloomberg.) 

vii Fraud, adulteration, or authenticity-based crime within the food industry rose by 38% in the final quarter of 2020 
compared to the same period in 2019 in Europe, according to Food Forensics Ltd. 
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The Impact on Consumers 
The cycle of rising commodity costs and food shortages creates higher demand for food 
products on the black market. Theft of durable agricultural commodities with a long shelf life 
enable criminal networks to manipulate the market, dumping the products when shortages 
push prices up, allowing them to maximize profits. Such market manipulation not only 
creates artificial shortages in the market and disrupts supply chains that use food products 
as raw materials but also threatens the economic and food security in regions where these 
commodities are produced and marketed. Sometimes retailers knowingly stock their shelves 
with black market commodities, which they purchase at prices a quarter to a third of those 
on the international market, driving prices down globally -- to the detriment of farmers and 
agricultural companies. Purchasing items on the black market also heightens the risk of 
food fraud, especially in countries where regulations are lax, posing additional reputation 
risks for retailers. 

CURRENT GOVERNMENT EFFORTS 

Recent years have witnessed various U.S. Government efforts to improve the resilience of 
physical and software supply chain through Executive Orders and Legislation employing an 
approach incorporating direct supply chain relief and indirect efforts to address underlying 
deficiencies in the supply chain.  These efforts include the following: 

Executive Orders 

Executive Order 13817: Federal Strategy to Ensure Critical Mineral Supplies 

On December 20, 2017, the President issued E.O. 13817 which directed the Secretary of 
Commerce along with other agencies and departments to develop a strategy that ensured 
consistent and reliable access to critical minerals (Table 1). The strategy considered 
mechanisms to reduce critical mineral dependencies, and to investigate meeting critical 
mineral needs through agreements with allies and recycling and reprocessing 
technologies.77 In response to the Executive Order, the Commerce Department released a 
report that identified the following six areas for improvement: 

1. Improve research, development, and deployment across critical mineral supply 
chains in order to better recycling and reprocessing technologies, enhance critical 
mineral extraction, separation and purification, and identify reasonable alternative 
materials where possible. 

2.  Investigate means to strengthen the critical mineral supply chains and defense 
industrial base. 

3. Enhance international trade and cooperation to improve access to critical minerals. 
4. Increase understanding of domestic critical mineral resources. 
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5. Improve access to critical minerals located on federal land and reduce federal 
permitting timelines. 

6. Build the domestic workforce for critical minerals the domestic industrial base. 

Executive Order 13953: Foreign Reliance on Critical Minerals 

On September 30, 2020, the President issued E.O. 13953, “Addressing the Threat to the 
Domestic Supply Chain From Reliance on Critical Minerals From Foreign Adversaries and 
Supporting the Domestic Mining and Processing Industries.”78 This memorandum initiated 
an investigation of U.S.’ reliance on critical minerals from foreign states with the goal of 
issuing executive actions (e.g., imposition of tariffs or quotas, issuance of import 
restrictions) to reduce imports from adversarial states and identify “secure critical mineral 
supplies” that do not rely on resources or processing from unfriendly countries. 

The U.S. mining industry remains heavily reliant on China as the largest producer and 
exporter of rare earth elements needed for advanced technology manufacturing.79,80,viii For 
example, the U.S. does not produce gallium, which is needed for analog integrated circuits 
and optoelectronic devices such as laser diodes and light-emitting diodes (LEDs). Currently, 
the US meets 95% of its gallium needs through imports from France (high-purity), 
Kazakhstan (low-purity), and Russia (low-purity).81 E.O. 13953 was likely initiated over 
concern of the availability of “critical minerals” such as antimony (Sb), cobalt (Co), 
phosphorus (P), and niobium (Nb), which are at risk of exhaustion.82 

Table 3: Critical Minerals (2022). (Source: USGS) 

Critical Minerals, 2022 Listing, USGS83 

aluminum antimony arsenic barite 

beryllium bismuth cerium cesium 

chromium cobalt dysprosium erbium 

europium fluorspar gadolinium gallium 

germanium graphite hafnium holmium 

indium iridium lanthanum lithium 

lutetium magnesium manganese neodymium 

viii Rare earth elements (REE) are a group of 15 elements referred to as the lanthanide series in the 
periodic table of elements. 
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nickel niobium palladium platinum 

praseodymium rhodium rubidium ruthenium 

samarium scandium tantalum tellurium 

terbium thulium tin titanium 

tungsten vanadium ytterbium yttrium 

zinc zirconium 

The COVID-19 pandemic drastically affected the consistency and availability of supply chains 
and demonstrated the fragility of metal markets. As many as 1,600 mines suspended 
operations during the pandemic, severely inhibiting supply and demand mechanics.84 Port 
closures exacerbated issues regarding limited supply, as was the case with Cobalt (Co) 
concentrates from the Democratic Republic of Congo (DRC), which had to be diverted 
following closure of the Durban port in South Africa.85 These disruptions highlight the need 
for a centralized strategy and planning process to ensure access to critical minerals.  

Executive Order 13873: Information and Communications Technology 

In May 2019, the President leveraged the International Emergency Economic Powers Act 
(IEEPA) and the National Emergencies Act to prohibit the procurement and installation of 
select information and communication technologies.86 The order identified prohibited the 
use of telecommunications equipment controlled by “a foreign adversary,” for concern that 
such equipment increased the risk for sabotage and “catastrophic effects.”87 For many this 
action was viewed as a necessary first step to lay the foundation to restrict the use of 
Chinese-produced telecommunications equipment, such as Huawei and ZTE. These 
suppliers were identified as high risk in part because Chinese law requires that Chinese 
companies “support, cooperate with, and collaborate in national intelligence work.”88 

Despite this Executive Order, Huawei and ZTE equipment remain deployed throughout U.S. 
critical infrastructure.89 Prohibitive cost has limited telecommunications equipment 
replacement of these products, with some government organizations seeking waivers for 
continued use.90 To lessen the economic burden, the U.S. government has also provided 
financial assistance to offset replacement costs. The use of these funds, however, dictated 
that replacement be completed within one year.91 The replacement process is also 
complicated by the need to destroy the equipment removed from the infrastructure in order 
to protect the sensitive configuration information that is included within the devices.92 

Ongoing supply chain issues and microprocessor shortages have exacerbated the existing 
challenges in replacing this equipment. 
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Executive Order 14017: America’s Supply Chains 

On February 24, 2021, the President issued Executive Order 14017, “On America’s Supply 
Chains,” which noted the need for the U.S. to develop “resilient, diverse, and secure supply 
chains” to ensure the economic prosperity of the country.93 This E.O. ordered a review of 
federal supply chain risks within 100 days of issuance of this memorandum. In June 2021, 
the President established a Supply Chain Disruptions Task Force, which sought to address 
bottlenecks throughout the transportation sector. The Task Force was chaired by the 
Secretaries of Transportation, Agriculture and Commerce, and focused particularly on 
constraints initiated by ports, rail, and trucking.94 

In February 2022, the Task Force released its report which identified several short-term 
actions to alleviate stress within the supply chain, including: 

• Requesting the Ports of Los Angeles and Long Beach move towards 24/7 operations; 
• Introduction of a new fee resulting in a 65% reduction to the number of long-term 

containers at the Ports of Los Angeles and Long Beach, lessening terminal traffic; 
• Reducing congestion at the Port of Savannah through a $7 million investment in 

“pop-up” inland ports; 
• Partnering with the U.S. Department of Agriculture (USDA) and the Port of Oakland to 

increase investments in pop-up container yards to reduce port terminal congestion; 
• Initiating a Trucking Action Plan to improve recruiting and retention of truck drivers; 
• Creating a toolkit for states and $30 million in funding to reduce licensing times for 

commercial drivers; and, 
• Introducing a “fast pass” system to reduce the transport time associated with 

essential medical products.95 

Executive Order 14028: On Improving the Nation’s Cybersecurity 

In May 2021, the President issued an Executive Order that sought to address the cyber risks 
introduced through the supply chain. In particular, information and communications 
technology (ICT) service providers were required to promptly report any cyber incidents 
related to the service providers’ offerings whether software, hardware, or service-based.96 

One motivating factor behind this E.O. was the SolarWinds® supply chain attack in 2020, 
which demonstrated the value in adversaries targeting third-parties to achieve access to 
other companies and organizations. By compromising SolarWinds® and leveraging the 
company’s own infrastructure to distribute malicious software, the adversaries gained 
significant operational efficiencies. 

Other aspects of the order sought to increase software supply chain security by directing the 
National Institute of Standards and Technology (NIST) and other agencies to provide 
guidance on secure software production, including procedures related to: 

• Using separate software build environments; 
• Auditing relationships, particularly with trusted third-parties; 
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• Establishing multifactor authentication; 
• Using data encryption; 
• Maintaining “accurate and up-to-date data, provenance (i.e., origin) of software code 

or components, and controls” on software components, tools, and services leveraged 
in the software development process; and, 

• Providing Software Bill of Materials (SBOM) to each customer for software, among 
others.97 

Legislation (Enacted) 

Congress too is moving to address structural problems in the supply chain through 
legislation, including the following: 

H.R. 3684: Infrastructure Investment and Jobs Act 

H.R. 3684, also commonly known as the Bipartisan Infrastructure Bill, was signed into law 
by the President on 15 November 2021 [Pub.L. 117-58] Elements of the law directly 
address supply chain issues through, among other things: 

• Creating the Office of Multimodal Freight Infrastructure and Policy in the Department 
of Transportation, an intermodal planning authority that will develop and manage the 
nation's freight policy and grant programs. The office will be headed by the Assistant 
Secretary for Multimodal Freight. 

• Investing $17bn in port infrastructure to address repair and maintenance backlogs, 
reduce congestion and emissions near ports, and drive electrification and other low-
carbon technologies. 

• Allocate $11.6bn for the Army Corps of Engineers to clear a backlog of previously 
authorized construction projects in partnership with local port authorities and to 
oversee dredging and construction projects at hundreds of ports and harbors. 

• Invest $450mn per year for five years on the U.S. Department of Transportation’s 
Port Infrastructure Development Program (PIDP) to make significant improvements to 
improve port facilities on our coasts, rivers, and the Great Lakes. 

• Provide $2.5bn in funding for cities to address port congestion and improve 
movement of goods. 

• Replenish the Cyber Response and Recovery Fund with $20mn annually through 
2028. 

Senate Bill 3580: The Ocean Shipping Reform Act of 2022 

S. 3580, a bipartisan bill representing the first major update of federal regulations for the 
global ocean shipping industry since 1998, was signed into law by the President on 16 June 
2022.  It seeks to ease shipping backlogs at U.S. ports and level the playing field for 
American manufacturers through an expansion of Federal Maritime Commission (FMC) 
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powers to promote U.S. exports and counter the situation one of its co-sponsors described 
as follows: “Nine multinational ocean shipping companies formed three consortiums to raise 
prices on American business and consumers by over 1000% on goods coming from Asia. 
This allowed these foreign companies to make $190 billion in profits last year-a sevenfold 
increase in one year.”  The bill has the following goals 

• Require ocean carriers to adhere to minimum service standards that meet the public 
interest, reflecting best practices in the global shipping industry. 

• Require ocean carriers or marine terminal operators to certify that any late fees — 
known in maritime parlance as “detention and demurrage” charges—comply with 
federal regulations or face penalties. 

• Shift burden of proof regarding the reasonableness of “detention or demurrage” 
charges from the invoiced party to the ocean carrier. 

• Prohibit ocean carriers from declining opportunities for U.S. exports unreasonably, as 
determined by the FMC in new required federal rulemaking. 

• Require ocean common carriers to report to the FMC each calendar quarter on total 
import/export tonnage and twenty-foot equivalent units (loaded/empty) per vessel 
that makes port in the United States. 

Legislation (Pending) 

House Resolution 4521: U.S. Innovation and Competition Act of 2021 

Among other things, H.R. 4521 establishes a Directorate for Technology and Innovation in 
the National Science Foundation and provides funding to support U.S. semiconductor 
manufacturing. Of concern is U.S dependence on Taiwan, which provides most of the world’s 
advanced semiconductors – products that are essential to U.S. national security.  The bill 
has passed the House and Senate, but has not yet been sent to the President for signature. 

House Resolution 5479: Supply Chain Resiliency Act 

H.R. 5479 was introduced but remains in committee. It seeks to establish a supply chain 
resiliency and crisis response office in the Department of Commerce to provide expansion 
support to companies and supply chains in the United States that are vulnerable to 
shortages and price increases through investments in the Nation’s transportation network to 
address ongoing port congestion, Port Infrastructure Development, the Consolidated Rail 
Infrastructure and Safety Improvements Program, the Nationally Significant Multimodal 
Freight and Highway Programs, and construction activities for United States Army Corp of 
Engineers in port Investments.  Prospects for this bill to advance appear limited given 
enactment of H.R. 3684. 

House Resolution 6360: COVID-19 Supply Chain Relief Act 
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H.R. 6360 was introduced on 06 January 2022 and seeks to establish in the Executive 
Office of the President an Office of Supply Chain Policy, headed by a Supply Chain Tsar to 
coordinate a national response to supply chain disruptions, shortages, and increased price.  
This bipartisan bill has not yet made it to committee. 

PUBLIC-PRIVATE COLLABORATION 

Historically, government has focused on collecting supply chain and transportation systems 
data. The focus of this involvement traditionally stems from safety concerns. For example, 
the Federal Aviation Administration (FAA) issues pilot licenses and state governments 
promulgate standards for commercial truck operators. In the course of promoting safety, 
government has had a rather limited view of the U.S. supply chain. 

The supply chain shock delivered by the COVID-19 pandemic highlighted to policymakers the 
limitations of the available data. In 2022, the government had ample access to “who” data 
in terms of pilots, truckers, and dock workers - but very limited access data typically tracked 
by the private sector (e.g., type of goods, arrival time, manufacturer process, etc.) Without 
visibility into this data, government lacked information necessary to assess potential 
disruption impacts and proactively identify bottlenecks. This need has served as a major 
impetus for calls on increased public/private cooperation since 2020. 

In the early months of the pandemic, government efforts focused on improving the analysis 
of the available limited data.  U.S. Northern Command’s (USNORTHCOM) Project Salus in 
March 2020 employed artificial intelligence (AI) to analyze the large, albeit shallow, data 
available to government to predict shortages for things like water, medicine, and supplies 
during pandemic outreach.98 The project primarily leveraged information from nationwide 
retailers regarding local purchasing trends.ix The generated analyses served as a critical 
indicator of the supply situation and resulting level of citizen concern in the local community. 

The national emergency initiated by the spread of COVID-19 further encouraged cooperation 
between the government and private companies, significantly improving the U.S. 
government’s visibility into the supply chain. However, this increased visibility was 
insufficient to forestall all pandemic-induced disruptions. Gary Celli, Vice President at 
Collabralink, who has supported the Defense Logistics Agency for many years, summarizes 
the differences in this manner: 

While data for transportation visibility, open-source data sets on quality, and financial 
security of suppliers is well known through various data aggregation portals like Hoovers or 
Dunn and Bradstreet, key elements are still missing. The ability to push a demand signal 
back to suppliers to optimize supply chains is still a challenge. More work needs to be done 

ix There are a wide variety of solutions used to store/access the supply chain data, such as commercial solutions 
systems like Dunn and Bradstreet or SAP’s Ariba system. Others are government-centric such as DoD’s Advana 
data environment 
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to connect the supply needs of an end customer back to suppliers and to their suppliers. 
Many organizations rely on small to mid-size businesses for specific components. High 
volatility in demand signals creates economic challenges for these companies. By having 
visibility to a demand signal, they can optimize their supply chains of components and or 
raw materials, but they can also optimize their production levels.99 

Effectively addressing the challenges posed to domestic U.S. supply chain operations 
requires improved cooperation between the public and private sectors and improved 
visibility. The public sector is uniquely equipped and positioned to augment U.S. government 
efforts during these unprecedented times via a kaleidoscope of methods, such as 
establishing more robust improvements and protections to supply chain infrastructure in 
both the physical and cyber realms, addressing macro level shortcomings in the overall 
supply chain environment, and establishing data sharing networks to streamline the 
movement of goods. However, initiatives intending to manage or implement these solutions 
are rarely leveraged and usually only prompted by major global events. Select measures 
would strengthen the public/private relationship resulting in improved U.S. domestic supply 
chain resiliency.  This is key to building resiliency as the private sector owns and operates 
almost all aspects of the supply chain and holds – sometimes closely – data and knowledge 
critical to protecting the Nation’s supply chain. 

In 2021, the administration initiated the most significant action in recent years to improve 
supply chain operations, focusing on improving the efficiency of overland transport and 
addressing issues that emerged from the COVID-19 pandemic. In February, the President 
issued Executive Order 14017 to identify risks, address vulnerabilities and develop 
strategies to promote resilience strengthening of U.S. supply chain operations.100 E.O. 
14017 authorized the Department of Commerce (DOC) and Department of Homeland 
Security (DHS) to engage in a 100-day review of the nation’s supply chains to better 
understand the challenges facing U.S. supply chain operations.101 The 100-day review was 
released in June 2021 and focused on semiconductor manufacturing, large capacity 
batteries, critical minerals and materials, and the production of pharmaceuticals and 
pharmaceutical ingredients, as these issues were the primary topics of import as stated by 
E.O. 14017. The review discovered significant shortfalls in the production of the COVID-19 
vaccine, other healthcare supplies, semiconductors, and large-capacity batteries, as well as 
noting that the U.S.’ reliance on imports of critical minerals is a significant concern. 
Following the review, the Administration announced it would take steps to address these 
concerns. Including creation of the Supply Chain Disruption Task Force, led by the 
Secretaries of Commerce, Transportation, and Agriculture, aimed at providing a macro-level 
view on short-term supply chain disruptions in the U.S. The Task Force convened with key 
supply chain contributors, including those in the private sector, to better address the 
challenges identified in the 100-day review, as well as additional challenges discovered in 
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the short to medium term. Further federal initiatives taken included expanding the 
production of the COVID-19 vaccine, assisting the private sector in improving semiconductor 
production and supply chain resiliency, investing in the diversification of rare mineral 
sourcing via the Department of Defense (DOD), and issuance of Executive Order 14028, 
“Improving the Nation’s Cyber Security.”102 

The review prompted the Administration to announce plans for a Bipartisan Infrastructure 
Law, which was signed into law on Nov. 15, 2021. These initiatives show the role the public 
sector can play in streamlining supply chain operations and shoring up the U.S.’ supply chain 
resiliency. Periodic, intensive review, by both the public and private sector, followed by 
direct, tangible action to address identified supply chain challenges must become the norm 
for future Administrations to ensure that future crises are addressed more effectively.  

The Executive Branch initiatives address macro-level supply chain challenges through 
cooperation between the public and private sectors to achieve a more resilient and robust 
supply chain. Cooperation and ongoing public-private initiatives in the aviation, maritime and 
trucking sectors of the U.S. supply chain is discussed below. 

Trucking 

The majority of U.S. trucking is conducted by private individuals and entities whose 
operations inherently entail segmented points of contact in the movement of goods with 
little involvement from the public sector. This reality is ill-suited to addressing big-picture 
developments in the supply chain environment, such as the impacts of critical resource 
shortages and economic trends. Prior to recent public sector action prompted by the COVID-
19 pandemic, US supply chain operations in the overland trucking sector were characterized 
by a dearth of relationships between the public and private sectors. The first few months of 
the pandemic quickly showed that major global crises, coupled with socioeconomic factors, 
can negatively impact the overland trucking sector to a major degree, and that public sector 
involvement in shoring-up supply chain resiliency was a necessity. 

As previously discussed, one of the major challenges facing trucking operations is an 
increasing demand and decreasing supply of drivers amid a massive increase to the volume 
of delivered goods within the US supply chain. The Bipartisan Infrastructure Law enabled the 
federal government to authorize the implementation of the Trucking Action Plan in 
December 2021 to address these challenges.103 The Trucking Action Plan tasked the 
Departments of Transportation and Labor to streamline the hiring of drivers and expand 
access to higher quality trucking jobs. To achieve this goal, both departments engaged in 
initiatives aiming to ease access to commercial driver’s licenses, assisting more than 100 
companies to improve the speed at which Registered Apprenticeships can be authorized 
and completed, and taking steps to ensure veterans are more informed of potential 
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employment in the trucking sector via outreach programs.104 These initiatives are serving to 
close the employment gap and ensure that the surge in demand of goods can be 
appropriately serviced.  

Maritime 

The maritime sector continues to experience significant bottlenecks at major ports 
throughout the country. Outdated infrastructure and a surge in the volume of goods being 
shipped to the U.S. are major challenges facing the maritime realm of US supply chain 
operations. These two, macro-level issues are ill-suited to be addressed solely by the private 
sector but present a key opportunity for public and private collaboration. On November 9, 
2021, the Administration announced that $17 billion in funding would be provided via the 
Bipartisan Infrastructure Law for the improvement of port infrastructure throughout the US 
in an exceptional effort to better improve the flow of cargo through U.S. ports.105 Additional 
action since the Nov. 9th announcement includes the DOT engaging with the Ports of 
Oakland and Savannah to establish “pop-up” container storage yards to aid in alleviating 
port congestion.106 At the twin ports of Los Angeles and Long Beach, significant cargo 
backup at port terminals led the DOT to engage with port operators to propose fines for 
shipments left longer than nine days at the port. Lastly, the Administration has engaged with 
port operators, private sector stakeholders, and the International Longshore and Warehouse 
Union to commit towards moving into a 24/7 operational structure for the Ports of Los 
Angeles and Long Beach. 

Aviation 

COVID-19 and socioeconomic factors have also impacted the aviation sector of the supply 
chain, albeit to a lesser degree than the trucking and maritime sectors. Tangible disruptions 
to the aviation realm of U.S. supply chain operations continue in the form of increased 
demand for air freight operations, largely due to congested ports, as well as an ever-
increasing volume of e-commerce, amid limited freight capacity in U.S. airports.107,108 In 
response, the Bipartisan Infrastructure Law established the Airport Infrastructure Grants and 
Airport Terminal Program with a combined $15 billion in funding for airport infrastructure 
and terminal development projects, inevitably serving to better improve airfreight 
capacity.109 As of July 7th, nearly $1 billion in funding has been provided to 85 airports 
across the country.110 The funding serves to provide general improvements to airports’ 
terminals, thus indirectly easing strains on airfreight operations at these airports. 

While U.S. supply chain operations since the pandemic commenced have enjoyed a higher 
degree of public and private sector cooperation than in the past, more can and must be 
done to expand and make permanent this relationship to assure the relatively seamless 
movement of goods throughout the U.S. Undeniably, the public and private collaborations 
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described in this paper are providing significant assistance in trucking, maritime, and 
aviation supply chain operations. Collaboration between the public and private sectors on 
multi-faceted solutions to U.S. supply chain. Regardless of whether the globe returns to 
some sense of ‘normalcy’ or is plunged into a new era of uncertainty from events such as 
climate change, a strengthened cohesion of public and private actors is a necessity for 
supply chain operations. 

FORECASTS 

A confluence of several factors since March 2020 has elevated the once obscure topic of 
the global supply chain to the lead story on the evening news. The COVID-19 pandemic 
revealed glaring deficiencies in supply chains, predictably for Personal Protective Equipment 
(PPE), less predictably for common items like toilet paper and baby formula.  Of greater 
importance, however, is the impact these disruptions have had on access to strategic 
metals and advanced semiconductors essential to the U.S. economy and national defense. 

Further contributing to disruptions to the global supply chain are uncertainties unleashed by 
the Russian invasion of Ukraine, with its disruption of global grain markets, oil and natural 
gas supplies to Europe, and the prospect of a widening war on the European continent.  Also 
in play are continuing tensions between China and the U.S over trade, intellectual property 
theft, geopolitical tensions in the South China Sea, and China’s strategic investment 
programs in the form of its Belt and Road Initiative. 

All these factors have conspired to create severe supply chain dislocations that impact 
everyday life and national security. 

As a starting point to implement effective new strategies to address these challenges, an 
understanding of the primary, on-the-ground causes of the delays is helpful. Anvyl’s 2021 
study on supply chain delays focused upon buyer-supplier communication within the supply 
chain from order to delivery. A natural language processing model was applied to over 6,000 
messages related to 2,500 order delays for 2020.111 

Table 4: Reasons for shipping delays in 2020.112 

Delay Reason Added Delay Time Example Messages 
Awaiting payment 23 days • Did not receive the

payment yet
• Pending payment release
• Please kindly arrange the

payment asap
Production samples 22 days • Need additional revision

on sample
• Sample will be ready on…
• Need to remake samples
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Delay Reason Added Delay Time Example Messages 
• Artwork to be confirmed
• Artwork delay
• Still waiting for new

design artwork
COVID-related 21 days • Covid related short

staffing
• Delays due to Covid 19
• Reopening phase due to

Covid 19
Carrier-related 18 days • Still waiting for carrier to

release S.O to us and
pick up goods

• Still waiting for carrier to
book space

• Still waiting for carrier to
pick up goods

Raw material shortage 17 days • Material shortages on
prior order

• Material delays
• Raw material shortage

The normalized supply chain world looks different from the one that preceded the pandemic. 
Most fundamentally, the supply chain is now a high priority for business and government. In 
many cases, business and government continuity now take precedence over cost. Similarly, 
business leadership is increasingly focused on supply chain resilience, seeking 
improvements and evolution. Supply chain budgets, past constrained, may now approach a 
“spend-what-you-need to secure” level. It is possible that many companies will initiate 
corrective responses that are excessive and unrealistic. Many companies may act reactively, 
spending massive resources to solve the problem. However, these investments often fade 
as along with memories of past difficulties. 

The global response highlights several themes involving the public and private sectors 
discussed below. 

Government-Private Sector Collaboration 

The private sector owns and operates substantially all facilities and systems comprising the 
U.S. supply chain. Supply chain risks to the private sector are both unique and separate 
from and embedded within government risk. The U.S. government buys massive amounts of 
product, particularly technology from the private sector. Both government and industry are 
actively seeking data to inform their business decisions. Bob Kolasky, Director of the 
National Risk Management Center NRMC at Cybersecurity and Infrastructure Security 
Agency (CISA) has observed that: 

39 



“…It’s shared risk. These are companies that the government is buying technology from. 
We’re not making up our own software and hardware. We are getting the technology from 
these companies. If they have risk in their suppliers, that’s our risk too.”113 

Further, “supply chain security and resilience are a focus of attention for the U.S. 
government because risk demands it.”114 

To improve cooperation between the U.S. government and the private sector, CISA 
established a supply-chain risk-management task force comprised of 20 federal agencies 
and private sector representatives from information and communications technology 
companies and professional associations. Working together, the task force has sought to 
address a variety of solve supply chain issues. For example, this group has identified more 
than 100 threat scenarios to inform supply-chain risk-management programs.115 

Increased private/public collaboration on supply-chain issues is a necessity given the 
breadth and fundamental nature of the threat. This partnership will not be without its 
difficulties, however. The private sector can be loath to share data and proprietary 
information with the government. Furthermore, private sector companies often view the 
government as unwieldy, slow acting, and mercurial, subject to changing political motives. 
Government organizations can provide value to the partnership through resources 
unavailable to the private sector, and if necessary, they can pull both market and national 
security levers that will incentivize the private sector to comply. Regardless of barriers, it is 
inevitable that greater public-private cooperation will continue, albeit at a pace short of 
ideal. 

Despite these challenges, efforts continue to align government and private sector supply 
chain integrity efforts. For example, InfraGard, an 80,000 member, FBI-affiliated program, 
provides information-sharing with vetted public and private owner/operators of supply chain 
critical infrastructure on threats and vulnerabilities, and best practices to build supply chain 
resiliency.116 Similarly, DHS CISA, through its Protective Security Advisors (PSAs) and Cyber 
Security Advisors (CSAs), is actively engaged with the private sector and partner agencies 
including regional Fusion Centers to conduct vulnerability assessments and share best 
practices. The creation of California’s Cybersecurity Integration Center (Cal-CSIC) is an 
example of a growing state-level effort to engage with public agencies, tribal governments, 
and the private sector, to address gaps in cyber defense against attacks on the supply 
chain.117 Finally, trade associations, industry publications, and tribal collaborative groups 
are key players in information-sharing. Government engagement with these groups through 
Fusion Centers is a vehicle for building the relationships and trust essential to a successful 
collaboration between government and the private sector and tribes. 
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Globalization, Specialization, and Interdependencies 

Recent decades have witnessed a shift away from domestic production, with globally 
distributed manufacturing, reduced suppliers, and increased specialization. As Harvard 
Business School economist Willy C. Shih notes: 

“The foundation of global production systems is the expansion of the tradable sector. This 
expansion was enabled by advances in communications and transportation technology, 
labor arbitrage, and other factors in a largely benign trading environment. As supply chains 
evolved, they became global, specialized, multi-tiered, and fragile. Supply chains have 
achieved maximum efficiency by applying the principles of lean manufacturing. As this has 
occurred, historically vertically integrated firms have become increasingly dis-integrated. 
They have outsourced parts of their supply chain rather than maintain all expertise 
internally and have relied on more external specialization. Accelerating over the past two 
decades, elements have been offshored and fragmented into smaller and smaller pieces. In 
this dis-integration and off-shoring, China plays a key role. As a result, today’s supply chain 
are marked by deep tiering and limited visibility in which each manufacturer relies on 
suppliers who in turn rely on more tiers of supplier networks, leading to complex 
interdependencies.”118 

The COVID-19 pandemic has illuminated the need for organizations to identify and 
proactively address supply chain risks, adopting diversified supply bases and holding local 
stock to reduce susceptibility.119 Leadership and management teams will continue to focus 
on supply chain issues. For example, as noted by Bank of America, mentions of supply 
chains in 2021 Q3 earnings calls for fortune 500 companies had risen 412% from Q3 
2020.120 Additionally, some 59% of companies say have adopted new supply chain risk 
management practices over the past year.121 Visibility of one’s entire supply chain, through 
all tiers has become mandatory. Key to this will be an understanding of what and where the 
critical functions are, what can derail them, and any contingency plans. Critical function 
assessments will be an ongoing activity requiring periodic updates. After an initial flurry of 
focus and once systems and monitoring are established, it should become a relatively 
routine part of organizations’ resiliency and disaster planning activities. 

In 2022, Pricewaterhouse Coopers (PwC) conducted a survey, asking respondents to identify 
their top priorities for the next 12-18 months.122 Moving forward, these responses will likely 
be implemented into post-pandemic supply chain strategies and processes: 
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Company Priorities following Pandemic 

Increased efficiency 63% 

Manage/reduce costs 59% 

Automate processes and analytics 21% 

Increase responsiveness/resilence 21% 

Digital upskilling of employees 19% 

Increased sustainability and corporate responsibility 19% 

Manufacturing digitization and automation 16% 

Transform procurement practives and operating model 16% 

Integrate engineering and product lifecycle… 15% 

Integrate planning 14% 

Increase diversity and segment suppliers 13% 

Figure 12: Results of a 2022 PwC survey on company priorities following the COVID-19 pandemic.123 

Based on these survey responses, organizations need visibility into their entire supply chain. 
Creating end-to end visibility across the continuum of procurement, manufacturing, and 
logistics processes is a top priority for companies and is only possible through increased 
automation and digitization. Data is key as companies need real-time information regarding 
shipment statuses, quality issues, etc. Such visibility has been difficult to achieve because 
of independent and disconnected systems that still, for example, use paper and pencil.124 

(Interestingly, although in a McKinsey survey, 77% of corporate respondents said supply 
chain visibility is a priority, only 39% said supply chain disruption monitoring is a priority, 
which seems highly counter-intuitive given events of the past two years.)125 

What strikes us as most interesting about the PwC survey results is the contradiction to 
other reported views regarding cost reduction. In this case, the respondents’ focus on cost 
reduction is in opposition to other participants, who believe costs will be entirely subordinate 
to the delivery of results. Supporting this view, Willy C. Shih notes: 

““While firms may seek to move from a just-in-time to a just-in-case mindset, there remains 
little tolerance of higher pricing. Moreover, economic principles persist, so diversifying 
supple sources risks losing economies of scale and the efficiencies that have been built 
over time.”126 

Expenditures now and in the immediate post-pandemic period will be substantial. For 
example, Clorox is investing $500mm in upgrading its digital capabilities, citing the need for 
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real-time visibility and better demand planning. As cited earlier in this paper, costs may be 
subordinate to business continuity, albeit to what extent is unclear. 

“Before the pandemic, cost reduction and productivity enhancement were driving supply 
chain process improvements, digitization and investment. The unprecedented chaos caused 
by COVID threatened the competitive position-even the survival-of many businesses that 
found they could no longer meet customer expectations. Companies are forced to shift the 
focus of innovation and restructuring efforts ensuring continuity by building resiliency and 
flexibility.”127 

This reorientation takes resources, and companies will likely allocate additional funds to 
assuage investor and customer concerns over material supply chain risk. Being a laggard 
will result in a penalty from both customer business and stock pricing. As such, both supply 
chain scrutiny and disclosures will likely increase. Initially, in the immediate aftermath of the 
pandemic, many companies and organizations are likely to overreact allocating more 
resources than is necessary to ensure supply consistency. This conservative approach is 
likely to relax over time, with most organizations returning to a more conventional 
cost/benefit approach. 

Organizations are also increasingly adopting technology to better address and assess the 
risk of supply chain disruption. The advancement in supply chain technology is inexorable 
and presents opportunity for vendors and end users alike. Substantial opportunities for 
improvement exist, as many companies rely on unsophisticated methods and tools today. 
For example, the electronic data exchange (EDI) standard widely used in the automotive 
sector limits data sharing between companies to forecasts, orders, and delivery 
schedules.128 

The market demand for digitization is high. However, is the technology for effective 
digitization across the supply chain spectrum ready? Many of these technology solutions rely 
heavily on cloud-based or Internet of Things (IoT) designs. Cloud based systems will lead the 
way with systems that enable near-real time sharing between entities and supply chain 
platforms. 

“These platforms can link to a wide range of IoT platforms and enterprise resource-planning 
systems (ERP) offering off-the-shelf solutions to data management, security, access right 
and control challenges.”129 

Data collected from IoT solutions provides insights into consumer demand affecting the 
supply chain. For example, Sheffi-Proctor & Gamble analysts collected data directly from 
washing machines, noted that customers were not hoarding Tide, but actually purchasing 
the product and doing more laundry loads than normal during the COVID-19 pandemic. 
Other technologies, such as digital twins, have improved the ability of companies to predict 
supply chain needs and customer demand. Manufacturers have created digital twins at all 
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levels (i.e., component, complete systems, factories, supply chains) to inform modeling and 
enable monitoring in near real-time.130 

Not all manufacturers have faith in technology as a panacea for our supply chain challenges. 
Eighty percent of respondents in the previously cited PwC Survey stated supply chain 
technology did not deliver the expected results.131 

9% 

9% 

9% 

10% 

11% 

12% 

Insuffcient change management 

Poor planning and requirements 

Lack of capabilities within company to maximize 
technology 

Lack of support from technology vender 

Time required for implementation 

Implemented technology doesn't provide expected 
capabilities 

Figure 13: Results of a 2022 PwC regarding the effectiveness of supply chain management technologies. 

Furthermore, proper and sufficient staffing is generally cited as a potential barrier to 
accelerated digitization. In the Mckinsey study, a 2020 survey indicated only 10% of 
companies said they had sufficient in-house digital talent.132 In 2021, that figure dropped to 
1%. Echoing that view, 44% of chief operating officers said worker shortages and employee 
turnover would be one of the largest challenges for supply chain advancement in 2022.133 

Development and effective application of digitization may be a bumpy road. A gap exists 
between the capacity and capability of today’s technology and the needs of business end 
users. This gap is exacerbated by a lack of understanding of business end user needs (and 
the lack of suitable solutions to fill these gaps) and technology providers.  Increasing 
demand incentivizes manufacturers to develop technology offerings quickly, but, business 
end user needs vary based on the sophistication of their supply chain resilience and disaster 
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recovery programs. Additionally, many businesses lack the necessary “in-house” expertise to 
effectively implement technology solutions, instead relying on a “learn-as-you-go” approach. 
In this case, technology solution providers should take a multi-faceted approach, developing 
and offering a variety of options that best fit business end user needs. 

Supply chains analysts often predict that original equipment manufacturers (OEMs) and 
suppliers will increasingly collaborate to share data and technology with the objective of 
streamlining, enhancing, and de-risking their portion of the supply chain. According to 
McKinsey, this has not been easily accomplished for three primary reasons: 

• Unsophisticated technology; 
• Inconsistent standards for the operating model and data;  
• A lack of trust.134 

Of all of these barriers, the lack of trust is the most detrimental. Still, in the age of a 
“delicate” supply chain environment, even competitors may be forced to cooperate. As 
noted at the World Economic Forum, “There is a recognition that resiliency is impossible 
unless buyers, suppliers and other parties along a value chain are willing to share data and 
collaborate.”135 Some have also suggested that businesses can share sensitive data with 
partners by creating ‘cleanrooms,’ where joint teams can perform analysis without fear that 
competitive information will be leaked. Alternatively, blockchain technology can help ensure 
a common, unadulterated record, encouraging trust by limiting competitive business 
maneuvering.136 

Pre-COVID, several suppliers adopted Just-in-time (JIT) inventory management, minimizing 
their stock. Speaking of JIT recently, Nissan CEO Ashwani Gupta noted that this model 
enables “supply chain efficiencies” and “economies of scale.” However, the pandemic 
illuminated the “fragility” of this design. JIT fails if there are “critical component 
shortages.”137 Recognizing these self-imposed weaknesses, Toyota, Volkswagen, Tesla, and 
others are now stockpiling batteries, chips and other key parts and competing for supply.138 

Since the pandemic-related shutdown began in 2020, it has become apparent that the 
public and private sectors need a new approach. One option would be to shift from the JIT to 
Just-in-Case (JIC) model. In JIC, companies would increasingly hold a larger buffer stock or 
inventory and plan for longer fulfillment lifecycles. Such an approach requires companies to 
invest in additional storage and distribution centers to protect against unexpected delays or 
lapses in product availability.139 Although this approach increases capital costs and 
operational overhead costs, it does allow for variations in the demand and supply signals to 
even out over time.  The problem, of course, is that some industries and products are 
seasonal or time-sensitive, which increases the potential for waste. 
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International Competition and Regionalization 

In the aftermath of the pandemic, companies are increasingly adopting policies of domestic 
production or regionalization. As observed by McKinsey, almost 90 percent of respondents 
said they expect to pursue some degree of regionalization during the next three years.140 

The shift towards domestic production is undoubtedly influenced in part by the 2018 U.S.-
China trade disagreements and China’s push for self-reliance. However, the lack of 
perceived resilience in global supply chain production in the wake of COVID-19 remains a 
powerful factor in this shift. More localized production reduces the time loss associated with 
shipping delays and can also assist with addressing quality erosion issues. Several 
manufacturers have adopted or are pursuing a strategy of diversification to ‘China plus one,’ 
where production occurs in other markets in addition to China.141 

Some technologies have already declared their intentions to diversify their production. For 
example, in March 2022 Intel announced it plans to invest up to €80bn in the European 
Union along the entire semiconductor value chain, for a “more balanced and resilient” 
supply chain.142 Intel has adopted a similar approach in the U.S. In January 2022, Intel 
released early plans for a $20bn investment to commission two plants in Ohio.143 

These investments will no doubt increase the resiliency of the semiconductor supply chain, 
but they also address government fears of a lack domestic production. In 1990, the share of 
semiconductor manufacturing capacity located in the U.S. was 37%; today it is 12%.144 In 
2021, U.S. Congress included the CHIPS Act within the National Defense Authorization Act, 
recognizing the critical role of domestic production within the semiconductor industry. In 
June 2021, The U.S. Senate made significant progress towards incentivizing the U.S.-based 
manufacturing environment though the U.S. Innovation and Competition Act (USICA) 
(S.1260), which included $52bn in investments for R&D within the industry. The House of 
Representatives drafted similar legislation which passed in February 2022; the America 
COMPETES Act also includes $52bn in investments. Now the Senate and House must agree 
on legislation both chambers can accept before being signed into law by the President.145 

Although some business relocation is inevitable, it remains unclear if U.S. companies will be 
able to reduce reliance on foreign production, including from China. These business 
decisions are influenced by a variety of factors, including: 1) U.S.-China bilateral relations, 2) 
resource requirements for supply chain diversification, 3) efficacy of diversification options, 
and 4) future COVID government responses and policies. The introduction of several supply 
chain-focused executive orders likely redirected some manufacturers in their production 
strategies, while others remain abroad. Once the pandemic abates, some companies may 
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decide the relocation costs, resource requirements, and disruptions too high and revert to 
the old paradigm.  Such a shift would degrade U.S. economic and national security. 

Risk of Malicious Supply Chain Exploitation 

As globalization and supply chain visibility solutions increase, the threat of cyber-attacks 
remains high. Cyber attackers range the gamut from ideologically-motivated activists 
(“hacktivists”) to transnational criminal organizations to Advanced Persistent Threat actors 
(APTs) controlled by nation-states. The motivations, which are discussed later in this section, 
include those seeking illicit profits and those stealing trade secrets and intellectual property 
for business competition. Cyber network defenders have an expanding attack surface to 
protect against an ever-changing enemy. In addition, the efforts to streamline supply chain 
processes and congregate data together have given the adversary more access vectors and 
targets to attack. 

Transportation and the supply chain are heavily dependent on technology. When attacked, 
the resulting disruptions to the industry may impact operations for months as well as 
exposing sensitive government, company and personal data. To put the number of cyber-
attacks in perspective, an estimate by Security Intelligence, a cybersecurity and intelligence 
website, catalogs the number of ransomware attacks between June 2020 and June 2021 at 
an approximately 186% increase in weekly ransomware attacks for just the transportation 
industry alone.146 This is just one type of crippling cyber-attack. 

Historically, and likely more appropriately at the time, the transportation sector has been 
more concerned with protecting passengers and cargo from physical threats and did not 
concentrate on the frightening increase in cyber-attacks.147 This changed in May 2021. 

In May 2021, Colonial Pipeline suffered a major ransomware attack from criminal actors 
assessed to be operating from Russia. The attack encrypted part of Colonial’s network. The 
company, which transports 70% of the oil for the Eastern U.S. seaboard, proactively shut 
down physical operations. This led to a run on gasoline and long waits at gas stations on the 
East Coast. The price of fuel was also driven to record levels. For most Americans, this was 
their first experience with a cyber-attack directly affecting them. This event made apparent 
that cyber-attacks on the supply chain were a national security concern. 

Attacks against software supply chains tripled in 2021 as compared to 2020.148  This 
number is likely to continue to increase in 2022. The COVID-19 pandemic brought even 
more cyber challenges to the supply chain and transportation industry. The response in 
some instances, has been increased industry reliance on technology to address physical 
(and personnel-related) supply chain challenges. While these changes offer efficiencies, they 
also create a greater attack surface for adversaries to disrupt the supply chain. Supply chain 
agility and resilience must become not only the bywords for increased technical 
sophistication, but also for cyber security protection for the industry.149 

47 



The transportation sector was already vulnerable to cyber-attacks because of its 
dependence on Supervisory Control and Data Acquisition (SCADA) systems. According to the 
Transportation Systems Sector-Specific Plan published by Homeland Security and the U.S. 
Department of Transportation, this vulnerability is due to the “growing reliance on cyber-
based control, navigation, tracking, positioning and communications systems, as well as the 
ease with which malicious actors can exploit cyber systems serving transportation.”150,151 

The National Institute of Science and Technology (NIST) has noted that the U.S. cannot 
afford to treat the supply chain as only a physical infrastructure or only an information 
technology problem with both sides existing in a vacuum. The risks associated with the U.S. 
supply chain impact sourcing, vendor management, quality, security, and a wide range of 
other functions.152 Networked devices in the transportation sector are key for routing, 
positioning, tracking, and shipping navigation. If one of these were to be targeted by cyber 
actors, there could be accidents, public discord, or even loss of life.153 

Executive Order 13636, Improving Critical Infrastructure Cybersecurity, February 2013, 
directed the National Institute of Standards and Technology (NIST) to work with stakeholders 
to develop a voluntary framework for reducing cyber risks to critical infrastructure.154 In 
February 2014, NIST released the Framework for Improving Critical Infrastructure 
Cybersecurity Framework155 to help identify areas for improvement in cybersecurity supply 
chain risk management (C-SCRM). In June 2015, DHS published Transportation Systems 
Sector Cybersecurity Framework Implementation Guidance to provide sector members with 
tools for adopting the NIST Framework156 to achieve the goals articulated in E.O. 14028 
Improving the Nation’s Cybersecurity.157 NIST’s guidance was updated in 2022 with 
publication of Cybersecurity Supply Chain Risk Management Practices for Systems and 
Organizations (NIST Special Publication 800-161 Revision 1), which guides identifying, 
assessing and responding to cybersecurity risks through the supply chain at all levels of an 
organization.”158 

Pursuant to E.O. 14017, the U.S. Department of Transportation published the report titled 
“Supply Chain Assessment of the Transportation Industrial Base: Freight and Logistics” in 
March 2022. The report looked at a variety of issues including items like availability of 
trained personnel and employment risks but highlighted the National Counterintelligence 
and Security Center’s (NCSC) Supply Chain Spotlight. This secondary product looked at the 
risks with a concentrated focus on counterintelligence threats. 
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Figure 14: U.S. Department of Transportation’s research programs for ensuring cybersecurity in the transportation sector. 
(Source: U.S. Department of Transportation.) 

DOT has identified potential impacts of cyber-attacks against the transportation sector, 
including blocked access to important files and data, theft of sensitive information, 
interruption of payroll services, theft of personally identifiable information (“PII”), and loss of 
access to computer systems, resulting in employees using personal devices for work. 

Figure 15: Cyber Attacks on the Information Communications Technology Supply Chain. (Source: National Counterintelligence 
and Security Center.) 
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Cyber-Attack Methods 

Ransomware attacks occur when cyber actors encrypt a company’s computer network and 
then demand payment in cryptocurrency for providing the decryption key. These attacks 
cripple businesses, and the Biden Administration has called them a national security threat. 
Ransomware actors may target critical infrastructure, giving the victim more motivation to 
pay. These same criminals also steal sensitive information from the victim to enact 
secondary extortion, or double extortion.x 

According to a threat intelligence website, ransomware attacks remained the top type of 
attack globally for the third year in a row. “Ransomware, remote access trojans, data theft, 
credential harvesting, and server access attacks all played a role against transportation in 
2021 as well.”159 Ransomware attacks can cripple not only specific targeted companies, but 
can also initiate wide-reaching second and third order effects on the entire industry.  

Ransomware attacks can have a trickle-down impact when the initial victim is a larger 
organization or a type of managed service provider. Not only is the victim impacted, but 
other companies involved in supply chain activities, like third-party logistics providers, 
drayage companies, railroads, trucking companies, etc. nay also experience financial 
damages.160 Transportation and logistics are linked networks; an attack against one 
company may halt operations at numerous others. The impact of an attack then continues 
down the chain and impacts even previously unaffected parts of the physical supply 
chain.161 

There are countless other attack vectors that do not depend upon malware infection. These 
include business email compromise (BEC) schemes, which can cause severe harm and 
financial ruin to transportation and companies involved in the supply chain. BEC attackers 
rely heavily on social engineering tactics to trick unsuspecting employees and executives. 
Emails can impersonate CEOs or other financial department individuals and request wire 
transfer authorization. These financial transfers are then directed into criminal-controlled 
bank accounts. BECs often begin with phishing emailsxi but can lead to countless other 
cyber intrusions against victim businesses. 

Phishing emails became a prominent means of attack during the pandemic as employees 
began to telework. Remote working often did not equate to increased technical oversight or 
training on proper security measures. An aviation IT expert reported that his company tracks 
daily cyber-attack attempts, many of which are phishing attacks. “Employees reveal lots of 
information that could compromise a system in the interest of good customer service, not 
understanding the threat of phishing.” 

x The encryption is the initial extortion attempt and the threat to expose sensitive data is the second attempt. 
xi Phishing emails occur when fraudulent emails are sent to unsuspecting employees, who then click on 
malicious links. These links provide the access for the cyber actors. 
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Notable cyber-attacks impacting the supply chain in recent years include the following: 

• Ransomware Attack against Bay & Bay Trucking: In 2018, cyber actors attacked Bay 
& Bay Trucking with ransomware. The malware encrypts the system the company 
uses to manage a fleet of 300 trucks. After the initial encryption event, the company 
attempted to restore their systems, but eventually paid the five-figure ransom 
demand. With the added cost of the recovery attempts, mitigation efforts, and 
missed earnings, the entire cost was in the millions.162 

• BMW Breach: In December 2019, unidentified cyber actors attacked German 
automaker BMW. The cyber actors reportedly had access to BMW’s network for over 
a year after establishing a persistent presence. Bleeping Computer speculated that 
the persistence was likely for espionage purposes – to steal trade secrets that could 
possibly be sold on the dark web. The same article reported that South Korean auto 
maker Hyundai also suffered the same intrusion during this time.163 

• Collateral Damage at Maersk: Possibly the greatest cyber-attack on a transportation 
victim involved Maersk, the enormous shipping conglomerate. In 2017, A.P Moller-
Maersk suffered damages resulting from the NotPetya attack. Attackers originally 
targeted multiple sectors in Ukraine, however, the data encryption attack spread to 
other countries and companies, infecting approximately 50,000 endpoints across 
130 countries. After the attack, Maersk reported impacts across all its business 
units, including drilling services, container shipping, and port operations. This attack 
highlighted the interconnected nature of the transportation industry.164 

• REvil Targets Shipping Giant Matson: In 2020, cyber criminals attacked shipping 
enterprise Matson, who provides cargo ship service globally, using the 
REvil/Sodinokibi ransomware variant. The criminals claimed to have exfiltrated over 
one terabyte of company data. The criminals threatened to release the data on the 
dark web, if Matson did pay for the decryption key.165 

• Cyber Disruptions at Expeditors International: Expeditors International, the sixth 
largest freight company in the world, shut down its network and limited operations 
after a cyber-attack. A ransomware attack was suspected, as the company 
announced it was restoring from backup systems.166,167 

Potential for Attacks on In-land Transportation 

In 2018, cyber actors shut down the entire 2,000 computer network for the Colorado 
Department of Transportation (CDOT). This attack caused several weeks of disruption to 
operations.168 The attack was attributed to Iran-based actors who demanded a 
cryptocurrency ransom. Eventually, it cost CDOT almost $2 million to restore their network. 
New York’s Metropolitan Transit Authority (MTA) also suffered downtime when reportedly 
Chinese attackers exploited a zero-day vulnerability in a remote access product to gain initial 
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access into the MTA network. The true extent of the motive remains unknown but could have 
been in preparation for a larger attack against transportation in the northeastern U.S..169 

New York and Colorado are not the only two states to have suffered from cyber-attacks on 
transportation. In 2016, cyber actors compromised the San Francisco light rail system. 
Employees were not able to access emails. The agency refused to pay the cryptocurrency 
ransom demanded by the actors to restore email access. The City of Atlanta’s Department of 
Transportation took months to recover after a ransomware attack that targeted the city.170,171 

Adoption of autonomous vehicles in the trucking industry expands the attack surface for 
determined adversaries. In particular, Intelligent Transportation Systems (ITS) provides 
opportunities for adversaries to cause widespread supply chain disruption. Artificial 
Intelligence (AI) systems, charged with the vehicle’s safe operation, represent an area of 
particular concern. Attack vectors on these systems include remote access via the Internet 
(used for communications between the vehicle and the operations center while in-transit), 
Bluetooth, vendor supply chain compromise (e.g., a SolarWinds type-attack), planting 
specialized devices on the vehicle (e.g., sniffers, jammers, spoofers), and interference with 
vehicle sensors (that help vehicles avoid collisions and assist the AI in determining how to 
safely operate the vehicle). 

Figure 16: Towing the vehicle after Miller and Valasek's testing172 
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In 2015, Wired Magazine posted a video on YouTube in which hackers Charlie Miller and 
Chris Valasek demonstrated the ability to remotely (from 10 miles away) take over control of 
all electronic vehicle systems (including shutting off the engine while the vehicle was in 
motion on a highway).173 In 2019, hackers, Amat Cama and Richard Zhu, remotely infiltrated 
a Tesla Model 3’s infotainment system to run their own lines of code in the vehicle’s 
computer system.174 

Cybersecurity firm TrendMicro has theorized that adversaries could leverage similar 
approaches (e.g., over-the-air attacks) against Internet-enabled autonomous trucks.175 

Not only are on-board systems vulnerable, but cyber-enabled attacks on Global Navigation 
Satellite Systems (GNSS), commonly referred to as GPS, pose a risk that autonomous trucks 
will not arrive at their intended destination – if at all. Russia has repeatedly demonstrated 
its ability to spoof GNSS signals. The Center for Advanced Defence (C4ADS) has 
documented almost 10,000 instances of Russia spoofing GNSS signals.176 Most of these 
incidents involved ships, but the technology can be applied to aircraft and trucks as well. 

Given U.S. dependence on GNSS for trucking navigation, this vulnerability poses a significant 
challenge. Interference in such systems could result in goods not arriving at the proper 
destination at the appropriate time – if at all. Robust Infrastructure-to-Infrastructure (I2I) 
systems are not yet in widespread use, and Vehicle-to-Vehicle (V2V) systems, will not guide 
autonomous trucks to their ultimate destinations and are themselves subject to sensor 
manipulation. 

Cybercriminals or terrorists could hijack autonomous vehicles for more nefarious purposes. 
Reportedly, ISIS continues to research autonomous vehicles to supplement suicide 
bombers.177,xii Ramming attacks using trucks are an established attack mode, so we cannot 
discount the possibility that an autonomous truck might be compromised en route to a 
distribution hub or warehouse and turn into a Vehicle Born Improvise Explosive Device 
(VBIED), arriving at its destination with deadly unmanifested cargo. 

Potential for Attacks on Maritime Automated Inventory Management Systems (AIMS) 

Similarly, increasing reliance on Automated Inventory Management Systems (AIMS) in the 
maritime domain, which vastly increase supply chain efficiencies, also offers another attack 
vector. AIMS requires full-time connectivity to the internet and other information technology 
and operational technology systems – all of which may enable access for adversaries to 
misdirected shipments or disrupt operations. For example, the ALPHV/BlackCat ransomware 

xii It should be noted that this scenario is being actively researched by autonomous car companies. This research 
team contacted an engineer at one of these companies and asked about the plausibility of this scenario. That 
researcher noted that their vehicles had been outfitted with cameras and in the event that the vehicle was 
unoccupied, it would remain stationary. 
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attack on the IT infrastructure of shipping ports in Belgium, the Netherlands, and Germany 
halted some port operations.178 

Potential for Attacks on Aviation 

The threat of attacks on aviation raises entirely new concerns, especially with respect to 
safety. In 2020, nine million customer email addresses and travel details along with over 
2,000 credit card numbers were stolen in a cyber-attack on EasyJet. Added to the financial 
loss from the COVID-19 pandemic, the airline recorded its first annual loss in 25 years.179 

Adding to the impact on the budget airline, customers filed a class action lawsuit. 

The EasyJet attack was launched against the airline directly, but that’s not the only way 
cyber-attacks can impact the aviation industry. Personal electronic devices (cellular phones, 
laptops) connect to the Wi-Fi on airplanes. Malware on infected devices infected can move 
laterally through WiFi systems to access other passenger’s devices – or worse, the aircraft 
control and navigation systems. Such possibilities cannot be discounted. 

Cyber-Attack Motivations 

The motivations for cyber-attacks against the transportation sector are myriad. In addition, 
the motives often vary dependent upon the actors attributed to the attack U.S. law 
enforcement has begun to attribute more and more attacks against the U.S. supply chain to 
nation-state governments.180 

• Monetary Gain: Financial gain is the most prevalent motive for a ransomware attack 
against the transportation sector and supply chain. These actors demonstrate 
patience, surveilling potential victims after gaining access to the victim’s network, 
targeting companies and agencies that cannot afford downtime but have the ability 
to pay the ransom demand. 

• Intelligence and Data Collection: Other cyber actors focus on stealing information. 
Data theft can support nation-states seeking advantage to advance their foreign 
policy goals. As previously noted, the attackers in the New York MTA incident did not 
demand payment. According to at least one private cybersecurity firm, the attackers 
were likely part of the Government of China.181 

• Access to Enable Future Attacks: “Foreign adversaries often target the ICT supply 
chain to gain access to U.S. systems for espionage, information theft, or sabotage. In 
doing so, they are compromising the products and services that underpin 
government and industry, resulting in lost intellectual property, jobs, economic 
advantage, and reduced military strengths” says Michael Orlando, Senior Official 
Performing the Duties of National Counterintelligence and Security Center (NCSC) 
Director. 
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Cyber Technologies Expected to Impact the Supply Chain 

Internet of Things (IoT) 

While IoT devices can range from smart toasters to home security systems, the IoT can also 
deliver “smart” solutions to transportation and the U.S. supply chain. If kitchen appliances 
have advanced censors, then the same principle could be applied to shipping containers, 
transport, or warehousing operations. By tracking shipment locations, IoT devices paired 
with weather or environmental conditions can give suppliers a clearer view of their status. 
Those suppliers can reroute shipments or better plan if emergencies should occur. IoT 
devices can also provide accurate data regarding the status of the actual shipment. MIT 
gives a good example, when discussing refrigerated goods. If there is an equipment failure 
and the IoT device picks up on that, the suppliers can look for a close distribution hub or 
have repair personnel on standby.182 This could prevent goods from spoiling prior to arrival. 
“Eliminating waste and having the ability to intervene with other inventory mishaps or 
misplacements can reduce lost revenues resulting purely from logistics failures or 
oversights, thereby generating higher revenues based on more streamlined processes and 
successful outcomes.”183 IoT devices can also help providers or supplies better predict and 
meet demand as well. As discussed earlier, though IoT devices can increase cybersecurity 
risks, especially as they create an even greater attack surface. An adversary would need to 
find just one vulnerable device and use that as an easy infection vector.184, 185 

Blockchain 

Blockchain is often used in cryptocurrency transactions but can be used for much more. 
Blockchain, the distributed ledger technology, can both improve visibility and transparency 
within the U.S. supply chain.186 Blockchain is, simply put, a record of transactions that is 
unalterable. Blockchain validates, records, and encrypts transactions. As Blockchain 
operates on the internet, other users can view and validate these transactions. The 
transactions are encrypted, and each one is linked together, thus the Blockchain. This would 
seem ideal for tracking the origin of goods and establishing an immutable system of trust. 
Beyond traditional record-keeping, Blockchain can serve as an audit trail – who created and 
shipped a product, where it went, and who was the final recipient. “Doing so can prevent 
leakage, help identify counterfeit items and fraud, pinpoint at-risk suppliers, demonstrate 
that regulatory requirements are being met, and create transparency around sourcing.”187 

This MIT study reported on three companies running programs on Blockchain for various 
purposes. Walmart tracks lettuce from suppliers to its stores after an E. coli outbreak. 
Bumble Bee Foods is using an SAP solution to determine how yellowfin tuna is safely and 
sustainably brought to grocery shelves. Tracing payments is also made inviable and easier 
with Blockchain.188 “Permission less ledgers exist on public domains allowing for consensus 
verification. At the same time, known or trusted users can centralize permissioned ledgers, 
which users cannot change once "nodes" within the transaction approve all actions within 
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the sequence or data set. This distinction is important for supply chain management to gain 
private validations of data in real-time for superior analysis and visualization.”189 

Artificial Intelligence / Machine Learning 

Artificial Intelligence and machine learning (AI/ML) covers a wide range of terms, 
technologies, processes, etc. AI/ML can be used to do routine tasks more efficiently thus 
improving warehouse operations and shipping times. It can be used to control inventory 
better and create better customer relationships. AI/ML can also be used to further secure 
the supply chain against cyber threats. “According to IDC, half of all manufacturing supply 
chains will invest in AI by the end of 2021, garnering a 15% productivity spike.”190 As big 
data becomes the norm and the complexity of the U.S. supply chain increases exponentially, 
it is already beyond the realm of human learning. We must enlist machines to assist us. 
AI/ML systems can look at historical data and trends and compare that with current market 
indicators in a variety of ways, including informing supplier selection, improving customer 
support, streamlining supplier onboarding and automating supplier management, providing 
real-time information on shipments, analyzing carrier performance, and anticipating trends 
in operational issues.191 

Big data is not clean data. AI/ML systems can help make applicable data actually useable. 
Large international corporations have already started to use AI/ML systems, much of which 
are bespoke. AI/ML can be cost-prohibitive to smaller and medium-sized suppliers.192 “An 
Oxford Economics Survey found that 70% of businesses surveyed implemented or tested 
artificial intelligence (AI) solutions in the wake of one of the most memorable years in 
manufacturing and consumer sales.”193 The best part about AI/ML is that it is not a static 
solution. It is constantly learning and evolving from previous successes and failures.  

Automation & Control 

The complete automation of robotic technology is also key to the recommendations for the 
supply chain addressed in this paper. Increasing the use of robots “can increase efficiency 
and productivity, reduce re-work and risk rates, improve employee safety, perform mundane 
tasks so humans can work more strategic efforts, and increase revenue by improving order 
fulfillment and delivery speed, leaving customers satisfied.”194 

Robots and other automated systems can complete the same functions as human labor but 
faster, at higher volume, over extended periods and with less risk of error. Companies 
already employ automation to perform manual tasks. Transportation and shipping 
companies already use automated route planning to optimize routing much quicker than a 
human given the same task.195 The manufacturing sector has successfully employed robotic 
automation for years. These technologies are finding their way into warehouse operations. 
Robotics companies are developing software and adding automation to equipment like 
forklifts. Warehouse automation will help make shipping more economical and faster.196 
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Figure 17: Automation within the manufacturing industry.197 

Supply Chain Digital Twins 

Supply chain digital twins is a model that replicates a real physical supply chain to assist in 
forecasting and analyzing behaviors. One can predict problems before they occur and test 
solutions to those problems by manipulating the twin rather than the actual chain. Digital 
twins can also provide live data and update predictions across hundreds of assets or 
positions in a physical supply chain to “improve or test processes before mistakes happen 
or as they're happening to prevent significant company losses.”198 The uses of a digital twin 
are varied, but key uses include investigating bottlenecks, testing new business decisions or 
changes, transportation planning, and inventory optimization.199 
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RECOMMENDATIONS 

As a Nation, we have a range of options available to strengthen our supply chain. Taken 
together, these options can enhance the efficient allocation of supply chain assets across 
the U.S., while limiting adverse impacts from external factors and actors. 

Physical Options 

In the physical realm, the following actions can increase supply chain efficiency, 
effectiveness and safety: 

• Recruitment and retention of long-haul truck drivers. 
• Accelerated deployment of autonomous (self-driving) trucks. 
• Promotion of production of long-haul trucks and trailers/containers. 
• Regulatory support for dual-use (passenger and cargo) air transport. 
• Continued government support to increase the number of U.S.-flagged ships. 
• Incentivization for on shoring of critical manufacturing, especially in the area of 

advanced semiconductor design and manufacturing. 
• Support for a transition from Just-in-Time (JIT) to Just-in-Case (JIC) inventory control. 

Cyber Options 

In the cyber realm, the following technologies and actions can increase supply chain 
efficiency, effectiveness, and safety: 

• Standardization of the Internet of Things. 
• Implementation of secure Automated Inventory Management Systems (AIMS). 
• Deployment of blockchain technologies for cybersecurity. 
• Support for research into and adoption of Artificial Intelligence/Machine Learning to 

maximize efficiencies and counter malign actor cyber-attacks. 
• Continued automation using robotic systems. 
• Creative use of digital supply chain twins. 

Implementation and deployment of innovative Physical and Cyber options can help assure 
the efficient, reliable and secure functioning of the U.S. supply chain. Nurturing and 
protecting that supply chain is, as we have seen through the COVID-19 pandemic and 
changes wrought by competition for technological and military dominance by near-peer 
competitors and rising (and inherently destabilizing) geopolitical tensions around the world, 
essential to our Nation’s security and maintaining our people’s health safety and prosperity. 

America has always been a leader in technological innovation and developing creative 
approaches to solve difficult problems. As a Nation, we have the capacity and will to do what 
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needs to be done. It’s time for the public and private sector to work together to assure that 
future generations of Americans continue to prosper in an increasing uncertain world. 

Appendix I: Prevention and Mitigation of Cyber Attacks 

All parts of the U.S. Government are involved in efforts to secure their specific supply chains 
from cyber-attacks. Earlier in 2022, the U.S. Department of Energy’s cybersecurity office 
received an 18% increase in funding from Congress; the Department has plans to enact 
approximately 40 policies to secure the energy supply chain.200 In the end, a supply chain is 
only as strong as its weakest link. 

Map the Entire Ecosystem for the Industry 

Track and create a network diagram of all firms and businesses in each supply chain. This 
should reflect both physical parts and software. The entire chain could be vulnerable if a 
cyber-attack were to impact one company. Mapping the industry can help serve as an 
indication and warning system.201,xiii 

Both the U.S. Federal Bureau of Investigation (FBI) and the US Department of Homeland 
Security’s CISA discourage companies from paying any demand after a ransomware attack. 
The ransom only fuels the criminal ecosystem, thus perpetuating the problem, and there is 
no guarantee that the decryption key will work or that the sensitive data will be returned or 
destroyed. Ransom payments may also funnel to hostile governments or sanctioned entities. 
Both U.S. Government agencies realize that this is a business decision on what is likely the 
worst day of that company’s existence. When an international freight company has their 
network attacked and global operations are impacted, it is usually easier to acquiesce to the 
ransom demands, especially as the demands are often less than the costs of restoration 
and mitigation. However, it is also imperative that law enforcement agencies are made 
aware of ransomware attacks. These are crimes and cannot be investigated without 
knowledge of the incident.202 

Conduct Technology Inventories and Risk Assessments 

Companies must perform security risk assessments on their systems. In these assessments, 
entities should identify the most sensitive and crucial information on their networks and 
then seek to supplement the security protocols around that data. Every single endpoint 
should be reviewed to ensure that initial access cannot be established through those points. 
This is a necessary first step in cybersecurity. How can a company ensure the network is 
protected without knowing specifically what to protect? The company must iterate all 
potential vulnerabilities.  

xiii U.S. companies are increasingly developing new technologies to assist with supply chain mapping. One example 
is Interos [Interos.ai], which provides supply chain procurement maps and other management solutions for its 
customers. 
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Patch, Update, or Dispose of Obsolete Systems 

These older operating systems or applications are often targeted by malicious cyber actors 
looking for an easy intrusion into a network. Installing firewalls and adding antivirus software 
are crucial steps to protecting U.S. networks. Companies also have the option to hire a third-
party cybersecurity firm. 

Many systems within the transportation sector, as with other critical infrastructure sectors, 
were deployed decades ago to meet engineering needs, not security requirements. Because 
of this, these systems often lack sufficient cybersecurity protections. However, the older age 
of these systems can make them more susceptible to cyber exploitation and attack. The 
DOT’s Transportation Systems Sector-Specific Plan specifically points out the elevated risk in 
transportation due to the aging infrastructure used across the industry.203 “In cases where 
transportation entities have adopted new technology, it has generally been with the goal of 
increasing efficiency rather than protecting against cyber threats.”204 

Harden IoT Connectivity 

All IoT devices and applications connected to any back-end systems should be protected 
and possibly locked down. IoT devices have become essential for efficiency in the 
transportation industry, but they also provide potential access points for malicious actors. 

Ensure Successful and Consistent Backups 

One of the key parameters to guard against cyber-attack is the establishment and access to 
viable back-ups for data. After the cyber-attack on the Colorado Department of 
Transportation, the U.S. Government attributed the attack to two Iranian men in 2018 as 
part of the SamSam malware attacks. Luckily, Colorado was able to restore their systems 
from digital backups and did not pay the ransom demand.205 This is exactly why viable and 
available backups are key. The cyber actors demand on a lack of access to data. When this 
data can be easily restored, they are prevented from profiting from their crimes. “Backed-up 
data should be isolated from the network containing the original files to prevent attackers 
from encrypting or exfiltrating the original and the backup copies.”206 

Validate Network and System Segmentation 

Companies should also properly 
segment their networks. This prevents 
malware from infecting one particular 
area and then spreading to the rest of 
the network.207 Network segmentation 
involves dividing the entire system into 
separate and disparate parts; most 
often the segments are by business 
function (i.e., human resources, 
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financial, operational, etc.). This allows IT professionals to properly isolate any suspicious 
behaviors or intrusions and stops the spread into the entire network. 

Adopt Zero Trust Architectures 

Companies should also implement zero trust architecture. In this procedure, a victim 
assumes the initial access into their network is already established and then try and defend 
against lateral movement and privilege escalation. Zero trust depends upon the principles of 
multifactor authentication, the assumption of least privilege accounts, and identity access 
management. All of these items ensure that only people who have a specific need to access 
certain data or applications can in fact access it. According to CM Alliance, this is truly 
important for the transportation sector as a third of attacks are initiated through company 
insiders. 

Adopt Automated Security Solutions 
If possible, automate systems. A computer can identify trends and anomalies faster than 
any human. Automation software can also provide accurate baselines, which can determine 
anomalous data exfiltration during ransomware attacks. Any automated systems should be 
paired with extended detection and response (EDR) technologies. EDRs look for incidents 
that are not part of normal operating procedures and shut them down before the full attack 
can materialize.  

The last two points should not even need reiterated, but often are overlooked. Antivirus and 
anti-malware software should be used and regularly updated. 

Create and Practice Cyber Incident Response Plans 
After performing a security risk assessment and mitigating the most pressing concerns, 
companies should then create and implement a cyber incident response plan. An incident 
response plan should be practiced routinely and not shelved for posterity. The plan should 
include a clear chain of command, duties, and reporting to law enforcement. 

The U.S. Transportation Security Agency (TSA) has laid down four basics tenets for digital 
defense. These requirements are for higher risk freight railroads, passenger rail and rail 
transit and are more explicitly stated in the above items, but require owners and operators 
to: 

• Designate a cybersecurity coordinator 
• Report cybersecurity incidents to CISA within 24 hours 
• Develop and implement a cybersecurity incident response plan to reduce the risk of 

an operational disruption 
• Complete a cybersecurity vulnerability assessment to identify potential gaps or 

vulnerabilities in their systems. 
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• There are various other agencies leading cybersecurity technical and policy efforts to
secure the U.S. The Intelligent Transportation Systems Joint Program Office (ITS JPO)
is working with other “Federal agencies, industry, and academia, to ensure that:

• New technologies have security as an inherent part of their design and operation
• A more unified approach to vehicle, device, and infrastructure security is provided for

the connected vehicle environment.”

TSA also provides a Surface Transportation Security Toolkit, which can be accessed by the 
following link: https://www.tsa.gov/for-industry/surface-transportation-cybersecurity-toolkit. 
The Toolkit contains information to assist the sector defend from cyber-attacks.  

Figure 18: Surface Transportation Security Toolkit. (Source: U.S. Transportation Security Agency.) 

Figure 19: Additional resources from TSA. (Source: U.S. Transportation Security Agency.) 

The same website also lists several cybersecurity resources including Cyber Hygiene 
Services, Cybersecurity and Physical Security Convergence Guide, Insider Threat Mitigation, 
Law Enforcement Cybersecurity Resources, and Transportation Systems Sector 
Cybersecurity Framework Implementation Guide. 
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Source: U.S. Transportation Security Agency. 
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ACRONYMS 

AIML Artificial Intelligence and Machine Learning 
AIMS Automated Inventory Management Systems 
AIS Automatic Identification System 
APT Advanced Persistent Threats 
ATA American Trucking Associations 
BEC business email compromise 
BoL Bill of landing 
BTS U.S. Bureau of Transportation Statistics 
C4ADS Center for Advanced Defense 
Cal-CSIC California’s Cybersecurity Integration Center 
CDOT Colorado Department of Transportation 
CISA Cybersecurity and Infrastructure Security Agency 
CIMC China International Marine Containers 
CNM Cumulative navigated miles 
CSA Cyber Security Advisors 
C-SCRM Cybersecurity supply chain risk management 
CTK cargo ton-kilometers 
DOC Department of Commerce 
DHS Department of Homeland Security 
DOT Department of Transportation 
DRC Democratic Republic of Congo 
EDI electronic data exchange 
EDR Extended detection and response 
E.O. Executive Order 
EMA Economically Motivated Adulteration 
ERP Enterprise resource-planning 
FAA Federal Aviation Administration 
FBI Federal Bureau of Investigation 
GNSS Global navigation satellite systems 
I2I Infrastructure to infrastructure 
ICT Information and communications technology 
IoT Internet of Things 
IT Information Technology 
ITS Intelligent transportation systems 
ITS JPO Intelligent Transportation Systems Joint Program Office 
IATA International Air Transport Association 
ILWU International Longshore & Warehouse Union 
ICAO International Civil Aviation Organization 
JIT Just-in-Time 
MTA New York’s Metropolitan Transit Authority 
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NATO North Atlantic Treaty Organization 
NIST National Institute of Standards & Technology 
NRMC National Risk Management Center 
NCSC National Counterintelligence and Security Center 
OEM Original Equipment Manufacturer 
PII Personally identifiable information 
PPE personal protective equipment 
PSA Protective Security Advisors 
PwC PricewaterhouseCoopers 
REE Rare earth elements 
SBOM Software bill of materials 
STB Surface Transportation Board 
TSA U.S. Transportation Security Agency 
USDA U.S. Department of Agriculture 
USGS U.S. Geological Survey 
USICA U.S. Innovation and Competition Act 
V2V Vehicle-to-vehicle 
VBIED Vehicle Born Improvised Explosive Device 
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ANALYTIC DELIVERABLE DISSEMINATION PLAN 

The following entities would benefit from receiving this deliverable. While this list is 
comprehensive, other organizations should not be excluded from consideration. 

o Association for Supply Chain Management 
o Council of Supply Chain Management Professionals 
o Cybersecurity Manufacturing Innovation Institute 
o Federal Aviation Administration 
o Federal Transit Administration 
o Federal Highway Administration 
o General Services Administration 
o InfraGard National Members Alliance 
o National Cyber Investigative Joint Task Force 
o National Counterintelligence and Security Center 
o National Council of ISACs 
o U.S. Department of Transportation 
o National Private Truck Council 
o U.S. Department of Commerce 
o U.S. Department of Defense - Defense Logistics Agency 
o U.S. Department of Homeland Security – Cybersecurity and Infrastructure 

Security Agency 
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