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Additional Resources 

Below are other great resources available from Cyber Security 
Infrastructure Security Agency (CISA): 

- https://www.cisa.gov/stopransomware
- https://www.cisa.gov/free-cybersecurity-services-and-tools
- https://www.cisa.gov/small-business

The Domestic Security Alliance Council (DSAC) is a strategic partnership 
between the United States government and U.S. private industry 
enhancing communication and promoting the timely and effective 
exchange of security and intelligence information. 

- https://www.dsac.gov/

About the Public-Private Analytic Exchange Program (AEP):

The AEP enables U.S. government analysts and private sector partners to 
gain a greater understanding of how their disparate, yet complementary, 
roles can work in tandem to ensure mission success.  Participants work to 
create joint analytic products of interest to both the private sector and the 
U.S. Government.    

Learn more at: 

- https://www.dhs.gov/publication/aep-overview-and-documents

The views and opinions expressed in this document do not necessarily state or reflect 
those of the United States Government or the Companies whose analysts participated in 
the Public-Private Analytic Exchange Program. This document is provided for educational 
and informational purposes only and may not be used for advertising or product 
endorsement purposes.  All judgments and assessments are solely based on unclassified 
sources and the product of joint public and private sector efforts.  

Disclaimer Statement:  



Engage with and get to know contacts within your State or Local Fusion 
Center, the local CISA protective security advisor, and contacts within 
your local Federal Bureau of Investigation (FBI) and United States Secret 
Service (USSS) office.  Connecting early with law enforcement could 
save critical time when responding to  an event. 

- https://www.cisa.gov/protective-security-advisors
- https://www.dhs.gov/fusion-center-locations-and-contact-
information
- https://www.fbi.gov/contact-us/field-offices
- https://www.secretservice.gov/contact/field-offices

Consider joining a Critical Infrastructure information sharing group. 
These groups collect, analyze and disseminate actionable threat 
information.  

- https://www.dhs.gov/homeland-security-information-
network.hsin
- https://www.infragard.org/
- https://www.nationalisacs.org/member-isacs-3

Prepare your Response Team and ensure that everyone understands 
their clearly defined roles and responsibilities. Well defined roles, 
together with strong communication between Executive Leadership 
and the Response Team, may expedite any critical decisions that need 
to be made on your organization’s behalf. 

Training all employees via a Security Awareness program, with 
emphasis on phishing and the risks associated with suspicious emails 
and websites,  can add your users as an early warning system. 

Establish, test and maintain the following processes to aid with a swift 
recovery in case of an incident: 

- Scheduled Backups 
- Disaster Recovery Plans
- Incident Response Plans

Regular patching of vulnerabilities and implementation of the 
principles of Least Privilege can greatly reduce the attack surface of 
your network. 

If you suspect a system has been infected, isolate it immediately! 
Disconnect it from the network, or power the system down. 

Contact with local law enforcement, and reach out to your local FBI / 
USSS / CISA contacts. 

To ensure the integrity of backup data, immediately take them offline. 
Having properly functioning backups can remove the need to pay the threat 
actor to recover the encrypted data.  

The U.S, Government does not recommend paying threat actors. There is 
no guarantee that payment will result in full data  recovery, and paying a 
ransom helps to fund additional cybercriminal activity. In addition, some 
victims have been extorted for multiple payments. 

Prepare Respond 

Investigate and document the cause of the infection. Doing so will assist 
with determining what vulnerabilities were exploited, and can guide 
remediation efforts. 

Always reinstall from a trusted image, and restore data from clean backups. 
It is not recommended to recover data directly from an infected system, as 
malware may still be hidden on the disk. 

Change all network, system and user account credentials. 

Recover 




