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Question 1

Are you aware of the work conducted by the Government 
Accountability Office?

• Yes

• No
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Question 2

Has your work every been impacted by a Government 
Accountability Office audit, report, or guidance document?

• Yes

• No
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Question 3

Have you ever personally been involved in a Government 
Accountability Office audit?

• Yes

• No
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About the Agency

GAO is an independent, nonpartisan agency that works for 
Congress by

• evaluating agency operations to determine whether federal 
funds are being spent efficiently and effectively;

• reporting on how well government programs are meeting their 
objectives;

• making recommendations for improving government services; 
and

• issuing legal decisions and opinions such as bid protest rulings.
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Our Work

• Conducts independent evaluations of agencies’ IT practices and 
makes recommendations to help improve their capacity to 
effectively manage IT systems and the collection, use, and 
dissemination of information. 

• Oversees federal agencies’ information management and 
technology practices in key IT issue areas.

• Works out of headquarters and 3 field offices (Atlanta, Georgia; 
Dallas, Texas; and Denver, Colorado).

About the ITC Team
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GAO’s DOD IT Quick Look Series
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• The John S. McCain National Defense Authorization Act (NDAA) for Fiscal Year 
2019 included a provision for GAO to conduct annual assessments of selected 
DOD IT programs through March 2023.

• The assessments are to include: 

(1) a macro analysis of how well acquisition programs and initiatives are 
performing and reasons for that performance; 

(2) a summary of organizational and legislative changes and emerging 
assessment methodologies, and a discussion of the potential implications 
for execution and oversight of programs and initiatives; and 

(3) specific analyses of individual acquisition programs and initiatives.

• The DOD IT Quick Look series examines selected IT systems and initiatives, 
including DOD business systems.



GAO’s DOD IT Quick Look Series
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• We conduct our work in coordination with 
GAO’s Contracting and National Security 
Acquisitions team. This team manages 
what we refer to as our Weapons Systems 
Quick Look series.

• The Weapons Systems Quick Look team 
has issued one report every year for over 
20 years.



GAO’s DOD IT Quick Look Series
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Related Work

• DOD Business Systems Modernization (High-Risk Area)

• DOD Financial Systems

• DOD Financial Management (High-Risk Area)

• DOD Business Transformation (High-Risk Area)

• DOD Software Acquisition

• DOD Weapon Systems Acquisition (High-Risk Area)

• Improving the Management of IT Acquisitions and Operations (High-Risk Area)

• Agile Software Development

• Ensuring the Cybersecurity of the Nation (High-Risk Area)

https://www.gao.gov/highrisk/dod-business-systems-modernization
https://www.gao.gov/products/gao-20-252
https://www.gao.gov/highrisk/dod-financial-management
https://www.gao.gov/highrisk/dod-approach-business-transformation
https://www.gao.gov/products/gao-21-105298
https://www.gao.gov/highrisk/dod-weapon-systems-acquisition
https://www.gao.gov/highrisk/improving-management-it-acquisitions-and-operations
https://www.gao.gov/products/gao-20-590g
https://www.gao.gov/highrisk/ensuring-cybersecurity-nation


GAO’s DOD IT Quick Look Series
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Issued Public DOD IT Quick Look Reports

• Information Technology: DOD Software Development Approaches and 
Cybersecurity Practices May Impact Cost and Schedule (GAO-21-182), 
December 23, 2020. 

• Software Development: DOD Faces Risks and Challenges in Implementing 
Modern Approaches and Addressing Cybersecurity Practices (GAO-21-351), 
June 23, 2021.

• Business Systems: DOD Needs to Improve Performance Reporting and 
Cybersecurity and Supply Chain Planning (GAO-22-105330), June 14, 2022.

https://www.gao.gov/products/gao-21-182
https://www.gao.gov/products/gao-21-351
https://www.gao.gov/products/gao-22-105330


2022 DOD IT Quick Look Report
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Approach
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Objectives

(1) Examine how DOD’s portfolio of major IT acquisition business programs has 
performed; 

(2) Determine the extent to which the department has implemented software 
development, cybersecurity, and supply chain risk management practices; and 
(3) Describe actions DOD has taken to implement legislative and policy changes 
that could affect its IT acquisitions.

Approach

In short, we identified the 25 major DOD IT programs that DOD included in its 
2021 submission to the federal IT dashboard, collected the information that 
DOD reported to the dashboard, developed and sent a questionnaire to all 25 
programs, and met with relevant DOD officials.



Background
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• DOD requested approximately $50.6 
billion for the total FY 2022 IT and Cyber 
Activities Budget. The total unclassified 
DOD IT budget is $38.6 billion.

• DOD has been transitioning to new 
acquisition approaches for its software-
intensive systems to allow them to 
better utilize incremental and Agile 
software development.

• This includes software in both its 
weapons systems programs and its 
business systems.

DOD’s Approach to Developing Business Systems



Cost, Schedule, and Performance
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Cost

• In total, DOD reported that it 
planned to spend $8.8 billion on its 
25 major IT business programs 
from fiscal year 2020 through fiscal 
year 2022. 

• Four programs accounted for over 
half of this spending. These four 
programs are all in later 
developmental stages.



Cost, Schedule, and Performance
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Cost and Schedule Changes

• Eighteen of the 25 programs reported cost or schedule changes since January 
1, 2020. 

• Fifteen programs reported experiencing changes to planned costs and 13 
programs reported experiencing changes to planned schedules. 

• Ten programs reported both cost and schedule changes, including eight 
programs that reported both cost increases and schedule delays. 

• Officials from four programs reported that the programs rebaselined and 
officials from another three programs reported that they expected the 
program to rebaseline.



Cost, Schedule, and Performance
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Cost and Schedule Changes

• The reasons programs reported for cost and schedule changes included:

• Requirements changes or delays

• COVID-19

• Cloud migration and modernization changes

• Contracting developments

• Unanticipated technical complexities

• Workforce-related changes



Cost, Schedule, and Performance
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Cost and Schedule Changes

• Four programs developed new baselines due to a variety of reasons:

• Software defects

• Greater than anticipated technical complexity

• A delay in a contract award during COVID-19

• Adding new software functionality

• Adding new customers



Cost, Schedule, and Performance
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Cost and Schedule Changes

• Three programs reported that they planned to rebaseline due to:

• Defects discovered during testing

• Schedule delays due to COVID-19 requirements 

• Financial system modernizations

• Issues related to the prime development contractor

• Realign cost and schedule expectations



Cost, Schedule, and Performance
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Program Performance

• OMB requires major IT programs to submit major IT business case details to 
the federal IT Dashboard. These submissions include, among other things, 
program-specific information about operational performance.  

• OMB identifies four categories of performance metrics: Customer 
satisfaction, strategic and business results, financial performance, and 
innovation.

• Examples of reported metrics include metrics associated with providing 
customers needed functionality on time, cost performance, responsiveness to 
critical priority incidents, and system availability.



Cost, Schedule, and Performance
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Program Performance

• Twenty-five major IT business programs identified 172 operational 
performance metrics in their business case submissions. 

• Nineteen of the 25 programs did not fully report progress relative to these 
metrics, including 11 programs that did not report any data (recommendation).

Performance Data 25 Programs Reported to the Federal IT 

Dashboard, as of December 2021



Software Development
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Software Development Approaches

• We identified 11 of the 25 major IT programs as actively developing new 
software functionality.

• The 11 programs all reported using recommended iterative approaches that 
may help limit risks to cost and schedule outcomes, as recommended in the 
2018 Defense Science Board report.

• All 11 programs reported using continuous iterative software development 
and 10 of the 11 programs reported delivering minimum viable products.

• Eight of the 11 reported using Agile software development which can support 
iterative development, according to the Defense Science Board.

• Five of the 11 programs reported delivering software functionality every six 
months or less, as called for by OMB guidance.



Software Development
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Cybersecurity Assessments, Testing, and Strategies

• DOD Instructions 5000.7580 and 5000.9081 require major IT program staff to 
conduct cybersecurity assessments and DOD Instruction 5000.8984 requires 
them to complete both developmental and operational cybersecurity testing.

• In addition, DOD Instruction 8500.01, Cybersecurity, requires that DOD major 
IT program officials use approved cybersecurity strategies.

• Almost all of the programs reported conducting cybersecurity assessments 
and testing or planning to conduct cybersecurity assessments.

• However, 10 of the programs did not demonstrate having an approved 
cybersecurity strategy. We recommended that DOD should ensure that 
programs develop approved cybersecurity strategies.



Software Development
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Supply Chain Risk Management Plans

• NIST Special Publication 800-161 calls for including information and 
communications technology (ICT) supply chain risk management 
considerations in system security plans or in a stand-alone supply chain risk 
management plan for individual systems.

• In addition, DOD Instruction 5200.44 directs programs to implement supply 
chain risk management disciplines to manage the risks to system integrity and 
trust.

• However, 15 of the 25 programs did not demonstrate having ICT supply chain 
risk management plans. We recommended that DOD ensure that programs 
develop ICT supply chain risk management plans.



Software Development
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Title
Average Time with 

Program

Average Number of 

Individuals in Position*

Program manager 2 years, 5 months 4

Program executive 2 years, 8 months 3

Milestone decision 

authority
2 years, 11 months 2.9

*Last 10 years

Source: GAO-22-105330

Program Leadership Turnover for DOD’s 25 Major IT Programs



Program Challenges
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• Programs reported facing a variety of challenges:

• Budget constraints, including costs associated with cybersecurity.

• Keeping up with rapidly changing cybersecurity requirements.

• Changing customer requirements.

• Commercial Off-the-Shelf-related challenges.

• DOD officials recognized these challenges and described steps the agency is 
taking to address them:

• In December 2021, DOD chartered its software modernization senior 
steering group.

• In February 2022, DOD issued its software modernization strategy.



DOD Began Addressing the Repeal of the 

Chief Management Office (CMO) Position
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Reorganization of Former CMO Responsibilities

• The NDAA for FY 2021 eliminated the DOD CMO position, which previously had 
broad oversight responsibilities for DOD business systems.

• In September 2021, the Deputy Secretary of Defense directed a broad 
realignment of the responsibilities previously assigned to the CMO.

• In January 2022, officials from DOD’s Office of the Director of Administration 
and Management, Office of the Under Secretary of Defense for Acquisition & 
Sustainment, and Office of the Chief Information Officer described efforts 
underway to implement changes associated with:

• The Defense Business Council;

• Business systems investment management guidance; and

• The business enterprise architecture.



Program Summaries
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• The report includes program summaries for the 10 programs that planned to 
spend the most from FY20-FY22.

• These program summaries include basic information about the programs, 
planned expenditures, leadership tenure, and information about their 
reported software development approaches.

• This information helps support public accountability for the programs and 
provides information that supports Congressional staff as they make decisions 
about program funding.



Program Summaries (example)
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Department of Defense Healthcare Management System Modernization (as 
reported by program officials in November 2021)

• Lead DOD component: Office of the Secretary of Defense 
• Program owner: Defense Health Agency
• Acquisition pathway: Defense business systems acquisition
• Last milestone achieved: Limited deployment authority to proceed (ATP) 

(April 2020)
• Next planned milestone: Full deployment ATP (Date is to be determined in 

coordination with the milestone decision authority)
• Year investment began: 2014
• Year investment is estimated to reach the end of its useful life: 2032 
• CIO evaluation rating: 3 - Medium risk



Program Summaries (example)
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Source: GAO-22-105330

Department of Defense Healthcare Management System’s Reported 

Software Development Approaches (as of November 2021)

Software development practices Program response

Software development approach Agile, mixed, DevSecOps

Software releases to date 5

Planned releases 10

Average time between releases 4 to 6 months

Uses a software factory No

Uses continuous iterative development Yes

Delivery of a minimum viable product Yes



Questions and Answers
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	In total, DOD reported that it 
	planned to spend $8.8 billion on its 
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	•
	•
	•
	•
	Three programs reported that they planned to 
	rebaseline
	due to:


	•
	•
	•
	•
	Defects discovered during testing


	•
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	Schedule delays due to COVID
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	19 requirements 
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	OMB requires major IT programs to submit major IT business case details to 
	the federal IT Dashboard. These submissions include, among other things, 
	program
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	specific information about operational performance.  
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	•
	•
	•
	•
	Twenty
	-
	five major IT business programs identified 172 operational 
	performance metrics in their business case submissions. 


	•
	•
	•
	Nineteen of the 25 programs did not fully report progress relative to these 
	metrics, including 11 programs that did not report any data (recommendation).
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	•
	•
	•
	•
	We identified 11 of the 25 major IT programs as actively developing new 
	software functionality.


	•
	•
	•
	The 11 programs all reported using recommended iterative approaches that 
	may help limit risks to cost and schedule outcomes, as recommended in the 
	2018 Defense Science Board report.


	•
	•
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	All 11 programs reported using continuous iterative software development 
	and 10 of the 11 programs reported delivering minimum viable products.


	•
	•
	•
	Eight of the 11 reported using Agile software development which can support 
	iterative development, according to the Defense Science Board.
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	months or less, as called for by OMB guidance.
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	•
	•
	•
	•
	DOD Instructions 5000.7580 and 5000.9081 require major IT program staff to 
	conduct cybersecurity assessments and DOD Instruction 5000.8984 requires 
	them to complete both developmental and operational cybersecurity testing.
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	, requires that DOD major 
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	•
	•
	•
	•
	NIST Special Publication 800
	-
	161 calls for including information and 
	communications technology (ICT) supply chain risk management 
	considerations in system security plans or in a stand
	-
	alone supply chain risk 
	management plan for individual systems.


	•
	•
	•
	In addition, DOD Instruction 5200.44 directs programs to implement supply 
	chain risk management disciplines to manage the risks to system integrity and 
	trust.


	•
	•
	•
	However, 15 of the 25 programs did not demonstrate having ICT supply chain 
	risk management plans. We recommended that DOD ensure that programs 
	develop ICT supply chain risk management plans.
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	Average Time with 
	Program



	Average Number of 
	Average Number of 
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	Average Number of 
	Individuals
	in Position*




	Program
	Program
	Program
	Program
	Program
	manager



	2 years,
	2 years,
	2 years,
	2 years,
	5 months



	4
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	Program executive
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	Program executive
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	Program executive



	2 years, 8 months
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	Milestone decision 
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	2 years, 11 months
	2 years, 11 months
	2 years, 11 months
	2 years, 11 months



	2.9
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	2.9
	2.9
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	Source: GAO
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	-
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	Span
	•
	•
	•
	•
	•
	Programs reported facing a variety of challenges:


	•
	•
	•
	•
	Budget constraints, including costs associated with cybersecurity.


	•
	•
	•
	Keeping up with rapidly changing cybersecurity requirements.


	•
	•
	•
	Changing customer requirements.


	•
	•
	•
	Commercial Off
	-
	the
	-
	Shelf
	-
	related challenges.



	•
	•
	•
	DOD officials recognized these challenges and described steps the agency is 
	taking to address them:


	•
	•
	•
	•
	In December 2021, DOD chartered its software modernization senior 
	steering group.


	•
	•
	•
	In February 2022, DOD issued its software modernization strategy.
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	Reorganization of Former CMO Responsibilities
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	Reorganization of Former CMO Responsibilities

	•
	•
	•
	•
	The NDAA for FY 2021 eliminated the DOD CMO position, which previously had 
	broad oversight responsibilities for DOD business systems.


	•
	•
	•
	In September 2021, the Deputy Secretary of Defense directed a broad 
	realignment of the responsibilities previously assigned to the CMO.


	•
	•
	•
	In January 2022, officials from DOD’s Office of the Director of Administration 
	and Management, Office of the Under Secretary of Defense for Acquisition & 
	Sustainment, and Office of the Chief Information Officer described efforts 
	underway to implement changes associated with:


	•
	•
	•
	•
	The Defense Business Council;


	•
	•
	•
	Business systems investment management guidance; and


	•
	•
	•
	The business enterprise architecture.
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	Span
	•
	•
	•
	•
	•
	The report includes program summaries for the 10 programs that planned to 
	spend the most from FY20
	-
	FY22.


	•
	•
	•
	These program summaries include basic information about the programs, 
	planned expenditures, leadership tenure, and information about their 
	reported software development approaches.


	•
	•
	•
	This information helps support public accountability for the programs and 
	provides information that supports Congressional staff as they make decisions 
	about program funding.
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	Department of Defense Healthcare Management System Modernization 
	Department of Defense Healthcare Management System Modernization 
	Department of Defense Healthcare Management System Modernization 
	(as 
	reported by program officials in November 2021)

	•
	•
	•
	•
	Lead DOD component: Office of the Secretary of Defense 


	•
	•
	•
	Program owner: Defense Health Agency


	•
	•
	•
	Acquisition pathway: Defense business systems acquisition


	•
	•
	•
	Last milestone achieved: Limited deployment authority to proceed (ATP) 
	(April 2020)


	•
	•
	•
	Next planned milestone: Full deployment ATP (Date is to be determined in 
	coordination with the milestone decision authority)


	•
	•
	•
	Year investment began: 2014


	•
	•
	•
	Year investment is estimated to reach the end of its useful life: 2032 


	•
	•
	•
	CIO evaluation rating: 3 
	-
	Medium risk
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