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I. Legislative Requirement 
 
 
This report responds to the reporting requirements set forth in section 2(b) of the Good 
Accounting Obligation in Government Act (P.L. 115-414), which provides: 
 

(b) REQUIRED REPORTS.—In the annual budget justification submitted to 
Congress, as submitted with the budget of the President under section 1105 of 
title 31, United States Code, each agency shall include— 
(1) a report listing each public recommendation of the Government Accountability 

Office that is designated by the Government Accountability Office as “open” 
or “closed, unimplemented” for a period of not less than 1 year preceding the 
date on which the annual budget justification is submitted; 

(2) a report listing each public recommendation for corrective action from the 
Office of Inspector General of the agency that— 

(A) was published not less than 1 year before the date on which the annual 
budget justification is submitted; and 

(B) for which no final action was taken as of the date on which the annual 
budget justification is submitted; and 

(3) a report on the implementation status of each public recommendation described 
in paragraphs (1) and (2), which shall include— 

(A) with respect to a public recommendation that is designated by the 
Government Accountability Office as “open” or “closed, 
unimplemented”— 

(i) that the agency has decided not to implement, a detailed 
justification for the decision; or 

(ii) that the agency has decided to adopt, a timeline for full 
implementation, to the extent practicable, if the agency 
determines that the recommendation has clear budget 
implications; 

(B) with respect to a public recommendation for corrective action from the 
Office of Inspector General of the agency for which no final action or 
action not recommended has been taken, an explanation of the reasons 
why no final action or action not recommended was taken with respect 
to each audit report to which the public recommendation for corrective 
action pertains; 

(C) with respect to an outstanding unimplemented public recommendation 
from the Office of Inspector General of the agency that the agency has 
decided to adopt, a timeline for implementation; 

(D) an explanation for any discrepancy between—  
(i) the reports submitted under paragraphs (1) and (2); 

(ii) the semiannual reports submitted by the Office of Inspector 
General of the agency under section 5 of the Inspector General 
Act of 1978 (5 U.S.C. App.); and 

(iii) reports submitted by the Government Accountability Office 
relating to public recommendations that are designated by the 
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Government Accountability Office as “open” or “closed, 
unimplemented”; and  

(E) for the first 12 months after a public recommendation is made, if the 
agency is determining whether to implement the public 
recommendation, a statement describing that the agency is doing so, 
which shall exempt the agency from the requirements under 
subparagraphs (B) and (C) with respect to that public recommendation.   

(c) COPIES OF SUBMISSIONS.—Each agency shall provide a copy of the 
information submitted under subsection (b) to the Government Accountability 
Office and the Office of Inspector General of the agency. 
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II. Background 
 
 
This report, submitted pursuant to Section 2(b) of P.L. 115-414, provides a description of the 
implementation status of each public “open” recommendation from the U.S. Government 
Accountability Office (GAO) and the Department of Homeland Security (DHS or the 
Department) Office of Inspector General (OIG) that was more than 1 year old as of 
September 30, 2022 (a natural cutoff date for report preparation and submission with the 
Department’s annual fiscal year budget justification).  This report also provides justification for 
the decision not to implement those recommendations, which GAO and OIG closed as 
“unimplemented” from October 1, 2021,1 to September 30, 2022.2  
 
Office of Management and Budget (OMB) Circular A-50 (Revised), “Audit Followup,” 
describes policies and procedures that the executive agencies should use when considering 
reports issued by an OIG, GAO, and other auditors where follow-up is necessary.   
 
DHS Delegation #00109, “Delegation to the Under Secretary for Management to Act as the 
Audit Follow-up and Resolution Official for Office of Inspector General Report 
Recommendations,” designates the Under Secretary for Management (USM) as the 
Department’s follow-up and resolution official for OIG audit reports and recommendations. 
 
DHS Designation #00-00901, “U.S. Department of Homeland Security Designations,” 
designates the USM as the Department’s follow-up and resolution official for GAO audit reports 
and recommendations. 
 
DHS’s implementation of OMB Circular A-50 (Revised) is governed by:  
 

• DHS Directive 077-01, “Follow-Up and Resolution for Office of Inspector General 
Report Recommendations,” 

• DHS Instruction 077-01-001, “Instruction on Follow-Up and Resolution for Office of 
Inspector General Report Recommendations,” 

• DHS Directive 077-02, “Relations with the U.S. Government Accountability Office 
(Revision # 02),” and 

• DHS Instruction 077-02-001, “Relations with the U.S. Government Accountability 
Office.” 

 
This report presents the status of the applicable recommendations as of, and through, 
September 30, 2022. 
  

 
1 Justification for decisions not to implement recommendations that GAO and OIG closed as “unimplemented” prior 
to October 1, 2021, were addressed in prior year reports.   
2 In publishing this report, DHS’s practice is to provide the most up-to-date recommendation implementation status 
information reasonably available.  As such, although Section 2(b) of P.L. 115-414 requires agencies to report on 
only public GAO and OIG recommendations closed as unimplemented not less than 1 year preceding the date that 
the agency submits its budget justification, DHS has reported and will continue to report on closed unimplemented 
public GAO and OIG recommendations for the most recent fiscal year. 
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III. Implementation Status of GAO’s Public 
Recommendations 

 
 
A. Recommendations “Closed, Unimplemented” 
 
From October 1, 2021, to September 30, 2022, GAO designated four public recommendations 
addressed to DHS as “closed, unimplemented.”  These recommendations are listed below, along 
with the Department’s justification for not implementing each recommendation. 
 
DHS strictly adheres to a self-imposed practice of closing GAO recommendations only after first 
reaching agreement regarding closure with GAO staff and has followed this practice since 2010.  
This practice provides confidence to Congress and the public, in addition to DHS’s formal 
management response to each recommendation, that DHS took appropriate actions to implement 
these recommendations or otherwise to resolve any disagreements.
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Component U.S. Customs and Border Protection (CBP) 
Report Number GAO-18-489SU/GAO-18-614 

Report Title Southwest Border Security:  CBP Is Evaluating Designs and Locations for Border Barriers, but Is Proceeding 
Without Key Information 

Report Received/ 
Issued Date 06/12/2018 

Rec # 1 
Date Closed 11/16/2021 

Recommendation The Commissioner of CBP should analyze the costs associated with future barrier segments and include cost 
as a factor in the Impedance and Denial Prioritization Strategy.  

Narrative of 
Implementation 
Status  

The U.S. Border Patrol (USBP) revised its decision support tool to assess prioritization on the basis of 
operational factors only, independent of feasibility and cost.  This is consistent with the results of the 
completed independent verification and validation for the tool.  Upon completion of operational prioritization 
and Operational Review Board decisions, priorities are assessed for feasibility including cost, constructability, 
real estate, and other attributes.  The cost and feasibility factors are addressed completely as a part of the 
planning and acquisition process to align priorities in the appropriate order, but cost and ability to build are 
assessed as a secondary decision that can be addressed by realignment or other courses of action as 
appropriate.  The current process in which USBP identifies and prioritizes barrier segments is in alignment 
with its mission and business processes. 

    
Component Countering Weapons of Mass Destruction Office (CWMD) 
Report Number GAO-16-99 

Report Title Biosurveillance:  DHS Should Not Pursue BioWatch Upgrades or Enhancements Until System Capabilities 
Are Established 

Report Received/ 
Issued Date 11/23/2015 

Rec # 1 
Date Closed 02/17/2022 

Recommendation 

The Secretary of Homeland Security should direct the Assistant Secretary for Health Affairs and other relevant 
officials within the Department to not pursue upgrades or enhancements to the current BioWatch system until 
OHA:  Establishes technical performance requirements, including limits of detection, necessary for a 
biodetection system to meet a clearly defined operational objective for the BioWatch program by detecting 
attacks of defined types and sizes with specified probabilities.   
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Narrative of 
Implementation 
Status  

CWMD leadership met with GAO directors on January 25, 2022, to discuss closure of outstanding 
recommendations for this audit on the basis on efforts made to improve BioWatch.  Prior to this meeting, 
CWMD submitted several documents that demonstrated prior actions taken to address the recommendations 
for this report.  On the basis of those documents and the January 2022 discussion, GAO ultimately 
consolidated this recommendation with recommendations #2 and #3 and closed it as unimplemented. 

    
Component CWMD 
Report Number GAO-16-99 

Report Title Biosurveillance:  DHS Should Not Pursue BioWatch Upgrades or Enhancements Until System Capabilities 
Are Established 

Report Received/ 
Issued Date 11/23/2015 

Rec # 2 
Date Closed 02/17/2022 

Recommendation 
The Secretary of Homeland Security should direct the Assistant Secretary for Health Affairs and other relevant 
officials within the Department to not pursue upgrades or enhancements to the current BioWatch system until 
OHA:  Assesses the Gen-2 system against these performance requirements to reliably establish its capabilities.  

Narrative of 
Implementation 
Status  

CWMD leadership met with GAO directors on January 25, 2022, to discuss closure of outstanding 
recommendations for this audit on the basis of efforts made to improve BioWatch.  Prior to this meeting, 
CWMD submitted several documents that demonstrated prior actions taken to address the recommendations 
for this report.  On the basis of those documents and the January 2022 discussion, GAO ultimately 
consolidated this recommendation with recommendations #2 and #3 and closed it as unimplemented. 

    
Component CWMD 
Report Number GAO-16-99 

Report Title Biosurveillance:  DHS Should Not Pursue BioWatch Upgrades or Enhancements Until System Capabilities 
Are Established 

Report Received/ 
Issued Date 11/23/2015 

Rec # 3 
Date Closed 02/17/2022 

Recommendation The Secretary of Homeland Security should direct the Assistant Secretary for Health Affairs and other relevant 
officials within the Department to not pursue upgrades or enhancements to the current BioWatch system until 
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OHA:  Produces a full accounting of statistical and other uncertainties and limitations in what is known about 
the system’s capability to meet its operational objectives.  

Narrative of 
Implementation 
Status  

CWMD leadership met with GAO directors on January 25, 2022, to discuss closure of outstanding 
recommendations for this audit on the basis of efforts made to improve BioWatch.  Prior to this meeting, 
CWMD submitted several documents that demonstrated prior actions taken to address the recommendations 
for this report.  On the basis of those documents and the January 2022 discussion, GAO ultimately 
consolidated this recommendation with recommendations #2 and #3 and closed it as unimplemented. 
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B. Recommendations “Open” 
 
As of September 30, 2022, 305 GAO public recommendations were designated as “open” for a 
period of not less than 1 year (i.e., since September 30, 2021).  These recommendations are listed 
below along with a description of actions taken, ongoing, or planned to address them; an 
estimated completion date (ECD); and a brief discussion of resource and budgetary implications, 
as appropriate. 
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Component CBP 
Report Number GAO-16-514 

Report Title Immigration Detention:  Additional Actions Needed to Strengthen DHS Management of Short-Term Holding 
Facilities 

Report Received/ 
Issued Date 05/26/2016 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

04/30/2023 

Recommendation The Secretary of Homeland Security should direct CBP and ICE to develop and issue guidance on how and 
which compliant mechanisms should be communicated to individuals in custody at holding facilities. 

Narrative of 
Implementation 
Status  

CBP has made significant progress in ensuring that information is posted within its detention facilities to 
inform individuals in CBP custody how to contact the DHS OIG Hotline to report allegations of sexual abuse 
and assault.  These posters are now ubiquitous throughout CBP detention facilities nationwide.  As part of its 
Prison Rape Elimination Act (PREA) program, CBP launched the Keeping Detention Safe poster series, which 
includes posters in numerous languages providing the toll-free telephone number for the DHS OIG Hotline.  
These posters last were updated during 2019, and their presence is verified during routine PREA audits held at 
CBP detention facilities.  In addition, OIG worked to place posters within CBP detention facilities across the 
country.  While less frequently found, these posters list a broader range of issues that can be reported to the 
same telephone number, including waste, fraud, abuse, criminal activity, and allegations of civil rights and 
civil liberties issues.  Although the “Keeping Detention Safe” poster is focused on sexual abuse and assault 
specifically, it does provide detainees with contact information for the DHS OIG Hotline and encourages them 
to report issues directly to CBP staff.  CBP’s Office of Professional Responsibility (OPR) will collaborate 
closely with the CBP PREA program, DHS OIG, and the DHS Office of the Immigration Detention 
Ombudsman to ensure that efforts to create new or revised posters will help to provide clarity and a single 
point of contact for detainees to report issues of concern.  
 
Additionally, as a of September 2022, OPR is working with the CBP Office of Information Technology (OIT) 
on the requirements for updating the public-facing website to allow for a complaint form for reporting 
allegations of misconduct, and other issues of concern.  Given the importance of a web-based complaint form 
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for reporting allegations of misconduct and abuse, OPR will issue a new poster when the complaint form is 
ready for release.  

    
Component CBP 
Report Number GAO-16-542 

Report Title Antidumping and Countervailing Duties:  CBP Action Needed to Reduce Duty Processing Errors and Mitigate 
Nonpayment Risk 

Report Received/ 
Issued Date 07/14/2016 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The CBP Commissioner should issue guidance directing ACT to (a) collect and analyze data on a regular basis 
to identify and address the causes of liquidations that occur contrary to the process or outside the 6-month time 
frame mandated by statute, (b) track progress on reducing such liquidations, and (c) report on any effects these 
liquidations may have on revenue. 

Narrative of 
Implementation 
Status  

In September 2020, GAO closed this recommendation as not implemented, recognizing all actions that CBP 
had taken to strengthen its processes for monitoring and tracking these types of liquidations.  Subsequently, in 
July 2021, GAO reopened this recommendation, indicating that it was closed prematurely, and requested 
additional data and information.  
 
Since Fiscal Year (FY) 2019, CBP has taken additional steps to improve procedures, training, and automation 
to prevent deemed liquidated antidumping and countervailing duties (AD/CVD) entries.  In June 2021, the 
AD/CVD Handbook was updated to include revised sections on deemed liquidation, injunctions, and 
AD/CVD entry processing procedures, to name a few.  In addition, deemed liquidations now are covered in 
the AD/CVD trainings as permanently part of CBP Office of Trade (OT) AD/CVD training initiatives.  The 
AD/CVD Division continues to meet with the Department of Commerce (DOC) Customs Liaison Unit 
biweekly.  Additionally, the AD/CVD Division and the DOC communicate regularly to coordinate the 
resolution of AD/CVD-related issues.  CBP made changes to the Automated Commercial Environment (ACE) 
to enable it to manage AD/CVD entries better and to prevent deemed liquidations. 
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In FY 2022, the CBP Self-Inspection Program Cycle 2022 Self-Inspection Worksheet (SIW) results for 
AD/CVD identified that 10 of the 11 responses were compliant with AD/CVD deemed liquidations.  The one 
location with a noncompliant SIW resulted in that location updating its internal procedures and developing 
additional controls to prevent AD/CVD deemed liquidations. 
 
Finally, on August 3, 2022, OT met with GAO to discuss options to re-close this recommendation.  In the 
beginning of FY 2023, OT will conduct an analysis of AD/CVD deemed liquidations, CBP will report the 
value of the affected summary lines to show the impact on revenue and, as a quantitative measure, will look at 
the number of occurrences, to identify the issues and underlying causes and to implement the appropriate 
corrective actions.  

    
Component CBP 
Report Number GAO-16-542 

Report Title Antidumping and Countervailing Duties:  CBP Action Needed to Reduce Duty Processing Errors and Mitigate 
Nonpayment Risk 

Report Received/ 
Issued Date 07/14/2016 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The CBP Commissioner should, consistent with U.S. law and international obligations, take steps to use its 
data and risk assessment strategically to mitigate AD/CV duty nonpayment, such as by using predictive risk 
analysis to identify entries that pose heightened risk and taking appropriate action to mitigate the risk. 

Narrative of 
Implementation 
Status  

In May 2021, CBP adjusted its approach for the implementation of risk-based bonding by leveraging existing 
authorities to develop a sustainable approach and focus on near-term deliverables.  To date, CBP has 
completed the following actions:  (1) as of May 2021, bond policy no longer permits persons suspended or 
debarred by CBP (or another federal agency, as applicable) to use a continuous bond to secure customs 
activities; (2) as of September 2021, CBP completed the development phase for automation of the continuous 
bond reviewer and analytical formulas; (3) in October 2021, CBP published an updated internal AD/CVD 
Single Transaction Bond (STB) memo to define clearly when use of STBs is to be considered for AD/CVD 
entries; and (4) as of September 2022, CBP increased the number of CBP personnel trained on bonding 
authority and enforcement options via a 13-part Bond Educational Webinar Series for CBP personnel to 
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increase understanding and enforcement of the agency’s current authorities by reviewing statutory and 
regulatory authorities, the various activity type bonds, bond sufficiency and saturation, additional bonding for 
AD/CVD, superseding, and substitution bonds/bond riders.  CBP continues to work to complete the remaining 
initiatives of:  (1) testing and deployment of continuous bond reviewer and analytic formulas, to be completed 
in early FY 2023 and with the Office of Finance testing in October 2022; (2) updating Customs Directive 
3510-004, Monetary Guidelines for Setting Bond Amounts, which has gone through initial review and edits 
and is now in the final clearance process; and (3) issue a Notice of Proposed Rulemaking (NPRM) to 
incorporate eBond in Title 19 of the Code of Federal Regulations (CFR) 113 Regulations, to update eBond 
functionality from a test to a requirement, to eliminate the majority of paper bond processing, and to ensure 
that bonds are on file; was in the final internal review and clearance process within OT, as of September 30, 
2022. 

    
Component CBP 
Report Number GAO-17-439SU/GAO-17-618 
Report Title Customs and Border Protection:  Improved Planning Efforts Needed to Strengthen Trade Enforcement 
Report Received/ 
Issued Date 04/27/2017 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2024 

Recommendation 
The Commissioner of CBP should direct the Office of Trade and the Office of Field Operations to develop a 
long-term hiring plan that articulates how CBP will reach its staffing targets for trade positions set in the 
Homeland Security Act and the agency’s resource optimization model. 

Narrative of 
Implementation 
Status  

CBP Office of Field Operations (OFO) and OT, in coordination with the CBP Hiring Center, developed formal 
hiring plans in order to meet the targets laid out in the Homeland Security Act of 2002 for trade enforcement 
positions under each office’s purview.  The OFO Import Specialist Hiring Plan was implemented and made 
permanent in January 2021.  The OFO Trade Operations Directorate:  (1) completed development of a 
standardized interview process for import specialist applicants; (2) made the pilot hiring panels a permanent 
process for selecting import specialists; and (3) determined that all import specialist announcements will be 
based on duty location.  This, in turn, created a single list across all Centers of Excellence and Expertise 
(Centers) on the basis of geographical area.  The use of hiring panels by duty location eliminates an applicant 
being offered a position with multiple Centers.  Panels are chaired by the Center with the most vacancies at 
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that duty location.  CBP National Recruitment and OFO hosted annual webinars targeting recent graduates.  In 
addition, a biweekly tracking system was created to monitor progress in hiring import specialists.   
 
OT continues to collaborate with the CBP Office of Human Resources Management on an OT Recruitment 
Strategy, which uses a four-pronged approach of:  (1) noncompetitive hiring authorities, such as Veterans 
Recruitment Authority, National Security Education Program, and Peace Corps Noncompetitive Eligibility; 
(2) increasing the number of qualified student hires; (3) developing recruitment action plans that include 
interviewing recent grads, developing relationships with targeted colleges for career fairs, and conducting 
information forms for targeted hard-to-fill positions; and (4) enhancing marketing and communication 
methods by using job boards and social media platforms.  In addition, OT established a Recruitment and 
Retention Advisory Committee to improve existing recruiting opportunities and to pilot new methods to attract 
a plentiful supply of quality applicants and to enhance advertisement at appropriate associations.  
 
As of September 2022, with the significant partnership success of the Recruitment and Retention Advisory 
Committee co-chaired by the Regulatory Audit and Advisory Services (RAAAS) Executive Director, OT has 
overcome previous hiring and current external pandemic challenges, in anticipation of meeting the 364-
staffing floor for customs auditors.  Upon receipt of additional funding, specifically for customs auditors, 
RAAAS will be able to pursue recruiting and selecting talent actively to meet the Homeland Security Act of 
2002 hiring floor by the end of FY 2023.  RAAAS remains strategically focused on potential external risk 
factors that may affect its goal, such as potential agency budget salary shortfalls, a hiring freeze, or significant 
changes in the U.S. economic job market.  As leading indicators to these events unfold, OT will review and 
work to develop mitigation efforts to minimize the impact of the risk as much as possible within the 
flexibilities allowed by statute, regulation, and policy and will finalize its hiring plan for the customs auditor 
positions. 

    
Component CBP 
Report Number GAO-18-216 
Report Title Intellectual Property:  Agencies Can Improve Efforts to Address Risks Posed by Changing Counterfeit Market 
Report Received/ 
Issued Date 01/30/2018 

Rec # 1 
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Estimated 
Completion Date 
(or Date Closed)  

09/29/2023 

Recommendation 

The Commissioner of CBP should take steps to evaluate the effectiveness of CBP’s IPR enforcement efforts, 
such as by improving its metrics to track the overall effectiveness of its IPR enforcement efforts, evaluating 
selected activities to enhance IPR enforcement, and developing a process to assess and share information on 
port-led initiatives to enhance IPR enforcement. 

Narrative of 
Implementation 
Status  

Annually, CBP OT posts its fiscal year Priority Trade Issue (PTI) Plan, annual Intellectual Property Rights 
(IPR) statistics, and quarterly enforcement updates on the CBP website, to provide information to the public 
about some of CBP’s enforcement initiatives.  In addition, OT continues to improve IPR enforcement through 
regular conference calls with the Commercial Operations Advisory Committee (COAC) IPR Process 
Modernization Working Group that develops, expands upon, and aligns the sharing of detention information, 
the photographic standard guide, and the data-driven CBP seizure process.  This allows CBP, with input from 
the trade community, to develop a model that better accounts for and incorporates a cost-sharing framework 
that reduces the burden of storage and a tiered approach for the disposal, detention, and seizure of shipments.  
Additionally, CBP developed an interactive dashboard for tracking seizure data and trends regarding CBP 
port-led initiatives.  Further, OT collaborated with OFO to create a nationwide trade special operations (TSO) 
calendar, to allow greater visibility of TSO plans for the field and to eliminate duplication of effort and overlap 
by ensuring that all affected personnel are informed of special operations. 
 
CBP OT continues to work on the remaining action items, to include:  (1) conducting a risk assessment for the 
IPR PTI by evaluating current efforts and by identifying and documenting key risks that will inform 
overarching facilitation and enforcement efforts; and (2) assessing viable metrics to provide insight into 
overarching IPR efforts, such as nonseizure enforcement activities including, but not limited to, abandonments 
and exclusions, and internal rightsholder and public engagement, or training and by developing draft measures 
by the second quarter of FY 2023; and (3) continuing partnerships with the U.S. Chamber of Commerce, 
trademark holders, and other stakeholders, such as the U.S. Immigration and Customs Enforcement (ICE) 
Homeland Security Investigations (HSI) and the Federal Bureau of Investigation (FBI), along with other 
partner government agencies, to share IPR information.  In FY 2023, as part of the annual Cargo Compliance 
Measurement (CCM), a stratified, random sampling program that identifies a set number of shipments for 
examination by CBP officers, and for which the results are used to assess overall trade compliance, CBP will 
assess IPR compliance and risk as they relate to commodities and the country of origin.  Interim results from 
CCM will be produced quarterly, to inform risk assessment and program execution further for IPR 
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enforcement.  OT IPR division will provide IPR analysis training to internal CBP and IPR Center partners.  
CBP will update and provide supplemental information for the IPR handbook, which will include best 
practices derived from input and assessment of activities conducted in the field.  In addition to monthly IPR 
PTI coordinator meetings to discuss solutions and report on TSO outcomes, OT also is planning an IPR 
coordinator conference in FY 2023, to increase collaboration directly with field personnel.  

    
Component CBP 
Report Number GAO-18-405 
Report Title DHS Components Could Improve Monitoring of the Employee Misconduct Process 
Report Received/ 
Issued Date 08/30/2018 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation The Commissioner of CBP should monitor the duration of all cases beginning-to-end by stage and by case 
type. 

Narrative of 
Implementation 
Status  

During the last half of FY 2020, CBP OPR conducted a detailed analysis of the various timeliness tracking 
spreadsheets maintained by its special agent-in-charge (SAC) offices to help it to adopt a reasonable and 
simplified timeliness standard for an administrative investigation.  Effective October 1, 2020, the new 
timeliness standard for an administrative investigation was changed to 120 days (with no pending statuses 
allowed).  This process change saves time, reduces complexity, and ensures that a consistent standard exists 
for the completion of administrative investigation cases.  Along with this process change, as an interim 
measure while the new case management system is completed, OPR also created an online COGNOS 
dashboard that draws data points directly from the existing case management system allowing management to 
monitor case duration and timeliness across the organization.  On September 16, 2021, OPR provided GAO 
with a live demonstration of the system.  On September 28, 2021, CBP provided GAO with screenshots of the 
databases, user guides, and data dictionaries for COGNOS, the “OPR Dashboard,” and the “Pivotal Practices 
Dashboard.”  OPR and the Office of Human Resources Management and Services (HRMS) continued to 
collaborate to determine the best solution to implement agreed-upon changes to the respective dashboards that 
will address the recommendation appropriately.  OPR, OIT, and HRMS are collaborating on the development 
and implementation of an executive dashboard within the new case management system to monitor the 
timeliness of all misconduct cases.  On May 24, 2022, CBP provided GAO with the FY 2022 “Investigative 
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Operations Division (IOD) Tracking Reports” and the “Administrative Inquiry Directive,” and on July 18, 
2022, CBP provided GAO with the “OPR Timeliness Data Definitions.”  On August 16, 2022, GAO requested 
that CBP clarify the documentation submitted, and on September 15, 2022, CBP responded and provided 
additional supporting documentation to close this recommendation.  CBP is waiting on GAO’s closure 
decision. 

    
Component CBP 
Report Number GAO-18-405 
Report Title DHS Components Could Improve Monitoring of the Employee Misconduct Process 
Report Received/ 
Issued Date 08/30/2018 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation 
The Commissioner of CBP should monitor the timeliness of misconduct cases according to established targets 
for management inquiries, administrative inquiries, and criminal and non-criminal investigations using case 
management system data. 

Narrative of 
Implementation 
Status  

CBP OPR is working on implementing a new case management system that will provide better monitoring, 
tracking, and data analysis of misconduct cases.  OPR, OIT, and HRMS are collaborating on the development 
and implementation of an executive dashboard within the new case management system to monitor the 
timeliness of all misconduct cases.  The capability to monitor the timeliness of misconduct cases according to 
established targets for various case types using case management system data is dependent on the updated 
comprehensive dashboard.  The data in the dashboard will be used by the new case management system to 
generate reports that will allow OPR Headquarters (HQ) and field managers to review and monitor the 
timeliness of cases.  However, a new contractor determined that the previous software application selected as 
the platform for the new system was not capable of meeting OPR’s requirements.  As a result, a new platform 
has been identified, and the contractor is implementing the requirements and is developing the new system.  In 
the interim, OPR developed the COGNOS dashboard and linked it to the existing Joint Intake Case 
Management System to monitor the duration of cases by stage.  The COGNOS dashboard was released and 
implemented on October 1, 2020.  OPR HQ’s operations presented the dashboard to the Investigative 
Operations managers in November 2020.  The COGNOS dashboard draws data points directly from the 
existing case management system, allowing management to monitor case duration and timeliness across the 
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organization.  On September 16, 2021, OPR provided GAO with a live demonstration of the system.  On 
September 28, 2021, CBP provided GAO with screenshots of the databases, user guides, and data dictionaries 
for COGNOS, the “OPR Dashboard,” and the “Pivotal Practices Dashboard.”  OPR and HRMS continued to 
collaborate to determine the best solution to implement agreed-upon changes to the respective dashboards that 
will address the recommendation appropriately.  OPR, OIT, and HRMS are collaborating on the development 
and implementation of an executive dashboard within the new case management system to monitor the 
timeliness of all misconduct cases.  On May 24, 2022, CBP provided GAO with the FY 2022 “Investigative 
Operations Division (IOD) Tracking Reports” and the “Administrative Inquiry Directive,” and on July 18, 
2022, CBP provided GAO with the “OPR Timeliness Data Definitions.”  On August 16, 2022, GAO requested 
that CBP clarify the documentation submitted, and on September 15, 2022, CBP responded and provided 
additional supporting documentation to close this recommendation.  CBP is waiting on GAO’s closure 
decision. 

    
Component CBP 
Report Number GAO-18-405 
Report Title DHS Components Could Improve Monitoring of the Employee Misconduct Process 
Report Received/ 
Issued Date 08/30/2018 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation The Commissioner of CBP should define and document the case management system data fields to be used for 
monitoring all established performance targets and provide related guidance to staff. 

Narrative of 
Implementation 
Status  

During FY 2020, CBP’s OPR conducted a detailed analysis of the various timeliness tracking spreadsheets 
maintained by its SAC offices to help it to adopt a reasonable and simplified timeliness standard for an 
administrative investigation.  Effective October 1, 2020, the new timeliness standard was changed to 120 days 
(with no pending statuses allowed).  This process change saves time, reduces complexity, and ensures that a 
consistent standard exists for the completion of administrative cases.  Along with this process change, OPR 
created an online COGNOS dashboard that draws data points directly from the existing case management 
system, allowing management to monitor case duration and timeliness across the organization.  On September 
16, 2021, OPR provided the GAO with a live demonstration of the system.  On September 28, 2021, CBP 
provided GAO with screenshots of the databases, user guides, and data dictionaries for COGNOS, the “OPR 
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Dashboard,” and the “Pivotal Practices Dashboard.”  OPR and HRMS continued to collaborate to determine 
the best solution to implement agreed-upon changes to the respective dashboards that will address the 
recommendation appropriately.  OPR, OIT, and HRMS are collaborating on the development and 
implementation of an executive dashboard within the new case management system to monitor the timeliness 
of all misconduct cases.  On May 24, 2022, CBP provided GAO with the FY 2022 “Investigative Operations 
Division (IOD) Tracking Reports” and the “Administrative Inquiry Directive,” and on July 18, 2022, CBP 
provided GAO with the “OPR Timeliness Data Definitions.”  On August 16, 2022, GAO requested that CBP 
clarify the documentation submitted, and on September 15, 2022, CBP responded and provided additional 
supporting documentation to close this recommendation.  CBP is waiting on GAO’s closure decision. 

    
Component CBP 
Report Number GAO-19-470 

Report Title Northern Border Security:  CBP Identified Resource Challenges but Needs Performance Measures to Assess 
Security Between Ports of Entry 

Report Received/ 
Issued Date 03/28/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Chief of Border Patrol should develop and implement performance measures to assess its effectiveness at 
securing the northern border between ports of entry. 

Narrative of 
Implementation 
Status  

In late 2021, USBP Strategic Planning and Analysis Directorate’s Performance Reporting and Evaluation 
Division pivoted from USBP’s initial measure development efforts to a comprehensive metrics catalog that 
will support the measurement of performance and conditions in all border environments (southwest, northern, 
and coastal).  In collaboration with key stakeholders, a working prototype metrics catalog tool was developed 
and currently is being tested with basic use-case scenario testing to identify any issues with the mapping of 
strategic elements, master capabilities, mission-essential tasks, and keywords specific to USBP metrics.  In 
October 2022, a requirements document based on the developmental work will be used to launch a Web-based 
version of the metrics catalog in ServiceNow.  USBP completed mapping of USBP 2022-2026 Strategy 
objectives to the master capabilities and began identifying metrics with the potential to populate the inter-
relational database.  Within the Master Catalog tool, USBP is introducing a “Performance Questions” concept 
that adds context to combinations of metrics as an intuitive functionality that will enhance understanding of 
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USBP performance, including public reporting in accordance with the Government Performance and Results 
Act Modernization Act of 2010. 

    
Component CBP 
Report Number GAO-19-470 

Report Title Northern Border Security:  CBP Identified Resource Challenges but Needs Performance Measures to Assess 
Security Between Ports of Entry 

Report Received/ 
Issued Date 03/28/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

09/29/2023 

Recommendation 
The Executive Assistant Commissioner of AMO should develop and implement performance measures to 
assess its effectiveness at securing the northern border between ports of entry in the air and maritime 
environments. 

Narrative of 
Implementation 
Status  

CBP’s Air and Marine Operations (AMO) formed a working group to draft performance measures on the basis 
of existing technologies and systems and to assess the implementation of a maritime domain performance 
measure.  In February 2022, AMO implemented a universal “force-package” tracking mechanism in the 
Tasking, Operations, and Management Information System (TOMIS) that identifies how AMO aircraft and 
vessels coordinate operations in the maritime environment.  This standardized data entry will allow AMO to 
quantify the success of air and marine asset coordination in the maritime environment and to inform future 
planning of maritime patrols.  A review of the initial “force package” data entered into TOMIS from February 
2022 to July 2022 revealed that adjustments were required to the initial standard operating procedures (SOP) 
on data entry of the “force-package” coordination, which will take effect on October 1, 2022.  To ensure 
fidelity of the “force-package” data collection, AMO will collect data for FY 2023, to measure the 
effectiveness of AMO’s aviation and vessel coordination on the Northern Border accurately. 

    
Component CBP 
Report Number GAO-19-534 

Report Title Border Infrastructure:  Actions Needed to Improve Information on Facilities and Capital Planning at Land 
Border Crossings  
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Report Received/ 
Issued Date 07/11/2019 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

12/14/2022 

Recommendation The CBP Commissioner should establish review time frames for stakeholders involved in its Five-year Capital 
Investment Plan review and approval process. 

Narrative of 
Implementation 
Status  

On December 14, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number GAO-19-534 

Report Title Border Infrastructure:  Actions Needed to Improve Information on Facilities and Capital Planning at Land 
Border Crossings  

Report Received/ 
Issued Date 07/11/2019 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/14/2022 

Recommendation The CBP Commissioner should establish and document a methodology for its annual land border crossing 
capital prioritization process that includes procedures and time frames for each step. 

Narrative of 
Implementation 
Status  

On December 14, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number GAO-19-658 
Report Title Land Ports of Entry:  CBP Should Update Policies and Enhance Analysis of Inspections 
Report Received/ 
Issued Date 06/13/2019 



 

21 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Commissioner of CBP should review and update policies related to land port of entry inspections in 
accordance with OFO guidance. 

Narrative of 
Implementation 
Status  

CBP OFO continues to review and update policies related to land port of entry (POE) inspections.  The OFO 
Planning, Program Analysis, and Evaluation Directorate initiated a process to modernize handbooks, policy 
memoranda, and directives in accordance with the OFO Policy Management Handbook, dated January 2016.  
In January 2020, an OFO policy working group was created to assist with the process of reviewing and 
updating handbooks, policy memoranda, and directives.  As of September 2021, the revised Personal Search 
Handbook has been published on the CBP intranet.  The revised Personal Search Handbook training course 
was uploaded into the CBP training module, and the course has been completed by more than 12,000 CBP 
officers and agriculture specialists.  As of June 2022, OFO completed the preliminary updates to the Land 
Border Primary Processing and Secure Detention directives.  Both directives are currently in the approval 
process. 

    
Component CBP 
Report Number GAO-19-658 
Report Title Land Ports of Entry:  CBP Should Update Policies and Enhance Analysis of Inspections 
Report Received/ 
Issued Date 06/13/2019 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2024 

Recommendation 
The Commissioner of CBP should develop a new target for the land border interception rate for passengers in 
privately-owned vehicles with major violations that sets an ambitious and realistic goal based on past 
performance. 

Narrative of 
Implementation 
Status  

In January 2020, CBP OFO amended the targets for the Compliance Examination Cat 1 Interception Rate 
measure in the air and personally owned vehicle environments.  In February 2020, CBP requested closure, 
which GAO declined.  CBP held a conference call with GAO to discuss CBP’s closure request, whereby GAO 
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provided that the targets were not raised above recent national performance results and that OFO’s 
implemented plan to raise the targets was insufficient.  
 
In March 2020, CBP OFO took precautionary actions to suspend the Compliance Examination program 
(COMPEX) at land POEs to ensure the health and safety of the CBP workforce and the traveling public.  
Additionally, the pandemic’s impact on international travel prevented CBP’s ability to forecast travel volumes.  
As a result, GAO and CBP OFO met and CBP OFO explained that COMPEX remains suspended.  The 
COMPEX program will remain in suspension until December 2022, because of lower travel volumes that 
affect statistical sampling integrity.  After 1 year of reliable data, OFO will draft an initial target.  The initial 
analysis of the land border interception rate target will be based on FY 2023 COMPEX measures.  By 
December 31, 2024, OFO will finalize targets on the basis of analysis from FY 2023 and FY 2024 measures. 

    
Component CBP 
Report Number GAO-20-182 
Report Title Customs and Border Protection:  Risk Management for Tariff Refunds Should Be Improved 
Report Received/ 
Issued Date 12/17/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commissioner of CBP should ensure that the Office of Trade assesses the feasibility of flagging excessive 
export submissions across multiple claims and takes cost-effective steps, based on the assessment, to prevent 
over claiming. 

Narrative of 
Implementation 
Status  

CBP OT developed an interim proposal for flagging excessive export submissions and reviewed the feasibility 
of repurposing the “unique identifier number” data field currently found in each export record and mandating 
uniform reporting requirements based upon relevant export documentation.  In June 2021, OT issued a 
preliminary plan to the Drawback Trade Support Network and received significant feedback, including 
comments on the legality of requiring uniform reporting based upon the requirements in 19 U.S. Code 
(U.S.C.) § 1313.  As a result of the Drawback Trade Support Network’s response and the lack of a common 
unique identifier for all exports, a policy correction would not be sufficient.  On the basis of the review and 
discussions, OT drafted a white paper detailing the network’s assessment of implementing this 
recommendation, which includes an analysis of the current regulatory, statutory, drawback programming 
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environment, and proposed regulatory changes.  After an initial review and feedback from OT management, 
revisions were made to the white paper.  The revised white paper has been returned to OT management for 
final clearance. 

    
Component CBP 
Report Number GAO-20-182 
Report Title Customs and Border Protection:  Risk Management for Tariff Refunds Should Be Improved 
Report Received/ 
Issued Date 12/17/2019 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation The Commissioner of CBP should ensure that the Office of Trade develops a plan, with time frames, to 
establish a reliable system of record for proof of export. 

Narrative of 
Implementation 
Status  

The implementation of modernized drawback regulations enabled CBP OT to assess the reliability of the 
Automated Export System (AES) and to designate AES as an electronic means of establishing proof of export.  
However, AES cannot support proof of export for drawback claims substantially in its current state.  In 2021, 
OT conducted an initial assessment of AES and concluded that it is not a feasible solution without other 
changes to the drawback program.  The assessment identified the following missing requirements in AES:  an 
export summary similar to what is captured in the drawback claim and proof of verification date and fact of 
export; exporter of record; and merchandise exported.  In addition, it is not a permanent record, can be 
modified any time after acceptance by CBP, and cannot be utilized for all drawback filing provisions.  Also, 
there is no requirement to upload all information necessary to determine proof of export.  OT currently is 
evaluating the Electronic Export Manifest (EEM) programming, which is under development by CBP, as an 
alternative.  OT continues to work with EEM program managers and recommended that EEM allow this 
information on a drawback claim.  EEM is expected to be operational in FY 2023.  

    
Component CBP 
Report Number GAO-20-182 
Report Title Customs and Border Protection:  Risk Management for Tariff Refunds Should Be Improved 
Report Received/ 
Issued Date 12/17/2019 
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Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commissioner of CBP should ensure that the Office of Trade turns the claim selection feature in ACE 
back on and finalizes and implements procedures to target claims for review that were accepted into ACE 
during the period in which the selection feature was disabled. 

Narrative of 
Implementation 
Status  

The claim selection feature in the ACE system is used in conjunction with other methods to review drawback 
claims.  CBP’s OT continues to work on the programming required to enable claiming the targeting feature in 
ACE, and retroactively to assess the claims accepted during the lapse period.  OT submitted a request for 
development to prioritize the funding and requirements for development.  OT continues work with its 
stakeholders to ensure that the automated drawback claim selection feature is enabled.  In addition, OT has 
developed updated selectivity logic that will use existing automation to prevent the same claimants from being 
selected multiple times and will focus on those with the greatest risk to the revenue.  OT is working with 
internal stakeholders to provide “proof of concept” testing.  Upon completion of the testing, OT will move 
forward with finalizing the selectivity logic and programming deployment.  

    
Component CBP 
Report Number GAO-20-274 

Report Title Southwest Border:  Actions Needed to Address Fragmentation in DHS’ Processes for Apprehended Family 
Members 

Report Received/ 
Issued Date 02/19/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

09/29/2023 

Recommendation The Secretary of Homeland Security should ensure that, at the time of apprehension, CBP collects the 
information that DHS components collectively need to process family members apprehended together. 

Narrative of 
Implementation 
Status  

In March 2021, CBP collaborated across DHS with U.S. Citizenship and Immigration Services (USCIS), ICE, 
as well as the U.S. Department of Health and Human Services (HHS) Office of Refugee Resettlement to issue 
a memorandum of agreement (MOA) titled, “MOA Among the Office of Refugee Resettlement of the HHS 
and ICE and CBP of DHS Regarding Consultation and Information Sharing in Matters Relating to 
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Unaccompanied Children,” which lays out information-sharing in matters relating to unaccompanied children 
(UAC).  
 
As of July 2022, CBP continues to reinforce the commitment to collecting and sharing familial information on 
the Form I-213 “Record of Deportable/Inadmissible Alien,” with USCIS, ICE, and HHS where legally 
permissible and operationally feasible.  CBP has made substantial gains in closing the informational gaps 
concerning juveniles and UAC.  Specifically, CBP systems were modified to display on the narrative of the I-
213:  name, date of birth, country of citizenship, A-file number, and role in the child’s family.  All user groups 
can access family group information as it appears in the I-213 narrative.  ICE and USCIS can view all family 
groups when searching for specific subjects, and HHS users can view UACs and other members of the family 
unit apprehended/encountered with the child.  Accordingly, CBP modified procedures to ensure that familial 
data concerning minors in CBP custody is linked and available to its federal partners.  The outstanding issue is 
the request to link data of adult unmarried children (between the ages of 18 and 21) and spouses to identify 
individuals who may be eligible dependents for credible fear and other purposes.  CBP’s OFO and USBP will 
ensure that the desired information appears on the Form I-213.  CBP has identified an automated resolution, 
and OFO has implemented the automated process into its system of record.   
 
An OFO Enforcement Programs Division muster, titled “Muster Updated Recordation and Linking of Family 
Units and Family Groups,” defined family units and family groups and instructed officers to process all family 
members encountered together, and was provided to GAO on September 19, 2022. 
 
USBP will continue development and implementation of the necessary data fields with a goal of automating 
this process in FY 2023, as it transitions to a Unified Processing platform.  To meet this goal, USBP will:  
develop and finalize technical requirements by December 30, 2022; provide technical requirements to 
developers to provide solutions and reassess the current situation to determine if it is operationally feasible to 
collect information manually by April 28, 2023; approve and place the technical solution on quarterly 
priorities by July 31, 2023; and deploy the technical solution to production and provide guidance to the field 
by September 29, 2023.  

    
Component CBP 
Report Number GAO-20-274 

Report Title Southwest Border:  Actions Needed to Address Fragmentation in DHS’ Processes for Apprehended Family 
Members 
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Report Received/ 
Issued Date 02/19/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

09/29/2023 

Recommendation The Secretary of Homeland Security should ensure that CBP documents the information that DHS components 
collectively need to process family members apprehended together on the Form I-213. 

Narrative of 
Implementation 
Status  

As of July 2022, CBP continues to reinforce its commitment to collecting and sharing familial information on 
the Form I-213, “Record of Deportable/Inadmissible Alien,” with USCIS, ICE, and HHS where legally 
permissible and operationally feasible.  CBP has made substantial gains in closing the informational gaps 
concerning juveniles and UAC.  Specifically, CBP systems were modified to display on the narrative of the 
I-213:  name, date of birth, country of citizenship, A-file number, and role in the child’s family.  All user 
groups can access family group information as it appears in the I-213 narrative.  ICE and USCIS can see all 
family groups when searching for specific subjects, and HHS users can view UACs and other members of the 
family unit apprehended/encountered with the child.  Accordingly, CBP modified procedures to ensure that 
familial data concerning minors in CBP custody is linked and available to its federal partners.   
 
The outstanding issue is the request to link data of adult unmarried children (between the ages of 18 and 21) 
and spouses to identify individuals who may be eligible dependents for credible fear and other purposes.  CBP 
OFO and USBP will ensure that the desired information appears on the Form I-213.  CBP has identified an 
automated resolution and OFO has implemented the automated process into its system of record.   
 
In September 2021, CBP OFO’s Unified Secondary (USEC) system was updated to update the I-213 
automatically with family information of those apprehended together once they are linked properly in USEC.  
On September 19, 2022, CBP provided GAO with documentation on the actions completed, to include:  (1) an 
OFO Sample I-213, (2) a May 9, 2022, muster on Updated Recordation and Linking of Family Units and 
Family Groups that relates to OFO’s USEC system, and (3) a new OFO I-213 Slide from Linked Events and 
Family Units Guide based on the OFO field guide.  
 
USBP will continue development and implementation of the necessary data fields with a goal of automating 
this process in FY 2023.  USBP faces challenges because there is no available mechanism to automate this 
process.  Therefore, this new entry of information will have to be done manually.  Considering the significant 
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number of encounters that USBP is facing and will be continuing to face with the end of Title 42, USBP 
proposes to input this information manually in the I-213 narrative before the end of FY 2022, with a goal of 
automating this process in FY 2023 as it transitions to a processing platform.  To meet this goal, USBP will:  
develop and finalize technical requirements by December 30, 2022; provide technical requirements to 
developers to provide solutions and reassess the current situation to determine if it is operationally feasible to 
collect information manually by April 28, 2023; approve and place the technical solution on quarterly 
priorities by July 31, 2023; and deploy the technical solution to production and provide guidance to the field 
by September 29, 2023.  

    
Component CBP 
Report Number GAO-20-536 
Report Title Southwest Border:  CBP Needs to Increase Oversight of Funds, Medical Care, and Reporting of Deaths  
Report Received/ 
Issued Date 07/14/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Commissioner of CBP should develop and implement oversight mechanisms for CBP’s implementation 
of policies and procedures relating to medical care for individuals in its custody to include documentation of 
expected practices, metrics and corresponding performance targets, and roles and responsibilities for taking 
corrective action. 

Narrative of 
Implementation 
Status  

CBP’s Operations Support (OS), Office of the Chief Medical Officer (OCMO) has made significant progress 
toward refinement of oversight mechanisms for the implementation of policies and procedures concerning 
medical care for individuals in CBP custody.  CBP has worked with the medical contractor to develop 
enhanced medical quality management (MQM) metrics and reporting methods.  CBP also continues to provide 
oversight of the Enhanced Medical Directive through various internal inspections.  Within the Office of 
Accountability (OAct), there are two divisions providing oversight of the Enhanced Medical Directive:  (1) the 
Management Inspections Division (MID) and (2) the Juvenile Coordinator’s Division (JCD).  MID developed 
a Management Assurance Review protocol derived from the CBP Medical Directive Implementation Plans.  
The protocol was finalized and incorporated in the MID’s FY 2021 schedule and continued to be incorporated 
in the FY 2022 schedule.  Additionally, several Self-Inspection Program (SIP) worksheets in the 2021 and 
2022 cycles were related to the care of individuals while in CBP custody.  Finally, OAct JCD continues to 
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conduct onsite and virtual inspections of CBP facilities on the Southwest Border to ensure that appropriate 
treatment of all children in CBP custody is consistent with the Flores Settlement Agreement and the CBP 
Enhanced Medical Support Directive.  In FY 2021, JCD conducted 18 onsite inspections and 4 virtual 
inspections, and in FY 2022, JCD conducted 23 (21 announced and 2 unannounced) onsite inspections.  In 
addition, on December 9, 2021, and on May 12, 2022, JCD conducted town halls for CBP personnel to 
provide updates on the inspections and the Enhanced Medical Directive.  In March 2022, CBP met with the 
GAO auditors to clarify the additional documentation needed for closure.  During the meeting, GAO requested 
SIP worksheets, JCD Inspection Report samples, and MQM metrics.  On April 1, 2022, CBP provided GAO 
with the requested SIP worksheets and the CBP Medical Directive Implementation Plans, and on April 13, 
2022, CBP provided GAO with the requested sample JCD Inspection Report.  On May 23, 2022, GAO 
requested additional information from CBP.  Specifically, GAO requested a finalized charter for the MQM; a 
Management Assurance Review protocol derived from the CBP Medical Directive Implementation Plans; a 
walkthrough of the SIP worksheets provided and how they assist CBP with oversight of the medical directive, 
as well as additional worksheets; and the aspects of the medical directive for which JCD has oversight and 
how JCD is assessing implementation.  On September 1, 2022, CBP met with GAO to discuss the 
documentation provided to GAO, and to clarify what part of the MQM process is required.  On the basis of the 
meeting, CBP was able to finalize a path forward regarding the required documentation for the MQM and 
provided the other requested information.  CBP is working to prepare the MQM documentation for submission 
to GAO. 

    
Component CBP 
Report Number GAO-20-536 
Report Title Southwest Border:  CBP Needs to Increase Oversight of Funds, Medical Care, and Reporting of Deaths  
Report Received/ 
Issued Date 07/14/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

01/25/2023 

Recommendation The Commissioner of CBP should document what information it is using to assess whether to offer the 
influenza vaccine to individuals in custody, including how it weighs costs and benefits. 
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Narrative of 
Implementation 
Status  

On January 25, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number GAO-20-536 
Report Title Southwest Border:  CBP Needs to Increase Oversight of Funds, Medical Care, and Reporting of Deaths  
Report Received/ 
Issued Date 07/14/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

01/25/2023 

Recommendation The Commissioner of CBP should develop and implement training on recognizing medical distress in children 
for all CBP officers and Border Patrol agents who may come into contact with children in custody. 

Narrative of 
Implementation 
Status  

On January 25, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number GAO-20-536 
Report Title Southwest Border:  CBP Needs to Increase Oversight of Funds, Medical Care, and Reporting of Deaths  
Report Received/ 
Issued Date 07/14/2020 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Commissioner of CBP should update the Significant Incident Reporting System to include categories that 
align with CBP’s directive on the reporting of significant incidents. 

Narrative of 
Implementation 
Status  

On November 2, 2021, CBP revised its directive titled, “Reporting Significant Incidents to the 
Commissioner’s Situation Room.”  In addition, Significant Incident Report (SIR) module enhancements were 
developed.  CBP worked to enhance information-sharing processes to improve the integration of intelligence 
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information with SIRs and incident response management priorities.  CBP established the CBP Watch to 
merge the Information and Incident Coordination Center with the National Intelligence Watch.  The 
establishment of CBP Watch was the precipitating reason for the revised directive, which emphasizes critical 
information reporting expectations for CBP components. 
 
The new SIR Module pilot rollout to limited field offices is pending modification to the business process 
workflow, as well as review and interim approvals of CBP’s Privacy and Diversity Office (PDO) privacy 
impact assessment (PIA) and privacy threat assessment.  The pilot rollout to limited field offices is expected 
by October 31, 2022, after which it will be expanded nationwide.  

    
Component CBP 
Report Number GAO-20-568 

Report Title Facial Recognition:  CBP and TSA are Taking Steps to Implement Programs, but CBP Should Address 
Privacy and System Performance Issues 

Report Received/ 
Issued Date 09/02/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

02/01/2023 

Recommendation The Commissioner of CBP should ensure that the Biometric Entry-Exit Program’s privacy signage is 
consistently available at all locations where CBP is using facial recognition. 

Narrative of 
Implementation 
Status  

On February 1, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number GAO-20-568 

Report Title Facial Recognition:  CBP and TSA are Taking Steps to Implement Programs, but CBP Should Address 
Privacy and System Performance Issues 

Report Received/ 
Issued Date 09/02/2020 

Rec # 3 
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Estimated 
Completion Date 
(or Date Closed)  

02/01/2023 

Recommendation 
The Commissioner of CBP should direct the Biometric Entry-Exit Program to develop and implement a plan 
to conduct privacy audits of its commercial partners’, contractors’, and vendors’ use of personally identifiable 
information. 

Narrative of 
Implementation 
Status  

On February 1, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number GAO-20-568 

Report Title Facial Recognition:  CBP and TSA are Taking Steps to Implement Programs, but CBP Should Address 
Privacy and System Performance Issues 

Report Received/ 
Issued Date 09/02/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

02/01/2023 

Recommendation The Commissioner of CBP should develop and implement a plan to ensure that the biometric air exit 
capability meets its established photo capture requirement. 

Narrative of 
Implementation 
Status  

On February 1, 2023, GAO closed this recommendation as not implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number GAO-21-106 

Report Title Forced Labor Imports:  DHS Increased Resources and Enforcement Efforts, but Needs to Improve Workforce 
Planning and Monitoring 

Report Received/ 
Issued Date 07/30/2020 

Rec # 1 
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Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Commissioner of CBP should ensure that the Office of Trade performs and documents a needs assessment 
to identify potential gaps in the workforce of its Forced Labor Division. 

Narrative of 
Implementation 
Status  

As of March 2022, CBP OT completed its assessment of agency staffing needs and requirements for its forced 
labor mission by developing, testing, and implementing the Workload Staffing Model (WSM).  The WSM is 
an analytics tool built in Power Business Intelligence that empowers OT to assess its workload and workforce 
requirements for CBP’s forced labor mission to conduct resource planning with data-driven confidence.  The 
tool provides actionable data so that OT and its stakeholders can understand the mission’s staffing 
requirements and to plan resources to address the Forced Labor Mission effectively.  The WSM was built 
using a methodology that mapped and collected data for each of OT’s core forced labor mission activities.  
The OT Mission Support Division will continue to maintain and refresh the model each year to meet CBP’s 
anticipated needs for meeting the evolving and bourgeoning 19 U.S.C §1307 enforcement requirements.  On 
March 30, 2022, CBP provided to GAO documentation in support of actions completed, to include the WSM 
Overview Placemat, CBP Information Notice Forced Labor, Resource Justification Placemat, Forced Labor 
User Guide, and Non-Pay Investments Placemat.  In May 2022, CBP provided GAO with additional 
documentation, to include the Forced Labor WSM Overview 2021; OT Forced Labor WSM End User 
Training, Implementation Plan; and the Non-Pay Investments Placemat.   
 
On June 3, 2022, CBP OT Forced Labor Division, Trade Remedy Law Enforcement Directorate and Mission 
Support Directorate (MSD) met with GAO to respond to questions regarding documentation that CBP 
submitted in May 2022.  After discussion, GAO stated that a documented needs assessment is needed, 
showing personnel needs and what has been done to address them, including use of congressional funding 
received, identification of staffing needs/skills gaps, training, organizational changes, and more.  MSD will 
provide a report or business case analysis that clearly documents deficiencies and gaps, pros/cons, and benefits 
to justify the need for additional resources by March 31, 2023. 
 
On September 30, 2022, OT MSD completed the first iteration of the WSM.  MSD will provide 
demonstrations and will undergo an implementation and evaluation period to assess the effectiveness of the 
model on the basis of data collected.  To ensure accuracy of the WSM, MSD will continue to identify gaps and 
to refine the WSM for the period of November 14, 2022, to March 31, 2023.  MSD intends to use the final 
WSM as a tool to identify staffing needs for OT, and it will be used by the program office as justification for 
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additional resource needs for the upcoming year.  At the end of the implementation and evaluation period, 
MSD will provide GAO with a report of its current staffing and projected resource level required on the basis 
of workload drivers.   

    
Component CBP 
Report Number GAO-21-303R 
Report Title Border Security:  Assessment of the Department of Homeland Security’s Border Security Improvement Plan  
Report Received/ 
Issued Date 04/12/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

04/29/2022 

Recommendation The Secretary of Homeland Security should expeditiously provide Congress with the required information that 
was missing from the Fiscal Year 2019-2020 Border Security Improvement Plan. 

Narrative of 
Implementation 
Status  

CBP OS’s Planning, Analysis, and Requirements Evaluation (PARE) Directorate provided the FY 2019-2020 
Border Security Improvement Plan (BSIP) required information to the House and Senate Appropriations 
Subcommittees on Homeland Security via CBP’s Office of Congressional Affairs (OCA).  On June 2, 2022, 
CBP provided the GAO with proof that he documents with the final BSIP updates were delivered by CBP 
OCA to the House and Senate Appropriations Subcommittees.  On August 16, 2022, a meeting was held with 
GAO to discuss the documents that CBP provided to Congress in connection with the BSIP missing elements 
and feedback, if any, from Congress on the information provided.  As of September 2022, Congress has not 
requested any additional information nor has provided any feedback regarding the final update to the BSIP.  
CBP is awaiting GAO’s decision on its closure request.  

    
Component CBP 
Report Number GAO-21-322 

Report Title FIREARMS TRAFFICKING:  U.S. Efforts to Disrupt Gun Smuggling to Mexico Would Benefit from 
Additional Data and Analysis 

Report Received/ 
Issued Date 12/16/2020 

Rec # 7 
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Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Commissioner of CBP, in consultation with relevant agencies, should develop performance measures to 
assess the results of CBP’s efforts to interdict firearms being smuggled into Mexico. 

Narrative of 
Implementation 
Status  

CBP OFO continues to monitor progress and to verify alignment with CBP’s FY 2022 annual performance 
measures.  Since November 2020, CBP OFO integrated the Government Performance and Results Act 
Modernization Act of 2010 outbound weapons performance requirements in CBP’s FY 2022 Southwest 
Border (SWB) field director’s senior executive service (SES) performance plans.  The SWB SES plans have 
been implemented, are effective, and have been signed by both the respective executive and their rating 
official.  On March 21, 2022, CBP submitted the following documentation to GAO to support actions 
completed:  transmittal email to SWB directors; all SWB SES performance plan files; and the Outbound 
Weapons Measure requirement and measure utilized in all SWB executive plans.  All SWB results to the 
Outbound Weapons Measure requirement contained in all SWB SES performance plans directly correlate with 
CBP’s efforts to interdict firearms being smuggled into Mexico, which is an agency priority.  The report tracks 
not only SES performance, but CBP’s progress on the seizure of weapons being smuggled for criminal 
purposes.  Including the measures in the SES plans and establishing the FY 2022 agency target demonstrates 
that CBP is engaging actively on threat mitigation at the level where the threat exists, ensuring that 
accountability begins at the field offices and POEs.  On May 4, 2022, CBP provided supporting 
documentation to GAO, which included the Outbound Weapons requirement and measure as written, which 
was utilized in all SWB executive plans; the FY 2022 Quarter 1 Organizational Performance Measure 
National Summary Report; the 2022 SES performance plan; and relevant concept of operations (CONOPS) 
documentation.  On May 18, 2022, CBP and GAO met to discuss the additional supporting documentation 
needed to close this recommendation, such as the elements of a performance measure; clarification as to 
whether the information that CBP provided is specific to Mexico or to the SWB; and CONOPS performance 
measures.  CBP is working to provide the additional documentation and information requested by GAO. 

    
Component CBP 
Report Number GAO-21-356 

Report Title Southwest Border Security:  Actions Are Needed to Address the Cost and Readiness Implications of 
Continued DOD Support to U.S. Customs and Border Protection 

Report Received/ 
Issued Date 02/02/2021 



 

35 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

09/29/2023 

Recommendation 

The Secretary of Homeland Security, together with the Secretary of Defense, should define a common 
outcome for DOD’s support to DHS, consistent with best practices for interagency collaboration, and 
articulate how that support will enable DHS to achieve its southwest border security mission in fiscal year 
2021 and beyond. 

Narrative of 
Implementation 
Status  

As of September 2022, DHS has identified the requirements that must be met in order to reduce and ultimately 
to conclude Department of Defense (DOD) support to SWB security support missions.  To ensure that DHS is 
prepared for that action, DHS and DOD are working together on a plan that will increase DHS capabilities and 
capacity to mitigate any gaps resulting from the withdrawal of DOD personnel and resources on the SWB 
mission.  Each gap then has specific mitigation actions that can be taken to end the associated DOD support no 
later than September 30, 2023, assuming that necessary funding is available in the FY 2024 budget.  
 
The plan considers multiple planning scenarios and focuses on increasing personnel and acquiring innovative 
technologies to ease the transition in operations.  The personnel actions that CBP will evaluate and implement 
include a broad range of activities from utilizing surge and contractor support and from taking advantage of 
existing human resources flexibilities to leveraging qualified applicant pools, rehired annuitant programs, and 
background investigation reciprocity.  The technology actions include a combination of increasing DHS’s 
supply of mobile units, remote video surveillance, and communications equipment to improving the 
capabilities of mobile applications and translation software.  The planning process is ongoing and contingent 
on future President’s Budgets, making further details pre-decisional.  
 
CBP and DOD continue to engage in weekly meetings to ensure that planning, coordination, and 
implementation of support meets standards set forth by DHS and DOD and will continue to engage in dialogue 
toward a path to resolution for future endeavors.  DHS will share additional details of the plan at such time 
that it is no longer predecisional. 

    
Component CBP 
Report Number GAO-21-471 

Report Title Imported Agriculture:  Updated Planning and Communication Could Enhance Agency Coordination of 
Inspections 
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Report Received/ 
Issued Date 06/01/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commissioner of CBP, in collaboration with the Director of APHIS, should report on the CBP-APHIS 
Joint Agency Task Force’s progress in meeting its objectives for the 2014-2019 strategic plan, and develop 
periodic progress reports for future strategic plans. 

Narrative of 
Implementation 
Status  

CBP OFO’s Agriculture Programs and Trade Liaison and Department of Agriculture’s Animal and Plant 
Health Inspection Service (APHIS) collaborated to finalize the new 2022-2026 plan while holding regular 
meetings to discuss, gather, and consolidate agency accomplishments for each goal and objective.  In January 
2022, the new “2022-2026 Joint Agency Strategic Plan” was completed and submitted to GAO.  The new 
2022-2026 Strategic Plan has 21 strategies designed to accomplish each goal and objective.  In March 2022, 
CBP and APHIS held a “kickoff” meeting with agency executives directing the new co-champions with the 
creation of joint agency project plans and joint charters.  On April 18, 2022, GAO stated that this 
recommendation is implemented partially with the remaining requirement of providing yearly progress reports 
beginning on December 31, 2022, and continuing throughout the 2022-2026 Strategic Plan tenure.  CBP and 
APHIS continue to implement the 2022-206 Strategic Plan.  In June 2022, CBP and APHIS held the first 
briefing for project co-champions informing executives of project plans designed to accomplish the goals, 
objectives, and strategies successfully.  During this briefing, 10 of 21 charters and project plans were 
discussed.  On September 7, 2022, CBP and the APHIS held the second Joint Agency Task Force briefing for 
eight action plans.  The remaining four action plans will be briefed on October 5, 2022.  CBP and APHIS 
created a color “brochure” of the Joint Agency Strategic Plan, which has been approved and is proceeding 
through CBP’s outreach vetting and 508 compliance processes. 

    
Component CBP 
Report Number GAO-21-471 

Report Title Imported Agriculture:  Updated Planning and Communication Could Enhance Agency Coordination of 
Inspections 

Report Received/ 
Issued Date 06/01/2021 

Rec # 5 
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Estimated 
Completion Date 
(or Date Closed)  

10/13/2022 

Recommendation The Commissioner of CBP, with input from the Director of FWS, should review CBP’s existing guidance on 
communication with FWS at U.S. ports of entry and update the guidance where necessary. 

Narrative of 
Implementation 
Status  

On October 13, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number GAO-21-518 

Report Title Facial Recognition Technology:  Federal Law Enforcement Agencies Should Better Assess Privacy and Other 
Risks 

Report Received/ 
Issued Date 04/28/2021 

Rec # 9 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Commissioner of CBP should implement a mechanism to track what non-federal systems with facial 
recognition technology are used by employees to support investigative activities. 

Narrative of 
Implementation 
Status  

On June 29, 2022, CBP implemented Directive 2120-010A:  “Privacy Policy, Compliance, and 
Implementation,” as an update to the agency’s privacy policy.  The directive was developed to provide CBP 
personnel with the procedures and practices for safeguarding the collection, maintenance, use, and 
dissemination of personally identifiable information (PII).  Adjustments to the directive were made 
specifically to identify the policy’s application to the development or use of facial recognition and other 
biometric technologies; efforts involving the collection, use, or sharing of cellular phone and location data; 
access to and use of social media information; the collection or disclosure of medical information; the 
development or application of artificial intelligence or machine learning; and surveillance or body-worn 
cameras.  Additionally, the CBP Privacy Office will create and circulate outreach messaging specific to the 
use and implementation of facial recognition technologies across the CBP workforce.  This increase in 
awareness should foster more active participation in CBP’s already robust privacy compliance process, 
reinforcing its function as a mechanism for the tracking of CBP systems, programs, and pilot efforts.   
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Component CBP 
Report Number GAO-21-518 

Report Title Facial Recognition Technology:  Federal Law Enforcement Agencies Should Better Assess Privacy and Other 
Risks 

Report Received/ 
Issued Date 04/28/2021 

Rec # 10 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation The Commissioner of CBP should, after implementing a mechanism to track non-federal systems, assess the 
risks of using such systems, including privacy and accuracy-related risks. 

Narrative of 
Implementation 
Status  

CBP Directive 2120-010A, “Privacy Policy, Compliance, and Implementation,” requires all agency personnel 
to alert the CBP Privacy Office about any systems, technologies, regulations, rulemakings, programs, pilot 
projects, demonstrations, information sharing, contracts, and other activities that involve PII or that otherwise 
affect the privacy of individuals.  The directive places an emphasis on issues involving the development or use 
of facial recognition and other biometric technologies; efforts involving the collection, use, or sharing of 
cellular phone and location data; access to and use of social media information; the collection or disclosure of 
medical information; the development or application of artificial intelligence or machine learning; and 
surveillance or body-worn cameras.  Additionally, all business owners and project managers of information 
technology (IT) systems, technologies, rulemakings, programs, pilot projects, demonstrations, information 
sharing, contracts, and other activities involving the use of PII are required to complete a privacy threshold 
analysis (PTA), which includes a general description of the activity and describes what PII (if any) is collected 
(and from whom) and how that information is used or retained.  The explicit linking of the PTA requirement to 
any activity involving the use of biometric data should increase the PDO’s exposure to and awareness of 
potential activities that affect privacy.  The CBP PDO conducted privacy training in March 2021 for more than 
160 Procurement Directorate employees.  The PDO also participates in the annual “Lunch & Learn” sessions, 
hosted by the Procurement Directorate’s Acquisition Workforce and Knowledge Management division.  These 
trainings provide guidance from a privacy perspective to individuals who can procure access to the subject 
vendor types and technologies, via a U.S. Government purchase card, outside of the typical IT acquisition 
review process. 
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Component CISA 
Report Number GAO-18-211 

Report Title Critical Infrastructure Protection:  Additional Actions Are Essential to Assessing Cybersecurity Framework 
Adoption 

Report Received/ 
Issued Date 02/15/2018 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation 
The Secretary of Homeland Security, in cooperation with the co-SSAs as necessary, should take steps to 
consult with respective sector partner(s), such as the SCC, and NIST, as appropriate, to develop methods for 
determining the level and type of framework adoption by entities across their respective sectors. 

Narrative of 
Implementation 
Status  

DHS, through its Cybersecurity and Infrastructure Security Agency (CISA), serves as the Sector Risk 
Management Agency (SRMA) for the chemical sector with responsibilities for all-hazards risk reduction, 
including cybersecurity.  Additionally, CISA chairs the Chemical Government Coordinating Council and leads 
various regulatory and nonregulatory chemical security programs, to include Chemical Facility Anti-Terrorism 
Standards (CFATS), ChemLock, and cybersecurity services.  CISA also has specialized expertise in deploying 
Industrial Control Systems (ICS) cybersecurity monitoring solutions at critical infrastructure entities.  As such, 
CISA serves as lead and has facilitated discussions between the National Security Council (NSC) and the 
chemical sector as the first CISA SRMA-led sector to participate in the ICS Cybersecurity Initiative - 
Chemical Action Plan (100-Day Sprint).  CISA has been working with government and private-sector partners 
to develop an action plan that focuses on high-impact activities that can be commenced or accomplished 
within 100 days and builds on the cybersecurity measures that many chemical sector organizations have put in 
place to comply with the cybersecurity requirements contained in the CFATS, the Maritime Transportation 
Security Act, and other regulatory programs.  On September 27, 2022, a final review was conducted of the 
draft action plan that included the adjudicated comments provided by industry.  The 100-Day Sprint kickoff is 
scheduled for mid-October 2022 in alignment with Cybersecurity Awareness Month. 
 
The Critical Manufacturing (CM) Sector Management Team (SMT) is assisting in the drafting of the 
Cybersecurity Baseline Performance Goals (CPG).  The CM Sector, Sector Coordinating Council (SCC) has 
been briefed on the pending CPGs.  The CM SMT is prepared to work with the SCC members and CISA to 
develop sector-specific CPGs once the baseline CPGs have been finalized.  The Stakeholder Engagement 
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Division (SED) IT SMT has engaged with the IT SCC, has discussed the CPG initiatives, and has gained buy-
in.  

    
Component CISA 
Report Number GAO-18-550 
Report Title DHS Acquisitions:  Additional Practices Could Help Components Better Develop Operational Requirements 
Report Received/ 
Issued Date 08/08/2018 

Rec # 12 
Estimated 
Completion Date 
(or Date Closed)  

11/17/2022 

Recommendation The Secretary of Homeland Security should ensure that the Under Secretary of Homeland Security for NPPD 
finalizes and promulgates the NPPD’s draft policy for requirements development. 

Narrative of 
Implementation 
Status  

On November 17, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CISA 
Report Number GAO-18-550 
Report Title DHS Acquisitions:  Additional Practices Could Help Components Better Develop Operational Requirements 
Report Received/ 
Issued Date 08/08/2018 

Rec # 13 
Estimated 
Completion Date 
(or Date Closed)  

11/17/2022 

Recommendation 
The Under Secretary of Homeland Security for the National Protection and Programs Directorate should 
establish the planned independent requirements development organization within the National Protection and 
Programs Directorate. 

Narrative of 
Implementation 
Status  

On November 17, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 



 

41 

    
Component CISA 
Report Number GAO-18-550 
Report Title DHS Acquisitions:  Additional Practices Could Help Components Better Develop Operational Requirements 
Report Received/ 
Issued Date 08/08/2018 

Rec # 14 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Under Secretary of Homeland Security for the National Protection and Programs Directorate should 
conduct a workforce assessment to account for an independent requirements organization’s workforce needs. 

Narrative of 
Implementation 
Status  

In April 2022, CISA met with GAO to discuss recent progress to close this recommendation.  CISA clarified a 
number of issues with GAO confirming that, while CISA “showed progress, however, CISA has not yet 
completed a policy specific to requirements development, to fully establish an independent requirements 
organization with staff, and to complete requirements organization workforce needs assessment.”  According 
to CISA, it now has implemented this recommendation and will deliver proof of the completion of the 
workforce assessment after it is shared with Congress. 

    
Component CISA 
Report Number GAO-20-267 

Report Title Election Security:  DHS Plans Are Urgently Needed to Address Identified Challenges Before the 2020 
Elections 

Report Received/ 
Issued Date 02/06/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The CISA Director should document how the agency intends to address challenges identified in its prior 
election assistance efforts and incorporate appropriate remedial actions into the agency’s 2020 planning. 
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Narrative of 
Implementation 
Status  

On October 14, 2022, CISA/National Risk Management Center (NRMC) will meet GAO and address 
challenges identified by GAO.  CISA believes that the recommendation has been satisfied.  NRMC soon will 
provide additional artifacts to GAO supporting the response. 

    
Component CISA 
Report Number GAO-20-299 

Report Title Critical Infrastructure Protection:  Additional Actions Needed to Identify Framework Adoption and Resulting 
Improvements 

Report Received/ 
Issued Date 02/25/2020 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation 
The Secretary of Homeland Security should take steps to consult with respective sector partner(s), such as the 
SCC and NIST, as appropriate, to collect and report sector-wide improvements from use of the framework 
across its critical infrastructure sectors using existing initiatives. 

Narrative of 
Implementation 
Status  

CISA will reinitiate discussions with GAO to present a list of alternatives and future plans, so that CISA can 
close this recommendation as implemented.  

    
Component CISA 
Report Number GAO-20-453 

Report Title Critical Infrastructure:  Actions Needed to Enhance DHS Oversight of Cybersecurity at High-Risk Chemical 
Facilities 

Report Received/ 
Issued Date 05/14/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 
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Recommendation 
The Assistant Director of the Infrastructure Security Division should incorporate measures to assess the 
contribution that its cybersecurity training is making to program goals, such as inspector- or program-specific 
performance improvement goals. 

Narrative of 
Implementation 
Status  

The Office of Chemical Security (OCS) is finalizing the closure memorandum, is verifying the enclosures for 
leadership review, and will forward the closure request to GAO by September 30, 2022.  At a meeting with 
GAO in March 2022, GAO agreed to consider closing this recommendation if OCS provides a finalized copy 
of the CISA/OCS FY 2022 Annual Operating Plan and the Learning Management System (LMS) 
cybersecurity training records for FY 2022, to include participants, test scores, and certifications for the LMS 
system cybersecurity training; and an updated copy of Chemical Security SOP and Policy for the Field 
Training Program, reflecting the results of the annual course evaluation.   

    
Component CISA 
Report Number GAO-20-453 

Report Title Critical Infrastructure:  Actions Needed to Enhance DHS Oversight of Cybersecurity at High-Risk Chemical 
Facilities 

Report Received/ 
Issued Date 05/14/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Assistant Director of the Infrastructure Security Division should track delivery and performance data for 
its cybersecurity training, such as the completion of courses, webinars, and refresher trainings. 

Narrative of 
Implementation 
Status  

OCS is finalizing the closure memorandum, is verifying the enclosures for leadership review, and will forward 
the closure request to GAO by September 30, 2022.  

    
Component CISA 
Report Number GAO-20-453 

Report Title Critical Infrastructure:  Actions Needed to Enhance DHS Oversight of Cybersecurity at High-Risk Chemical 
Facilities 

Report Received/ 
Issued Date 05/14/2020 
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Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation The Assistant Director of the Infrastructure Security Division should develop a plan to evaluate the 
effectiveness of its cybersecurity training, such as collecting and analyzing course evaluation forms. 

Narrative of 
Implementation 
Status  

OCS has finalized its plan for evaluation of cybersecurity training and is beginning the evaluation of 
cybersecurity training.  The evaluation is expected to be completed by October 31, 2022.  

    
Component CISA 
Report Number GAO-20-453 

Report Title Critical Infrastructure:  Actions Needed to Enhance DHS Oversight of Cybersecurity at High-Risk Chemical 
Facilities 

Report Received/ 
Issued Date 05/14/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

08/31/2023 

Recommendation 

The Assistant Director of the Infrastructure Security Division should develop a workforce plan that addresses 
the program’s cybersecurity-related needs, which should include an analysis of any gaps in the program’s 
capacity and capability to perform its cybersecurity-related functions, and human capital strategies to address 
them. 

Narrative of 
Implementation 
Status  

OCS currently is collecting the necessary background and current information for conducting the OCS 
Cybersecurity Workforce Planning effort.  The collection effort is expected to be completed in 
September 2022.  Team member selection was conducted during August and September 2022 and completed 
by September 2022.  The cybersecurity planning effort, its results, and next steps are expected to be completed 
by August 31, 2023. 

    
Component CISA 
Report Number GAO-20-453 
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Report Title Critical Infrastructure:  Actions Needed to Enhance DHS Oversight of Cybersecurity at High-Risk Chemical 
Facilities 

Report Received/ 
Issued Date 05/14/2020 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation 

The Assistant Director of the Infrastructure Security Division should maintain reliable, readily available 
information about the cyber integration levels of covered chemical facilities and inspector cybersecurity 
expertise. This could include updating the program’s inspection database system to better track facilities’ 
cyber integration levels. 

Narrative of 
Implementation 
Status  

The updating of the CSAT Top-Screen module is ongoing and is on schedule for completion by June 30, 2023.  

    
Component CISA 
Report Number GAO-20-598 

Report Title Cybersecurity:  DHS and Selected Agencies Need to Address Shortcomings in Implementation of Network 
Monitoring Program 

Report Received/ 
Issued Date 08/18/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

10/05/2022 

Recommendation The Secretary of Homeland Security should ensure that integrators’ solutions provide unique identifiers for 
hardware on selected agencies’ networks. 

Narrative of 
Implementation 
Status  

On October 5, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CISA 
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Report Number GAO-20-598 

Report Title Cybersecurity:  DHS and Selected Agencies Need to Address Shortcomings in Implementation of Network 
Monitoring Program 

Report Received/ 
Issued Date 08/18/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Secretary of Homeland Security should ensure that FAA’s system integrator records FISMA system 
information in the agency’s CDM tools. 

Narrative of 
Implementation 
Status  

The U.S. Department of Transportation, Federal Aviation Administration (FAA), the Continuous Diagnostics 
and Mitigation (CDM) System Integrator, and the CDM Program continue to collaborate at recurring Data 
Quality Working Sessions to address the remaining activities since the testing and adoption of this mapping 
methodology of both primary and secondary Federal Information Security Modernization Act (FISMA) 
systems at the end of March 2022. 

    
Component CISA 
Report Number GAO-20-598 

Report Title Cybersecurity:  DHS and Selected Agencies Need to Address Shortcomings in Implementation of Network 
Monitoring Program 

Report Received/ 
Issued Date 08/18/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Secretary of Homeland Security should ensure that IHS’s system integrator records FISMA system 
information in the agency’s CDM tools. 

Narrative of 
Implementation 
Status  

The CDM Program, through the CDM SI, continues to remain engaged with the HHS Indian Health Services 
(IHS).  Both the CDM Program and the SI continue to emphasize the preliminary activities that need to begin 
to resolve this recommendation.  The CDM SI continues to socialize the developed schedule that defined IHS 
system boundaries.  The SI continues to emphasize that it was able to obtain the FISMA categorization 
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information primary system owner list and to identify the first IHS enterprise system for system owners.  
However, the succeeding necessary steps need IHS commitment and involvement, which focus on 
interviewing system owners to review categorization, known boundary definitions, and overlapping IT 
information, and to identify the system IT support owner for boundary definition of IT and to prioritize the 
following five systems.  The lack of IHS engagement and prioritizing of this work effort has hindered progress 
on this recommendation.  The CDM Program Management Office (PMO) and the SI will continue to 
encourage engagement and to communicate that the remaining actions to satisfy this recommendation are the 
responsibility of IHS. 

    
Component CISA 
Report Number GAO-21-12 

Report Title Chemical Security:  Overlapping Programs Could Better Collaborate to Share Information and Identify 
Potential Security Gaps 

Report Received/ 
Issued Date 01/21/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

01/12/2023 

Recommendation 
The Director of DHS’s Cybersecurity and Infrastructure Security Agency should update CFATS program 
guidance or fact sheets to include a list of commonly accepted actions facilities may have taken and 
information they may have prepared pursuant to other federal programs, and disseminate this information. 

Narrative of 
Implementation 
Status  

On January 12, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CISA 
Report Number GAO-21-12 

Report Title Chemical Security:  Overlapping Programs Could Better Collaborate to Share Information and Identify 
Potential Security Gaps 

Report Received/ 
Issued Date 01/21/2021 

Rec # 6 
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Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

DHS’s Cybersecurity and Infrastructure Security Agency should collaborate with the EPA to assess the extent 
to which potential security gaps exist at water and wastewater facilities and, if gaps exist, develop a legislative 
proposal for how best to address them and submit it to the Secretary of Homeland Security and Administrator 
of EPA, and Congress, as appropriate. 

Narrative of 
Implementation 
Status  

CISA’s Infrastructure Security Division (ISD) and EPA have completed their assessment of the extent of the 
security gap that exists at drinking water and wastewater treatment works (W/WW facilities) and have begun 
taking targeted actions to address that gap, such as the prioritization of certain W/WW facilities for CISA 
Protective Security Advisor (PSA) engagement, the initiation of the ChemLock program, and the exploration 
of regulatory action under existing or potential legislative authorities.  ISD has completed a draft response 
requesting that GAO close this recommendation.  The draft is waiting for EPA’s signature; once cleared by 
CISA and EPA leadership, the closure request will be forwarded to GAO. 

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  

Report Received/ 
Issued Date 03/10/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Director of CISA should establish expected completion dates for those phase three tasks that are past their 
completion dates, with priority given to those tasks critical to mission effectiveness.  

Narrative of 
Implementation 
Status  

CISA leadership is conducting an analysis on all remaining Phase 3 tasks to determine ECDs, as well as to 
gather supporting documentation on completed tasks.  Since the issuance of GAO’s report, CISA circulated a 
memorandum requiring all CISA divisions and offices to transition CISA 2020 transformation activities into 
ongoing organizational improvement initiatives within CISA.  The CISA Deputy Director is ensuring that 
transition efforts have been completed.  The analysis of Phase 3 tasks is anticipated to conclude by mid-
September 2022.  However, several tasks, including those for human capital activities, are ongoing.  Once 
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CISA has compiled all the supporting documentation, CISA will reengage with GAO to continue 
recommendation closeout discussions.  

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  

Report Received/ 
Issued Date 03/10/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Director of CISA should establish an overall deadline for the completion of the transformation initiative. 

Narrative of 
Implementation 
Status  

CISA leadership is conducting an analysis on all remaining Phase 3 tasks to determine ECDs, as well as to 
gather supporting documentation on completed tasks.  Since issuance of GAO’s report, CISA circulated a 
memorandum requiring all CISA divisions and offices to transition CISA 2020 transformation activities into 
ongoing organizational improvement initiatives within CISA.  The CISA Deputy Director is ensuring that full 
transition efforts have been completed.  The analysis of Phase 3 tasks is anticipated to conclude by mid-
September 2022.  However, several tasks, including those for human capital activities, are ongoing.  Once 
CISA has compiled all the supporting documentation, CISA will reengage with GAO to continue 
recommendation closeout discussions.  

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  

Report Received/ 
Issued Date 03/10/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 
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Recommendation 
The Director of CISA should establish plans, including time frames, for developing outcome-oriented 
performance measures to gauge the extent to which the agency’s efforts are meeting the goals of the 
organizational transformation. 

Narrative of 
Implementation 
Status  

CISA’s 2023-2025 Strategic Plan demonstrates that the CISA Director has established plans, including 
timeframes, for developing outcome-oriented performance measures to gauge the extent to which the agency’s 
efforts are meeting the goals of the organizational transformation.  CISA believes that this recommendation 
has been addressed fully and soon will request that GAO close this recommendation.   

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  

Report Received/ 
Issued Date 03/10/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Director of CISA should collect input to ensure that organizational changes are aligned with the needs of 
stakeholders, taking into account coordination challenges identified in this report.  

Narrative of 
Implementation 
Status  

CISA continues to work with partners across the national critical infrastructure stakeholder community to 
update the National Infrastructure Protection Plan (NIPP), last updated in 2013, to incorporate seminal 
changes in law, policy, and the risk environment.  Specifically, Section 9002 of the FY 2021 National Defense 
Authorization Act (NDAA) requires SRMAs to evaluate and report on the effectiveness of SRMAs in carrying 
out their specified roles and responsibilities.  The updated NIPP will define processes and timelines by which 
all SRMAs will capture, monitor, assess, measure, and document their overall performance.  In its role as the 
SRMA for 8 of the Nation’s 16 critical infrastructure sectors, CISA’s evaluation efforts will address the extent 
to which CISA’s structure and functions are aligned appropriately to meet the needs of stakeholders.  

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  
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Report Received/ 
Issued Date 03/10/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Director of CISA should establish processes for monitoring the effects of efforts to reduce fragmentation, 
overlap, and duplication including identifying potential cost savings. 

Narrative of 
Implementation 
Status  

CISA successfully has established processes for monitoring the effects of efforts to reduce fragmentation, 
overlap, and duplication, including identifying potential cost savings, and soon will request that GAO close 
this recommendation. 

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  

Report Received/ 
Issued Date 03/10/2021 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation The Director of CISA should establish an approach, including time frames, for measuring outcomes of the 
organizational transformation, including customer satisfaction with organizational changes.  

Narrative of 
Implementation 
Status  

CISA has initiated an update to the NIPP.  CISA will complete the new NIPP in FY 2022 and will coordinate 
the development and delivery of the plan through the SRMAs.  The plan will incorporate SRMA 
responsibilities and will guide the way that sectors and SRMAs are modified, identified, and perform their 
statutory responsibilities.  

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  
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Report Received/ 
Issued Date 03/10/2021 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation The Director of CISA should develop a strategy for comprehensive workforce planning. 

Narrative of 
Implementation 
Status  

CISA has renewed its emphasis on the development of an agencywide CISA Workforce Strategy.  This 
reflects the Director’s recent issuance of CISA’s core values and principles framework.  The framework 
incorporates “People First” as a foundational core principle.  The goal is to make the CISA workforce the best 
in the Federal Government.  The CISA Workforce Strategy is a cornerstone document that drives the 
development of any subsequent workforce strategies, which would include the CISA Workforce Planning 
Strategy.  

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  

Report Received/ 
Issued Date 03/10/2021 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Director of CISA should take steps to align the agency’s employee performance management system with 
its organizational changes and associated goals. 

Narrative of 
Implementation 
Status  

The CISA Office of the Chief Human Capital Officer (OCHCO) has instituted controls to ensure that the 
performance management program is aligned properly.  In addition, OCHCO is pulling monthly performance 
plan reports to ensure that divisions and mission enabling offices  are placing employees on performance plans 
in a timely manner.  OCHCO has expanded its training calendar to include self-assessment training and end-
of-year performance closeout training for supervisors, which supplements the already established performance 
management training offered.  Lastly, CISA issued a performance management policy statement to 
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supplement the new instruction that became effective as of March 10, 2022.  CISA believes that this 
recommendation has been addressed fully and soon will request that GAO close this recommendation.  

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  

Report Received/ 
Issued Date 03/10/2021 

Rec # 9 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Director of CISA should communicate relevant organizational changes to selected critical infrastructure 
stakeholders to ensure that these stakeholders know with whom they should be coordinating in CISA’s 
organization. 

Narrative of 
Implementation 
Status  

CISA communicates all relevant organizational changes with selected critical infrastructure stakeholders 
through SCCs and Government Coordinating Councils (GCC) under the Critical Infrastructure Partnership 
Advisory Council (CIPAC) structure defined in the NIPP, last updated in 2013.  This communication includes 
in-person and virtual briefings on relevant CISA organizational updates at regularly scheduled SCC and GCC 
meetings, as well as routine email communication with SCC and GCC members and the broader sector 
communities with whom CISA engages.  CISA is committed to continuing to use the CIPAC structure to relay 
any relevant future organizational changes to selected critical infrastructure stakeholders.  CISA believes this 
recommendation has been addressed fully and soon will request that GAO close this recommendation.   

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  

Report Received/ 
Issued Date 03/10/2021 

Rec # 10 
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Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Director of CISA should take steps, with stakeholder input, to determine how critical infrastructure 
stakeholders should be involved with the development of guidance for their sector.  

Narrative of 
Implementation 
Status  

The updated NIPP will define high-level processes and mechanisms by which SRMAs and critical 
infrastructure stakeholders can coordinate to develop guidance for each sector.  Additionally, following the 
completion of the update to the NIPP, CISA, in its role as the national coordinator for the interagency critical 
infrastructure stakeholder community, will encourage strongly that all sectors develop updated sector-specific 
plans defining more specific coordination processes and mechanisms for each sector individually.  These 
sector-specific processes and mechanisms will ensure that guidance development efforts reflect the unique 
operational and risk context of each sector.  To that end, CISA proposes a revised ECD for activities 
associated with this recommendation resulting from the evolving legislative and policy landscape relating to 
SRMAs.  Specifically, the FY 2021 NDAA, which became law after CISA’s initial NIPP refresh efforts began, 
clarified and codified roles and responsibilities for SRMAs; expanded CISA’s role as the national coordinator 
for the interagency critical infrastructure stakeholder community; and required that the Secretary of DHS 
submit a report to the President evaluating the current list of critical infrastructure sectors and current 
designations of SRMAs and provide recommendations for revisions to the President.  These requirements 
necessitated a pause in the NIPP refresh process that has delayed the completion of this effort substantially.   

    
Component CISA 
Report Number GAO-21-236 

Report Title Cybersecurity and Infrastructure Security Agency:  Actions Needed to Ensure Organizational Changes Result 
in More Effective Cybersecurity for Our Nation  

Report Received/ 
Issued Date 03/10/2021 

Rec # 11 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Director of CISA should assess the agency’s methods of communicating with its critical infrastructure 
stakeholders to ensure that appropriate parties are included in distribution lists or other communication 
channels. 
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Narrative of 
Implementation 
Status  

CISA has initiated an update to the Federal Senior Leadership Council (FSLC) charter, including additional 
clarification concerning SRMA roles and responsibilities, and an implementation approach to each of the new 
(pursuant to the FY 2021 NDAA) statutory responsibilities.  The update to the FSLC charter also will be 
complete within Calendar Year 2022. 

    
Component CRCL 
Report Number GAO-19-573 
Report Title Equal Employment Opportunity DHS Could Better Address Challenges to Ensuring EEO in Its Workforce 
Report Received/ 
Issued Date 07/24/2019 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation DHS component EEO Directors, in collaboration with the Deputy Officer for EEO and Diversity, should 
develop component formal staffing models. 

Narrative of 
Implementation 
Status  

All staffing models are ready for submission to GAO, except the ICE model.  The Office for Civil Rights and 
Civil Liberties (CRCL) continues to work with the ICE Office of Diversity and Civil Rights to finalize this 
model by December 15, 2022; at which point, CRCL will request that GAO close this recommendation. 

    
Component CRCL 
Report Number GAO-19-573 
Report Title Equal Employment Opportunity DHS Could Better Address Challenges to Ensuring EEO in Its Workforce 
Report Received/ 
Issued Date 07/24/2019 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

10/25/2022 

Recommendation 
The Secretary of Homeland Security-in consultation with CRCL and the Equal Employment Opportunity 
(EEO) Commission, and other agencies and components, as relevant, should analyze options for granting 
additional authorities to the Deputy Officer for EEO and Diversity to ensure that DHS Components comply 
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with Management Directive (MD)-715 guidance, including the authority of the Deputy Officer for EEO and 
Diversity to certify Components’ MD-715 reports.  

Narrative of 
Implementation 
Status  

On October 25, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified.  

    
Component CWMD 
Report Number GAO-21-292 

Report Title Biodetection:  DHS Exploring New Methods to Replace BioWatch and Could Benefit from Additional 
Guidance 

Report Received/ 
Issued Date 05/20/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 

The Secretary of Homeland Security should ensure that the BD21 program office clarifies in its acquisition 
documentation before the ADE 2A decision point, the intention of the situational awareness and common 
operating picture capability identified as a gap, including the specific functionality, sources of information, 
and distinction from existing common operating picture functions at DHS.  

Narrative of 
Implementation 
Status  

On January 21, 2022, CWMD submitted the mission needs statement for the Biological Detection for the 21st 
Century (BD21) program to GAO to outline implementation of this recommendation, along with a closure 
request.  Subsequently, the DHS Under Secretary for Management directed the BD21 program to focus on 
solution-agnostic detection and to pursue technology maturation activities.  This direction from the DHS 
acquisitions chief deferred all BD21 acquisition milestones until the capability-based assessment is complete.  
CWMD is submitting documentation to GAO regarding the status.  

    
Component CWMD 
Report Number GAO-21-292 

Report Title Biodetection:  DHS Exploring New Methods to Replace BioWatch and Could Benefit from Additional 
Guidance 

Report Received/ 
Issued Date 05/20/2021 
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Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 

The Secretary of Homeland Security should ensure the BD21 program conducts high-quality TRAs of all 
critical technologies for BD21 before the ADE 2A decision and before the ADE 2B decision (including a TRA 
of the overall system level interaction with the anomaly detection algorithm), in accordance with GAO’s TRA 
best practice guide.  

Narrative of 
Implementation 
Status  

On January 21, 2022, CWMD submitted a report from the first technical readiness assessment for the BD21 
program to GAO to outline implementation of this recommendation, along with a closure request.  
Subsequently, the DHS Under Secretary for Management directed the BD21 program to focus on solution-
agnostic detection and to pursue technology maturation activities.  This direction from the DHS acquisitions 
chief deferred all BD21 acquisition milestones until the capability-based assessment is complete.  CWMD is 
submitting documentation to GAO regarding the status. 

    
Component CWMD 
Report Number GAO-21-513 

Report Title Biodefense:  After-Action Findings and COVID-19 Response Revealed Opportunities to Strengthen 
Preparedness 

Report Received/ 
Issued Date 08/04/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Secretary of Homeland Security should, with input from key nonfederal partners, work through the 
Biodefense Steering Committee to ensure that the Biodefense Coordination Team defines the set of 
capabilities needed to prepare for and respond to nationally significant biological incidents.  

Narrative of 
Implementation 
Status  

As of August 16, 2022, CWMD, alongside other DHS Components and offices, continues to work with other 
federal partners through NSC-led efforts to address recommendations captured in the subject report.  GAO 
acknowledged receipt of this update.  

    
Component CWMD 
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Report Number GAO-21-513 

Report Title Biodefense:  After-Action Findings and COVID-19 Response Revealed Opportunities to Strengthen 
Preparedness 

Report Received/ 
Issued Date 08/04/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Secretary of Homeland Security should work through the Biodefense Steering Committee to ensure that 
the Biodefense Coordination Team establishes a process to periodically assess and communicate exercise 
priorities among the capabilities they identify to support nationally significant biological incidents.  

Narrative of 
Implementation 
Status  

As of August 16, 2022, CWMD, alongside other DHS Components and offices, continues to work with other 
federal partners through NSC-led efforts to address recommendations captured in the subject report.  GAO 
acknowledged receipt of this update.  

    
Component CWMD 
Report Number GAO-21-513 

Report Title Biodefense:  After-Action Findings and COVID-19 Response Revealed Opportunities to Strengthen 
Preparedness 

Report Received/ 
Issued Date 08/04/2021 

Rec # 9 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Secretary of Homeland Security should work through the Biodefense Steering Committee to ensure that 
the Biodefense Coordination Team provides guidance for federal and nonfederal partners for how to report on 
capabilities in after-action reports for exercises and real-world incidents in a consistent manner.  

Narrative of 
Implementation 
Status  

As of August 16, 2022, CWMD, alongside other DHS Components and offices, continues to work with other 
federal partners through NSC-led efforts to address recommendations captured in the subject report.  GAO 
acknowledged receipt of this update.  
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Component CWMD 
Report Number GAO-21-513 

Report Title Biodefense:  After-Action Findings and COVID-19 Response Revealed Opportunities to Strengthen 
Preparedness 

Report Received/ 
Issued Date 08/04/2021 

Rec # 13 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The Secretary of Homeland Security should work through the Biodefense Steering Committee to ensure that 
the Biodefense Coordination Team routinely monitors the results of interagency biological exercises and real-
world incidents to identify patterns of challenges and potential root causes of identified challenges, and reports 
these to the Biodefense Steering Committee along with recommendations for addressing the root causes that 
also identify the responsible agencies.  

Narrative of 
Implementation 
Status  

As of August 16, 2022, CWMD, alongside other DHS Components and offices, continues to work with other 
federal partners through NSC-led efforts to address recommendations captured in the subject report.  GAO 
acknowledged receipt of this update.  

    
Component Federal Emergency Management Agency (FEMA) 
Report Number GAO-09-455 
Report Title Flood Insurance:  Opportunities Exist to Improve Oversight of the WYO Program 
Report Received/ 
Issued Date 08/21/2009 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation 
To provide transparency and accountability over the payments FEMA makes to WYOs for expenses and 
profits, the Secretary of Homeland Security should direct the Under Secretary of Homeland Security, FEMA, 
to determine in advance the amounts built into the payment rates for estimated expenses and profit. 
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Narrative of 
Implementation 
Status  

FEMA held a quarterly briefing with GAO on September 26, 2022, to discuss progress made.  GAO was 
pleased with the presentations and recognized the work that has happened to date.  The Federal Insurance and 
Mitigation Administration’s (FIMA) timeline for completion of the full production run is approximately the 
end of the first quarter (Q1) of FY 2023.  GAO also asked for another meeting sometime in 2023, after the 
production run is complete. 

    
Component FEMA 
Report Number GAO-09-455 
Report Title Flood Insurance:  Opportunities Exist to Improve Oversight of the WYO Program 
Report Received/ 
Issued Date 08/21/2009 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation 

To provide transparency and accountability over the payments FEMA makes to WYOs for expenses and 
profits, the Secretary of Homeland Security should direct the Under Secretary of Homeland Security, FEMA, 
to annually analyze the amounts of actual expenses and profit in relation to the estimated amounts used in 
setting payment rates. 

Narrative of 
Implementation 
Status  

FEMA held a quarterly briefing with GAO on September 26, 2022, to discuss progress made.  GAO was 
pleased with the presentations and recognized the work that has happened to date.  FIMA’s timeline for 
completion of the full production run is approximately the end of Q1 FY 2023, but FIMA program staff will 
have a better estimate at the end of FY 2022.  GAO also asked for another meeting sometime in 2023, after the 
production run is complete.  One of the main priorities for FEMA at this meeting was to begin the process of 
closing this recommendation by presenting to GAO the progress made.  As part of the discussion, scrubbed 
data should be used to complete analyses to determine if companies are experiencing profits or losses.   

    
Component FEMA 
Report Number GAO-09-455 
Report Title Flood Insurance:  Opportunities Exist to Improve Oversight of the WYO Program 
Report Received/ 
Issued Date 08/21/2009 

Rec # 3 
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Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation 

To provide transparency and accountability over the payments FEMA makes to WYOs for expenses and 
profits, the Secretary of Homeland Security should direct the Under Secretary of Homeland Security, FEMA, 
to consider the results of the analysis of payments, actual expenses, and profit in evaluating the methods for 
paying WYOs. 

Narrative of 
Implementation 
Status  

FEMA held a quarterly briefing with GAO on September 26, 2022, to discuss progress made.  GAO was 
pleased with the presentations and recognized the work that has happened to date.  FIMA’s timeline for 
completion of the full production run is approximately the end of Q1 FY 2023, but FIMA program staff will 
have a better estimate at the end of FY 2022.  GAO also asked for another meeting sometime in 2023, after the 
production run is complete. 

    
Component FEMA 
Report Number GAO-09-455 
Report Title Flood Insurance:  Opportunities Exist to Improve Oversight of the WYO Program 
Report Received/ 
Issued Date 08/21/2009 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation 

To increase the usefulness of the data reported by WYOs to the National Association of Insurance 
Commissioners (NAIC) and to institutionalize FEMA’s use of such data, the Secretary of Homeland Security 
should direct the Under Secretary of Homeland Security, FEMA, to take actions to obtain reasonable 
assurance that NAIC flood insurance expense data can be considered in setting payment rates that are 
appropriate, including identifying affiliated company profits in reported flood insurance expenses. 

Narrative of 
Implementation 
Status  

On September 26, 2022, FEMA held a quarterly briefing with GAO to discuss progress made.  GAO was 
pleased with the presentations and recognized the work that has happened to date.  FIMA’s timeline for 
completion of the full production run is approximately the end of Q1 FY 2023, but FIMA program staff will 
have a better estimate at the end of FY 2022.  GAO also asked for another meeting after the production run is 
complete in 2023. 
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Component FEMA 
Report Number GAO-09-455 
Report Title Flood Insurance:  Opportunities Exist to Improve Oversight of the WYO Program 
Report Received/ 
Issued Date 08/21/2009 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation 

To increase the usefulness of the data reported by WYOs to the National Association NAIC and to 
institutionalize FEMA’s use of such data, the Secretary of Homeland Security should direct the Under 
Secretary of Homeland Security, FEMA, to develop comprehensive data analysis strategies to annually test the 
quality of flood insurance data that WYOs report to NAIC. 

Narrative of 
Implementation 
Status  

FEMA held a quarterly briefing with GAO on September 26, 2022, to discuss progress made.  GAO was 
pleased with the presentations and recognized the work that has happened to date.  FIMA’s timeline for 
completion of the full production run is approximately the end of Q1 FY 2023, but FIMA program staff will 
have a better estimate at the end of FY 2022.  GAO also asked for another meeting sometime in 2023, after the 
production run is complete.  One of the main priorities for FEMA at this meeting was to begin the process of 
closing this recommendation by presenting to GAO the progress made.  Part of the discussion was the 
development of a procedure to test the quality of NAIC data annually; and 1) Write-Your-Own (WYO) data 
request from NAIC, 2) a method of scrubbing data, 3) a process of comparing data to understand premium 
losses, and 4) development of a variance report. 

    
Component FEMA 
Report Number GAO-12-838 

Report Title Federal Disaster Assistance:  Improved Criteria Needed to Assess a Jurisdiction’s Capability to Respond and 
Recover on Its Own 

Report Received/ 
Issued Date 09/13/2012 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

08/09/2022 
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Recommendation 

To increase the efficiency and effectiveness of the process for disaster declarations, we recommend that the 
FEMA Administrator develop and implement a methodology that provides a more comprehensive assessment 
of a jurisdiction’s capability to respond to and recover from a disaster without federal assistance. This should 
include one or more measures of a jurisdiction’s fiscal capacity, such as TTR, and consideration of the 
jurisdiction’s response and recovery capabilities. If FEMA continues to use the PA per capita indicator to 
assist in identifying a jurisdiction’s capabilities to respond to and recover from a disaster, it should adjust the 
indicator to accurately reflect the annual changes in the U.S. economy since 1986, when the current indicator 
was first adopted for use. In addition, implementing the adjustment by raising the indicator in steps over 
several years would give jurisdictions more time to plan for and adjust to the change. 

Narrative of 
Implementation 
Status  

On August 9, 2022, FEMA sent additional closure documentation to the GAO, as requested.  The 
documentation was in response to recent GAO information requests and outlined improvements that FEMA 
has made since GAO’s report that FEMA believes, when viewed collectively, meet the intent of GAO’s 
recommendation.  Examples of GAO information requested include:  1) status and analysis, as of April 2022, 
of the published NPRM, “Cost of Assistance Estimates in the Disaster Declaration Process for the Public 
Assistance Program”; 2) analysis of the past 3 years of public assistance disaster declaration requests and data 
utilized in making the determinations; and 3) additional details on the data that FEMA will consider, moving 
forward, regarding public assistance declaration requests, including the state, local, tribal, and territorial 
government’s (SLTT) fiscal capacity.   

    
Component FEMA 
Report Number GAO-15-28 

Report Title Climate Change:  Better Management of Exposure to Potential Future Losses Is Needed for Federal Flood and 
Crop Insurance 

Report Received/ 
Issued Date 10/29/2014 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

02/07/2023 

Recommendation 

To promote forward-looking construction and rebuilding efforts while FEMA phases out most subsidies, we 
recommend that the Secretary of the Department of Homeland Security direct FEMA to consider amending 
NFIP minimum standards for floodplain management to incorporate, as appropriate, forward-looking 
standards, similar to the minimum standard adopted by the Hurricane Sandy Rebuilding Task Force. 
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Narrative of 
Implementation 
Status  

On February 7, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component FEMA 
Report Number GAO-17-200 

Report Title Federal Disaster Assistance:  FEMA’s Progress in Aiding Individuals with Disabilities Could be Further 
Enhanced 

Report Received/ 
Issued Date 02/07/2017 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

To help ensure its key training on incorporating access and functional needs into emergency planning reaches 
a sufficiently wide audience, the Secretary should direct the FEMA Administrator to collect information about 
the potential pool of participants, set general goals for the number of state and local emergency managers that 
will take this course, and implement the delivery methods needed to meet these goals.   

Narrative of 
Implementation 
Status  

The after-action assessment with any necessary course correction will be addressed by December 30, 2022. 

    
Component FEMA 
Report Number GAO-17-36 

Report Title Flood Insurance:  FEMA Needs to Address Data Quality and Consider Company Characteristics When 
Revising its Compensation Methodology 

Report Received/ 
Issued Date 12/08/2016 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2026 
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Recommendation 

To improve the transparency and accountability over the compensation paid to WYO companies and set 
appropriate compensation rates, the FEMA administrator should take into account WYO company 
characteristics that may impact companies’ expenses and profits when developing the new compensation 
methodology and rates. 

Narrative of 
Implementation 
Status  

FEMA held a quarterly briefing with GAO on September 26, 2022, to discuss progress made.  GAO was 
pleased with the presentations and recognized the work that has happened to date.  FIMA’s timeline for 
completion of the full production run is approximately the end of Q1 FY 2023, but FIMA program staff will 
have a better estimate at the end of FY 2022.  GAO also asked for another meeting sometime in 2023, after the 
production run is complete.  

    
Component FEMA 
Report Number GAO-19-164 
Report Title FEMA Grants Modernization:  Improvements Needed to Strengthen Program Management and Cybersecurity 
Report Received/ 
Issued Date 04/09/2019 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The FEMA Administrator should ensure that the GMM program management office fully tests all of its 
security controls for the system. 

Narrative of 
Implementation 
Status  

Progress has been made through common control catalog updates and organizationally defined parameters 
designation and promulgation to the Grants Management Modernization (GMM) Program Office.  The GMM 
PMO is working actively to implement security controls based on newly developed Office of Developmental 
Programs requirements.  Common control catalogs will be evaluated in November/December 2022.  Upon 
completion, all controls will be tested fully; at which time, FEMA will request that GAO close this 
recommendation.    

    
Component FEMA 
Report Number GAO-19-318 
Report Title Disaster Assistance:  FEMA Action Needed to Better Support Individuals Who Are Older or Have Disabilities 
Report Received/ 
Issued Date 06/05/2019 
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Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation 

The FEMA Administrator should communicate to Regional Administrators and Regional Disability 
Integration Specialists a written plan for implementing its new disability integration staffing approach, 
consistent with the objectives established for disability integration. Such a plan should include an 
implementation timeline and details on staff responsibilities, which regions could use to evaluate staff 
performance.   

Narrative of 
Implementation 
Status  

To complete work on this recommendation, the Office of Disability Integration and Coordination (ODIC) 
must provide to the FEMA regional administrators a written plan for implementing the disability integration 
staffing approach, including an implementation timeline; details on staff responsibilities; and details on 
evaluation of staff performance.  ODIC believes that it can accomplish this by October 31, 2022.  ODIC 
anticipates the receipt of feedback from FEMA regional administrators and anticipates the requirement for 
review and editing of the responses from FEMA regional administrators.  On August 1, 2022, ODIC 
incorporated these changes into a new draft and recirculated the new draft to FEMA regional administrators 
for final review.  ODIC then will publish a written plan by October 1, 2022, and will request closure of this 
recommendation at that time.   

    
Component FEMA 
Report Number GAO-19-318 
Report Title Disaster Assistance:  FEMA Action Needed to Better Support Individuals Who Are Older or Have Disabilities 
Report Received/ 
Issued Date 06/05/2019 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

12/29/2022 

Recommendation 
The FEMA Administrator should develop a plan for delivering training to FEMA staff that promotes 
competency in disability awareness. The plan should include milestones and performance measures, and 
outline how performance will be monitored.  
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Narrative of 
Implementation 
Status  

ODIC continues to remain on track for completing the EL0197 course by July 2022.  ODIC will do after-
action assessment and any necessary course correction by an ECD of December 30, 2022; at which time, 
FEMA will request that GAO close this recommendation. 

    
Component FEMA 
Report Number GAO-20-294 

Report Title Emergency Alerting:  Agencies Need to Address Pending Applications and Monitor Industry Progress on 
System Improvements 

Report Received/ 
Issued Date 02/06/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Director of the IPAWS program should establish procedures to prioritize pending IPAWS applications 
and to follow up with applicants to address these applications. 

Narrative of 
Implementation 
Status  

The Integrated Public Alert & Warning System (IPAWS) is continuing to process applications with minimal 
backlog.  National Continuity Programs/IPAWS submitted an Authority to Operate (ATO) package request 
and is anticipating FEMA Chief Information Officer (CIO) approval for the ATO by October 31, 2022.  Once 
the full capabilities of the Business Management Platform (BMP) are approved for use, the program will begin 
migration of the applicant records to the BMP and will transition application processing from the 
email/spreadsheet manual process to the BMP for automated processing and tracking. 

    
Component FEMA 
Report Number GAO-20-297 

Report Title Disaster Preparedness:  Additional Actions Needed to Address Gaps in the Nation’s Emergency Management 
Capabilities 

Report Received/ 
Issued Date 05/04/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 
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Recommendation 

The FEMA Administrator should, following the completion of the 2021 National Preparedness Report, 
determine what steps are needed to address the nation’s emergency management capability gaps across all 
levels of government and inform key stakeholders, such as the Office of Management and Budget and 
Congress, about what level of resources will be necessary to address the known gaps. 

Narrative of 
Implementation 
Status  

As of September 23, 2022, FEMA is drafting an outline for the Investment Strategy for National Preparedness 
annex to the 2023 National Preparedness Report.  This outline is on track for December 31, 2022.  FEMA will 
begin concurrence of the target gap overviews (previously called the capability assessment sheets) for the 
National Stakeholder Preparedness Review with members of the Homeland Preparedness and Response (HPR) 
Interagency Policy Community (IPC) by September 30, 2022.  FEMA will conduct additional engagements 
with interagency working group members to refine analysis and findings within the target gap overviews prior 
to final review by the HPR IPC members.  FEMA expects the review of the target gap overviews to be 
complete by November 30, 2022. 

    
Component FEMA 
Report Number GAO-20-360 
Report Title FEMA Disaster Workforce:  Actions Needed to Address Deployment and Staff Development Challenges  
Report Received/ 
Issued Date 05/04/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

08/31/2022 

Recommendation The FEMA Administrator should develop mechanisms, including collecting relevant data, to assess how 
effectively FEMA’s disaster workforce was deployed to meet mission needs in the field.  

Narrative of 
Implementation 
Status  

On August 17, 2022, FEMA submitted answers to questions from GAO regarding its latest request for closure. 

    
Component FEMA 
Report Number GAO-20-360 
Report Title FEMA Disaster Workforce:  Actions Needed to Address Deployment and Staff Development Challenges  
Report Received/ 
Issued Date 05/04/2020 
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Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/13/2022 

Recommendation 
The FEMA Administrator should create a staff development program for FEMA’s disaster workforce that, at a 
minimum, addresses access to training, delivery of on-the-job training and mentoring, use of performance 
evaluations, and consistent developmental opportunities regardless of deployment status. 

Narrative of 
Implementation 
Status  

On December 13, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component FEMA 
Report Number GAO-20-396 
Report Title National Flood Insurance Program:  FEMA Can Improve Community Oversight and Data Sharing 
Report Received/ 
Issued Date 05/05/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

04/30/2023 

Recommendation 
The Administrator of FEMA should assess different approaches, in addition to community assistance visits, 
for using existing resources to ensure communities’ compliance with NFIP requirements. This should include 
analyzing alternatives to community assistance visits. 

Narrative of 
Implementation 
Status  

As of September 27, 2022, FEMA completed phase 3 sprints and tested the redesigned National Flood 
Insurance Program (NFIP) compliance audit process.  Work began on developing a 20-page guidance 
reference on the new audit process, which now has been completed.  Leadership approval, however, has not 
been completed yet.  Because of the resource support/contract changes needed to create the final product after 
reviews are completed, a final version is estimated to be completed by January 31, 2023, pending delays 
because of Hurricane Ian activities. 

    
Component FEMA 
Report Number GAO-20-396 
Report Title National Flood Insurance Program:  FEMA Can Improve Community Oversight and Data Sharing 
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Report Received/ 
Issued Date 05/05/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation 
The Administrator of FEMA should identify appropriate steps to ensure it has complete, up-to-date, and 
reliable records of community assistance visits, including information on why some visit records remain open 
for a significant period of time. 

Narrative of 
Implementation 
Status  

As of September 27, 2022, FIMA is working with the Community Information System (CIS) Modernization 
development team to create requirements for CIS updates.  This effort is in the early stages; therefore, there is 
no final documentation to review at this time.  The effort is still on target, pending any delays because of 
Hurricane Ian activities.  

    
Component FEMA 
Report Number GAO-20-396 
Report Title National Flood Insurance Program:  FEMA Can Improve Community Oversight and Data Sharing 
Report Received/ 
Issued Date 05/05/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Administrator of FEMA should ensure that communities are consistently collecting data on their 
substantial damage assessments and that FEMA has a way to readily access those data to evaluate community 
compliance with NFIP requirements for rebuilding substantially damaged properties.  

 Narrative of 
Implementation 
Status  

As of September 27, 2022, FEMA is waiting to use any events that occur during the 2022 hurricane season to 
test the reporting process for post-disaster substantial damage compliance and to identify potential areas for 
improvement.  Adjustments will be made in November and December 2022 if needed based on the findings. 

    
Component FEMA 
Report Number GAO-20-396 
Report Title National Flood Insurance Program:  FEMA Can Improve Community Oversight and Data Sharing 
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Report Received/ 
Issued Date 05/05/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation The Administrator of FEMA should clarify with NFIP communities its policies on sharing data on NFIP 
claims and provide such information to those communities as needed.  

Narrative of 
Implementation 
Status  

FEMA is finalizing the SOPs and currently expects that they will be completed by October 31, 2022.  

    
Component FEMA 
Report Number GAO-20-503 
Report Title Disaster Assistance:  Additional Actions Needed to Strengthen FEMA’s Individuals and Households Program  
Report Received/ 
Issued Date 09/30/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The FEMA Administrator should improve the completeness and consistency of its communication of the 
requirement to apply for an SBA disaster loan prior to being considered for SBA-dependent other needs 
assistance.  

Narrative of 
Implementation 
Status  

FEMA’s Individual Assistance (IA) Division completed an initial internal review of eligibility notification 
letters and decision texts on October 1, 2021.  This included a review by the Correspondence Revision 
Workgroup, the Office of Chief Counsel (OCC), and Program Management Section Leadership.  To obtain 
disaster survivor feedback, on March 10, 2022, the Recovery Directorate (using the revised letters) completed 
focus groups with disaster survivors.  On July 25, 2022, FEMA transmitted a corrective action plan (CAP) 
update to GAO. 

    
Component FEMA 
Report Number GAO-20-503 
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Report Title Disaster Assistance:  Additional Actions Needed to Strengthen FEMA’s Individuals and Households Program  
Report Received/ 
Issued Date 09/30/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation 

The FEMA Administrator should assess the extent to which its process for determining an applicant’s 
eligibility for SBA-dependent other needs assistance limits or prevents survivors’ access to IHP assistance, 
and work with SBA to identify options to simplify and streamline the disaster assistance application process 
for survivors.  

Narrative of 
Implementation 
Status  

On June 21, 2022, DHS published its “Agency Rule List” of active regulatory actions for DHS as part of the 
Spring 2022 Unified Agenda of Regulatory and Deregulatory Actions .  Within this list, FEMA included an 
entry titled “Individual Assistance Program Equity.”  As noted in the section titled “Abstract,” FEMA 
proposes to “re-evaluate the requirement to apply for a Small Business Administration loan” as a condition of 
eligibility for Other Needs Assistance (ONA), a provision of the Individual and Households Program (IHP).  
On July 25, 2022, FEMA transmitted a CAP update to GAO. 

    
Component FEMA 
Report Number GAO-20-503 
Report Title Disaster Assistance:  Additional Actions Needed to Strengthen FEMA’s Individuals and Households Program  
Report Received/ 
Issued Date 09/30/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The FEMA Administrator should improve the IHP award determination letters by using federal guidance and 
best practices for communicating with the public to ensure that applicants understand that an “ineligible” 
determination does not mean they cannot continue to pursue assistance.  

Narrative of 
Implementation 
Status  

FEMA’s IA Division completed an initial internal review of eligibility notification letters and decision texts on 
October 1, 2021.  This included a review by the Correspondence Revision Workgroup, OCC, and Program 
Management Section Leadership.  To obtain disaster survivor feedback, on March 10, 2022, the Recovery 
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Directorate (using the revised letters) completed focus groups with disaster survivors.  On July 25, 2022, 
FEMA transmitted a CAP update to GAO. 

    
Component FEMA 
Report Number GAO-20-503 
Report Title Disaster Assistance:  Additional Actions Needed to Strengthen FEMA’s Individuals and Households Program  
Report Received/ 
Issued Date 09/30/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The FEMA Administrator should identify and implement strategies to provide additional information to 
applicants about how FEMA determined their eligibility for assistance and the amount of assistance to award.  

Narrative of 
Implementation 
Status  

On July 25, 2022, FEMA transmitted to GAO a CAP update.  FEMA’s IA Division completed an initial 
internal review of eligibility notification letters and decision texts on October 1, 2021.  This included a review 
by the Correspondence Revision Workgroup, OCC, and Program Management Section Leadership.  To obtain 
disaster survivor feedback, on March 10, 2022, the Recovery Directorate (using the revised letters) completed 
focus groups with disaster survivors. 

    
Component FEMA 
Report Number GAO-20-503 
Report Title Disaster Assistance:  Additional Actions Needed to Strengthen FEMA’s Individuals and Households Program  
Report Received/ 
Issued Date 09/30/2020 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

04/01/2023 

Recommendation 
The FEMA Administrator should use desirable characteristics of employee engagement-including 
performance feedback, career development, communication, and attention to work-life balance-while 
completing planned activities for improving morale among call center staff.  
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Narrative of 
Implementation 
Status  

On April 6, 2022, the IA Division held its initial quarterly session for its IHP Applicant Service Section 
Leadership Academy for new supervisors.  On July 25, 2022, FEMA transmitted a CAP update to GAO. 

    
Component FEMA 
Report Number GAO-20-503 
Report Title Disaster Assistance:  Additional Actions Needed to Strengthen FEMA’s Individuals and Households Program  
Report Received/ 
Issued Date 09/30/2020 

Rec # 12 
Estimated 
Completion Date 
(or Date Closed)  

01/04/2023 

Recommendation 

The FEMA Administrator should correct and refine the methodology used to survey survivor experiences with 
the IHP by (1) weighting the survey data to reflect the stratification of its survey design, (2) adjusting the base 
sampling weights for survey nonresponse within each stratum, and (3) calculating the sampling error for the 
survey data after adjusting the base sampling weights for nonresponse. 

Narrative of 
Implementation 
Status  

On January 4, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component FEMA 
Report Number GAO-20-604 

Report Title Disaster Assistance:  FEMA Should Take Additional Actions to Strengthen Fraud Risk Management for 
Public Assistance Emergency Work Grants 

Report Received/ 
Issued Date 09/29/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation The Administrator of FEMA should plan and conduct regular fraud risk assessments of PA emergency work 
grants to determine a fraud risk profile that aligns with leading practices as provided in the Fraud Risk 



 

75 

Framework. Specifically, this process should include (1) identifying inherent fraud risks to PA grant funds, (2) 
assessing the likelihood and impact of inherent fraud risks, (3) determining fraud risk tolerance, (4) examining 
the suitability of existing fraud controls, and (5) documenting the fraud risk profile.  

Narrative of 
Implementation 
Status  

FEMA’s Program Review and Inspection Branch (PRIB) continues to fill and expand staffing positions to 
remedy personnel shortages in the long run.  The short-term strategy is to reduce the review scope to focus on 
higher risk areas within the single scope category review.  PRIB plans to review other higher risk areas later 
when resources and time permit.  PRIB is providing feedback to Public Assistance (PA) as observation sprints 
are completed.  This provides the opportunity for early review and validation, and the ability for PA to make 
changes to promote viability of risk controls, prior to the validated final report.  The Office of the Chief 
Security Officer (OCSO) plans to complete the Single-Scope Category A review by September 30, 2022.  The 
start for the limited single-scope area of review of Category B was June 30, 2022.  OCSO has determined 
limited review scope for Category B, Part 12, which will begin on October 1, 2022, with an ECD of June 30, 
2023.  If there are any other areas of Category B added to the review, FEMA will request an ECD extension, 
as needed, to complete the actions or will plan additional, new reviews of such Category B parts.    

    
Component FEMA 
Report Number GAO-20-604 

Report Title Disaster Assistance:  FEMA Should Take Additional Actions to Strengthen Fraud Risk Management for 
Public Assistance Emergency Work Grants 

Report Received/ 
Issued Date 09/29/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2025 

Recommendation 
The Administrator of FEMA should designate one entity as the lead entity with responsibility for providing 
oversight of agency-wide efforts to manage fraud risks to PA emergency work grants, including managing the 
fraud risk assessment process, consistent with leading practices.  

Narrative of 
Implementation 
Status  

FEMA strongly believes that the current multi-directorate approach provides a proactive and layered review 
process to manage fraud risk within the PA Program.  FEMA Recovery’s PA program directly oversees 
emergency work grants and has policies and procedures in place to manage fraud risks.  FEMA’s OCSO-
Fraud Investigations & Inspections Division PRIB is responsible for providing observation-based risk reviews 
agencywide and for validating that risk control measures are established and functional for program categories 
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under review.  FEMA believes that this division of responsibilities in managing fraud risks is consistent with 
sound accounting principles and that combining all these functions into one office potentially would cause 
conflicts of interest in violation of best practices.  A CAP will be transmitted to GAO in early December 2022 
for GAO’s review.  

    
Component FEMA 
Report Number GAO-20-604 

Report Title Disaster Assistance:  FEMA Should Take Additional Actions to Strengthen Fraud Risk Management for 
Public Assistance Emergency Work Grants 

Report Received/ 
Issued Date 09/29/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2023 

Recommendation 
The Administrator of FEMA should update key training and guidance documents for the PA grant program to 
include information on where and how to report suspected fraud, and direct PA recipients to include such 
information in key training and guidance documents they provide to subrecipients.  

Narrative of 
Implementation 
Status  

As of August 4, 2022, GAO acknowledged the work that FEMA has done to date to update other training and 
guidance documents.  However, GAO is waiting for the next update of the PA Program and Policy Guidance 
to close this recommendation. 

    
Component FEMA 
Report Number GAO-20-604 

Report Title Disaster Assistance:  FEMA Should Take Additional Actions to Strengthen Fraud Risk Management for 
Public Assistance Emergency Work Grants 

Report Received/ 
Issued Date 09/29/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 
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Recommendation 

The Administrator of FEMA should update key resources, such as training and guidance documents, FEMA 
makes available to PA applicants to ensure these resources consistently communicate information on the 
highest fraud risks to PA emergency work grant funds and applicants’ responsibilities for managing those 
risks. The highest fraud risks may include risks related to procurement and debris removal, and other risks 
FEMA identifies through fraud risk assessments.  

Narrative of 
Implementation 
Status  

The Office of Response and Recovery-Recovery’s PA Division anticipates that it will update program-specific 
antifraud training and guidance materials 9 months after it receives the OCSO Fraud Risk Analysis.  The 
Grants Program Directorate’s Procurement Disaster Assistance Team expects that it will update the program-
specific antifraud training and guidance materials 12 months after it receives the OCSO Fraud Risk Analysis. 

    
Component FEMA 
Report Number GAO-20-604 

Report Title Disaster Assistance:  FEMA Should Take Additional Actions to Strengthen Fraud Risk Management for 
Public Assistance Emergency Work Grants 

Report Received/ 
Issued Date 09/29/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation 

The Administrator of FEMA should implement program-specific antifraud training for PA staff who work 
directly with PA applicants; this training should include information on the highest fraud risks to PA 
emergency work grants.  The highest fraud risks may include risks related to procurement and debris removal, 
and other risk FEMA identifies through fraud risk assessments. 

Narrative of 
Implementation 
Status  

The Office of Response and Recovery’s PA Division anticipates that it will update program-specific antifraud 
training and guidance materials 9 months after it receives the OCSO Fraud Risk Analysis. The Grants Program 
Directorate’s Procurement Disaster Assistance Team expects that it will update the program-specific antifraud 
training and guidance materials 12 months after it receives the OCSO Fraud Risk Analysis. 

    
Component FEMA 
Report Number GAO-20-701 
Report Title COVID-19:  Federal Efforts Could be Strengthened by Timely and Concerted Actions 
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Report Received/ 
Issued Date 09/21/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation 

The Administrator of the Federal Emergency Management Agency-who heads one of the agencies leading the 
COVID-19 response through the Unified Coordination Group-consistent with their roles and responsibilities, 
should work with relevant federal, state, territorial, and tribal stakeholders to devise interim solutions, such as 
systems and guidance and dissemination of best practices, to help states enhance their ability to track the status 
of supply requests and plan for supply needs for the remainder of the COVID-19 pandemic response. 

Narrative of 
Implementation 
Status  

To address this recommendation fully, GAO was awaiting public release of the National Framework for 
Allocation of Constrained Public Health Resources, which was completed by the end of September 2022.  
FEMA is in the process of requesting that GAO close this recommendation as implemented.  FEMA is 
working with HHS to complete this deliverable. 

    
Component FEMA 
Report Number GAO-21-116 
Report Title Disaster Housing:  Improved Cost Data and Guidance Would Aid FEMA Activation Decisions  
Report Received/ 
Issued Date 12/15/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2024 

Recommendation 
The Administrator of FEMA should identify and make changes to the applicable data system to capture cost 
data, including administrative costs for each of its housing assistance programs that will allow the agency to 
analyze the full cost of providing assistance under each program. 

Narrative of 
Implementation 
Status  

On August 25, 2022, FEMA transmitted a CAP update to GAO.  FEMA will create a new IA Program IT 
system that eventually will replace the combination of current National Emergency Management Information 
System-IA and HOMES information system.  The Recovery Directorate intends to build the relevant 
functionality into the Incident Resource Inventory System (within the Recovery Cloud Environment) by 
September 30, 2024. 
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Component FEMA 
Report Number GAO-21-140 

Report Title Disaster Resilience:  FEMA Should Take Additional Steps to Streamline Hazard Mitigation Grants and Assess 
Program Effects 

Report Received/ 
Issued Date 02/02/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

10/19/2022 

Recommendation 

The Administrator of FEMA should establish a plan with time frames to assess PA, HMGP, FMA, and BRIC 
hazard mitigation grant processes to identify and implement steps to reduce the complexity of and time 
required for grant applications, including steps to facilitate the use of funding from more than one FEMA 
mitigation grant program on a project. 

Narrative of 
Implementation 
Status  

On October 19, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component FEMA 
Report Number GAO-21-140 

Report Title Disaster Resilience:  FEMA Should Take Additional Steps to Streamline Hazard Mitigation Grants and Assess 
Program Effects 

Report Received/ 
Issued Date 02/02/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

01/27/2023 

Recommendation The Administrator of FEMA should develop a plan for conducting future loss avoidance studies to ensure they 
can include more hazard types.  



 

80 

Narrative of 
Implementation 
Status  

On January 27, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component FEMA 
Report Number GAO-21-140 

Report Title Disaster Resilience:  FEMA Should Take Additional Steps to Streamline Hazard Mitigation Grants and Assess 
Program Effects 

Report Received/ 
Issued Date 02/02/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

01/30/2023 

Recommendation 
The Administrator of FEMA should ensure that as new methods and metrics to assess the effectiveness of 
hazard mitigation are developed, FEMA officials consider opportunities to adopt common methods and 
metrics across all of its hazard mitigation programs.  

Narrative of 
Implementation 
Status  

FEMA submitted a CAP update to GAO on September 30, 2022.  FEMA is considering opportunities to use 
common methods and metrics across all hazard mitigation programs.  The Grants Effectiveness Council is 
leading the effort to coordinate logic models across all FEMA grants programs.  FEMA has provided 
additional feedback as well as a minimum standards job aid to assist programs in developing comprehensive, 
complete, and useful logic models to measure the effectiveness of program activities.  

    
Component FEMA 
Report Number GAO-21-140 

Report Title Disaster Resilience:  FEMA Should Take Additional Steps to Streamline Hazard Mitigation Grants and Assess 
Program Effects 

Report Received/ 
Issued Date 02/02/2021 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

01/27/2023 
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Recommendation The Administrator of FEMA should publicly share pre-calculated benefits studies and state developed records 
of effectiveness, such as by posting them to its website.  

Narrative of 
Implementation 
Status  

On January 27, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component FEMA 
Report Number GAO-21-264 

Report Title Puerto Rico Recovery:  FEMA Made Progress in Approving Projects, But Should Identify and Assess Risks to 
the Recovery 

Report Received/ 
Issued Date 05/19/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The FEMA administrator should, in coordination with the Government of Puerto Rico and relevant federal 
agencies, identify and assess the risks to the remainder of Puerto Rico’s recovery, including internal and 
external factors, such as Puerto Rico’s capacity to carry out projects.  

Narrative of 
Implementation 
Status  

FEMA Region 2 has completed Phase 1 of its risk assessment and has drafted a plan.  Because of the time 
required to review, finalize, and adopt the assessment plan, Region 2 requested additional time to collaborate 
with internal and external equity partners on viable solutions to the identified risks.  The new ECD of March 
31, 2023, is based on the following interim milestones: 
1. Risk Management Pilot Stakeholder Meeting with the Central Office for Recovery, Reconstruction and 
Resiliency (COR3):  August 30, 2022; 
2. Plan Management Efforts:  Update all deadlines in draft:  October 30, 2022; and 
3. Adopt Plan and Continuous Update Schedule:  January 30, 2023. 

    
Component FEMA 
Report Number GAO-21-264 

Report Title Puerto Rico Recovery:  FEMA Made Progress in Approving Projects, But Should Identify and Assess Risks to 
the Recovery 
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Report Received/ 
Issued Date 05/19/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The FEMA administrator should, in coordination with the Government and Puerto Rico and relevant federal 
agencies, identify potential actions to manage the risks to the remainder of Puerto Rico’s recovery and 
continuously monitor risks.  

Narrative of 
Implementation 
Status  

FEMA Region 2 has completed Phase 1 of its risk assessment and has drafted a plan.  Because of the time 
required to review, finalize, and adopt the assessment plan, Region 2 requested additional time to collaborate 
with internal and external equity partners on viable solutions to the identified risks.  The new ECD of March 
31, 2023, is based on the following interim milestones: 
1. Risk Management Pilot Stakeholder Meeting with COR3:  August 30, 2022; 
2. Plan Management Efforts:  Update all deadlines in draft:  October 30, 2022; and 
3. Adopt Plan and Continuous Update Schedule:  January 30, 2023. 

    
Component FEMA 
Report Number GAO-21-387 
Report Title COVID-19:  Sustained Federal Action Is Crucial as Pandemic Enters Its Second Year 
Report Received/ 
Issued Date 03/31/2021 

Rec # 26 
Estimated 
Completion Date 
(or Date Closed)  

11/03/2022 

Recommendation 

The Federal Emergency Management Agency Administrator should provide timely and consistent technical 
assistance to support tribal governments’ efforts to request and receive Public Assistance as direct recipients, 
including providing additional personnel, if necessary, to ensure that tribal nations are able to effectively 
respond to COVID-19. 

Narrative of 
Implementation 
Status  

On November 3, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 
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Component FEMA 
Report Number GAO-21-42 
Report Title Disaster Response:  Agencies Should Assess Contracting Workforce Needs and Purchase Card Fraud Risk 
Report Received/ 
Issued Date 11/24/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

01/04/2023 

Recommendation 
The Administrator of the Federal Emergency Management Agency should update its fraud risk profile for the 
purchase card program to include an assessment of how, if at all, the risk profile differs for purchase card use 
in support of disaster response. 

Narrative of 
Implementation 
Status  

On January 4, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component FEMA 
Report Number GAO-21-528 

Report Title COVID-19 Contracting:  Opportunities to Improve Practices to Assess Prospective Vendors and Capture 
Lessons Learned 

Report Received/ 
Issued Date 07/29/2021 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

07/14/2021 

Recommendation 

The Administrator of the Federal Emergency Management Agency should direct the Head of Contracting 
Activity to establish a formal process to (1) collect contracting lessons learned from COVID-19 and future 
emergency response efforts; and (2) ensure contracting lessons learned are shared with the Continuous 
Improvement Program for inclusion in FEMA’s formal lessons learned process to inform FEMA’s contracting 
efforts in response to ongoing and future emergencies. 
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Narrative of 
Implementation 
Status  

The Office of Chief Procurement Officer (OCPO) met with the GAO team on August 11, 2022, to discuss a 
clear path forward.  OCPO is in the process of submitting a CAP update wherein it will discuss the 
Procurement Lessons Learned Survey that will be distributed at the completion of the disaster season 
(tentatively January 31, 2023).  According to what was discussed with the GAO on August 11, 2022, as well 
as prior conversations, this will be enough to close this particular recommendation.  

    
Component FEMA 
Report Number GAO-21-578 

Report Title National Flood Insurance Program:  Congress Should Consider Updating the Mandatory Purchase 
Requirement 

Report Received/ 
Issued Date 07/30/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/29/2023 

Recommendation 

The Deputy Associate Administrator of FEMA’s Federal Insurance and Mitigation Administration should 
determine what information is available – both internally and externally – related to the mandatory purchase 
requirement, and use it to develop strategies for increasing consumer participation in the flood insurance 
market. 

Narrative of 
Implementation 
Status  

FEMA is in process of completing a policy and legal analysis for sending messaging to potential policyholders 
who are subject to the mandatory purchase requirement after receiving disaster assistance.  FEMA is estimated 
to complete this by the end of December 30, 2022, and will begin to distribute notifications and other flood 
insurance messaging to individuals and households, as appropriate, once completed.  FEMA hopes to have this 
completed by July 2023 and then will shift efforts to determine if a standard process is warranted to complete 
this work on an annual basis. 

    
Component FEMA 
Report Number GAO-21-578 

Report Title National Flood Insurance Program:  Congress Should Consider Updating the Mandatory Purchase 
Requirement 

Report Received/ 
Issued Date 07/30/2021 
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Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The Deputy Associate Administrator of FEMA’s Federal Insurance and Mitigation Administration should 
evaluate and report to Congress with recommendations on how comprehensive and up-to-date flood risk 
information could be used to determine which properties should be subject to the mandatory purchase 
requirement. 

Narrative of 
Implementation 
Status  

FEMA projects that by November 30, 2022, FIMA leadership will be briefed on the high-level findings, 
options, and recommendations on which flood risk datasets may satisfy the requirement.  On the basis of 
feedback from FIMA leadership, FEMA will evaluate the risks and opportunities associated with the use of 
specified flood risk information for mandatory purchases and will complete its report to Congress.  

    
Component ICE 
Report Number GAO-18-343 
Report Title Immigration Detention:  Opportunities Exist to Improve Cost Estimates 
Report Received/ 
Issued Date 04/18/2018 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Director of ICE should take steps to ensure that ICE’s budget estimating process more fully addresses cost 
estimating best practices. 

Narrative of 
Implementation 
Status  

GAO is evaluating ICE’s budget estimating processes to ensure that ICE addresses cost estimating best 
practices more fully considering that ICE has addressed the other four recommendations issued as part of its 
review successfully.  Specifically, ICE has adopted a new system to ensure accuracy when developing budget 
documents; has revised the methodology used to calculate the projected adult bed rate, including a more robust 
inflation analysis, and removal of the cost of family beds; and has incorporated the use of a statistical model to 
project the average daily population used to calculate its initial budget request.  The ICE Audit Liaison Unit is 
packaging updated documentation for GAO’s review.  GAO’s Science, Technology Assessment, and 
Analytics team will review the documentation and determine if ICE has taken sufficient action to improve its 
budget estimates for detention costs to close the recommendation.  
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Component ICE 
Report Number GAO-18-405 
Report Title DHS Components Could Improve Monitoring of the Employee Misconduct Process 
Report Received/ 
Issued Date 08/30/2018 

Rec # 10 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation The Director of ICE should monitor the duration of all cases beginning-to-end by stage and by case type. 

Narrative of 
Implementation 
Status  

ICE OPR has documented the investigations process.  The ICE Office of Human Capital has documented the 
disciplinary process, and the supporting documentation has been provided to GAO.  In addition, GAO was 
provided with information on the Department’s efforts to evaluate, recommend, and implement collectively 
those actions related to the policies and processes for addressing allegations of employee misconduct and 
effecting disciplinary actions across DHS.   

    
Component ICE 
Report Number GAO-18-405 
Report Title DHS Components Could Improve Monitoring of the Employee Misconduct Process 
Report Received/ 
Issued Date 08/30/2018 

Rec # 12 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation The Director of ICE should define and document the case management system data fields and methodology to 
be used for monitoring all established performance targets and provide related guidance to staff.  

Narrative of 
Implementation 
Status  

ICE OPR provided GAO with documentation on the methodology used for monitoring management inquiries.  
The ICE Office of Human Capital provided documentation on its performance measures and quarterly report 
used to monitor employee relations cases.  ICE is working on addressing additional GAO questions.  

    
Component ICE 
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Report Number GAO-19-297 

Report Title Student and Exchange Visitor Program:  DHS Can Take Additional Steps To Manage Fraud Risks Related to 
School Recertification and Program Oversight 

Report Received/ 
Issued Date 11/20/2018 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Director of ICE should implement mandatory DSO training and verify that the training is completed. 

Narrative of 
Implementation 
Status  

ICE HSI Student and Exchange Visitor Program (SEVP) revenue continues to be affected adversely by the 
pandemic, and this resulted in funding cuts to Security, Education, Training, and Awareness (SETA) and the 
development of a suite of courses.  SEVP awarded a contract but experienced onboarding delays.  A project 
roadmap is due from the contractor 30 days after it is staffed fully.  The baseline core requirements supporting 
SETA are managed and updated, as needed, from the governing regulations and SEVP’s final guidance.  
During recertification, the designated school officials (DSO) and principal DSOs attest to familiarity with the 
regulations.  SEVP also has the ability to run a report that informs if a training course is “In Progress,” 
“Completed,” or “Delayed” as well as to obtain the status of the training test (In Progress, Completed:  Passed 
or Failed, or Delayed and/or graded). 

    
Component ICE 
Report Number GAO-19-297 

Report Title Student and Exchange Visitor Program:  DHS Can Take Additional Steps To Manage Fraud Risks Related to 
School Recertification and Program Oversight 

Report Received/ 
Issued Date 11/20/2018 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Director of ICE should complete the development and implementation of its plan for mandatory fraud-
specific training to DSOs.  
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Narrative of 
Implementation 
Status  

ICE HSI SEVP revenue continues to be affected adversely by the pandemic, and this has resulted in funding 
cuts to SETA and the development of a suite of courses.  At this time, ICE HSI SEVP does not have a 
development roadmap for the completion of the five courses because of contract onboarding delays, which 
have hindered this contract from being staffed fully.  The SEVP SETA team plans on developing a “SEVIS 
compliance” curriculum within the courses (i.e., objectives, course lesson, questions, and final test) to obtain 
credit.  These to-be-developed courses will be created using an agile development process.  Course content 
developers will meet with SEVP SMEs and the SETA product owner to determine course priorities and 
content. 

    
Component ICE 
Report Number GAO-19-416 
Report Title Immigration Enforcement:  Actions Needed to Better Handle, Identify, and Track Cases Involving Veterans 
Report Received/ 
Issued Date 06/06/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation The Director of ICE should take action to ensure consistent implementation of ICE’s policies for handling 
cases of potentially removable veterans. 

Narrative of 
Implementation 
Status  

On November 9, 2020, ICE Enforcement and Removal Operations (ERO) enhanced its system, Enforcement 
Case Tracking Systems Alien Removal Module (EARM), to display a veteran status field within the Encounter 
Details and Person Details pages.  EARM users are now able to add or edit veteran status information within 
the Person Details page for noncitizens in ICE custody.  In the first quarter of FY 2021, the ICE ERO, as the 
system owner for the Enforcement Integrated Database Arrest Graphic User Interface for Law Enforcement, 
enhanced the application to capture veteran status electronically during the booking process by officers and 
agents.  These system enhancements improve the data entry standardization of veteran information within ICE 
systems.  On May 23, 2022, ICE issued Policy 10039.2:  Consideration of U.S. Military Service When Making 
Discretionary Determinations with Regard to Enforcement Actions Against Noncitizens.  A copy of the policy, 
the U.S. claim military checklist, and the broadcast sent to all ICE employees was provided to GAO.  The 
Audit Liaison Unit now is working with the ERO and HSI to obtain documentation on their oversight 
mechanism. 
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Component ICE 
Report Number GAO-20-333 

Report Title Trade-Based Money Laundering:  U.S. Government Has Worked with Partners to Combat the Threat, but 
Could Strengthen Its Efforts  

Report Received/ 
Issued Date 04/02/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The Secretary of Homeland Security should direct the Director of ICE to develop a performance monitoring 
framework for the TTU program that would enable the agency to systematically track program results and how 
effectively it is achieving the program’s goals. 

Narrative of 
Implementation 
Status  

ICE HSI continues to nonconcur because the Trade Transparency Unit (TTU) program is continuing to 
leverage the performance measures in place to track program results, and ICE HSI continue to have challenges 
with accessing foreign data, setting targets regarding criminal activity, and outcomes for partnering countries. 

    
Component ICE 
Report Number GAO-20-36 
Report Title Immigration Enforcement:  Arrests, Detentions, and Removals, and Issues Related to Selected Populations  
Report Received/ 
Issued Date 12/05/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The Director of ICE should implement a process to collect and maintain data in a readily available format on 
detained parents or legal guardians of U.S. citizen and legal permanent resident minors to ensure that 
information on this population is entered into ICE’s data system as required by policy. 

Narrative of 
Implementation 
Status  

ICE nonconcurred with this recommendation.  ERO collects and maintains data on detained parents or legal 
guardians of U.S. citizen and legal permanent resident minors in accordance with its policy, and ERO officers 
continue to enter and maintain data in EARM and the Enforcement Integrated Database Arrest Guide for Law 
Enforcement to facilitate appropriate actions specific to individual cases.  Approved EARM users, including 
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child welfare coordinators, have ready access to these data and can use or share the data with appropriate staff 
to ensure compliance with ICE policy and guidance.  This includes making arrangements for the care of 
children, such as transportation for parents to attend child welfare proceedings and visitation.  For parents or 
legal guardians, this case-specific information is necessary and readily available.  ICE does not have an 
operational need to aggregate data for this group of population and doing so, as GAO recommends, would not 
inform ICE’s decision-making processes better.  ICE’s sole aggregate reporting requirement related to data 
concerning parents or legal guardians is a statutory requirement that began in FY 2016 as part of the FY 2016 
DHS Appropriations Act (P.L. 114-113), which mandates for ICE to submit semiannual reports to the House 
and Senate Committees on the removal of parents of U.S. citizen minors.  The data that ERO already collects 
and maintains is used to prepare ICE’s semiannual report titled “Deportation of Aliens Claiming U.S.-Born 
Children,” to satisfy this requirement.  On July 14, 2022, the ICE Acting Director issued Directive 11064.3, 
Parental Interests of Noncitizen Parents and Legal Guardians, which revises and clarifies agency policy and 
procedures regarding noncitizen parental and guardianship interests.  The directive assigns responsibilities and 
outlines the procedures and requirements necessary to ensure that the agency’s civil immigration enforcement 
activities do not disrupt or infringe upon unnecessarily the parental or guardianship interests of noncitizen 
parents or legal guardians of minor children or incapacitated adults.  It also requires ICE personnel to inquire 
affirmatively about parental or legal guardian status when encountering a noncitizen and to record or update 
such information in relevant data systems.  The directive further sets out updated procedures and requirements 
regarding the initial placement and subsequent transfer of parents and legal guardians, visitation, and access to 
child welfare services and programs.  A copy of the broadcast communication and directive was provided to 
GAO on July 20, 2022, for review and consideration.  On October 3, 2022, GAO provided feedback that the 
ICE directive meets the spirit of the recommendation and requested additional information on the tracking of 
data.  The ICE Audit Liaison Unit is working with ERO to obtain the information. 

    
Component ICE 
Report Number GAO-20-596 

Report Title Immigration Detention:  ICE Should Enhance Its Use of Facility Oversight Data and Management of Detainee 
Complaints 

Report Received/ 
Issued Date 08/19/2020 

Rec # 1 
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Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Director of ICE should direct Custody Management to regularly conduct analyses of contracted facility 
inspections oversight data over time, within and across facilities and regions, and in a manner to enable trends 
in inspection deficiencies to be identified and addressed. 

Narrative of 
Implementation 
Status  

The ERO Oversight, Compliance, and Acquisitions Division (OCAD) system that maintains inspection data is 
migrating to a new system.  The new system will allow OCAD to obtain, review, and analyze facility 
inspections in a manner not available in its predecessor.  The migration is ongoing, and it is estimated to be in 
place by the end of Q1 of FY 2023.  The ERO Custody Management Division (CMD) will continue to work 
with OP'R’s Office of Detention and Oversight (ODO) to obtain deficiency information that can be uploaded 
into the system.  Because of incompatible inspection documentation programs, the process to find a resolution 
is still ongoing. 

    
Component ICE 
Report Number GAO-20-596 

Report Title Immigration Detention:  ICE Should Enhance Its Use of Facility Oversight Data and Management of Detainee 
Complaints 

Report Received/ 
Issued Date 08/19/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

05/26/2023 

Recommendation 
The Director of ICE should direct the Office of Detention Oversight and Custody Management to take steps to 
ensure that data on deficiencies identified through Office of Detention Oversight’s inspections are recorded in 
a format that is accessible to Custody Management for analysis purposes. 

Narrative of 
Implementation 
Status  

In June 2021, ICE OPR ODO revised its final inspection report format and created a deficiency tracker to 
enable ERO CMD to create uniform CAPs and to track the resolution of deficiencies more efficiently.  The 
deficiency tracker provides key summary information in a sortable Microsoft Excel spreadsheet format.  The 
deficiency tracker allows CMD to analyze the detention standards in which deficiencies commonly occur as 
well to identify facilities noncompliant to ICE requirements.  However, the deficiency spreadsheet does not 
include information on the specific components of the standards found deficient for CMD to determine 
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whether deficiencies occur in the same standards across time in the same facility, or across facilities.  As a 
result, CMD and OPR ODO have been meeting internally to discuss the additional deficiency data needed and 
ERO CMD currently is developing a form that will list the data fields needed for OPR to populate.  Once ERO 
CMD has completed developing the form, OPR will review the form and will provide ERO CMD with 
available options for providing the additional information. 

    
Component ICE 
Report Number GAO-20-596 

Report Title Immigration Detention:  ICE Should Enhance Its Use of Facility Oversight Data and Management of Detainee 
Complaints 

Report Received/ 
Issued Date 08/19/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

05/26/2023 

Recommendation The Director of ICE should regularly conduct analyses of data on deficiencies identified through Office of 
Detention Oversight’s inspections. 

Narrative of 
Implementation 
Status  

ICE OPR ODO conducts an annual standard review of all ICE national detention standards (NDS) by 
reviewing and analyzing data from various sources to determine which detention standards have the greatest 
impact on the life, health, safety, and well-being of ICE detainees.  New ODO core standards are added and/or 
removed for inspections each fiscal year because of this review.  In FY 2021, OPR ODO deployed a new case 
management system to use during onsite inspections, to analyze data from its previous inspection findings, and 
to identify deficiency trends.  The case management system produces a report that is shared with ICE ERO 
CMD quarterly (or as needed).  ERO and OPR have been meeting internally to discuss additional deficiency 
data needed because the report does not include all the information needed for ERO CMD to do trend analysis.  
Once CMD obtains the additional data, ERO will be able to analyze the deficiency data regularly to identify 
trends in deficiencies over time and within and across facilities and regions. 

    
Component ICE 
Report Number GAO-20-596 

Report Title Immigration Detention:  ICE Should Enhance Its Use of Facility Oversight Data and Management of Detainee 
Complaints 
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Report Received/ 
Issued Date 08/19/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Director of ICE should ensure that all Operational Review Self-Assessment results and corrective actions 
are recorded in a format that is conducive to tracking and analysis. 

Narrative of 
Implementation 
Status  

In April 2020, ICE ERO CMD suspended annual detention facilities inspections due to the Coronavirus 2019 
(COVID-19) pandemic to mitigate exposure and transmission.  As ERO field offices and detention facilities 
implemented phased returns to more normal operations, the ERO CMD Detention Oversight Unit began 
reviewing Operational Review Self-Assessment (ORSA) submissions and worked with its contract vendor to 
begin development on automating the tracking of self-assessment findings in the Facility Performance 
Management System (FPMS).  In the fourth quarter of FY 2021, ERO CMD’s contract vendor completed 
coding development of Forms G-324 A/B, Conditions of Detention Worksheets for longer than 72-hour and 
shorter than 72-hour ORSA facilities operating under ICE National Detention Standards (NDS) 2000, to 
automate the data entry of the ORSAs into FPMS.  ERO CMD Detention Oversight Unit obtained all FY 2021 
ORSA inspection results from the ERO field offices using the automated data entry in FPMS.  On September 
1, 2022, ERO CMD provided GAO with the supporting documentation and ERO is working to address the 
follow-up feedback/questions. 

    
Component ICE 
Report Number GAO-20-596 

Report Title Immigration Detention:  ICE Should Enhance Its Use of Facility Oversight Data and Management of Detainee 
Complaints 

Report Received/ 
Issued Date 08/19/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 
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Recommendation 
The Director of ICE should regularly conduct analyses of detention-related complaint data from relevant 
offices, including analyses of data over time, within and across facilities and regions, and at a level necessary 
to identify and address potentially reoccurring complaints. 

Narrative of 
Implementation 
Status  

ICE is responsible for assessing and investigating all reported allegations and complaints that it receives 
through the various intake mechanisms.  ICE OPR assesses, processes, and investigates complaints and 
allegations of employee misconduct reported to the Joint Intake Center not retained by the OIG.  OPR retains 
detention-related criminal employee misconduct allegations and may refer noncriminal employee misconduct 
allegations to ICE program offices as management inquiries for action and resolution.  Complaints related to 
detention that do not involve employee misconduct (which are categorized separately from allegations) are 
forwarded to ERO for information or action, as appropriate.  Once ERO receives a complaint, it is reviewed by 
a data analyst and is tracked until a resolution is obtained from the field office.  In the third quarter of 
FY 2021, ERO established a working group with the responsibility of reviewing existing processes to enable 
the organization to track and analyze data related to detention allegations and complaints better.  As part of 
this effort, ERO is working on drafting the charter for this working group that will be approved by the ERO 
Detention Monitoring Council.  Members of the Detention Monitoring Council include senior level designees 
from ERO, OPR, ICE Health Services Corps, ICE Office of the Principal Legal Advisor (OPLA), ICE Office 
of Public Affairs, and ICE Office of Acquisition Management (OAQ).  This enterprise effort will allow ERO 
to continue to improve its process and/or personnel at a level necessary to identify and address recurring 
complaints. 

    
Component ICE 
Report Number GAO-20-596 

Report Title Immigration Detention:  ICE Should Enhance Its Use of Facility Oversight Data and Management of Detainee 
Complaints 

Report Received/ 
Issued Date 08/19/2020 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation 
The Director of ICE should require that ERO field offices record any actions taken on, and the resolutions of, 
detention-related complaints referred to them from the Detention Reporting and Information Line and 
Administrative Inquiry Unit in a timely manner. 
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Narrative of 
Implementation 
Status  

In FY 2021, the ICE ERO CMD Custody Programs Division drafted a performance work statement for a 
close-loop inquiry resolution database system in collaboration with the ICE Office of the Chief Information 
Officer (OCIO).  The contract was awarded in September 2021, and the work performed under this contract 
will integrate multiple data systems, including the Detention Reporting and Information Line’s  data system, 
and will enable the ERO field offices to record any action taken and resolution for all detention-related 
complaints.  The data system will be implemented in three phases, with the first phase scheduled for January-
February 2023.  On June 7, 2022, GAO was provided with a copy of the contract awarded that included the 
modernization of the Detention Reporting and Information Line case management system for its review.  ICE 
is awaiting feedback and/or follow-up questions from GAO. 

    
Component ICE 
Report Number GAO-21-144 

Report Title Southwest Border:  DHS and DOJ Have Implemented Expedited Credible Fear Screening Pilot Programs, but 
Should Ensure Timely Data Entry 

Report Received/ 
Issued Date 01/25/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Secretary of Homeland Security, in consultation with the Director of EOIR, should ensure that DHS 
components have filed Notices to Appear with EOIR for all individuals who received positive determinations 
under the expedited fear screening programs, as required. 

Narrative of 
Implementation 
Status  

USCIS identified the location of the case files that received positive determinations under the expedited 
credible fear screening and notified the respective asylum offices to file the notices to appear.  All USCIS 
asylum offices confirmed that they had filed the notices with Executive Office for Immigration Review 
(EOIR), where appropriate.  ICE ERO and OPLA reviewed more than 600 case files at ICE locations to ensure 
that the notices to appear s, if appropriate, were filed with EOIR.  ICE is providing GAO with documentation 
on the action taken for each case file, including noncitizens that have absconded, and requests closure of this 
recommendation. 

    
Component ICE 
Report Number GAO-21-149 
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Report Title Immigration Detention:  Actions Needed to Improve Planning, Documentation, and Oversight of Detention 
Facility Contracts 

Report Received/ 
Issued Date 01/13/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Director of ICE should ensure that ERO consistently uses a process that includes input from relevant 
stakeholders and documentation of the basis for decisions made before entering into contracts or agreements 
for new or expanded detention space. 

Narrative of 
Implementation 
Status  

The ICE Management and Administration Directorate, following discussions with ERO, OAQ, and the Office 
of Immigration Program Evaluation, established a new process for approvals for alternatives to detention and 
detention procurement actions.  Under the new process, ICE ERO components must submit a written 
justification and a request for review and approval to the ICE ERO Deputy Executive Associate Director (or 
higher) and the ICE Office of Immigration Program Evaluation Assistant Director prior to submitting a 
procurement package to ICE OAQ for negotiation of a contract or agreement for detention space.  The revised 
acquisition process is in effect.  In addition, ERO has provided instructions to their contracting officer’s 
representatives (COR) on the process, specifically as it relates to the white paper proposal for new beds, and 
has conducted formal virtual classes in August and October 2021 to nine areas of operations (Miami, Detroit, 
Chicago, Seattle, San Diego, Los Angeles, Atlanta, Buffalo, and Washington, D.C.).  ERO continues to review 
and update, as appropriate, any guidance to this process for new beds and posts the information to an intranet 
site for CORs to access.  The supporting documentation has been provided to GAO, and ERO is working to 
address follow-up requests.   

    
Component ICE 
Report Number GAO-21-149 

Report Title Immigration Detention:  Actions Needed to Improve Planning, Documentation, and Oversight of Detention 
Facility Contracts 

Report Received/ 
Issued Date 01/13/2021 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Director of ICE should document and implement a strategic approach for using guaranteed minimums in 
detention contracts and agreements that supports ICE’s strategic plans, goals, and priorities. 

Narrative of 
Implementation 
Status  

In August 2021, ICE conducted an assessment and reviewed 52 detention facility contracts and agreements 
with guaranteed minimums.  The assessment results indicated that most of these contracts and agreements 
have a tiered bed rate structure, meaning that ICE obtains cost savings if certain capacity thresholds are 
reached.  In July 2022, ERO implemented the HQ’s “Field Office Cost Optimization Review Process” to 
enable ERO CMD and Field Operations collaboratively to provide HQ-level oversight of field office use of 
low-cost and guaranteed minimum beds in order to optimize the least expensive facilities in each area of 
responsibility, where appropriate, to increase program savings and/or to reduce unnecessary expenditures.  The 
process allows HQ ERO to monitor and analyze the optimization rate of each field office and to address any 
challenges or areas of concern from under-utilization of low-cost facilities.  ERO CMD currently is working 
on implementing a revised distribution process to address fully the recommendation that will go out monthly 
thereafter to Field Operations.  The supporting documentation will be provided to GAO once complete.  

    
Component ICE 
Report Number GAO-21-149 

Report Title Immigration Detention:  Actions Needed to Improve Planning, Documentation, and Oversight of Detention 
Facility Contracts 

Report Received/ 
Issued Date 01/13/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation The Director of ICE should revise its supervisory structure so that the CORs’ oversight functions are 
independent of field office management. 

Narrative of 
Implementation 
Status  

ICE ERO continues to nonconcur with the recommendation.  ICE ERO Field Operations has evaluated the 
supervisory structure of CORs assigned to detention facility contracts and has determined the optimal 
alignment to remain within the chain of command of field office management.  The COR positions were 
established in each field office to ensure the proper oversight and administration of contracts and contractual 
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agreements support, as well as to provide project management support for facility-related projects.  The 
positions were intended to reduce the administrative workload of officers who previously were performing 
COR duties in the field, providing them with more time to engage in detention and removal activities.  ERO 
ensures that the COR appointment and supervisory notification letters for each detention contract detail the 
responsibilities of each role and that field office management assures adherence.  Furthermore, ICE OAQ and 
OPLA created a supervisor training that includes the topics of fiscal law and procurement, as well as 
contracting officer and COR roles and responsibilities.  The training has been provided to ERO field office 
directors.  ICE provided supporting documentation to GAO during audit fieldwork and maintains the request 
that GAO consider this recommendation resolved and closed. 

    
Component ICE 
Report Number GAO-21-186 

Report Title Immigration Enforcement:  ICE Can Further Enhance Its Planning and Oversight of State and Local 
Agreements 

Report Received/ 
Issued Date 01/27/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

04/28/2023 

Recommendation The Director of ICE should establish performance goals and related performance measures to assess and 
manage the performance of the 287(g) program. 

Narrative of 
Implementation 
Status  

With the change in administration, ICE ERO’s 287(g) program was placed on hold pending issuance of DHS’s 
immigration enforcement priorities.  ICE received immigration enforcement priorities, and ERO drafted the 
287(g) strategic plan to include the program goals, objectives, and performance measures in accordance with 
its priorities to ensure alignment.  Currently, the strategic plan is undergoing internal review and ERO 
leadership approval.  A copy of the document will be provided to GAO under separate cover once finalized. 

    
Component ICE 
Report Number GAO-21-186 

Report Title Immigration Enforcement:  ICE Can Further Enhance Its Planning and Oversight of State and Local 
Agreements 
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Report Received/ 
Issued Date 01/27/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

04/28/2023 

Recommendation The Director of ICE should assess 287(g) program composition to help leverage program resources, optimize 
program benefits, and guide 287(g) expansion efforts.  

Narrative of 
Implementation 
Status  

With the change in administration, ICE ERO’s 287(g) program was placed on hold pending issuance of DHS’s 
immigration enforcement priorities.  Future expansions, along with maintaining and evaluating the current 
partnerships, remain on hold.  ERO will assess the program composition and expansion efforts once guidance 
on the way forward for the program is provided. 

    
Component ICE 
Report Number GAO-21-186 

Report Title Immigration Enforcement:  ICE Can Further Enhance Its Planning and Oversight of State and Local 
Agreements 

Report Received/ 
Issued Date 01/27/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

04/28/2023 

Recommendation The Director of ICE should develop and implement an oversight mechanism to monitor Warrant Service 
Officer participants’ compliance with their Memorandum of Agreement with ICE. 

Narrative of 
Implementation 
Status  

ICE ERO developed a warrant service officer (WSO) oversight review process that currently is undergoing 
internal review.  This oversight review process has been designed as a biannual process that will be conducted 
by ERO HQ personnel and will consist of interviews and documentation reviews to assess WSO participant 
compliance with the 287(g) MOA.  The WSO process leverages internal best practices and, once implemented, 
will be reviewed periodically to ensure that it is producing its intended outcome.  ERO also developed a WSO 
revocation and credential destruction process, which includes instructions, templates, and destruction logs to 
ensure proper accountability and destruction of WSO credentials.  The supporting documentation will be 
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provided to GAO once the documentation is finalized and approved by ERO leadership efforts and once 
guidance on the way forward for the program is provided. 

    
Component ICE 
Report Number GAO-21-322 

Report Title Firearms Trafficking:  U.S. Efforts to Disrupt Gun Smuggling to Mexico Would Benefit from Additional Data 
and Analysis 

Report Received/ 
Issued Date 12/16/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Director of ICE should ensure that HSI analyzes additional information – for example, data that ATF 
shares about U.S.-sourced firearms recovered in Mexico – to supplement its existing analysis identifying 
smuggling trends and patterns.  

Narrative of 
Implementation 
Status  

ICE HSI is responsible for export control investigations, including the investigations of firearms smuggling to 
Mexico, and currently is analyzing and reporting on firearms smuggling to Mexico.  The Bureau of Alcohol, 
Tobacco, Firearms, and Explosives (ATF) data are critical to HSI having the ability to do a complete analysis 
and trending of U.S.-sourced firearms recovered in Mexico.  In May 2022, ATF detailed a resource to the 
National Targeting Center (NTC)-I to support the joint effort with HSI.  An SOP is being developed, and the 
draft SOP currently is undergoing ATF review and concurrence.  The SOP will be finalized once mutual 
agreement is reached, and a copy of the document will be provided to GAO for review.  ICE requests closure 
of this recommendation. 

    
Component ICE 
Report Number GAO-21-322 

Report Title Firearms Trafficking:  U.S. Efforts to Disrupt Gun Smuggling to Mexico Would Benefit from Additional Data 
and Analysis 

Report Received/ 
Issued Date 12/16/2020 

Rec # 6 
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Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Director of ICE should ensure that HSI, in consultation with relevant agencies, develops performance 
measures to assess the results of its efforts to investigate firearms smuggling into Mexico. 

Narrative of 
Implementation 
Status  

ICE HSI collects program statistics and CBP has developed quantitative performance measures to assess the 
results of its efforts to investigate firearms smuggling into Mexico.  HSI and CBP will provide GAO with a 
joint performance measures submission because this joint initiative is focused on enhancing analytics and 
intelligence to identify, target, disrupt, and dismantle transnational criminal organizations responsible for 
exploiting otherwise illicit trade and travel to procure, transport, and export firearms and related munitions 
unlawfully from the United States into Mexico. 

    
Component ICE 
Report Number GAO-21-487 
Report Title Immigration Enforcement:  Actions Needed to Better Track Cases Involving U.S. Citizenship Investigations  
Report Received/ 
Issued Date 07/20/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation The Director of ICE systematically collect and maintain electronic data on its encounters with individuals for 
whom there is probative evidence of U.S. citizenship. 

Narrative of 
Implementation 
Status  

ICE revised its materials for the ERO officer trainings to reflect ICE’s policy that officers are to interview 
individuals claiming U.S. citizenship or with potential indicia of citizenship in the presence of, or in 
consultation with, a supervisor.  By making its training materials consistent with ICE policy, ICE has more 
assurance that all encounters with potential U.S. citizens receive the appropriate supervisory review.  ICE 
program offices are continuing to analyze the processes and the systems used when processing a noncitizen 
and when capturing information about citizenship when there is evidence in a case that suggests a credible 
claim to U.S. citizenship.  ICE will provide to GAO the supporting documentation once there is an encounter. 

    
Component Management (MGMT)-Office of the Chief Financial Officer (OCFO) 
Report Number GAO-18-344 
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Report Title DHS Program Costs:  Reporting Program-Level Operations and Support Costs Would Improve Oversight  
Report Received/ 
Issued Date 04/25/2018 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

05/312023 

Recommendation The Secretary of Homeland Security should work with Congress to include O&S data in monthly execution 
reports at a major acquisition program level within current program and project activity accounts. 

Narrative of 
Implementation 
Status  

DHS continues to work with the U.S. Coast Guard (USCG) to provide to GAO additional requested 
information.  On April 15, 2020, DHS Budget provided GAO with the USCG Q1 Investment Monthly 
Obligation Plan, with as much information as USCG could provide, which did not include expenditures 
because of system limitations.  On June 15, 2020, GAO noted that expenditure data for USCG are needed to 
close this recommendation.  USCG anticipates that this issue will be resolved in FY 2023 once the new 
financial system is online.  

    
Component MGMT-OCFO 
Report Number GAO-20-417 

Report Title DHS Service Contracts:  Increased Oversight Needed to Reduce the Risk Associated with Contractors 
Performing Certain Functions 

Report Received/ 
Issued Date 05/07/2020 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

01/05/2023 

Recommendation 

The Secretary of Homeland Security should direct the DHS Chief Financial Officer to work with Congress to 
identify information to include in its annual congressional budget justifications to provide greater transparency 
into requested and actual service requirement costs, particularly for those services requiring heightened 
management attention. 

Narrative of 
Implementation 
Status  

On January 5, 2023, GAO closed this recommendation as not implemented, after the universe of open 
recommendations for this annual report was identified. 
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Component MGMT-OCFO 
Report Number GAO-21-9 
Report Title Coast Guard Acquisitions:  Opportunities Exist to Reduce Risk for the Offshore Patrol Cutter Program  
Report Received/ 
Issued Date 10/28/2020 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The DHS Secretary should ensure the DHS Under Secretary for Management directs the Coast Guard, as it 
develops the next life cycle cost estimate for the OPC program, to update its cost estimate for stage 1 in 
accordance with best practices for cost estimation, including:  (1) conducting a sensitivity analysis, (2) 
conducting a risk and uncertainty analysis, (3) reflecting information from the program’s most recent technical 
baseline, and (4) conducting an independent cost assessment of the estimate. 

Narrative of 
Implementation 
Status  

The USCG Offshore Patrol Cutter (OPC) Program Office is updating the lifecycle cost estimate (LCCE) for 
the OPC program to support Acquisition Decision Event (ADE)-2B.  The updated LCCE will include cost risk 
and sensitivity analysis and will reflect the program’s most recent technical baseline.  The USCG will finalize 
the LCCE, and the DHS Cost Analysis Division independently will assess the cost estimate after the OPC 
Stage 2 protest is completed in the fall of 2022.  In April 2021, DHS notified GAO that DHS and USCG were 
on track to implement the recommendation on time. 

    
Component MGMT-OCHCO 
Report Number GAO-21-204 

Report Title DHS Employee Morale:  Some Improvements Made, but Additional Actions Needed to Strengthen Employee 
Engagement 

Report Received/ 
Issued Date 01/12/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

08/31/2023 
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Recommendation 
DHS OCHCO should, through its planned written guidance to components on the employee engagement 
action planning process, require the approval of OCHCO and the heads of the components to finalize the 
employee engagement action plans. 

Narrative of 
Implementation 
Status  

GAO informed the OCHCO-Strategic Talent Recruitment, Inclusive Diversity and Employee Engagement 
(STRIDE) that this recommendation will remain open for additional monitoring.  GAO intends to confirm that 
all the Components are responding sufficiently to the items identified in the assessments.  GAO indicated that 
this recommendation could close following the mid-cycle reviews if the Components take necessary steps in 
response to OCHCO’s feedback.  GAO is pending evidence from the mid-cycle reviews that will show that the 
process is working as intended in terms of Components taking substantive steps to address OCHCO’s 
feedback. 

    
Component MGMT-OCHCO 
Report Number GAO-21-204 

Report Title DHS Employee Morale:  Some Improvements Made, but Additional Actions Needed to Strengthen Employee 
Engagement 

Report Received/ 
Issued Date 01/12/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
DHS OCHCO should monitor components’ implementation of the OPM action planning cycle to ensure the 
components review and assess the results of their actions to adjust, reprioritize, and identify new actions 
needed to improve employee engagement. 

Narrative of 
Implementation 
Status  

Components provided final signed plans to OCHCO-STRIDE in November 2021, and OCHCO-STRIDE has 
provided extensive written feedback and an assessment for each Component plan.  Per an agreement with 
GAO, OCHCO-STRIDE met with Components from June to August 2022 to discuss and document progress, 
updates, and changes to plans.  In 2023, Components will submit revised draft plans for review, assessment, 
and Component-head signature. 

    
Component MGMT-OCIO 
Report Number GAO-19-384 
Report Title Cybersecurity:  Agencies Need to Fully Establish Risk Management Programs and Address Challenges 
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Report Received/ 
Issued Date 07/25/2019 

Rec # 15 
Estimated 
Completion Date 
(or Date Closed)  

02/01/2023 

Recommendation The Secretary of Homeland Security should establish and document a process for coordination between 
cybersecurity risk management and enterprise risk management functions. 

Narrative of 
Implementation 
Status  

On February 1, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OCIO 
Report Number GAO-20-129 
Report Title Information Technology:  Agencies Need to Fully Implement Key Workforce Planning Activities 
Report Received/ 
Issued Date 10/30/2019 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Secretary of Homeland Security should ensure that the agency fully implements each of the eight key IT 
workforce planning activities it did not fully implement. 

Narrative of 
Implementation 
Status  

DHS OCIO is launching several initiatives to pursue closure of the eight key IT workforce planning activities.  
OCIO is in the process of creating an IT Chief of Staff Council, where updates and initiatives will be shared 
across the IT community.  Other actions that are either complete or underway include the publishing of the FY 
2022-FY 2026 IT Communications Strategic Plan, the launch of the Cybersecurity Internship Program, the 
involvement of the CIO/Deputy CIO in hiring decisions for the IT SES, DHS Customer Experience Hiring 
Initiative; the development of the Diversity, Equity, and Inclusion program; the promotion of the IT Launch 
Calendar to promote activities across the DHS IT community; and the development of an IT Community 
Working Group.  OCIO’s recently renamed Strategic Engagement and Outreach Division is completing a draft 
memorandum to report on more actions across the IT Community to support closure of these 
recommendations further. 
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Component MGMT-OCIO 
Report Number GAO-20-213 

Report Title Agile Software Development:  DHS has Made Significant Progress in Implementing Leading Practices, but 
Needs to Take Additional Actions 

Report Received/ 
Issued Date 06/01/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/15/2022 

Recommendation 

The Secretary should ensure that the Director of Strategic Technology Management (STM), in collaboration 
with other members of the Information Technology Program Management Center of Excellence (ITPM COE), 
identifies the skills and resources needed to complete the work intended for the upcoming fiscal year, 
including the availability of supplementary staff, such as SMEs. 

Narrative of 
Implementation 
Status  

On December 15, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OCIO 
Report Number GAO-20-213 

Report Title Agile Software Development:  DHS has Made Significant Progress in Implementing Leading Practices, but 
Needs to Take Additional Actions 

Report Received/ 
Issued Date 06/01/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/15/2022 

Recommendation The Secretary should ensure that the Executive Steering Committee overseeing the activities of the ITPM 
COE establishes target measures for the department’s desired outcomes of its transition to Agile development. 
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Narrative of 
Implementation 
Status  

On December 15, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OCIO 
Report Number GAO-20-213 

Report Title Agile Software Development:  DHS has Made Significant Progress in Implementing Leading Practices, but 
Needs to Take Additional Actions 

Report Received/ 
Issued Date 06/01/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/15/2022 

Recommendation The Secretary should ensure that the ITPM COE, in coordination with the CIO, begins measuring results 
associated with the transition to Agile and the success of the transition based on its impact on the department. 

Narrative of 
Implementation 
Status  

On December 15, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OCIO 
Report Number GAO-20-213 

Report Title Agile Software Development:  DHS has Made Significant Progress in Implementing Leading Practices, but 
Needs to Take Additional Actions 

Report Received/ 
Issued Date 06/01/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation The Secretary should ensure that the CIO, in collaboration with the Chief Procurement Officer, through the 
Homeland Security Acquisition Institute, establish Agile training requirements for senior stakeholders. 
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Narrative of 
Implementation 
Status  

The closure request memorandum and supporting documentation was submitted on GAO on September 30, 
2022, and DHS currently is awaiting GAO’s closure decision. 

    
Component MGMT-OCIO 
Report Number GAO-20-213 

Report Title Agile Software Development:  DHS has Made Significant Progress in Implementing Leading Practices, but 
Needs to Take Additional Actions 

Report Received/ 
Issued Date 06/01/2020 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation 
The Secretary should ensure that the CIO, in collaboration with the Chief Procurement Officer, through the 
Homeland Security Acquisition Institute, establish Agile training requirements for staff outside of the 
acquisition workforce but assigned to Agile programs.  

Narrative of 
Implementation 
Status  

The closure request memorandum and supporting documentation was submitted to GAO on September 30, 
2022, and DHS currently is awaiting GAO’s closure decision. 

    
Component MGMT-OCIO 
Report Number GAO-20-213 

Report Title Agile Software Development:  DHS has Made Significant Progress in Implementing Leading Practices, but 
Needs to Take Additional Actions 

Report Received/ 
Issued Date 06/01/2020 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

12/15/2022 

Recommendation The Secretary should ensure that the CIO, upon establishing a set of core performance metrics, tracks and 
monitors the pace of Agile team development. 



 

109 

Narrative of 
Implementation 
Status  

On December 15, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OCIO 
Report Number GAO-20-213 

Report Title Agile Software Development:  DHS has Made Significant Progress in Implementing Leading Practices, but 
Needs to Take Additional Actions 

Report Received/ 
Issued Date 06/01/2020 

Rec # 10 
Estimated 
Completion Date 
(or Date Closed)  

12/15/2022 

Recommendation The Secretary should ensure that the CIO, upon establishing a set of core performance metrics, sets 
expectations for automated testing and code quality, and tracks and monitors against those expectations. 

Narrative of 
Implementation 
Status  

On December 15, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OCIO 
Report Number GAO-21-171 

Report Title Information and Communications Technology:  Federal Agencies Need to Take Urgent Action to Manage 
Supply Chain Risks 

Report Received/ 
Issued Date 10/27/2020 

Rec # 30 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2022 

Recommendation 
The Secretary of Homeland Security should designate responsibility for leading department-wide SCRM 
activities and define SCRM roles and responsibilities for senior leaders who participate in supply chain 
activities. 
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Narrative of 
Implementation 
Status  

GAO informally notified DHS that it closed this recommendation as of June 30, 2022, and GAO is working to 
fix the technology issue that has prevented the recommendation from appearing on the formal monthly closure 
listing that GAO sends to DHS.  

    
Component MGMT-OCIO 
Report Number GAO-21-171 

Report Title Information and Communications Technology:  Federal Agencies Need to Take Urgent Action to Manage 
Supply Chain Risks 

Report Received/ 
Issued Date 10/27/2020 

Rec # 31 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Secretary of Homeland Security should develop a department-wide ICT SCRM strategy that makes 
explicit the department’s risk tolerance and identifies how the department intends to assess, respond to, and 
monitor ICT supply chain risks across the life cycle of ICT products and services. 

Narrative of 
Implementation 
Status  

The development of the DHS Cyber-Supply Chain Risk Management (C-SCRM) DHS-wide Information and 
Communications Technology (ICT) C-SCRM Strategy & Strategic Implementation Plan and the DHS 
C-SCRM CONOPS were identified as the necessary policies for executing this recommendation.  These items 
have been completed as of September 22, 2022.  DHS will request that GAO close the recommendation. 

    
Component MGMT-OCIO 
Report Number GAO-21-171 

Report Title Information and Communications Technology:  Federal Agencies Need to Take Urgent Action to Manage 
Supply Chain Risks 

Report Received/ 
Issued Date 10/27/2020 

Rec # 32 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2024 
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Recommendation The Secretary of Homeland Security should establish an approach to identify and document department ICT 
supply chain(s). 

Narrative of 
Implementation 
Status  

DHS determined that the recommendation calls for the establishment of an illumination approach and not for 
the application to all of DHS’s existing ICT in order to be considered complete.  DHS has adopted the use of 
commercially available supply chain open-source intelligence (OSINT) tools to illuminate ICT supply chains.  
DHS makes use of multiple industry-developed OSINT tools that provide tiered suppliers of ICT companies.  
DHS also conducts OSINT research utilizing 10-K filings, search engines, company websites, etc. to 
illuminate research and development locations, manufacturing locations, trusted resellers, shippers, and 
warehouses.  Consulted sources by C-SCRM risk factor have been captured in DHS’s C-SCRM Company Due 
Diligence Assessment SOP.  DHS recommends closing out GAO recommendation #32 as of September 30, 
2022, because it already has been implemented. 

    
Component MGMT-OCIO 
Report Number GAO-21-171 

Report Title Information and Communications Technology:  Federal Agencies Need to Take Urgent Action to Manage 
Supply Chain Risks 

Report Received/ 
Issued Date 10/27/2020 

Rec # 33 
Estimated 
Completion Date 
(or Date Closed)  

06/28/2024 

Recommendation The Secretary of Homeland Security should establish a process to conduct department-wide assessments of 
ICT supply chain risks. 

Narrative of 
Implementation 
Status  

The process to conduct Department-wide assessments of ICT supply chain risks was reviewed and approved 
by the Chief Information Security Officer on March 16, 2022.  This recommendation is on target for 
completion by the ECD. 

    
Component MGMT-OCIO 
Report Number GAO-21-171 

Report Title Information and Communications Technology:  Federal Agencies Need to Take Urgent Action to Manage 
Supply Chain Risks 
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Report Received/ 
Issued Date 10/27/2020 

Rec # 34 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2024 

Recommendation The Secretary of Homeland Security should establish a process to conduct a SCRM review of a potential 
supplier prior to awarding a contract or issuing an order to that supplier for ICT products and services. 

Narrative of 
Implementation 
Status  

DHS is working toward updating DHS Instruction 102-01-012 “Cybersecurity Through the Acquisition 
Lifecycle Framework” to incorporate C-SCRM into the acquisition lifecycle.  Updates to DHS instructions 
involving multiple offices require extensive coordination and review prior to completion. 

    
Component MGMT-OCIO 
Report Number GAO-21-171 

Report Title Information and Communications Technology:  Federal Agencies Need to Take Urgent Action to Manage 
Supply Chain Risks 

Report Received/ 
Issued Date 10/27/2020 

Rec # 35 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2025 

Recommendation The Secretary of Homeland Security should fully develop organizational ICT SCRM requirements for 
inclusion in contracts that are tailored to the type of contract and business needs. 

Narrative of 
Implementation 
Status  

To develop tailored language effectively as recommended requires the identification and consideration of the 
different types of ICT elements, an explanation of how they function, and their criticality.  Then, the criticality 
to the DHS mission must be determined.  This action also entails coordination with the broader C-SCRM 
community as well as Department-wide coordination across various divisions.  DHS completed and finalized 
proposed draft general C-SCRM Information Technology Acquisition Review (ITAR) language in the third 
quarter of FY 2022 for consideration by the broader acquisition community; however, that does not meet fully 
what is recommended by GAO.  Of note, finalized U.S. Government-wide ITAR language has not been 
published yet.  Department-wide collaboration regarding C-SCRM contract language is projected to be 
addressed through the C-SCRM Acquisitions Policy and Process Integrated Product Team (IPT).  The C-
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SCRM Office plans to establish the IPT to address various C-SCRM needs throughout the acquisition process, 
to include completing this GAO recommendation.  This IPT was identified as one of five IPTs needed to 
establish and implement C-SCRM effectively.  Additionally, efforts conducted in support of the DHS Cyber 
Hygiene Assessment Program significantly will affect the final determinations of the tailored contract 
language that will address this recommendation. 

    
Component MGMT-OCIO 
Report Number GAO-21-171 

Report Title Information and Communications Technology:  Federal Agencies Need to Take Urgent Action to Manage 
Supply Chain Risks 

Report Received/ 
Issued Date 10/27/2020 

Rec # 36 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation The Secretary of Homeland Security should develop organizational procedures to detect counterfeit and 
compromised ICT products prior to their deployment. 

Narrative of 
Implementation 
Status  

The white paper describing the capture of any processes or practices discovered and proposed development of 
a strategy to define the Department’s approach toward detecting counterfeit and compromised ICT products 
prior to their deployment was delivered on March 15, 2022.  The next step is for MGMT/OCIO to identify any 
processes that can be leveraged to detect counterfeit and compromised ICT products prior to their deployment.  
This recommendation is on target to meet the ECD. 

    
Component MGMT-OCIO 
Report Number GAO-21-507 

Report Title Countering Violent Extremism:  DHS Can Further Enhance Its Strategic Planning and Data Governance 
Efforts 

Report Received/ 
Issued Date 07/20/2021 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

9/30/2023 

Recommendation 

The Secretary of Homeland Security ensure that the Chief Data Officer – in consultation with other affected 
offices and components – incorporates the governance of data needed to support DHS’ targeted violence and 
terrorism prevention mission into its departmental data governance framework, including determining how 
targeted violence and terrorism prevention will be represented on the data governance body, conducting a data 
maturity assessment, and identifying opportunities to increase staff data skills that includes targeted violence 
and terrorism prevention data.  

Narrative of 
Implementation 
Status  

In compliance with the GAO recommendation, DHS began a Department-wide data maturity assessment that 
covers its Targeted Violence and Terrorism Prevention (TVTP)-related data domains, with an ECD of 
September 30, 2023.  In addition, DHS has identified and cataloged opportunities to increase staff skills for its 
TVTP-related data domains within the DHS FYs 2022-2026 Learning Agenda (Learning Plans Strategic Goal 
1:  Counter Terrorism and Homeland Security Threats, page 9) published on DHS.gov.  Also, the DHS TVTP 
grant program, established in FY 2020, helps communities to design and implement interventions to prevent 
radicalization.  By taking these actions, DHS has a data-driven TVTP mission. 

    
Component MGMT-OCPO 
Report Number GAO-20-417 

Report Title DHS Service Contracts:  Increased Oversight Needed to Reduce the Risk Associated with Contractors 
Performing Certain Functions 

Report Received/ 
Issued Date 05/07/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 

The Secretary of Homeland Security should direct the DHS Chief Procurement Officer to, in coordination with 
the Office of Program Accountability and Risk Management, develop a risk-based approach for reviewing 
service requirements—through the Procurement Strategy Roadmap or other means—to ensure proposed 
service requirements are clearly defined and reviewed before planning how they are to be procured. 



 

115 

Narrative of 
Implementation 
Status  

DHS OCPO did not concur with this recommendation.  OCPO maintains that sufficient policies and processes 
are already in place to ensure that service requirements are defined clearly and are reviewed before planning 
how they will be procured.  OCPO is unclear why the recommendation remains open because GAO’s 
February 2022 update indicated that the status of this recommendation would be changed to closed, 
unimplemented.  In May 2022, in response to a GAO inquiry, OCPO confirmed that since GAO’s review, 
there have not been any efforts to establish a risk-based HQ-level review of service contract requirements.  
Since then, OCPO reassessed the Procurement Strategy Roadmap (PSR) process and policy and no longer will 
require a PSR beginning October 1, 2022.  OCPO once again will request that GAO close the 
recommendation. 

    
Component MGMT-OCPO 
Report Number GAO-20-417 

Report Title DHS Service Contracts:  Increased Oversight Needed to Reduce the Risk Associated with Contractors 
Performing Certain Functions 

Report Received/ 
Issued Date 05/07/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation 

The Secretary of Homeland Security should direct the DHS Chief Procurement Officer to document the factors 
the Office of the Chief Procurement Officer considers when waiving procurement actions from its 
Procurement Strategy Roadmap to ensure it is consistently considering potential acquisition risks in its 
planning—including those specific to services.  

Narrative of 
Implementation 
Status  

DHS OCPO did not concur with this recommendation.  OCPO maintains that the factors that it considers when 
deciding to waive a PSR do not need to be documented to demonstrate that OCPO is considering potential 
risks consistently.  In April 2022, in response to a GAO inquiry, OCPO reiterated this position.  Since then, 
OCPO reassessed the PSR process and policy and no longer will require the PSR beginning October 1, 2022.  
Since the action required by the recommendation is no longer feasible, OCPO once again will request that 
GAO close the recommendation. 

    
Component MGMT-OCPO 
Report Number GAO-20-417 
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Report Title DHS Service Contracts:  Increased Oversight Needed to Reduce the Risk Associated with Contractors 
Performing Certain Functions 

Report Received/ 
Issued Date 05/07/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2022 

Recommendation 

The Secretary of Homeland Security should direct the DHS Chief Procurement Officer to update the 
Inherently Governmental and Critical Functions Analysis to provide guidance for analyzing, documenting, and 
updating the federal workforce needed to perform or oversee service contracts requiring heightened 
management attention. 

Narrative of 
Implementation 
Status  

DHS OCPO did not concur with this recommendation.  OCPO maintains disagreement with the need to update 
the Inherently Governmental and Critical Functions Analysis.  Although DHS nonconcurred with the specific 
request in the recommendation, OCPO agreed to update the job aid instructions and to review examples of 
analyses across the Components.  However, when OCPO solicited examples and additional guidance from 
several Components, they did not have any examples to share.  Thus, OCPO maintains that the job aid 
adequately addresses evaluation and analysis of internal capacity for critical functions.  OCPO requested 
recommendation closure in March 2022, and in April 2022, GAO provided additional questions regarding this 
recommendation.  OCPO responded in May 2022 and is awaiting GAO’s assessment. 

    
Component MGMT-OCPO 
Report Number GAO-21-491 
Report Title Federal Contracting:  Senior Leaders Should Use Leading Companies’ Key Practices to Improve Performance 
Report Received/ 
Issued Date 07/27/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2023 

Recommendation The Secretary of Homeland Security should ensure the DHS Chief Procurement Officer collaborates with end 
users to develop performance metrics for procurement organizations. 
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Narrative of 
Implementation 
Status  

DHS OCPO did not concur with this recommendation.  OCPO maintains that collaboration with end users, as 
defined by GAO, is not a requisite requirement when developing appropriate and quality performance metrics 
for procurement organizations.  Notwithstanding OCPO’s disagreement with this recommendation, OCPO 
believes that there is value in reviewing all current procurement metrics, established by OCPO, as well as 
other metrics and data, across DHS, that specifically affect procurement to determine if existing performance 
metrics could be enhanced in a meaningful way.  To that end, OCPO will assess current metrics and other 
available information, to include survey results from OCPO’s annual Acquisition 360 Survey.  OCPO’s 
analysis is estimated to be completed by May 31, 2023.  Potential revised metrics based on OCPO’s analysis 
will be effective by October 31, 2023. 

    
Component MGMT-OCPO 
Report Number GAO-21-491 
Report Title Federal Contracting:  Senior Leaders Should Use Leading Companies’ Key Practices to Improve Performance 
Report Received/ 
Issued Date 07/27/2021 

Rec # 9 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2023 

Recommendation 

The Secretary of Homeland Security should ensure the DHS Chief Procurement Officer uses a balanced set of 
performance metrics to manage the department’s procurement organizations, including outcome-oriented 
metrics to measure (a) cost savings/avoidance, (b) timeliness of deliveries, (c) quality of deliverables, and (d) 
end-user satisfaction.  

Narrative of 
Implementation 
Status  

DHS OCPO did not concur with this recommendation.  OCPO maintains nonconcurrence because these 
specific four types of metrics, identified in the report, capture the most relevant aspects of performance of the 
DHS procurement organization.  Notwithstanding OCPO’s disagreement with this recommendation, OCPO 
believes that there is value in reviewing all current procurement metrics, established by OCPO, as well as 
other metrics and data across DHS that specifically affect procurement.  The goal of this review will be to 
determine whether current processes or metrics could be leveraged, or whether new metrics should be 
developed, to augment the use of more balanced metrics that include outcome-oriented metrics.  To that end, 
OCPO will assess current metrics and other available information, to include discussions with stakeholders 
such as the heads of the contracting activities.  OCPO’s analysis is expected to be completed by May 31, 2023.  
Potential revised metrics based on OCPO’s analysis will be effective by October 31, 2023. 
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Component MGMT-OCPO 
Report Number GAO-21-528 

Report Title COVID-19 Contracting:  Opportunities to Improve Practices to Assess Prospective Vendors and Capture 
Lessons Learned 

Report Received/ 
Issued Date 07/29/2021 

Rec # 10 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The Secretary of Homeland Security, in coordination with the Secretaries of Defense and Health and Human 
Services, should ensure that input from contracting officials on interagency contracting lessons learned in 
response to COVID-19 is collected and shared as part of government-wide efforts to collect, analyze, and 
report on lessons learned. 

Narrative of 
Implementation 
Status  

DHS OCPO concurred with this recommendation and worked with FEMA to determine what interagency 
contracting lessons in response to COVID-19 could be shared.  In December 2021, OCPO shared these lessons 
learned with DOD and HHS and has followed up several times requesting their input.  In May 2022, DOD 
provided its lessons learned, and in September 2022, HHS shared its input.  OCPO will continue to work with 
DOD and HHS to develop a consolidated list and a central location to share. 

    
Component MGMT-Office of the Chief Readiness Support Officer (OCRSO) 
Report Number GAO-14-648 

Report Title Federal Real Property:  DHS and GSA Need to Strengthen the Management of DHS Headquarters 
Consolidation 

Report Received/ 
Issued Date 09/19/2014 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2022 

Recommendation In order to improve transparency and allow for more informed decision making by congressional leaders and 
DHS and GSA decision-makers, before requesting additional funding for the DHS headquarters consolidation 
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project, the Secretary of Homeland Security and the Administrator of the General Services Administration 
should work jointly to conduct the following assessments and use the results to inform updated DHS 
headquarters consolidation plans:  (1) a comprehensive needs assessment and gap analysis of current and 
needed capabilities that take into consideration changing conditions, and (2) an alternatives analysis that 
identifies the costs and benefits of leasing and construction alternatives for the remainder of the project and 
prioritizes options to account for funding instability. 

Narrative of 
Implementation 
Status  

OCRSO requested that GAO close this recommendation on March 23, 2022.  GAO responded on July 22, 
2022, requesting additional/detailed documentation of the needs assessment and gap analysis, which was 
provided to GAO on July 29, 2022.  OCRSO is awaiting GAO’s closure decision. 

    
Component MGMT-OCRSO 
Report Number GAO-14-648 

Report Title Federal Real Property:  DHS and GSA Need to Strengthen the Management of DHS Headquarters 
Consolidation 

Report Received/ 
Issued Date 09/19/2014 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2022 

Recommendation 

In order to improve transparency and allow for more informed decision making by congressional leaders and 
DHS and GSA decision-makers, before requesting additional funding for the DHS headquarters consolidation 
project, after revising the DHS headquarters consolidation plans, the Secretary of Homeland Security and the 
Administrator of the General Services Administration should work jointly to develop revised cost and 
schedule estimates for the remaining portions of the consolidation project that conform to GSA guidance and 
leading practices for cost and schedule estimation, including an independent evaluation of the estimates. 

Narrative of 
Implementation 
Status  

OCRSO requested that GAO close this recommendation on March 23, 2022.  GAO responded on July 22, 
2022, that it will need to wait for the U.S. General Services Administration (GSA) to prepare estimates in 
accordance with leading practices that GSA expects to complete in February 2023.  No further actions for 
DHS are required. 

    
Component MGMT-Federal Protective Service (FPS) 
Report Number GAO-21-464 
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Report Title Federal Protective Service:  Better Documented Cost Estimates Could Help Stakeholders Make Security 
Decisions  

Report Received/ 
Issued Date 06/08/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

01/13/2023 

Recommendation The Director of FPS should ensure that Facility Security Assessment reports document the assumptions and 
sources used to develop the cost estimate for each recommended security measure.   

Narrative of 
Implementation 
Status  

On January 13, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-Office of Biometric Identity Management (OBIM) 
Report Number GAO-21-386 

Report Title Homeland Security:  DHS Needs to Fully Implement Key Practices in Acquiring Biometric Identity 
Management System  

Report Received/ 
Issued Date 06/08/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/13/2022 

Recommendation The Secretary of Homeland Security should direct the OBIM Director to ensure that the HART program’s risk 
owners maintain accurate and current status updates for each risk mitigation plan in the risk register. 

Narrative of 
Implementation 
Status  

On December 13, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OBIM 
Report Number GAO-21-386 
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Report Title Homeland Security:  DHS Needs to Fully Implement Key Practices in Acquiring Biometric Identity 
Management System  

Report Received/ 
Issued Date 06/08/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Secretary of Homeland Security should direct the OBIM Director to ensure that the HART program office 
fully reviews and approves or rejects contractor deliverables prior to working on the next system release. 

Narrative of 
Implementation 
Status  

GAO requested OBIM to provide an updated list of contract deliverables for the prime Peraton development 
contract on August 24, 2022.  The list was modified in late 2021 because of a contract modification.  The list 
was provided to GAO on September 30, 2022.  GAO stated that it likely will ask for additional information on 
the basis of the list provided before closing the recommendation. 

    
Component MGMT-OBIM 
Report Number GAO-21-386 

Report Title Homeland Security:  DHS Needs to Fully Implement Key Practices in Acquiring Biometric Identity 
Management System  

Report Received/ 
Issued Date 06/08/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Secretary of Homeland Security should direct the OBIM Director to ensure that, moving forward, the 
HART program tracks and monitors all of its costs, including government labor costs. 

Narrative of 
Implementation 
Status  

OBIM provided the LCCE documentation to GAO on April 7, 2022, and the acquisition program baseline 
(APB) was provided to GAO on May 25, 2022.  OBIM is tracking and monitoring all costs, including separate 
U.S. Government labor costs for Homeland Advanced Recognition Technology (HART) in the LCCE.  GAO 
requested information related to the U.S. Government labor costs in the APB on August 24, 2022.  A response 
was provided to GAO on September 30, 2022. 
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Component MGMT-OBIM 
Report Number GAO-21-386 

Report Title Homeland Security:  DHS Needs to Fully Implement Key Practices in Acquiring Biometric Identity 
Management System  

Report Received/ 
Issued Date 06/08/2021 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Secretary of Homeland Security should direct the OBIM Director to ensure that the HART program 
defines the extent to which it should be interacting with each of its stakeholders throughout the acquisition 
process and, once established, monitors stakeholder involvement against that defined level of involvement. 

Narrative of 
Implementation 
Status  

GAO requested the Stakeholder Register as well as additional information about stakeholder meetings on 
August 24, 2022.  OBIM created a register, which was provided to GAO on September 30, 2022, with the 
meeting information. 

    
Component MGMT-OBIM 
Report Number GAO-21-386 

Report Title Homeland Security:  DHS Needs to Fully Implement Key Practices in Acquiring Biometric Identity 
Management System  

Report Received/ 
Issued Date 06/08/2021 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Secretary of Homeland Security should direct the OBIM Director to ensure that the HART program 
establishes and maintains a process to ensure bidirectional traceability of its requirements in future 
development. 

Narrative of 
Implementation 
Status  

A HART Requirements Traceability Process was provided to GAO on May 3, 2022, which documents 
HART’s process for maintaining bidirectional traceability.  GAO requested clarifying information on August 
24, 2022.  A response was sent to GAO on September 30, 2022. 



 

123 

    
Component MGMT-Program Accountability and Risk Management (PARM) 
Report Number GAO-18-600 
Report Title Coast Guard Acquisitions:  Polar Icebreaker Program Needs to Address Risks before Committing Resources 
Report Received/ 
Issued Date 09/04/2018 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

01/30/2023 

Recommendation 

DHS Under Secretary for Management should require the Coast Guard to update the HPIB acquisition 
program baselines prior to authorizing lead ship construction, after completion of the preliminary design 
review, and after it has gained the requisite knowledge on its technologies, cost, and schedule, as 
recommended above. 

Narrative of 
Implementation 
Status  

On January 30, 2023, GAO closed this recommendation as not implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-PARM 
Report Number GAO-21-77 
Report Title Homeland Security Acquisitions:  DHS Has Opportunities to Improve Its Component Acquisition Oversight 
Report Received/ 
Issued Date 10/20/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

08/24/2022 

Recommendation 
The Under Secretary for Management should ensure that the Component Acquisition Executives that are 
responsible for oversight of acquisition programs comply with Department of Homeland Security direction to 
complete Component Acquisition Executive support staffing plans. 

Narrative of 
Implementation 
Status  

PARM has revised Instruction 102-01-006 on acquisition staffing to accommodate this recommendation.  
PARM submitted the updated Instruction 102-01-006, Rev 01, “Acquisition Program Management Staffing,” 
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and requested closure from GAO on June 29, 2022.  PARM provided additional information for closure on 
August 24, 2022.  The next steps are with GAO. 

    
Component MGMT-PARM 
Report Number GAO-21-77 
Report Title Homeland Security Acquisitions:  DHS Has Opportunities to Improve Its Component Acquisition Oversight 
Report Received/ 
Issued Date 10/20/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

08/24/2022 

Recommendation The Under Secretary for Management should identify, in policy or guidance, the expertise that constitutes 
critical acquisition positions for effective Component Acquisition Executive oversight. 

Narrative of 
Implementation 
Status  

PARM has updated Instruction 102-01-006 on acquisition staffing to accommodate this recommendation.  
PARM submitted the updated Instruction 102-01-006, Rev 01, “Acquisition Program Management Staffing,” 
requesting closure from GAO on June 29, 2022.  PARM provided additional information for closure on 
August 24, 2022.  Recommendation 3 closure currently is being reviewed by GAO. 

    
Component MGMT-PARM 
Report Number GAO-21-9 
Report Title Coast Guard Acquisitions:  Opportunities Exist to Reduce Risk for the Offshore Patrol Cutter Program  
Report Received/ 
Issued Date 10/28/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation The DHS Secretary should ensure the DHS Under Secretary for Management directs the Coast Guard to revise 
OPC’s acquisition program baseline for stage 1 to include OPC’s delivery dates. 

Narrative of 
Implementation 
Status  

The Department awarded the OPC Phase 2 to Austal USA on June 30, 2022.  Upon completion of the debrief 
and protest period, the Department will update the program’s APB as approved at the ADE 2B.  This is 
projected to occur no earlier than the second quarter of  FY 2023.  
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Component MGMT-PARM 
Report Number GAO-21-9 
Report Title Coast Guard Acquisitions:  Opportunities Exist to Reduce Risk for the Offshore Patrol Cutter Program  
Report Received/ 
Issued Date 10/28/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation 
The DHS Secretary should ensure the DHS Under Secretary for Management directs the Coast Guard to 
include in OPC’s acquisition program baseline for stage 2 OPC’s delivery dates when the stage 2 acquisition 
program baseline is established and approved at ADE 2B.   

Narrative of 
Implementation 
Status  

Currently, Stage 2’s contract has been protested through GAO.  The results of the protest will be known in 
mid-October 2022.  Assuming that the protest results are in USCG’s favor, USCG could reach ADE-2B in the 
second quarter of  FY 2023.  The APB would be updated in advance and would support the ADE-2B decision.  

    
Component Office of Partnership and Engagement (OPE) 
Report Number GAO-18-537 

Report Title Native American Cultural Property:  Additional Agency Actions Needed to Assist Tribes with Repatriating 
Items from Overseas Auctions 

Report Received/ 
Issued Date 09/05/2018 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

03/30/2023 

Recommendation 

The Secretary of Homeland Security should direct Homeland Security’s members of the interagency working 
group for protection of Native American cultural property to identify and externally communicate to tribes 
points of contact within the agency that are responsible for responding to tribes’ requests for assistance with 
repatriating cultural items from overseas auctions. 
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Narrative of 
Implementation 
Status  

Following guidance from GAO, an interdepartmental working group was established to review various 
webpages in Components and Offices to ensure that contact information is identified specifically for 
international repatriation efforts.  The outcome was specific language to include on the various webpages.  
This working group includes SMEs and tribal affairs practitioners from the Transportation Security 
Administration (TSA), CBP, and OCRSO.  The tribal government affairs program within DHS OPE continues 
to identify and communicate externally to tribes’ points of contact within the agency that are responsible for 
responding to tribes’ requests for assistance with repatriating cultural items from overseas auctions.  DHS 
maintains relationships directly with federally recognized tribes and continues to message DHS’s internal 
coordination so that interested tribes do not have to make multiple inquiries but, instead, can reach out to any 
tribal affairs practitioner within DHS to get to the right contact.  

    
Component OPE 
Report Number GAO-18-537 

Report Title Native American Cultural Property:  Additional Agency Actions Needed to Assist Tribes with Repatriating 
Items from Overseas Auctions 

Report Received/ 
Issued Date 09/05/2018 

Rec # 9 
Estimated 
Completion Date 
(or Date Closed)  

03/30/2023 

Recommendation 

The Secretary of Homeland Security should direct Homeland Security’s members of the interagency working 
group for protection of Native American cultural property to collaborate with the interagency working group 
members from other agencies to assess, in consultation with Indian tribes, whether and how amending the U.S. 
legal framework governing the export, theft, and trafficking of Native American cultural items would facilitate 
the repatriation of these items from auctions overseas and report its findings to Congress. 

Narrative of 
Implementation 
Status  

As part of DHS’s annual tribal consultation approach, DHS will continue to include the topic of whether and 
how amending the U.S. legal framework governing the export, theft, and trafficking of Native American 
cultural items would facilitate the repatriation of these items from auctions overseas.  The White House 
Council on Native American Affairs International Indigenous Issues Committee International Repatriation 
Subcommittee has drafted a paper, titled, “Preventing International Trafficking of Native American Cultural 
Items:  Assessment of Legislative Options,” providing a summary of legislative options.  The interagency 
working group also has finalized a concept note, titled “Bringing Foreign Museum Leaders to Indian Country 
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– International Exchange Initiative,” a planned exchange to address challenges affecting the repatriation of 
Native American heritage.  The planned exchange activities span October through November 2022.  

    
Component OPE 
Report Number GAO-19-22 
Report Title Tribal Consultation:  Additional Federal Actions Needed for Infrastructure Projects 
Report Received/ 
Issued Date 03/20/2019 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Secretary of Homeland Security should establish a timeframe for developing or updating policy to 
implement the statutory requirement to consult with Alaska Native Corporations on the same basis as Indian 
tribes under Executive Order 13175. 

Narrative of 
Implementation 
Status  

DHS’s draft updates of its directive and implementing instruction include the requirements to include Alaska 
Native Corporations in consultation as the same basis as Indian tribes.  On January 26, 2021, President Biden 
issued a memorandum, titled “Tribal Consultation and Strengthening Nation-to-Nation Relationships,” which 
guided some shift in the draft from the previous administration.  Those changes and the current draft were 
staffed through the DHS’s Executive Secretariat process with responses required by September 22, 2021, for 
internal adjudication.  DHS has signed the interagency memorandum of understanding (MOU) regarding tribal 
nation treaty.  As of August 17, 2022, the consultation directive (policy) and accompanying instructions are 
slated to be finalized by November 2022.  

    
Component OPE 
Report Number GAO-19-22 
Report Title Tribal Consultation:  Additional Federal Actions Needed for Infrastructure Projects 
Report Received/ 
Issued Date 03/20/2019 

Rec # 16 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 
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Recommendation 
The Secretary of Homeland Security should document in the agency’s tribal consultation policy how agency 
officials are to communicate with tribes about how tribal input from consultation was considered in agency 
decisions on infrastructure projects. 

Narrative of 
Implementation 
Status  

DHS’s draft updates of its directive and implementing instruction include the process for Components to 
communicate with tribal nations and Alaska Native Corporations and how input from consultation was 
considered in the decision-making process in matters that have tribal implications.  On January 26, 2021, 
President Biden issued a Memorandum on Tribal Consultation and Strengthening Nation-to-Nation 
relationships that guided some shift in the draft from the previous administration.  DHS has signed the 
interagency MOU regarding tribal nation treaty and reserved rights that require some additional 
considerations.  As of August 17, 2022, the consultation directive (policy) and accompanying instructions are 
slated to be finalized by November 2022. 

    
Component DHS Office of Strategy, Policy, and Plans (PLCY) 
Report Number GAO-15-521 
Report Title Unaccompanied Alien Children:  Actions Needed to Ensure Children Receive Required Care in DHS Custody 
Report Received/ 
Issued Date 07/14/2015 

Rec # 11 
Estimated 
Completion Date 
(or Date Closed)  

01/25/2023 

Recommendation 

To increase the efficiency and improve the accuracy of the interagency UAC referral and placement process, 
we recommend that the Secretaries of Homeland Security and Health and Human Services jointly develop and 
implement a documented interagency process with clearly defined roles and responsibilities, as well as 
procedures to disseminate placement decisions, for all agencies involved in the referral and placement of UAC 
in HHS shelters 

Narrative of 
Implementation 
Status  

On January 25, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component PLCY 
Report Number GAO-18-590 
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Report Title Homeland Security:  Clearer Roles and Responsibilities for the Office of Strategy, Policy, and Plans and 
Workforce Planning Would Enhance Its Effectiveness 

Report Received/ 
Issued Date 09/19/2018 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The Secretary of Homeland Security should create corresponding processes and procedures to help implement 
the mission, roles, and responsibilities defined in the delegation of authority or similar document to help 
ensure predictability, repeatability, and accountability in department-wide and crosscutting strategy and policy 
efforts. 

Narrative of 
Implementation 
Status  

PLCY provided GAO with several examples of policy statements and directives that are published on DHS 
Connect as evidence that DHS Components are keenly aware of the role that PLCY plays in policymaking 
decisions.  GAO is reviewing the closure request and documents submitted by PLCY.  

    
Component PLCY 
Report Number GAO-18-590 

Report Title Homeland Security:  Clearer Roles and Responsibilities for the Office of Strategy, Policy, and Plans and 
Workforce Planning Would Enhance Its Effectiveness 

Report Received/ 
Issued Date 09/19/2018 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The Under Secretary for Strategy, Policy, and Plans should use the “DHS Workforce Planning Guide” to help 
identify and analyze any gaps in PLCY’s workforce, design strategies to address any gaps, and communicate 
this information to DHS leadership. 

Narrative of 
Implementation 
Status  

DHS continues to nonconcur with the recommendation.  
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Component PLCY 
Report Number GAO-19-305 

Report Title Border Security:  DHS Should Improve the Quality of Unlawful Border Entry Information and Other Metric 
Reporting 

Report Received/ 
Issued Date 03/21/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation 
The Secretary of Homeland Security should develop and implement a process to systematically review the 
reliability of the data used in its Border Security Metrics Report and comprehensively identify any limitations 
with the data and methodologies that underlie its metrics. 

Narrative of 
Implementation 
Status  

PLCY is awaiting a follow-up from GAO on the scheduling of a conference call to discuss recommendations.  
The meeting tentatively is scheduled for mid-November 2022. 

    
Component PLCY 
Report Number GAO-19-305 

Report Title Border Security:  DHS Should Improve the Quality of Unlawful Border Entry Information and Other Metric 
Reporting 

Report Received/ 
Issued Date 03/21/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation The Secretary of Homeland Security should ensure the communication of the limitations of the metrics 
identified through the systematic review in the department’s annual Border Security Metrics Report. 

Narrative of 
Implementation 
Status  

PLCY is awaiting a follow-up from GAO on the scheduling of a conference call to discuss recommendations.  
The meeting tentatively is scheduled for mid-November 2022. 
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Component PLCY 
Report Number GAO-19-305 

Report Title Border Security:  DHS Should Improve the Quality of Unlawful Border Entry Information and Other Metric 
Reporting 

Report Received/ 
Issued Date 03/21/2019 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation 
The Under Secretary for the Office of Strategy, Policy, and Plans should include measures of statistical 
uncertainty for all metrics based on estimates derived from statistical models in its annual Border Security 
Metrics Report. 

Narrative of 
Implementation 
Status  

PLCY is awaiting a follow-up from GAO on the scheduling of a conference call to discuss recommendations.  
The meeting tentatively is scheduled for mid-November 2022. 

    
Component PLCY 
Report Number GAO-19-441 

Report Title Drug Control:  Certain DOD and DHS Joint Task Forces Should Enhance Their Performance Measures to 
Better Assess Counterdrug Activities 

Report Received/ 
Issued Date 07/09/2019 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation The Secretary of Homeland Security should develop outcome-based performance measures for the DHS JTFs 
that are consistent. 

Narrative of 
Implementation 
Status  

PLCY requested closure, and GAO followed up with questions related to the future of joint task forces (JTF) 
after the September 30, 2022, sunset date in current authorizing language.  PLCY will present its request for 
closure again after September 30 if Congress has taken no further action to authorize JTFs beyond FY 2022. 
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Component PLCY 
Report Number GAO-20-245 

Report Title Southwest Border:  Actions Needed to Improve DHS Processing of Families and Coordination between DHS 
and HHS 

Report Received/ 
Issued Date 02/19/2020 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation 
The Secretary of Homeland Security, jointly with the Secretary of Health and Human Services, should 
collaborate to address information sharing gaps identified in this report to ensure that ORR receives 
information needed to make decisions for UAC, including those apprehended with an adult. 

Narrative of 
Implementation 
Status  

PLCY has a call scheduled with GAO on October 19, 2022, to move this recommendation to closure. 

    
Component PLCY 
Report Number GAO-20-247C 

Report Title Government Watchlist:  Terrorist Watchlist Has Grown in Size and Use; Transnational Organized Crime 
Watchlist Needs Updated Guidance and Processes 

Report Received/ 
Issued Date 11/08/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation The Secretary of Homeland Security should direct all DHS components participating in the TOC watchlist to 
establish and document TOC implementation processes. 

Narrative of 
Implementation 
Status  

On July 7, 2022, PLCY provided SOPs for ICE, CBP, and the Office of Intelligence and Analysis (I&A) to 
demonstrate actions taken to satisfy recommendation.  GAO is reviewing the closure request and documents 
submitted by PLCY.  
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Component PLCY 
Report Number GAO-20-274 

Report Title Southwest Border:  Actions Needed to Address Fragmentation in DHS’ Processes for Apprehended Family 
Members 

Report Received/ 
Issued Date 02/19/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

09/29/2023 

Recommendation 
The Secretary of Homeland Security should identify the information about family members apprehended 
together that its components collectively need to process those family members and communicate that 
information to its components. 

Narrative of 
Implementation 
Status  

CBP has identified an automated solution in the OFO environment that already has been implemented.  The 
USBP environment is more difficult because no mechanism is available to automate this process.  Therefore, 
this new entry of information would have to be done manually.  USBP proposed manually inputting this 
information in the I-213 narrative before the end of FY 2022, with a goal of automating this process in FY 
2023 as it transitions to a processing platform. 

    
Component PLCY 
Report Number GAO-20-274 

Report Title Southwest Border:  Actions Needed to Address Fragmentation in DHS’ Processes for Apprehended Family 
Members 

Report Received/ 
Issued Date 02/19/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Secretary of Homeland Security should evaluate options for developing a unique identifier shared across 
DHS components’ data systems to link family members apprehended together. 
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Narrative of 
Implementation 
Status  

The PLCY Office of Information Statistics met with GAO to discuss this recommendation.  PLCY agreed to 
submit additional documentation to GAO to request closure of the recommendations. 

    
Component PLCY 
Report Number GAO-21-507 

Report Title Countering Violent Extremism:  DHS Can Further Enhance Its Strategic Planning and Data Governance 
Efforts 

Report Received/ 
Issued Date 07/20/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Secretary of Homeland Security ensure that the Office of Counterterrorism and Threat Prevention Policy 
and affected Components and offices revise or supplement DHS’s Countering Terrorism and Targeted 
Violence strategy to include all key elements of a comprehensive strategy.  

Narrative of 
Implementation 
Status  

DHS PLCY continues to make progress and has discussed next steps with this recommendation to move this 
recommendation to closure. 

    
Component PLCY 
Report Number GAO-21-507 

Report Title Countering Violent Extremism:  DHS Can Further Enhance Its Strategic Planning and Data Governance 
Efforts 

Report Received/ 
Issued Date 07/20/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Secretary of Homeland Security  in consultation with affected offices and Components – should establish 
common terminology for targeted violence. 
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Narrative of 
Implementation 
Status  

DHS PLCY continues to make progress and has discussed next steps with this recommendation to move this 
recommendation to closure. 

    
Component Science and Technology Directorate (S&T) 
Report Number GAO-20-20 

Report Title Homeland Security Acquisitions:  Opportunities Exist to Further Improve DHS’s Oversight of Test and 
Evaluation Activities  

Report Received/ 
Issued Date 10/24/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation The Director of OTE should, in coordination with OCPO, develop an assessment process-including 
establishing performance measures-to help ensure T&E training achieves desired results.  

Narrative of 
Implementation 
Status  

On January 31, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component S&T 
Report Number GAO-20-81 
Report Title Federal Research:  Additional Actions Needed to Improve Public Access to Research Results  
Report Received/ 
Issued Date 11/21/2019 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Secretary of Homeland Security should take steps to ensure appropriate agency-funded research data are 
readily findable and accessible to the public.  
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Narrative of 
Implementation 
Status  

On September 13, 2022, S&T met with GAO to provide a status update on planned actions to address this 
recommendation and an updated ECD.  The draft directive and instruction are being designed to fulfill this 
recommendation and is going through another round of internal comments.  Following deconfliction, efforts 
will be sent for S&T approval to submit to the HQ Office of the Executive Secretariat (ESEC) for Department-
wide review and comment. 

    
Component S&T 
Report Number GAO-20-81 
Report Title Federal Research:  Additional Actions Needed to Improve Public Access to Research Results  
Report Received/ 
Issued Date 11/21/2019 

Rec # 10 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Secretary of Homeland Security should complete development of data management plan requirements. 

Narrative of 
Implementation 
Status  

On September 13, 2022, S&T met with GAO to provide a status update on planned actions to address this 
recommendation and an updated ECD.  The draft directive and instruction (establishing the Data Management 
Plan requirement) is going through another round of internal comments.  Following deconfliction, efforts will 
be sent for S&T approval to submit to HQ ESEC for Department-wide review and comment. 

    
Component S&T 
Report Number GAO-20-81 
Report Title Federal Research:  Additional Actions Needed to Improve Public Access to Research Results  
Report Received/ 
Issued Date 11/21/2019 

Rec # 15 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Secretary of Homeland Security should evaluate training needs for agency officials or others involved in 
reviewing the merits of researchers’ data management plans and, if additional training is found to be 
warranted, develop and provide such training. 
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Narrative of 
Implementation 
Status  

On September 13, 2022, S&T met with GAO to provide a status update on planned actions to address this 
recommendation and an updated ECD.  The draft directive and instruction are meant to be inclusive of the 
requirements for not only the production of the Data Management Plan, but also the review process.  
Following the discussion, S&T is taking additional actions to ensure that this recommendation is met through 
the creation of training materials that will augment the directive and instruction.  

    
Component S&T 
Report Number GAO-20-81 
Report Title Federal Research:  Additional Actions Needed to Improve Public Access to Research Results  
Report Received/ 
Issued Date 11/21/2019 

Rec # 26 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Secretary of Homeland Security should develop and implement a mechanism to ensure researcher 
compliance with the public access plan and associated requirements. 

Narrative of 
Implementation 
Status  

On September 13, 2022, S&T met with GAO to provide a status update on planned actions to address this 
recommendation and an updated ECD.  The draft directive and instruction are being designed to fulfill this 
recommendation and is going through another round of internal comments.  Following deconfliction, efforts 
will be sent for S&T approval to submit to HQ ESEC for Department-wide review and comment. 

    
Component TSA 
Report Number GAO-18-405 
Report Title DHS Components Could Improve Monitoring of the Employee Misconduct Process 
Report Received/ 
Issued Date 08/30/2018 

Rec # 16 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Administrator of TSA should monitor the duration of all cases beginning-to-end by stage and case type.  
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Narrative of 
Implementation 
Status  

TSA update and testing of the new database continues.  Once the new system is fully functional and all the 
data have migrated, TSA will have met the requirements of the recommendation and will request that GAO 
close this recommendation. 

    
Component TSA 
Report Number GAO-18-405 
Report Title DHS Components Could Improve Monitoring of the Employee Misconduct Process 
Report Received/ 
Issued Date 08/30/2018 

Rec # 17 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Administrator of TSA should monitor the timeliness of misconduct cases according to established targets 
for management inquiries (fact finding) and administrative inquiries, and the proposal and decision stages, 
using case information system data. 

Narrative of 
Implementation 
Status  

TSA update and testing of the new database continues.  Once the new system is fully functional and all the 
data have migrated, TSA will have met the requirements of the recommendation and will request that GAO 
close this recommendation.  

    
Component TSA 
Report Number GAO-18-405 
Report Title DHS Components Could Improve Monitoring of the Employee Misconduct Process 
Report Received/ 
Issued Date 08/30/2018 

Rec # 18 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Administrator of TSA should define and document the case management system data fields and 
methodology to be used for monitoring all established performance targets and provide related guidance to 
staff 
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Narrative of 
Implementation 
Status  

The MD is being edited and circulated for comments within TSA.  However, the focus is on the transition to 
the new database.  The MD will be finalized once the new database system is functional.  

    
Component TSA 
Report Number GAO-19-426 

Report Title Critical Infrastructure Protection:  Key Pipeline Security Documents Need to Reflect Current Operating 
Environment 

Report Received/ 
Issued Date 06/05/2019 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The TSA Administrator should periodically review, and as appropriate, update the 2010 Pipeline Security and 
Incident Recovery Protocol Plan to ensure the plan reflects relevant changes in pipeline security threats, 
technology, federal law and policy, and any other factors relevant to the security of the Nation’s pipeline 
systems. 

Narrative of 
Implementation 
Status  

TSA is updating the Pipeline Security and Incident Recovery Protocol Plan to reflect recent changes in the 
cyber threat landscape, the evolution of the National Response Framework, and the Joint Cyber Defense 
Collaborative. 

    
Component TSA 
Report Number GAO-19-48 

Report Title Critical Infrastructure Protection:  Actions Needed to Address Significant Weaknesses in TSA’s Pipeline 
Security Program Management 

Report Received/ 
Issued Date 12/18/2018 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 
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Recommendation 

The TSA Administrator should direct the Security Policy and Industry Engagement’s Surface Division to 
identify or develop other data sources relevant to threat, vulnerability, and consequence consistent with the 
NIPP and DHS critical infrastructure risk mitigation priorities and incorporate that data into the Pipeline 
Relative Risk Ranking Tool to assess relative risk of critical pipeline systems, which could include data on 
prior attacks, natural hazards, feedback data on pipeline system performance, physical pipeline condition, and 
cross-sector interdependencies. 

Narrative of 
Implementation 
Status  

After examining the relative costs of integrating and maintaining nonsecurity related data in the pipeline risk 
ranking tool, TSA believes that it will not provide significant benefit and does not justify the cost when 
weighed against competing funding and manpower requirements.  TSA will continue to incorporate and 
update relative risk factors in the tool as that data are available for identified critical pipeline systems.  TSA 
has asked GAO to close the recommendation on the basis that TSA’s routine relative risk ranking tool 
addresses the recommendation.  

    
Component TSA 
Report Number GAO-19-48 

Report Title Critical Infrastructure Protection:  Actions Needed to Address Significant Weaknesses in TSA’s Pipeline 
Security Program Management 

Report Received/ 
Issued Date 12/18/2018 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The TSA Administrator should direct the Security Policy and Industry Engagement’s Surface Division to take 
steps to coordinate an independent, external peer review of its Pipeline Relative Risk Ranking Tool, after the 
Pipeline Security Branch completes enhancements to its risk assessment approach. 

Narrative of 
Implementation 
Status  

Completion of this recommendation has been contingent on the completion of any changes to the Pipeline 
Relative Risk Ranking Tool as described in Recommendation #6.  Like recommendation #6, TSA believes that 
it has addressed the intent of this recommendation and continues to work with GAO to attain closure.   

    
Component TSA 
Report Number GAO-20-125 
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Report Title Aviation Security:  Federal Air Marshal Service Has Taken Steps to Address Workforce Issues, but Additional 
Actions Needed 

Report Received/ 
Issued Date 02/12/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Executive Assistant Administrator/Director of FAMS should identify and utilize a suitable system that 
provides information about air marshals’ medical qualification status. 

Narrative of 
Implementation 
Status  

TSA’s Office of Law Enforcement (LE)/Federal Air Marshal Service (FAMS) selected the IT cloud service, 
Salesforce, to develop the new system needed to implement this recommendation.  Software development is 
continuing.  

    
Component TSA 
Report Number GAO-20-125 

Report Title Aviation Security:  Federal Air Marshal Service Has Taken Steps to Address Workforce Issues, but Additional 
Actions Needed 

Report Received/ 
Issued Date 02/12/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Executive Assistant Administrator/Director of FAMS should develop and implement a plan to assess the 
health and fitness of the FAMS workforce as a whole, including trends over time. 

Narrative of 
Implementation 
Status  

TSA’s LE/FAMS has launched a workforce survey and a dedicated wellness intranet webpage.  Both allow 
LE/FAMS to gather statistics on areas of concern for further evaluation. 

    
Component TSA 
Report Number GAO-20-125 
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Report Title Aviation Security:  Federal Air Marshal Service Has Taken Steps to Address Workforce Issues, but Additional 
Actions Needed 

Report Received/ 
Issued Date 02/12/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Executive Assistant Administrator/Director of FAMS should identify and implement a means to monitor 
the extent to which air marshals’ actual shifts and rest hours are consistent with scheduling guidelines. 

Narrative of 
Implementation 
Status  

TSA’s LE/FAMS continues its analysis of data related to this recommendation and also to field an automated 
IT solution.  This will provide LE/FAMS with the means to monitor the air marshals’ actual shifts and rest 
hours. 

    
Component TSA 
Report Number GAO-20-125 

Report Title Aviation Security:  Federal Air Marshal Service Has Taken Steps to Address Workforce Issues, but Additional 
Actions Needed 

Report Received/ 
Issued Date 02/12/2020 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Executive Assistant Administrator/Director of FAMS should take steps to reaffirm and strengthen efforts 
to prevent discrimination by, for example, updating and following through on its 2012 action plan and 
renewing leadership commitment to the plan’s goals. 

Narrative of 
Implementation 
Status  

TSA’s LE/FAMS has implemented this recommendation and has requested that GAO close it.  LE/FAMS has 
taken several steps to prevent discrimination, including having three FAMS executives and managers join 
TSA’s nine-person Inclusion Action Committee with the goal of building a more inclusive and diverse TSA 
workforce and of creating a new position—a diversity and inclusion national coordinator to assist in building a 
more inclusive environment by communicating regularly with diversity and inclusion liaisons in all FAMS 
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field offices and HQ units about training and events related to sexual orientation, race, and gender, among 
other topics.  

    
Component TSA 
Report Number GAO-20-404 

Report Title Passenger Rail Security:  TSA Engages with Stakeholders but Could Better Identify and Share Standards and 
Key Practices 

Report Received/ 
Issued Date 04/03/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation The TSA Administrator should update the BASE cybersecurity template to ensure it reflects cybersecurity key 
practices, including the Detect and Recover functions outlined in the NIST Cybersecurity Framework. 

Narrative of 
Implementation 
Status  

Documentation for the Notice of OMB Approval for the Baseline Assessments for Security Enhancement 
(BASE) collection was provided to GAO.  Mandatory cybersecurity training to surface inspectors is ongoing.  
The goal is for all surface inspectors to complete training before December 2023.  The revised BASE will be 
part of work plan requirements and will be released at the beginning of FY 2023.  

    
Component TSA 
Report Number GAO-20-56 

Report Title Aviation Security:  TSA Should Ensure Screening Technologies Continue to Meet Detection Requirements 
after Deployment 

Report Received/ 
Issued Date 12/05/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

10/12/2022 

Recommendation 
The TSA Administrator should require and ensure that TSA officials document key decisions, including 
testing and analysis decisions, used to support the development and consideration of new screening technology 
explosives detection standards. 
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Narrative of 
Implementation 
Status  

On October 12, 2022, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component TSA 
Report Number GAO-20-56 

Report Title Aviation Security:  TSA Should Ensure Screening Technologies Continue to Meet Detection Requirements 
after Deployment 

Report Received/ 
Issued Date 12/05/2019 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2024 

Recommendation 
The TSA Administrator should require and ensure that TSA officials document their assessments of risk and 
the rationale-including the assumptions, methodology, and uncertainty considered-behind decisions to deploy 
screening technologies. 

Narrative of 
Implementation 
Status  

TSA provided to GAO an action plan for the Checkpoint Property Screening System (CPSS), Deployment Site 
Selection Strategy, and associated CPSS mid-size system documentation, which included risk assessment 
considerations and deployment rationale that were sufficient documentation to support a DHS acquisition 
decision approving deployment of CPSSs in the field.  TSA requested closure of the recommendation.  GAO 
indicates closure is dependent upon TSA providing an example of a screening technology deployment plan 
that includes a risk assessment and rationale as specified by GAO’s recommendation.  TSA currently does not 
have another screening technology deployment example to provide and, therefore, cannot meet this specific 
GAO closure requirement at this time.  TSA and GAO are working to determine the next steps for closure. 

    
Component TSA 
Report Number GAO-20-56 

Report Title Aviation Security:  TSA Should Ensure Screening Technologies Continue to Meet Detection Requirements 
after Deployment 

Report Received/ 
Issued Date 12/05/2019 

Rec # 4 
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Estimated 
Completion Date 
(or Date Closed)  

12/30/2024 

Recommendation The TSA Administrator should develop a process to ensure that screening technologies continue to meet 
detection requirements after deployment to commercial airports. 

Narrative of 
Implementation 
Status  

TSA implemented this recommendation by providing its post-implementation review and periodic review 
policy that defines the process required in the GAO recommendation.  GAO asserts that TSA should revise 
aspects of this policy to address the recommendation.  TSA and GAO are working to determine the next steps 
for closure. 

    
Component TSA 
Report Number GAO-20-56 

Report Title Aviation Security:  TSA Should Ensure Screening Technologies Continue to Meet Detection Requirements 
after Deployment 

Report Received/ 
Issued Date 12/05/2019 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2024 

Recommendation The TSA Administrator should implement the process it develops to ensure that screening technologies 
continue to meet detection requirements after deployment to commercial airports. 

Narrative of 
Implementation 
Status  

TSA has developed and implemented the post-implementation review process and has applied it against 
Explosives Trace Detection technology.  TSA has asked GAO to close this recommendation as implemented.  

    
Component TSA 
Report Number GAO-20-72 

Report Title Aviation Security:  TSA Coordinates with Stakeholders on Changes to Screening Rules but Could Clarify Its 
Review Processes and Better Measure Effectiveness  

Report Received/ 
Issued Date 11/20/2019 

Rec # 3 
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Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Administrator of TSA should explore additional data sources measuring the effectiveness of Silent Partner 
and Quiet Skies rules. 

Narrative of 
Implementation 
Status  

TSA’s Intelligence and Analysis program is implementing new performance measures for the Quiet Skies 
program and is using lessons learned from this initiative to develop and implement comparable measures for 
the Silent Partner program.  

    
Component TSA 
Report Number GAO-21-105192 
Report Title Air Cargo Security:  TSA Field Testing Should Ensure Screening Systems Meet Detection Standards  
Report Received/ 
Issued Date 05/13/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Secretary of DHS should ensure that the Administrator of TSA and the Commissioner of CBP establish a 
documented process to ensure that relevant officials from both agencies are aware of and have access to 
applicable data to inform their inbound air cargo risk assessment efforts. 

Narrative of 
Implementation 
Status  

TSA continues to work with CBP and receives data associated with cargo identified as high risk.  TSA expects 
to request closure on time.  

    
Component TSA 
Report Number GAO-21-105192 
Report Title Air Cargo Security:  TSA Field Testing Should Ensure Screening Systems Meet Detection Standards  
Report Received/ 
Issued Date 05/13/2021 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The Administrator of TSA, prior to designating the explosives detection system for air cargo screening 
currently under evaluation as “qualified” on the air cargo screening technology list, should, to the extent 
practicable, verify through additional data collection or analysis that the system’s probability of detection in 
the field matches the performance measured in laboratory testing.   

Narrative of 
Implementation 
Status  

TSA continues its initiative, which will provide an independently developed and validated image quality test 
kit for routine testing.  This would supplement existing test protocols, which already confirm image quality 
testing for computed tomography systems. 

    
Component TSA 
Report Number GAO-21-105192 
Report Title Air Cargo Security:  TSA Field Testing Should Ensure Screening Systems Meet Detection Standards  
Report Received/ 
Issued Date 05/13/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The Administrator of TSA should ensure that necessary data are collected during field assessments to 
independently verify that the probability of detection of explosives detection systems for air cargo screening in 
the field matches the performance measured in laboratory testing, prior to designating systems as “qualified” 
on the air cargo screening technology list.  TSA could provide this verification either through live explosives 
testing or, when operational considerations limit TSA’s ability to use live threat materials, TSA should use an 
independently validated, fully documented alternative testing strategy.   

Narrative of 
Implementation 
Status  

TSA’s Requirements and Capabilities Analysis verifies Explosives Detection System performance through 
various test methods performed on each system, including independent and image quality tests.  However, 
given the requirements of the 9/11 Act that screening of air cargo on passenger aircraft be commensurate with 
checked baggage, independent image quality test kits for Explosives Detection System in air cargo will be 
harmonized with the passenger-checked baggage program when they become available. 

    
Component TSA 
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Report Number GAO-21-105192 
Report Title Air Cargo Security:  TSA Field Testing Should Ensure Screening Systems Meet Detection Standards  
Report Received/ 
Issued Date 05/13/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The Administrator of TSA should ensure statistical techniques are used to analyze data from TSA field 
assessments, including data from the current field assessment, of explosives detection systems for air cargo 
screening, prior to designating systems as “qualified” on the air cargo screening technology list.  This 
statistical analysis should include the following elements: 
-calculating error values for each quantitative measurement,  
-identifying all necessary performance thresholds, and  
-comparing the measured values and errors against each threshold to determine the statistical confidence of the 
results. 

Narrative of 
Implementation 
Status  

TSA’s Requirements and Capabilities Analysis has implemented this recommendation by conducting 
additional statistical analysis on data collected at the Transportation Security Lab and during field 
assessments.  TSA soon will request that GAO close this recommendation. 

    
Component TSA 
Report Number GAO-21-146 

Report Title Aviation Security Technology:  TSA Lacks Outcome-oriented Performance Measures and Data to Help Reach 
Objectives to Diversify its Marketplace 

Report Received/ 
Issued Date 03/03/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

02/28/2023 

Recommendation The TSA Administrator should develop outcome-oriented performance measures to help TSA assess the 
effectiveness of its strategic initiatives in diversifying its marketplace. 
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Narrative of 
Implementation 
Status  

TSA, as part of its Innovation Pipeline effort, has developed metrics to assess small business participation.  
Once the TSA Innovation Doctrine is finalized, TSA will request that GAO close the recommendation. 

    
Component TSA 
Report Number GAO-21-146 

Report Title Aviation Security Technology:  TSA Lacks Outcome-oriented Performance Measures and Data to Help Reach 
Objectives to Diversify its Marketplace 

Report Received/ 
Issued Date 03/03/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

02/28/2023 

Recommendation 
The TSA Administrator should collect data, where appropriate, on small businesses’ progress across its 
acquisition phases to determine how, where, and when it can better target its strategic initiatives or if other 
initiatives should be considered. 

Narrative of 
Implementation 
Status  

TSA’s Innovation Pipeline effort includes a methodology for tracking small business activity.  Once the TSA 
Innovation Doctrine is finalized, TSA will request that GAO close the recommendation. 

    
Component TSA 
Report Number GAO-21-50 

Report Title Transportation Security Acquisitions:  TSA Needs to Establish Metrics and Evaluate Third Party Testing 
Outcomes for Screening Technologies 

Report Received/ 
Issued Date 10/29/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

02/28/2023 

Recommendation When performance metrics have been established, the Administrator of TSA should assess gains in efficiency 
resulting from third party testing.  
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Narrative of 
Implementation 
Status  

TSA requested that GAO close this recommendation as implemented.  Since GAO released its report, third-
party testing has remained an available option for original equipment manufacturers.  Using the third-party 
metrics, TSA continues to conduct qualification testing for 15 security technologies with original equipment 
manufacturers.   

    
Component TSA 
Report Number GAO-21-50 

Report Title Transportation Security Acquisitions:  TSA Needs to Establish Metrics and Evaluate Third Party Testing 
Outcomes for Screening Technologies 

Report Received/ 
Issued Date 10/29/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

02/28/2023 

Recommendation The Administrator of TSA should assess whether third party testing contributes to its goals of increasing 
supplier diversity and innovation.  

Narrative of 
Implementation 
Status  

TSA has implemented and requested that GAO close this recommendation.  Since October 2020, there have 
been no instances of third-party testers used.  GAO has elected to leave the recommendation open and to 
observe for a period of time before making its closure decision.   

    
Component TSA 
Report Number GAO-21-595 

Report Title COVID-19:  Federal Air Marshal Service Should Document Its Response to Cases and Facilitate Access to 
Testing  

Report Received/ 
Issued Date 05/05/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Executive Assistant Administrator/Director of FAMS should ensure that FAMS officials consistently 
document steps taken to implement agency protocols following identification of employees with COVID-19. 
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Narrative of 
Implementation 
Status  

TSA’s LE/FAMS implemented a new form and process to document positive employee COVID-19 test results 
consistently.  LE/FAMS currently is reassessing the form to accommodate GAO’s feedback that it should 
include additional protocol information such as advice to the exposed coworkers and notification to the airport 
authority/building management to ensure that the area is cleaned.  

    
Component TSA 
Report Number GAO-21-595 

Report Title COVID-19:  Federal Air Marshal Service Should Document Its Response to Cases and Facilitate Access to 
Testing  

Report Received/ 
Issued Date 05/05/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Executive Assistant Administrator/Director of FAMS should routinely facilitate employee access to 
COVID-19 testing. 

Narrative of 
Implementation 
Status  

TSA’s LE/FAMS believes that it has implemented this recommendation and is planning to provide 
documentation to GAO that it routinely is facilitating employee access to testing. 

    
Component USCG 
Report Number GAO-14-640 

Report Title Personnel Security Clearances:  Additional Guidance and Oversight Needed at DHS and DOD to Ensure 
Consistent Application of Revocation Process 

Report Received/ 
Issued Date 09/08/2014 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation To help ensure that all employees are treated fairly and receive the protections established in the executive 
order, the Secretary of Homeland Security should direct the Commandant, U.S. Coast Guard, to revise the 
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Coast Guard instruction for military personnel to specify that military personnel may be represented by 
counsel or other representatives at their own expense. 

Narrative of 
Implementation 
Status  

USCG has revised the Personnel Security Vetting Instruction (CIM5520.12) to address this recommendation.  
The additional revisions based on May 2022 Security and Suitability Executive Agent correspondence indicate 
that the Federal Government is transitioning from five investigative types (which are referenced throughout 
USCG’s instruction) to three to support federally mandated Trusted Workforce 2.0 initiatives.  

    
Component USCG 
Report Number GAO-15-171SP 

Report Title Homeland Security Acquisitions:  Major Program Assessments Reveal Actions Needed to Improve 
Accountability 

Report Received/ 
Issued Date 04/22/2015 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

To more accurately communicate DHS’s funding plans for USCG’s major acquisition programs, the Secretary 
of Homeland Security should ensure the funding plans presented to Congress in fiscal year 2015 are 
comprehensive and clearly account for all operations and maintenance funding DHS plans to allocate to each 
of the USCG’s major acquisition programs.   

Narrative of 
Implementation 
Status  

In September 2022, USCG provided supporting documentation for a closure request.  USCG is awaiting 
closure of the recommendation or feedback on the information provided. 

    
Component USCG 
Report Number GAO-16-226 

Report Title DOD and Coast Guard:  Actions Needed to Increase Oversight and Management Information on Hazing 
Incidents Involving Servicemembers 

Report Received/ 
Issued Date 02/09/2016 

Rec # 5 
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Estimated 
Completion Date 
(or Date Closed)  

12/29/2023 

Recommendation The Commandant of the Coast Guard should evaluate the prevalence of hazing in the Coast Guard.   

Narrative of 
Implementation 
Status  

Since release of this recommendation in 2016, USCG has updated policy and training requirements related to 
the prevention of hazing.  USCG reviewed the reported hazing incidents and determined not to conduct a 
formal assessment of the prevalence of hazing.  This decision was based on a comparison of reported hazing 
incidents (a total of three during 2020) with other types of prohibited behaviors; hazing in the USCG is 
minimal, both comparatively and on a total basis.  GAO has decided to keep the recommendation open 
because of changes happening at DOD regarding hazing, which eventually could affect USCG.  USCG is 
awaiting additional feedback from GAO on the way forward to reach closure. 

    
Component USCG 
Report Number GAO-16-453 

Report Title Coast Guard:  Arctic Strategy is Underway, but Agency Could Better Assess How Its Actions Mitigate Known 
Arctic Capability Gaps 

Report Received/ 
Issued Date 06/15/2016 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/29/2023 

Recommendation The Commandant of the Coast Guard should develop measures, as appropriate, for gauging how the agency’s 
actions have helped to mitigate the Arctic capability gaps. 

Narrative of 
Implementation 
Status  

Promulgation of USCG’s Arctic Strategic Outlook Implementation Plan (ASIP) is pending.  USCG is 
monitoring current geopolitical events to understand how they may affect security and coordination in the 
Arctic and, consequently, the ASIP.  USCG does not have an estimated release date for the ASIP but intends 
to reevaluate its status frequently.  USCG has developed a draft framework tool, but the prototype cannot be 
evaluated accurately until the ASIP is approved and then implemented over the course of at least 1 year. 

    
Component USCG 
Report Number GAO-16-453 
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Report Title Coast Guard:  Arctic Strategy is Underway, but Agency Could Better Assess How Its Actions Mitigate Known 
Arctic Capability Gaps 

Report Received/ 
Issued Date 06/15/2016 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/29/2023 

Recommendation 
The Commandant of the Coast Guard should design and implement a process to systematically assess the 
extent to which actions taken agency-wide have helped mitigate the Arctic capability gaps for which it has 
responsibility. 

Narrative of 
Implementation 
Status  

Promulgation of the USCG’s ASIP is pending.  USCG is monitoring current geopolitical events to understand 
how they may affect security and coordination in the Arctic and, consequently, the ASIP.  USCG does not 
have an estimated release date for the ASIP but intends to reevaluate its status frequently.  USCG has 
developed a draft framework tool, but the prototype cannot be evaluated accurately until the ASIP is approved 
and then implemented over the course of at least 1 year. 

    
Component USCG 
Report Number GAO-17-114 

Report Title Military Personnel:  DoD and the Coast Guard Need to Screen for Gambling Disorder Addiction and Update 
Guidance 

Report Received/ 
Issued Date 01/30/2017 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

01/26/2023 

Recommendation The Commandant of the Coast Guard should update Commandant Instruction M6000.1F, Coast Guard 
Medical Manual, to classify gambling disorder as an addiction and not as an impulse control issue. 

Narrative of 
Implementation 
Status  

On January 26, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 
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Component USCG 
Report Number GAO-18-13 
Report Title Coast Guard:  Actions Needed to Enhance Performance Information Transparency and Monitoring 
Report Received/ 
Issued Date 10/27/2017 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the Coast Guard should either develop new performance goals to address mission activity 
gaps, or explain in the Coast Guard’s APR why certain aspects of mission performance are measured while 
others are not.  

Narrative of 
Implementation 
Status  

Each year, starting with the FY 2017 Annual Performance Report (APR), USCG added new measures to the 
APR from feedback provided by the audit team.  For the next APR, USCG will be addressing the latest 
feedback, which is that the APR should include an explanation of why certain aspects of mission performance, 
including drug interdiction, are measured while others are not. 

    
Component USCG 
Report Number GAO-18-135 

Report Title Transitioning Veterans:  The Coast Guard Needs to Improve Data Quality and Monitoring of its Transition 
Assistance Program 

Report Received/ 
Issued Date 04/19/2018 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2024 

Recommendation 

The Commandant of the Coast Guard should, once reliable data are available by installation or unit, enable 
unit commanders and the higher-level commanders to whom they report to access TAP performance 
information specifically for the units they oversee so that they can monitor compliance with all TAP 
requirements. 
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Narrative of 
Implementation 
Status  

As a follow-up to discussions with GAO, USCG has determined additional actions that need to be taken before 
this recommendation will be closed.  Those actions/milestones are:  (1) Training to field transition managers 
on identifying separating and transitioning members through DOD’s data system “TAP-IT.”  Training will be 
completed by September 30, 2024; and (2) In FY 2024, USCG plans to implement member tracking fully.  
USCG is developing training for transition managers regarding the requirements in the updated Commandant 
instruction and use of the DOD tracking system to include Capstone, a mandatory component of the Transition 
Assistance Program (TAP) process. 

    
Component USCG 
Report Number GAO-18-16 
Report Title Commercial Fishing Vessels:  More Information Needed to Improve Classification Implementation 
Report Received/ 
Issued Date 12/14/2017 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2026 

Recommendation The Coast Guard should issue regulations or guidance to clarify and implement the alternative-to-class 
approach. 

Narrative of 
Implementation 
Status  

USCG worked closely with industry to provide the necessary guidance on the alternative to class approach.  
To date, USCG has not received any questions from industry regarding the alternative to class approach.  
USCG currently is studying the adequacy of the alternative to class approach as required per 46 U.S.C. § 
4503(e).  The study is to conclude in FY 2026, at which time additional guidance will be considered on the 
basis of findings. 

    
Component USCG 
Report Number GAO-18-600 
Report Title Coast Guard Acquisitions:  Polar Icebreaker Program Needs to Address Risks before Committing Resources 
Report Received/ 
Issued Date 09/04/2018 

Rec # 3 
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Estimated 
Completion Date 
(or Date Closed)  

01/30/2023 

Recommendation 

The Commandant of the Coast Guard should direct the polar icebreaker program office to develop a program 
schedule in accordance with best practices for project schedules, including determining realistic durations of 
all shipbuilding activities and identifying and including a reasonable amount of margin in the schedule, to set 
realistic schedule goals for all three ships before the option for construction of the lead ship is awarded. 

Narrative of 
Implementation 
Status  

On January 30, 2023, GAO closed this recommendation as not implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component USCG 
Report Number GAO-18-9 
Report Title Coast Guard:  Actions Needed to Close Stations Identified as Overlapping and Unnecessarily Duplicative 
Report Received/ 
Issued Date 10/02/2017 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2026 

Recommendation 
The Commandant of the Coast Guard should establish and follow a sound air station optimization process 
similar to its process for analyzing boat stations to allow it to comprehensively analyze its need for air stations 
and air facilities and determine what changes may be needed.  

Narrative of 
Implementation 
Status  

USCG continues to refine its air station optimization process using lessons learned from the boat station 
optimization efforts.  Analysis of air stations and air facilities has been part of recent budget development 
processes.  Additional studies into the optimization of air stations and air facilities will occur during the 
ongoing recapitalization of the USCG’s rotary wing aircraft fleet, which is currently in the planning stage.   

    
Component USCG 
Report Number GAO-18-9 
Report Title Coast Guard:  Actions Needed to Close Stations Identified as Overlapping and Unnecessarily Duplicative 
Report Received/ 
Issued Date 10/02/2017 



 

158 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2025 

Recommendation The Commandant of the Coast Guard should take action to close the stations identified according to its plan 
and target dates. 

Narrative of 
Implementation 
Status  

Of the original 18 stations identified for closure, Fishers Island, Shark River, and Roosevelt Inlet have been 
closed; Holland will be done shortly.  After deliberating on input received from key stakeholders and 
completing a thorough review of all aspects related to these decisions, USCG removed Station (small) Beach 
Haven, Station (small) Scituate, and Station Milford Haven for consideration as part of USCG’s FY 2022 
station consolidation or seasonalization proposal.  However, USCG is finalizing the consolidation process for 
Stations (small) Holland and North Superior.  USCG’s FY 2023 budget includes a proposed reduction of 13 
positions, 7 full-time employees, and $0.627 million for efficiencies achieved through the consolidation of 
three stations (small).  USCG has not identified the specific locations but anticipates selecting the stations 
(small) and posting the required Federal Register notice by the end of the second quarter of FY 2023. 

    
Component USCG 
Report Number GAO-19-281 

Report Title 2017 Disaster Contracting:  Actions Needed to Improve the Use of Post-Disaster Contracts to Support 
Response and Recovery  

Report Received/ 
Issued Date 04/24/2019 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the Coast Guard should establish a formal process to solicit input from officials directly 
involved in the agency’s response and recovery following a disaster and to share that input with the 
Emergency Support Function Leadership Group. 

Narrative of 
Implementation 
Status  

USCG’s Office of Emergency Management completed the final draft of the After-Action Program instruction, 
and comments from the internal clearance process are being adjudicated.  Although USCG intends to initiate 
the final phase of clearance in August 2022, it continues to share disaster response and recovery lessons 
learned and best practices as appropriate with the Emergency Support Function Leadership Group.  
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Component USCG 
Report Number GAO-19-82 

Report Title Coast Guard Shore Infrastructure:  Applying Leading Practices Could Help Better Manage Project Backlogs of 
at Least $2.6 Billion 

Report Received/ 
Issued Date 02/21/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation 
The Commandant of the Coast Guard should direct program managers to establish shore infrastructure 
performance goals, measures, and baselines to track the effectiveness of maintenance and repair investments 
and provide feedback on progress made. 

Narrative of 
Implementation 
Status  

USCG intends to use the Facility Condition Index and the Mission Dependency Index as its two primary 
measures for shore facility maintenance and repair performance.  USCG plans to adopt these measures fully 
through the implementation of BUILDER, a facility safety management system developed by the Army Corps 
of Engineers and the preferred maintenance modeling solution, over the next 2 fiscal years (FYs 2022 and 
2023).  USCG will establish the baseline and associated goals for these measures as part of this 
implementation.  

    
Component USCG 
Report Number GAO-19-82 

Report Title Coast Guard Shore Infrastructure:  Applying Leading Practices Could Help Better Manage Project Backlogs of 
at Least $2.6 Billion 

Report Received/ 
Issued Date 02/21/2019 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 
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Recommendation 
The Commandant of the Coast Guard should work with Congress to develop and implement a process to 
routinely align Coast Guard’s shore infrastructure portfolio with mission needs, including by disposing of all 
unneeded assets. 

Narrative of 
Implementation 
Status  

USCG continues to work to establish the formal policy and process to assess unneeded land, buildings, and 
structures; and anticipates releasing this policy and process with the next update of the Coast Guard Real 
Property Management Manual.  

    
Component USCG 
Report Number GAO-19-82 

Report Title Coast Guard Shore Infrastructure:  Applying Leading Practices Could Help Better Manage Project Backlogs of 
at Least $2.6 Billion 

Report Received/ 
Issued Date 02/21/2019 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation The Commandant of the Coast Guard should employ models for its asset lines for predicting the outcome of 
investments, analyzing trade-offs, and optimizing decisions among competing investments. 

Narrative of 
Implementation 
Status  

USCG completed an assessment of other modeling tools used by DOD as well as other existing off-the-shelf 
alternatives to enhance its real property asset management capability.  As a follow-up to this assessment, 
USCG is conducting a four-phase pilot using BUILDER, a facility safety management system developed by 
the Army Corps of Engineers.  Full implementation of the preferred maintenance modeling solution is 
expected by September 30, 2023. 

    
Component USCG 
Report Number GAO-19-82 

Report Title Coast Guard Shore Infrastructure:  Applying Leading Practices Could Help Better Manage Project Backlogs of 
at Least $2.6 Billion 

Report Received/ 
Issued Date 02/21/2019 

Rec # 6 
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Estimated 
Completion Date 
(or Date Closed)  

12/29/2023 

Recommendation The Commandant of the Coast Guard should include supporting details about competing project alternatives 
and report trade-offs in Congressional budget requests and related reports. 

Narrative of 
Implementation 
Status  

USCG concurs with the intent of GAO’s recommendation; however, USCG develops and submits its 
congressional budget requests and Unfunded Priority List in accordance with OMB and DHS guidance, 
including OMB Circular A-11, which mandates the confidentiality of budget deliberations.  USCG previously 
requested that this recommendation be closed as not implemented; however, GAO did not concur and will 
continue to monitor USCG budget requests and related reports, including the Unfunded Priorities Lists, for 
additional supporting details about competing project alternatives and trade-offs. 

    
Component USCG 
Report Number GAO-20-223 

Report Title Coast Guard:  Actions Needed to Evaluate the Effectiveness of Organizational Changes and Determine 
Workforce Needs  

Report Received/ 
Issued Date 02/26/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Commandant of the Coast Guard should establish a systematic mechanism to track implementation and 
measure the Coast Guard’s progress in achieving organizational change goals. 

Narrative of 
Implementation 
Status  

Promulgation of the revision to the Coast Guard Organizational Manual, Commandant Instruction M5400.7, is 
expected to be completed by December 30, 2022. 

    
Component USCG 
Report Number GAO-20-223 

Report Title Coast Guard:  Actions Needed to Evaluate the Effectiveness of Organizational Changes and Determine 
Workforce Needs  
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Report Received/ 
Issued Date 02/26/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/29/2023 

Recommendation The Commandant of the Coast Guard should establish a mechanism to periodically seek and monitor 
employee satisfaction with organizational change efforts. 

Narrative of 
Implementation 
Status  

In August 2023, USCG met with GAO to discuss this recommendation.  As an outcome of that meeting USCG 
is reevaluating the use of the Organizational Assessment Survey to address the recommendation.  USCG is 
working on a new plan to address this recommendation, to include milestones, that will identify a systematic 
method to survey the workforce after each organizational change is implemented to obtain the workforce’s 
feedback on those changes. 

    
Component USCG 
Report Number GAO-20-223 

Report Title Coast Guard:  Actions Needed to Evaluate the Effectiveness of Organizational Changes and Determine 
Workforce Needs  

Report Received/ 
Issued Date 02/26/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the Coast Guard should update its April 2018 Manpower Requirements Plan to include 
time frames and milestones for completing manpower requirements analyses and determinations for all 
positions and units. 

Narrative of 
Implementation 
Status  

The 2022 submission of the Manpower Requirements Plan, required by Section 5104 of title 14 U.S.C., has 
been drafted and is undergoing internal USCG review.  The estimated submission date to Congress is 
December 30, 2022. 

    
Component USCG 
Report Number GAO-20-33 
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Report Title Coast Guard:  Assessing Deployable Specialized Forces’ Workforce Needs Could Improve Efficiency and 
Reduce Potential Overlap or Gaps in Capabilities  

Report Received/ 
Issued Date 11/21/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation The Coast Guard should conduct a comprehensive analysis of its Deployable Specialized Forces’ workforce 
needs. 

Narrative of 
Implementation 
Status  

The National Strike Force Program Manual was completed and was promulgated officially on February 12, 
2021.  The Maritime Safety and Security Team Mission Analysis Report is in progress and is scheduled to be 
completed by December 30, 2022.  The National Strike Force Mission Analysis Report remains on track to 
begin in 2023; the Maritime Security Response Team Mission Analysis Report development process started on 
October 5, 2022, with an estimated completion date of September 30, 2023.  The estimated completion date 
for all actions is December 31, 2023. 

    
Component USCG 
Report Number GAO-20-33 

Report Title Coast Guard:  Assessing Deployable Specialized Forces’ Workforce Needs Could Improve Efficiency and 
Reduce Potential Overlap or Gaps in Capabilities  

Report Received/ 
Issued Date 11/21/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

09/29/2023 

Recommendation The Coast Guard should assess the extent to which unnecessary overlap or duplication exists among 
Deployable Specialized Forces’ capabilities. 

Narrative of 
Implementation 
Status  

Although USCG initially nonconcurred with this recommendation, USCG has worked with GAO to identify a 
way forward.  Using FY 2021 funding, the Coast Guard entered a contract with RAND to conduct a mission 
analysis report of the Maritime Safety and Security Team and Maritime Security Response Team contributions 
to the Maritime Security Response mission, reviewing capabilities and potential overlaps. 
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Component USCG 
Report Number GAO-20-416 

Report Title Military and Veteran Support:  Performance Goals Could Strengthen Programs that Help Servicemembers 
Obtain Civilian Employment 

Report Received/ 
Issued Date 07/09/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation The Commandant of the Coast Guard should develop formal performance goals and measures for its Spouse 
Employment Assistance Program. 

Narrative of 
Implementation 
Status  

USCG Spouse Employment Assistance Program Coordinator duties fall under the TAP Manager’s 
responsibilities.  Competing priorities and the execution of upgrades to field office program positions have 
affected the completion timeline of the new Commandant Instruction for Spouse Employment.  Consequently, 
the collaboration with the Health, Safety, and Work-Life Service Center to develop goals and metrics 
standards also has been delayed.  Once the new policy is developed, USCG will engage labor relations to 
determine if the additional workload significantly will affect the duties of the newly upgraded 
Transition/Relocation/Spouse Employment field managers. 

    
Component USCG 
Report Number GAO-20-554 
Report Title Coast Guard:  Improved Analysis of Vessel Response Plan Use Could Help Mitigate Marine Pollution Risk 
Report Received/ 
Issued Date 09/29/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation The Commandant of the Coast Guard should ensure that the Program Manager of the Vessel Response Plan 
(VRP) Program establishes a process to analyze incidents where VRPs have been activated to determine 
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whether or how the Coast Guard should improve its VRP review processes, including its approach to verifying 
plan information, contracts, and the quality of data used in review processes, to assure VRP effectiveness. 

Narrative of 
Implementation 
Status  

The changes to the Marine Environmental Response and Preparedness Manual have been drafted and 
promulgation is anticipated by June 30, 2023. 

    
Component USCG 
Report Number GAO-20-554 
Report Title Coast Guard:  Improved Analysis of Vessel Response Plan Use Could Help Mitigate Marine Pollution Risk 
Report Received/ 
Issued Date 09/29/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

01/12/2023 

Recommendation 

The Commandant of the Coast Guard should ensure that the VRP Program, in developing the charter and plan 
of action for the Maritime Oil Spill Response Plan Advisory Group, adopts key practices of program 
management.  These practices include-outlining (1) systems and methods to be used by the group to carry out 
its work and monitor progress on achieving desired outcomes, (2) roles and responsibilities of stakeholders 
involved, (3) mechanisms by which potential improvements identified by the group will be incorporated by the 
VRP Program into its processes and how such progress will be measured, (4) time frames and milestones for 
carrying out actions under the plan, and (5) mechanisms by which the group will obtain and incorporate 
feedback from the maritime industry. 

Narrative of 
Implementation 
Status  

On January 12, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component USCG 
Report Number GAO-20-562 
Report Title Coast Guard:  Actions Needed to Ensure Investments in Key Data System Meet Mission and User Needs  
Report Received/ 
Issued Date 07/16/2020 

Rec # 1 
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Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation 
The Commandant of the Coast Guard should ensure that the Deputy Commandant for Mission Support 
assesses and addresses the causes of data errors and inconsistent entries in MISLE as identified by program 
offices and MISLE users, including reviewing MISLE training and data validation processes. 

Narrative of 
Implementation 
Status  

The Marine Information for Safety and Law Enforcement (MISLE) Merge initiative, which was delayed in FY 
2022 because of competing priorities and resource constraints, is forecasted to start in the first quarter of FY 
2023.  USCG continues to address data quality through continued training provided to MISLE users 
responsible for entering and validating activity and case information in the MISLE database.  

    
Component USCG 
Report Number GAO-20-562 
Report Title Coast Guard:  Actions Needed to Ensure Investments in Key Data System Meet Mission and User Needs  
Report Received/ 
Issued Date 07/16/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The Commandant of the Coast Guard should ensure that the Deputy Commandant for Mission Support uses 
the results of its FY 2019 Standardization Team assessment of command centers to develop a plan for 
improving the consistency and accuracy of MISLE data identified in its report.  

Narrative of 
Implementation 
Status  

The capabilities-based analysis is complete, and the final report was signed on March 19, 2021.  The Joint 
Requirements Integration and Management System process has been initiated and the capability assessment 
study plan was signed on June 15, 2021.  The CONOPS will be developed from midyear 2022 to early 2023, 
and the Operational Requirements Document (ORD) will be developed from late 2022 to early 2023.  Mission 
Case Management (MCM) and Workflow (MCMWF) development will begin after the ORD is completed and 
funding is identified.  Completion is contingent on the MCMWF acquisition plan.  

    
Component USCG 
Report Number GAO-20-562 
Report Title Coast Guard:  Actions Needed to Ensure Investments in Key Data System Meet Mission and User Needs  
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Report Received/ 
Issued Date 07/16/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation 
The Commandant of the Coast Guard should ensure that the Deputy Commandant for Mission Support and the 
Deputy Commandant for Operations use the processes outlined in the SELC to identify needed enhancements 
across the MISLE system by developing an updated mission needs statement.  

Narrative of 
Implementation 
Status  

USCG’s MCM initiated the MCM CONOPS IPT in the fourth quarter of FY 2022.  The CONOPS and the 
ORD will be developed in 2023.  MCMWF development will begin after the ORD is completed and funding is 
identified.  Completion is contingent on the MCMWF acquisition plan.  

    
Component USCG 
Report Number GAO-20-562 
Report Title Coast Guard:  Actions Needed to Ensure Investments in Key Data System Meet Mission and User Needs  
Report Received/ 
Issued Date 07/16/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation 
The Commandant of the Coast Guard should ensure that the Deputy Commandant for Mission Support and the 
Deputy Commandant for Operations use the processes outlined in the SELC to identify and analyze 
alternatives, and objectively select the preferred solution for MISLE to meet approved mission needs. 

Narrative of 
Implementation 
Status  

USCG’s MCM initiated the MCM CONOPS IPT in the fourth quarter of FY 2022.  The CONOPS and the 
ORD will be developed in 2023.  MCMWF development will begin after the ORD is completed and funding is 
identified.  Completion is contingent on the MCMWF acquisition plan. 

    
Component USCG 
Report Number GAO-20-619 
Report Title Natural Gas Exports:  Updated Guidance and Regulations Could Improve Facility Permitting Processes 
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Report Received/ 
Issued Date 08/06/2020 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Commandant of the Coast Guard should conduct a standards-specific review of the Coast Guard’s 
regulations that incorporate standards and, if necessary, update the regulations or document its decision for not 
updating them. 

Narrative of 
Implementation 
Status  

USCG conducted a standards-specific review of 33 CFR part 149 and found one standard in need of updating 
– National Fire Protection Association 10:  2010.  USCG is seeking to add an update to the current edition of 
National Fire Protection Association 10 in an ongoing rulemaking project and will notify GAO of the 
outcome. 

    
Component USCG 
Report Number GAO-20-619 
Report Title Natural Gas Exports:  Updated Guidance and Regulations Could Improve Facility Permitting Processes 
Report Received/ 
Issued Date 08/06/2020 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Commandant of the Coast Guard should update the agency’s process for conducting standards-specific 
reviews to include time frames for completing such reviews every 3 to 5 years.  

Narrative of 
Implementation 
Status  

USCG’s Office of Standards Evaluation and Development’s review and revision of Commandant Instruction 
5420.32 to include timeframes for completing standards-specific reviews per OMB Circular A-119 is in 
progress.  Promulgation is expected by the end of Calendar Year (CY) 2022. 

    
Component USCG 
Report Number GAO-20-619 
Report Title Natural Gas Exports:  Updated Guidance and Regulations Could Improve Facility Permitting Processes 
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Report Received/ 
Issued Date 08/06/2020 

Rec # 9 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Commandant of the Coast Guard should develop and implement workforce planning for the Office of 
Operating and Environmental Standards that addresses the four remaining key principles for strategic 
workforce planning. 

Narrative of 
Implementation 
Status  

USCG is updating the Manpower Requirements Plan in accordance with Section 5104 of Title 14, U.S. Code.  
The next required submission of the Manpower Requirements Plan is estimated to be submitted on 
February 28, 2023.  Implementation of further workforce planning recommendations for the Office of 
Operating and Environmental Standards, as appropriate, will be initiated following promulgation of the 
updated Manpower Requirements Plan. 

    
Component USCG 
Report Number GAO-21-100 
Report Title Coast Guard:  Actions Needed to Improve National Vessel Documentation Center Operations  
Report Received/ 
Issued Date 12/16/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

07/31/2023 

Recommendation The Commandant of the Coast Guard should ensure that the Deputy Commandant for Operations documents 
decisions in future years in which it elects not to conduct operational analyses for VDS and its replacement. 

Narrative of 
Implementation 
Status  

USCG has developed policies and procedures for conducting operational analyses of operational information 
systems, including Vessel Documentation System (VDS).  In March 2022, USCG conducted an operational 
analysis (OA) for VDS.  The next annual OA review for VDS is planned for the second quarter of FY 2023 to 
determine if the OA instruction needs to be updated. 

    
Component USCG 
Report Number GAO-21-100 
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Report Title Coast Guard:  Actions Needed to Improve National Vessel Documentation Center Operations  
Report Received/ 
Issued Date 12/16/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation 
The Commandant of the Coast Guard should ensure that the Assistant Commandant for Prevention Policy 
establishes formal organizational performance targets for NVDC’s vessel documentation activities, such as 
timeliness and accuracy. 

Narrative of 
Implementation 
Status  

In August 2022, USCG provided supporting documentation and requested that GAO close the 
recommendation.  USCG is awaiting closure of the recommendation or feedback on the documentation 
provided. 

    
Component USCG 
Report Number GAO-21-100 
Report Title Coast Guard:  Actions Needed to Improve National Vessel Documentation Center Operations  
Report Received/ 
Issued Date 12/16/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the Coast Guard should ensure that the Assistant Commandant for Prevention Policy 
develops and implements a formal mechanism to regularly solicit and review customer service feedback from 
NVDC customers. 

Narrative of 
Implementation 
Status  

The number of customer survey responses continues to be statistically insignificant to represent the National 
Vessel documentation Center’s (NVDC) customer base (~300,000) or the services provided by NVDC.  In 
addition, a large percent of the respondents continues to provide customer feedback based on interactions with 
third-party vendors who are not affiliated with either USCG or NVDC.  NVDC has taken steps to 
broadcast/widen the availability of the customer survey.  NVDC will continue efforts to increase customer 
survey awareness and to explore ways to report the results without inclusion of responses to third-party 
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venders.  NVDC will provide an update on an estimated date for publishing the customer survey results by 
December 30, 2022. 

    
Component USCG 
Report Number GAO-21-100 
Report Title Coast Guard:  Actions Needed to Improve National Vessel Documentation Center Operations  
Report Received/ 
Issued Date 12/16/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation The Commandant of the Coast Guard should direct the Assistant Commandant for Prevention Policy to ensure 
that NVDC conducts a full cost study of NVDC’s commercial and recreational user fees. 

Narrative of 
Implementation 
Status  

USCG will conduct a full cost study of its commercial and recreational user fees.  The cost study will be 
conducted following the implementation of NVDC’s new IT system, VDS 3.0, and associated new automated 
processes, which will allow NVDC to assess the actual costs of providing services to the public accurately, 
including new IT support costs.  The target delivery date is unknown because of technical issues.  NVDC will 
undertake the full cost study after the delivery date. 

    
Component USCG 
Report Number GAO-21-100 
Report Title Coast Guard:  Actions Needed to Improve National Vessel Documentation Center Operations  
Report Received/ 
Issued Date 12/16/2020 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the Coast Guard should ensure that the Assistant Commandant for Resources, in 
coordination with the Deputy Commandant for Operations, establishes a mechanism to track NVDC 
implementation of recommendations from its user fee reviews. 
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Narrative of 
Implementation 
Status  

USCG is developing procedures to track the status of user fee review recommendations in coordination with 
applicable program offices.  The tracking website is operational and is being refined to include additional 
tracking ability and categories (e.g., Deadline, Status, Assigned to, etc.). 

    
Component USCG 
Report Number GAO-21-100 
Report Title Coast Guard:  Actions Needed to Improve National Vessel Documentation Center Operations  
Report Received/ 
Issued Date 12/16/2020 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the Coast Guard should ensure that the Assistant Commandant for Resources, in 
coordination with the Deputy Commandant for Operations, documents the decision if NVDC elects not to 
implement a recommendation from its user fee reviews. 

Narrative of 
Implementation 
Status  

USCG is developing procedures to track the status of user fee review recommendations in coordination with 
applicable program offices.  The tracking website is operational and is being refined to include additional 
tracking ability and categories (e.g., Deadline, Status, Assigned to, etc.).  

    
Component USCG 
Report Number GAO-21-247 
Report Title Coast Guard:  More Information Needed to Assess Efficacy and Costs of Vessel Survival Craft Requirements 
Report Received/ 
Issued Date 03/31/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2023 

Recommendation 

The Commandant of the Coast Guard should ensure that the Director of Inspections and Compliance revises 
its vessel accident investigations guidance to require Coast Guard investigators to collect date of birth, known 
disability, and use of lifesaving equipment of people in vessel accidents who were casualties due to water 
immersion, or who used lifesaving equipment. 
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Narrative of 
Implementation 
Status  

In November 2021, USCG requested closure of this recommendation.  GAO declined, stating that it was 
leaving the recommendation open considering the recency of the report and importance of the 
recommendation.  USCG is waiting for additional feedback from the closure request or closure of the 
recommendation. 

    
Component USCG 
Report Number GAO-21-247 
Report Title Coast Guard:  More Information Needed to Assess Efficacy and Costs of Vessel Survival Craft Requirements 
Report Received/ 
Issued Date 03/31/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Commandant of the Coast Guard should ensure that the Director of Commercial Regulations and 
Standards fully implements OMB and GAO cost and benefit estimate best practices in developing future 
estimates of the implementation costs for out-of-water survival craft requirements, including relying on the 
most current inflation information and discounting future costs and benefits for cost effectiveness projections, 
and documenting its methods for calculating acquisition costs. 

Narrative of 
Implementation 
Status  

In July 2022, USCG provided supporting documentation for its request for closure.  USCG is awaiting closure 
of the recommendation or feedback on the documentation provided. 

    
Component USCG 
Report Number GAO-21-247 
Report Title Coast Guard:  More Information Needed to Assess Efficacy and Costs of Vessel Survival Craft Requirements 
Report Received/ 
Issued Date 03/31/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

08/01/2022 
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Recommendation 

The Commandant of the Coast Guard should ensure that the Director of Inspections and Compliance analyzes 
its cold water determinations using the best available long-term water temperature data and, if appropriate, 
update its cold water areas determination guidance for certain lifesaving equipment requirements on 
commercial vessels. 

Narrative of 
Implementation 
Status  

In July 2022, USCG provided supporting documentation for its request for closure.  USCG is awaiting closure 
of the recommendation or feedback on the documentation provided. 

    
Component USCG 
Report Number GAO-21-247 
Report Title Coast Guard:  More Information Needed to Assess Efficacy and Costs of Vessel Survival Craft Requirements 
Report Received/ 
Issued Date 03/31/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation 

The Commandant of the Coast Guard should ensure that the Director of Inspections and Compliance 
establishes a process to routinely review and update, if appropriate, its cold water areas determination 
guidance for certain lifesaving equipment requirements on commercial vessels using the best available 
temperature data. 

Narrative of 
Implementation 
Status  

In September 2022, the USCG received feedback on the material provided to support the previous closure 
request.  The USCG is updating one additional instruction and anticipates providing it to GAO in 2023. 

    
Component USCG 
Report Number GAO-21-296 

Report Title Transportation Safety:  DOT Has Taken Steps to Verify and Publicize Drug and Alcohol Testing Data but 
Could Do More 

Report Received/ 
Issued Date 03/17/2021 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation 

The Commandant of the Coast Guard should direct the Assistant Commandant for Prevention Policy to:  (1) 
evaluate the different processes used by USCG to verify drug and alcohol testing data-including comparing 
data to records during inspections, checking data for errors manually or with software, and contacting 
employers that do not submit a report or submit an incomplete report, and (2) determine what, if any, 
additional steps should be taken to improve the reliability of the information. 

Narrative of 
Implementation 
Status  

In June 2022, USCG provided supporting documentation for its request for closure.  On September 27, 2022, 
GAO requested additional documentation to demonstrate that specific actions were taken.  USCG expects to 
provide the requested documentation in October 2022. 

    
Component USCG 
Report Number GAO-21-42 
Report Title Disaster Response:  Agencies Should Assess Contracting Workforce Needs and Purchase Card Fraud Risk 
Report Received/ 
Issued Date 11/24/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the U.S. Coast Guard should provide guidance or incorporate into existing guidance 
information to ensure that the Coast Guard’s manpower requirements determination for its acquisition 
directorate accounts for the agency’s disaster response contracting activities.  

Narrative of 
Implementation 
Status  

USCG updated its Manpower Requirements Manual in November 2020 and promulgated a new job-aid in 
April 2021.  These documents further refine and implement guidance for executing manpower requirement 
determinations.  USCG’s update to the Manpower Requirements Plan [report to Congress per 14 U.S.C. § 
5104] has been drafted and is estimated to be delivered to Congress by December 30, 2022. 

    
Component USCG 
Report Number GAO-21-42 
Report Title Disaster Response:  Agencies Should Assess Contracting Workforce Needs and Purchase Card Fraud Risk 



 

176 

Report Received/ 
Issued Date 11/24/2020 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the U.S. Coast Guard should update its fraud risk profile for the purchase card program to 
include an assessment of how, if at all, the risk profile differs for purchase card use in support of disaster 
response.  

Narrative of 
Implementation 
Status  

The Fraud Risk Assessment is monitored and directed by DHS Risk Management and Assurance.  USCG has 
submitted a recommendation to update the Fraud Risk Assessment on the basis of the last discussion between 
USCG, and GAO that is awaiting final determination from DHS. 

    
Component USCG 
Report Number GAO-21-42 
Report Title Disaster Response:  Agencies Should Assess Contracting Workforce Needs and Purchase Card Fraud Risk 
Report Received/ 
Issued Date 11/24/2020 

Rec # 11 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the U.S. Coast Guard should ensure that the agency has adequate data to allow it to 
conduct analysis of purchase card use in support of disaster response, including both the disaster event 
supported and sufficient vendor information to allow fraud risk analysis. 

Narrative of 
Implementation 
Status  

USCG will begin migrating financial systems on October 1, 2022, which USCG anticipates will alleviate some 
inconsistencies because transactions and supplemental data are linked and stored in the new system.  The data 
migration is expected to be completed by December 30, 2022.  Once the data migration to the new financial 
system is complete, actions and milestones for fully implementing this recommendation can be developed. 

    
Component USCG 
Report Number GAO-21-539 
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Report Title COVID-19:  The Coast Guard Has Addressed Challenges, but Could Improve Telework Documentation and 
Personnel Data  

Report Received/ 
Issued Date 07/16/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Commandant of the Coast Guard should develop and implement additional internal controls to ensure that 
all personnel participating in the Coast Guard’s telework program have valid telework agreements in place 

Narrative of 
Implementation 
Status  

USCG is updating the Telework Program Instruction and anticipates promulgation by the end of CY 2022. 

    
Component USCG 
Report Number GAO-21-539 

Report Title COVID-19:  The Coast Guard Has Addressed Challenges, but Could Improve Telework Documentation and 
Personnel Data  

Report Received/ 
Issued Date 07/16/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Commandant of the Coast Guard should develop and implement additional internal controls to ensure that 
supervisors review telework agreements at least annually and document these reviews.  

Narrative of 
Implementation 
Status  

USCG is updating the Telework Program Instruction and anticipates promulgation by the end of CY 2022. 

    
Component USCG 
Report Number GAO-21-539 
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Report Title COVID-19:  The Coast Guard Has Addressed Challenges, but Could Improve Telework Documentation and 
Personnel Data  

Report Received/ 
Issued Date 07/16/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Commandant of the Coast Guard should ensure that required weekly audits are being conducted to verify 
the accuracy and completeness of data on the COVID-19 and telework statuses of Coast Guard personnel. 

Narrative of 
Implementation 
Status  

USCG continues to require that employees validate telework performance, which is certified by supervisors on 
a biweekly basis for each pay period.  In addition, USCG is developing a process to audit those certifications, 
as well as a process to audit Coast Guard Personnel Accountability and Assessment System COVID-19 
statuses at the enterprise level.   

    
Component USCG 
Report Number GAO-21-584 

Report Title Coast Guard:  A More Systematic Process to Resolve Recommended Actions Could Enhance Future Surge 
Operations 

Report Received/ 
Issued Date 09/21/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2026 

Recommendation 
The Commandant of the Coast Guard should establish a more systematic process for ensuring that assigned 
recommended actions are tracked, updated, and resolved in line with the Coast Guard’s resolution rate and 
timeliness goals. 

Narrative of 
Implementation 
Status  

USCG is taking the following actions:  (1) Create and institute a metric to track compliance with the 
recommendation; (2) Change the Contingency Preparedness System (CPS) to allow for the identification of 
lead and support offices for recommended actions; (3) Update the Commandant instruction; (4) Review 
outstanding recommended actions, identify action officers for each, and provide outreach and instruction for 
utilizing the CPS to update progress and to resolve recommended actions; and (5) Within 2 years after funding 
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is made available, create CPS dashboards showing progress toward resolution of outstanding recommended 
actions. 

    
Component USCG 
Report Number GAO-21-9 
Report Title Coast Guard Acquisitions:  Opportunities Exist to Reduce Risk for the Offshore Patrol Cutter Program  
Report Received/ 
Issued Date 10/28/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Commandant of the Coast Guard should ensure the Coast Guard Component Acquisition Executive 
revises Coast Guard’s acquisition policy to include criteria and a methodology for demonstrating design 
maturity for shipbuilding programs that are aligned with shipbuilding best practices, including specifying the 
completion of basic and functional designs, and maturing critical technologies to a TRL of 7. 

Narrative of 
Implementation 
Status  

In September 2022, USCG provided supporting documentation and requested that GAO close this 
recommendation.  USCG is awaiting closure of the recommendation or feedback on the documentation 
provided. 

    
Component USCG 
Report Number GAO-21-9 
Report Title Coast Guard Acquisitions:  Opportunities Exist to Reduce Risk for the Offshore Patrol Cutter Program  
Report Received/ 
Issued Date 10/28/2020 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Commandant of the Coast Guard should ensure the OPC program updates its shipbuilder and government 
schedules for OPCs 1 through 4 to:  (1) fully address deficiencies identified in the shipbuilder’s schedule, and 
(2) fully incorporate schedule risk analysis in accordance with schedule best practices.  
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Narrative of 
Implementation 
Status  

The Integrated Master Schedule will be provided after the award of OPC #4.  The Integrated Master Schedule 
is completed and provided to the government at the time of the Integrated Baseline Review, which is projected 
to occur the week of October 24, 2022. 

    
Component USCIS 
Report Number GAO-17-444SU/GAO-17-706 

Report Title Refugees:  Actions Needed by State Department and DHS to Further Strengthen Applicant Screening Process 
and Assess Fraud Risks 

Report Received/ 
Issued Date 06/30/2017 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

10/05/2022 

Recommendation The Secretaries of Homeland Security and State should conduct regular joint assessments of applicant fraud 
risk across USRAP. 

Narrative of 
Implementation 
Status  

USCIS completed its joint Fraud Risk Assessment and provided it to GAO along with a request that GAO 
close the recommendation as implemented.  GAO responded that it will not close this recommendation until a 
second joint assessment is completed.  However, USCIS is now in the process of implementing an 
enterprisewide approach to fraud risk based on a more recent GAO report issued in September 2022 (GAO-22-
105328), and no additional work is planned for another joint assessment of applicant fraud risk across the U.S. 
Refugee Admissions Program (USRAP).  Therefore, because this recommendation has been overcome by 
events, USCIS plans to renew its request to GAO to close this recommendation on October 5, 2022. 

    
Component USCIS 
Report Number GAO-18-550 
Report Title DHS Acquisitions:  Additional Practices Could Help Components Better Develop Operational Requirements 
Report Received/ 
Issued Date 08/08/2018 

Rec # 21 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 
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Recommendation The Director of the U.S. Citizenship and Immigration Services should establish the planned independent 
requirements development organization within U.S. Citizenship and Immigration Services 

Narrative of 
Implementation 
Status  

USCIS Management Directorate is pursuing a strategy to hire two separate individuals, one for the Component 
Acquisition Executive position and another for the Component Requirements Executive position.  Because of 
the time involved in the hiring process of appropriately qualified individuals, the completion date was 
changed.  In addition to this hiring strategy, USCIS also continues to track this recommendation as a USCIS-
level risk through its Enterprise Risk Management Program. 

    
Component USCIS 
Report Number GAO-20-230 
Report Title H-2B Visas:  Additional Steps Needed to Meet Employers’ Hiring Needs and Protect U.S. Workers 
Report Received/ 
Issued Date 04/01/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

01/09/2023 

Recommendation 

The Director of United States Citizenship and Immigration Services should work with the Assistant Secretary 
for the Employment and Training Administration to assess the advantages and disadvantages of considering 
current economic trends in determining the appropriate number of additional H-2B visas to provide when 
given this authority by Congress and, as warranted, implement an approach that considers such trends.  

Narrative of 
Implementation 
Status  

On January 9, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component USCIS 
Report Number GAO-21-529 
Report Title U.S. Citizenship and Immigration Services:  Actions Needed to Address Pending Caseload  
Report Received/ 
Issued Date 08/18/2021 

Rec # 1 
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Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Director of USCIS should develop and implement a plan with time frames for verifying and closing cases 
in CLAIMS-3 that are recorded inaccurately as pending. 

Narrative of 
Implementation 
Status  

USCIS completed the closure of the cases inaccurately recorded as pending and implemented automated 
closure procedures for certain forms.  The automated closure process runs on a biweekly basis, and since its 
implementation, 70,000 pending cases proactively have been closed.  USCIS is in the process of requesting 
that GAO close this recommendation. 

    
Component USCIS 
Report Number GAO-21-529 
Report Title U.S. Citizenship and Immigration Services:  Actions Needed to Address Pending Caseload  
Report Received/ 
Issued Date 08/18/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Director of USCIS should develop and implement performance measures for monitoring and reporting the 
timeliness of processing applications and petitions that have significant pending caseloads. 

Narrative of 
Implementation 
Status  

In March 2022, USCIS publicly announced new backlog reduction goals that would bring most form types to 
2-3 month and 6-month cycle times by the end of FY 2023.  USCIS has implemented changes to simplify and 
improve how the agency communicates case processing time data to the public and has proposed a new 
performance measure for FY 2023 for reducing the percentage of pending cases that are considered backlog.  
Once finalized, this performance metric will be assessed on a quarterly basis and will be reported to Congress.  

    
Component USCIS 
Report Number GAO-21-529 
Report Title U.S. Citizenship and Immigration Services:  Actions Needed to Address Pending Caseload  
Report Received/ 
Issued Date 08/18/2021 

Rec # 3 
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Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Director of USCIS should develop performance measures for its process improvement projects to monitor 
the extent to which those projects reduce case processing times. 

Narrative of 
Implementation 
Status  

USCIS identified three pilot projects to analyze.  A prototype form was developed for the project managers to 
complete, and the USCIS Office of Performance and Quality currently is assessing the information.  Users 
then will be offered a defined set of existing performance measures from which to choose on the basis of the 
nature of the project.  USCIS is in the process of finalizing the intake form and governance process. 

    
Component USCIS 
Report Number GAO-21-529 
Report Title U.S. Citizenship and Immigration Services:  Actions Needed to Address Pending Caseload  
Report Received/ 
Issued Date 08/18/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation The Director of USCIS should incorporate key risk factors, such as risks posed by hiring delays and attrition, 
into its staffing models. 

Narrative of 
Implementation 
Status  

USCIS has informed GAO that the purpose of the staffing models is for setting fees; therefore, these models 
do not incorporate risks such as attrition.  In June 2022, USCIS provided a demonstration to GAO on the 
Model of Operational Planning that does incorporate risks that can affect USCIS’s staffing levels and plans.  
USCIS again has asked GAO to close this recommendation as implemented. 

    
Component USCIS 
Report Number GAO-21-529 
Report Title U.S. Citizenship and Immigration Services:  Actions Needed to Address Pending Caseload  
Report Received/ 
Issued Date 08/18/2021 

Rec # 5 
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Estimated 
Completion Date 
(or Date Closed)  

09/30/2022 

Recommendation The Director of USCIS should develop a long-term workforce plan that includes strategies for acquiring, 
developing, and retaining staff. 

Narrative of 
Implementation 
Status  

USCIS has provided GAO with information related to efforts regarding short- and mid-term plans and 
strategies for acquiring, developing, and retaining staff.  USCIS previously requested that GAO close this 
recommendation as implemented and has submitted another request for closure. 

    
Component USCIS 
Report Number GAO-21-529 
Report Title U.S. Citizenship and Immigration Services:  Actions Needed to Address Pending Caseload  
Report Received/ 
Issued Date 08/18/2021 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

02/13/2023 

Recommendation The Director of USCIS should identify the resources necessary to address its case backlog and inform key 
stakeholders, such as the Office of Management and Budget and Congress. 

Narrative of 
Implementation 
Status  

On February 13, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component U.S. Secret Service (USSS) 
Report Number GAO-19-415 
Report Title U.S. Secret Service:  Further Actions Needed to Fully Address Protective Mission Panel Recommendations 
Report Received/ 
Issued Date 05/22/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 
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Recommendation The Director of the Secret Service should develop and implement a plan to ensure that special agents assigned 
to PPD and VPD reach annual training targets given current and planned staffing levels. 

Narrative of 
Implementation 
Status  

USSS’s Office of Training (TNG) has completed upgrades to the LMS, and policies for special agents (which 
includes the Presidential Protective Division (PPD) and the Vice Presidential Protective Division (VPD) for 
purposes of tracking training targets.  The DHS Performance and Learning Management System (PALMS) 
tracks the training provided via OJT and regional in-service training programs.  Additionally, TNG partnered 
with the Office of Human Resources and the Office of Strategic Planning and Policy to develop the PPD and 
the VPD overall training requirements.  These requirements were included in the staffing models that are the 
foundation of the USSS Human Capital Strategic Plan.  However, USSS will discuss closure of this 
recommendation further once it receives the final report of GAO’s pending review, “U.S. Secret Service 
(USSS) Protective Mission Panel Implementation Progress” (105100). 

    
Component USSS 
Report Number GAO-19-415 
Report Title U.S. Secret Service: Further Actions Needed to Fully Address Protective Mission Panel Recommendations 
Report Received/ 
Issued Date 05/22/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Director of the Secret Service should develop and implement a policy that documents the process for 
collecting complete Uniformed Division officer training data and establishes the types of information that 
should be collected. 

Narrative of 
Implementation 
Status  

TNG has finalized draft policies documenting the process for collecting Uniformed Division Officer training 
data.  However, the Secret Service will discuss closure of this recommendation further once it receives the 
final report of GAO’s pending review, “U.S. Secret Service (USSS) Protective Mission Panel Implementation 
Progress” (105100). 

    
Component USSS 
Report Number GAO-19-60 

Report Title U.S. Secret Service:  Action Needed to Address Significant Gaps in IT Workforce Planning and Management 
Practices 
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Report Received/ 
Issued Date 11/16/2018 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

07/31/2023 

Recommendation 

The Director of the Secret Service should update the enterprise governance policy to specify (1) the CIO’s 
current role and responsibilities on the Executive Resources Board, to include developing and reviewing the IT 
budget formulation and execution; and (2) the Deputy CIO’s role and responsibilities on the Enterprise 
Governance Council. 

Narrative of 
Implementation 
Status  

GAO provided its assessment of USSS corrective actions on July 22, 2022, and advised that USSS has taken 
important steps to address this recommendation, including establishing an Enterprise Resource Board charter 
and updating its Enterprise Governance Council charter that outlines the roles and responsibilities of all board 
members, including senior designees from USSS OCIO.  Most recently, in February 2022, USSS provided its 
Planning, Programming, Budget, Executive, and Evaluation policy directive, which reflects the USSS OCIO’s 
responsibilities for developing and reviewing the IT budget formulation and execution.  However, in order to 
close this recommendation as fully implemented, USSS needs to demonstrate that its overarching Secret 
Service Enterprise Governance policy directive (i.e., ADM-05(01)) has been updated to align with the new and 
updated USSS OCIO roles and responsibilities that are documented in Office of the Director-02 and Office of 
Strategic Planning and Policy-02.  GAO has requested the updated enterprise governance policy (i.e., 
Administrative Manual Section-05(01)) that aligns Office of the Director-02 and Office of Strategic Planning 
and Policy-02.  As such, the Office of Strategic Planning and Policy, Enterprise Governance Division has 
drafted a policy that provides an overview of the enterprise governance process, which will borrow some 
information from the legacy Administrative Manual Section-05(01).  Additionally, the Office of Strategic 
Planning and Policy will make Administrative Manual Section-05 (01) obsolete and will remove it from the 
USSS manuals. 

    
Component USSS 
Report Number GAO-19-60 

Report Title U.S. Secret Service:  Action Needed to Address Significant Gaps in IT Workforce Planning and Management 
Practices 

Report Received/ 
Issued Date 11/16/2018 
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Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation 
The Director of the Secret Service should ensure that the CIO includes product quality and post-deployment 
user satisfaction metrics in the modular outcomes and target measures that the CIO sets for monitoring agile 
projects. 

Narrative of 
Implementation 
Status  

GAO provided its assessment of USSS corrective actions on July 22, 2022, and advised that USSS provided 
the DHS Agile Instruction Manual and Agile Core Metrics, but has not demonstrated that the USSS OCIO has 
set product quality and post-deployment user satisfaction metrics in modular outcomes and target measures for 
agile projects following each production release.  GAO has requested USSS policy/guidance that requires that 
Level 1-3 IT acquisition programs using Agile should include product quality and post-deployment user 
satisfaction metrics in the target measures that they assess following each production release.  On September 
29, 2022, USSS submitted updated acquisition policy directive, ACQ-01, which includes Agile and post-
implementation review. 

    
Component USSS 
Report Number GAO-19-60 

Report Title U.S. Secret Service:  Action Needed to Address Significant Gaps in IT Workforce Planning and Management 
Practices 

Report Received/ 
Issued Date 11/16/2018 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Director of the Secret Service should ensure that the CIO regularly analyzes the IT workforce to identify 
its competency needs and any gaps it may have. 

Narrative of 
Implementation 
Status  

GAO provided its assessment of USSS corrective actions on July 22, 2022, and advised that it is planning to 
close this recommendation as implemented, but management approval still is pending.  USSS worked with a 
contractor to conduct an assessment of its workforce and identified competency gaps. 

    
Component USSS 



 

188 

Report Number GAO-19-60 

Report Title U.S. Secret Service:  Action Needed to Address Significant Gaps in IT Workforce Planning and Management 
Practices 

Report Received/ 
Issued Date 11/16/2018 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

07/31/2023 

Recommendation 
The Director of the Secret Service should ensure that, after OCIO completes an analysis of the IT workforce to 
identify any competency and staffing gaps it may have, the Secret Service updates its recruiting and hiring 
strategies and plans to address those gaps, as necessary. 

Narrative of 
Implementation 
Status  

Per a follow-up request from GAO received on April 12, 2021, the Office of Human Resources is coordinating 
internally to provide documentation demonstrating that USSS has updated its recruiting and hiring strategies to 
address the results from RAND’s staffing modeling efforts, if available.  Once compiled, USSS will request 
that GAO close this recommendation as implemented. 

    
Component USSS 
Report Number GAO-19-60 

Report Title U.S. Secret Service:  Action Needed to Address Significant Gaps in IT Workforce Planning and Management 
Practices 

Report Received/ 
Issued Date 11/16/2018 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

07/31/2023 

Recommendation 

The Director of the Secret Service should ensure that the Office of Human Resources (1) develops and tracks 
metrics to monitor the effectiveness of the Secret Service’s recruitment activities for the IT workforce, 
including their effectiveness at addressing skill and staffing gaps; and (2) reports to component leadership on 
those metrics. 
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Narrative of 
Implementation 
Status  

Per a follow-up request from GAO received on April 12, 2021, the Office of Human Resources is coordinating 
internally to respond to the audit team’s follow-up questions regarding USSS’s ability to track IT recruitment 
and staffing gaps.  Once compiled, USSS will request that GAO close this recommendation as implemented. 

    
Component USSS 
Report Number GAO-19-60 

Report Title U.S. Secret Service:  Action Needed to Address Significant Gaps in IT Workforce Planning and Management 
Practices 

Report Received/ 
Issued Date 11/16/2018 

Rec # 9 
Estimated 
Completion Date 
(or Date Closed)  

07/31/2023 

Recommendation 
The Director of the Secret Service should ensure that the Office of Human Resources and OCIO adjust their 
recruitment and hiring plans and activities, as necessary, after establishing and tracking metrics for assessing 
the effectiveness of these activities for the IT workforce 

Narrative of 
Implementation 
Status  

GAO provided its assessment of USSS corrective actions on July 22, 2022, and advised that USSS’s 
implementation of this recommendation is dependent on USSS addressing recommendation 8.  Before GAO 
will consider this recommendation addressed, it will need to see documentation of the recruiting-related 
metrics that are being tracked for USSS’s IT workforce (i.e., the documentation requested as part of 
recommendation 8).  USSS has coordinated internally to address recommendation number 8. 

    
Component USSS 
Report Number GAO-19-60 

Report Title U.S. Secret Service:  Action Needed to Address Significant Gaps in IT Workforce Planning and Management 
Practices 

Report Received/ 
Issued Date 11/16/2018 

Rec # 10 
Estimated 
Completion Date 
(or Date Closed)  

TBD 
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Recommendation 
The Director of the Secret Service should ensure that the CIO (1) defines the required training for each IT 
workforce group, (2) determines the activities that OCIO will include in its IT workforce training and 
development program based on its available training budget, and (3) implements those activities. 

Narrative of 
Implementation 
Status  

GAO provided its assessment of USSS corrective actions on July 22, 2022, and advised that in response to its 
recommendation, USSS established an SOP document that identifies, among other things, recommended 
training and certifications for each USSS OCIO division (e.g., network management, cyber security).  
However, this procedures document does not identify required training for each of these divisions.  GAO will 
continue to monitor USSS’s efforts to implement this recommendation.  

    
Component USSS 
Report Number GAO-19-60 

Report Title U.S. Secret Service:  Action Needed to Address Significant Gaps in IT Workforce Planning and Management 
Practices 

Report Received/ 
Issued Date 11/16/2018 

Rec # 11 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation The Director of the Secret Service should ensure that the CIO ensures that the IT workforce completes training 
specific to their positions (after defining the training required for each workforce group). 

Narrative of 
Implementation 
Status  

GAO provided its assessment of USSS corrective actions on July 22, 2022, and advised that while USSS 
OCIO has identified the recommended training and certifications for each OCIO division, USSS OCIO has not 
identified the required training for each of these divisions yet as stated in recommendation 10.  GAO will 
continue to monitor USSS efforts to implement this recommendation. 

    
Component USSS 
Report Number GAO-19-60 

Report Title U.S. Secret Service:  Action Needed to Address Significant Gaps in IT Workforce Planning and Management 
Practices 

Report Received/ 
Issued Date 11/16/2018 

Rec # 12 
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Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The Director of the Secret Service should ensure that the CIO collects and assesses performance data 
(including qualitative or quantitative measures, as appropriate) to determine how the IT training program 
contributes to improved performance and results (once the training program is implemented). 

Narrative of 
Implementation 
Status  

GAO provided its assessment of USSS corrective actions on July 22, 2022.  GAO will continue to monitor 
USSS efforts to implement this recommendation. 

    
Component USSS 
Report Number GAO-20-239 

Report Title U.S. Secret Service: Investigative Operations Confer Benefits, but Additional Actions Are Needed to Prioritize 
Resources  

Report Received/ 
Issued Date 09/26/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

01/13/2023 

Recommendation The Director of the Secret Service should identify which types of investigations and activities best prepare 
special agents for protective responsibilities.  

Narrative of 
Implementation 
Status  

On January 13, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component USSS 
Report Number GAO-20-239 

Report Title U.S. Secret Service: Investigative Operations Confer Benefits, but Additional Actions Are Needed to Prioritize 
Resources  

Report Received/ 
Issued Date 09/26/2019 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

01/13/2023 

Recommendation The Director of the Secret Service should develop a framework to help ensure special agents have an 
opportunity to work, to the extent possible, investigations and activities that best prepare them for protection.  

Narrative of 
Implementation 
Status  

On January 13, 2023, GAO closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component USSS 
Report Number GAO-20-239 

Report Title U.S. Secret Service: Investigative Operations Confer Benefits, but Additional Actions Are Needed to Prioritize 
Resources  

Report Received/ 
Issued Date 09/26/2019 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

07/31/2023 

Recommendation 
The Director of the Secret Service should establish a documented process to ensure that Office of 
Investigations resources are aligned with priority criminal threats.  The process should outline key information 
to be included in plans for addressing priority threats.  

Narrative of 
Implementation 
Status  

The Office of Investigations finalized USSS’s investigative strategy from October 2020.  Prior to September 
30, 2021, USSS requested that GAO consider this recommendation resolved and closed.  To meet the intent of 
the recommendation, GAO has requested that USSS create a policy that defines what specific types of crime 
are a priority (i.e., money laundering, credit card fraud, skimming, etc.) and defines a process to ensure that 
investigations align with those types of crime.  Once priorities are identified, it will be possible for USSS to 
track data on resources expended to investigate them.  USSS will continue to coordinate internally to address 
GAO’s recommendation. 

    
Component USSS 
Report Number GAO-20-239 
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Report Title U.S. Secret Service: Investigative Operations Confer Benefits, but Additional Actions Are Needed to Prioritize 
Resources  

Report Received/ 
Issued Date 09/26/2019 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Director of the Secret Service should identify investigations that address priority criminal threats agency-
wide and collect data on the resources expended to investigate the threats.  

Narrative of 
Implementation 
Status  

The USSS Office of Training advised that policy Office of Training, Rowley Training Center 03(02) will be 
completed by December 30, 2022.  Once completed, USSS will submit it GAO for review and request that the 
auditors consider the recommendation closed as implemented. 

    
Component USSS 
Report Number GAO-21-105255 

Report Title Capitol Attack: Special Event Designations Could Have Been Requested for January 6, 2021, but Not All 
DHS Guidance is Clear 

Report Received/ 
Issued Date 08/09/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The Secretary of Homeland Security should consider whether additional factors, such as the context of the 
events and surrounding circumstances in light of the current environment of emerging threats, are needed for 
designating NSSE events.  

Narrative of 
Implementation 
Status  

USSS continues to nonconcur with GAO’s recommendation.  USSS maintains that this recommendation 
appears to be based on a flawed premise, i.e., that the existing designation process does not allow the Secretary 
of DHS to take “the context of the event and surrounding circumstances” and “the current environment of 
emerging threats” into account when making National Special Security Event (NSSE) designation decisions.  
To the contrary, these factors—context, current environment, and emerging threats—are evaluated when 
determining whether to designate an event as an NSSE.  The NSSE process is designed to be deliberate and 
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proactive and involves months of organization and collaboration with law enforcement partners and others.  
The purpose is to design a structure that analyzes needs and capabilities to delineate the roles and 
responsibilities for the development of security plans for an event utilizing the full availability of Federal 
Government resources, as appropriate.  The draft report asserts the need to remain flexible in the approach to 
managing risks and cites emerging factors that should have been considered, such as an FBI report, dated 
January 5, 2021, that warned of individuals traveling to Washington, D.C. for “war” at the Capitol on 
January 6, 2021.  However, local, state, and federal law enforcement and public safety officials can, and do, 
respond to emerging factors, and adapt security postures in the near-term without the need to designate an 
event as an NSSE.  This occurs regularly throughout the National Capital Region (i.e., the District of 
Columbia, Maryland, and Virginia).  The fact is that sufficient time would not have been available to address 
this, or any other intelligence received on January 5, 2021, through the NSSE process.  The most effective 
approach would have been for the U.S. Capitol Police (i.e., the lead law enforcement agency for all events, 
whether designated as an NSSE or not, occurring on the grounds of the U.S. Capitol) to use the standard 
approach of law enforcement adapting to newly identified information, as appropriate.  In order for 
information contained within the FBI’s report to have informed the planning process for an NSSE, the event 
would have had to have been designated as such months earlier.  Additionally, evaluations that help to inform 
the designation of NSSEs generally are conditioned on the Department receiving a request for an evaluation, 
which was not received for any of the events of January 6, 2021.  The premise that D.C. Mayor Muriel Bowser 
was unaware of how to request an NSSE appears to be factually inaccurate because it was the mayor who 
requested in a letter to then-DHS Acting Secretary Chad Wolf on January 9, 2021—just a few days after the 
events of January 6, 2021—to begin the already approved Inauguration NSSE period early on January 11, 
2021, as opposed to January 19, 2021.  In a reply dated January 11, 2021, Acting Secretary Wolf agreed to 
begin the period on January 13, 2021, demonstrating the Department’s flexibility in its approach to managing 
emergent risks and other factors.  D.C. Mayors also previously requested an NSSE designation for other 
events in D.C.  For example, then-Secretary Jeh Johnson received a written request from Mayor Vincent Gray 
for the 2014 U.S.–African Leaders’ Summit.  The U.S. Capitol Police also previously requested an NSSE 
designation in 2005 for the State of the Union address, prior to when these addresses were designated as 
recurring NSSEs on September 24, 2018, by then-Secretary Kirstjen M. Nielsen.  These examples demonstrate 
the National Capital Region local governments and federal agencies’ understanding of the NSSE designation 
process.  DHS requests that GAO consider this recommendation resolved and closed. 

    
Component USSS 
Report Number GAO-21-105255 
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Report Title Capitol Attack: Special Event Designations Could Have Been Requested for January 6, 2021, but Not All 
DHS Guidance is Clear 

Report Received/ 
Issued Date 08/09/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The Secretary of Homeland Security should update the Department of Homeland Security’s policy to clarify 
and communicate the process for requesting an NSSE designation for an event held on federal property in 
Washington, D.C. to all relevant stakeholders, including relevant federal, state, and local entities  

Narrative of 
Implementation 
Status  

USSS continues to nonconcur with GAO’s recommendation.  USSS policy is internal to USSS and necessarily 
follows Presidential Policy Directive 22, “National Special Security Events,” dated March 28, 2013, regarding 
NSSEs, as delineated by former-President Barack Obama.  An internal USSS policy change would not clarify 
to any outside entity the process for requesting an NSSE on federal property in Washington, D.C.  In addition, 
senior DHS leadership does not believe that the NSSE designation process needs clarification given:  (1) 
USSS responds to all requests for NSSE evaluations, regardless of the source of the request; (2) demonstrated 
understanding of relevant partners in the National Capital Region of the NSSE designation process; and (3) 
ongoing engagement of OPE and others with the SLTT governments, including the D.C. Homeland Security 
and Emergency Management Agency.  More specifically, OPE coordinates DHS outreach efforts with critical 
stakeholders nationwide to ensure a unified approach to external engagement, including SLTT governments, 
SLTT elected officials, SLTT law enforcement, the private sector, and colleges and universities.  OPE 
advocates for and represents the interests of these stakeholders through the Department’s policy-making 
process and serves as a conduit for the Secretary of DHS to engage with stakeholders or to share information 
on a variety of topics.  This can include partnering with USSS and/or others through OPE’s Office of 
Intergovernmental Affairs to respond to SLTT questions about the NSSE request and designation process, as 
needed.  In addition to these efforts, the DHS Office of Operations Coordination fulfills a unique response and 
facilitation role within the Department by serving as the bridge for sharing critical information between DHS 
Components, across the interagency community, and among homeland security partners.  For example, the 
DHS Special Events Program, within the DHS Office of Operations Coordination, manages the annual 
National Special Events Data Call process extended to 56 states and territories to collect information on events 
occurring in their jurisdictions.  The National Special Events Data Call is conducted using the Special Events 
Working Group Community of Interest on the Homeland Security Information Network and engages 
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homeland security advisors or their proxies, including the D.C. Homeland Security and Emergency 
Management Agency.  Information collected and resulting analyses are used to inform decisions on support to 
special events.  DHS requests that GAO consider this recommendation resolved and closed. 

    
Component USSS 
Report Number GAO-21-518 

Report Title Facial Recognition Technology: Federal Law Enforcement Agencies Should Better Assess Privacy and Other 
Risks 

Report Received/ 
Issued Date 04/28/2021 

Rec # 12 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Director of the Secret Service should, after implementing a mechanism to track non-federal systems, 
assess the risks of using such systems, including privacy and accuracy-related risks. 

Narrative of 
Implementation 
Status  

On September 9, 2022, the USSS Office of Investigations informed the USSS OPR that the new PIA policy 
will be available for GAO’s review in 3 months.  The current plan is to create a policy that will set the 
parameters for the use of facial recognition technology by Office of Investigations personnel in the field.  The 
policy, in turn, will help to address concerns and to mitigate risks listed in the PIA.  The first draft for internal 
review was completed on September 14, 2022.  Since the topic covers investigative activities, input will be 
required from legal and the Strategic Intelligence and Information division.  In October 2022, the Office of 
Investigations will make edits to the PIA and will cite the policy when addressing the listed risks.  Upon doing 
so, and after final review by the legal and privacy divisions, USSS will submit the PIA to DHS for review. 
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IV. Implementation Status of OIG’s Public  
Recommendations 

 
A. Recommendations “Closed, Unimplemented” 
 
From October 1, 2021, to September 30, 2022, OIG designated 16 public recommendations 
addressed to DHS as “closed, unimplemented.”  These recommendations are listed below along 
with the Department’s justification for not implementing each recommendation. 
 
DHS strictly adheres to a self-imposed practice of only closing OIG recommendations after first 
reaching agreement regarding closure with OIG staff and has followed this practice since 2010.  
In addition to DHS’s formal management response to each recommendation, this practice 
provides confidence to Congress and the public that DHS took appropriate actions to implement 
these recommendations or otherwise to resolve any disagreements. 
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Component ICE 
Report Number OIG-22-14 
Report Title Medical Processes and Communication Protocols Need Improvement at Irwin County Detention Center 
Report Received/ 
Issued Date 01/03/2022 

Rec # 1 
Date Closed 01/04/2022 

Recommendation 

The Executive Associate Director of Enforcement and Removal Operations should direct the Atlanta 
Enforcement and Removal Field Office responsible for Irwin County Detention Center to ensure IHSC 
coordinates with ICDC medical unit to update processes and documentation for chronic care cases and develop 
a continuous quality improvement program. 

Narrative of 
Implementation 
Status  

As of September 3, 2021, ICE no longer uses the Irwin County Detention Center (ICDC), and the contract 
ended on October 7, 2021.  ICE was required to nonconcur with this recommendation for procedural reasons, 
while acknowledging the importance of maintaining appropriate conditions at its detention facilities.  Should 
detainees again be housed at ICDC in the future, ICE will ensure that all detention standards are implemented 
and followed, as appropriate. 

    
Component ICE 
Report Number OIG-22-14 
Report Title Medical Processes and Communication Protocols Need Improvement at Irwin County Detention Center 
Report Received/ 
Issued Date 01/03/2022 

Rec # 2 
Date Closed 01/04/2022 

Recommendation 
The Executive Associate Director of Enforcement and Removal Operations should direct the Atlanta 
Enforcement and Removal Field Office responsible for Irwin County Detention Center to ensure IHSC 
conducts training with ICDC medical unit about medication administration and health records documentation. 

Narrative of 
Implementation 
Status  

As of September 3, 2021, ICE no longer uses ICDC, and the contract ended on October 7, 2021.  ICE was 
required to nonconcur with this recommendation for procedural reasons, while acknowledging the importance 
of maintaining appropriate conditions at its detention facilities.  Should detainees again be housed at ICDC in 
the future, ICE will ensure that all detention standards are implemented and followed, as appropriate. 
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Component ICE 
Report Number OIG-22-14 
Report Title Medical Processes and Communication Protocols Need Improvement at Irwin County Detention Center 
Report Received/ 
Issued Date 01/03/2022 

Rec # 3 
Date Closed 01/04/2022 

Recommendation 

The Executive Associate Director of Enforcement and Removal Operations should direct the Atlanta 
Enforcement and Removal Field Office responsible for Irwin County Detention Center to coordinate with 
ICDC management staff to develop a communication plan to keep detainees informed during a pandemic or 
other emergency situations, and to include related policy and protocols, potential exposures, 
quarantine/isolation status, and testing procedures.  

Narrative of 
Implementation 
Status  

As of September 3, 2021, ICE no longer uses ICDC, and the contract ended on October 7, 2021.  ICE was 
required to nonconcur with this recommendation for procedural reasons, while acknowledging the importance 
of maintaining appropriate conditions at its detention facilities.  Should detainees again be housed at ICDC in 
the future, ICE will ensure that all detention standards are implemented and followed, as appropriate. 

    
Component ICE 
Report Number OIG-22-14 
Report Title Medical Processes and Communication Protocols Need Improvement at Irwin County Detention Center 
Report Received/ 
Issued Date 01/03/2022 

Rec # 5 
Date Closed 01/04/2022 

Recommendation 

The Executive Associate Director of Enforcement and Removal Operations should direct the Atlanta 
Enforcement and Removal Field Office responsible for Irwin County Detention Center to coordinate with 
ICDC management staff to review and update the ICDC Detainee Handbook to ensure it contains current 
contact information for the ICE ERO Atlanta Field Office and the scheduled hours and days that ICE ERO 
staff are available to detainees. 

Narrative of 
Implementation 
Status  

As of September 3, 2021, ICE no longer uses ICDC and the contract ended on October 7, 2021.  ICE was 
required to nonconcur with this recommendation for procedural reasons, while acknowledging the importance 
of maintaining appropriate conditions at its detention facilities.  Should detainees again be housed at ICDC in 
the future, ICE will ensure that all detention standards are implemented and followed, as appropriate. 



 

200 

    
Component ICE 
Report Number OIG-22-37 

Report Title ICE Spent Funds on Unused Beds, Missed COVID-19 Protocols and Detention Standards while Housing 
Migrant Families in Hotels 

Report Received/ 
Issued Date 04/13/2022 

Rec # 1 
Date Closed 04/13/2022 

Recommendation 
The Executive Associate Director of Enforcement and Removal Operations should direct the Director of ICE 
Enforcement and Removal to ensure appropriate contract processes and policies are followed, including the 
use of sole source contracting for hotel space.  

Narrative of 
Implementation 
Status  

ICE OAQ used a valid exception to competition given the urgency of the migrant crisis on the Southwest 
Border.  On the basis of market research, ICE determined that using Federal Acquisition Regulation (FAR) 
exception 6.302-2 was appropriate to meet ICE’s urgent housing needs on the Southwest Border for the 
migrant crisis in early 2021.  DHS OCPO concurred with ICE’s strategy in February 2021 and reviewed and 
approved the justification and approval (J&A) on March 29, 2021.  ICE OAQ proceeded with issuing the J&A 
for a sole-source award and posted the J&A after the award as permitted by FAR § 6.305(b), “Availability of 
the justification.”  ICE OAQ subsequently awarded a contract to Endeavors, as the only known qualified 
source that was able to meet the immediate needs of the Southwest Border crisis regarding bedding and other 
required ancillary support for the migrant population.  Further, the total period of performance did not exceed 
1 year and met the requirements of FAR § 6.302-2.  ICE ERO and OAQ continued to monitor the marketplace 
for any potential follow-on support for hoteling spaces on the basis of the Southwest Border migrant crisis and 
later issued a request for quotation against all DHS strategic sourcing vehicle contract vendors.  However, ICE 
decided against awarding a task order for the additional hotel beds on the basis of its current Southwest Border 
requirements.  With these actions, ICE demonstratively shows that it followed appropriate contract processes 
and policies and obtained approval from all required levels of leadership regarding the Endeavors contract.  As 
of December 2021, ICE closed six of the eight hotels and the remaining two hotels were demobilized on 
March 31, 2022.  There were no contract extensions past March 31, 2022, because ICE’s efforts included 
transitioning all forms of family staging to alternatives to detention programs.  OIG administratively closed the 
recommendation at report issuance on April 13, 2022. 

    
Component ICE 
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Report Number OIG-22-37 

Report Title ICE Spent Funds on Unused Beds, Missed COVID-19 Protocols and Detention Standards while Housing 
Migrant Families in Hotels 

Report Received/ 
Issued Date 04/13/2022 

Rec # 3 
Date Closed 04/13/2022 

Recommendation 
The Executive Associate Director of Enforcement and Removal Operations should direct the Director of ICE 
Enforcement and Removal to implement testing protocols for the remainder of the COVID-19 response to 
ensure that migrant families are tested.  

Narrative of 
Implementation 
Status  

At the time of report issuance, ICE believed that its testing protocols for COVID-19 were sufficient, per 
Centers for Disease Control and Prevention (CDC) and internal ICE guidance.  Accordingly, ICE procedures 
already required that all migrants be tested upon intake to an ICE facility, regardless of vaccine status, and 
address further testing to be performed on the basis of exposure to COVID-19 or following CDC 
requirements.  OIG found that Endeavors and ICE did not always complete testing to reduce COVID-19 
exposure of migrants who had contracted the virus during their passage into the United States.  However, as of 
December 2021, ICE closed six of the eight hotels and the remaining two hotels were demobilized on 
March 31, 2022.  There were no contract extensions past March 31, 2022, because ICE’s efforts included 
transitioning all forms of family staging to alternatives to detention programs.  OIG administratively closed the 
recommendation at report issuance on April 13, 2022. 

    
Component ICE 
Report Number OIG-22-37 

Report Title ICE Spent Funds on Unused Beds, Missed COVID-19 Protocols and Detention Standards while Housing 
Migrant Families in Hotels 

Report Received/ 
Issued Date 04/13/2022 

Rec # 4 
Date Closed 04/13/2022 

Recommendation 
The Executive Associate Director of Enforcement and Removal Operations should direct the Director of ICE 
Enforcement and Removal to ensure Endeavors complies with the new healthcare protocols and modified FRS 
at facilities covered by those standards.  
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Narrative of 
Implementation 
Status  

The IHSC field medical coordinators (FMC), from the Medical Case Management Unit (MCMU), conducted 
site visits to facilities in Texas from May 2021 to February 2022 to ensure compliance and adherence to 
healthcare protocols and standards.  FMCs are in daily contact with the sites to ensure strict adherence to 
current healthcare protocols and any new protocols as they arise.  FMCs provide guidance and oversight on 
the screening and testing of incoming migrant families for COVID-19 upon arrival, to include informed 
consent and informed consent documentation, as well as ensuring that migrant individuals who test positive 
remain isolated and that exposed families are quarantined, in accordance with CDC guidance.  Further, FMCs 
provide oversight to ensure that all migrant families receive timely access to care, including daily sick calls, 
which are documented appropriately.  Families are screened and tested for COVID-19 upon arrival and 
departure, which is included in medical discharge documentation.  Since the date of opening, onsite testing has 
been performed using the Abbott ID NOW analyzers and rapid polymerase chain reaction cartridges, and 
MCMU will continue to provide close monitoring to ensure compliance at these sites.  Overall, ICE ERO 
ensured that Endeavors was in compliance with Family Residential Standards (FRS) at the Emergency Family 
Staging Centers.  Although these centers are not traditional detention settings, ICE ERO worked closely with 
Endeavors to develop an operationally sound and feasible plan to meet the standards, which ICE believes to be 
sufficient.  As of December 2021, ICE closed six of the eight hotels and the remaining two hotels were 
demobilized on March 31, 2022.  There were no contract extensions past March 31, 2022, because ICE’s 
efforts included transitioning all forms of family staging to ATD programs.  OIG administratively closed the 
recommendation at report issuance on April 13, 2022.  

    
Component MGMT-OCFO 
Report Number OIG-22-04 

Report Title The Department of Homeland Security Continues to Make Progress Meeting DATA Act Requirements, But 
Challenges Remain 

Report Received/ 
Issued Date 11/04/2021 

Rec # 2 
Date Closed 11/04/2021 

Recommendation 

The Acting Chief Financial Officer should develop and apply solutions to address the challenges hampering 
the timeliness of FEMA’s financial assistance data, including any limitations in FEMA’s modernized National 
Flood Insurance Program system and the recurring systems integration issue caused by backdating grant 
awards.  Ensure the solutions enable FEMA to comply with the 30-day standard for reporting financial 
assistance awards. 
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Narrative of 
Implementation 
Status  

DHS believes that this recommendation is considered closed as unimplemented because it is duplicative of 
OIG 20-62 Recommendation 3, which is closed as implemented.  

    
Component MGMT-OCHCO 
Report Number OIG-20-19 
Report Title PALMS Funding and Payments Did Not Comply with Federal Appropriations Law 
Report Received/ 
Issued Date 03/24/2020 

Rec # 2 
Date Closed 05/26/2022 

Recommendation 
The Under Secretary for Management should identify any violations of the Antideficiency Act related to the 
funding of PALMS and report all violations in accordance with 31 U.S.C. § 1351 and Section 145 of the 
Office of Management and Budget Circular No. A-11. 

Narrative of 
Implementation 
Status  

DHS dissolved the Working Capital Fund at the end of FY 2020.  Because of the expiration of the affected 
appropriation accounts, OIG concluded that DHS cannot complete a thorough review of violations that 
possibly occurred approximately 10 years ago. 

    
Component MGMT-OCPO 
Report Number OIG-20-19 
Report Title PALMS Funding and Payments Did Not Comply with Federal Appropriations Law 
Report Received/ 
Issued Date 03/24/2020 

Rec # 8 
Date Closed 05/26/2022 

Recommendation 
The Chief Procurement Officer should issue a memorandum to the Department of Homeland Security 
headquarters and components instructing its procurement offices to pay for PALMS and subscriptions only 
after satisfactory delivery of all associated services. 

Narrative of 
Implementation 
Status  

OCPO nonconcurred with the recommendation, as well as with the conclusion that DHS violated the advanced 
payment provision at 31 U.S.C. § 3324(a).  On May 18, 2022, OCPO once again requested that OIG close the 
recommendation.  The action required by the recommendation was no longer a reasonably viable option 
because the PALMS Blanket Purchase Agreement order would be ending on October 26, 2022, and DHS 
anticipated using the Office of Personnel Management as the shared service provider for the Department’s new 
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LMS.  Payment from DHS to the Office of Personnel Management will be made in accordance with G-
invoicing requirements established by the U.S. Department of the Treasury. 

    
Component MGMT-FPS 
Report Number OIG-21-05 

Report Title Management Alert - FPS Did Not Properly Designate Department of Homeland Security Employees Deployed 
to Protect Federal Properties under 40 U.S.C. § 1315(b)(1) 

Report Received/ 
Issued Date 11/02/2020 

Rec # 1 
Date Closed 12/23/2021 

Recommendation 
The Acting Secretary of Homeland Security should ensure the Under Secretary for Management, the Director 
of the Federal Protective Service, and anyone else seeking to designate DHS employees under 40 U.S.C. § 
1315(b)(1) have received properly delegated authority to do so. 

Narrative of 
Implementation 
Status  

FPS nonconcurred with this recommendation because DHS consistently has maintained its legal position in 
relevant legal proceedings that Mr. McAleenan validly served as Acting Secretary.  Until a federal court 
definitively determines that question, it is premature to take additional steps to ensure that the FPS Director 
has designation authority under 40 U.S.C. § 1315.  As of February 4, 2021, FPS and DHS continued to assert 
that former Acting Secretary McAleenan validly was serving as Acting Secretary when he delegated the 
authority to designate DHS employees under 40 U.S.C. § 1315(b)(1) to the Under Secretary of Management.  
Although the Department’s position is that the authority was delegated properly, out of an abundance of 
caution, the FPS Office of the Director, in coordination with OGC, reviewed whether any additional steps, to 
include ratification of the delegations, should be taken to ensure that the FPS Director has the authority to 
designate DHS officers under 40 U.S.C. § 1315(b)(1).  On December 13, 2021, FPS made administrative 
changes to its cross-designation process to improve internal processes.  DHS stated that the previously 
referenced memorandum titled “Continuation of DHS Support to Protect Federal Facilities, Property, and 
Personnel” did not contemplate a redelegation of authority to designate DHS officers under 40 U.S.C. § 
1315(b)(1), and it only reaffirmed the basic need for DHS to support the FPS protection mission in certain 
situations.  DHS also stated that the memorandum never was signed by the Secretary and does not supersede 
the Department’s nonconcurrence with this recommendation.  Pursuant to DHS Instruction Number:  077-01-
001, “Instruction on Follow-Up and Resolution for Office of Inspector General Report Recommendations,” 
the “Resolution Official” determines the final Department position on recommendations and reports when 
OIG and Component management officials have not reached agreement on corrective actions and target 
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completion dates.  According to DHS Delegation Number 00109, the Under Secretary for Management is the 
Resolution Official.  Given that this recommendation involves the Under Secretary for Management, OIG 
indicated that its office would not refer this matter to the Resolution Official and would close this 
recommendation as not implemented. 

    
Component MGMT-FPS 
Report Number OIG-21-05 

Report Title Management Alert - FPS Did Not Properly Designate DHS Employees Deployed to Protect Federal Properties 
under 40 U.S.C. § 1315(b)(1) 

Report Received/ 
Issued Date 11/02/2020 

Rec # 2 
Date Closed 12/23/2021 

Recommendation 
The Director of the Federal Protective Service or his designee, exercising properly delegated authority to 
designate DHS employees under 40 U.S.C. § 1315(b)(1), should designate by name any DHS employees 
authorized to exercise authority under that statute to protect Federal property and persons on that property. 

Narrative of 
Implementation 
Status  

FPS nonconcurred with this recommendation because DHS consistently has maintained its legal position in 
relevant legal proceedings that Mr. McAleenan validly served as Acting Secretary.  Until a federal court 
definitively determines that question, it is premature to take additional steps to ensure that the FPS Director 
has designation authority under 40 U.S.C. § 1315.  As of February 4, 2021, FPS and DHS continued to assert 
that former Acting Secretary McAleenan validly was serving as Acting Secretary when he delegated the 
authority to designate DHS employees under 40 U.S.C. § 1315(b)(1) to the Under Secretary of Management.  
Although the Department’s position is that the authority was delegated properly, out of an abundance of 
caution, the FPS Office of the Director, in coordination with OGC, reviewed whether any additional steps, to 
include ratification of the delegations, should be taken to ensure that the FPS Director has the authority to 
designate DHS officers under 40 U.S.C. § 1315(b)(1).  On December 13, 2021, FPS made administrative 
changes to its cross-designation process to improve internal processes.  DHS stated that the previously 
referenced memorandum titled “Continuation of DHS Support to Protect Federal Facilities, Property, and 
Personnel” did not contemplate a redelegation of authority to designate DHS officers under 40 U.S.C. § 
1315(b)(1), and it only reaffirmed the basic need for DHS to support the FPS protection mission in certain 
situations.  DHS also stated that the memorandum never was signed by the Secretary and does not supersede 
the Department’s nonconcurrence with this recommendation.  Pursuant to DHS Instruction Number:  077-01-
001, “Instruction on Follow-Up and Resolution for Office of Inspector General Report Recommendations,” 
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the “Resolution Official” determines the final Department position on recommendations and reports when 
OIG and Component management officials have not reached agreement on corrective actions and target 
completion dates.  According to DHS Delegation Number 00109, the Under Secretary for Management is the 
Resolution Official.  Given that this recommendation involves the Under Secretary for Management, OIG 
indicated that its office would not refer this matter to the Resolution Official and would close this 
recommendation as not implemented. 

    
Component USCG 
Report Number OIG-20-80 
Report Title DHS Cannot Determine the Total Cost, Effectiveness, and Value of Its Joint Task Forces 
Report Received/ 
Issued Date 09/30/2020 

Rec # 2 
Date Closed 12/03/2021 

Recommendation The DHS Secretary should designate a department-level office to implement and update policies and 
procedures for JTFs. 

Narrative of 
Implementation 
Status  

The provision in the law that requires DHS to establish and operate JTFs sunset in September 2022.  With that 
provision gone and no sponsor from DHS or Congress to further the case for expanding the use of JTFs, OIG 
closed this recommendation as unimplemented.   

    
Component USCG 
Report Number OIG-20-80 
Report Title DHS Cannot Determine the Total Cost, Effectiveness, and Value of Its Joint Task Forces 
Report Received/ 
Issued Date 09/30/2020 

Rec # 5 
Date Closed 12/03/2021 

Recommendation 
The DHS Secretary should designate a department-level office to coordinate with the components to collect 
needed information, and prepare and submit total funding and impact reports to Congress, as the public law 
requires.  

Narrative of 
Implementation 
Status  

The provision in the law that requires DHS to establish and operate JTFs sunset in September 2022.  With that 
provision gone and no sponsor from DHS or Congress to further the case for expanding the use of JTFs, OIG 
closed this recommendation as unimplemented.   
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Component USCG 
Report Number OIG-20-80 
Report Title DHS Cannot Determine the Total Cost, Effectiveness, and Value of Its Joint Task Forces 
Report Received/ 
Issued Date 09/30/2020 

Rec # 6 
Date Closed 12/03/2021 

Recommendation 
The DHS Secretary should designate a department-level office to develop outcome-based performance metrics 
for JTFs and submit performance metrics reports to Congress, evaluating the effectiveness of each JTF, as the 
public law requires. 

Narrative of 
Implementation 
Status  

The provision in the law that requires DHS to establish and operate JTFs sunset in September 2022.  With that 
provision gone and no sponsor from DHS or Congress to further the case for expanding the use of JTFs, OIG 
closed this recommendation as unimplemented.   

    
Component USCG 
Report Number OIG-20-80 
Report Title DHS Cannot Determine the Total Cost, Effectiveness, and Value of Its Joint Task Forces 
Report Received/ 
Issued Date 09/30/2020 

Rec # 7 
Date Closed 12/03/2021 

Recommendation The DHS Secretary should designate a department-level office to develop and manage a joint-duty training 
program and provide training to JTF staff, as the public law requires. 

Narrative of 
Implementation 
Status  

The provision in the law that requires DHS to establish and operate JTFs sunset in September 2022.  With that 
provision gone and no sponsor from DHS or Congress to further the case for expanding the use of JTFs, OIG 
closed this recommendation as unimplemented.   
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B. Recommendations “Open” 
 
As of September 30, 2022, 199 OIG public recommendations were designated as “open” for a 
period of not less than 1 year (i.e., since September 30, 2021).  These recommendations are listed 
below, along with a description of the actions taken, ongoing, or planned to address the 
recommendations; an ECD; and a brief discussion of resource and budgetary implications, as 
appropriate. 
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Component CBP 
Report Number OIG-18-83/OIG-18-83FOUO 
Report Title CBP’s International Mail Inspection Processes Need Improvement at JFK International Airport 
Report Received/ 
Issued Date 09/24/2018 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

04/28/2023 

Recommendation 
The Assistant Commissioner for the Office of Information and Technology (OIT) and Executive Assistant 
Commissioners for Field Operations and Operations Support should jointly establish a process to inventory 
arriving international air mail received from USPS, scanned by CBP, and returned to USPS. 

Narrative of 
Implementation 
Status  

CBP completed a multimillion expenditure in FY 2021 allocated for critical infrastructure and technology 
investments to modernize CBP’s inspection areas at international mail facilities (IMF).  The contract was 
awarded for the purchase of mail sorting and singulation technology.  This technology will be linked to state-
of-the-art nonintrusive inspection equipment that will increase the volume and speed of mail inspected as well 
as improve the rate at which CBP is able to detect, hold, and seize suspicious mail.  This effort will support 
new enforcement capabilities that will increase mail processing efficiency and security.          

    
Component CBP 
Report Number OIG-18-83/OIG-18-83FOUO 
Report Title CBP’s International Mail Inspection Processes Need Improvement at JFK International Airport 
Report Received/ 
Issued Date 09/24/2018 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Executive Assistant Commissioners for Field Operations and Operations Support should update CBP’s 
International Mail Operations and Enforcement Handbook to reflect all types of arriving international mail. 

Narrative of 
Implementation 
Status  

CBP has revised the International Mail Operations and Enforcement Handbook.  The issuance of the handbook 
is on track for December 2022. 
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Component CBP 
Report Number OIG-18-83/OIG-18-83FOUO 
Report Title CBP’s International Mail Inspection Processes Need Improvement at JFK International Airport 
Report Received/ 
Issued Date 09/24/2018 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2024 

Recommendation 

The Executive Assistant Commissioners for Field Operations and Operations Support should jointly update 
the Seized Asset Management and Enforcement Procedure Handbook and the International Mail Operations 
and Enforcement Handbook to outline all of the precautions necessary to safeguard suspicious mail prior to 
formal seizure. 

Narrative of 
Implementation 
Status  

CBP revised the International Mail Operations and Enforcement Handbook.  The issuance of the handbook is 
on track for December 2022.  Once the International Mail Operations and Enforcement Handbook is issued, 
CBP plans to finalize updates to the Seized Asset Management and Enforcement Procedure Handbook by 
December 2024. 

    
Component CBP 
Report Number OIG-19-10 
Report Title CBP’s Searches of Electronic Devices at Ports of Entry  
Report Received/ 
Issued Date 12/06/2018 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Executive Assistant Commissioner of the Office of Field Operations should: 
a. Develop and implement performance measures for the advanced searches of electronic devices pilot 
program. 
b. Evaluate the effectiveness of the pilot program to determine whether the advanced searches are achieving 
the program’s intended purpose. 
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c. Work with the Commissioner of U.S. Customs and Border Protection to evaluate the performance of Office 
of Field Operations in the advanced searches of electronic devices pilot program and, based on the results of 
such evaluation, decide whether to discontinue or establish it as a permanent program of record. 

Narrative of 
Implementation 
Status  

CBP OFO continues its work on establishing key performance indicators to evaluate the effectiveness of the 
searches of electronic devices program.  These performance indicators will be used to make a formal 
recommendation to CBP leadership regarding the transition of the program into a formal program.  The 
development of performance metrics is ongoing, with a working group specifically focused on systems and 
data.  To date, this working group has determined that systems and process modifications are required to 
ensure that the data points needed to measure pilot effectiveness are being captured accurately, effectively, and 
in a manner routinely accessible for analysis and reporting.  OFO actively is assessing alternative data sources 
that may be leveraged to assess pilot effectiveness. 

    
Component CBP 
Report Number OIG-19-23 
Report Title Border Patrol Needs a Staffing Model to Better Plan for Hiring More Agents 
Report Received/ 
Issued Date 02/28/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Under Secretary for Management of DHS should ensure CBP and Border Patrol expedite development 
and implementation of a workforce staffing model for U.S. Border Patrol as required by Congress to better 
inform staffing and resource deployment decisions. 

Narrative of 
Implementation 
Status  

On January 10, 2022, USBP provided the DHS Verification, Validation, and Accreditation (VV&A) team with 
the additional Sector Intelligence Unit information requested.  On January 12, 2022, USBP briefed the DHS 
VV&A team on the updated results for the Patrol Border Group (PBG) submodel based on the implementation 
of the DHS VV&A technical recommendations, as well as the inclusion of FY 2021 data.  All documentation 
relating to the PBG submodel was submitted to DHS VV&A on January 25, 2022, and was reviewed for 
accreditation.  On March 22, 2022, DHS VV&A indicated that it intends to accredit the PBG submodel.  On 
May 3, 2022, USBP received the draft report from DHS VV&A indicating that the PBG submodel would 
receive limited accreditation.  On May 6, 2022, USBP briefed OMB on the PBG submodel.  On May 27, 2022, 
and June 23, 2022, USBP responded to OMB’s questions regarding the PBG submodel.  OMB has not 
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provided a determination, which is expected to affect the milestone timeline for the USBP Staffing Model.  On 
July 7, 2022, the congressional report regarding the USBP Staffing Model was approved by USBP leadership 
and submitted into routing for CBP review.  CBP OCC cleared the congressional report, and, as of September 
30, 2022, it is under review by CBP OCA.   
 
On August 18, 2022, the updated Sector Intelligence Unit submodel, which addressed DHS VV&A 
requirements, was resubmitted to the DHS VV&A team for review and accreditation.  Additionally, on 
September 12, 2022, the Special Operations submodel was completed and submitted to the DHS VV&A team 
for review and accreditation.  CBP continues to develop and refine its staffing model.  Both the Sector 
Intelligence Unit submodel and the Special Operations model are under review by the DHS VV&A team.   
 
The remaining submodel, Operational Support Group, is expected to be completed by November 30, 2022.  
Once completed, USBP will coordinate with the DHS VV&A team to brief the Operational Support Group 
submodel and to submit it for review and accreditation. 

    
Component CBP 
Report Number OIG-20-55 
Report Title CBP Needs a Comprehensive Process for Conducting Covert Testing and Resolving Vulnerabilities  
Report Received/ 
Issued Date 07/29/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Deputy Commissioner of CBP should develop and implement polices to ensure CBP’s covert testing 
groups: 
a. Develop risk-based annual covert testing plans and identify systematic tests; 
b. Distribute test results throughout the organization; 
c. Make recommendations; and 
d. Implement and track corrective actions. 

Narrative of 
Implementation 
Status  

The transition of the CBP Operational Field Testing Division (OFTD) from OS-Office of Intelligence to OS-
PARE was approved and implemented on August 18, 2021.  On September 27, 2021, OFTD implemented a 
system of record, CBP Audits and Inspections Tracking System (CAITS), which documents operations, 
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assessment reports, and recommendations, and tracks corrective actions.  On November 30, 2021, OFTD 
issued its annual plan to all of CBP leadership and offices and developed procedures for distributing reports 
and recommendations to the Executive Assistant Commissioner for the program office assessed.  In addition, 
OFTD now requires responses to recommendations and proposed CAPs within 30 days of report issuance, 
which are captured in CAITS.  CAITS also allows for the capture of program office and OFTD performance 
metrics.  On December 20, 2021, CBP requested closure and provided OIG with the following supporting 
documentation:  (1) OS-PARE email notification on “2022 OFTD Annual Plan”; (2) Memorandum for “OFTD 
FY 2022 Annual Plan”; (3) OFTD’s FY 2022 Annual Plan; (4) Memorandum for “Realignment of the OFTD 
from the OI to PARE Directorate with OS”; and (5) Memorandum for “OFTD System of Record 
Implementation.”  In addition, on March 4, 2022, CBP provided OIG with OFTD CAITS Snapshots as 
evidence of OTFD’s system of record, and on June 30, 2022, CBP provided the OFTD FY 2022 Annual Plan, 
Summary of Findings (Baltimore and San Francisco), and the USBP email notification on “Discontinuation of 
Checkpoint Internal Assessment Program Requirement and Transition to CBP OFTD Covert Testing,” which 
provided a notification of the dissolution of the USBP HQ’s yearly Checkpoint Internal Assessment Program 
and transition to OFTD covert testing.  Further, on September 15, 2022, CBP provided the OIG documentation 
illustrating the process for developing an annual plan and the distribution memo describing collaboration and 
outreach to the CBP operational offices.   

    
Component CBP 
Report Number OIG-20-55 
Report Title CBP Needs a Comprehensive Process for Conducting Covert Testing and Resolving Vulnerabilities  
Report Received/ 
Issued Date 07/29/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Assistant Commissioner of Intelligence and Border Patrol’s Chief of Law Enforcement Operations 
Directorate should direct covert testing entities to develop and implement both performance measures and 
standard operating procedures including: 
a. Processes for determining data to be included in test reports, 
b. Data quality monitoring, and 
c. Supervisory review. 
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Narrative of 
Implementation 
Status  

CBP OS PARE OFTD, in collaboration with USBP and OFO, has developed a directive, annual performance 
measures, and SOPs to assess the effectiveness of the covert testing.  In addition, on September 27, 2021, 
OFTD implemented a system of record, CBP CAITS, to document operations, assessment reports, and 
recommendations, and to track corrective actions.  On January 18, 2022, CBP requested closure and provided 
OIG with “U.S. CBP Directive No. 1430-001, Operational Field Testing (Covert Assessment) within CBP” 
and its issuing memorandum, as well as the FY 2022 PARE Priorities.  On March 8, 2022, OFTD and OIG 
met to discuss this recommendation.  In August 2022, CBP provided OIG with SOPs titled “CBP OS-PARE 
Directorate OFTD Convert Assessment Process Guide.”  On September 15, 2022, CBP OFTD provided OIG 
with an example of a report, routing sheets, recommendations, and management response, which had been 
uploaded to CAITS for tracking.  These documents represent the inclusion of data and the data quality 
monitoring in both the report and in CAITS, as well as the supervisory review and approval of both the report 
issued by OFTD to the appropriate Executive Assistant Commissioner and the management response back to 
OFTD, addressing the recommendation and proposed corrective actions, reviewed by the Executive Assistant 
Commissioner.  CBP OFTD includes test result data in the reports and uses CAITS to capture data related to 
OFTD’s work and related metrics for corrective action closure.   

    
Component CBP 
Report Number OIG-20-55 
Report Title CBP Needs a Comprehensive Process for Conducting Covert Testing and Resolving Vulnerabilities  
Report Received/ 
Issued Date 07/29/2020 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation 
The Assistant Commissioner of Office of Intelligence should direct all Operational Field Testing Division staff 
to review all prior and future classified reports to ensure they are properly marked to protect national security 
information. 

Narrative of 
Implementation 
Status  

On December 20, 2021, CBP requested closure and provided OIG with supporting documentation that 
included a memorandum from OPR titled “Correction to Classification Status of Covert Testing Reports” and 
a list of affected files that were reviewed.  On March 8, 2022, OFTD and OIG met to discuss this 
recommendation and the supporting documentation that was provided to support the request for closure.  On 
September 21, 2022, CBP met with OIG to discuss concerns and CBP actions that are required to close this 
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recommendation.  On the basis of the discussion, CBP is waiting for OIG to transmit the list of documents to 
be declassified.  Subsequently, OFTD and OPR will coordinate to discuss the specific language to be included 
in an updated memorandum for EAC signatures, to include all listed classified documents and their new 
appropriate markings.  OPR and OFTD will resubmit the updated memorandum for CBP leadership approval. 

    
Component CBP 
Report Number OIG-20-71 
Report Title Review of CBP’s Major Cybersecurity Incident During a 2019 Biometric Pilot 
Report Received/ 
Issued Date 09/21/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/05/2022 

Recommendation 
The CBP’s Assistant Commissioner for the Office of Information and Technology should implement all 
mitigation and policy recommendations to resolve the 2019 data breach identified in CBP’s Security Threat 
Assessments, including implementing USB device restrictions and applying enhanced encryption methods. 

Narrative of 
Implementation 
Status  

On December 5, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number OIG-20-71 
Report Title Review of CBP’s Major Cybersecurity Incident During a 2019 Biometric Pilot 
Report Received/ 
Issued Date 09/21/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/05/2022 

Recommendation 
The Deputy Executive Assistant Commissioner, Office of Field Operations should coordinate with the CBP 
Office of Information and Technology to ensure that all additional security controls are implemented on 
relevant devices at all existing Biometric Entry-Exit program pilot locations. 
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Narrative of 
Implementation 
Status  

On December 5, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified.  

    
Component CBP 
Report Number OIG-20-71 
Report Title Review of CBP’s Major Cybersecurity Incident During a 2019 Biometric Pilot 
Report Received/ 
Issued Date 09/21/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/28/2022 

Recommendation 
The Deputy Executive Assistant Commissioner, Office of Field Operations should establish a plan for the 
Biometric Entry-Exit Program to routinely assess third-party equipment supporting biometric data collection 
to ensure partners’ compliance with Department security and privacy standards. 

Narrative of 
Implementation 
Status  

On November 28, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number OIG-21-02 
Report Title CBP Has Taken Steps to Limit Processing of Undocumented Aliens at Ports of Entry 
Report Received/ 
Issued Date 10/27/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation The CBP Acting Commissioner should resume processing undocumented aliens at the seven ports of entry 
currently redirecting them to other ports, or formally redesignate the ports to exclude undocumented aliens. 
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Narrative of 
Implementation 
Status  

CBP OFO continues to ensure that proper public notification is provided, as necessary, when POEs make 
operational changes to align with their functional capabilities.  Since the onset of the global COVID-19 
pandemic, CDC has issued a public health order under 42 U.S.C., which, in part, provides for the expulsion of 
persons who otherwise would be held in congregate settings to reduce transmission of this virus.  CBP assists 
CDC with the enforcement of 42 U.S.C. by preventing the entry of undocumented persons at the geographical 
border to the United States and generally by expelling those physically touching U.S. soil.  Once the 42 U.S.C. 
Public Health Order is no longer in place, CBP will process all individuals seeking to enter the United States at 
U.S. POEs pursuant to Title 8.  OFO actively is working in concert with the Office of Rulings and Regulations 
to determine the scope of regulatory changes necessary to meet the intent of this recommendation.  In the 
interim, by December 2022, OFO will coordinate an impact analysis of certain POEs to determine the 
classification recommendation, and by February 2023, while simultaneously working with the Office of 
Rulings and Regulations on the interim final rule, OFO will determine which POEs are recommended to be 
reclassified as Class A, B, or C ports on the basis of the findings of the impact analysis. 

    
Component CBP 
Report Number OIG-21-02 
Report Title CBP Has Taken Steps to Limit Processing of Undocumented Aliens at Ports of Entry 
Report Received/ 
Issued Date 10/27/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

10/26/2022 

Recommendation The CBP Acting Commissioner should evaluate whether CBP can more efficiently use available holding 
spaces to process undocumented aliens, including asylum seekers. 

Narrative of 
Implementation 
Status  

On October 26, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number OIG-21-19 
Report Title CBP Needs to Improve Efforts to Train and Reinforce Canine Proficiency in its Canine Program 



 

218 

Report Received/ 
Issued Date 02/08/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The U.S. Border Patrol Chief and Office of Field Operations Executive Assistant Commissioner should ensure 
the Canine Program has enough certified canine instructors and adequate training aids to provide proficiency 
training for canines after they are deployed.  This should include:  
• Implementing a process to ensure sufficient staff are available to provide all training needs to U.S. Border 
Patrol and the Office of Field Operations canine teams; and  
• Creating a systemic schedule and plan for pseudo and actual narcotic replacement for every U.S. Border 
Patrol sector and Office of Field Operations field office within the time recommended by the Laboratories and 
Scientific Services Directorate. (See Recommendation 3) 

Narrative of 
Implementation 
Status  

The CBP Canine Program’s reorganization was finalized in January 2021, which separated the program into 
component-specific delivery sites and curriculums.  OFO and USBP are no longer a unified best practices 
program.  The OFO Canine Enforcement Program is proceeding with a new path forward that suits its 
operational needs, and USBP is continuing with the best practices training methodology because it has proven 
successful for its operational needs.  USBP works with the Office of Training and Development’s USBP 
Canine Academy exclusively as its only training delivery site.  The recommendation to implement a process to 
ensure that sufficient staff are available to provide all training needs to USBP canine teams is complete.  In 
September 2021, the USBP Canine Program Manager met with the Director of the Southwest Regional 
Science Center to review the progress of the efficacy tests and the SOPs that will outline training aid 
replacement timeframes.  The OFO Canine Academy (OFK9) collaborated with Laboratory Science and 
Services (LSS) on a replacement cycle for real and pseudo training aids.  OFK9 has sufficient staff available to 
provide field instructor training courses to ensure that training needs are met for OFO canine teams.  LSS 
completed its efficacy testing on the degradation and viability of training aids and recommended replacement 
cycles for pseudo and hard narcotics training aids.  

    
Component CBP 
Report Number OIG-21-19 
Report Title CBP Needs to Improve Efforts to Train and Reinforce Canine Proficiency in its Canine Program 
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Report Received/ 
Issued Date 02/08/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

09/23/2022 

Recommendation 

The Executive Director of the Laboratories and Scientific Services Directorate should conduct a study to 
determine the appropriate time for replacement of pseudo and actual narcotics to limit the constant expiration 
of these training aids.  Pseudo and actual narcotic replacement cycles should be updated according to the 
results of the Laboratories and Scientific Services Directorate study.  

Narrative of 
Implementation 
Status  

LSS completed analysis on returned training aids; most are actual narcotic training aids, and many are pseudo 
training aids.  LSS continues to test the stability of canine pseudo training aids under controlled conditions.  
Current stability studies are simulating the complete lifecycle of pseudo training aids from production to field 
use.  LSS also is optimizing the analytical methods used to confirm the odor profiles for pseudo training aids 
to provide more precise indicators for their replacement cycle and to institute further quality control checks as 
they are produced.  LSS completed multiple studies on the canine training aids, to include degradation rates 
and ways to prolong the viability of training aids.  LSS also reviewed its current practices and noted ways to 
improve the manufacture of pseudo training aids.  In these studies, LSS found that the mixing process is 
sufficient to ensure that the active ingredient is mixed in the training aid, and that elevated temperatures and 
humidity levels will degrade pseudo training aids at a faster rate.  On the basis of these studies, LSS 
recommended replacement cycles for pseudo and hard narcotics training aids.  The replacement cycles assume 
that the training aid is not contaminated or otherwise compromised.  As a new addition to the distribution of 
the training aids, LSS will be including a product specification sheet with every training aid that is distributed 
to the field to document training aids’ shelf life and recommended storage conditions, traceability, and 
replacement instructions.  On September 23, 2022, CBP provided supporting documentation to OIG and 
requested that OIG close this recommendation. 

    
Component CBP 
Report Number OIG-21-19 
Report Title CBP Needs to Improve Efforts to Train and Reinforce Canine Proficiency in its Canine Program 
Report Received/ 
Issued Date 02/08/2021 

Rec # 4 
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Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 

The U.S. Border Patrol Associate Chief of Law Enforcement Operations and Office of Field Operations 
Director of Tactical Operations should update the Canine Program policies to provide adequate oversight to 
ensure program needs are being met.  The policies should include:  
• Record retention timelines for all training documents to be consistent with the CBP Records General 
Schedule or provide adequate documentation on retention policies after consultation with record retention 
personnel to determine the appropriate approach;  
• A systematic schedule and plan for pseudo and actual narcotic training aids (see Recommendation 2); and  
• Development of SOPs, procedures, and quality assurance measures for use of the Canine Tracking System. 

Narrative of 
Implementation 
Status  

The CBP OFO National Canine Enforcement Program coordinated with CBP records management personnel 
to ensure that record retention policies are outlined in the updated canine handbook and follow OFO 
requirements.  The Office of Human Resources Management, Labor and Employee Relations Division 
approved the handbook and, for visibility, sent a courtesy copy to the National Treasury Employees Union 
(NTEU); NTEU concurred with the updates.  Some minor delays in final approval of the handbook have 
necessitated additional review and editing.  The handbook currently is pending review and approval.  CBP’s 
Canine Program reorganization was finalized in January of 2021, which separated the program into 
component-specific delivery sites and curriculums.  The USBP Canine Program, Canine Tracking System 
(K9TS) workgroup finished its review of K9TS.  The USBP Canine National Program and respective sector 
field canine programs have the same operating procedures for K9TS today as when it was implemented.  
K9TS is currently the system of record for all certifications, medical information, and certain data reports as 
defined in the USBP Canine Unit Policy and Procedures section 4.12 dated April 16, 2020.  Currently, K9TS 
is providing the USBP Canine Program with its intended use and capabilities.  K9TS was updated to include 
multiple USBP recommendations that enhance quality assurance and to update its tracking capabilities.  A 
meeting in September 2021 with all USBP canine coordinators was conducted to review the current SOPs for 
USBPs use of K9TS, and all sectors complied and agreed that the bargained policy implemented in 2020 
meets all of the field’s needs and expectations. 

    
Component CBP 
Report Number OIG-21-21 
Report Title CBP Has Improved Southwest Border Technology, but Significant Challenges Remain 
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Report Received/ 
Issued Date 02/23/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Acting Assistant Commissioner of CBP’s Office of Information and Technology should coordinate 
directly with the DHS Office of the Chief Information Officer to ensure patch and configuration management 
controls for all information technology systems comply with document DHS requirements.  

Narrative of 
Implementation 
Status  

On June 27, 2022, CBP OIT began employing DHS guidance to implement the Category (CAT) II and III 
DOD Security Technical Implementation Guide (STIG) on Authorized Desktop Build, which is the largest 
FISMA system, and the CBP Cloud Computing Environment, which is the largest platform system.  Both 
systems have other FISMA systems that utilize their workstations and servers to comprise the infrastructure of 
their systems.  For systems that cannot be implemented with CAT II and III STIGs, the system owners 
received waivers.  Waivers have not been submitted to the DHS Chief Information Security Officer yet 
because CAT II and III scoring will not begin until FY 2023.  As part of monthly and ad hoc request scanning, 
VAT is performing compliance scans on systems that have implemented CAT II and III STIGs.  This is part of 
their regular scanning schedule as teams implement the STIG.  At the end of the CY 2022, a test scan will be 
conducted on the systems after confirmation of final implementation.  The completion date was extended after 
this final scan to add 3 months of tracking scoring and waiver results. 

    
Component CBP 
Report Number OIG-21-27 
Report Title CBP Faced Challenges in its Inspection Processes and Physical Security at the JFK International Mail Facility 
Report Received/ 
Issued Date 03/15/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

04/28/2023 

Recommendation The Acting Assistant Commissioner for the Office of Information Technology, and the Executive Assistant 
Commissioner for the Office of Field Operations, and Acting Executive Assistant Commissioner for 
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Operations Support should provide the support staff and equipment necessary at the JFK IM to adequately 
inspect mail in a timely manner. 

Narrative of 
Implementation 
Status  

As of September 2022, there are no plans to act on the staffing portion of this recommendation.  This 
recommendation has two distinctly separate components.  Regarding equipment, in FY 2020, CBP procured 
computed tomography scanners for deployment to the IMF.  The scanners will be deployed as new conveyor 
construction meets necessary parameters.  CBP has awarded a contract to procure new and advanced mail 
sorting technology for the IMF.  CBP has received and approved the final system design.  This equipment is 
expected to be integrated fully with third-party nonintrusive inspection equipment.  CBP has reviewed and 
approved final system designs for the new and advanced letter sorting technology to be deployed to the IMF.  
Once completed, the vendor will provide training materials on the new system. 

    
Component CBP 
Report Number OIG-21-27 
Report Title CBP Faced Challenges in its Inspection Processes and Physical Security at the JFK International Mail Facility 
Report Received/ 
Issued Date 03/15/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Executive Assistant Commissioner for the Office of Field Operations and Acting Executive Assistant 
Commissioner for Operations Support should establish a process for JFK IMG to identify and reconcile 
targeted mail that is not provided by USPS. 

Narrative of 
Implementation 
Status  

CBP, OFO New York Field Office (NYFO) and Cargo and Conveyance Security (CCS) continue to work with 
the OIT’s Targeting and Analysis Systems Program Directorate (TASPD) and have identified a possible 
solution within the CBP enforcement systems.  NYFO and CCS started the next phase of the process by 
engaging with NTC-Cargo, the business process owners for the Automated Targeting Systems (ATS), to 
discuss the proposal to add an enhancement to ATS to track requested parcels and to update the status as 
parcels are presented to CBP.  Detailed requirements are being drafted to allow the prototyping of a possible 
solution within the CBP targeting enterprise; NTC-Cargo is continuing to review the proposed modifications.  
The status of all related items, and the remaining areas where the mail project would need to engage additional 
requirements, has been postponed.  NYFO will have to collaborate with NTC-Cargo and TASPD to get further 
guidance on the steps moving forward.  The new system update that would be integrated with the Mail Sort 
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and Singulation System is on hold and cannot move to the final stage until GSA has completed a bid to award 
a support contact for the installation.  Then, CBP can get to the final, “on-the-ground” solution that is needed 
to work on the technical process interchange for the holds and tracking of mail.  CBP spoke with the GSA 
Acting Regional Director to discuss the installation services contract award to allow CBP to move into the 
final Mail Sort and Singulation System CBP system requirements and integration.  

    
Component CBP 
Report Number OIG-21-27 
Report Title CBP Faced Challenges in its Inspection Processes and Physical Security at the JFK International Mail Facility 
Report Received/ 
Issued Date 03/15/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

04/28/2023 

Recommendation 
The Executive Assistant Commissioner for the Office of Field Operations and Acting Executive Assistant 
Commissioner for Operations Support should implement the necessary controls to secure mail in CBP’s 
possession at the JFK IMF. 

Narrative of 
Implementation 
Status  

CBP OFO continues to implement security measures to secure mail in its possession at the John F. Kennedy 
International Airport (JFK) IMF by taking the following steps:  CBP employee access control system records 
continue to be reviewed monthly to ensure that employees only have access to areas where they have an 
official need to perform work; the draft interim Physical Security Controls SOPs have been finalized and 
currently are being implemented; and recommendations for upgraded closed-circuit television (CCTV) and the 
Intrusion Detection System’s Physical Access Control System (PACS) have been included in the statements of 
work for the ongoing IMF Office Space and Operational Floor modernization projects.  Final design of the 
CCTV/PACS system will be done in coordination with the OPR Security Management Division, Physical 
Security Branch.  The Physical Security Branch completed a facility assessment of the JFK IMF on August 4, 
2021.  Broken and/or unalarmed interior and/or exterior doors have been identified, and the U.S. Postal 
Service has begun to make necessary repairs.  
 
As of September 2022, the security plan has been updated.  NYFO confirms that the remaining doors have 
been repaired at the IMF and that a copy of the work order and pictures were provided.  Also, a lock has been 
installed on the storage cage for parcels awaiting inspection.  Further upgrades will be part of the current 
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operational floor renovation construction project currently being designed with GSA.  However, the final 
physical security issues will not be completed until the operational floor modernization project is completed.  
This large-scale modernization of the inspection area is how CBP will address the remaining issues such as 
CCTV, more secure storage, and specific access controls.  The design for that project is ongoing and is 
currently with GSA to come to agreement on a final design that will allow CBP to determinate which upgrades 
can be made in order on the basis of funding availability.  As of the most recent meeting with GSA and the 
design contractor, the project is at the 30-percent design phase.  The estimated due date for the next level (65 
percent) is 4 weeks after comments are received from all participating agencies and the Port Authority. 

    
Component CBP 
Report Number OIG-21-27 
Report Title CBP Faced Challenges in its Inspection Processes and Physical Security at the JFK International Mail Facility 
Report Received/ 
Issued Date 03/15/2021 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

04/28/2023 

Recommendation The Executive Assistant Commissioner for the Office of Field Operations should develop a plan to improve 
the controls and reliability of the local database used to monitor targeted international mail. 

Narrative of 
Implementation 
Status  

CBP OFO NYFO and OIT continue to develop the plan to integrate JFK’s existing processes for identifying 
and reconciling targeted mail into CBP’s enterprise targeting system.  Once complete, use of the local database 
will be discontinued.  OIT currently is working on the programing requirements and funding needs for the 
project.  Milestones for the ongoing project include:  development of system requirements by OFO; 
evaluation, planning, and cost estimation of the requirements by OIT; funding and approval of the work by 
OFO; initial software development by OIT; integration of the new physical equipment into the system; and 
testing and evaluation.  CBP continues to develop an enhancement to enable non-automated electronic data 
postal shipment workflow.  Once completed, CBP officers will have the capability to receive and review non- 
automated electronic data postal shipments in CBP ATS.  The project is currently in development and is 
expected to be delivered in December 2022.  CBP then will gather documents to submit a closure request to 
OIG. 

    
Component CBP 
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Report Number OIG-21-48 
Report Title CBP Needs to Strengthen Its Oversight and Policy to Better Care for Migrants Needing Medical Attention 
Report Received/ 
Issued Date 07/20/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Acting Commissioner of U.S. Customs and Border Protection should periodically assess and document 
requirements to review and update related policies and procedures to: 
• clearly define at-risk populations; 
• establish set times for frequency of welfare checks; 
• ensure completion of medical assessments for all juveniles; and 
• ensure rescreening of migrants after detainment exceeds guidelines. 

Narrative of 
Implementation 
Status  

As of January 13, 2021, CBP OS OCMO has determined that the national standards on the Transport, Escort, 
Detention, and Search policy sufficiently defines at-risk populations, as well as times and frequency of welfare 
checks.  Any further determinations detailing the frequency and timing of welfare checks are operational 
decisions decided by local management with a better understanding of operational requirements, capabilities, 
and constraints.  CBP OCMO is drafting supplemental guidance to the Enhanced Medical Directive in order to 
clarify the definition of at-risk populations and anticipates having it ready for CBP component review and 
concurrence before November 30, 2022.  Once the review and concurrence processes are complete, OCMO 
will update guidance to CBP front-line employees. 

    
Component CBP 
Report Number OIG-21-48 
Report Title CBP Needs to Strengthen Its Oversight and Policy to Better Care for Migrants Needing Medical Attention 
Report Received/ 
Issued Date 07/20/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

10/18/2022 
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Recommendation 

The CBP Chief Medical Officer should continue to collaborate with U.S. Border Patrol (USBP) and Office of 
Field Operations to establish better oversight and quality assurance plans through the CBP Self-Inspections 
Program, to review and assess medical screening, welfare checks, and the recording of supporting 
documentation. 

Narrative of 
Implementation 
Status  

On October 18, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CBP 
Report Number OIG-21-53 

Report Title U.S. Customs and Border Protection’s Acquisition Management of Aviation Fleet Needs Improvement to 
Meet Operational Needs 

Report Received/ 
Issued Date 08/09/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The CBP’s Component Acquisition Executive should review the Multi-Role Enforcement Aircraft and the 
Medium Lift Helicopter programs to ensure they comply with all DHS Acquisition Lifecycle requirements. 
Specifically, CBP’s Component Acquisition Executive should determine whether the Acquisition Program 
Baseline for the Medium Lift Helicopter program reflects revised requirements accurately. 

Narrative of 
Implementation 
Status  

The CBP AMO acquisition program manager has resolved comments received from DHS and CBP on the 
circulated draft acquisition documents.  The Integrated Logistics Support Plan (ILSP) and updated APB are 
pending approvals.  The program is on track for the first quarter FY 2023 acquisition review board to 
rebaseline.  The Medium Lift Helicopter APB was submitted to DHS in late July 2022 for approval.  The draft 
acquisition decision memorandum approving the rebaselining of the program has been circulated for review 
and comment to both the acquisition review board members and CBP.  DHS has all documents needed to 
approve the rebaselining except for the Certification of Funds memorandum.  DHS requested some corrections 
that required the Certification of Funds memorandum to be re-signed. 

    
Component CBP 
Report Number OIG-21-53 
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Report Title U.S. Customs and Border Protection’s Acquisition Management of Aviation Fleet Needs Improvement to 
Meet Operational Needs 

Report Received/ 
Issued Date 08/09/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

09/29/2023 

Recommendation 
The CBP AMO should conduct a post-implementation review of the Medium Lift Helicopter program to 
determine whether the deployed system is meeting capability needs, take corrective actions as appropriate, and 
apply lessons learned for future acquisitions.  

Narrative of 
Implementation 
Status  

CBP AMO is awaiting comments from the CBP Office of Acquisition on draft post-implementation review of 
the Medium Lift Helicopter program white paper.  Upon receipt, comments will be adjudicated, and then a 
briefing will be conducted. 

    
Component CBP 
Report Number OIG-21-62 
Report Title CBP Targeted Americans Associated with the 2018-2019 Migrant Caravan 
Report Received/ 
Issued Date 09/20/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

08/17/2022 

Recommendation 
The Senior Official Performing the Duties of the Commissioner of CBP should update Customs Directive No. 
4320-003, July 1990 (TECS Directive) to clarify the appropriate bases for placing lookouts and providing 
training to all CBP officials who have the authority to place lookouts. 

Narrative of 
Implementation 
Status  

In November 2021, OFO developed a TECS lookout training module to instruct CBP officers.  The training is 
currently available on the TECS Modernization portal.  The updated TECS Directive 4320-003A was 
distributed to all OFO field offices on August 9, 2022, as well as to all national security control officers 
outside of OFO.  On August 17, 2022, CBP provided OIG with the updated TECS directive and requested 
closure.  
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Component CBP 
Report Number OIG-21-62 
Report Title CBP Targeted Americans Associated with the 2018-2019 Migrant Caravan 
Report Received/ 
Issued Date 09/20/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

08/17/2022 

Recommendation The Senior Official Performing the Duties of the Commissioner of CBP should develop and implement 
procedures to ensure CBP officials update and remove lookouts in accordance with the TECS Directive. 

Narrative of 
Implementation 
Status  

The updated CBP TECS directive, which includes lookout placement procedures, was distributed to all OFO 
field offices on August 9, 2022.  CBP ensured that a message was sent to the national security control officers 
of the partner government agencies, reiterating the rules and responsibilities regarding the use of TECS.  On 
August 17, 2022, CBP provided supporting documentation to OIG and requested closure.  

    
Component CBP 
Report Number OIG-21-62 
Report Title CBP Targeted Americans Associated with the 2018-2019 Migrant Caravan 
Report Received/ 
Issued Date 09/20/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

08/31/2023 

Recommendation 

The Senior Official Performing the Duties of the Commissioner of CBP should develop and issue a policy 
regarding asking, advising, or otherwise communicating with foreign governments about denying entry to U.S. 
citizens.  At a minimum, the policy should specify the appropriate circumstances for such communications, 
who is authorized to approve such communications, and the procedures to follow when making such 
communications. 

Narrative of 
Implementation 
Status  

CBP’s PDO worked with CBP OCC on revisions to CBP Directive No. 4320-025A, “Disclosure of Official 
Information to Foreign Authorities,” dated April 2014.  The revised directive is in the review process. 
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Component CBP 
Report Number OIG-21-62 
Report Title CBP Targeted Americans Associated with the 2018-2019 Migrant Caravan 
Report Received/ 
Issued Date 09/20/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The Senior Official Performing the Duties of the Commissioner of CBP should conduct a review of all 
instances in which CBP, as part of its response to the migrant caravan, disclosed U.S. citizens’ Sensitive 
Personally Identifiable Information to Mexican officials, between October 2018 and March 2019, to identify 
any instances that did not comply with foreign disclosure requirements and take remedial actions.  Remedial 
actions may include rescinding request to deny entry to U.S. citizens, retroactively instructing foreign 
authorities to hold CBP information in confidence and use CBP information only for the purpose for which 
CBP provided it, ensuring disclosures are properly documented in CBP’s system of records, and any other 
steps necessary to ensure that all foreign disclosures comply with CBP Directive No. 4320-025A, Disclosure 
of Official Information to Foreign Authorities, DHS Sensitive Systems Policy Directive 4300A, DHS 
Handbook for Safeguarding Sensitive Personally Identifiable Information, and all other applicable policies and 
procedures. 

Narrative of 
Implementation 
Status  

To identify responsive records more holistically and efficiently, the CBP Privacy Office used its review of 
4,950 emails pulled in the initial search to identify relevant PII and other indicators better.  These identifying 
search terms were generally indicative of messages potentially responsive to this OIG recommendation and 
helped to eliminate electronically a considerable number of files (approximately 109,000 messages) that 
previously would have required manual review.  The CBP Privacy Office coordinated with the eDiscovery 
Team to obtain an extensive file of all email communications containing relevant identifiers (approximately 
41,000 messages) from CBP addresses (@cbp.dhs.gov) to Government of Mexico addresses (.gob.mx) during 
the relevant date range.  The file is being reviewed to determine which, if any, involve disclosures of PII by 
CBP personnel to Mexican government officials.  To date, the CBP Privacy Office has reviewed 6,742 email 
messages that met the search parameters.  Of those, 441 were flagged as involving the disclosure of PII to 
Mexican government authorities.  Although there were multiple instances in which a U.S. person’s (U.S. 
citizens and lawful permanent residents) PII was shared with Mexican authorities, the majority of which 
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involved the sharing of information related to registered sex offenders travelling from the United States to 
Mexico, none appear to involve a request that U.S. citizens be denied entry into Mexico.  Once the review is 
completed, the CBP Privacy Office will determine whether all disclosures were in line with established policy 
(CBP Directive 4320-025A), including compliance with proper authorization and documentation 
requirements. 

    
Component CBP 
Report Number OIG-21-62 
Report Title CBP Targeted Americans Associated with the 2018-2019 Migrant Caravan 
Report Received/ 
Issued Date 09/20/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/29/2023 

Recommendation 
The Senior Official Performing the Duties of the Commissioner of CBP should provide training to all CBP 
personnel on the process for sharing information with foreign nations, covering all applicable policies and 
procedures, including which CBP personnel are authorized to make foreign disclosures. 

Narrative of 
Implementation 
Status  

The CBP Privacy Office developed an updated draft of Directive 4320-025A, “Disclosure of CBP Information 
to Foreign Authorities,” and distributed it for review and coordination with all other agency component 
offices.  The draft directive is in the review process.  The CBP Privacy Office is working on a training 
presentation that will describe the information-sharing process outlined in the updated directive accurately.  
Once the presentation is finalized, the CBP Privacy Office will work with the Office of Training and 
Development to have it posted to the Department’s LMS.  The CBP Privacy Office also is working to merge 
this new training with a presentation outlining the requirements for domestic disclosures of information to 
create a single course that outlines all requirements and processes for information sharing at CBP.  Once it is 
completed, the CBP Privacy Office also will coordinate with relevant personnel in the operational components 
to determine which personnel should receive the training, so that it can be assigned appropriately. 

    
Component CBP 
Report Number OIG-21-62 
Report Title CBP Targeted Americans Associated with the 2018-2019 Migrant Caravan 
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Report Received/ 
Issued Date 09/20/2021 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation 
The Senior Official Performing the Duties of the Commissioner of CBP should take immediate action to end 
the use of WhatsApp for operational purposes or to ensure that WhatsApp messages are retained in 
compliance with legal and policy requirements including records retention schedules. 

Narrative of 
Implementation 
Status  

CBP OIT evaluated two third-party tools to retain conversations between an internal CBP user and an external 
user.  On July 15, 2022, CBP Mobility presented its findings to CBP OIT executives.  The findings show that 
one of the tools, if federated with an external entity (either another government agency or private entity), 
would allow CBP to “capture” one-half of the conversation between an internal CBP user and an external user.  
The other tool, which works as a WhatsApp Archiver, would capture the full conversation between a CBP 
WhatsApp user and an external WhatsApp user.  However, there are security and practical concerns with both 
solutions.  For the immediate future, CBP Mobility will continue to automate the current WhatsApp Request 
Process, which requires CBP users requesting the application to provide an operational need and approval 
prior to having the application deployed to their CBP-issued mobile device.  In addition, those users approved 
for WhatsApp usage will receive an email that details their requirement to retain all official communications 
via the WhatsApp application along with instructions for configuring the mobile application.  In addition, the 
OIT-Enterprise Infrastructure Operations Directorate will coordinate with the DHS electronic messaging and 
retention working group so that all DHS Components can provide input on a solution that may be duplicated 
across the Department.   

    
Component CBP 
Report Number OIG-21-70 
Report Title CBP’s FAST Program Exposes Ports of Entry to Security Risks 
Report Received/ 
Issued Date 09/29/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 
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Recommendation 

The Executive Assistant Commissioner for CBP’s Office of Field Operations should update the Consolidated 
Trusted Traveler Program Handbook (Revised April 2016) to include: 
• clear guidance for applying points to Free and Secure Trade program vetting standard violations; 
• requirement for vetters and Enrollment Center officers to document Free and Secure Trade program 
applicant point assessments; and 
• procedures to ensure officers fully resolve all Free and Secure Trade program vetting standard violations 
identified in an applicant’s risk assessment worksheet. 

Narrative of 
Implementation 
Status  

On October 31, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CISA 
Report Number OIG-20-37 
Report Title DHS Can Enhance Efforts to Protect Commercial Facilities from Terrorism and Physical Threats  
Report Received/ 
Issued Date 06/11/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The Director, Cybersecurity and Infrastructure Security Agency should work with the Acting Secretary, 
Department of Homeland Security, to develop comprehensive policies and procedures to support its role as the 
commercial facilities’ Sector-Specific Agency.  Specifically: a. provide convening authority and clear 
expectations to ensure the agency can fulfill its responsibility as the designated Sector-Specific Agency; 
b. develop methods to share best practices; c. ensure effective coordination across the Department’s 
components and update all critical resource documents-including the Private Sector Resource Catalog-as 
required; d. develop procedures to ensure comprehensive analysis of data. 

Narrative of 
Implementation 
Status  

As previously reported, CISA is making continued progress in updating the NIPP to reflect the roles and 
responsibilities for all SRMAs defined in Section 9002 of the FY 2021 NDAA, including CISA in its role as 
the SRMA for the Commercial Facilities sector.  Updating the NIPP requires extensive coordination across 
CISA, DHS, stakeholders including FSLC, SRMAs, SCCs, GCCs for each of the 16 critical infrastructure 
sectors, and a range of other government and private-sector partners.  Given the need for this extensive 
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coordination and the current heightened threat environment affecting CISA and the broader NIPP stakeholder 
community, CISA expects to complete the NIPP update by the end of CY 2022.  

    
Component CISA 
Report Number OIG-20-37 
Report Title DHS Can Enhance Efforts to Protect Commercial Facilities from Terrorism and Physical Threats  
Report Received/ 
Issued Date 06/11/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2024 

Recommendation 
The Director, Cybersecurity and Infrastructure Security Agency should develop and implement a process to 
oversee completion of required report reviews, including the After Action Reports for supporting special 
events. 

Narrative of 
Implementation 
Status  

CISA is in the process of hiring additional resources to satisfy the recommendation.  CISA’s Integrated 
Operations Division is gathering evidence for closure in September 2024.  

    
Component CISA 
Report Number OIG-21-01 
Report Title DHS Has Secured the Nation’s Election Systems, but Work Remains to Protect the Infrastructure 
Report Received/ 
Issued Date 10/22/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2023 

Recommendation 
The Director of CISA should coordinate with the Office of the Secretary to revise the National Infrastructure 
Protection Plan and other planning documents to incorporate current and evolving risks as well as mitigation 
strategies needed to secure the Nation’s election infrastructure. 
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Narrative of 
Implementation 
Status  

CISA continues to make progress updating the NIPP to reflect the roles and responsibilities for all SRMAs 
defined in Section 9002 of the January 2021 NDAA.  Because of the revising of Presidential Policy Directive 
21, “Critical Infrastructure Security and Resilience” (February 2013), the ECD has been pushed to November 
2023. 

    
Component CISA 
Report Number OIG-21-01 
Report Title DHS Has Secured the Nation’s Election Systems, but Work Remains to Protect the Infrastructure 
Report Received/ 
Issued Date 10/22/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

10/18/2022 

Recommendation 
The Director of CISA should improve the collaboration between the Office of Intelligence and Analysis (I&A) 
and CISA, which can help to enhance the quality and reduce the redundancy of information DHS shares with 
Federal agencies and state and local election officials.  

Narrative of 
Implementation 
Status  

On October 18, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component CISA 
Report Number OIG-21-01 
Report Title DHS Has Secured the Nation’s Election Systems, but Work Remains to Protect the Infrastructure 
Report Received/ 
Issued Date 10/22/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

08/31/2023 

Recommendation The Director of CISA should assign the staff resources needed to conduct timely cybersecurity and physical 
assessments to assist states and localities with securing the election infrastructure. 
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Narrative of 
Implementation 
Status  

Election Security remains a top priority for CISA.  CISA continues to add cybersecurity state coordinators 
(CSC), cybersecurity advisors (CSA), and PSAs to assist with securing elections’ infrastructure.  As of May 
2022, CISA has placed 42 CSCs thus far, with 8 candidates still in the hiring and recruitment process.  
Although CISA offices review the remaining resumes and conduct interviews for the remaining CSC 
positions, PSAs and CSAs also are augmenting, where possible, CISA’s current cadre to support states and 
localities with cyber and physical assessments.  The recent passing of the FY 2022 appropriation provided 
additional security advisor positions (65 CSAs and 15 PSAs).  

    
Component CISA 
Report Number OIG-21-59 
Report Title CISA Can Improve Efforts to Ensure Dam Security and Resilience 
Report Received/ 
Issued Date 09/09/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation The Director of CISA should update the Dams Sector-Specific Plan as required, ensuring alignment with the 
updated National Infrastructure Protection Plan currently under development. 

Narrative of 
Implementation 
Status  

CISA’s SED will update the Dams Sector-Specific Plan (SSP) upon completion of the revised NIPP.  CISA’s 
update of the Dams SSP will reflect updates and will incorporate concepts and ideas from several products and 
initiatives completed since the previous Dams SSP was developed.  

    
Component CISA 
Report Number OIG-21-59 
Report Title CISA Can Improve Efforts to Ensure Dam Security and Resilience 
Report Received/ 
Issued Date 09/09/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 
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Recommendation 
The Director of CISA should formalize CISA’s organizational structure to clarify roles, responsibilities, 
coordination processes, and reporting procedures across all divisions performing activities relating to CISA’s 
role as the Sector-Specific Agency for the Dams Sector. 

Narrative of 
Implementation 
Status  

As previously reported, SED is working with ISD, in coordination with relevant interagency partners, to 
develop written procedures documenting roles, responsibilities, and expectations associated with the execution 
of the SRMA function.  This is pending confirmation based on NSC-led discussions though the Sub-IPC 
“Framework for Securing Critical Infrastructure.” 

    
Component CISA 
Report Number OIG-21-59 
Report Title CISA Can Improve Efforts to Ensure Dam Security and Resilience 
Report Received/ 
Issued Date 09/09/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The Director of CISA should establish policies, procedures, and performance metrics to help ensure CISA 
divisions consistently assess the impact of all programs and activities relating to CISA’s role as the Sector-
Specific Agency for the Dams Sector, and that CISA assess their effectiveness in the role of Sector-Specific 
Agency for the Dams Sector. 

Narrative of 
Implementation 
Status  

CISA continues to work on the development of written procedures documenting roles, responsibilities, and 
expectations associated with the execution of the Sector Management role performed by SED in support of the 
SRMA function.  In collaboration with ISD and in coordination with relevant interagency partners, CISA will 
support the development of a sector-specific implementation plan template to capture specific authorities and 
capabilities, objectives, priorities, and key activities associated with the execution of SRMA responsibilities.  
This is pending confirmation based on NSC-led discussions though the Sub-IPC “Framework for Securing 
Critical Infrastructure.”  

    
Component CISA 
Report Number OIG-21-59 
Report Title CISA Can Improve Efforts to Ensure Dam Security and Resilience 
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Report Received/ 
Issued Date 09/09/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The Director of CISA should strengthen coordination with FEMA by establishing Memorandums of 
Understanding, Interagency Agreements, or other documented strategies to formally define CISA’s and 
FEMA’s roles and responsibilities for information sharing and analytical collaboration for grant decision-
making related to safety, security, and resilience of dams, as well as the use and applicability of numerical 
simulation models, flood inundation tools, and supporting geospatial mapping capabilities to support 
emergency preparedness and incident response. 

Narrative of 
Implementation 
Status  

The CISA Office of Strategy, Policy, and Plans, supported by ISD and CISA’s National Risk Management 
Center, continues to coordinate closely with FEMA’s Grants Programs Directorate and National Dam Safety 
Program to develop the appropriate interagency coordination agreements to document formally and to define 
the respective roles and responsibilities for information sharing and analytical collaboration for grant decision-
making related to safety, security, and resilience of dams.  In addition, the CISA Office of Strategy, Policy, 
and Plans is working closely with FEMA to develop the appropriate interagency coordination agreements for 
the use and applicability of numerical simulation models, flood inundation tools, and supporting geospatial 
mapping capabilities to support emergency preparedness and incident response.  

    
Component CISA 
Report Number OIG-21-59 
Report Title CISA Can Improve Efforts to Ensure Dam Security and Resilience 
Report Received/ 
Issued Date 09/09/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Director of CISA should develop and implement a strategy for Dams Sector stakeholders to use the 
HSIN-CI Dams Portal to its fullest potential.  CISA should develop metrics on usage, performance, and 
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training needs; update the HSIN-CI Dams Portal with clear instructions; and encourage sharing of lessons 
learned, after action reports, and best practices among stakeholders. 

Narrative of 
Implementation 
Status  

CISA continues to make progress toward implementation of a strategy for Dams Sector stakeholders and the 
use of the Homeland Security Information Network - Critical Infrastructure (HSIN-CI) Dams Portal to its 
fullest potential.  CISA has developed the HSIN-CI Dams metrics on usage, performance, and training needs; 
has updated the HSIN-CI Dams Portal with clear instructions; and has started conducting virtual webinars on 
the HSIN-CI Dams Portal to members of the Association of State Dam Safety Officials and other stakeholders. 

    
Component CWMD 
Report Number OIG-21-22 
Report Title Biological Threat Detection and Response Challenges Remain for BioWatch 
Report Received/ 
Issued Date 03/02/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation The CWMD Assistant Secretary should conduct risk assessments of BioWatch’s posture and align its 
capabilities with the program’s mission.   

Narrative of 
Implementation 
Status  

On October 5, 2022, the CWMD BioWatch program manager will speak with OIG regarding this 
recommendation.  An update on the steps taken to align BioWatch with the program’s mission will be 
provided to OIG in October 2022.  

    
Component CWMD 
Report Number OIG-21-22 
Report Title Biological Threat Detection and Response Challenges Remain for BioWatch 
Report Received/ 
Issued Date 03/02/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

TBD 
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Recommendation The CWMD Assistant Secretary should utilize the most recent threat assessment to enhance biological agent 
detection capabilities to respond to the most up-to-date threats. 

Narrative of 
Implementation 
Status  

On October 5, 2022, the CWMD BioWatch program manager will speak with OIG regarding this 
recommendation.  An update related to enhancements to BioWatch’s biological agent detection capabilities 
and updated SOPs highlighting the requirement of the biennial agent assessment will be provided to OIG in 
October 2022.  

    
Component CWMD 
Report Number OIG-21-60 
Report Title DHS Needs to Enhance Its COVID-19 Response and Testing at the Southwest Border 
Report Received/ 
Issued Date 09/10/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/12/2022 

Recommendation 
The Secretary, in coordination with the DHS Chief Medical Officer and components, should reassess its 
COVID-19 response framework to identify areas for improvement to mitigate the spread of COVID-19 while 
balancing its primary mission of securing the border. 

Narrative of 
Implementation 
Status  

On December 12, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified.  

    
Component CWMD 
Report Number OIG-21-60 
Report Title DHS Needs to Enhance Its COVID-19 Response and Testing at the Southwest Border 
Report Received/ 
Issued Date 09/10/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/12/2022 
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Recommendation 
The Secretary should ensure DHS components continue to coordinate with the DHS Chief Medical Officer 
and are provided the resources needed to operate safely and effectively during the COVID-19 pandemic and 
any future public health crisis. 

Narrative of 
Implementation 
Status  

On December 12, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component FEMA 
Report Number OIG-18-71 
Report Title Special Review:  FEMA Paid Employees Over the Annual Premium Pay Cap 
Report Received/ 
Issued Date 07/31/2018 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Chief Component Human Capital Officer, FEMA should adhere to the responsibilities defined in FEMA’s 
Premium Pay Policy and/or update the policy as needed to enact workable steps to enforce the annual 
premium pay cap.  

Narrative of 
Implementation 
Status  

FEMA is finalizing edits and technical revisions to the draft Premium Pay Manual to submit the document 
through FEMA’s policy concurrence process.  Additional time is needed to complete the final phase of policy 
development.  FEMA has addressed OIG’s recommendation functionally to include implementing internal 
controls to monitor the premium pay cap limitation effectively and implementing other impactful policies such 
as Scheduling of Work, which codifies key requirements and procedures related to work schedules and core 
hours.  OCHCO will leverage assistance from the Mission Support Policy Branch to streamline the review and 
adjudication phases for final clearance.  FEMA will continue to update and revise the Premium Pay Manual, 
per OIG’s recommendation. 

    
Component FEMA 
Report Number OIG-19-52 

Report Title FEMA’s Cost Eligibility Determination of Puerto Rico Electric Power Authority’s Contract with Cobra 
Acquisitions LLC 
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Report Received/ 
Issued Date 07/03/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

07/31/2023 

Recommendation The Federal Coordinating Officer for FEMA-4339-PR should conduct a comprehensive analysis of Cobra 
contract costs in accordance with PA grant guidelines and disallow any costs that are not reasonable. 

Narrative of 
Implementation 
Status  

The Puerto Rico Electric Power Authority (PREPA) submitted a request for arbitration with the U.S. Civilian 
Board of Contract Appeals on July 29, 2022.  The matter is currently under review. 

    
Component FEMA 
Report Number OIG-19-66 
Report Title FEMA Did Not Sufficiently Safeguard Use of Transportation Assistance Funds 
Report Received/ 
Issued Date 09/30/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

09/29/2022 

Recommendation 

The FEMA Assistant Administrator for Recovery should strengthen FEMA’s transportation assistance policies 
and procedures and coordinate with FEMA Assistant Administrator for Mission Support to: a) require the 
collection and retention of eligibility documentation or where applicable, document the steps taken to validate 
applicant statements in FEMA’s system of record, and b) ensure future information technology updates 
support the collection, use, and retention of unique Vehicle Identification Numbers to enable FEMA to cross-
reference national databases to confirm insurance coverage and identify applicants’ second vehicles. 

Narrative of 
Implementation 
Status  

FEMA continues to nonconcur strongly with this recommendation and has asked repeatedly that it be 
considered closed.  FEMA provided documents to OIG on September 29, 2022, to support FEMA’s closure 
request. 

    
Component FEMA 
Report Number OIG-19-66 
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Report Title FEMA Did Not Sufficiently Safeguard Use of Transportation Assistance Funds 
Report Received/ 
Issued Date 09/30/2019 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

09/29/2022 

Recommendation The FEMA Assistant Administrator for Recovery should, in accordance with the Stafford and Improper 
Payments Acts develop controls to identify payments not used for critical transportation needs. 

Narrative of 
Implementation 
Status  

FEMA continues to nonconcur strongly with this recommendation and has asked repeatedly that it be 
considered closed.  FEMA provided documents to OIG on September 29, 2022, to support FEMA’s closure 
request. 

    
Component FEMA 
Report Number OIG-20-15 
Report Title FEMA Purchased More Manufactured Housing Units Than It Needed in Texas After Hurricane Harvey 
Report Received/ 
Issued Date 02/27/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2024 

Recommendation 

The Office of Response and Recovery, Associate Administrator should take steps to maintain a complete set 
of supporting documentation, including invoices and bills of lading to support all of its MHU and TPS assets.  
FEMA should also align its recordkeeping with Office of Management and Budget Circular A-123 and the 
Federal Acquisition Regulation by establishing documentation processes that include audit trails and specific 
document retention periods. 

Narrative of 
Implementation 
Status  

The SharePoint site has been deployed for document tracking and management.  Site and document 
management protocols have been initiated.  Currently, staff is working with the FEMA SharePoint SME to 
refine the process and to ensure that guidelines are consistent with FEMA protocols.  The Logistics 
Management Directorate continues its effort to procure a dedicated system to capture Transportable 
Temporary Housing Unit lifecycle costs.  Once the Logistics Project Management System (LPMS) has 
become minimally viable, it should be able to capture associated lifecycle costs (site inspection, haul, and 
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install costs).  The Logistics Management Directorate forecasts a minimally viable LPMS 18 months after 
securing funding and forecasts that it will be a fully operational capable system in 2-5 years, again depending 
on funding availability.  Therefore, the LPMS should allow for the capture of associated lifecycle costs by an 
ECD of October 31, 2024.  On September 30, 2022, the LPMS Minimal Viable Product (MVP) with a 1-year 
with 3-months option firm fixed price contract was awarded.  MVP will provide users with the software as a 
service product.  On October 30, 2022, software and configuration began.  User training workshops also have 
begun and will continue for a maximum of 6 months to completion. 

    
Component FEMA 
Report Number OIG-20-23 

Report Title FEMA Has Made More than $3 Billion in Improper and Potentially Fraudulent Payments for Home Repair 
Assistance since 2003 

Report Received/ 
Issued Date 04/06/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2021 

Recommendation 
The Federal Emergency Management Agency Administrator should, due to the questioned costs exceeding $3 
billion, implement a process to collect documentation and verify eligibility for applicants claiming no 
homeowner’s insurance prior to providing IHP home repair assistance payouts. 

Narrative of 
Implementation 
Status  

FEMA continues to nonconcur strongly with this recommendation and has asked repeatedly that it be 
considered closed.  FEMA last requested closure on November 30, 2021, and is awaiting OIG’s determination. 

    
Component FEMA 
Report Number OIG-20-23 

Report Title FEMA Has Made More than $3 Billion in Improper and Potentially Fraudulent Payments for Home Repair 
Assistance since 2003 

Report Received/ 
Issued Date 04/06/2020 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

11/30/2021 

Recommendation The Federal Emergency Management Agency Administrator should include the IHP as susceptible to 
significant improper payments subject to annual improper payments estimation and reporting. 

Narrative of 
Implementation 
Status  

FEMA continues to nonconcur strongly with this recommendation and has asked repeatedly that it be 
considered closed.  FEMA last requested closure on November 30, 2021, and is awaiting OIG’s determination. 

    
Component FEMA 
Report Number OIG-20-26 
Report Title Capacity Audit of FEMA Grant Funds Awarded to the Puerto Rico Department of Education 
Report Received/ 
Issued Date 04/09/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 

The Regional Administrator, FEMA Region II, should provide training and technical assistance to COR3 on: 
1. Its roles and responsibilities as the PA grant recipient; 
2. How to provide technical assistance to the subrecipient regarding PA grant requirements; and 
3. How to provide technical assistance to the subrecipient regarding its ability to use Category Z, Direct 
Administrative Cost, to support its recovery operation. 

Narrative of 
Implementation 
Status  

The Puerto Rico Department of Education (PRDE) worked with COR3 regularly as it developed a grant 
management office.  After numerous attempts to recruit qualified candidates, PRDE took a different approach 
to develop a hybrid structure composed of PRDE personnel and external consultants and has procured 
consultants.  COR3 has provided technical assistance to ensure that PRDE begins to use its Category Z funds 
to pay its consultants.  
 
COR3 conducted a site visit to assess PRDE’s existing policies and procedures.  The site visit followed the 
process outlined in its Subrecipient Management and Monitoring Program documented in Chapter 11 of 
COR3’s Disaster Recovery Federal Funds Management Guide.  Through this process, COR3 documented its 
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review and received a self-certification from PRDE stating that it will use COR3’s guide when no current 
policy exists.   

    
Component FEMA 
Report Number OIG-20-48 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Lee County, Florida 
Report Received/ 
Issued Date 07/15/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Regional Administrator, FEMA Region IV, should work with the State of Florida to ensure that the 
County’s funding and/or reimbursements for the above projects is properly reduced by $899,450 for 
unsupported force account costs and $61,109 for unallocable contract costs.   

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Lee County.  FEMA completed its review of the additional information received from the State of Florida to 
support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with a 
determination memorandum to communicate officially FEMA’s final determination around the allowability of 
these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close this 
recommendation. 

    
Component FEMA 
Report Number OIG-20-48 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Lee County, Florida 
Report Received/ 
Issued Date 07/15/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 
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Recommendation 
The Regional Administrator, FEMA Region IV, should work with the State of Florida to determine the 
allowability of the unsupported costs of $16,210 for Project 6683 and collect any amounts that are determined 
to be unallowable. 

Narrative of 
Implementation 
Status  

Region 4 expects to receive documentation confirming that costs associated with Project 6683 have been 
reviewed and that any unallowable costs will be recouped by November 30, 2022.  

    
Component FEMA 
Report Number OIG-20-48 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Lee County, Florida 
Report Received/ 
Issued Date 07/15/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Regional Administrator, FEMA Region IV, should work with the State of Florida to adequately review 
costs and ensure that the request for funding includes sufficient supporting documentation before approving 
the costs for FEMA reimbursement. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Lee County.  FEMA completed its review of the additional information received from the State of Florida to 
support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with a 
determination memorandum to communicate officially FEMA’s final determination around the allowability of 
these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close this 
recommendation. 

    
Component FEMA 
Report Number OIG-20-48 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Lee County, Florida 
Report Received/ 
Issued Date 07/15/2020 

Rec # 5 
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Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Regional Administrator, FEMA Region IV, should work with the State of Florida to determine the 
eligibility of the contract costs and disallow these costs if the contractors did not bill the costs in accordance 
with contract terms and did not adequately support the billings. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Lee County.  FEMA completed its review of the additional information received from the State of Florida to 
support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with a 
determination memorandum to communicate officially FEMA’s final determination around the allowability of 
these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close this 
recommendation. 

    
Component FEMA 
Report Number OIG-20-48 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Lee County, Florida 
Report Received/ 
Issued Date 07/15/2020 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Regional Administrator, FEMA Region IV, should provide additional technical assistance and monitoring 
for the County’s projects, to provide FEMA with reasonable assurance that the County properly accounts for 
contract costs, including obtaining and retaining supporting documentation. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Lee County.  FEMA completed its review of the additional information received from the State of Florida to 
support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with a 
determination memorandum to communicate officially FEMA’s final determination around the allowability of 
these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close this 
recommendation. 

    
Component FEMA 
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Report Number OIG-20-48 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Lee County, Florida 
Report Received/ 
Issued Date 07/15/2020 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Regional Administrator, FEMA Region IV, should work with the State of Florida to educate the County 
representatives on including the required CFR provisions in their contracts and to increase monitoring to 
ensure compliance with related Federal provisions. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Lee County.  FEMA completed its review of the additional information received from the State of Florida to 
support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with a 
determination memorandum to communicate officially FEMA’s final determination around the allowability of 
these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close this 
recommendation. 

    
Component FEMA 
Report Number OIG-20-48 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Lee County, Florida 
Report Received/ 
Issued Date 07/15/2020 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Regional Administrator, FEMA Region IV, should assess the status and adequacy of FDEM’s corrective 
actions with respect to establishing a subrecipient monitoring program and reviewing subrecipient Single 
Audit reports. 

Narrative of 
Implementation 
Status  

Region IV is working with the state and expected to receive documentation on establishing a subrecipient 
monitoring program and on reviewing subrecipient single audit reports by November 30, 2022.  
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Component FEMA 
Report Number OIG-20-50 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Polk County School Board, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Regional Administrator, FEMA Region IV, should determine the allowability of the $46,168 in 
unsupported spoilage costs and collect any amount that is determined to be unallowable from PCSB. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Lee County.  FEMA completed its review of the additional information received from the State of Florida to 
support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with a 
determination memorandum to communicate officially FEMA’s final determination around the allowability of 
these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close this 
recommendation. 

    
Component FEMA 
Report Number OIG-20-50 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Polk County School Board, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Regional Administrator, FEMA Region IV, should ensure that the State of Florida does not reimburse 
PCSB for the $26,911 in ineligible costs 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by  
Lee County.  FEMA has completed its review of the additional information received from the State of Florida 
to support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with 
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a determination memorandum to communicate officially FEMA’s final determination around the allowability 
of these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close 
this recommendation. 

    
Component FEMA 
Report Number OIG-20-50 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Polk County School Board, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Regional Administrator, FEMA Region IV, should ensure that the State of Florida does not reimburse 
PCSB for the $897 in unallowable costs. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Lee County.  FEMA has completed its review of the additional information received from the State of Florida 
to support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with 
a determination memorandum to communicate officially FEMA’s final determination around the allowability 
of these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close 
this recommendation. 

    
Component FEMA 
Report Number OIG-20-50 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Polk County School Board, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Regional Administrator, FEMA Region IV, should ensure that the State of Florida does not reimburse 
PCSB for the $329 in unallowable costs. 
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Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Lee County.  FEMA has completed its review of the additional information received from the State of Florida 
to support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with 
a determination memorandum to communicate officially FEMA’s final determination around the allowability 
of these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close 
this recommendation. 

    
Component FEMA 
Report Number OIG-20-50 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Polk County School Board, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Regional Administrator, FEMA Region IV, should work with the State of Florida to request that PCSB 
review the hourly wage amounts for all employees and adjust the RFR accordingly. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Lee County.  FEMA has completed its review of the additional information received from the State of Florida 
to support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of Florida with 
a determination memorandum to communicate officially FEMA’s final determination around the allowability 
of these costs.  FEMA will provide to OIG a copy of the determination memo and will request that OIG close 
this recommendation. 

    
Component FEMA 
Report Number OIG-20-51 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Monroe County, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 4 
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Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Regional Administrator, FEMA Region IV, should direct the State of Florida to recover the $265,928 in 
ineligible costs from the County. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Monroe County.  FEMA has completed its review of the additional information received from the State of 
Florida to support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of 
Florida with a determination memorandum to communicate officially FEMA’s final determination around the 
allowability of these costs.  FEMA will provide to OIG a copy of the determination memo and will request 
that OIG close this recommendation. 

    
Component FEMA 
Report Number OIG-20-51 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Monroe County, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Regional Administrator, FEMA Region IV, should direct the State of Florida to recover the $30,237 in 
unreasonable force account labor costs from the County. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Monroe County.  FEMA has completed its review of the additional information received from the State of 
Florida to support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of 
Florida with a determination memorandum to communicate officially FEMA’s final determination around the 
allowability of these costs.  FEMA will provide to OIG a copy of the determination memo and will request 
that OIG close this recommendation. 

    
Component FEMA 
Report Number OIG-20-51 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Monroe County, Florida 
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Report Received/ 
Issued Date 07/20/2020 

Rec # 9 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Regional Administrator, FEMA Region IV, should direct the State of Florida to recover the $84,681 in 
unsupported and ineligible force account equipment costs from the County. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Monroe County.  FEMA has completed its review of the additional information received from the State of 
Florida to support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of 
Florida with a determination memorandum to communicate officially FEMA’s final determination around the 
allowability of these costs.  FEMA will provide to OIG a copy of the determination memo and will request 
that OIG close this recommendation. 

    
Component FEMA 
Report Number OIG-20-51 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Monroe County, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 12 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The Regional Administrator, FEMA Region IV, should direct the State of Florida to recover the $2,403 in 
ineligible costs from the County. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Monroe County.  FEMA has completed its review of the additional information received from the State of 
Florida to support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of 
Florida with a determination memorandum to communicate officially FEMA’s final determination around the 
allowability of these costs.  FEMA will provide to OIG a copy of the determination memo and will request 
that OIG close this recommendation. 
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Component FEMA 
Report Number OIG-20-51 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Monroe County, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 14 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Regional Administrator, FEMA Region IV, should direct the State of Florida to require the County to 
either provide adequate support to validate the hours invoiced or remove the $1,080 in unsupported costs from 
its RFR. 

Narrative of 
Implementation 
Status  

In April 2022, FEMA received additional information from the State of Florida to support costs claimed by 
Monroe County.  FEMA has completed its review of the additional information received from the State of 
Florida to support costs claimed by the county.  By November 30, 2022, FEMA will provide the State of 
Florida with a determination memorandum to communicate officially FEMA’s final determination around the 
allowability of these costs.  FEMA will provide to OIG a copy of the determination memo and will request 
that OIG close this recommendation. 

    
Component FEMA 
Report Number OIG-20-51 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Monroe County, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 15 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Regional Administrator, FEMA Region IV, should direct the State of Florida to monitor the County’s 
procedures and ensure the County establishes and maintains internal controls over the retention of supporting 
documentation. 
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Narrative of 
Implementation 
Status  

In an April 2022 letter to FEMA, the State of Florida communicated that it provided technical assistance and 
support to Monroe County and will continue to monitor the county’s documentation until all recommendations 
have been addressed fully.  Therefore, by November 30, 2022, FEMA will request that OIG close this 
recommendation. 

    
Component FEMA 
Report Number OIG-20-51 
Report Title Early Warning Audit of FEMA Public Assistance Grants to Monroe County, Florida 
Report Received/ 
Issued Date 07/20/2020 

Rec # 16 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 

The Regional Administrator, FEMA Region IV, should direct the State of Florida to require the County to 
provide additional technical assistance and monitoring of the County’s contracts to ensure that the County 
only awards time-and-materials contracts when necessary and that all contracts comply with Federal Uniform 
Guidance (2 CFR 200) requirements. 

Narrative of 
Implementation 
Status  

In an April 2022 letter to FEMA, the State of Florida communicated that it provided technical assistance and 
monitoring to Monroe County and will continue to offer support until all recommendations have been 
addressed fully.  Therefore, by November 30, 2022, FEMA will request that OIG close this recommendation. 

    
Component FEMA 
Report Number OIG-20-57 

Report Title FEMA’s Public Assistance Grant to PREPA and PREPA’s Contracts with Whitefish and Cobra Did Not Fully 
Comply with Federal Laws and Program Guidelines 

Report Received/ 
Issued Date 07/27/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 
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Recommendation FEMA’s Region II Administrator should develop guidance, including the appropriate milestones in the grant 
lifecycle, for assessing costs under a T&M contract for reasonableness and eligibility. 

Narrative of 
Implementation 
Status  

The PA Division completed the development of additional guidance (in the form of position-specific 
checklists) for assessing costs under a time and material contract for reasonableness and eligibility.  The PA 
Division soon will request that OIG close the recommendation. 

    
Component FEMA 
Report Number OIG-20-60 
Report Title FEMA Has Paid Billions in Improper Payments for SBA Dependent Other Needs Assistance since 2003 
Report Received/ 
Issued Date 08/12/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The FEMA Administrator, due to the more than $3.3 billion in questioned costs throughout a 16-year period, 
should implement a process to collect income and dependent documentation on SBA Dependent ONA 
applicants to ensure payments are proper. 

Narrative of 
Implementation 
Status  

FEMA transmitted a letter on June 26, 2020, to OIG noting FEMA’s continued nonconcurrence with the 
recommendations in this audit.  FEMA is awaiting OIG’s response. 

    
Component FEMA 
Report Number OIG-20-60 
Report Title FEMA Has Paid Billions in Improper Payments for SBA Dependent Other Needs Assistance since 2003 
Report Received/ 
Issued Date 08/12/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

TBD 
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Recommendation 
The FEMA Administrator, due to the questioned costs in recommendation 1, should implement a verification 
process to ensure accuracy of income and dependent information provided by SBA Dependent ONA 
applicants. 

Narrative of 
Implementation 
Status  

FEMA transmitted a letter on June 26, 2020, to OIG noting FEMA’s continued nonconcurrence with the 
recommendations in this audit.  FEMA is awaiting OIG’s response. 

    
Component FEMA 
Report Number OIG-20-60 
Report Title FEMA Has Paid Billions in Improper Payments for SBA Dependent Other Needs Assistance since 2003 
Report Received/ 
Issued Date 08/12/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation The FEMA Administrator should include SBA Dependent ONA as susceptible to significant improper 
payments subject to annual improper payments estimation and reporting. 

Narrative of 
Implementation 
Status  

FEMA transmitted a letter on June 26, 2020, to OIG noting FEMA’s continued nonconcurrence with the 
recommendations in this audit.  FEMA is awaiting OIG’s response. 

    
Component FEMA 
Report Number OIG-20-68 

Report Title FEMA Is Not Effectively Administering a Program to Reduce or Eliminate Damage to Severe Repetitive Loss 
Properties 

Report Received/ 
Issued Date 09/08/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 
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Recommendation 

The Administrator for the Federal Emergency Management Agency should devise a plan to strengthen its 
management of SRL properties and ensure the accuracy of the SRL list.  The plan should: (1) assign specific 
roles and responsibilities to ensure cross-division integration, implementation, and monitoring of FEMA’s 
SRL strategy; (2) improve its workflow tracking system to monitor all requested changes to the SRL list and 
capture resulting outcomes; and (3) evaluate alternatives for updating the SRL list apart from Form AW-501, 
such as permitting updates to a property’s mitigation status based on submission of a proper elevation 
certificate.  

Narrative of 
Implementation 
Status  

Per a September 9, 2022, CAP update, the State of Louisiana and the State of Texas submitted mitigation 
spreadsheets for third quarter manual updates.  The manual entries will continue until FEMA Grants Outcomes 
(GO)/Pivot are integrated fully.  FEMA held a kickoff meeting with the FEMA GO/Pivot integration team on 
July 13, 2022, to begin the IT planning phases.  

    
Component FEMA 
Report Number OIG-20-68 

Report Title FEMA Is Not Effectively Administering a Program to Reduce or Eliminate Damage to Severe Repetitive Loss 
Properties 

Report Received/ 
Issued Date 09/08/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2024 

Recommendation 

The Administrator for the Federal Emergency Management Agency should revise FEMA’s approach to ensure 
equitable and timely distribution of mitigation funding.  At a minimum, FEMA should: (1) devise a plan and 
conduct outreach to communities with a large number of SRL properties to identify and address barriers to 
their participation in the Flood Mitigation Assistance (FMA) grant program; (2) update regional, state, and 
community training to address inconsistent practices and requirements that hinder NFIP-insured participation 
in the FMA grant program; and (3) develop and implement policies and procedures to monitor and enforce 
grant requirements. 

Narrative of 
Implementation 
Status  

Per a September 9, 2022, CAP update, FIMA will enhance monitoring of properties mitigated with Flood 
Mitigation Assistance funds where flood insurance is required for the life of the structure.  Texas and 
Louisiana consist of nearly 60 percent of the Flood Mitigation Assistance national inventory of repetitive 
flooded properties.  FEMA’s analysis of mitigated properties maintaining NFIP policy in Texas and Louisiana 
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resulted in the following:  474 mitigated properties were reviewed for active NFIP policy and 11 mitigated 
properties did not have an active NFIP policy (the addresses were forwarded to the region for followup and 
action).  On the basis of this analysis, FIMA does not recommend that a full population assessment of 
mitigated properties be performed, given that FIMA has found that greater than 97 percent of these properties 
are in NFIP policy compliance in Texas and Louisiana.  Also, at the time of the OIG audit, homeowners could 
maintain a private flood insurance policy, which was not considered in the audit and made verification of 
insurance compliance impossible.  Title 44 CFR § 77.6(a)(2), which went into effect on October 1, 2021, now 
states that, “For projects that impact individual structures, for example, acquisitions and elevations, an NFIP 
policy for the structure must be in effect prior to the opening of the application period and be maintained for 
the life of the structure.”  This regulation change closed the private policy loophole and provided clear 
guidance to the NFIP policy requirement.  FIMA will examine potential options available within its current 
authorities to enforce the post project completion insurance requirement.  It is estimated that potential options 
will be examined throughout 2021-2022, with an enforcement plan developed by December 2023.  FIMA 
Hazard Mitigation Assistance (HMA) will provide a draft report considering enforcement options by 
December 2022; however, these enforcement options will require regulatory review, leadership concurrence, 
and potentially other unanticipated approvals. 

    
Component FEMA 
Report Number OIG-20-76 
Report Title FEMA Mismanaged the Commodity Distribution Process in Response to Hurricanes Irma and Maria 
Report Received/ 
Issued Date 09/28/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 

The FEMA Administrator should develop a comprehensive strategy and implementation plans for improving 
asset tracking and in-transit visibility across all modes of transportation.  These plans should also include 
specific goals and corrective actions to address the agency’s commodity distribution challenges in managing 
the end-to-end distribution process, ensure the accuracy of underlying data, and strengthen and integrate 
distribution policies and the governance structure. 
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Narrative of 
Implementation 
Status  

FEMA Logistics is finalizing a CAP update and an ECD extension.  FEMA soon will set up a meeting with 
OIG to discuss a path to closure. 

    
Component FEMA 
Report Number OIG-20-76 
Report Title FEMA Mismanaged the Commodity Distribution Process in Response to Hurricanes Irma and Maria 
Report Received/ 
Issued Date 09/28/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The FEMA Administrator should develop and improve management reporting and data gathering business 
processes to address the data reporting challenges, resulting in more accurate and near-real-time information 
that enables quality decision making in assessing disaster survivor support needs. 

Narrative of 
Implementation 
Status  

FEMA Logistics is finalizing a CAP update and an ECD extension.  FEMA soon will set up a meeting with 
OIG to discuss a path to closure. 

    
Component FEMA 
Report Number OIG-21-26 
Report Title FEMA’s Procurement and Cost Reimbursement Review Process Needs Improvement 
Report Received/ 
Issued Date 03/04/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

FEMA’s Assistant Administrator of the Recovery Directorate should identify minimum training (baseline) 
requirements and follow through by providing, tracking, and documenting this training for project reviewers, 
including Program Delivery Managers, Document Validation Specialists, and Quality Assurance Specialists, 
before they perform their duties.  
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Narrative of 
Implementation 
Status  

On June 16, 2022, FEMA met with OIG to discuss progress that FEMA has taken to address the 
recommendation.  As discussed, FEMA informed OIG that the Procurement Task Force is working on 
updating existing or developing new checklists, specifically standardized checklists, tools, or job aids for 
training and guidance as they pertain to strengthening the procurement review process.  Additionally, FEMA-
Recovery PA Division will update job aides for specialist that relate to the procurement review process in all 
four continuity readiness centers. 

    
Component FEMA 
Report Number OIG-21-26 
Report Title FEMA’s Procurement and Cost Reimbursement Review Process Needs Improvement 
Report Received/ 
Issued Date 03/04/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

FEMA’s Assistant Administrator of the Recovery Directorate should strengthen the project review process by 
evaluating FEMA’s internal controls and making improvements that, at a minimum, ensure: (a) projects return 
to the prior review queue if the projects do not comply with Federal procurement requirements or FEMA 
guidelines, including when insufficient documentation is provided; (b) roles and responsibilities for 
procurement reviews and quality assurance are clearly defined; (c) project review policies are followed, such 
as the use of Determination Memos and Quality Assurance Checklists, as appropriate; and (d) controls are 
tracked and an auditable file is created in FEMA systems.  

Narrative of 
Implementation 
Status  

On June 16, 2022, FEMA Recovery met with OIG to discuss actions that FEMA has taken to address the 
recommendation as FEMA outlined in the CAP update.  FEMA-Recovery, Procurement Task Force, stated 
that regular meetings will be conducted by various sections within the PA Division on redefining the 
standardized checklist as developed in the SOP.  Also, FEMA will identify training needs and training 
schedules and anticipates having these trainings implemented by December 2022. 

    
Component FEMA 
Report Number OIG-21-26 
Report Title FEMA’s Procurement and Cost Reimbursement Review Process Needs Improvement 
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Report Received/ 
Issued Date 03/04/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation 
The Regional Administrator, Federal Emergency Management Agency Region IV, should review debris 
removal procurements and projects and either disallow or acquire support documentation for $25,594,524 
($23,282,276 Federal share) in questionable debris costs.  

Narrative of 
Implementation 
Status  

FEMA issued a determination memo to Monroe County disallowing any costs that FEMA deems 
unreasonable, unallowable, ineligible, or unsupported by sufficient documentation as required under FEMA 
projects.  FEMA will submit a closure request to OIG in early 2023. 

    
Component FEMA 
Report Number OIG-21-28 
Report Title FEMA Needs Revised Policies and Procedures to Better Manage Recovery of Disallowed Grant Funds 
Report Received/ 
Issued Date 03/11/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

07/30/2023 

Recommendation 
The FEMA Administrator should review and update, as necessary, all applicable policies to reflect the changes 
to the statute of limitations created by the Disaster Recovery Reform Act of 2018 for Section 705(a) of the 
Robert T. Stafford Disaster Relief and Emergency Assistance Act.  

Narrative of 
Implementation 
Status  

FEMA will continue to work toward the closure of the recommendation. 

    
Component FEMA 
Report Number OIG-21-28 
Report Title FEMA Needs Revised Policies and Procedures to Better Manage Recovery of Disallowed Grant Funds 
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Report Received/ 
Issued Date 03/11/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

01/31/2023 

Recommendation 
The FEMA Administrator should revise FEMA’s process to routinely review all internal policies and 
procedures when Federal laws and regulations affecting FEMA change to ensure internal policies and 
procedures remain compliant and required changes are timely.  

Narrative of 
Implementation 
Status  

Given OIG’s comments on FEMA’s original update to close recommendation 5, FEMA is revising the plan to 
include a draft instruction to address better how FEMA will ensure that policies are revised and updated with 
legislative changes.  Currently, FEMA OCC is still in the process of drafting the instruction with other 
stakeholders.  Once the draft is complete, FEMA will discuss the draft with OIG to be sure that it will meet 
OIG’s intent.  

    
Component FEMA 
Report Number OIG-21-42 

Report Title FEMA Initiated the Hurricane Harvey Direct Housing Assistance Agreement without Necessary Processes and 
Controls 

Report Received/ 
Issued Date 07/06/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2024 

Recommendation 

The Associate Administrator, FEMA Office of Response and Recovery should ensure its direct housing 
information system provides flexibility implementing alternative direct housing options; provides support to 
states, territories, and tribal governments administering direct housing assistance; and facilitates data exchange 
and sharing with non-FEMA information systems. 

Narrative of 
Implementation 
Status  

FEMA will provide OIG with evidence of a robust direct housing information system by the date established 
in the CAP.  Within the congruent timeframe, FEMA will account for any developments of the three major 
components:  FEMA GO, National Emergency Management Information System-IA modernization, and the 
Transportable Temporary Housing Unit lifecycle asset management system.  
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Component FEMA 
Report Number OIG-21-43 

Report Title FEMA Has Not Prioritized Compliance with the Disaster Mitigation Act of 2000, Hindering Its Ability to 
Reduce Repetitive Damages to Roads and Bridges 

Report Received/ 
Issued Date 07/06/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The FEMA Administrator should address unresolved implementation issues, publish proposed regulations for 
notice and comment within 1 year, and issue final regulations within 3 years of issuance of this report for 
implementation of the Disaster Mitigation Act of 2000, 42 U.S.C. § 5172(b)(2). 

Narrative of 
Implementation 
Status  

On June 21, 2022, DHS published its list of current rulemaking actions as part of the Spring 2022 Unified 
Agenda of Regulatory and Deregulatory Actions.  Within this list, FEMA included an entry titled “Disaster 
Assistance; Public Assistance Repetitive Damage.”  “Abstract:  The Disaster Mitigation Act of 2000” required 
FEMA to promulgate regulations to reduce the federal cost share of assistance under the PA Program for 
public and certain private nonprofit facilities repetitively damaged in the preceding 10 years by the same type 
of event and for which appropriate hazard mitigation measures had not been implemented.  This proposed rule 
sets forth how FEMA intends to implement that requirement. 
 
The FEMA Applicant Case Tracker (FAC-TRAX) information management system now provides 
functionality that improves FEMA’s ability to collect information properly and consistently and that allows 
FEMA to identify and track repetitive damages more easily.  On the basis of the functionalities of FEMA’s 
FAC-TRAX information management system and DHS’s publication of lists of rulemaking actions as part of 
DHS’s unified agendas, on July 22, 2022, FEMA again requested that OIG consider this recommendation to 
be resolved and closed.  On August 18, 2022, OIG transmitted to FEMA its analysis of FEMA’s July 18, 2022, 
CAP update.  Within its August 18, 2022, analysis, OIG stated that it considers the recommendation to be 
open and unresolved because FEMA has not yet identified an ECD by which an NPRM will be published. 

    
Component FEMA 
Report Number OIG-21-43 
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Report Title FEMA Has Not Prioritized Compliance with the Disaster Mitigation Act of 2000, Hindering Its Ability to 
Reduce Repetitive Damages to Roads and Bridges 

Report Received/ 
Issued Date 07/06/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The FEMA Administrator should review and resolve hazard mitigation challenges, such as: 
-ensuring education and training of states and applicants on migration programs and availability of funding at 
the state and applicant levels; 
-revising criteria and instructions for completing benefit-cost analysis to clarify and streamlines the process 
and assist applicants with meeting the required benefit-cost threshold; 
-streamlining the processes from application submission to approval to decrease applicants’ wait time for 
mitigation; and 
-considering existing flexibilities to adjust the cost share for applicants experiencing financial hardships.   

Narrative of 
Implementation 
Status  

FIMA began work to develop a benefit cost analysis training targeted at projects seen as part of PA Mitigation, 
which include roads and bridges, and some of the technical resources available to conduct the benefit cost 
analysis.  FIMA began working on developing content for the slides in August 2021.  On March 30, 2022, 
FIMA completed the informal training slide deck.  On March 25, 2022, as part of the FIMA HMA Division’s 
policy agenda for setting priority policies to address, the FIMA HMA Division completed its exploration of 
avenues to allow for greater cost-share flexibilities.  To streamline applicant wait times for mitigation, 
Recovery is drafting a significant revision to the PA Information Collection package, which will be 
transmitted to OMB.  On August 18, 2022, OIG transmitted to FEMA its analysis of FEMA’s July 18, 2022, 
CAP update. 

    
Component FEMA 
Report Number OIG-21-54 
Report Title FEMA Prematurely Obligated $478 Million in Public Assistance Funds from FY 2017 through FY 2019 
Report Received/ 
Issued Date 08/17/2021 

Rec # 1 
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Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

FEMA’s Associate Administrator of the Office of Response and Recovery should update the FEMA Recovery 
Standard Operating Procedure, SOP 9570.–4 – Strategic Funds Management – Implementation Procedures for 
the Public Assistance Program, at a minimum, to:  
(a) provide criteria for documentation required for subrecipients’’ drawdown schedule for funding projections 
to determine whether funds are needed within 180 days; and 
(b) require Regions document the basis for decisions and maintain support for these decisions in Grants 
Manager and in Emergency Management Mission Integrated Environment (EMMIE).  

Narrative of 
Implementation 
Status  

On September 29, 2022, FEMA updated OIG with a CAP, stating that the FEMA PA Doctrine Section 
completed a technical review of the SOP for Strategic Funds Management (SFM) and currently is formulating 
the updated SFM SOP.  Additionally, the FEMA PA Business Architecture Team is coordinating with the PA 
Doctrine Section to develop requirements based on the revised SOP to require regions to document the basis 
for SFM decisions in Grants Manager, a platform used to manage grant applications. 

    
Component FEMA 
Report Number OIG-21-54 
Report Title FEMA Prematurely Obligated $478 Million in Public Assistance Funds from FY 2017 through FY 2019 
Report Received/ 
Issued Date 08/17/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
FEMA’s Associate Administrator of the Office of Response and Recovery should develop a mechanism to 
ensure that the Office of Response and Recovery monitors the implementation of the Strategic Funds 
Management Initiative in accordance with policy.  

Narrative of 
Implementation 
Status  

On July 13, 2022, FEMA transmitted a CAP update for the recommendation.  The program office has 
completed the technical review of the current SFM SOP and is working to finalize the SOP.  In addition, the 
FEMA PA Business Architecture Team will develop requirements based on the revised SOP to require regions 
to document the basis for SFM decisions in Grants Manager.  

    



 

267 

Component FEMA 
Report Number OIG-21-64 
Report Title Lessons Learned from FEMA’s Initial Response to COVID-19 
Report Received/ 
Issued Date 09/21/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 

The Assistant Administrator for Response in the Office of Response and Recovery at FEMA should improve 
the reliability of WebEOC data by:  a. Developing internal controls for WebEOC to prevent incomplete and 
inaccurate information from being entered into the system; and b. Ensuring all new users receive formal 
training on completing, submitting, processing, and tracking of resource requests in WebEOC. 

Narrative of 
Implementation 
Status  

On August 15, 2022, FEMA provided to OIG a CAP update for the recommendation.  The CAP updates from 
December 2021 and March 2022 identify the milestones and dates of when FEMA completed the actions.  The 
recorded milestones document WebEOC system changes completed to ensure the more accurate and consistent 
capture of data within the system.  Further, the milestones document that new training is available for system 
users to help to ensure the accurate completion, submission, processing, and tracking of resource requests in 
WebEOC.  A formal request for the closure of this recommendation will be submitted once actions also are 
completed for the closures of recommendation 2 and 3, which are estimated to be closed in November 2022. 

    
Component FEMA 
Report Number OIG-21-64 
Report Title Lessons Learned from FEMA’s Initial Response to COVID-19 
Report Received/ 
Issued Date 09/21/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Associate Administrator for Response and Recovery at FEMA should strengthen FEMA’s coordination 
during the COVID-19 response and future pandemics by formally documenting the policies and procedures for 
making informed and consistent resource allocation decisions for critical lifesaving supplies and equipment. 
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Narrative of 
Implementation 
Status  

On August 15, 2022, FEMA provided to OIG a CAP update for the recommendation.  The draft Biological 
Incident Annex (BIA) was submitted to the interagency for review and a plan approval brief was conducted in 
June 2022.  Comments from the interagency currently are being reviewed and adjudicated by the FEMA 
Planning and Exercise Branch.  The draft BIA will be updated with adjudicated comments.  The completion 
date of the draft BIA is September 1, 2022.  The BIA then will be sent to the NSC for review and publication 
by November 30, 2022.  

    
Component FEMA 
Report Number OIG-21-64 
Report Title Lessons Learned from FEMA’s Initial Response to COVID-19 
Report Received/ 
Issued Date 09/21/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Administrator of FEMA should, working with the Secretary of Health and Human Services, issue 
clarifying guidance defining agencies’ pandemic response roles and responsibilities under Stafford Act 
declarations. 

Narrative of 
Implementation 
Status  

On August 15, 2022, FEMA provided to OIG a CAP update for the recommendation.  The draft BIA was 
submitted to the interagency for review and a plan approval brief was conducted in June 2022.  Comments 
from the interagency currently are being reviewed and adjudicated by the FEMA Planning and Exercise 
Branch.  The draft BIA will be updated with adjudicated comments.  The completion date of the draft BIA is 
September 1, 2022.  The BIA then will be sent to the NSC for review and publication by November 30, 2022. 

    
Component FEMA 
Report Number OIG-21-71 

Report Title FEMA Must Take Additional Steps to Better Address Employee Allegations of Sexual Harassment and Sexual 
Misconduct 

Report Received/ 
Issued Date 09/29/2021 

Rec # 3 
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Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The FEMA Administrator should develop and implement formal processes and procedures to ensure 
allegations of egregious harassment raised in EEO complaints can be referred to the Office of Professional 
Responsibility for separate, potential misconduct review at the discretion of the Office of Equal Rights 
director. 

Narrative of 
Implementation 
Status  

The Office of Equal Rights is finalizing its EEO SOP now and the following language will be incorporated 
into the informal complaint processing SOP:  “During the intake phase and/or counseling phase of the EEO 
Informal Complaint Process the EEO Specialist will immediately refer the aggrieved person to the Office of 
Professional Responsibility when allegations of sexual harassment and sexual misconduct are raised.”  The 
Office of Equal Rights expects the SOP to be completed by November 30, 2022. 

    
Component FEMA 
Report Number OIG-21-72 
Report Title Evaluation of DHS’ Information Security Program for Fiscal Year 2020 
Report Received/ 
Issued Date 09/30/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The FEMA Chief Information Officer should strengthen the component’s oversight to sustain its information 
security program on a year-round, continuous basis and maintain Security Authorization and Plan of Action 
and Milestones remediation status current. 

Narrative of 
Implementation 
Status  

The FEMA Chief Information Security Officer has implemented a plan to improve FEMA’s information 
security posture.  From March-August 2022, FEMA has maintained a status of “green” for all FISMA 
scorecard elements.  FEMA IT leadership met with OIG in July 2022 to discuss closure of the 
recommendation.  OIG indicated that sustained scores in the green, especially for security authorization, scan 
compliance, and weakness remediation categories would be sufficient evidence for closure.  It is anticipated 
that this recommendation will be closed in CY 2023 once a positive trend of more than 6 months can be 
provided to OIG. 
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Component I&A 
Report Number OIG-17-49 
Report Title Review of Domestic Sharing of Counterterrorism Information 
Report Received/ 
Issued Date 03/30/2017 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

04/30/2023 

Recommendation I&A should formalize agreements that enable I&A field officials to develop intelligence reporting with DHS 
components in the field, based on pilot program results. 

Narrative of 
Implementation 
Status  

DHS continues to revise Instruction 264-01-006, DHS Intelligence Information Report Program.  As 
previously noted, this instruction codifies standard reporting and release procedures across DHS as well as 
reporting coordination with other DHS Components and law enforcement and non-law enforcement federal 
agencies.  The instruction is currently under review by I&A senior leadership in preparation for formal 
coordination with DHS Components.  I&A expects Component review to be complete by February 28, 2023, 
and for the final instruction to be signed by the Under Secretary for I&A by April 30, 2023. 

    
Component I&A 
Report Number OIG-17-49 
Report Title Review of Domestic Sharing of Counterterrorism Information 
Report Received/ 
Issued Date 03/30/2017 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

04/30/2023 

Recommendation I&A should develop and implement guidance for intelligence reporting in the field. 
Narrative of 
Implementation 
Status  

I&A is working to finalize related SOPs across the DHS Intelligence Enterprise, including Instruction 264-01-
006, DHS Intelligence Information Report Program, which also will be used to implement the standardized 
training and procedures.  

    
Component I&A 
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Report Number OIG-17-49 
Report Title Review of Domestic Sharing of Counterterrorism Information 
Report Received/ 
Issued Date 03/30/2017 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

11/23/2022 

Recommendation DHS clearing offices should develop and implement a formal mechanism for reviewing I&A intelligence 
reporting from the field, including a logging and tracking process. 

Narrative of 
Implementation 
Status  

On November 23, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component I&A 
Report Number OIG-17-49 
Report Title Review of Domestic Sharing of Counterterrorism Information 
Report Received/ 
Issued Date 03/30/2017 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

04/30/2023 

Recommendation I&A should develop and implement guidance for field officials granting them local release authority for 
intelligence reporting. 

Narrative of 
Implementation 
Status  

I&A revised its policy instruction (IA-90 I, Production of Finished Intelligence) on August 25, 2022.  DHS 
continues to revise Instruction 264-01-006, DHS Intelligence Information Report Program.  As previously 
noted, this instruction codifies standard reporting and release procedures across DHS as well as reporting 
coordination with other DHS Components and law enforcement and non-law enforcement federal agencies.  
The instruction is currently under review by I&A senior leadership in preparation for formal coordination with 
DHS Components.  I&A expects Component review to be complete by February 28, 2023, and for the final 
instruction to be signed by the Under Secretary for I&A by April 30, 2023. 
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Component ICE 
Report Number OIG-17-51 
Report Title ICE Deportation Operations 
Report Received/ 
Issued Date 04/13/2017 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Director of ICE or a designee should develop a standardized training curriculum for all current and future 
Deportation Officers, including recurrent refresher training courses for docket review and detained and non-
detained case management. 

Narrative of 
Implementation 
Status  

All ERO OJT deliverables have been cleared for implementation by the ERO front office.  The Field Training 
Unit (FTU) is moving forward with the OJT pilot phase.  The pilot sites identified are the ERO San Diego, 
Dallas, and Washington Field Offices.  On July 15, 2022, FTU briefed San Diego Field Office Staff on OJT 
pilot implementation and began the collaborative process of reviewing the OJT deliverables and solidifying 
San Diego as the first pilot location.  The next steps of the effort include the solicitation/broadcast for 
volunteer coaching/mentoring candidates and the start of 30-day prework sessions with the selectees prior to 
implementation of the inaugural coaching/mentoring certification course.  The goal of FTU was to initiate the 
first pilot in San Diego by the end of FY 2022.  In the interim, OJT briefings in the Washington and Dallas 
Field Offices will be scheduled to inform/socialize OJT and to implement the pilot programs, respectively. 

    
Component ICE 
Report Number OIG-18-36 
Report Title ICE Faces Challenges to Screen Aliens Who May Be Known or Suspected Terrorists 
Report Received/ 
Issued Date 01/05/2018 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 
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Recommendation 
The Assistant Director of ICE ERO Field Operations should immediately correct the limitations and 
challenges identified with KSTEP by ensuring that ERO offices have the infrastructure necessary to 
communicate on known or suspected terrorists.  

Narrative of 
Implementation 
Status  

ICE ERO assessed its infrastructure to identify its communication capabilities for known or suspected 
terrorists, specifically classified connectivity access across field offices.  The assessment identified 14 ERO 
field offices with sensitive compartmented information facilities that currently provide connectivity to the 
Joint Worldwide Intelligence Communications System, leaving 11 field offices without access.  ICE 
leadership streamlined ICE’s intelligence mission by integrating ERO and HSI Office of Intelligence functions 
under the established HSI Intel infrastructure.  The recommendation requires a significant dedication of 
resources and funding, and alternative solutions are being explored.  However, this solution satisfies ERO’s 
needs for intelligence and communication on known or suspected terrorists.  ICE will submit the supporting 
documentation to OIG and will request closure consideration as implemented.  

    
Component ICE 
Report Number OIG-18-36 
Report Title ICE Faces Challenges to Screen Aliens Who May Be Known or Suspected Terrorists 
Report Received/ 
Issued Date 01/05/2018 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation 

The Assistant Director of ICE ERO Field Operations should immediately correct the limitations and 
challenges identified by performing a resource assessment to determine how many additional officers they 
need and allocate resources that will ensure periodic Known or Suspected Terrorist Encounter Protocol 
screening of aliens on the non-detained docket. 

Narrative of 
Implementation 
Status  

ICE ERO Combined Intelligence Unit (CIU) conducted an assessment to determine how many additional 
officers would be needed to ensure periodic Known or Suspected Terrorist Encounter Protocol (KSTEP) 
screening of noncitizens on the nondetained docket.  The ERO CIU assessment resulted in the 
recommendation of additional ERO positions in the immediate and near terms.  The full implementation of the 
CIU recommendation at HQ and field offices will allow for the screening and vetting of nondetained 
populations.  The recommendation is based on existing practices and gaps related to ERO’s screening and 
vetting of docketed populations for terrorism and national security concerns, and the agreed terms outlined in 
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an ERO-HSI memorandum of understanding.  ICE believes that it has satisfied the recommendation and will 
provide OIG with the supporting document for closure consideration.  

    
Component ICE 
Report Number OIG-19-28 
Report Title ICE Faces Barriers in Timely Repatriation of Detained Aliens 
Report Received/ 
Issued Date 03/11/2019 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation The Director of ICE should implement the use of an electronic system comparable to, or more accurate than, 
eTD as a source for official statistics, to improve the measures of cooperation with travel document requests. 

Narrative of 
Implementation 
Status  

ERO continues to work on deploying an electronic system as a source for official statistics regarding travel 
document decisions.  ICE ERO deployed the Electronic Post Order Custody Review (ePOCR) system 
(formerly called eRMP) for pilot expansion to 12 field offices.  ICE ERO and OCIO continue field testing the 
ePOCR system to coordinate technical adjustments within the system and are working to resolve any 
outstanding issues.  ICE ERO soon will deploy ePOCR to all field offices once all the remaining 
enhancements and technical adjustments are completed. 

    
Component ICE 
Report Number OIG-19-57 

Report Title A Joint Review of Law Enforcement Cooperation on the Southwest Border between the Federal Bureau of 
Investigation and Homeland Security Investigations 

Report Received/ 
Issued Date 07/31/2019 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

01/17/2023 
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Recommendation 
HSI should jointly develop a memorandum of understanding  or similar written agreement governing Federal 
Bureau of Investigation and Homeland Security Investigations operations on overlapping criminal 
investigative areas. 

Narrative of 
Implementation 
Status  

On January 17, 2023, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component ICE 
Report Number OIG-20-06 
Report Title DHS Lacked Technology Needed to Successfully Account for Separated Migrant Families 
Report Received/ 
Issued Date 11/25/2019 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Executive Associate Director, ICE Enforcement and Removal Operations, should coordinate with the 
Department of Health and Human Services to outline roles and responsibilities, and create and distribute 
standard operating procedures for migrant family reunification. 

Narrative of 
Implementation 
Status  

ICE ERO will work with CRCL, CBP, and HHS to document the family separation and reunification roles and 
responsibilities of each agency better.  It is important to note, however, that this work ultimately will be 
dependent on how the legal landscape is defined on the basis of the outcome of Ms. L v. ICE and other 
litigation relating to family separations.  In the meantime, ICE ERO will continue to seek to improve 
communication and coordination with HHS on procedures for migrant family reunification.  ICE shared that 
settlement negotiations in Ms. L. v. ICE and related separation litigation are ongoing and confidential, and the 
future of family separation/reunification likely will be borne out of those settlement negotiations.  ICE is 
unable to create/distribute unilaterally an SOP for migrant reunification until after the results of the 
negotiations.  However, the Federal Government has implemented its holistic process for reunifying families.  
ICE participates in the Interagency Task Force on the Reunification of Families, which has published 
additional resources, information, and progress reports on the reunification efforts to its website.  Because the 
progress of the task force has achieved the intent of the recommendation, ICE requested in a memo dated 
January 21, 2022, that OIG consider the recommendation resolved and closed as implemented.  However, OIG 
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requested additional information on the Family Reunification Task Force.  ICE expects to provide the 
requested information and documents in November 2022. 

    
Component ICE 
Report Number OIG-20-13 
Report Title Immigration and Customs Enforcement’s Criminal Alien Program Faces Challenges  
Report Received/ 
Issued Date 02/18/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/21/2022 

Recommendation 
The Acting Director, U.S. Immigration and Customs Enforcement, should conduct an independent workforce 
analysis to determine whether centralizing research of aliens and issuing detainers at the Pacific Enforcement 
Response Center would be more efficient than performing these tasks there as well as at local research centers.   

Narrative of 
Implementation 
Status  

Although both the Pacific Enforcement Response Center (PERC) and field offices conduct immigration alien 
response (IAR) research, much of the work is not redundant.  The PERC has defined coverage arrangements 
for each of its covered field offices, and ICE’s objective is that either the PERC or the field office should 
research incoming IARs at different, nonoverlapping times throughout the day.  A subject’s immigration status 
and criminal history are subject to real-time change.  An ICE officer conducting a status check just prior to 
apprehending a subject can be critical to avoiding erroneous enforcement action.  However, ICE ERO has 
taken steps to reduce duplication of effort, to streamline processing steps, and to generate economies of scale 
in its operational programs.  To achieve these objectives, ICE completed an analysis of its IAR and detainer 
processing in August 2016 and began efforts to consolidate these efforts nationwide at the PERC.  These 
efforts are currently the subject of ongoing litigation, and ICE is limited in what additional actions that it can 
take until these court cases are resolved.  Once final court decisions are rendered, ICE will reassess its ability 
to centralize IAR and detainer processing. 

    
Component ICE 
Report Number OIG-20-13 
Report Title Immigration and Customs Enforcement’s Criminal Alien Program Faces Challenges  
Report Received/ 
Issued Date 02/18/2020 
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Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation The Acting Director, U.S. Immigration and Customs Enforcement should evaluate how to consistently track 
lawful permanent residents with pending convictions.   

Narrative of 
Implementation 
Status  

ICE ERO already has begun analyzing best practices and IT system changes needed to track lawful permanent 
residents with pending convictions more effectively.  This capability will be developed and deployed by the 
ICE T8 program.  Development of this capability is scheduled to begin by September 30, 2022, pending the 
identification and availability of sufficient funding for this effort. 

    
Component ICE 
Report Number OIG-20-59 

Report Title HSI Effectively Contributes to the FBI’s Joint Terrorism Task Force, But Partnering Agreements Could Be 
Improved 

Report Received/ 
Issued Date 08/14/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

08/31/2023 

Recommendation 

The HSI Executive Associate Director should renegotiate and update the existing 2003 MOA with DOJ on 
terrorism financing investigations to ensure: (a) all appropriate action to align guidance on handling of 
terrorism cases with current operations; (b) essential requirements defined in DHS Management Directive 
0450.1 are included; and (c) a review and modification process is established to reflect future operational 
changes. 

Narrative of 
Implementation 
Status  

Although the “MOA Between the Department of Justice (DOJ) and the DHS Concerning Terrorist Financing 
Investigations,” dated May 13, 2003, currently does not reflect organizational and operational changes within 
both HSI and the FBI since its enactment, activities and subsequent guidance are required to be fluid and to 
allow for adjustment to the evolving environments in which both law enforcement agencies operate.  As a 
result, HSI and the FBI have adapted to the various organizational changes within their agencies in the terror 
finance mission space.  In keeping with the intended premise and spirit of the MOA between DHS and DOJ on 
terror finance, HSI continues to deconflict fully possible terrorism financial investigations with the FBI.  



 

278 

Although the MOA delineated a process and entities that no longer exist, using the FBI Terrorism Finance 
Operations Section and the Joint Vetted Unit, the process used currently is operationally effective and efficient 
for both agencies in its execution and still aligns with the MOA’s intended purpose.  On top of the 
deconfliction process with the FBI on terror finance cases, pursuant to an ICE memorandum titled, 
“Capabilities and Mandatory Use of ICE Special Operations Unit,” dated September 1, 2009, as well as 
subsequent yearly guidance to HSI field offices, it is mandatory for all HSI field offices to forward all 
communication data identified in any criminal investigation targeting narcotics smuggling, narcotics-related 
money laundering, and terrorist-related activity to the Special Operations Unit for deconfliction and 
coordination purposes.  HSI is drafting an MOU between ICE and the FBI to memorialize the 
responsibilities/expectations of ICE personnel assigned to the Joint Terrorism Task Force (JTTF).  The JTTF 
MOU is separate and apart from all other FBI MOUs/MOAs to include the 2003 MOA between DHS and DOJ 
on terrorism financing investigations.  The updated JTTF MOU is expected to be completed within the next 12 
months.  DHS and DOJ have decided to work on the Counterintelligence Task Force MOU first, which is 
pending final approval.  The approved Counterintelligence Task Force MOU then will be used as the template 
for the JTTF MOU.  HSI continues to work with ICE’s OPLA on drafting HSI’s proposed annex to an 
overarching MOU between DHS and the FBI.  HSI also continues to expect that this annex will be completed 
by the time an overarching DHS/FBI MOU is finalized. 

    
Component ICE 
Report Number OIG-20-59 

Report Title HSI Effectively Contributes to the FBI’s Joint Terrorism Task Force, But Partnering Agreements Could Be 
Improved 

Report Received/ 
Issued Date 08/14/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation 
The HSI Executive Associate Director should revise existing guidance including the 2003 and 2007 terrorism 
financing internal memoranda and its National Security Investigations Handbook to reflect changes 
implemented by departmental or interagency agreements. 
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Narrative of 
Implementation 
Status  

The HSI National Security Unit (NSU) is working to update the existing internal memoranda and guidance 
provided to employees in 2003 and 2007 concerning terror finance deconfliction.  The National Security 
Investigations Handbook, dated April 26, 2013, is renamed as the “Counterterrorism Investigations 
Handbook” with an update in the final stages of review.  Additionally, NSU is coordinating with HSI’s 
International Organized Crime Intelligence and Operations Center (IOC2) and the FBI to establish a 
streamlined terror finance deconfliction process and repository.  Once finalized, this guidance will supersede 
the 2003 and 2007 internal memoranda and will be included in the “Counterterrorism Investigations 
Handbook.”  Upon final approval of the updated “Counterterrorism Investigations Handbook” and updates to 
the 2003 and 2007 internal memoranda, NSU and IOC2 will send a broadcast message to the HSI Assistant 
Directors, Deputy Assistant Directors, Special Agents in Charge, and Attaches, to inform HSI personnel of the 
changes.  HSI NSU recently received and adjudicated additional comments and edits from ICE OPLA and has 
sent the handbook back to OPLA and HSI Policy.  Once the handbook is approved, a copy of the handbook 
will be provided to the OIG. 

    
Component ICE 
Report Number OIG-21-09 

Report Title DHS Components Have Not Fully Complied with the Department’s Guidelines for Implementing the 
Lautenberg Amendment  

Report Received/ 
Issued Date 11/13/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation The ICE Director should fully implement the DHS continuous monitoring program to allow for notification 
and tracking of employee arrests. 

Narrative of 
Implementation 
Status  

ICE is in compliance with DHS Memorandum, “DHS Enterprise Continuous Evaluation Program,” issued on 
May 22, 2019, by the DHS Chief Security Officer.  As such, ICE met the requirements to enroll 25 percent of 
personnel occupying national security positions in FY 2019 (4,625 out of 18,500) and 50 percent of personnel 
in FY 2020 (9,250 out of 18,500) in the Department’s Continuous Evaluation program.  ICE’s Chief Security 
Officer and OPR staff will continue to ensure that ICE meets the established requirement to enroll 100 percent 
of its personnel occupying national security positions in the program.  As of February 4, 2021, ICE enrolled 
89 percent (16,486 of 18,462) of its national security positions and 76 percent (10,353 of 13,495) of its law 
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enforcement personnel in the Office of the Director of National Intelligence’s Continuous Evaluation System.  
ICE continues to work toward meeting the 100-percent full compliance mandate documented in the “DHS 
Enterprise Continuous Evaluation Program” memorandum issued on May 22, 2019, by the DHS OCSO.  As of 
late August 2022, ICE had 17,233 of 18,715 (92 percent) national security positions enrolled in the Office of 
the Director of National Intelligence’s Continuous Evaluation System.  Of these positions, 12,286 of 12,848 
(95.6 percent) law enforcement population are enrolled.  ICE’s OPR continues to work directly with the DHS-
OCSO team on enrolling ICE personnel. 

    
Component ICE 
Report Number OIG-21-15 
Report Title ICE Guidance Needs Improvement to Deter Illegal Employment 
Report Received/ 
Issued Date 01/13/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The ICE Homeland Security Investigations Worksite Enforcement Unit Chief should update the I-9 Guide to 
include minimum elements ICE officials must document in case files to justify fine reductions. 

Narrative of 
Implementation 
Status  

The ICE HSI Worksite Enforcement (WSE) Unit is in the process of creating new training protocols to be 
made available to ICE HSI offices nationwide on the basis of the policies outlined in the new ICE HSI WSE 
Handbook, as well as the “Classification of Form I-9 Substantive and Technical or Procedural Paperwork 
Failures or Violations” memorandum.  The goal of this initiative is to have the new training available for 
dissemination and presentation to the field concurrent with approval of the WSE Handbook and the 
Classification of Form I-9 Substantive and Technical or Procedural Paperwork Failures or Violations 
memorandum.  ICE OPLA has completed its review of the HSI Labor Exploitation handbook and recently 
provided HSI with comments and edits.  HSI is adjudicating OPLA’s comments/edits and, once complete, will 
route the handbook to the ICE Office of Regulatory Affairs and Policy for its review. 

    
Component ICE 
Report Number OIG-21-15 
Report Title ICE Guidance Needs Improvement to Deter Illegal Employment 
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Report Received/ 
Issued Date 01/13/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2023 

Recommendation 

The ICE Homeland Security Investigations Worksite Enforcement Unit Chief assess I-9 processes and update 
the I-9 Guide to ensure it addresses risks and challenges, including: 
a.  when employers make corrections to address substantive violations and when employers claim they were 
unaware that they employed Unauthorized Alien Workers; 
b.  ICE’s ability to conduct follow-up inspections with limited resources; and 
c.  when I-9 inspections identify individuals using fraudulent documents to obtain unlawful employment.   

Narrative of 
Implementation 
Status  

The ICE HSI WSE Unit is in the final stages of revising the WSE Handbook, which establishes policy and 
procedures for ICE HSI special agents and auditors when conducting WSE criminal investigations; 
administrative inspections (Form I-9 audits); outreach with regard to the ICE’s Mutual Agreement between 
Government and Employers (IMAGE) program; and WSE operational planning.  A section of the revised 
WSE Handbook will address how to proceed if employers were unaware that they employed unauthorized 
workers.  Challenges also will be addressed in the memorandum to the field (currently being drafted) titled, 
“Classification of Form I-9 Substantive and Technical or Procedural Paperwork Failures or Violations.”  

    
Component ICE 
Report Number OIG-21-15 
Report Title ICE Guidance Needs Improvement to Deter Illegal Employment 
Report Received/ 
Issued Date 01/13/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2023 

Recommendation 

The ICE Homeland Security Investigations Worksite Enforcement Unit Chief should develop and implement a 
quality assurance process that allows ICE headquarters to sample cases on an objective, periodic basis, to 
determine whether field offices reduce fines, issue compliance letters, and conduct follow-up inspections of 
employers in accordance with ICE policies and procedures.   
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Narrative of 
Implementation 
Status  

The ICE HSI WSE Unit expansion of the Employer Compliance Inspection Center (ECIC) and 
implementation of the Compliance Automation Tool will address the quality assurance process.  The expanded 
ECIC will allow for the consolidation of WSE audits at one centralized location and ultimately will reduce the 
numbers of adverse decisions by the DOJ Office of the Chief Administrative Hearing Officer and will provide 
the ability to run batch record queries to verify employment eligibility.  In addition to an expanded ECIC, the 
ICE HSI WSE Unit is working to finalize and implement the Compliance Automation Tool, which will allow 
users to upload PDF versions of I-9s automatically, to be processed and stored in a centralized place.  In beta 
testing, which began in October 2019, this effort processed more than 55,000 I-9 forms in 11 days, saving 
WSE auditors and special agents more than 530 business days of data entry.  

    
Component ICE 
Report Number OIG-21-15 
Report Title ICE Guidance Needs Improvement to Deter Illegal Employment 
Report Received/ 
Issued Date 01/13/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The ICE Homeland Security Investigations Worksite Enforcement Unit Chief should conduct an assessment of 
the IMAGE program to determine whether implementation of other approaches would aid in achieving its 
outreach goal and be cost effective, or if funds should be put to better use.   

Narrative of 
Implementation 
Status  

The ICE HSI WSE Unit will assess the IMAGE program, starting with an analysis of the impact of its new 
guidance and changes to the program in recent years.  A section of the revised WSE Handbook will provide an 
update to the implementation of the IMAGE program.  The COVID-19 pandemic adversely has affected the 
IMAGE program’s ability to conduct broad and effective outreach because of restrictions on travel and 
assembly.  As the country slowly begins to return to more normal operation the Labor Exploitation Unit’s 
(LEP) goal is to restart in-person outreach at pre-pandemic levels.  LEP continues to offer training to the field 
regarding best practices and proper implementation of the IMAGE program, as well as works in conjunction 
with ICE HSI field offices to provide IMAGE presentations to companies in a virtual setting where applicable.  
Furthermore, LEP, in collaboration with DOJ’s Civil Rights Division of Immigrant and Employee Rights and 
USCIS, provides a quarterly training related to employment eligibility verification and the IMAGE program to 
several stakeholder via Webex.  LEP will utilize the Investigative Case Management system to document data 
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related to IMAGE outreaches and partnerships, these data, in turn, will be used to conduct an analysis of the 
program at the end of FY 2022. 

    
Component ICE 
Report Number OIG-21-29 

Report Title DHS’ Fragmented Approach to Immigration Enforcement and Poor Planning Resulted in Extended Migrant 
Detention During the 2019 Surge 

Report Received/ 
Issued Date 03/18/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation 
The ICE Director should standardize documentation required in alien files that Customs and Border Protection 
needs to include for transfer of aliens from Customs and Border Protection to Immigration and Customs 
Enforcement, Enforcement and Removal Operations custody that will apply to all field offices. 

Narrative of 
Implementation 
Status  

ICE has implemented an electronic system that exceeds the intent of the original recommendation and 
alleviates the need for guidance on standard requirements.  The Case Acceptance System (CAS) is a web-
based application that allows immigration enforcement agencies to submit requests for immigration case 
jurisdictional transfer to ICE ERO.  CAS eliminates duplicative data entry, allowing jurisdictional transfer 
decisions to be completed in minutes instead of hours, which increases the throughput of the arresting 
agency’s case processing operations.  CAS is being deployed to various Southwest Border ICE areas of 
responsibility. 

    
Component ICE 
Report Number OIG-21-30 
Report Title Violations of Detention Standards Amidst COVID-19 Outbreak at La Palma Correctional Center in Eloy, AZ 
Report Received/ 
Issued Date 03/30/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/01/2022 
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Recommendation 

The Executive Associate Director of Enforcement and Removal Operations should direct the Phoenix 
Enforcement and Removal Field Office responsible for LPCC should ensure compliance and remedial action 
is taken to address LPCC’s use of force incidents and allegations of detainee mistreatment by staff when 
warranted. 

Narrative of 
Implementation 
Status  

On December 1, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component ICE 
Report Number OIG-21-36 

Report Title ICE Did Not Consistently Provide Separated Migrant Parents the Opportunity to Bring Their Children Upon 
Removal 

Report Received/ 
Issued Date 05/19/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 

Recommendation 
The Acting Director of ICE should ensure that before removing parents who have minor children in the United 
States, ICE staff document and obtain supervisory acknowledgement for each parent’s preference for whether 
the children should remain in the United States or be removed with the parent.  

Narrative of 
Implementation 
Status  

In October 2020, ICE ERO deployed a web-based management application system and modified the EARM, 
to receive flags on cases which CBP identifies as family units.  The new application and EARM update allow 
ICE users to create and manage records for family units.  In particular, the new application collects, tracks, and 
stores data on family units and other members of family groups.  Through this new application, ICE is now 
able to:  create family unit identification numbers, track family members, designate familial relationships 
among family members, and annotate a family separation and reunification, which will help ICE to ensure that 
separated parents who are subject to removal are able to make arrangements for their minor child or children 
(including being removed with them), pursuant to ICE Policy 11064.2, “Detention and Removal of Alien 
Parents and Legal Guardians.”  Any reunifying families separated after January 20, 2021, would be handled by 
the Family Reunification Task Force.  ICE was informed that the task force scope includes how to prevent 
separations in the future through policy changes.  ICE will draft and implement SOPs for migrant family 
reunification once all ongoing court cases have been completed.  ICE has a minor role with reunifications 
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since ERO only transports separated children to the Office of Refugee Resettlement (ORR) post -BP 
processing and HHS acceptance.  In addition, ICE no longer has the three family residential centers that it was 
overseeing:  (1) Berks in Leesport, Pennsylvania; (2) Karnes County in San Antonio, Texas; and (3) South 
Texas Family Residential Center in Dilley, Texas.  Because of mission requirements, ICE stopped housing 
families at the Berks Family Residential Center on February 26, 2021, and the Karnes County Family 
Residential Center on November 5, 2021.  ICE stopped housing families at the South Texas Family 
Residential Center on December 10, 2021. 

    
Component ICE 
Report Number OIG-21-40 
Report Title ICE Faces Challenges in Its Efforts to Assist Human Trafficking Victims 
Report Received/ 
Issued Date 06/04/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 

The Acting Executive Associate Director of ICE Homeland Security Investigations should develop and 
implement policies and procedures to ensure uniform efforts to combat human trafficking.  The guidance 
should: (a) promote collaboration among Homeland Security Investigations program offices; (b) address the 
accurate tracking, dissemination, and receipt of human trafficking tips, as well as follow-up actions on the tips; 
and (c) ensure the maintenance of accurate data on human trafficking, including investigations and victim 
assistance.   

Narrative of 
Implementation 
Status  

ICE HSI issued a memorandum addressed to the SACs and Attachés concerning the new reporting 
requirements associated with the HSI Tip Line and the National Human Trafficking Hotline.  The Center for 
Countering Human Trafficking will ensure that field personnel added a project code to all investigations 
initiated from the tips/leads received from the ICE HSI Tip Line and a project code for tips received from the 
National Human Trafficking Hotline.  The Center for Countering Human Trafficking also developed a 
SharePoint site to allow HSI points of contact to input directly the receipt and status of any human trafficking 
tip/lead they receive and to present ICE’s directive on writing Victim Reports of Investigation related to the 
identification of victims of human trafficking along with field quarterly reminders for adherence.  
Additionally, ICE HSI Victim Assistance Program (VAP) HQ has completed training of Victim Assistance 
specialist staff ensuring that data entry procedures are consistent throughout the field and has provided a 
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SharePoint site that can be accessed by VAP field personnel on VAP policies and procedures regarding Victim 
Assistance Database  data entry.  Protocols have been updated to mandate the use of the Investigative Case 
Management system to enter statistics.  ICE is in the process of requesting closure of this recommendation. 

    
Component ICE 
Report Number OIG-21-57 
Report Title ICE’s Oversight of Capgemini Contracts Needs Improvement 
Report Received/ 
Issued Date 08/26/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 

The ICE Head of Contracting Activity should oversee the development and/or implementation of internal 
controls to ensure ICE procurement and programs personnel properly construct and monitor the terms of the 
contract.  Specifically, the requirements in the statement of work should align with the type of contract 
awarded. 

Narrative of 
Implementation 
Status  

ICE has created an electronic collaboration folder with shared access between CORs and OAQ.  This shared 
space allows for complete access to a COR’s files, including monthly monitoring reports, resume reviews, 
hourly reports, invoices, etc.  Additionally, it is a consolidated space for OAQ to provide all contract 
documents as well as modifications for quick access to the contract terms and conditions.  Access is permitted 
for all operational parties and is used to review performance and to ensure compliance with the terms of the 
contract.  The OAQ team conducts reviews of the COR file documentation and addresses any issues/questions 
with the COR as they arise.  ICE is in the process of requesting closure of this recommendation. 

    
Component ICE 
Report Number OIG-21-57 
Report Title ICE’s Oversight of Capgemini Contracts Needs Improvement 
Report Received/ 
Issued Date 08/26/2021 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

04/30/2022 

Recommendation 
The ICE Head of Contracting Activity should direct contracting officer representatives perform oversight of 
the Capgemini Government Solutions, LLC contract, to include its subcontractor, and ensure compliance with 
statement of work contract terms. 

Narrative of 
Implementation 
Status  

ICE ERO is recompeting the contract and the tentative target award date in April 2023 to allow for a 60-day 
transition period.  A recommendation update was provided to OIG on August 29, 2022.  

    
Component ICE 
Report Number OIG-21-57 
Report Title ICE’s Oversight of Capgemini Contracts Needs Improvement 
Report Received/ 
Issued Date 08/26/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 

The ICE Head of Contracting Activity should: 
-Direct procurement and program staff to review the qualifications for skill sets, education, and work 
experience of all Capgemini Government Solutions, LLC employees currently working on the contract and 
remove unqualified staff; and 
-Ensure the contracting officer representative reviews all invoices paid to Capgemini Government Solutions, 
LLC between August 2018 and December 2019.  The review should highlight any cost for labor not provided 
and determine any amounts to recover. 

Narrative of 
Implementation 
Status  

ERO’s CORs reviewed each staff resume and matched specific skillsets with each individual’s labor category 
designation.  Some individuals’ resumes qualified them for a more senior labor category classification 
although they were classified in another lower skilled labor category.  The ERO COR matched the submitted 
labor hours for each staff member with individual staff qualifications using an upgraded labor categories basis 
and found that Capgemini Government Solutions, LLC, has submitted the timesheets and evidence that OIG 
was unable to review.  The COR has determined that the Capgemini evidence matches the submitted labor 
hours for each staff member with individual staff qualifications using the upgraded labor categories basis.  The 
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COR did not identify any cost for labor not provided nor any amounts that should be recovered.  ICE is in the 
process of requesting closure for this recommendation. 

    
Component ICE 
Report Number OIG-21-58 

Report Title ICE’s Management of COVID-19 in Its Detention Facilities Provides Lessons Learned for Future Pandemic 
Responses 

Report Received/ 
Issued Date 09/07/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Director, U.S. Immigration and Customs Enforcement should develop specific guidance regarding 
communication with detainees regarding their medical conditions and care and ensure facilities implement this 
guidance. 

Narrative of 
Implementation 
Status  

The contracted medical provider at a non-IHSC facility is responsible for complying with ICE NDS and 
community standards of care.  The IHSC MCMU FMCs, during each site visit, audit laboratory testing using 
the Quality of Medical Care toolkit to determine if lab results and any diagnoses are shared with the detainee.  
If any facilities are lacking in this area, then the FMC will inform them of the quality of care finding and will 
recommend that the facilities share any testing results with the patient and document this in the medical 
record.  Any Quality of Medical Care findings are notated in the IHSC-041 Final Site Visit Report as well.    

    
Component ICE 
Report Number OIG-21-58 

Report Title ICE’s Management of COVID-19 in Its Detention Facilities Provides Lessons Learned for Future Pandemic 
Responses 

Report Received/ 
Issued Date 09/07/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

03/21/2023 
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Recommendation The Director, U.S. Immigration and Customs Enforcement should ensure all detention facilities that conduct 
whole-facility testing have submitted plans to ICE and that these plans have been approved. 

Narrative of 
Implementation 
Status  

Whole facility saturation COVID testing at non-IHSC staffed facilities was done at the discretion of each 
individual facility or court order.  The request was received from the facility directed through the local Field 
Operations Directorate/ERO/FMC.  The FMC would complete an initial review of the saturation testing plan, 
forward it to the MCMU chief/regionals who then would forward to the Public Health, Safety, and 
Preparedness Unit for approval.  When a facility initiated the saturation testing, the testing numbers and results 
were sent to the FMC and to the regional FMC, who enter the data into the Saturation Testing Tracker on 
SharePoint.  Typically, the saturation testing lasted around 72 hours. 
 
Non-IHSC facilities did have to submit plans (like those submitted by IHSC-staffed facilities) except when the 
saturation testing was court-ordered; in those instances, the facility had to comply with the court order.   The 
last set of saturation testing was on May 31, 2022, at the Mesa Verde, Colorado, processing center and on May 
31, 2022, at the Adelanto, California, processing center.  They are the only facilities conducting court-ordered 
saturation testing.  Whole facility testing no longer is indicated except as a court order.  OIG has requested 
documentation on how non-IHSC facilities conduct whole facility testing.  ICE is in the process of gathering 
evidence and documentation to close this recommendation. 

    
Component MGMT-OCFO 
Report Number OIG-20-62 
Report Title DHS Has Made Progress in Meeting DATA Act Requirements, But Challenges Remain 
Report Received/ 
Issued Date 08/14/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2024 

Recommendation 

The Chief Financial Officer should develop and apply effective solutions to improve the implementation and 
use of the government-wide financial data standards for data elements associated with the award description, 
place of performance, unique record identifier, legal entity information, program activity data, and financial 
assistance aggregate reporting. 
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Narrative of 
Implementation 
Status  

On August 17, 2022, OIG wrote to inform OCFO that it closed another recommendation from this same report 
and considers part of this recommendation as implemented.  Specifically, FEMA implemented a new system 
for managing and reporting NFIP awards in DATA Act Files C [financial data] and D2 [financial assistance 
data] without aggregating entities.  DHS began reporting its flood insurance award data in a nonaggregate 
form on November 16, 2020.  This part of the recommendation is considered implemented and resolved.  
OCFO’s Resource Management Transformation division will follow up with OCPO, OCFO’s Financial 
Assistance Policy and Oversight division, and FEMA OCFO to consider next steps for resolving and 
implementing the remaining parts of this recommendation. 

    
Component MGMT-OCFO 
Report Number OIG-21-17 
Report Title DHS Grants and Contracts Awarded through Other Than Full and Open Competition, FYs 2018 and 2019 
Report Received/ 
Issued Date 02/01/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The DHS Chief Financial Officer should, with advice from the Office of General Counsel, develop written 
procedures for generating the required report to sufficiently identify, review, and validate non-competitive 
grant award information.   

Narrative of 
Implementation 
Status  

As of September 30, 2022, no action has been taken on this recommendation.  OIG will not close this 
recommendation until it completes the ongoing 22-030-AUD-DHS audit, “Audit of DHS Reporting on All 
Contacts and Grants Awarded Through Other Than Full and Open Competition during Fiscal Years 2020 and 
2021.”  

    
Component MGMT-OCHCO 
Report Number OIG-18-81 
Report Title DHS Support Components Do Not Have Sufficient Processes and Procedures to Address Misconduct 
Report Received/ 
Issued Date 09/27/2018 

Rec # 1 
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Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Under Secretary for Management should assign responsibility for the management and oversight of all 
misconduct allegations across support components and evaluate the best method to ensure that items a through 
g are completed:   
a. Establish and implement a centralized oversight process for misconduct allegations;  
b. Determine which support components identify or receive misconduct allegations;  
c. Provide written guidance and training on the handling of misconduct allegations;  
d. Develop a formal mechanism to communicate and collaborate regularly about misconduct allegations;  
e. Establish a comprehensive system of record or database to manage and track allegations of misconduct;  
f. Develop and implement a misconduct investigative process, including implementing and issuing written 
guidance on how to conduct misconduct allegation investigations; and 
g. Develop and implement procedures for receiving and reefing allegations to OIG.   

Narrative of 
Implementation 
Status  

This recommendation is with HRMS to provide additional evidence to OIG, including a directive and 
instruction for Component support, and documentation on implementation of the Employee Relations 
ServiceNow System and user training of the case management system.  

    
Component MGMT-OCHCO 
Report Number OIG-19-48 
Report Title DHS Needs to Improve Its Oversight of Misconduct and Discipline 
Report Received/ 
Issued Date 06/17/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The Under Secretary for Management should ensure the designated entity implement a formal reporting 
process, with documented procedures for handling and reporting all misconduct allegations. 

Narrative of 
Implementation 
Status  

The Misconduct Governance Board led by OCHCO-Human Capital Policy and Programs (HCPP) is working 
to establish Department-wide data collection and reporting requirements, to establish baseline measures and 
metrics, and to conduct analysis of and respond to trends across DHS.  Per an update on March 23, 2022, OIG 
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is pending evidence that documents and confirms the implementation of a formal reporting process and review 
of the documented procedures for handling and reporting all misconduct allegations. 

    
Component MGMT-OCHCO 
Report Number OIG-19-48 
Report Title DHS Needs to Improve Its Oversight of Misconduct and Discipline 
Report Received/ 
Issued Date 06/17/2019 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Under Secretary for Management should require that the designated misconduct oversight entity conduct a 
comprehensive assessment of components’ policies to establish a baseline for handling allegations and 
disciplinary actions that promotes quality and consistency across components. 

Narrative of 
Implementation 
Status  

The Misconduct Governance Board led by OCHCO-HCPP is working to establish Department-wide measures 
and metrics for program quality and consistency.  Per an update on March 23, 2022, OIG is pending 
documentation about the assessment of Component policies for handling allegations to promote quality and 
consistency across Components.   

    
Component MGMT-OCHCO 
Report Number OIG-19-48 
Report Title DHS Needs to Improve Its Oversight of Misconduct and Discipline 
Report Received/ 
Issued Date 06/17/2019 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The Chief Human Capital Officer should work with the Under Secretary for Management to require the 
designated misconduct oversight entity: 
a. identify all offices that receive misconduct allegations or identify potential misconduct; and 



 

293 

b. establish a system of record and process to routinely capture, manage, and monitor components’ 
management of misconduct. 

Narrative of 
Implementation 
Status  

The Misconduct Governance Board led by OCHCO-HCPP is working to establish Department-wide data 
collection and reporting requirements, in addition to baseline measures and metrics.  Data analysis will be 
conducted and used to respond to trends across DHS.  OIG is waiting for evidence of the data collection that 
will establish a process routinely to capture, manage, and monitor Component misconduct management.  
Future CAPs will include updates on these efforts and will be shared with OIG. 

    
Component MGMT-OCIO 
Report Number OIG-20-73 
Report Title DHS Faces Challenges in Meeting the Responsibilities of the Geospatial Data Act of 2018 
Report Received/ 
Issued Date 09/23/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The DHS Chief Information Officer should identify and apply the resources needed in the Geospatial 
Management Office to the Department to fulfill covered agency responsibilities under section 759 of the 
Geospatial Data Act of 2018. 

Narrative of 
Implementation 
Status  

The Geospatial Management Office completed onboarding staff in Q1 of FY 2022.  Additionally, in the third 
quarter of FY 2022, the Geospatial Management Office identified Component points of contact so that it can 
conduct the workforce assessment.  The workforce assessment, originally planned to be completed by January 
31, 2022, now is planned to be completed by December 30, 2022.  

    
Component MGMT-OCIO 
Report Number OIG-20-73 
Report Title DHS Faces Challenges in Meeting the Responsibilities of the Geospatial Data Act of 2018 
Report Received/ 
Issued Date 09/23/2020 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

11/09/2022 

Recommendation 

The DHS Chief Information Officer should take the steps needed to ensure communication with all DHS 
components to determine the extent to which geospatial data and standards are used so the Department can 
integrate geospatial data from all sources and collect, maintain, disseminate, and preserve the data as required 
by the Act. 

Narrative of 
Implementation 
Status  

On November 9, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OCIO 
Report Number OIG-20-73 
Report Title DHS Faces Challenges in Meeting the Responsibilities of the Geospatial Data Act of 2018 
Report Received/ 
Issued Date 09/23/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation 

The DHS Chief Information Officer should work with the Geospatial Information Officer to coordinate with 
internal and external stakeholders to ensure a common definition of geospatial data, including the 
classification of Law Enforcement Sensitive Information, as it applies to the DHS mission and operating 
environment. 

Narrative of 
Implementation 
Status  

There is a Federal Geographic Data Committee Steering Committee meeting scheduled for November 10, 
2022, where it is anticipated that OMB will be discussing its efforts to rewrite OMB Circular A-16.  The 
Federal Geographic Data Committee has reached out to DHS, and other agencies, for their input into the OMB 
rewriting effort, which DHS anticipates could take 6-12 months. 

    
Component MGMT-OCIO 
Report Number OIG-20-77 
Report Title Evaluation of DHS’ Information Security Program for Fiscal Year 2019 
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Report Received/ 
Issued Date 09/30/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Deputy Under Secretary for Management should consider whether the former DHS CIO’s May 2019 
decision to permit the Coast Guard to submit its cybersecurity and FISMA reports to the Department of 
Defense was in compliance with the terms outlined in the 2016 and 2017 agreements established by both 
Departments’ senior leadership, as well as all applicable statutory reporting requirements under FISMA and 
OMB reporting requirements, and update the agreement, where appropriate.   

Narrative of 
Implementation 
Status  

On the basis of dialogue with DOD, DHS will rescind its decision allowing USCG to submit cybersecurity and 
FISMA reports to DOD.  DHS is in the process of drafting a memo that will require USCG to resume DHS 
reporting. 

    
Component MGMT-OCIO 
Report Number OIG-20-77 
Report Title Evaluation of DHS’ Information Security Program for Fiscal Year 2019 
Report Received/ 
Issued Date 09/30/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The Deputy Under Secretary for Management should assess the risk posed to the Department’s information 
security program by allowing the Coast Guard to submit its cybersecurity information to the Department of 
Defense, inform DHS senior leadership of the risks identified, document senior leadership’s concurrence or 
non-concurrence with the former CIO’s decision, and communicate the decision, in writing, to OMB and 
selected congressional oversight committees.   

Narrative of 
Implementation 
Status  

DHS is in the process of gathering artifacts to submit with a closure request for this recommendation to OIG. 
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Component MGMT-OCIO 
Report Number OIG-20-77 
Report Title Evaluation of DHS’ Information Security Program for Fiscal Year 2019 
Report Received/ 
Issued Date 09/30/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation The DHS CIO should revise the Department’s information security policies to reflect senior leadership’s 
approval and any revisions regarding the Coast Guard’s FISMA reporting to the Department of Defense. 

Narrative of 
Implementation 
Status  

DHS is preparing an approach to bring USCG back under dual reporting and is in the process of drafting a 
memo to rescind USCG’s prior authorization to report only to DOD.  There is no need to revise the 
Department’s information security policies regarding USCG’s FISMA reporting to DOD.  

    
Component MGMT-OCIO 
Report Number OIG-21-16 
Report Title DHS Has Not Effectively Implemented the Prompt Asylum Pilot Programs 
Report Received/ 
Issued Date 01/25/2021 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation 
DHS Chief Information Officer should coordinate with CBP and USCIS to establish a process for reliable 
interchange of information between data systems used to process and track aliens in the PACR and HARP 
programs.  

Narrative of 
Implementation 
Status  

USCIS already has been provided access to the Unified Immigration Portal’s (UIP) Timeline View, where it 
can read Prompt Asylum Screening Review and Humanitarian Asylum Review Process data.  UIP has 
collaborated with the CBP Information System Security Officers (ISSO) on an initial draft of the USCIS 
Information Sharing Agreement (ISA) and has sent the draft to the USCIS ISSO team for review.  UIP and the 
CBP ISSO teams are awaiting feedback from the USCIS ISSO team on moving forward with an ISA.  The 
ISA will cover the current connections with USCIS and future ones.  Additionally, CBP has requested closure 
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for other recommendations from this audit citing the following executive orders:  1) Executive Order 14012, 
“Restoring Faith in our Legal Immigration Systems and Strengthening Integration and Inclusion Efforts for 
New Americans,” dated February 2, 2021; 2) Executive Order 14010, “Creating a Comprehensive Regional 
Framework to Address the Causes of Migration, to Manage Migration Throughout North and Central America, 
and to Provide Safe and Orderly Processing of Asylum Seekers at the United States Border,” dated February 2, 
2021; and 3) Executive Order 14011, “Establishment of Interagency Task Force on the Reunification of 
Families,” dated February 2, 2021. 

    
Component MGMT-OCIO 
Report Number OIG-21-38 
Report Title DHS Made Limited Progress in Implementing the Continuous Diagnostics and Mitigation Program 
Report Received/ 
Issued Date 06/01/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

10/25/2022 

Recommendation 

The Chief Information Security Officer should update the Department’s Continuous Diagnostics and 
Mitigation program plan to demonstrate how OCISO will transition the agency dashboard to a scalable 
platform, ensure components use tools that meet requirements, set appropriate deadlines, and integrate 
component data.   

Narrative of 
Implementation 
Status  

On October 25, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OCIO 
Report Number OIG-21-38 
Report Title DHS Made Limited Progress in Implementing the Continuous Diagnostics and Mitigation Program 
Report Received/ 
Issued Date 06/01/2021 

Rec # 3 
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Estimated 
Completion Date 
(or Date Closed)  

10/25/2022 

Recommendation The Chief Information Security Officer should define patch management responsibilities for the Continuous 
Diagnostics and Mitigation information technology assets.   

Narrative of 
Implementation 
Status  

On October 25, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component MGMT-OCPO 
Report Number OIG-21-17 
Report Title DHS Grants and Contracts Awarded through Other Than Full and Open Competition, FYs 2018 and 2019 
Report Received/ 
Issued Date 02/01/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation The DHS Chief Procurement Officer should improve its written procedures to ensure only those contracts 
awarded through other than full and open competition are included in the required report.   

Narrative of 
Implementation 
Status  

OCPO took corrective actions to meet the intent of this recommendation, and on March 30, 2021, requested 
that this recommendation be closed.  In a June 3, 2021, update from OIG, the recommendation’s status was 
changed from resolved and open to unresolved and open.  On July 2, 2021, in a detailed response, OCPO 
refuted OIG’s analysis for the change.  On August 24, 2021, OIG noted that the recommendation would 
remain open until it completed its ongoing 22-030-AUD-DHS audit, “Audit of DHS Reporting on All 
Contacts and Grants Awarded Through Other Than Full and Open Competition during Fiscal Years 2020 and 
2021,” which remains in fieldwork status. 

    
Component MGMT-OCRSO 
Report Number OIG-20-40 
Report Title DHS Has Made Progress in Meeting SAVE Act Requirements But Challenges Remain for Fleet Management 
Report Received/ 
Issued Date 06/15/2020 
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Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation 
The Office of the Chief Readiness Support Officer should work with component vehicle fleet managers to 
establish a consistent process for funding the acquisition, leasing, and maintenance of vehicles to meet mission 
needs.   

Narrative of 
Implementation 
Status  

In June 2020, OCRSO submitted the Mission Support Guidance Motor Vehicle Fleet Nomination for the 
FY 2023 – 2027 Resource Planning Guidance to DHS OCFO, noting the requirement to have a line item in the 
President’s Budget for all DHS Components with motor vehicle fleets that will be affected, including CBP, 
CISA, CWMD, FEMA, FLETC, I&A, ICE, DHS HQ, OIG, OPS, S&T, USCG, USCIS, and USSS.  The 
Deputy Chief Readiness Support Officer and the Executive Director, Assets and Logistics, held an initial 
meeting with DHS OCFO Budget members and will continue to pursue the need for adding fleet requirements 
to Components’ budgets. 

    
Component MGMT-OCSO 
Report Number OIG-19-42 
Report Title DHS Needs to Address Oversight and Program Deficiencies before Expanding the Insider Threat Program 
Report Received/ 
Issued Date 05/24/2019 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The DHS Chief Security Officer should review DHS logon banners for unclassified systems at all components 
and determine whether they are legally sufficient. 

Narrative of 
Implementation 
Status  

An updated legally sufficient logon warning banner has been implemented across the Department on DHS 
sensitive but unclassified networks.  Additionally, the “DHS Sensitive Systems Policy Directive 4300A 
Version 13.1,” specifically change 13.1.1, section 5.2.3, previously was updated and provides a DHS Connect 
(intranet) link to the OCIO webpage where the legally sufficient approved current logon banner language for 
sensitive but unclassified networks is provided.  This recommendation has been implemented and DHS OCSO 
is preparing to submit a recommendation closure request to OIG. 
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Component MGMT-OCSO 
Report Number OIG-19-42 
Report Title DHS Needs to Address Oversight and Program Deficiencies before Expanding the Insider Threat Program 
Report Received/ 
Issued Date 05/24/2019 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 

The DHS Office of the Chief Security Officer should determine, with the aid of the Office of Program 
Accountability and Risk Management, whether the expanded ITP is an acquisition program, what level of 
acquisition program it is using a Rough Order Magnitude or other Cost Estimate, and where the program is in 
the Acquisition Life Cycle. Determine, along with the Office of Program Accountability and Risk 
Management, the acquisition documentation required for the Acquisition Life Cycle Framework phase the 
program is in. 

Narrative of 
Implementation 
Status  

The DHS Insider Threat Program (ITP) continues to work with DHS PARM and the Joint Requirements 
Council to implement this recommendation.  ITP continues to develop the necessary artifacts for the 
acquisition program review process leading to ADE-1.  A closure request for OIG is being prepared along with 
documentation to show evidence that ITP continues to move through this lengthy process. 

    
Component MGMT-OCSO 
Report Number OIG-19-42 
Report Title DHS Needs to Address Oversight and Program Deficiencies before Expanding the Insider Threat Program 
Report Received/ 
Issued Date 05/24/2019 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The DHS Office of the Chief Security Officer should work with the Office of Program Accountability and 
Risk Management to complete the required Systems Engineering Life Cycle Framework. 
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Narrative of 
Implementation 
Status  

The DHS ITP continues to work with DHS PARM to develop the artifacts needed for the acquisition program 
review process leading to ADE-1, per Recommendation 3.  Once these are completed and validated, ITP will 
continue to work with PARM on additional documentation and events required, including those needed for the 
Systems Engineering Lifecycle (SELC) Framework.  Because of the lengthy process, ITP is preparing a 
closure request for this recommendation along with Recommendations 1 and 3, which includes documentation 
reflecting the work done thus far. 

    
Component MGMT-FPS 
Report Number OIG-19-15 
Report Title The Federal Protective Service Has Not Managed Overtime Effectively 
Report Received/ 
Issued Date 12/11/2018 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation The FPS Director should initiate collection actions to recover $1,768,768 in unsupported costs representing 
overtime payments determined to be ineligible for payment. 

Narrative of 
Implementation 
Status  

The next action for this recommendation is with DOJ and is a criminal investigation being conducted by the 
FBI’s Public Corruption Unit.  FPS has been told by Main DOJ to await further information from DOJ. 

    
Component MGMT-FPS 
Report Number OIG-21-31 

Report Title DHS Had Authority to Deploy Federal Law Enforcement Officers to Protect Federal Facilities in Portland, 
Oregon, but Should Ensure Better Planning and Execution in Future Cross-Component Activities 

Report Received/ 
Issued Date 04/16/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

04/30/2023 
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Recommendation 

The Secretary, in coordination with DHS components and FPS, should establish and implement a plan, policy, 
and process to improve preparedness for multi-component response to future incidents of civil disturbance at 
Federal facilities including:  
A. a process for designating DHS component personnel under 40 U.S.C. § 1315 and verification of required 
legal training completion; 
B. equipment and training needs and requirements; and 
C. consistent tactics and operational policies.  

Narrative of 
Implementation 
Status  

On August 25, 2022, OIG notified FPS that this recommendation will remain open and resolved until DHS 
signs the Public Order Policing Directive, which is under the purview of the Law Enforcement Coordination 
Council. 

    
Component MGMT-PARM 
Report Number OIG-20-52 
Report Title CBP Has Not Demonstrated Acquisition Capabilities Needed to Secure the Southern Border 
Report Received/ 
Issued Date 07/14/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The Under Secretary for Management of DHS should require CBP to conduct an up-to-date independent 
Analysis of Alternatives to identify the most appropriate and effective solutions to obtain complete operational 
control of the southern border. 

Narrative of 
Implementation 
Status  

In order to request closure of this recommendation, PARM is awaiting action by CBP and others on next steps 
regarding the Border Wall System Program in light of the President’s January 2021 Proclamation, 
“Proclamation on the Termination of Emergency With Respect to the Southern Border of the United States 
and Redirection of Funds Diverted to Border Wall Construction.”  

    
Component MGMT-USM 
Report Number OIG-20-66 
Report Title DHS Inconsistently Implemented Administrative Forfeiture Authorities Under CAFRA 
Report Received/ 
Issued Date 08/27/2020 
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Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 

The Under Secretary for Management should develop and implement a department-wide structure and 
designate an office to manage and oversee forfeiture activities across DHS including: 

• Reviewing component policies and procedures to ensure alignment with CAFRA; 
• Developing performance objectives, measures, and plans; and  
• Periodically requesting and reviewing component administrative forfeiture data for alignment with 

departmental and component goals. 
Narrative of 
Implementation 
Status  

DHS continues to nonconcur with this recommendation.  DHS maintains its position, and no further action 
will be taken for this recommendation. 

    
Component MGMT-USM 
Report Number OIG-20-66 
Report Title DHS Inconsistently Implemented Administrative Forfeiture Authorities Under CAFRA 
Report Received/ 
Issued Date 08/27/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
The Under Secretary for Management should develop department-wide policies and procedures, including: 
• Consistent CAFRA notices and forms that meet Federal plain language writing requirements; and 
• Consistent interpretation on managing CAFRA claims and use of a Hold Harmless Agreement. 

Narrative of 
Implementation 
Status  

The comments on the directive and instruction are being adjudicated and will be sent to OGC for final review. 

    
Component MGMT-USM 
Report Number OIG-21-14 
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Report Title Ineffective Implementation of Corrective Actions Diminishes DHS’ Oversight of Its Pandemic Planning 
Report Received/ 
Issued Date 12/21/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The Senior Official Performing the Duties of the Deputy Secretary should assign responsibility and delegate 
authority to an office or individual to update and establish a formal policy with procedures, practices, and 
methodologies identified in the PPE ILSP, to standardize the process for all DHS components to follow for 
their PPE programs. 

Narrative of 
Implementation 
Status  

The revised personal protective equipment (PPE) policy has been drafted.  The accompanying DHS PPE 
Safety Stock appendix is complete.  The second accompanying appendix, Homeland Security Acquisition 
Regulation Class Deviation on the Implementation of the Make PPE in America Act, is with OMB for review.    

    
Component OGC 
Report Number OIG-16-91 
Report Title TSA Oversight of National Passenger Rail System Security 
Report Received/ 
Issued Date 05/13/2016 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2024 

Recommendation DHS General Counsel (OGC) should effectively coordinate with the Office of Management and Budget 
(OMB) to expedite the implementation of the remaining passenger rail requirements of the 9/11 Act. 

Narrative of 
Implementation 
Status  

TSA published the Security Training for Surface Transportation Employees Final Rule in March 2020 with an 
effective date of June 22, 2020.  On May 1, 2020, TSA extended the effective date to September 21, 2020.  
TSA further extended the due date on October 26, 2020, on the basis of the ongoing impact of the pandemic, 
moving the date for compliance to March 22, 2021.  On May 4, 2021, TSA again extended the compliance 
deadline for submission of the required security training program to June 21, 2021.  Most regulated parties are 
scheduled to complete employee training by the first quarter of CY 2023.  A proposed rule, Vetting of Certain 
Surface Transportation Employees, currently is pending with the Office of Information and Regulatory Affairs 
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(OIRA) for review and clearance.  TSA will publish the rule upon clearance by OIRA and will provide a 
public comment period.  After the comment period closes, TSA will adjudicate and develop responses to the 
comments and will make any changes to the rule text.  The final rule must go through the same clearance 
process as the NPRM before publication. 

    
Component OGC 
Report Number OIG-18-73 

Report Title DHS Non-disclosure Forms and Settlements Agreements Do Not Always Include the Required Statements 
from the Whistleblower Protection Enhancement Act of 2012 

Report Received/ 
Issued Date 08/10/2018 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

02/28/2023 

Recommendation The Secretary of the Department of Homeland Security should develop and implement a method to track the 
use of settlement agreements throughout the Department and its components. 

Narrative of 
Implementation 
Status  

OGC has confirmed that all Component chief counsels use an electronic mechanism to track settlement 
agreements of labor and employment matters.  OGC has revised and is finalizing a memorandum documenting 
the minimum requirements for electronic tracking of settlement agreements in labor and employment matters, 
which will be published to the chief counsel offices and then will be provided to OIG.  

    
Component PLCY 
Report Number OIG-15-85 
Report Title DHS Missing Data Needed to Strengthen its Immigration Enforcement Efforts 
Report Received/ 
Issued Date 05/04/2015 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation The Department of Homeland Security Deputy Secretary should require the Office of Policy to develop and 
implement a plan to collect, analyze, and report data on the Department’s use of prosecutorial discretion to 
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assess immigration enforcement activities and improve future policy.  The plan should take steps to ensure the 
completeness and accuracy of the prosecutorial discretion data. 

Narrative of 
Implementation 
Status  

PLCY is gathering materials to request closure of the recommendation. 

    
Component PLCY 
Report Number OIG-17-22 
Report Title DHS Lacks Oversight of Component Use of Force 
Report Received/ 
Issued Date 01/12/2017 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation 

The Deputy Secretary, Department of Homeland Security should establish a formal entity at the Department 
level to oversee component use of force activities. Once established, the responsible personnel at the 
Department level should work with the components to: 
a. establish minimal requirements for what each component should report as a use of force incident and 
develop a process to collect and report the accurate number of incidents; 
b. develop a formal mechanism by which components can share lessons learned regarding use of force 
policies, training, and oversight; 
c. collaborate with the components and conduct a review or study to identify minimum standards or 
requirements for less-lethal use of force training, and require the components to implement the training; 
d. ensure each component has and uses a system of record to actively monitor completion of required recurring 
training; and  
e. continuously improve monitoring of training requirements, address training challenges related to resource 
availability, optimize regional efficiencies, and identify opportunities for cooperation to meet training related 
goals. 

Narrative of 
Implementation 
Status  

DHS awaits OIG’s response to OCRSO’s August 26, 2022, update to part 1(e) of this recommendation.  Given 
that this is a multipart recommendation, OIG has not taken action to close this in whole. 
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Component PLCY 
Report Number OIG-20-43 
Report Title DHS Has Limited Capabilities to Counter Illicit Unmanned Aircraft Systems 
Report Received/ 
Issued Date 06/25/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/01/2022 

Recommendation 
The Under Secretary for Strategy, Policy, and Plans should conduct an objective workforce analysis of the 
C-UAS Program Management Office to determine the appropriate staff needed to accomplish the office’s 
mission cost-effectively. 

Narrative of 
Implementation 
Status  

On December 1, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component PLCY 
Report Number OIG-20-43 
Report Title DHS Has Limited Capabilities to Counter Illicit Unmanned Aircraft Systems 
Report Received/ 
Issued Date 06/25/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2023 

Recommendation The Under Secretary of Strategy, Policy, and Plans should develop a timeline with achievable goals for 
C-UAS capability implementation across the Department.   

Narrative of 
Implementation 
Status  

PLCY has discussed this recommendation at great lengths with OIG, and OIG understands that PLCY is 
unable to fulfill the intent of the recommendation as PLCY awaits the outcome of the reauthorization of 
counter-unmanned aircraft systems (C-UAS) statutes.  Once reauthorized, PLCY then will be able to focus on 
appropriate implementation activities. 

    
Component PLCY 
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Report Number OIG-20-43 
Report Title DHS Has Limited Capabilities to Counter Illicit Unmanned Aircraft Systems 
Report Received/ 
Issued Date 06/25/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/01/2022 

Recommendation 
The Under Secretary for Strategy, Policy, and Plans should complete the Secretary’s Counter Unmanned 
Aircraft Systems Policy Guidance, including the annexes specifying processes and procedures the Department 
needs to conduct C-UAS operations and ensure program uniformity and consistency.   

Narrative of 
Implementation 
Status  

On December 1, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component PLCY 
Report Number OIG-20-59 

Report Title HSI Effectively Contributes to the FBI’s Joint Terrorism Task Force, But Partnering Agreements Could Be 
Improved 

Report Received/ 
Issued Date 08/14/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The Under Secretary, Office of Strategy, Policy, and Plans, in consultation with the Under Secretary of 
Management, should coordinate with DHS JTTF contributors to: (a) ensure agreements governing 
participation in the JTTF are binding; (b) evaluate whether new agreements or terms governing JTTF 
participation are required; and (c) develop guidance defining each DHS JTTF contributors’ authorities, roles 
and responsibilities, skill sets, and access to systems. 

Narrative of 
Implementation 
Status  

PLCY’s Counterterrorism and Emerging Threats team drafted a directive that currently is undergoing working 
group-level review among relevant DHS Components and interagency partners. 
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Component PLCY 
Report Number OIG-20-59 

Report Title HSI Effectively Contributes to the FBI’s Joint Terrorism Task Force, But Partnering Agreements Could Be 
Improved 

Report Received/ 
Issued Date 08/14/2020 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

TBD 

Recommendation 
The Under Secretary, Office of Strategy, Policy, and Plans, in consultation with the Under Secretary of 
Management, should coordinate with DOJ and State to develop an agreement that facilitates the direct sharing 
of passport information within the JTTF environment through State’s formal MOU process. 

Narrative of 
Implementation 
Status  

DHS PLCY still disagrees with OIG’s analysis and continues to nonconcur with the recommendation.  PLCY 
previously notified OIG that “DHS is committed to operational collaboration while combatting terrorism and 
the existing access to passport information has no negative operational or programmatic impacts on the JTTF.” 

    
Component PLCY 
Report Number OIG-21-09 

Report Title DHS Components Have Not Fully Complied with the Department’s Guidelines for Implementing the 
Lautenberg Amendment  

Report Received/ 
Issued Date 11/13/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The DHS Under Secretary for the Office of Strategy, Policy, and Plans should establish an oversight 
mechanism to ensure department components implement DHS Policy Directive 045-05 as required, including: 
(a)Providing annual domestic violence awareness training for law enforcement officers and their supervisors; 
(b) Orally advising all law enforcement officers, during quarterly firearms qualifications, of their duty to report 
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when law enforcement contacts them concerning engagement in domestic violence; and (c) Ensuring all law 
enforcement officers annually complete Lautenberg Amendment certifications. 

Narrative of 
Implementation 
Status  

PLCY, in conjunction with the Law Enforcement Coordination Council, continues to review a variety of law 
enforcement-related policies throughout DHS, particularly in light of Executive Order 14074.  This eventually 
will result in updated policy statements and/or directives to implement the requirements of the executive order 
as well as other statutory requirements, including the Lautenberg Amendment. 

    
Component PLCY 
Report Number OIG-21-35 
Report Title DHS Law Enforcement Components Did Not Consistently Collect DNA from Arrestees 
Report Received/ 
Issued Date 05/17/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The DHS Office of the Secretary should establish an oversight structure with central policy guidance and 
direction to ensure DHS law enforcement components comply with the DNA Fingerprint Act of 2005 and 
28 C.F.R. § 28.12. 

Narrative of 
Implementation 
Status  

PLCY has drafted the agencywide DHS directive for DNA (Deoxyribonucleic Acid) Collection for the DOJ 
Combined DNA Index System (CODIS), which currently is undergoing internal review. 

    
Component PLCY 
Report Number OIG-21-35 
Report Title DHS Law Enforcement Components Did Not Consistently Collect DNA from Arrestees 
Report Received/ 
Issued Date 05/17/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 
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Recommendation The DHS Office of the Secretary should ensure ICE, FPS, CBP, and TSA fully implement DNA collection for 
arrestees and non-U.S. detainees to comply with the DNA fingerprint Act of 2005 and 28 C.F.R. § 28.12. 

Narrative of 
Implementation 
Status  

Upon completion of the DHS directive for DNA Collection for the DOJ CODIS, direction will be provided to 
DHS Components to address the requirements of this recommendation. 

    
Component PLCY 
Report Number OIG-21-35 
Report Title DHS Law Enforcement Components Did Not Consistently Collect DNA from Arrestees 
Report Received/ 
Issued Date 05/17/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The DHS Office of the Secretary should ensure ICE, FPS, CBP, and TSA implement internal controls, 
including modifying booking systems to track and verify DNA collection.  If components pursue 
memorandums of agreement with other agencies to collect DNA samples, they must implement internal 
controls to track and verify DNA collection.  

Narrative of 
Implementation 
Status  

The DHS directive for DNA Collection for the DOJ CODIS will grant the authority required for PLCY to 
address the requirements of this recommendation. 

    
Component Privacy Office (PRIV) 
Report Number OIG-21-06 
Report Title DHS Privacy Office Needs to Improve Oversight of Department-wide Activities, Programs, and Initiatives 
Report Received/ 
Issued Date 11/04/2020 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

05/31/2023 
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Recommendation The DHS Chief Privacy Officer should develop, implement, and formally communicate a process to ensure 
review of all proposed Information Sharing Access Agreements involving personally identifiable information. 

Narrative of 
Implementation 
Status  

PRIV has been developing a policy directive and instruction that will govern the external sharing of DHS 
information containing PII, which PRIV believes will satisfy this recommendation.  The early drafts of the 
policy documents were circulated to Component privacy officers, and PRIV is working to adjudicate those 
comments prior to submitting the directive and instruction for departmental review. 

    
Component PRIV 
Report Number OIG-21-06 
Report Title DHS Privacy Office Needs to Improve Oversight of Department-wide Activities, Programs, and Initiatives 
Report Received/ 
Issued Date 11/04/2020 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

10/27/2022 

Recommendation The DHS Chief Privacy Officer should develop and implement a process to monitor the completion of 
mandatory annual privacy training. 

Narrative of 
Implementation 
Status  

On October 27, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component TSA 
Report Number OIG-16-91 
Report Title TSA Oversight of National Passenger Rail System Security 
Report Received/ 
Issued Date 05/13/2016 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

06/30/2024 

Recommendation The TSA Administrator should ensure that TSA develops and adheres to a detailed, formal milestone plan to 
deliver the remaining 9/11 Act Notices of Proposed Rulemaking to DHS. 
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Narrative of 
Implementation 
Status  

TSA published the Security Training for Surface Transportation Employees Final Rule in March 2020 with an 
effective date of June 22, 2020.  On May 1, 2020, TSA extended the effective date to September 21, 2020.  
TSA further extended the due date on October 26, 2020, on the basis of the ongoing impact of the pandemic 
and moved the date for compliance to March 22, 2021.  On May 4, 2021, TSA again extended the compliance 
deadline for submission of the required security training program to June 21, 2021.  Most regulated parties are 
scheduled to complete employee training by the first quarter of CY 2023.  A proposed rule, Vetting of Certain 
Surface Transportation Employees, currently is pending with OIRA for review and clearance.  TSA will 
publish the rule upon clearance by OIRA and will provide a public comment period.  After the comment 
period closes, TSA will adjudicate and develop responses to the comments and will make any changes to the 
rule text.  The final rule must go through the same clearance process as the NPRM before publication. 

    
Component TSA 
Report Number OIG-17-14 
Report Title Summary Report on Audits of Security Controls for TSA Information Technology Systems at Airports 
Report Received/ 
Issued Date 12/30/2016 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

10/25/2022 

Recommendation The TSA CIO should establish a plan to conduct recurring reviews of the operational, technical, and 
management security controls for TSA IT systems at U.S. airports nationwide. 

Narrative of 
Implementation 
Status  

On October 25, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component TSA 
Report Number OIG-18-04 
Report Title FAMS:  Contribution to Domestic Aviation Transportation Security is Questionable 
Report Received/ 
Issued Date 10/25/2017 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The Administrator for the Transportation Security Administration should conduct a validation and verification 
study for the Dynamic Aviation Risk Management Solution report.  Upon completion of the study, the 
Transportation Security Administration should conduct a cost-benefit analysis to determine whether the 
$583.1 million in flight operations is being spent mitigating the most serious threat facing aviation 
transportation. 

Narrative of 
Implementation 
Status  

TSA LE/FAMS is implementing this recommendation through development of its new LE/FAMS Strategic 
Plan and Roadmap, which is currently in the draft phase.  OIG was briefed and provided positive feedback.  
TSA subsequently requested that OIG consider changing the recommendation’s status to resolved; TSA is 
waiting for OIG’s feedback.  

    
Component TSA 
Report Number OIG-18-04 
Report Title FAMS:  Contribution to Domestic Aviation Transportation Security is Questionable 
Report Received/ 
Issued Date 10/25/2017 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Assistant Administrator for the Office of Law Enforcement/Federal Air Marshal Service should improve 
existing performance measures to determine the effectiveness of in-flight operations in addressing all risks 
facing aviation transportation, with a strong emphasis to ensure the highest risks are addressed. 

Narrative of 
Implementation 
Status  

TSA LE/FAMS is implementing this recommendation through development of its new LE/FAMS Strategic 
Plan and Roadmap, which is currently in the draft phase.  OIG was briefed and provided positive feedback.  
TSA subsequently requested that OIG consider changing the recommendation’s status to resolved; TSA is 
waiting for OIG’s feedback.  

    
Component TSA 
Report Number OIG-18-70 
Report Title FAMS Need to Demonstrate How Ground Based Assignments Contribute to TSA ‘s Mission 
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Report Received/ 
Issued Date 07/27/2018 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Administrator of the Transportation Security Administration should develop performance measures for all 
activities in FAM’s strategic plan as well as improve measurements for its Visible Intermodal Prevention and 
Response operations by fiscal year 2019.  

Narrative of 
Implementation 
Status  

TSA FAMS is implementing this recommendation through development of its new LE/FAMS Strategic Plan 
and Roadmap, which is currently in the draft phase.  OIG was briefed and provided positive feedback.  

    
Component TSA 
Report Number OIG-18-70 
Report Title FAMS Need to Demonstrate How Ground Based Assignments Contribute to TSA ‘s Mission 
Report Received/ 
Issued Date 07/27/2018 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation The Administrator of the Transportation Security Administration should develop a method for tracking the 
Office of Law Enforcement/Federal Air Marshall Service’s funding by operations.  

Narrative of 
Implementation 
Status  

TSA LE/FAMS is implementing this recommendation through development of its new LE/FAMS Strategic 
Plan and Roadmap, which is currently in the draft phase.  OIG was briefed and provided positive feedback.  

    
Component TSA 
Report Number OIG-19-35 
Report Title TSA Needs to Improve Efforts to Retain, Hire, and Train Its Transportation Security Officers 
Report Received/ 
Issued Date 03/28/2019 
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Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation 

The Assistant Administrator, Human Capital, should continue to coordinate efforts with Security Operations to 
implement actions that facilitate improvements in the hiring process to ensure applicants are informed of the 
Transportation Security Officer duties and that TSA continues to hire qualified applicants.  At a minimum, 
TSA should:  
a. require an applicant affirm whether he/she has reviewed the Transportation Security Officer Realistic Job 
Preview video and understands duties include interacting with passengers, passenger pat-downs, shift work, 
weekend work, and holidays. If the applicant has not, ensure the applicant reviews the video as part of the 
application process; and 
b. finalize the implementation of the agency’s job compatibility assessment tool for use during the hiring 
process. 

Narrative of 
Implementation 
Status  

TSA has implemented all aspects of this recommendation fully and currently is integrating the final 
component, the Job Compatibility Assessment for Transportation Security Officers, into the candidate portal 
and hiring process.  

    
Component TSA 
Report Number OIG-19-56 

Report Title TSA’s Data and Methods for Classifying Its Criminal Investigators as Law Enforcement Officers Need 
Improvement 

Report Received/ 
Issued Date 07/26/2019 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 

The Director, Investigations, Transportation Security Administration, should work with its Office of 
Information Technology to expedite ongoing efforts to acquire systems that will assist the office with its 
timesheet submission and approval process, thereby improving communication/data transfer between the 
timekeeping system and the Case Management System. 



 

317 

Narrative of 
Implementation 
Status  

TSA’s Investigation Office developed and implemented a new case management system to address this 
recommendation.  However, the module that will capture workhours still is being developed.  

    
Component TSA 
Report Number OIG-20-33 
Report Title TSA Needs to Improve Monitoring of Deployed Advanced Imaging Technology System  
Report Received/ 
Issued Date 05/08/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Acquisition Program Management Assistant Administrator should develop an effective monitoring 
strategy and implementation plan, including necessary policies and procedures for ensuring probability of 
detection through defined continued monitoring and assessment of the deployed AIT system. 

Narrative of 
Implementation 
Status  

TSA continues the development of automated image-quality analysis software for post-implementation review 
including the necessary image-quality metrics.  TSA has shared visual representation of the software and its 
output as well as a progress checklist concerning the software development with OIG.  

    
Component TSA 
Report Number OIG-20-59 

Report Title HSI Effectively Contributes to the FBI’s Joint Terrorism Task Force, But Partnering Agreements Could Be 
Improved 

Report Received/ 
Issued Date 08/14/2020 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

09/14/2021 

Recommendation 
The Under Secretary of Management should coordinate with the Information Sharing and Safeguarding 
Governance Board to ensure: (a) ICE and TSA develop an agreement for TSA to directly process Secure 
Flight data requested for use by JTTF or HSI JTTF agents investigating terrorism activities or performing task 
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force specific missions; (b) and DHS JTTF contributors mitigate data restrictions or delays pertaining to law 
enforcement and intelligence investigations. 

Narrative of 
Implementation 
Status  

TSA has provided evidence reflecting that an established process is already in place that addresses this 
recommendation.  TSA has asked OIG to consider this recommendation closed. 

    
Component TSA 
Report Number OIG-21-11 
Report Title TSA Needs to Improve Management of the Quiet Skies Program – Sensitive Security Information 
Rep–r– Received/ 
Issued Date 11/25/2020 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation 

The TSA Administrator should establish and ensure a centralized Quiet Skies oversight program to monitor 
and ensure the program is operationally effective and using the information to protect travelers from emerging 
threats.  This oversight should include: 
• development and codification of policies and procedures, 
• development of performance measures, and 
• establishment of goals for all program offices involved in the program 

Narrative of 
Implementation 
Status  

TSA continues to implement this recommendation.  OIG provided its feedback regarding documentation 
provided by TSA.  TSA believes that it has met the intent of the recommendation and is preparing a request 
for closure.   

    
Component TSA 
Report Number OIG-21-11 
Report Title TSA Needs to Improve Management of the Quiet Skies Program – Sensitive Security Information 
Rep–r– Received/ 
Issued Date 11/25/2020 

Rec # 2 
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Estimated 
Completion Date 
(or Date Closed)  

10/31/2022 

Recommendation 

The TSA Assistant Administrator, Intelligence and Analysis should, in coordination with other TSA offices:  
a. Mandate that quarterly Quiet Skies oversight meetings with Department of Homeland Security are formally 
and consistently documented by, at a minimum, meeting minutes, records of key decisions made, and lists of 
meeting attendees.  
b. Establish a formal quality assurance process and capability that TSA can use for compliance and 
performance checks to validate individuals identified by Quiet Skies rules have been designated by the Secure 
Flight system as Quiet Skies passengers and receive enhanced screening at checkpoints.  
c. Develop and codify procedures to ensure Quiet Skies data is reliable and passengers are cleared as outlined 
in the Implementation Plan as approved by the Department of Homeland Security.  

Narrative of 
Implementation 
Status  

TSA has developed a cross-office SOP to address this recommendation.  TSA is preparing the formal update 
to OIG and plans to request closure of this recommendation.  

    
Component TSA 
Report Number OIG-21-52 
Report Title TSA Did Not Assess Its Explosives Detection Canine Team Program for Surface Transportation Security 
Report Received/ 
Issued Date 08/05/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Executive Assistant Administrator of Security Operations should coordinate with local law enforcement 
agency partners to evaluate the Explosives Detection Canine Team program for consistency with TSA’s 
Surface Transportation Risk-Based Security Strategy to comply with the FAA Reauthorization Act of 2018. 

Narrative of 
Implementation 
Status  

TSA continues to work on updating various guidance and policies.  A program review for FY 2022 has been 
drafted to include information from TSA’s surface-centric activity, current capabilities, planned expansion, 
known risks, and risk-mitigation efforts.  This review evaluates the program’s current participation in various 
TSA strategic elements, including the FAA Reauthorization Act.   
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Component TSA 
Report Number OIG-21-52 
Report Title TSA Did Not Assess Its Explosives Detection Canine Team Program for Surface Transportation Security 
Report Received/ 
Issued Date 08/05/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 

The TSA Executive Assistant Administrator of Security Operations should coordinate with local law 
enforcement agency partners to develop an agency-wide strategy for deployment of Explosives Detection 
Canine Teams in the surface transportation system that aligns with TSA’s Surface Transportation Risk-Based 
Security Strategy and complies with the FAA Reauthorization Act of 2018. 

Narrative of 
Implementation 
Status  

TSA continues to update various guidance and policies, including the National Explosive Detection Canine 
Team Program – Surface Strategy, Program Review, Law Enforcement Officer Deployment Plan Template, 
and the FY 2023 Other Transactional Agreement.  These updates will ensure compliance with the FAA 
Reauthorization Act.  

    
Component USCG 
Report Number OIG-17-74-IQO 
Report Title Oversight Review of the United States Coast Guard Investigative Service 
Report Received/ 
Issued Date 06/23/2017 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Director of CGIS should articulate in policy what constitutes an OIG-referable allegation, train all 
necessary staff accordingly, and ensure that CGIS refers the requisite allegation to the OIG. 

Narrative of 
Implementation 
Status  

The Coast Guard Investigative Service’s (CGIS) Activities Instruction is undergoing an internal 
comprehensive review and will replace the CGIS Operations Policy (Investigations) Manual.  The CGIS 
Activities Instruction is undergoing concurrent clearance review.  Concurrently, CGIS is revising its Mission 
Support and Operations SOPs.  Both efforts are expected to be complete before the end of CY 2022.   
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Component USCG 
Report Number OIG-17-74-IQO 
Report Title Oversight Review of the United States Coast Guard Investigative Service 
Report Received/ 
Issued Date 06/23/2017 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation 
The Director of CGIS should, in consultation with the Coast Guard Directives and Publications Division, CG-
612, and replace the existing Coast Guard Investigations Manual with a document that complies with Systems 
Manual requirements. 

Narrative of 
Implementation 
Status  

USCG CGIS’s Activities Instruction is undergoing an internal comprehensive review and will replace the 
CGIS Operations Policy (Investigations) Manual.  The CGIS Activities Instruction is undergoing concurrent 
clearance review.  Concurrently, CGIS is revising its Mission Support and Operations SOPs.  Both efforts are 
expected to be complete before the end of CY 2022.   

    
Component USCG 
Report Number OIG-17-74-IQO 
Report Title Oversight Review of the United States Coast Guard Investigative Service 
Report Received/ 
Issued Date 06/23/2017 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/30/2022 

Recommendation The Director of CGIS should continue to update investigative policy and follow the Coast Guard clearance 
process outlined in M5215.6 prior to issuing new policy. 

Narrative of 
Implementation 
Status  

USCG CGIS’s Activities Instruction is undergoing an internal comprehensive review and will replace the 
CGIS Operations Policy (Investigations) Manual.  The CGIS Activities Instruction is undergoing concurrent 
clearance review.  Concurrently, CGIS is revising its Mission Support and Operations SOPs.  Both efforts are 
expected to be complete before the end of CY 2022.   
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Component USCG 
Report Number OIG-18-88 
Report Title Review of Coast Guard’s Oversight of TWIC Program 
Report Received/ 
Issued Date 09/28/2018 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 
Coast Guard’s Assistant Commandant for Prevention Policy should take action to more clearly define the 
applicable facilities that have certain dangerous cargo in bulk and which must implement the use of electronic 
TWIC readers as an access control measure. 

Narrative of 
Implementation 
Status  

In September 2020, USCG entered a contract with Homeland Security Operational Analysis Center (HSOAC) 
to conduct the risk-informed analysis of the Transportation Worker Identification Credential (TWIC) Reader 
Requirements Program.  USCG and CISA have reviewed the draft report and have provided HSOAC with 
feedback.   

    
Component USCG 
Report Number OIG-18-88 
Report Title Review of Coast Guard’s Oversight of TWIC Program 
Report Received/ 
Issued Date 09/28/2018 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

11/30/2022 

Recommendation 

Coast Guard’s Assistant Commandant for Prevention Policy should revise and strengthen the Coast Guard 
TWIC Verification and Enforcement Guide. At a minimum, the policy should: 
• streamline guidance for oversight of the TWIC program by consolidating requirements from other interim 
Coast Guard policy documents; 
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• include more specific procedures for recording the results of electronic TWIC verifications in the Marine 
Information for Safety and Law Enforcement system, such as updating the reference to the appropriate user 
guide and requiring inspectors to add a narrative explanation when card readers are not used for verifications; 
• define Coast Guard facility inspectors as law enforcement personnel, clarify the inspectors’ authority for 
performing regulatory confiscations of TWIC cards, and outline the required procedures for documenting 
regulatory confiscations in the Marine Information for Safety and Law Enforcement system and returning the 
cards to TSA; and 
• specify key documents that Coast Guard facility inspectors must upload in the Marine Information for Safety 
and Law Enforcement system for annual compliance exams and security spot checks at regulated facilities, 
including but not limited to the completed inspection checklist, Form CG-835F, enforcement actions, and 
evidence of corrective action taken. 

Narrative of 
Implementation 
Status  

In September 2020, USCG entered a contract with HSOAC to conduct the risk-informed analysis of the TWIC 
Reader Requirements Program.  USCG and CISA have reviewed the draft report and have provided HSOAC 
with feedback.  It is anticipated that the report will be released by November 30, 2022. 

    
Component USCG 
Report Number OIG-21-65 

Report Title Coast Guard Should Prioritize Upgrades to Rescue 21 Alaska and Expand its Public Notifications During 
Outages 

Report Received/ 
Issued Date 09/21/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

08/31/2026 

Recommendation The Commandant of the United States Coast Guard should prioritize funding and purchasing of the 
appropriate technology needed to ensure full operational capability of Rescue 21 Alaska. 

Narrative of 
Implementation 
Status  

USCG continues to carry out a three-phase modernization plan:  Phase 1:  Replace obsolete generators and 
microwaves at Rescue 21 Alaska Remote Fixed Facilities; Phase 2:  Replace obsolete very high frequency 
(VHF) radios at Rescue 21 Alaska Remote Fixed Facilities; and Phase 3:  Replace obsolete network 
infrastructure equipment.  The primary mission degraders will be corrected in Phase 1. 

    
Component USCG 
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Report Number OIG-21-65 

Report Title Coast Guard Should Prioritize Upgrades to Rescue 21 Alaska and Expand its Public Notifications During 
Outages 

Report Received/ 
Issued Date 09/21/2021 

Rec # 2 
Estimated 
Completion Date 
(or Date Closed)  

03/31/2023 

Recommendation 
The Commandant of the United States Coast Guard should develop and implement a plan to use additional 
methods to notify the public of VHF communications coverage outages in the District 17 area of 
responsibility. 

Narrative of 
Implementation 
Status  

USCG continues to develop and implement a plan to use additional methods to notify the public of VHF 
communications coverage outages in the District 17 (Alaska) area of responsibility. 

    
Component USCG 
Report Number OIG-21-66 
Report Title DHS Did Not Fully Comply with Requirements in the Transportation Security Card Program Assessment 
Report Received/ 
Issued Date 09/22/2021 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2024 

Recommendation 

The Secretary of Homeland Security, in consultation with TSA and the Coast Guard, should re-evaluate the 
HSOAC assessment, and report on further corrective actions necessary to address the four areas of concern 
from the assessment findings, as identified in this report, or justify excluding these areas of concern from the 
CAP. 

Narrative of 
Implementation 
Status  

USCG has received a prepublication copy of the RAND HSOAC assessment, Risk-Informed Analysis of 
Transportation Worker Identification Credential Reader Requirements, and is evaluating the assessment and 
the recommendations found therein.  USCG will provide OIG with a timeline with anticipated dates for 
addressing the recommendations and a copy of the report when it is published.   
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Component USCIS 
Report Number OIG-18-78 
Report Title USCIS’ Medical Admissibility Screening Process Needs Improvement 
Report Received/ 
Issued Date 09/21/2018 

Rec # 1 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation 

USCIS Chief of the Regulatory Coordination Division for the Office of Policy and Strategy should develop 
stricter ineligibility requirements for civil surgeon designations, which could include standards used by the 
Department of Health and Human Services Office of Inspector General, and implement processes to 
strengthen the vetting process of physicians and active civil surgeons. 

Narrative of 
Implementation 
Status  

USCIS had planned for the Civil Surgeon Notice of Proposed Rulemaking to be published by July 2022.  
However, because of competing priorities, USCIS was not able to complete the work as planned.  USCIS 
remains committed to completing the draft proposed rule and fully intends to submit the draft for DHS and 
OMB clearance.  The work remains on the USCIS Office of Policy and Strategy’s internal list of projects and 
will be addressed as resources become available. 

    
Component USCIS 
Report Number OIG-18-78 
Report Title USCIS’ Medical Admissibility Screening Process Needs Improvement 
Report Received/ 
Issued Date 09/21/2018 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

10/07/2022 

Recommendation 
The Office of Policy and Strategy should update the USCIS Policy Manual so Immigration Services Officers 
are required to verify the authenticity of the civil surgeon’s information, such as signature and designation 
status, on the medical form. 
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Narrative of 
Implementation 
Status  

On October 7, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component USCIS 
Report Number OIG-18-78 
Report Title USCIS’ Medical Admissibility Screening Process Needs Improvement 
Report Received/ 
Issued Date 09/21/2018 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 

The Associate Director for Field Operations Directorate should establish a process to track civil surgeon 
medical form errors to identify areas that need improvement. The process should include: 
a. tracking civil surgeons’ accuracy in complying with CDC’s Technical Instructions for Panel Physicians and 
Civil Surgeons; 
b. tracking the completeness of the forms; and 
c. establishing a system to ensure civil surgeons understand and follow the CDC’s Technical Instructions for 
Panel Physicians and Civil Surgeons and to ensure civil surgeons who fail to fulfill their responsibilities face 
prompt revocation. 

Narrative of 
Implementation 
Status  

In September 2022, USCIS informed OIG that a process is now in place to complete a quality review of the 
form submitted by a civil surgeon (Form I-693) and that any deficiencies in the form will trigger a courtesy 
letter advising applicants that they may need to submit a new I-693 during their interview.  Additional quality 
checks also are completed, and incomplete forms are rejected.  However, OIG responded that because USCIS 
neither is tracking errors nor has a system to inform civil surgeons on how to avoid errors, OIG will not close 
this recommendation.  USCIS is continuing to work with OIG to determine a path to closure for this 
recommendation.  

    
Component USCIS 
Report Number OIG-21-56 
Report Title USCIS Needs to Improve its Electronic Employment Eligibility Process 
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Report Received/ 
Issued Date 08/23/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The USCIS Associate Director for Immigration Records and Identity Services should develop a plan to ensure 
E-Verify’s photo-matching process for Permanent Resident Cards and EADs is conducted in accordance with 
E-Verify system use requirements  

Narrative of 
Implementation 
Status  

USCIS established a project team, consisting of staff from the Verification Division and USCIS OIT, to 
develop a plan to ensure that E-Verify’s photo-matching process for Permanent Resident Cards and 
employment authorization documents (EAD) is in accordance with E-Verify user requirements.  The project 
team is moving forward with its work, and USCIS is on track to finalize and implement the plan. 

    
Component USCIS 
Report Number OIG-21-56 
Report Title USCIS Needs to Improve its Electronic Employment Eligibility Process 
Report Received/ 
Issued Date 08/23/2021 

Rec # 4 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation The USCIS Associate Director for Immigration Records and Identity Services should conduct a study to 
determine the feasibility of automating E-Verify’s photo matching and identity verification capabilities.  

Narrative of 
Implementation 
Status  

Although the majority of the E-Verify photo matching process is automated, the Verification Division will 
identify electronic tools to automate E-Verify’s photo-matching and identity confirmation capabilities further 
and will determine the feasibility of using such tools in E-Verify.  USCIS established a project team, 
consisting of staff from the Verification Division and USCIS OIT, to identify and determine the feasibility of 
using such tools.  The project team is moving forward with its work, and USCIS is on track to finalize the 
feasibility study.   

    
Component USCIS 
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Report Number OIG-21-56 
Report Title USCIS Needs to Improve its Electronic Employment Eligibility Process 
Report Received/ 
Issued Date 08/23/2021 

Rec # 5 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The USCIS Associate Director for Immigration Records and Identity Services should collaborate with 
individual states and/or the National Law Enforcement Telecommunications System to determine whether 
USCIS can obtain driver’s license photos for E-Verify’s photo matching.  

Narrative of 
Implementation 
Status  

USCIS completed its research on options for incorporating Department of Motor Vehicles photos into the E-
Verify photo tool and the feasibility of these options.  The Verification Division is in the process of 
completing a report that will delineate the findings in greater detail.   

    
Component USCIS 
Report Number OIG-21-56 
Report Title USCIS Needs to Improve its Electronic Employment Eligibility Process 
Report Received/ 
Issued Date 08/23/2021 

Rec # 6 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The USCIS Associate Director for Immigration Records and Identity Services should conduct a study to 
determine an appropriate approval threshold for the confidence score and update USCIS procedure 
accordingly.  

Narrative of 
Implementation 
Status  

The advanced USCIS Person Centric Identity System is under development, and USCIS continues to 
collaborate with other USCIS offices to improve confidence score thresholds.  USCIS also continues to update 
the Verification Information System in preparation for the integration with the Person Centric Identity System, 
which includes improved testing libraries and processes.  

    
Component USCIS 
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Report Number OIG-21-56 
Report Title USCIS Needs to Improve its Electronic Employment Eligibility Process 
Report Received/ 
Issued Date 08/23/2021 

Rec # 7 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The USCIS Associate Director for Immigration Records and Identity Services should conduct a study to 
determine the feasibility of further automating E-Verify to ensure that employer-petitioned visa holders (e.g., 
H-1B) are verified as required or implement manual review procedures to ensure adequate verification.  

Narrative of 
Implementation 
Status  

USCIS established a project team consisting of staff from the Verification Division and OIT to study and 
determine the feasibility of further automating E-Verify to ensure that employer-petitioned visa holders (e.g., 
H-1B) are verified as required or if manual review procedures were necessary to ensure adequate verification.  
The project team continues its work, as planned.     

    
Component USCIS 
Report Number OIG-21-56 
Report Title USCIS Needs to Improve its Electronic Employment Eligibility Process 
Report Received/ 
Issued Date 08/23/2021 

Rec # 8 
Estimated 
Completion Date 
(or Date Closed)  

12/07/2022 

Recommendation The USCIS Associate Director for Immigration Records and Identity Services should validate the accuracy of 
E-Verify’s current workload projections and update the projections as needed.  

Narrative of 
Implementation 
Status  

On December 7, 2022, OIG closed this recommendation as implemented, after the universe of open 
recommendations for this annual report was identified. 

    
Component USCIS 
Report Number OIG-21-56 
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Report Title USCIS Needs to Improve its Electronic Employment Eligibility Process 
Report Received/ 
Issued Date 08/23/2021 

Rec # 9 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2022 

Recommendation 
The USCIS Associate Director for Immigration Records and Identity Services should conduct a study to 
determine the appropriate resources needed to fully test the E-Verify system’s current and projected workload 
capabilities.  

Narrative of 
Implementation 
Status  

A USCIS project team, which included staff from the Verification Division and OIT, developed an internal 
project charter document that outlines measurements of success, issues, and risks with associated mitigation 
strategies.  This document is guiding efforts to determine resources required to test E-Verify’s current and 
projected workloads (infrastructure, software licenses, relevant staff, etc.) fully, to develop a proposed list of 
changes to infrastructure if required, and to produce a defined schedule for when capacity testing will occur.  

    
Component USCIS 
Report Number OIG-21-56 
Report Title USCIS Needs to Improve its Electronic Employment Eligibility Process 
Report Received/ 
Issued Date 08/23/2021 

Rec # 10 
Estimated 
Completion Date 
(or Date Closed)  

12/31/2023 

Recommendation The USCIS Associate Director for Immigration Records and Identity Services should establish and execute 
agreements with E-Verify’s data partners for testing and coordinating workload capabilities.  

Narrative of 
Implementation 
Status  

A USCIS project team, including staff from the Verification Division and OIT, developed an internal project 
charter document that outlines measurements of success, issues, and risks with associated mitigation strategies.  
Specifically, this charter outlines that USCIS will engage relevant data partners and will continue engaging 
stakeholders to validate relevant points of contact, to understand USCIS needs relevant to the tasking, and 
ultimately to produce a high-level timeline for total E-Verify testing integration (pursuant to data partner 
participation).  
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Component USSS 
Report Number OIG-21-72 
Report Title Evaluation of DHS’ Information Security Program for Fiscal Year 2020 
Report Received/ 
Issued Date 09/30/2021 

Rec # 3 
Estimated 
Completion Date 
(or Date Closed)  

09/30/2023 

Recommendation The Secret Service Chief Information Officer should strengthen the component’s information security program 
by establishing necessary policies and procedures according to the NIST Cybersecurity Framework. 

Narrative of 
Implementation 
Status  

USSS OCIO is continuing to evaluate the remaining 35 policies and to determine which ones should be 
removed as no longer applicable to USSS operations and which require substantial or minor updates.  USSS 
leadership believes that policies and procedures benefit from continuous improvement and committed to 
review this guidance periodically, as appropriate.  
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V. Recommendation Discrepancies 
 
 
Since 2010, DHS strictly adheres to a self-imposed practice of only closing any GAO or OIG 
recommendations after first reaching agreement with GAO or OIG staff.  Specifically, DHS only 
closes recommendations in its database of record on the basis of monthly closures listings 
received from both GAO and OIG.  This practice provides added confidence to Congress and the 
public, in addition to DHS’s formal management response to each recommendation, that 
appropriate actions were taken to implement these recommendations or otherwise to resolve any 
disagreements. 
 
DHS reconciles its list of open and closed recommendations to OIG’s semiannual report to 
Congress every 6 months, and to GAO’s public website at least annually.  DHS has not identified 
any significant discrepancies between its information and OIG and GAO information.  The few 
minor variances found during these reconciliations typically are because of database entry/update 
timing issues and are corrected easily by mutual agreement.    
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VI. Determining Whether to Implement 
Recommendations Less Than 12 Months Old 

 
 
DHS prepares a formal management response letter to every draft audit report with 
recommendations to the Department.  DHS leadership, program officials, SMEs, and others, as 
appropriate, collaborate to determine whether the Department will concur (i.e., agree) or 
nonconcur (i.e., disagree) with a recommendation when writing these letters, which GAO and 
OIG include as an appendix to their final reports.   
 
These letters address any significant accuracy and/or contextual concerns that were not addressed 
satisfactorily during the audit.  Additionally, DHS also clearly agrees or disagrees with each 
recommendation and identifies what actions were taken, are ongoing, or are planned; identifies 
which specific office or individual (by title) is responsible for this activity; and includes an ECD, 
as appropriate.  If an ECD is more than 12 months in the future, the response generally includes 
interim milestones. 
 
DHS provides updated CAPs for audit recommendations via 180- and 90-day letters for GAO 
and OIG recommendations, respectively.  In accordance with 31 U.S.C. § 720, “Agency 
Reports” (amended by P.L. 115-414), DHS provides Congress, OMB, and GAO with updated 
CAPs on or before the 180th day after the date that final GAO reports with recommendations to 
DHS are received by DHS.  Similarly, in accordance with DHS Instruction # 077-01-001, 
“Instruction on Follow-up and Resolution for Office of Inspector General Report 
Recommendations,” DHS provides OIG with updated CAPs on or before the 90th day after the 
date of final OIG reports with recommendations to DHS. 
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Appendix:  Abbreviations 
 
 
Abbreviation Definition 
ACE Automated Commercial Environment  
AD/CVD Antidumping and Countervailing Duties  
ADE Acquisition Decision Event 
AES Automated Export System  
AIT Advanced Imaging Technology 
AMO Air and Marine Operations 
APB Acquisition Program Baseline 
APHIS Animal and Plant Health Inspection Service 
APR Annual Performance Report 
ASIP Arctic Strategic Outlook Implementation Plan 
ATF Bureau of Alcohol, Tobacco, Firearms, and Explosives 
ATO Authority to Operate 
ATS Automated Targeting System 
BASE Baseline Assessments for Security Enhancement 
BD21 Biological Detection for the 21st Century 
BIA Biological Incident Annex 
BMP Business Management Platform 
BRIC Building Resilient Infrastructure and Communities 
BSIP Border Security Improvement Plan 
C-SCRM Cyber-Supply Chain Risk Management 
C-UAS Counter-Unmanned Aircraft System 
CAITS CBP Audits and Inspections Tracking System 
CAFRA Civil Asset Forfeiture Reform Act of 2000 
CAP Corrective Action Plan  
CAS Case Acceptance System 
CAT Category 
CBP U.S. Customs and Border Protection 
CCM Cargo Compliance Measurement 
CCS Cargo and Conveyance Security 
CCTV Closed-Circuit Television 
CDC Centers for Disease Control and Prevention 
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CDM Continuous Diagnostics and Mitigation 
Centers Centers of Excellence and Expertise 
CFATS Chemical Facility Anti-Terrorism Standards  
CFR Code of Federal Regulations 
CGIS Coast Guard’s Investigative Service 
CIO Chief Information Officer 
CIPAC Critical Infrastructure Partnership Advisory Council 
CIS Community Information System 
CISA Cybersecurity and Infrastructure Security Agency  
CIU Combined Intelligence Unit 
CM Critical Manufacturing 
CMD Custody Management Division  
COAC Commercial Operations Advisory Committee 
CODIS Combined DNA Index System 
COMPEX Compliance Examination Program 
CONOPS Concept of Operations 
COR Contracting Officer’s Representative 
COR3 Central Office for Recovery, Reconstruction and Resiliency 
COVID-19 Coronavirus Disease 2019 
CPG Cybersecurity Baseline Performance Goal 
CPS Contingency Preparedness Survey 
CPSS Checkpoint Property Screening System 
CRCL Office for Civil Rights and Civil Liberties 
CSA Cybersecurity Advisor 
CSAT Chemical Security Assessment Tool 
CSC Cybersecurity State Coordinator 
CWMD Countering Weapons of Mass Destruction Office 
CY Calendar Year 
DHS U.S. Department of Homeland Security 
DMC Detention Monitoring Council 
DNA Deoxyribonucleic Acid 
DOC U.S. Department of Commerce 
DOD U.S. Department of Defense 
DOJ U.S. Department of Justice 
DSO Designated School Official 
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EAD Employment Authorization Document 
EARM Enforcement Case Tracking Systems Alien Removal Module 
ECD Estimated Completion Date 
ECIC Employer Compliance Inspection Center 
EEM Electronic Export Manifest 
EEO Equal Employment Opportunity 
EOIR Executive Office for Immigration Review 
EPA Environmental Protection Agency 
ePOCR Electronic Post Order Custody Review 
ERO Enforcement and Removal Operations  
ESEC Office of the Executive Secretariat 
FAA Federal Aviation Administration 
FAC-TRAX FEMA Applicant Case Tracker 
FAMS Federal Air Marshal Service 
FAR Federal Acquisition Regulation 
FAST Free and Secure Trade 
FBI Federal Bureau of Investigation 
FEMA Federal Emergency Management Agency  
FIMA Federal Insurance and Mitigation Administration  
FISMA Federal Information Security Modernization Act 
FLD Forced Labor Division 
FMA Flood Mitigation Assistance 
FMC Field Medical Coordinator 
FPMS Facility Performance Management System 
FPS Federal Protective Service 
FRS Family Residential Standards 
FSLC Federal Senior Leadership Council 
FTU Field Training Unit 
FWS U.S. Fish and Wildlife Service 
FY Fiscal Year 
GAO U.S. Government Accountability Office 
GCC Government Coordinating Council 
GMM Grants Management Modernization 
GSA U.S. General Services Administration 
HART Homeland Advanced Recognition Technology 
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HCCP Human Capital Policy and Programs  
HHS U.S. Department of Health and Human Services 
HMA Hazard Mitigation Assistance 
HMGP Hazard Mitigation Grant Program 
HPIB Heavy Polar Icebreaker Program 
HPR Homeland Preparedness and Response 
HQ Headquarters 
HRMS Office of Human Resources Management and Services 
HSI Homeland Security Investigations  
HSIN-CI Homeland Security Information Network – Critical Infrastructure 
HSOAC Homeland Security Operational Analysis Center 
I&A Office of Intelligence and Analysis  
IA Individual Assistance 
IAR Immigration Alien Response 
ICDC Irwin County Detention Center 
ICE U.S. Immigration and Customs Enforcement 
ICM Investigative Case Management 
ICS Industrial Control System 
ICT Information and Communications Technology 
IHP Individual and Households Program 
IHS Indian Health Services 
IHSC ICE Health Service Corps 
ILSP Integrated Logistics Support Plan 
IMAGE ICE’s Mutual Agreement between Government and Employers 
IMF International Mail Facility 
IOD Investigative Operations Division  
IOC2 International Organized Crime Intelligence and Operations 
IPAWS Integrated Public Alert and Warning System 
IPC Interagency Policy Community 
IPR Intellectual Property Rights  
IPT Integrated Product Team  
ISA Information Sharing Agreement 
ISD Infrastructure Security Division 
ISSO Information System Security Officer 
IT  Information Technology 
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ITAR Information Technology Acquisition Review 
ITP Insider Threat Program 
ITPM COE Information Technology Program Management Center of Excellence 
J&A Justification and Approval 
JCD Juvenile Coordinator’s Division 
JFK John. F. Kennedy International Airport 
JTF Joint Task Force 
JTTF Joint Terrorism Task Force 
K9TS Canine Tracking System 
KSTEP Known or Suspected Terrorist Encounter Protocol 
LCCE Lifecycle Cost Estimate 
LE Office of Law Enforcement 
LEP Labor Exploitation Unit 
LMS Learning Management System 
LPCC La Palma Correctional Center 
LPMS Logistics Project Management System 
LSS Laboratory Science and Services 
MCM Mission Case Management 
MCMU Medical Case Management Unit 
MCMWF Mission Case Management and Workflow 
MD Management Directive  
MGMT Management Directorate 
MID Management Inspections Division 
MISLE Marine Information for Safety and Law Enforcement 
MOA Memorandum of Agreement  
MOU Memorandum of Understanding 
MQM Medical Quality Management 
MSD Mission Support Directorate 
MVP Minimal Viable Product 
NAIC National Association of Insurance Commissioners 
NDAA National Defense Authorization Act 
NDS National Detention Standards 
NFIP National Flood Insurance Program 
NIPP National Infrastructure Protection Plan 
NIST National Institute of Standards and Technology 
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NPPD National Protection and Programs Directorate (now CISA) 
NPRM Notice of Proposed Rulemaking 
NRDA Natural Resource Damage Assessment  
NRMC National Risk Management Center 
NSC National Security Council 
NSSE National Special Security Events 
NSU National Security Unit 
NTC National Targeting Center 
NTEU National Treasury Employees Union 
NYFO New York Field Office 
O&S Operations and Support 
OA Operational Analysis 
OAct Office of Accountability 
OAQ Office of Acquisition Management 
OBIM Office of Biometric Identity Management 
OCA Office of Congressional Affairs 
OCAD Oversight, Compliance and Acquisitions Division 
OCC Office of Chief Counsel  
OCFO Office of the Chief Financial Officer 
OCHCO Office of the Chief Human Capital Officer 
OCIO Office of the Chief Information Officer 
OCMO Office of the Chief Medical Officer  
OCPO Office of the Chief Procurement Officer 
OCRSO Office of the Chief Readiness Support Officer 
OCS Office of Chemical Security 
OCSO Office of the Chief Security Officer  
ODIC Office of Disability Integration and Coordination  
ODO Office of Detention and Oversight 
OFK9 OFO Canine Academy 
OFO Office of Field Operations  
OFTD Operational Field Testing Division 
OHA Office of Health Affairs 
OIG Office of Inspector General 
OIRA Office of Information and Regulatory Affairs 
OIT Office of Information Technology  
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OJT On-the-Job Training 
OMB Office of Management and Budget  
ONA Other Needs Assistance 
OPC Offshore Patrol Cutter 
OPE Office of Partnership and Engagement 
OPLA Office of the Principal Legal Advisor 
OPR Office of Professional Responsibility  
ORD Operational Requirements Document 
ORR Office of Refugee Resettlement 
ORSA Operational Review Self-Assessment 
OS Operations Support  
OSINT Open-Source Intelligence 
OSTP Office of Science and Technology Policy  
OT Office of Trade 
OTE Office of Test and Evaluation 
PA Public Assistance 
PACS Physical Access Control System 
PALMS Performance and Learning Management System 
PARE Planning, Analysis, and Requirements Evaluation 
PARM Program Accountability and Risk Management 
PBG Patrol Border Group 
PDO Privacy and Diversity Office 
PERC Pacific Enforcement Response Center 
PIA Privacy Impact Assessment 
PII Personally Identifiable Information 
PLCY Office of Strategy, Policy, and Plans 
PMO Program Management Office 
POE Port of Entry 
PPD Presidential Protective Division 
PPE Personal Protective Equipment 
PRDE Puerto Rico Department of Education 
PREA Prison Rape Elimination Act 
PREPA Puerto Rico Electric Power Authority 
PRIB Program Review and Inspection Branch 
PRIV Privacy Office 
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PSA Protective Security Advisor 
PSR Procurement Strategy Roadmap  
PTA Privacy Threshold Analysis 
PTI Priority Trade Issue 
Q1 First Quarter 
RAAAS Regulatory Audit and Advisory Services 
S&T Science and Technology Directorate 
SAC Special Agent-in-Charge 
SBA Small Business Administration 
SCC Sector Coordinating Council 
SCRM Supply Chain Risk Management 
SED Stakeholder Engagement Division 
SELC Systems Engineering Lifecycle 
SES Senior Executive Service 
SETA Security, Education, Training, and Awareness 
SEVP Student and Exchange Visitor Program 
SFM Strategic Funds Management 
SIP Self-Inspection Program 
SIR Significant Incident Report  
SIU Sector Intelligence Unit 
SIW Self-Inspection Worksheet 
SLTT State, Local, Tribal, and Territorial 
SME Subject Matter Expert 
SMT Sector Management Team 
SOP  Standard Operating Procedure 
SRL Severe Repetitive Loss 
SRMA Sector Risk Management Agency 
SSA Sector-Specific Agency 
SSP Sector-Specific Plan 
STB Single Transaction Bond 
STIG Security Technical Implementation Guide 
STM Strategic Technology Management 

STRIDE 
Strategic Talent Recruitment, Inclusive Diversity and Employee 
Engagement  

SWB Southwest Border 
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TAP Transition Assistance Program 
TASPD Targeting and Analysis Systems Program Directorate 
TBD To Be Determined 
TOC Transnational Organized Crime 
TOMIS Tasking, Operations, and Management Information System 
TNG Office of Training 
TRL Technology Readiness Level 
TSA Transportation Security Administration 
TSO Trade Special Operations 
TTR Total Taxable Resources 
TTU Trade Transparency Unit 
TVTP Targeted Violence and Terrorism Prevention 
TWIC Transportation Worker Identification Credential 
UAC Unaccompanied Children 
UIP Unified Immigration Portal 
USBP U.S. Border Patrol 
U.S.C. U.S. Code 
USCG U.S. Coast Guard  
USCIS U.S. Citizenship and Immigration Services 
USEC Unified Secondary  
USM Under Secretary for Management 
USRAP U.S. Refugee Admissions Program 
USSS U.S. Secret Service 
VAP Victim Assistance Program 
VDS Vessel Documentation System 
VHF Very High Frequency 
VPD Vice Presidential Protective Division 
VRP Vessel Response Plan 
VV&A Verification, Validation, and Accreditation 
W/WW Drinking Water and Wastewater Treatment 
WebEOC Web Emergency Operations Center 
WSE Worksite Enforcement 
WSM Workload Staffing Model 
WSO Warrant Service Officer 
WYO Write-Your-Own 
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