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D) (5), (b) (7)(E)

Thanks!
(b)(6),(b)(7c)

From: DHS ESOC <DHSESQOC

Sent: Thurs bruary 27, 2020 3:19 PM

To: ICE SO ice.dhs. b)(6),(b)(70) passociates.ice.dhs.gov>

Subject: In ion Notification: Publish SEN - (Unconfirmed) Potential
Privacy Spill

Importance: High

(UNCLASSIFIED//FOUOQ)
Department of Homeland Security (DHS)
Enterprise Security Operations Center (ESOC)

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO).
It contains information that may be exempt from public release under the Freedom of Information Act (5
U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in

accordance with DHS policy relating to FOUO information and is not to be released to the public or other
personnel who do not have a valid need-to-know without prior approval of an authorized DHS official.

Investigation Number: (6) Potential Privacy Spill
Category: Privacy Spill

Criticality. Unconfirmed

Pll Suspected: Yes

Classified Spill: Yes

Component Reporting: DHS ESOC

Components Requiring Remediation: CBP; DC1; DC2; DHS ESOC; DHS HQ; FEMA; FLETC; ICE;
CISA; OIG; S&T; TSA; USCG; USCIS; USSS

Executive Summary:

DHS ESOC is investigating the possible exposure of DHS data in the wake of the Clearview Al data
breach, which was made public on February 26, 2020. OSlI reports that a malicious actor “gained
unauthorized access” to its list of customers, which may include DHS Components. No timeframe for the
unauthorized access has been made public. ICE, CBP, and USSS are all known to have obtained the
“free trials” that the company markets directly to law enforcement personnel, instead of via traditional
procurement channels. ESOC is requesting that components provide information as to any use of
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Clearview Al and/or possible exposure due to the breach.

https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html

https://www.fox61.com/article/news/clearview-ai-has-billions-of-our-photos-its-entire-client-list-was-just-
stolen/520-7eda551a-77e0-494a-a51f-1ca6d9d742cb

https://www.pymnts.com/news/security-and-risk/2020/facial-recognition-firm-clearview-ais-client-list-
hacked/

Contact Information:
DHS Enterprise Security Operations Center (ESOC)
Phone: 1-877-347-1638 Option 2
Email: DHSESOC@hg.dhs.gov

(UNCLASSIFIED//FOUO)
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From:

Sent:

To: Holz, Jordan
Subject: FW: Clearview PTA

Attachments:

Find enclosed with supporting materials

(b)(6),(b)(7C)

Mobile: 202-870[{QIQIQNE)

G (P)(6).(b)(7c)

Sent: Friday, February 28, 2020 8:30 AM
To:[(JX(S))
ce: PIA <PIAG{)N(S))

Subject: Clearview PTA

Good Morning Hannah,

Please find enclosed the Clearview PTA. We understand that DHS Privacy may need to hold this PTA
until after discussions with OGC, but we felt it would be best to give you visibility of ICE’s use of the
service. If you have any questions or if you’d like more information please let us know.

Best

(b)(6),(b)(7¢)

Privacy Analyst, J.D., CIPP/US/G

Office of Information Governance and Privacy
U.S. Immigration and Customs Enforcement
Desk: 202-732{QICXOS)
Mobile: 202-8
Main: 202-732
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