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DHS OPERATIONAL USE OF SOCIAL MEDIA 
This template is used to assess the Department's Operational Use of Social Media, 

consistent with Management Directive 110-01. 

The OHS Privacy Office has created this template to determine privacy compliance with 

Management Directive 110-01, Privacy Policy for Operational Use of Social Media. For the purposes of the 

Management Directive and th.is template, ''Operational Use" means authorized use of sociaJ media to 

collect personally identifiable information for the purpose of enhancing situational awareness, 

investjgat:ing an individual in a criminal, civil, oi· ndministrat:ive context, making a benefit deterrninatiou 

about a person, making a personnel determination about a Department employee, making a suitability 

determination about a prospective Department employee, or for any other official Department purpose 

that has the potential to affect the rights, privileges, or benefits of an individual. Operational use does 11ot 

include the use of search engines for general Internet research, nor does it in.elude the use of social media 

for professional development such as training and continuing education or for facilitating internal 

meetings. The foUO\ving uses of social media are exempt from the Management Directive and are not 

subject to this requirement1: 

a) Communications and outreach with the public authorized by the Office of Public Affairs 

(covered by the existing PIAs: DHS/A LL/PIA-031 - Use of Social Networking Interactions 

and Applications Communications/Outreach/Public Dialogue and DHS/ALL/PlA-036 -

Use of Unidirectional Social Media Applications); 

b) The conduct of authorized intelligence activities carried out by the Office of Intelligence 

and Analysis, the intelligence and counterintelligence elements of the United States 

Coast Guard, o.r any other Component performing authorized fmeign intelligence o.r 

counterintelligence functions, in accordai1ce w ith the provisions of Executive Order 

12333, as amended. 

This template shall be used to document the process to be followed by a ll programs engaging in 

ope.rational uses of social media~ to identify information technology systems, technologies, .rulemakings, 

programs, or pilot projects that involve PII and other activities that otherwise impact the privacy of 

individuals as determined by the Chief Privacy Officer; and to assess whether there is a need for 

additional Privacy Compliance Documentation. Components may appeal to the Deputy Secretary for 

Homeland Security if there is disagreement over the DHS Privacy Office determination of privacy 

compliance for the operational use of social media. 

1 Gathering infonnalion by the Office of Operations Coordination and Planning (OPS) to enhance situational awareness is exempt 

from thi$ requirement and is covered by the existing PIA DHS/OPS/P[A-004(dl - Publicly Available Social Media Monitoring and 
Situational Awareness Tnitia.tive Update. 
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OHS OPERATIONAL USE OF SOCIAL MEDIA 

Please complete this form and send it to your Component Privacy Officer. 
Upon receipt, your Component Privacy Officer and the DHS Privacy Office will review this 

form and may request additional information. 

SUMMARY JNFORMATION 

D ate s ubmitted for rev iew : 

Name of Component: U.S. Imm igration and Customs Enforcement 

Contact Information: 

Counsel2 Contac 
Div is ion, OPLA; 

Ol'LA. 

(b)(6); (b)(?c) Deputy Privacy Officer, (202) 732-

n, Chief, Enforcement an d Removal Operations 
Ch ief, Tmm igration Law and Practice Division, 

Applicab le Privacy Impact Ass essm ent(s) (PIA ): 

Applicab le System of Records Notice(s) (SORN): 

DHS/ICE-009 - · External Investigations 

(b) (7)(E) 
1 Cou.nsel )isled he.re musl certify that appropriate authority exists to engage in partirular operational activities involving social 
media. 
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OHS OPERATIONAL USE OF SOCIAL MEDIA 

SPECIFIC QUESTIONS 

1. Describe the category of use for collecting personally identifiable information from social 
me.dia sources. Examples include: Law enforcement intelligence, criminal investigations, 
background investigations, administrative investigations, professional responsibility 
investigations, benefit or employment determinations, or situational awareness. Ih1se does 
not fit into one of these categories, please descri.be in fu]I below. If your component has 
mu]tiple categories of use, p1ease submit separate template for each category. 

As the definitio11 of social media in the DHS Tnstruction 110-01-001 Privacy Policy for the 
Operntio11nl Use of Social Medin (Privacy Policy) is drafted broadly so as to likely include 
general use of l:he lt,ternet and as social media technology is eyer changing anq evolviJ,g, th.is 

template addre5ses ICE's use o! the lnl"emet, to include social media as defined in the Privacy 
Policy. 

ICE uses the lnternet, including social media as defined in the Privac 
• • (b) (7)(E) • • 

(b) (7)(E) -
(bU_7)(E) This immigration law enforcement use of the lntemet 
lllC u mg soc1 mec a, ta s into the following three categories; (1) using lhe Internet, 
including social media, to assist in locating, arresting, and adjudicating individuals who may 
be amenable to removal under tJ,e Immigration and Nationality Act or are otherwise 
su spected of violations of U.S. immjgration law and assisting other law enforcement agencies 
with investigations and adjudications related to individ ual.$, (2) pre-operational, operational, 
and situationa l awareness uses related to officer safety or threats to the p ublic at-large, and 
(3) to obtain inforrnatio11 to assist in detennining w hether to exercise prosecutorial discretion. 

Category One: Basic Criminal and Administrative Enforcement of the Immigration and 
N ationali!y Act 

With regard to the use of the Internet, including social media, to locate and arrest 
individuals, ICE officers, .agents, attorneys, and support personnel rout inely use a variety of 
government and commercial databases to identify:, lo~ate1 and arrest individuals who may be 
amenable to removal and meet lCE's cu rrent enfmcement pciorities. However, additional 
infom1atio11 not available iJ1 these databases is a vailable on the Internet, including social 
med ia. The use of the Internet, including social m edia, will allow ICE to gather in formation 
that assists in identifying, locating, mi d arresting ind ividuals wanted, for a-i-mes and/or who 

may be amenable to removal, and assisting other law enforce1nent agencies with 
investigal'ions related to individuals where necessary and appropriate. Tt Vlrj ll also allow ICE 
attorneys who represent the agency in civil immigration proceedings before the Executive 
Office for I mmigration ReV1ew to conduct general and specific case research and preparation. 
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ICE also uses the lnternet, including social media, for pre-operational/operational/situational 
awareness uses relating to officer safety or threats to the public at-large. 

finaUy, ICE also uses the Internet, inducting social media, to gather information related to the 
possible exercise of prosecutorial discretion. Pursuant to Director Morton's June 17, 2011 
memorandtun relating to the exercising of prosecutorial discretion, ICE law enforcement 
personnel are expected to consider a number of factors when deciding whether to exercise 
prnsecu torial discretion in various situa tions. Some of these factors include: whether the 
subject is a danger to the commm,ity or to national security, whether the subject is the 

primary caregiver to a minor, or a person with a physical o.r mental disability, a subject·'s 
educational and military backgroL1nd, a s ubject's ties and contributions to the commllilily, 
whether the subject (or the subject's spouse) is pregnant or musing, whether the subject or 
subject's spouse suffers from severe mental or physical illness. These factors can be difficult 
to ascertain using routine government and commercial databases and the use of the Internet 
including social media serves as another tool to attempt to identify these unique factors. 
Similarly, some of these same factors m ay .a lso apply when setting conditions of release from 
ICE custody. The fa,ten,et, including social media, provides a soutce of information that can 
be -used to help detennine w hiZ!Jl it is appropriate to re lease an individual from lCE cus tody. 

z. Based on the operational use of social media listed above, please provide the appropriate 
authorities. 

• Homeland Security Act of 4002, as amended., P1.1b. L. No. 107-296, 116 Stat. 2135 (2002) 
• Immigration and Nationalily Act of 1952, as amended, U.S. Code Title 8 

• DHS Delegation No. 7030,2, Delegatlon of A utllority to the Assistant Secretary of U.S 
Immigration and Customs Enforcement 

• ICE Delegation No. 0001, Delegation of Authority to the Directors, Detention and RemovaJ 
and Investigations, and ·to Field Office Directors, Special Agents in Charge and Certain Other 
Officers of the Bureau of Immigration and Customs Enforcement 

• 8 C.El.R. § 2.1, Authority of the Secretary of Homeland Secudty 
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a) Has Counsel listed above reviewed these authorities for privacy issues and 
determined that they permit the Program to use social media for the listed operational 
use? 

~Yes. 0No. 

3. ls this use of social media in development or operational? 

D In development. ~ Operational. Date fi.rs·I law1ched: Unknown. 

I ... • I ,. • • I "' • • "' The Jnternet has been in use at lCE's legacy agencies 
the use of certain specific social media websites such gu1Ull..,avenot yet been implem en ted but will be a fter adjudication of this Template by the 
OHS Privacy Office. 

(b) (7)(E) 

4. Please attach a copy of the Rules of Behavior that outline the requirements below. 

See Memorandum from John Morton, Use of Publjc and Non-Public Onl ine Inform a tion, June 28, 
2012. 

5. Please describe the Rules of Behavior in effect for the listed operational use of social media. If 
users do NOT follow a paiticuJa.r Rule, please detail reasoning for not following that Rule.: 

a) Eqttipment. Use only governme.r,it-issued equipm ent when engaging in the operational 
use of social media; 

b) 

0Yes. [gj No. 1f not, p lease explain: 

TI1e nah1re of immigra tion law enforcement investigations may require investigators 
to use non-government-issued equipment when engaging in investigations. 
Investigators at times find themselves in rapidly evolving situatio11S in the field that 
call for the use of adaptive measures. ln situations where government-issued 
equipment is either not available, or is technologically insufficient to perfom, the 
rl:!quirnd task at hand, investiga tors m ay n eed to Tdy on -non-govea!.mrnen t•issued 
equipmen t. H owever, ICE is curren tly working to pr.ovide governmen t.issued 
eq uipment to all personnel so as to not require lhe use of non-governmen t-issued 

equipment in these ci.rcumstances. 
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c) Public interaclion. Access publicly available information through social media only by 
reYiewing posted information without interacting with any individual who posted the 
information; 

B)Yes. D No. If not, please explain: 

d) Privacy settings. Respect individuals' privacy settings and access only information that is 
pL1blidy available; 

IX! Yes. D No. If not, please explain: 

Law enforcement personJ1el may not access restricted .onli.ne sources or facilities absent 
legal authori ty pei:mitting entry into private space. 

e) PIJ co//cdion: Collect the minimum PII necessary for the proper per.foTmance of thei_r 

authorized duties except for systems subject to Final RuJes for Exemption from certain 
aspects of the Privacy Act; 

OYes. BJ No. lf not, please explain: 

The applicable S0RNs cited above are all exempted by Final Rules from the Privacy Act 
(e)(l) requirement (5 U.S.C. § 552a(e)(l)), which normally limits agencies to collecting 
only information about individua.ls that is relevant and necessa_ry to accomplish a 
purpose of the agency required by statute or Executive Ordet. The exemptio1'l frotn the 
( e )(1) n ,:quirem ent is necessary to e nsure the integrity of law e nforcem ent investigations, 

as more fully detailed in the Final Rules. 

fl PIT safeguards. Protect PIT as requi.red by the Privacy Act (if applicable) and DRS privacy 
policy; 

[SJ Yes. D No. li not, please explain: 

g) Dowmentation. Document operational use of social med,ia, including date, site(s) 
accessed, in.fom,ation collected and how it was used . 

0Yes, ~ No. 1f not, please e.xplain: 
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ICE's rules of behavior stated that law enforcement personnel should retain the 
information they access on the Internet, including social media, if they would have 
retained that content had it been written on paper. These contents sh011ld be preserved 
in a manner authorized by TCE procedures governjng the preservation of electronic 
communications. 

h) Training. Users com plete annual privacy training which has been approved by 
Component Privacy Officer (or Privacy Point of Contact) based upon trairung materials 
provided by the OHS Privacy Office. Training must include, at mirrirnum: legal 
authorities, acceptable operational uses of social media, access requirements, and 
requirements for documenJing operational uses of social meilia. 

cg] Yes. D No. If not, p lease explain: 

All ICE users will complete the necessary training when it is available. 

Mechanisms are (or will be) in place to verify that user s have completed training. 

D Yes, el.Tiployees seU~certify that they have read and understood their Componen t 
Rules of Behavior. 

cg] Yes, Component Privacy Officers or PPOCs maintain a record of employee 
attendance at privacy t raining that includes training on the Rttles of Beh avior. 

D No. lf not, please explain : 
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OHS SOClAL MEDIA DOCUMENTATION 

(To be Completed by the OHS Privacy Office ) 

DATE reviewed by the DHS Privacy Office: November 6, 2012 

NAl\ifE of the OHS Privacy Office Reviewer (b) (6) 

OHS Privacy Office Determination 

~ Program has met requirements to use social media for the stated au thori.zed 
operational purposes, and must continue compliance with the requirements above . 

0 Program has not yet met xequirements to utili ze social media for operational 
purposes. 

0 Program authorities do not authmize operational use of social meclia. 

D Rules of Behavior do not comply. <Please explain analysis.> 

0 Training required. 

Additional Privacy complian ce dorumentation is required: 

0 A PIA is required. 

~ Covered by existing PIA. 

DHS/ICE/PIA-009 - Fugitive Case Management System (FCMS) 

DHS/ICE/PIA-015 - Enforcement Integrated Database (ETD) 

DHS/ICE/PIA-020 - AJien Criminal Response Information Management 
System (ACRlMe) 

D New. 

0 Updated. <Please .i:ndude the name and number of PIA to be updated 
here.> 

0 A SORN is m..1uired: 

[g) Covered by existing SORN: 

DHS/ICE-009 - External Investigations 
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DHS/ICE-007 - Alien Criminal Response Information Management 
(ACRIMe} SORN 

DHS/lCE-01} - lmmigration and Bnforcement Operational Records 
Sys tern (EN FORCE) SORN 

DHS/USCIS-ICE-CBP-001 - Alien File, Index, and National File Tracking 

System SORN 

D New. 

D Updated. <Please include the name and number of SORN to be updated 
here.>-

OHS PRIVACY OFFICE COMMENTS 

The DHS Privacy Office determines that ICE has provided sufficient documentation lo demonstrate compliance 
with the MD LI 0-01. The rules of behavior l'eference that Law Enforcement personnel shall follow ICE guidelines 
and proced'.tres whetl1er U1t: adiv~tits are onlin~ or oflline. ICE did no~ pr_ovi~e l~e ''.o~ne~ 

fi d th R J f B I b t I b Id d d tnbution 1s lim1tcd. mllBilJIIIIIIII 
CE PRIV has reviewed the document. (b) (7)(E) 
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OHS PRJV also requested additional guidance on how the requirements 10 retain record!- were covered . 
TCE PRIV advised that Section 5 of the ICE principles covers the retenLion ofrecords. DHS PRN concurs. 
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DHS OPERATIONAL USE OF SOCIAL MEDIA 
This template is used to assess the Department's Operational Use of Social Media, 

consistent with Management Directive 110-01. 

The OHS Privacy Office has created this template to determine privacy compliance with 

Management Directive 110-01, Privacy Policy for Operational Use of Social Media. For the purposes of the 

Management Directive and th.is template, ''Operational Use" means authorized use of sociaJ media to 

collect personally identifiable information for the purpose of enhancing situational awareness, 

investjgat:ing an individual in a criminal, civil, oi· ndministrat:ive context, making a benefit deterrninatiou 

about a person, making a personnel determination about a Department employee, making a suitability 

determination about a prospective Department employee, or for any other official Department purpose 

that has the potential to affect the rights, privileges, or benefits of an individual. Operational use does 11ot 

include the use of search engines for general Internet research, nor does it in.elude the use of social media 

for professional development such as training and continuing education or for facilitating internal 

meetings. The foUO\ving uses of social media are exempt from the Management Directive and are not 

subject to this requirement1: 

a) Communications and outreach with the public authorized by the Office of Public Affairs 

(covered by the existing PIAs: DHS/A LL/PIA-031 - Use of Social Networking Interactions 

and Applications Communications/Outreach/Public Dialogue and DHS/ALL/PlA-036 -

Use of Unidirectional Social Media Applications); 

b) The conduct of authorized intelligence activities carried out by the Office of Intelligence 

and Analysis, the intelligence and counterintelligence elements of the United States 

Coast Guard, o.r any other Component performing authorized fmeign intelligence o.r 

counterintelligence functions, in accordai1ce w ith the provisions of Executive Order 

12333, as amended. 

This template shall be used to document the process to be followed by a ll programs engaging in 

ope.rational uses of social media~ to identify information technology systems, technologies, .rulemakings, 

programs, or pilot projects that involve PII and other activities that otherwise impact the privacy of 

individuals as determined by the Chief Privacy Officer; and to assess whether there is a need for 

additional Privacy Compliance Documentation. Components may appeal to the Deputy Secretary for 

Homeland Security if there is disagreement over the DHS Privacy Office determination of privacy 

compliance for the operational use of social media. 

1 Gathering infonnalion by lhe Office of Operations Coordination and Planning (OPS) to enhance silualional awareness is exempl 

from thi$ requirement and is covered by the existing PIA DHS/OPS/PIA-004(d) - Publicly Available Social Medi.a Monitoring and 
Situational Awareness Initiative Update. 
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OHS OPERATIONAL USE OF SOCIAL MEDIA 

Please complete this form and send it to your Component Privacy Officer. 
Upon receipt, your Component Privacy Officer and the OHS Prjvacy Office will review this 

form and may request additional information. 

SUMMARY INFORMATION 

Date submitted for review: 

Name of Component: U.S. Immigration and Cu stoms Enforcement 

Contact Information: (b6)(b7c) , ~ eputy Privacy Officer, (202) 73~ 

Counsel2 Contact ··on . . . 
Division, (202) 732 emu e.r 
Division, (202) 732 • • • 

Chief, Homeland Security Investigations 
11e, linfo·r,cement a nd Removal Operations 

·u ., · • . 11· ., ~ -, 1 · • {b) {7){E) 

(b) (7)(E) 
Applicable Privacy Impact Assessment(s) (PTA): 

1 Counsel )isled here mu.s l certify that appropriate authority exists tu engage in partiruJar operation.aJ activities i.nvolvi11g social 
meclia. 
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DHS OPERATIONAL USE OF SOCIAL MEDIA 

SPECIFIC QUESTIONS 

1. Describe the category of use for collecting personally identifiable information from social 
media sources. Examples include: Law enforcement intelligence, criminal investigations, 
background investigations, administrative investigations, professional responsibility 
investigations, benefit or employment determinations, or situational awareness. If use does 
not fit into one of these categories, please descri.be in fu]I below. If your component bas 
multiple categories of use, please submit separate template for each category. 

As the definitio11 of social m edia in the DHS Tnstruction 110-01-001 Privacy Policy for ll1e 
Operntio11n/ Use of Social Medin (Privacy Policy) is draJted broad!)' so as to likely include 
general use of l:he Internet and as social media technology ts eyer changing and evolving, this 
s ubmission addresses ICE's use of the Internet, lo include social media as defined in the 
Privacy Policy. 

e • I ,. II a ,. e ,. I I • t I t • • M. t • I ■ 

• (b) (?)(E) 

(b) (?)(E) 
Thi.s crin1jnaJ law e11forceme.nt use of the Internet, indlldi.ng social media, faJls into the 
folJowing three categories: (1) using the Internet, including social media, to assist in [ocating, 
arresting, and adju.dicating fugitives and assisting other law enforcement agencies with 
investigations and adjudications related to the fugitive, (2) using the Internet, including soc.ial 
media, to assist it1 investigat:ihg, gathering evidence, and gathering criminal intelligence on 
crim:il-tal and potential criminal activity, and (3) -pre--opetational, ope.rational, and situational 
awiirent'SS uses related lo offi cer $afety o r threats to the public at-large. 

Categozy One: Locating. Arresting, and Adjudicating Fugitives 

Wjth i-egaJid to the use of the Internet, inducting social media, to locate and arrest fugitives 
and criminals, ICE officers, agents, attorneys, and support personnel routinely use a variety 
of government and commercial databases to jdentify, locate, and arrest fugitives. These 
individuals could include members of the public or employees or contractors of ICE and CBP 
suspected of co.mmjtting crimes or other forms of misconduct. However, additional 

iJ1fo1-ination not available in these databases is available on the internet, indudi.ng s ocial 
mecLia. The use of the Intemet, including social media, wrll allow ICE to gather information 
that assists in identifying, IOCi'\ting, and arresting higitives wanted for c1imes and assisting 
other law enforcement agencies with identifying, locating, and arresting higitives. 

Category Two: Criminal Investigations and Law Enforcement- ln.telligence 

ICE also uses the Intemet, including social media, to assist .in investigating, gathering 
evidence, and gathering law enforcement Lntelligence on crimi.naJ and potentiaJ criminal 
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activity. This use of the Internet, including social media, involves activities to 
information such as lntemet searches, reviewing social media sites, 
and reviewing comments posted on websites. Uris info1mation is gathered and used by ICE 
officers, agents, attorneys, and support personnel in the same manner as information 
gathered from non-Tntem et and non-social media sources such as information gathered in 
p erson, on the phone, or through research of hard copy documents. Information gathered in 
this fashion may be used in criminal _investigations of members of 1:he public or employees or 
conl.Tactors of ICE and CBP. 

Category Three: Officer and Public Safety 

ICE also uses the Internet, including social media, for _pre-operational/op 

2. Based on the operational use of soc.ial media listed above1 please provide the appropriate 
authorities. 

• Homeland Security Act of 2002, as amended, Pub. L. No. 107-296, 116 Stat. 2135 (2002) 
• OHS Delegation No. 7030.2, Delegation of Authori ty to the Assistant Secretary ofU.S 

Immigration and Customs Enforcement 

• 19 U.S.C. § 1589a, Enforcement authority of customs officers 
• 8 U.S.C. § 1357, Powers of immigration officers and employees 

a) Has Counsel listed above reviewed these authorities for privacy issues and 
determined that they pennit the Program to use social media for the listed operational 
use? 

~Yes. □ No. 

3. Is this use of social media. in development or operational? 

D 1n development. ~ Operational. Date first launched: Unknown. 

The Internet has been ID lt.Se al ICE's legacy agencies since it was publicly available. 

4. Please attach a copy of the Rules of Behavior that outline the requirements below. 
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See Memorandum from Jolm Morton, Use of Public and Non-Public On.line Information, June 28, 
2012. 

5. Please describe the Rules of Behavior in e.ffect for the lis ted operational use of social media. 1f 
users do NOT follow a particular Rule, please detail reasoning for not following that Rule: 

a) Equipment. Use only government-issued eqttipmentwhei1 engagingin the operationaJ 
use of social media; 

b) 

0Yes. ~ No. lf not, please explain: 

The nature of criminal investigations may require investigators to use non­
govemment-issued equipment when engaging m criminal investigations. 

Investigators at times find themselves i.n. rapidJy evolving situations in the field that 
call for the use of adaptive measures. TJ1 situations where government-issu_ed 
equipment is either not available, or is technologically insufficient to perform the 
required task at band, investigators may need to rely on non-government-issued 
equipment However, ICE is currently working to provide government-issued 
equipment so as to not require the tise of non-government-issued equipment in these 
circumstances. 

t) Public interaction. Access publicly available in.formation through social media only by 
reviewing posted information without interacting with any individual who posted the 
i.nfom1ation; 

[g)Yes. D No. If J1ot, please explain.: 

d) PrivaetJ settings. Respect indi viduals' privacy settings and access only information th<1t is 
publicly available; 

0Yes. [2J No. If not, please explain: 
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Law enforcement personnel may not access restricted on.line sources or facilities absent 
legal atithority permitting entry i:t1to private space. Where legal authority exists, law 
enforcement personnel may access resbicted on.line information. 

e) Pll collect/011: Collect the minimum PH necessary for the proper perfom,ance of their 
authorized duties except for systems subject to Final Rules for Exemption from certain 
aspects of the Privacy Act; 

0Yes. [g1 No. lf not, please explain: 

The applicable SORNs cited above are all exempted by Final Rules from the Privacy Act 
(e)(1) requirement (5 U.S.C § 552a(e)(l)), which normally limits agencies to col.lecting 
only information about individuals that is relevant and necessary to accomplish a 
purpose of the agency required by statute or Executive Order. The exemption from the 
(e)(l) requirement is necessary to ensme the integrity of law enforcement investigations, 
as more folly detailed in the Final Rules. 

f) Pll safeguards. Protect PIT as requ fred by the Privacy Act (if applicable) and DHS privacy 
policy; 

~Yes. D No. li not, please explain: 

g) Documentation. Document operational. use o.f social media, including date, site(s) 
accessed, infmmation collected and how it was used. 

0Yes. [gl No. If not, p lease explain: 

ICE's rules of behavior state that law enforcement personnel should retain the 
information they access on the h1ternet, including social media, if they would have 
retained that content bad it been written on paper. These contents should be preserved 
in a manner authorized by JCE pTocedures governing the p reservation ot electronic. 
communications. 

h) Training. Users complete annual privacy training whkh has been approved by 
Component Privacy Officer (or Privacy Point of Contact) based upon training materials 
provided by the OHS Privacy Office. Training must include, at minimum: legal 
authorities, acceptable operational uses of socia'l media, access requirements, and 
requirements for documenting operational uses of social media. 

cg) Yes. D .No. ff not, p lease explain: 

D Yes, employees self-certify that they have read and understood their Component 
Rules of Behavior. 
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~ Yes, Component Privacy Officers or PPOCs maintain a record of employee 
attendance at privacy training that includes training on the RuJes of Behavior. 

D No. Hnot, p lease e-xplain: 
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OHS SOCIAL MEDIA DOCUMENTATION 

(To be Completed by the OHS Privacy Office) 

DATE reviewed by the OHS Privacy Office: n /6/2012 

N Al\-fE of the OHS Privacy Office Reviewer: (b) (6) 

OHS Privacy Office Determination 

~ Program ha& met requirements to -use social media for the stated authorize.cl 
operational purposes, and must continue compliance with the requLrements above. 

D Program lrn s not yet met requirements to utilize social media for operational 
purposes . 

D Program authorities do not authorize operational use of social media. 

0Ru.les ofBehavior do not comply. <Please explain analysis.> 

D Training required. 

Additional Privacy complian ce dorumentation is required: 

[8J A PTA is required. 

[8J Covered by existing PIA. 

D New. 

0 Updated. <Please include the name and number of PlA to be updated 
here.> 
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DHS/TCE 008 - Search. Arrest, and Seizure Records 

DHS/TCE-009 - External Investigations 

OHS/ ALL-020 - DHS Jnternal Affairs Records 

0 New. 

0 Updated. <Please include the name and number of SORN to be updated 
here.> 

OHS PRIVACY OFFICE COMMENTS 

The DHS Privacy Office detem1ines that ICE has provjded sufficiem documematlon to demonstrale compliance 
with the MD 110-01 . Toe rules of behavior reference th al Law Enforcement personnel shnll follow ICE guidelines 
and procedures whether the activities are online or offline. ICE did not provide the aoftline .... , · 

ruibution is lilll.l ted. • 
lCE PRlV has ieviewe t1e ocument. 

■ A ■ t ~ a !t I • • • ., • A • • a 

(b) (?)(E) 
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DHS PRIV also requested additional gu.idance on how the requiremenrs to retain records were covered. 
ICE PRIV advised that Section 5 of the ICE prindples covers the retention of records. DliS PRIV concurs. 
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1.0 INTRODUCTION 

Social media such as Facebook, Twitter, and Instagram have become ubiquitous in our daily life. 
According to a study by the Pew Research Center, nearly two-thirds (65%) of all American 
adults use social network sites- a nearly tenfold jump in the past decade 1. Due to extensive 
casual Internet use, it comes as no surprise that Federal employees and contractors may have 
difficulty deciding what constitutes acceptable and security-conscious behavior in using social 
media. 

Even as Government organizations consider how best to leverage the interactivity enabled by 
social media, they must also ensure a common understanding of how employees are expected to 
use those media. 

Issued under the authority of the Department of Homeland Security (DHS) Chief Information 
Officer (CIO), through the Office of the Chief Information Security Officer (OCISO), this 
document expands on existing DHS policy as provided in Section 3.16, "Social Media," of DHS 
Sensitive Systems Policy Directive 4300A, and in DHS Management Directive (MD) 4400.1, 
"Web (Internet, Intranet, and Extranet Information) and Information Systems." 

This document is applicable under the following guidelines: 

• Whether or not the use is official (work-related) or unofficial (personal) 

• Whether or not the use occurs on sanctioned "official" social media sites or on 
commercially managed sites 

• Whether or not use is accomplished using Government-issued equipment or on electronic 
devices owned by the employee or other third-party. 

1.1 Background 

Cyber attacks on and via social media are rapidly increasing because of the abundance of 
personal information available on social media sites that is of interest to cybercriminals such as 
home address, family names, friends' names, and current employer. Due to the high threat of 
malware infiltration and the sensitive nature of the information maintained at OHS, social media 
host sites are blocked at the Department's Trusted Internet Connections (TIC). 2 The Assistant 
Secretary, Office of Public Affairs (OPA), as well as Component public or external affairs 
offices, however, do permit limited social media use "by exception," through sanctioned 
Government and commercial social media sites and social networking services. These limited 
uses of social media make information and services more widely available. Sanctioned social 
media can: 

• Provide additional sources that the public can use to obtain supplemental information 
about the Department's activities 

1 "Social Media Usage: 2005-2015", Pew Research Center, October 6, 2016, 
http://www.pewinternet.org/2015/ 10/08/social-networking-usage-2005-2015/ 

2 Section 3.16, DHS Sensitive Systems Policy Directive 4300A. 
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DHS-001-02632-00010705/02/2022

DHS-001-02632-00010705/02/2022

OHS 4300A SENSITIVE SYSTEMS H ANDBOOK ATTACHMENT X- SOCIAL M EDIA 

• Provide opportunities for participation and collaboration on Department activities 

• Reach a wider audience more efficiently through the use of social media capabilities 

• Showcase the Department's work and integration 

• Support Department and Component missions 

Unofficial (personal) social media usage can easily make DHS personnel and the Department 
victims of social engineering or other forms of cyber-attack. Employees need guidance to help 
minimize the risks their social media use poses to the Department and its missions. 

1.2 Purpose and Scope 

This document provides guidance regarding official (work-related) and unofficial (personal) 
social media use whether occurring within or outside the Department network, the risks and 
attack techniques associated with social media, and best practices for social media use. 

1.3 Application 

This document applies to all DHS Federal employees and contractors, describes the governance 
of social media sites across DHS, and addresses the use and associated risks of social media 
technologies in three scenarios: 

• Required work-related use 

• Unofficial or personal use on Government equipment 

• Unofficial or personal use on non-Government equipment 

The term equipment includes both non-portable devices such as desktop computers as well as 
mobile devices such as laptop computers smartphones and tablets. 

Commonly used social media terms are in bold italics throughout this attachment and are defined 
in the Glossary. 

v 14.0, July 24, 2018 2 
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2.0 USE OF SOCIAL MEDIA 

2.1 Official Public Affairs Use of Social Media 

Many Federal Departments and agencies are required to publish Government information for 
public engagement or externaJ affairs purposes. Component offices of pub I ic or external affairs 
publish materials on dbs.gov, which is the official website and presence of OHS. In addition, 
some Components mainta in their own websites, subject to departmental oversight. 

Instructions for using dhs.g_ov and commercial or third party social media are provided at the 
OHS Web Center (see www.dhs.gov/webcenter). 

As a result of these technological relationships between the Depaitment and the public , it is 
imperative that DHS engage the public in a manner that complies with FederaJ accessibility, 
privacy, information security, and records requirements. 

2.1.1 Governance 

The DHS Office of Public Affairs (OPA) serves as the primary account holder for all DHS and 
Component social media websites, approves and manages an content posted, and when necessary 
acts as the final authority on comment acceptability. OPA will ensure that posted content meets 
the requirements for publicly available information and materials. 

2.1.2 Privacy Issues 

To p rotect Personally Identifiable Infonnati.on (Pm internally and when engaging the public, 
OHS employees must comply with Federal privacy laws, Office of Management and Budget 
(0MB) guidance, and OHS privacy policies when using social media in an official capacity. The 
Privacy Office is responsible for ensuring that OHS use of social media sustains and does not 
erode privacy protections concerning the use. collection, and disclosure of Pll. 

It is imperative that the Department be transparent about its use of social media to avoid 
concerns about unauthorized surveillance. Therefore, OHS must engage social media websites 
in a maru1er that protects privacy and respects users' intent. The public user fully expects 
privacy protections while interacting with the Department. In order to address these and other 
concerns, the OHS Privacy Office has set forth specific requirements for using social media in a 
privacy- sensitive manner. 

Each social media website provides its own privacy policy, and while users are typically required 
to submit some PIT during the registration process, the Department will neither solicit nor collect 
such PII. The Deprutment will examine the social media website or application privacy policy 
and evaluate the risks to determine whether or not the website is appropriate for the 
Department' s use. If an agency posts a link that leads to a social media website, the agency will 
provide an alert to the visitor, either a statement adjacent to the link or a "pop-up," explaining 
that visitors are being directed to a non-government website that may have different privacy 
policies from those of the agency's official website. 

The Department will only collect the minimum iufonnation necessary for the performance of 
official functions. Official DHS accounts on social media websites will be identified by the 
Depa1t ment or Component seal and an easily identifiable account user name indicating OHS 
presence. such as "OHS Jane Q. Employee." 

v14.0 . July 24, 2018 3 
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As part of the Depaitment' s privacy compliance process, the OHS Privacy Office has developed 
two Department-wide Privacy Impact Assessments (PIA), both found at www.dhs.gov/privacy, 
to identify and mitigate privacy risks for the Department's use of social media for public 
engagement or external affairs: 

• "Use of Social Networking Interactions and Applications 
(Communications/Outreach/Public Dialogue)," September 16, 20 l 0 

• ''Use of Unidirectional Social Media Applications," March 8, 2011 

These two PIAs and the DHS privacy policies, including those that ai·e social media specific, 
govern the Department's use of social media from a privacy standpoint. The OHS privacy policy 
as well as privacy policies specific to social media can be found at www.dhs .gov, 

PIA determination is made on a case by case basis through the social media privacy threshold 
analysis (SMPTA). Components should work with their Component Privacy Office to ensure 
compliance with privacy requirements. DHS Headquarters should contact the OHS Privacy 
Office directly at PIA@hq.dhs.gov. 

Approved PIAs are published on the Depaitment's Privacy Impact Assessment Web page (see 
www.dhs.gov/lopic/privacy) unless they are classified. DHS has issued a PIA detailing the PIT 
to which the Department may have access because of its use of social networking applications, 
how it will use the inJom1ation, what information is retained and shared, and how individuals can 
gain access to and correct their information. 

If PII is posted on a social media site, the Department will attempt to delete it. If that is not 
possible, the Department will disregard the PIT and it will not be maintai11ed in agency files. It 
should be noted, however, that PII posted on a social media website or sent to the Department in 
connection with the transaction of public business may become part of a Federal record and will 
have to be maintained in accordance with appropriate records retention policies. 

Note that this privacy compliance framework does not apply to the Department's "operational 
use of social media." See section 2.2 for details. 

2.1.3 Standards of Conduct 

DHS employees and contractors are responsible for knowing and following the guidelines in 
DHS Directive) 262-04, "DHS Web (Internet and Extra.net lnfonnalion)" (Revision 00) and 
Executive Branch conduct guidelines, such as "Standards of Ethical Conduct fo r Employees of 
the Executive Branch,' ' when us.ing social media in an official capacity. These standards cover 
topics of prohibited activities such as: 

• Engaging in vulgar or abusive language. personal attacks of any kind, or offensive terms 
targeting individuals or groups 

• Endorsement of commercial products, services, or entities 

• Endorsement of political parties, candidates, or groups 

• Lobbying members of Congress using DHS or any other appropriated resource 

• Use of Government resources to foster commercial interests or individual profit 

v14.0. July 24, 2018 4 
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Federal employees often inadvertently fail to comply with the stringent requirements of the 
Hatch Act of 1939, which governs political speech by Federal employees. The U.S. Office of 
Special Counsel (OSC) i ssued "Hatch Act Social Media and Email Guidance" regarding the 
applicability of t11e Hatch Act to social media engagement in the workplace by Federal 
ernployees3. The Hatch Act's restticti.ons may determine whether or not Federal employees are 
allowed to post content that could be interpreted in a political light. Employees should 
understand the Hatch Act, and Sections 4 and 5 of this document, before posting on social media 
or revealing professional titles or political affiliations. 

2.2 Operational Use of SociaJ Media 

As part of the Depa11ment's homeland security missions, DHS personnel may engage in the 
operational use social media to meet their mission requirements, consisten t with their existing 
authorities and subject to the approval o f the Chief P1ivacy Officer. 

Pursuant to the DHS Management Directive 110-01, "Privacy Policy for Opemtional Use of 
Social Media" (June 8, 2012), "operational use" means the authorized use of social media to 
collect personally identifiable infmmation for the purpose of enhancing situational awareness, 
investigating an individual in a criminal , civil, or administrative context, making a benefit 
determination about a person, makjng a personnel determination about a Department employee, 
making a suitability determination about a prospective Department employee, or for any other 
official Department purpose that has the potential to affect the rights, privileges, or benefits of an 
individual. Operational use does no t include the use of search engines for general Internet 
research, nor does it include the use of social media for professional development such as 
training and continuing education or for facilitating interna1 meetings. 

2.2.1 Authority 

Program Managers and System Managers must consult with counsel to ensure that appropriate 
authority exis ts to engage in categories o f operational use of social media before Component 
employees engage in those activities. 

2.2.2 Privacy Compliance Documentation 

Before engaging in. or contracting for, new or modified categories of operational use of social 
media (which as defined includes investigatory purposes), Program Managers and System 
Managers, in consultation with Component Privacy Officers or Ptivacy Points Of Contact and 
cow1sel must complete a Social Media Operational Use Template (SMOUT) to document tbe 
authority and purpose(s) of those uses as well as a description of those uses, and to determine 
whether all of the Rules of Behavior discussed below will apply to the particular uses(s) covered 
by the SMOUT. 

Please contact the DHS Privacy Office at PlA@hg.dhs.gov for a blank SMOUT form. 

SMOUTs are submitted to the Chief Privacy Officer for a prompt review and determination as to 
whether a new or updated PIA or SORN is required. SMOUTs are also completed to document 

3 OflicjaJ of Special CoUDsel., "Hatch Act Social Media and Email Guidance" , https://osc.gov/Pages/Hatt b-AcL­
Social-Mcdia-and-Email•Guidance.aspx 
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categories of operational use of social media in existence prior to this Instruction to ensure 
compliance with this Instruction. Once a SM OUT is approved for a category of operational use, 
a new SM OUT is not required for additional use of social media within that category unless there 
is a material modification of the Rules of Behavior applicable to that category. Components may 
appeal to the Deputy Secretary of Homeland Security if there is a disagreement over the OHS 
Ptivacy Office determination of privacy compliance for the operational use of social media. 

2.2.3 Access 

OHS employees who are authorized to use social media by their Component heads renew their 
access authority annually, consistent with annual training requirements. Access is contingent 
upon an employee's successfully completing privacy training for operational use of social media. 

2.2.4 Rules of Behavior 

Component Privacy Officers or PPOCs, in coordination with counsel and Program Managers, or 
System Managers as appropriate, draft Rules of Behavior for operational use of social media 
(either separately or as part of a broader policy document) and submit them with the Template to 
the Chief Privacy Officer for review and approval. Personnel granted access to use social media 
certify annually that they have read and understand the Component Rules of Behavior. Where 
certification is not practicable, Component Privacy Officers and PPOCs maintain records of 
employee attendance at privacy training that includes training on Rules of Behavior. 

Rules of Behavior must include requirements for operational use of social media and the 
consequences of failure to adhere to those requirements. Where a federal policy establishes 
guidelines that apply to a Component's operational use of social media, the Component's Rules 
of Behavior incorporate that policy and that fact is noted in the Template. 

Unless otherwise noted in the Template adjudication process, the Rules of Behavior provide, at a 
minimum, that OHS employees: 

1. Use social media for operational purposes only when activities are authorized by statute, 
executive order, regulation, or policy. 

2. Use only government-issued equipment, government accounts, and only government 
email addresses when engaging in the operational use of social media. 

3. Use online screen names or identities that indicate an official OHS affiliation and use 
OHS email addresses to open accounts used when engaging in social media in the 
performance of their duties. 

4. Access publicly available information through social media only by reviewing posted 
information without interacting with any individual who posted the information. 

5. Respect individuals' privacy settings and access only information that is publicly 
available unless the individual whose information the employee seeks to access has given 
consent to access it. 

6. Collect the minimum PIT necessary for the proper performance of their authorized duties; 

7. Protect PIT as required by the Privacy Act and DHS privacy policy. 
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8. Document operational use of social media, including date, site(s) accessed, information 
collected, and how it was used in the same manner that the Department would document 
information collected from any source in the normal course of business. For instance, 
where information obtained through authorized operational use of social media is used in 
whole or in part to make decisions regarding an individual's rights, benefits or privileges, 
employees document that fact in relevant records. 

9. When use of the social media site is completed, always log out of the site. 

2.2.5 Privacy Training 

Component Privacy Officers or PPOCs tailor privacy training for the operational use of social 
media to Component-specific needs, based upon training materials provided by the Chief Privacy 
Officer. Completion of this privacy training is a prerequisite for obtaining access to social media 
for operational use. Upon completion of this training, employees will certify that they have read 
and understand their Component's Rules of Behavior. Where certification is not practicable, 
Component Privacy Officers and PPOCs maintain records of employee attendance at privacy 
training that includes training on Rules of Behavior. Employees also complete refresher training 
and recertify they have read and understand their Component's Rules of Behavior annually 
thereafter. Privacy training content includes, at a minimum, legal authorities, acceptable 
operational uses of social media, access requirements, applicable Rules of Behavior, and 
requirements for documenting operational uses of social media. 

2.2.6 Retention of PII 

Component Program Managers or System Managers where appropriate, maintain PII collected 
through authorized operational uses of social media in the applicable Privacy Act system of 
records in accordance with approved records retention schedules. 

2.3 Unofficial or Personal Use of Social Media on Government Equipment 

Social media is an attack vector routinely exploited by cybercriminals, whose activities may 
expose the Department to unacceptable risk. Additionally, social network activity consumes 
bandwidth and can negatively impact employee productivity. DHS prohibits personal access to 
social media from Government equipment unless an exception to policy has been granted. 

Although DHS employees are authorized limited personal use of DHS office equipment in 
accordance with DHS Management Directive (MD) No. 4600.1, "Personal Use of Government 
Office Equipment," such authorization does not apply to the use of DHS equipment for personal 
use of social media. This restriction also applies to contractors and other individuals using DHS 
equipment. 

2.4 Unofficial or Personal Use of Social Media on Non-Government Equipment 

Employee activities potentially affect DHS job performance, the performance of others, and 
DHS business interests. Any information posted on the Internet incurs a level of risk, because 
that information is exposed indefinitely with no reliable methods for deletion or retraction. In 
addition, because of the connected nature of the Internet, even information presumed to be 
posted in a venue with restricted access is potentially accessible to anyone. 
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"Unofficial Internet posts" result when DHS personnel express OHS-related thoughts, ideas, 
knowledge, experience, and opinions on any Internet site, whether or not the site is DHS­
controlled. Unofficial Internet posts are personal expressions developed and released by an 
employee or contractor that have not been initiated by any official part of the DHS organization 
or reviewed through an official DHS approval process. Employees must remember that any 
information about another individual is almost surely protected by the Ptivacy Act and should 
not be shared. 

Social networks are of particular concern because of the potential for users to disseminate 
personal information about themselves and others. Unless strict privacy controls are applied to 
online profiles, the information posted is viewable by a wide range of strangers. Normally 
adversaries would have to engage in determined information gathering in order to collect 
sensitive information, but social networks can easily provide them an opportunity to gather 
sensitive information with relative ease. Even seemingly harmless facts can be collected and 
used by adversaries to assemble profiles and select targets. Even with privacy controls in place, 
DHS employees and contractors should not post any content that they would not be comfortable 
disclosing to the public. 

Employees must remember that any information that is work-related is sensitive and cannot be 
repeated outside the workplace without appropriate approval. In addition, further limits are in 
place if you identify yourself, whether directly or indirectly, as a DHS employee. 

Consistent with the risks detailed above, the recent guidance issued by the U.S. Office of Special 
Counsel (OSC) regarding social media outside the workplace does not differ substantially from 
guidance for the workplace, although more latitude is given for employees to express political 
thoughts and candidate advocacy and support on their personal websites. See Sections 4 and 5 of 
this document for additional best practices and guidelines applicable to social media use. 
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3.0 RISKS AND ATTACK TECHNIQUES ASSOCIATED WITH SOCIAL MEDIA 

Adversaries look for opportunities to easily target persons of interest on the Internet in order to 
develop footholds for long-term surveillance and exploitation. Social media sites are attractive 
lo hackers since the same technologies that invite user participation make user systems easy to 
corrupt with malware such as worms that can shut down networks, spyware, or keystroke 
loggers that can steal sensitive data. For example, the availability of widgets makes it easier for 
social networkers to share links. insert pictures, etc., but it also makes it easier for an attacker to 
slip in malicious code or to link to off-site content that contains malware. 

3.1 Common Risks of Cyber Attacks 

The risks associated with social networking fall i11to a few broad categories: 

• Accidentally releasing sensitive information 

• Hackers gaining information through a social networking site that will allow the hacker 
to attack the ente,prise network 

• Having the social networking account itself hacked 

• Identity theft 

• Users picking up malware through the social networking site 

Government use of social media also poses potential privacy risks. Social media users 
voluntarily provide PIT in their user profiles (examples are hometown and employer), making 
such information available to other registered user s, including DHS. The availability of this P II 
does not give the Department the authority or right to collect, use, or disclose that infom1ation 
absent a separate authority to do so. 

The emergence of Location-Based Services (LBS) (geo-location) poses additional privacy 
concerns, Research undertaken by Carnegie Mellon University in 2009 and 20104 found that 
"cun-ently available location-sharing services do not, for the most pmt, do a good job of 
informing [users] about how their location information will be used or provide users with 
expressive location privacy controls and privacy-protective default settings." Furthermore, 
although Section 222(t) of the Communications Act5 generally prohibits wireless can iers from 
using location-based information for comm ercial purposes without the express prior consent of 
the consumer, these prohibitions do not currently apply to LBS providers even though their 
applications are being downloaded on the devices of wireless caniers. 

Consumers may mistakenly conclude that application providers are subject to the same 
prohibitions as wireless cruTiers and that no action by consumers is necessru·y to ensure that their 

4 "Location-Sharing Technologies: Privacy Risks and Controls'·, Carnegie Mellon University, Pebruary i 010. 
Jntp://cups.cs.cmu.edu/LBSprivacy/files/TsaiKelleyCranorSadeh 2009.pdf 

' ·'Commu:rucations Act of 1934'', Fedci-al Commnnicalions Commission. 
hups:/ / transition .Jcc,i!O v /Reports/ I 934nev-1. pdf 
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privacy is protected. 6 The OHS Privacy Office requires all projects, programs, or systems 
contemplating the use of LBS to submit a PT A. 

3.2 Common Cyber Attack Techniques 

According to the Guidelines for Secure Use of Social Media by FedernL Departments and 
Agencie.•.1, social media technologies such as wikis, biogs, and social networks are especially 
vulnerable to the fo llowing cyber-attack techniques: 

• Spear phishing 

• Social engineering 

• Web application attacks 

3.2.1 Spear Phishing 

Spear phishing is an attack targeting a specific user or group of users, attempting to deceive the 
user into performing an action that launches an attack, such as opening a document or clicking a 
link. Spear pl1ishers rely on knowing some personal piece of information about their target, such 
as an event, intetest, travel plans, or current issues. Sometimes this infom1ation is gathered by 
hacking into the targeted network, but often it is easier to look up the target on a social media 
network. 

In April 2009, the Federal Bureau of Investigation (FBI) released a Headline Alert citing social 
networking sites as a mechanism for attackers to gather i11fonnation on their targets by 
harvesting information from publically accessible networks and using the info1mation as an 
attack vector 8. Spear phishers use social media as an alternative way to send phish.ing messages, 
as the social media platform bypasses traditional email secw-ity controls. Security teams have 
already observed multiple social media websites used as a propagation mechanism to trick users 
into opening a document or clicking a link. OHS daily receives many specific attacks via email 
targeting specific employees by name and position. 

3.2.2 Social Engineering 

The second concern regarding social media use by Federal employees is social engineering, 
which relies on exploiting the human tendency to trust. The attacker' s first step in any social 
engineering attack is to collect information about the target. Social networking websites can 
reveal many details of personal information, including resumes, home addresses, phone numbers, 
employment information, work locations, family members, educatjon, and photos. Social media 
websites may share more personal information than users expect, need, or realize. For examp1e, 
a study by the University of Virginia cites that out of the top 150 Facebook. applicatio11S, all of 
which are externally hosted, over 90% needed nothing more than publicly availab1e information 

6 Joint Hearing on ·,he Collec tio n and Use of Location Tnformation for Commercial Purposes", February 24, 20 I 0 . 

7 "Guidelines for Secure Use of Social Media by Federal Dep311ments and Agencies," Versio n 1.0. Federal CIO 
Cou11cil, September 2009. 

~ ·'Spear Phishe-rs: Angling to Steal Your Financial Info' ', FBL Ap1il 2009. 
https://arclriv'es.fbi.gov/arch ivcs/news/storic~/2009/april/sgearphishi.nQ: 0401 09 
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from members in order to operate. In every case, however, users needlessly granted the 
applications total access to their account and therefore full access to all personal information. 

When DHS employees join a social media website, they may identify themselves as DHS 
employees. Their self-identification creates a DHS Internet footprint, which is valuable 
information to adversaries. As more Federal employees self-identify on social media websites, 
the Federal footprint on social networking will grow, creating a target-rich environment to help 
adversaries target specific individuals to launch various social engineering attacks. 

To learn personal information about an individual, an attacker can express a common interest in 
a topic and build a trust relationship with the victim. This positions the attacker to influence the 
victim's friends and co-workers or even to collect sufficient information to pose as the victim, 
providing an easy avenue for penetrating the trust of the Department or of other DHS personnel. 

High-profile Federal employees with greater name recognition are an especially prime target for 
a social engineer seeking to exploit trust relationships in social networks. 

3.2.3 Web Application Attacks 

Malicious content on social networking sites is easy to disguise as valid content. Developers of 
user-generated games and applications on some sites have the option of going through an 
approval process, but the application's code is not always locked in the state in which it was 
submitted for approval. This creates a situation in which apparently vetted software can be 
injected with malicious code at a later time. 

Finally, while a hijacked personal social media account may be annoying and personally costly 
or embairnssing, the hijacked account of a Federal user or a hijacked Federal account can have 
more serious implications. Unauthorized posts, tweets or messages may be seen by the public as 
official messages, or may be used to spread malware by encouraging users to click links or 
download malware and unwanted applications. 
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4.0 BEST PRACTICES FOR SOCIAL MEDIA USE 

Online activities often blur tbe line between indjviduals' personal and professional lives. Real­
world social and business rules have counterparts in digital environments. DHS employees or 
contractors, in or outside of the workplace, may affect their job performance, the performance of 
others, or DHS business interests, so they are a proper audience for best practice guidance. The 
following guidelines are intended to assist DHS employees and contractors in protecting their 
personal informatjon and reputation while interacting online. These best practices are based on 
guidelines established by o ther Federal and commerc ial organizations. 

4.1 Personal Use of Social Media 

Use social media only on personal time using your personal computer and email account. You 
should not be logged onto external social networking sites while-at work. 

4.2 Never Post Classified or Sensitive Informat.ion 

Posting classified or sensitive infonnation on a social media site will lead to significant adverse 
action and penalties. DHS Management Direc6ve No. 11042. l , "Safeguarding Sensitive But 
Unclassified (For Official use Only) Informati_on' ' establishes DHS policy regarding the 
identification and safeguarding of sensitive but unclassified infortnation originated within DHS, 
and other sensitive but unclass ified information received by OHS from other Government and 
nongovernment activities. Do Not Communicate DHS Policies 

4.3 Never Speak for the Department without Authorization 

Never ansv,,er questions or make statements about or on behalf of OHS on a social networking 
si te without explicit authotization from the OHS Office of Public AffaiJs, the OHS Office of 
General Counsel , or their Component equivalent. 

4.4 A void Posting Personal Information 

Limit the amount of personal info1mation you post to social networks. A void posting personal 
information such as your home address, personal phone numbers, or details about your schedule 
or routine. This type of information gives cybercriminals the baseline they need for more 
targeted activities. Assume that anyth.ing you post to a socia1 network can be seen by anyone 
and act accordingly. Also be wary of the type of information - including photographs - that 
you post about your friends and family, since that info1mation can put them at risk. 

4.5 Use Privacy and Security Settings 

When accessing social networking sites, you can limit disclosme by using the site's Privacy 
senings. The default settings for some sites may allow anyone to see yom profile. You can 
customize your settings to restrict access to only certain people. Also be aware of any changes to 
the site's privacy or security options. For example, Facebook is constantly improving user 
privacy settings that users should be aware of and implement as soon as possible9

. Users should 

9 ·'Facebook Privacy: IO Settings to Check' ', lnfonnalion Week, June S, 2014, 
http://www. infol'mation wcek.c01:n/sofl warc/sociu.l/faccbook-priv:icv-10-scuin~ -to-ch-:c k/d/d-id/ 1269438 

v14.0 . July 24, 2018 J2 



DHS-001-02632-00011805/02/2022

DHS-001-02632-00011805/02/2022

OHS 4300A SENSITIVE SYSTEMS HANDBOOK ATTACHMENT X- SOCIAL MEDIA 

monitor the plivacy policies for social networking sites as they change often and without 
warning. Remember though, there is a risk that even private information can be exposed, so do 
not post anything that you would not want the public to see. 

4.6 Be Wary of Location-Based Services 

Be aware of privacy and security issues when using location-based services (LBS). LBS offers 
many conveniences such as keeping track of family and friends, getting directions, finding 
restaurants, and assisting in law enforcement. But LBS may make information about your 
location accessible to unintended recipients. Employees should understand that use of LBS 
introduces significant privacy and personal security risks with their use. The most common 
example is using a location check-in service (for example, Foursquare). If you check in from 
your couch at home, the precise Global Positioning System (GPS) coordinates of your couch are 
published. If you later check in from your office, it can be seen that you are no longer at your 
home, which is now an excellent target, and your own personal security can be compromised. 

Carefully consider any request by any application to allow use of your location or any other 
personal information. In Snapchat and in other applications that can show your location or that 
of your contacts, always use a "ghost" mode that disallows showing your location. You should 
also be aware that this information may leak unintentionally. For example, smartphones can 
attach GPS coordinates to pictures you take. Posts made to social media sites such as Facebook 
or Twitter may also contain this detailed geo-location data that could also compromise your 
personal security and possibly your workplace security. The location attached to the picture may 
be metadata that is uploaded without your knowledge. 

Be sure to examine your phone's privacy, security, and location settings to ensure that GPS 
coordinates are not automatically associated with LBS. Be sure never to check in from sensitive 
locations and avoid establishing patterns when possible. 

4.7 Use Strong Passwords 

Protect your account with passwords that cannot be easily guessed. Avoid using passwords such 
as your dog's name, the word "password" plus a digit, or your favorite sports team name. 

A strong password resists guessing. Hackers and computer intruders use automated software as 
a way to submit hundreds of guesses per minute to access your account. These software tools are 
called 'dictionary' or 'brute force repetition' tools, because they will use English dictionaries to 
sequentially guess your password. These password-guessing tools can submit up to 1000 
attempts per minute. The less that your password resembles regular word patterns, the longer it 
will take for a repetition tool to guess it. 

These password variations below purposely avoid using complete English word 
patterns. Passwords that use combinations of characters that include numerals, symbols, and 
capital letters as well as lower case letters will create an exponentially longer task for attackers 
using dictionary programs and brute force. 

Do not use the same password for multiple applications. 

Even strongly constructed passwords are vulnerable to keystroke loggers and password cracking 
tools. In the final analysis, passwords do little to deter a determined attacker. 
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According to NIST (National Institute of Standards and Technology), a strong password should 
contain no fewer than 12 characters, a rnle adopted by the U.S. government in 2007 and ftnther 
defined in the U.S. Goveroment Configuration Baseline. Ad.min passwords should be 15 
characters. Readers may sigh at those lengths, but they have been the recommended minimum 
for half a decade. Anything shorter is not considered secure. 

4.8 Be. Suspicious about Installing Applications 

Applications from social media sites are very often given complete access to yow- account- not 
just to what is necessary for the application to run. "Quizzes'' are also problematic. For 
example, Facebook users taking quizzes can reveal far more personal information to the 
applications than they realize. This is mostly due to the fact that Facebook's default privacy 
settings allow access to al] your profile infonnation whether or not your profile is set to 
' 'private." 

Even if you do not take quizzes yourself, your profile information may be revealed when one of 
your friends takes a social media or Internet quiz. Almost everything on yow- profile, even if 
you use privacy settings to limit access, is available to the quiz. 

4.9 Be Wary of All Links 

Vigilance is the best defense against phisbing. Phishing scams can arrive in e-mails that look as 
though they come from real companies or trusted individuals. For example, you may receive an 
e-mail message announcing that your bank account will be closed unless you confirm your 
personal identification number, or that you need to provide your credit card information to 
confirm an order, or requesting verification of your social security number for billing purposes. 
Legitimate companies do not ask for your account or personal infortnation via e-mail. To find 
out whether the message is legitimate, contact the company directly by telephone or letter using 
contact information from a trusted source, such as your account statements. 

Never reply to suspect emails or click on any links they contain. This could expose you to 
clickjacking, in which a web page will ttick you into performing undesired actions by clicking on 
concealed buttons or links that are on a web page hidden by the visible on e. For example, the 
page may list what appears to be a valid DHS web page adclTess. such as www.cU1s.gov; however 
it hides the ]ink to a web site set up by a cybercri.Jninal. To find out whether the message is 
legitimate, contact the sending company directly by telephone or letter using data from a trusted 
source, such as your account statements or the back of your credit/debit carcl. Another way to 
verify the validity of the web page is, instead of click ing on an embedded link, manuaIJy enter 
the URL into the navigation bar of yow· web browser to avoid clickjacking. 

Ph.isl1ing attempts can also come in Twitter "tweets", Facebook wall postings, videos, or pictures 
sent via email. Get into the habit of not clicking on byperlinks, especial ly those for videos or 
news-related events from unfamiliar sources and senders. In many cases. these are linked to 
phishing and social engineering attacks. 

4.10 Have No Expectation of Prhacy 

Assume that your thoughts are in the public domain. Remember that social networking sites are 
generally public and permanent, even if you delete the information you posted. You should 
understand the secwity and privacy features available for the social networking sites you use, 
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and exercise discretion and common sense. Most social networks offer settings to keep profiles 
private and restrict access to personal photographs or other personally identifiable details; 
however, opting for privacy does not guarantee that others will not see your content. Content 
can be forwarded or hacked. 

Facebook has found itself at the center of privacy breakdown controversies numerous times, and 
confusing Twitter interfaces have resulted in private messages being inadvertently posted to 
public feeds. Hackers can force access and friends can forward your content to others. In short, 
do not post anything that you do not want the public to see. 

4.11 Protect Your Privacy 

Do not share personal or contact information about your family, friends, co-workers, clients, or 
businesses without their explicit consent. Do not post or tag pictures of family, friends, co­
workers, clients, or business without their consent. Respect the privacy of others at all times. 
Always protect your PII. 

4.12 Be Professional 

If you identify yourself as a DHS employee or have a public-facing position so that your DHS 
association is known to the general public, ensure that your profile and related content are 
consistent with how you wish to present yourself as a DHS professional, even if the information 
is of a personal and unofficial nature. Ensure that all your posts and interactions are consistent 
with the public trust associated with your position, and conform to existing standards such as 
"Standards of Ethical Conduct for Employees of the Executive Branch." 

If you establish online profiles, you may provide your DHS title and contact information. You 
may also indicate that DHS is your employer, and you may describe your past and present job 
responsibilities (as you would on your resume) if you do not disclose any DHS sensitive 
information or the personal information of others. 

4.13 Use Disclaimers 

Be aware of your DHS association in online social networks. If your profile reveals your 
employment relationship with DHS, you should include a disclaimer stating that your activity 
and posts represent your personal opinions and do not represent those of DHS. An example of an 
appropriate disclaimer is "The postings on this site are my own and do not represent the 
positions, strategies, or opinions of the Department of Homeland Security." 

4.14 Be the First to Respond to Your Own Mistakes 

If you make an error, be up front about your mistake and correct it quickly. In a blog, if you 
choose to modify an earlier post, make it clear that you have done so. 

4.15 Be Yourself 

Do not forge or manipulate identities in your posts in an attempt to disguise, impersonate, or 
misrepresent your identity or affiliation with any other person or entity. 
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4.16 Avoid Being Offensive 

Do not post defamatory, libelous, vuJgar, obscene, abusive, profane, tlu·eatening, racially and 
ethnically hateful, or otherwise offensive or illegal information or material. 

4.17 Do Not Breach Trademarks 

Do not use any word. logo, or other mark that would infringe on a trademark. service mark, 
certification mark, or other intellectual property rights of the owners of suc h marks without the 
pe1mission of such owners. 

4.18 Respect Copyright, Fair Use, and Financial Disclosure Laws 

Do not post any infonnation or other material protected by copy1ight without the permission of 
the copyright owner. Also, consider using a Creative Commons license to protect your own 
work. Creative Commons offers a flexible copyright modeJ through a colJection of free 
copyright licenses wrinen in plain language. Creators can select several of these licenses to 
communicate which rights they reserve, and which they waive, when their intellectual property is 
used by others. Wikipedia is one of the most notable web-based projects using a Creative 
Commons license. See www.creativecommons.om for additional details. 

4.19 If in Doubt, Seek Guidance 

Seek guidance from the DHS Office of Public Affairs or the DHS Office of General Counsel. or 
Component equivalent, prior to publicly sbaring any personal opinions or statements based on 
your role within DHS. Those with leadership responsibilities, by virtue of their position, 
especially must understand that personal thoughts they publish, even in clearly personal venues, 
inadvertently may be interpreted as expressions of official OHS positions. They should assume 
that their co-workers. employees, and those outside of OHS will read what they have written. 
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5.0 UNOFFICIAL INTERNET POSTING GUIDELINES IO 

Department of Homeland Security (DHS) personnel who post content about DHS on the Internet 
are responsible for ensuring that any information disclosed (including personal comments) is 
accurate and appropriate. DHS personnel should keep in mind how their posts will reflect upon 
themselves and their organization, and also be aware that some individuals and groups use public 
networking forums to gain information that will help them advance their own causes or agendas 
at the expense of others. DHS personnel who engage in unofficial posting on the Internet should 
observe the following guidelines: 

(1) You may not release DHS e-mail addresses, telephone numbers, or fax numbers not 
already publicly released. You may not release the content manager's or content 
provider's work contact information. 

(2) You may not post or disclose the existence of internal DHS documents or information 
that DHS has not officially released to the public. This policy applies no matter you 
obtained the information. Examples include, but are not limited to, the following: 
memos, e-mails, meeting notes, articles for publications, white papers, Public Affairs 
guidance, and all pre-decisional materials. Do not release any For Official Use Only 
(FOUO) information or PII in unofficial Internet posts. 

(3) You, as a DHS Federal employee or contractor, are always responsible for adhering to 
DHS policies concerning information security, physical security, and to the Privacy Act 
in all forms of communication. Unauthorized disclosure of protected information, 
including sensitive but unclassified (SBU) information may result in disciplinary action. 

(4) You may not release information about or pertaining to another DHS employee. Release 
of classified, operational, proprietary, law enforcement sensitive, or investigatory 
information is not authorized. 

(5) Any photo, video, or sound recording made by DHS personnel of an official DHS 
function is considered official DHS media. Newsworthy items should be released 
officially to news organizations and other media with the knowledge and approval of 
OPA or the Component office of public or external affairs before being posting 
unofficially. 

(6) DHS-related media made by DHS personnel while they are in a non-working status in 
public areas, (e.g., photo of a U.S. Coast Guard cutter taken from a public pier while on 
liberty) is considered private imagery and is not subject to these guidelines. 

(7) Use of official or protected DHS statements or symbols (for example, the DHS logo) 
must be approved OP A. This prevents the impression of official or implied 
endorsements. 

(8) You may not release, intentionally or unintentionally, location-based (geospatial) 
information related to a DHS mission. This prohibition includes, for example, disclosing 
the location of the employee and/or DHS assets at a particular point in time. Auto-

10 Based on US OHS, ALCOAST 548/08, COMDTNOTE 5700. SUBJ: SOCIAL MEDIA - UNOFFICIAL 
INTERNET POSTS. 
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tweeting, geospatial coordinates while driving, or reporting via a location-based social 
media tool such as Foursquare are examples of violations of this guideline. 

(9) As with other forums of personal public engagement, DHS personnel shall avoid off-duty 
behavior that negatively impacts, or conflicts with, their ability to execute their duties for 
DHS, such as the prohibited personal conduct described in Standards of Ethical Conduct 
for Employees of the Executive Branch. 

v 14.0, July 24, 2018 18 
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GLOSSARY 

Terms commonly used in relation to social media are defined below. 

Term Explanation 

Blog An abbreviation of "weblog." A blog is a web-based forum where individual 
content providers contribute regular entries or "posts" in the form of 
commentary, descriptions of events, or other materials on the website. 
Visitors t o the blog may add their own comments to posts. Blogs may be 
"moderated'' with the blog owner overseeing removal of any objectionable 
material, or they may be "unmoderated," in which case there is no control 
over the posted material. 

Clickjackihg A maJiciotJs technique of tricking a user into revealing confidential 
information or of taking control of their computer when they c lick links on 
seemingly harmless web pages. On a clickjacked page, the attacker shows a 
set of dummy buttons or links, then loacls another page over it in a 
tsansparent layer. Users think they are clicking on the visible page while 
they are actually performing actions oh the hidden page which lbe users 
never intended, such as changing privacy sellings on a social networking site 
or following someone on Twitter. 

Commercialrrhird Party Social media hosted on servers over which OHS has no control. This 
Social Media includes proprietary social networking: sites such as Facebook and MySpace. 

as well as collaboration services such as Wikipedia, BlogSpot, and 
Delicious. 

Content Manager Any individual designated to manage web content for OHS or a Component. 
The duties of the Web Content Manager include ensuring compliance with 
accessibility standards for persons with disabi lities. This indi vjdual is the 
organization's primary point of contact for Web issues. 11 

Content Provider Any individual who creates content for publication to OHS websites. 12 

Entexprise Network The conununicalions backbone Lhat interconnects every computer and 
associated device at every location under the jurisdiction of an organization. 
such as DHS. 

External Hosting Provision by an external organization or company of access, on a fee-per-
service basis, to the equipment, technology and support to needed to 
establish and run a website, as opposed to an organization's using its own in-
house resources. 

Farming See Phannjng 

Fishing See Phishing 

11 DHS 4300A, lV Definitions, J 

11 DHS 4300A, fV Definitions, K 
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Term Explanation 

Foursquare 

Hacker 

Internet footprint 

Keystroke loggers 

Malware 

Mashup 

Meta.data 

Micro-Blog 

v14.0. July 24, 2018 

A location-based social networking website and application for mobile 
devices. Users "check in" or report their location by accessing a mobi le 
website, text messaging or a device-specific application, so that their 
whereabouts can be d iscovered by others. Foursquare also incorporates 
elements of a game by awarding users points for being the fi.rst to visit a new 
place, m1d for adding new information about the locations they visit. 

A person who uses their proficiency with electronics, computers and/or 
programming skills lo gain i!Jegal access to others' cligital resow·ces, 
including personal hand.held devices, files, computers and networks. 

The collective activities and behaviors recorded as an individual interacts in 
a digital environment, including device usage, system logins and logouts, 
website visits, files, transmitted emails, and posted messages. " Passive 
footprints" are created when data are collected about individuals' activities 
without any deliberate action on their pait, such as track.iJ1g wh:ich products 
c ustomers are visiting on a vendor's website regardless of whether purchases 
occur. " Active footprints" are created when personal data is released 
intentionally by individuals for tJ1e purpose of sharing infon nation with 
otheTs online. Footprints are sometimes used as a rough measure of an 
individual's ' ·web presence." 

Also called a "keylogger,'' It it is can be a hardware device or a pTOgram rbat 
monitors and records each keystroke a user types on a computing device's 
keyboard. Although sometimes used for legitimate purposes. such as 
diagnostics or monitoring a child's Internet activity, a more typical use of 
keystroke loggers is for the unauthorized captw-e of security credentials such 
as passwords and personal identification uumoers. 

Derived from the phrase " malicious software,'' this term is a generic te1m for 
any program whose purpose is to cause hatm to a computer system. 
Typically, malware is installed without the user's knowledge or consent, 
although it is often packaged with other software the user does io fact choose 
to install or download. Viruses <ind worms are examples of mal ware. 

A web page or application chat enables the fast, easy combination of data 
ru1d/or fWlctionality from multiple sow-ces to create a new, enriched result 
that was not necessarily tJ1e reason for producing the original sources. Most 
masbups use publicly-accessible resources. Fot example, a mashup might 
supetimpose on a Google map of a neighborhood the avei-age housing prices 
drawn from a city assessor's online database. 

Information about the meaning of other infomrntion . Metadata can describe 
or summarize key attributes of a piece of information to facilitate finding 
that information when needed. An example of metadata is a time stamp that 
specifies when a piece of information was created. 

Extremely short blog posts similar to text messaging. The messages can 
either be viewed by anyone or by a restricted group that is cbosen by the 
user. Twitter, a popular micro-blog client, allows posts of up to 140 
characrei-s to be uploaded and read using instant messaging or mobile 
devices via text messaging. 
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Term Explanation 

Operational Use 

Password Attack 

PersonaJJy Identifiable 
Information (PU) 

Pharming 

Phisbing 

The authorized use of social media to collect personally ident,ifiable 
information for the purpose of enhancing situational awareness, 
investigating an individual in a criminal, civil, or adminis trative context, 
making a benefit determination about a person, making a personnel 
determination about a Department empJoyee, making a suitability 
determination about a prospective Department employee, or for any other 
o fficial Department purpose that hac;; the potential to affect the rights, 
privileges, or benefits of ru1 individuaJ. 

An attempt to obtain a legitimate user's password. Hackers crui use common 
password lists, dictionaries, cracking programs, and password sniffers in 
password attacks. 

Any information that permits the identity of an individual to be 
directly or indirectly i11fen-ed, including other information that is 
Hnked or linkable to an individual regardless of whether the individual 
is a United States citizen, legal permanent resident, or a visitor to tl1e 
United States. Examples of PIT include, but are not limited to name, 
date of birth, mailing address , telephone number, SociaJ Security 
Number, email address, zip code, account numbers. certificate/license 
111umbers, vehicle identifiers including license plates, uniform resoillce 
locators (URLst IP addresses, biometric identifiers (e.g., fingerpri1u , 
voiceprint, .iris scan, photographic facial images, or any other unique 
identifying number or characteristic), and any information where it is 
~·easonably foreseeable that the information will be linked with other 
information to identify the individual. Also, Sensitive Personally 
Identifiable Information (SPIT) that permits the identity of an 
individual to be directly or indii-ectl y inferred, including other 
information tbat is linked or linkable to an indivi.dual. 13 

An action whereby a hacker subverts a user's attempt to visit a legilimare 
website by instead redirecting themr to a counterfeit or "spoofed" website. 
The spoofed site is designed to trick users into revealing personal 
information such as usemru11es, passwords, and account information. 

An attempt to frauduJently acquire a user's personal iofonnation, such as 
passwords and credit card details, by masquerading as a trustworthy person 
or business in an apparently official electronic communication. Phishing is 
common in e-mail and instant messaging. For example, you might receive 
an e-mail that appears lo come from an official at your bank that instructs 
you to "confirm" yom Internet banking credential by clickfog on a link. The 
"spoofed'' website to which you would be directed would captw·e yow· 
credent-ials in order to enable a third party to access and withdraw all funds 
from your bank account. 

1> OHS 4300A, fV Defilurions, H 
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Term Explanation 

Sensitive Persona.lly 
Identifiable Information 
(SPIT) 

Social Bookmarking 

Social Enginee1ing 

Sotial Media 

Sensitive Pll is personally iclent.ifiable information. which if lost, 
compromised, or disclosed without authorization, could result in substantial 
harm, embarrassment, inconvenience, or unfairness to an individual. 
Sensitive PTI requires stricter handling guidelines because of the increase<l 
risk to an individual if the data are compromised. SPII includes Social 
Sec urity Number, driver 's license or State ID number, passpOl'l number, 
Alien Registration Number, fianc ial acocunt Dumber, and biometric 
identifisers. 

A Web-based service where users create and store links to information on 
topics of particular interest to them. Although web browsers have the ability 
to bookrnark links lo "favorite" pages, Lhose links are tied to an individual 
browser on a single computer. Social bookmarking, by contrast, stores links 
in an onJjne account which can be made public. These bookmarks can be 
shared anJ discovered by others who are interested in finding information on 
similar topics. Examples of social bookmarking sites include Delicious, 
Digg, and Reddit. 

The act of deceiving or tricking people jnto performing actions or divuJging 
confidential information, rather than obtaining such information by breaking 
in or using technical means. Pm-example, someone posjng as a help desk 
representative might telephone you and claim to be diagnosing a counectfon 
problem; the caller requests that you verify your login ID and password or 
other personal infonnation so it can be checked against the items on fil e. 

Internet-based applications that build on the foundations of Web 2.0 to allow 
the creation and exchange of user-generated content. Social media can take 
many different fom1s , includ ing but not limited to Web-based communities 
and hosted ser vices, social nelworkfog sites, video and photo sharing sites. 
woos, blogs, podcasts, virtual worlds, social bookmarking, and many 
emergent technologies. 

Social Networking Services Web-based services that connect people wllo shar,e the same interests and/or 
activities, or who are interested in expl01ing the interests and activities of 
others. Social networking services prov ide a variety of ways for users to 
interact. For example, Facebook is used as a place to socialize wi th fiiends, 
whereas ~inked.In caters to those who wish to inake professional 

Spam 

Spear Fishing 

Spear Phishing 

v14.0. July 24, 2018 

connections. 

Unsolicited or undes ired electronic messages. Spam includes legitimate 
adve11isements, misleading advertisements, and phishing messages- any 
unsolicited message can be spam. 

See Spear Phish.iog 

A technique by which the attacker generates an e-mail message or prompts 
linking to a website. The attack's target is a specific individual or small 
group. The goal is to convince the targets to take action, which gives the 
attacker access to their system by presenting them with text, images, or 
URLs that they could actually expect and therefore mistake for legitimate. 

21 



DHS-001-02632-00012805/02/2022

DHS-001-02632-00012805/02/2022

DHS 4300A SENSITIVE SYSTEMS HANDBOOK A TI ACHMENT X - SOCIAL MEDIA 

Term Explanation 

Spoofed Website 

Spyware 

Trusted Internet 
Connections (TlC) 

Twitter 

Uniform Resource Locator 
(URL) 

Video Sharing 

Virtual world 

Virus 
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An impostor website that mimics a reaJ company's website in order to steal 
personal information from site visitors. Victims are often directed to tl1ese 
spoofed sites through phishing e-maiJs. Spoofed sites can Jook extremely 
convincing, but often conta.in small flaws such as spelling e1Tors or "slightly 
wTong" logos. 

Any software that covertly gathers users' infolmation through their 
computing devices and/or their Internet connection without their knowledge 
for unauthorized use. Spyware applications are typically hidden components 
that users inadvertently download together with legitimate material. 
Spyware may gather information such as e-mail addresses for advertising 
purposes, or even passwords and credit card data. 

A OHS initiative implementing 0MB Memorandwn M-08-05, to optimize 
and standardize the security or individual external network connectjons 
including connections to the Internet that are CutTently in use by the Federal 
Government. A "TIC" is a physical location an agency uses to meet the 
objectives of the TIC Initiative. 

A social networking micro-blogging service tbaL enables its usen1 to send 
and read other users' messages, called " tweets." Users ("followers") may 
subscribe to ("follow") other users' tweets. Twitter is someti.mes called the 
"Short Message Service of the Internet' ' because of the compatibiliLy of its 
interl'ace with smart phones. Tweets are limited to 140 characters. 

In computing, the identifier that specifies where a resource is located and the 
mechanism for retrieving it. The best-known example of the use of lJRLs is 
for the addresses of web pages on Lhe lntemet, such as www.dhs.gov. 

Websites on which users post vi.deo they have taken for others to view and 
comment on. Such sites allow viewers to "embed" or display others' video 
o n their own sites. YouTube is probably the most widely known video 
sharing site. 

Online communities where users or their digital representations (called 
"avatars") can socialize, connect, and interact with one another using text 
and voice chat. The term is used more speci fically to refer to an online 
commw1ity such as Second Life that features a computer-based simulated 
three-dimensional environment where users can not only i.nteract but also 
create and use vinual objects. 

A form of malware that can copy itself and spread from 011e computer to 
another in the fonn o f executable code when its host is taken to a target 
computer. For example, a user might send an infected file over a n_etwork, 
m carry it on a removable medium such as a CD or thumb drive, or the virus 
might send an instant message to all the contacts on the infected machine 
which, when opened by the addressee, infects the recipient's computer. 
While some virnses are benign. o ften a virus will canse a compoler to 
"hang," rendering it inoperable by corrupting aud/nr disabling key operating 
system files and tools. 
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Term Explanation 

Web 2.0 

Whaling 

WiJget 

Wiki 

Wann 

vl4.0. July 24, 2018 

Altho ugh there is no agreed-upon defi nition of the term Web 2.0, it term 
generally refers to the move toward a more social, interactive, collaborative, 
and responsible Web. ll can be charactetized by capabilities and tools 
fac ilitating social media dialog. 

Phishing attacks targe ted at high-ranking personnel in an organizational 
hierarchy, such as Chief Executive Officers (CEO) and other top executives. 

A self-contained tool that can be embedded in a website or program to 
deliver a single-pw-pose service, such as displaying the latest news and 
weather, maps, or photos, or allowing a user to play interactive games with 
o ther website visitors. Users or social networking sites often take advantage 
of widgets as an easy way to make their sites more interesting to visitors; 
care must be ta.ken, however, since hackers often use widgets as malware 
entry points. 

A technology for creating collaborative websites. From Lhe Hawaiian word 
meaning "quick," a wiki is a collection of Web pages that encourages users 
to contribute or modify the content. By using a simple Web i.nterface, a 
communjLy can collaborate to develop a document or Web page, no matter 
where the members of the commw1ity are located. By far the best-known 
wiki is Wikipedia, a multilingual, web-based, free content encyclopedia 
project. 

Self-replicating maJware that uses a computer network to send copies of 
itself from one computer system to another. Worms can cause excessive 
network traffic and other malicious disruptions such as file deletion and 
sendingjunk mail to every e-maiJ address ii discovers on every computer 
system as it spreads throughout a network. 
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PRIVACY THRESHOLD ANAL YS(S (PTA) 

This form is used to determine whether 
a Privacy Impact Assessment is required. 

P1ivncy Office 
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Privacy Threshold Analysis 
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Please use the attached fo rm to determine whether a Privacy Impact Assessment (PTA) is required under 

the E-Govemmcnt Act of2002 and the Homeland Sectuity Act of 2002. 

Please complete this fom1 and send it to your component Privacy Office. ff you do not have a component 

Privacy Office, please send the PT A to the DHS Privacy Office'. 

Senior Director, Privacy Compliance 
The Privacy Office 

U.S. Department of Homeland Security 
Washington, DC 20528 

Tel: 202-343-1717 

PIA@hq.dhs.gov 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review this form. If a 

PIA is required, the DI-IS Privacy Office will send you a copy of the Official Privacy [mpact Assessment 

Guide and accompanying Template to complete and return . 

A copy of the Guide and Template is available on tbc OHS Privacy Office website, 

www.dhs.gov/privacy, on DHSConnect and directly from the DHS Privacy Office via email: 

pia@hq.dhs.gov, phone: 202-343- 17 l 7, 
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applicable) 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

SUMMARY INFORMATION 

Clea1·View Al 

Immigration and C ttstoms Office or 
Euforcem_ent (ICE) Program: 

Xacta FJSMA 
NIA Number(if 

applicable): 

Project or 
Pilot program 

status: 

Click heie lo ~nler a date Pilot launch 
date: 

NIA Pilot end date: 
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Not started expiration date 

(if anolicablc): 

PROJECT OR PROGRAM MANAGER 
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Investigations Unit 
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Pri vacy Office 
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www.dhs.gov/pri vacy 

Privacy Threshold Analysis 
Version number: 01-2014 

Page2 o/9 

Homeland Security 
Investigations (HSl) Child 
Exploitation Investigations 
Uo_it (CElU) 

NIA 

Pilot 

June 18, 2019 

June 18, 2020 

NIA 

Section Chief 

((b6)(b7c) e.dhs.gov 

INFORMATION SYSTEM SECURITY OFFICER (ISSO) (IF APPLICABLE) 

Na.me: l(b6)(b7c) 
Phone: 

703-40., "'' 
Email: 

associates. 
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SPECIFIC PT A QUESTlONS 

I. Reason for submittio the PTA: New PT A 

Privnr.y Office 
U.S. DCpl1ctmcnl vf Homel\lnd Set.'Unly 

w .. ~hmgJon. DC 20528 

10!,34J•i71 , . pi~ 4clhs.i;ov 

ww" .dh,.11;,lv/privacy 

Privacy Threshold Analysis 
Ve.rsion number: 01-2014 
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The HSI C yber Crimes Center (C3) is submitting this PTA to document Clearview A L a new fac iaJ 
recognition service C3 will use to identify perpetrators and victims pktured in cliild exploitation 
mateiials. 

C3 de) ivers computer-based technical services to HST components to support domestic and 
international investigations into cross-border crime. C3 is comprised of the Cyber Crimes Unit (CCU), 
the Child Exploitation lDvest:igation Unit (CElU), and the Computer Forensics Unit (CPU). 
Specifically, with in CETU, is tbe Vic-tlm Identification Lab (VlL). The VIL conducts examinatioos of 
newly-discovered images o · ~n,M~... · ' -.-.inw-.'lll!•iu-■ n.-"4u.1•.n • \~ILIJl.illl.lHW-,HUI~IJ. I!: t II ti I ii! '" I 

. • l!fflr.ffl. . , (b) (7)(E) 

(b) (7)(E) 
Clearview is a web-based service tbat acts as a search engine of publfrJy available il·uages. Clearview 
pulls and compiles publicly available images from across the internel inlo a proprietary image database 
to be used in combination with Clearview's facial recognition technology. Clearview boasts a 98.6% 
accuracy rate for its algorithm and an image gallery greater than I billion images. A system's accuracy 
rate measures Ute algo1i thm's abiJity to match an individual in tw o images s uccessfully . The images a.re 
uuco.nstrai.ued and may lJave multiple individua ls in tb.e image. AH images are collected via simple 
searches. and no social media lerms of service or privacy settfogs are violated in the collect-ion of 
images. 

Clearview's stated accuracy is self-ceitified and has not yel been independently confirmed by the 
National Institute of Standards and Technology (NIST) Face Vendor Recognition Test1. The software 
allows HSI lo input m1y facial image that appears in an investigation, i-cgardless of quality or angle, 
into the program. Personnel at CElU isolate facial images from exploitative material and manually 
upload them into the Clearview portal. CEIU may crop, rotate. or resize an image prior to being 
uploaded in Clearview to ensure the subject face is the focal poi11t. lC£ P rivacy intends to work witJ, 
HSI on developing Rules o f Behavior (ROBs) a11d/or Standard Ope.rating Procedures (SOPs) for the 
use of this tool to the extent that such use is permitted. 

(b) (7)(E) 
Clearview allows for customized user access restrictions, audit logs.; and "splash screens" that can 
present mies ofbehaviot for a user. The parametets of the rest:J.ictions and conten ts of the rules of 
behavior are bein develo ed durin r the ilot. Clearview does not interact with an ICE s stems at an 

1 Ste https:f/ ,..,,ww.nist.gov/progrnms-projects/foce-recognition"vtmclor•fe~l-frvl. 
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At the time of upload, CEIU is able to set the retention schedtlle for the image. CEIU sets the retention 
scbedule to immediately delete the image in CJearview's database as soon as the fac ial recognitioo 
algorithm is complete. Clearview has the ability to store a HashJ D of the resuJts of the algorithm that is 
run on an image. The Hash TD cannot be used to recreate a facial image, but rather informs the 
Clearview program what to look for in its gallery to find a match. CEIU can opt for the Hasb1D to 
remain on Cleaview servers to nm against new images incorporated into their database. If the HashJD 
bits on a new image, CEfU is then ale1ted.. 

mvest1gators wt t oroug y c 1ec 111format1on enve rom t e open source site against 
govemmenl and public databases lo either val idate or eliminal·e candidates prior to generat1J1g leads tu 
send to the field for additional investigation. C1ea1view returns will not be used as a positive 
identification nor will they be used fM probable cause. They are m erely a tool to provide possible 
suspects ru1d wi ll require additional -investigative steps to verify identities. 

Clearview searches are treated as equivalent to open web searches in that the entirety of returned search 
results are not saved in CErU systems. CETU will only collect and document salient resul ts as they 
pertain to tbe investigation. If CEIU concludes that certain photographs returned from Clearvrew are not 
relevant to an ongoing investigation. lheh the photographs will not be maintained in ru1y ICE reposilo1y . 

CEIU uses Clearview to further existing investigative leads or ongoing investigations, and any pertinent 
infom1ation collected from a Clearvie · · · 
obtained t.hrou h o en som:ce researc 
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(b) (?)(E) I 
2. Does th.is system employ any of the 

following technologies: 
lfyou are using any of these technologies and 
want caverage u11der !he respective PJAjar !hat 
technology please stop here and contact the DHS 
Privacy O/Jioe forjiirther guidance. 

3. From whom does the Project or 
Program collect, maintain, use, or 
disseminate information? 
Please check all that app{v. 

D Closed Circuit Telev ision (CCTV) 

cgj Social Media 

D Web portaF ( e.g., SharePoint) 

D Contact Lists 

D None of these 

D Th.is program does not collect aoy personally 
identifiable infonuation3 

cgj Members of tb.c pllblic 

~ OHS employees/contractors (list components): 

rcE 
D Contractors working on behalf of DRS 

D Employees of other federal agencies 

4. What specificinformation about individuals is collected, generated or retained? 

CEIU uploads unidentified images of perpetrators and victims from child exploitation material. Since 
these images are unidentified, these irna es ore linked to case files ( i.e. case file number) and not personal 
identifier 

Clearview returns ima es from o ~n sources on the internet that arc determined by Clearview to be 

1 [nfom1ational and collaboration-based portals in operation at OHS and its con,po11ems !bat collect, use, malntain, a11d share 
limited personally identifiable infonuation (PII) about individuals who are "members" of the portal or "potential members" who 
seek to gain access to the porttl. 
2 OHS defmes personal information as "Personally Jdentifiable Information'' or I'll , wbich 1s any information that penruts the 
ldeotity of au ind ividual to be dlrec1ly or lodirecrly inferred, including any lnfonna1loo that is linked or linkable to rhat iodivldual, 
rcgardlcs~ of whether the i11dividual is a V.S. c.ilizcn, lawful pcnnancnt resident, visitor to tho U.S .. or cmployvc or contractor to 
the Department. ·'Sensiti ve PH" is PII, which iflost. compromised. or disclosed without authorization, could i:esult in substantial 
hann. embarrassment. 111convenicncc. or unfairness to an individual. F'or tl1e purposes of this PTA. SPII and PIT are treared the 
same. 
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similar to CEJU's uploaded images. as well a~ the URL of the website where the image was fonnd. The 
image and the open source URL are the only information provided by Clearview AT. There is no 
individual PU associated with the image return. 

4(a) Does the project, program, or system 
0 No. 
0 Yes. lf yes, please list all personal identifiers 

retrieve information by personal idcntitier? 
used: photograph 

4(b) Does the project, program, or system 0 No. use Social Security Numbers (SSN)? n v - -
4(c) If yes, please provide the specific legal 
basis and purpose for the coUection of NIA 

SSNs: 
4(d) lf yes, please describe the uses of the 
SSNs within the project, program, or NIA 

system: 

4(e) If this project, program, or system is 0 No. Please continue to next question. 
an information technology/system, does it 
relate solely to infrastructure? □ Yes. Tf a Jog kept of communication traffic, 

For example, is the system a Local Area Network 
please answer the following question. 

(LAN) or Wide Area Network (WAN) r 
4(t) If header or payload data4 is stored in the communication traffic log, please detail the data 
elements stored. 

NIA 

5. Does this project, program, or system 
connect, receive, or share PU with a ny 0 No. 
other DHS programs or systems"? 

□ Yes. lf yes. please 11st: 

6. Does this project, program, or system 
connect, receive, or share Pll with any 0 No. 
external (oon-DHS) partners or 
systems? □ Yes. If yes, please list: 

3 When data is sent over the Internet, each uni t transmitted includes both header infom,ation and the act11al data being sent. The 
header identifies the soul'ce and destination of the packet, while tl1e actual data is refe1Ted to as the payload. Because header 
information, or o verhead data, is only used in the transmission process, it is stripped from the packet when it reaches its destiJrntion. 
Therefore. the payload is the only data received by the destination system. 
4 PII may be shared, received, or connected to other DHS systems directly, automatically, or by manual processes. Often, these 
systems are listed as "interconnected systems" in Xacta. 
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6(a) rs this external sharing purs ul)nt to 
new or existing information sharing 
access agreement (MOU, .MOA. LOI, 
etc.)? 

7. Does tJie project, program, or system 
provide role-based training for 
personnel who have access in addition 
to annual privacy training required of 
all .OHS personnel"? 

8. Per NIST SP 800-53 .Rev. 4, Appendix. 
J, does the. p·roject, program, or system 
maintain ao accouuting of disclosures 
of PH to individuals who have 
requested access to their PIT? 

9. Is there a FCPS 199 dete.rmioation'?5 

NIA 

~ No. 

Pri vacy Office 
U.S. Depmmenl of 1-lomel;lnd Secltf1 ly 

w • .-hmg1on, OC 20528 
20!-343 • i 7 17, ri•(!~clhs.gov 

www.dhs.gov/pri vncy 

r1;vacy Threshold Analysis 
Version number: 01-2014 
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□ Yes. If yes. please list: 

~ No. What steps will be taken to develop and 
maintain the accounting: 

D Yes. In what format is rhe accounling 
maintained: 

OuoknowL1. 

~No. 

D Yes. Please indicate the determinations for each 
of the fo ll owing; 

Confidentiality: 
D Low D Moderate D High D Undefi.ned 

Integrity: 
D Low D Moderate D High D Undefi.ned 

Availabi!Hy: 
D Low D Moderate D High D Undefined 

PRTV ACY THRESHOLD REVTEW 

(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE) 

I Component Privacy Office Reviewer: 

5 Fl PS 199 is the f'et.lerul lnformution Process ing Standanl Publication 199, Standards for Secwity Categori7:..it.ion of Fedeml 
Information and foformation Systems a11d i., used to establish security categories of information systems. 
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XXX 

Component Privacy Office Recommendation: 

P1ivncy Office 
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Please include reoommendatian below, includin,e, what new privaq, oompliance documentation is needed. 

The HSI Cyber Crimes Center (C3) is submitting this PT A to document Clearview Al , a new facial 
recognition service C3 will use to identify perpetrators and victims picturnd in child exploitation 
materials. Clearview is a web-based service that acts as a search engine of publicly availabJe images. 
Clearview pulls and compiles publicly available images from across the internet into a proprietary image 
database to be used in combination with Clearview's facial recognition technology. Olearview boasts a 
98.6% accuracy rate and an image galleiy greater than l billion images. 

lCE's use of Clearview Al is privacy sensitive, requiring PIA coverage. DHS/l.CE/PlA-045 lnvestigative 
Case Management System (ICM) PIA outlines the risk of utilizing intelligence products from public 
source databases iJl reports of investigation and should provide inte1im coverage for HSJ's use of facial 
recognition technology. All candidate returns from Clcarvicw' s facial recognition service will be treated 
as investigative photographic data within ICM. All infonnaiion derived from open source URL searches 
will be treated similarly to standard internet searches in ICM. 

ICE Privacy will draft a PIA on its use of facia l recognition services fo r transparency pw-poses. 

Clearview A f requires SORN coverage because it retrieves information by a unique identifier. DHS/ICE-
009 External investigations SORN provides coverage for the use of PU, ioch1d.ing photographs, to 
investigate violations of the law within ICE' s jurisdiction. The forthcoming update to DHS/ICE-009 will 
provide further transparency on HSJ' s use of facial photographs for biometric purposes and collection of 
social media. 

(TO BE COMPLETED BY THE OHS PRIVACY OFFICE) 

DBS Privacy Office Reviewer: Click here to enter text. 

PCTS Workflow Number: Click here to enter text. 

Date approved by DHS Privacy Office: Click here to enter a date. 

PTA E:qJiratioo Date Click here to enter a date. 

DESIGNATION 

Privacy Sensitive System: Choose an i tem. If "no" PT A adjurucation is complete. 

Choose an item. 
Category of System: 

If '"other" is selected, please describe: Click here to enter text. 

Determination: D PT A sufficient at this ti.me. 
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D Privacy compliance documentation detertnination in progress. 

D New infonnation sharing arrangement is required. 

D DHS Policy for Computer-Readable Extracts Containing Sensitive PIT 
applies. 

D Privacy Act Statement required. 

D Privacy Impact Assessment (PIA) required. 

D System of Records Notice (SORN) required. 

D Paperwork Reduction Act (PRA) Clearance may be required. Contact 
yow- component PRA Officer. 

D A Records Schedule may be required. Contact your component Records 
Officer. 

Choose an item. 

Tf covered by existing PIA, please list: Click here to enter text. 

Choose an item. 

If covered by existing SORN, please list: Click here to enter text. 

DRS Privacy Office Comments: 
Please describe rationale for orivacv r:omvliance determination above. 
Click here to enter text. 
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From: (b6)(b7c) 
Sent: 
To: 

28 Feb 2020 14:46:40 +0000 
Holz, Jordan 

Subject: FW: Clearview PTA 
Attachments: PTA, ICE- ClearView, 20200228, toDHS .docx, Clearveiw Ai - Accuracy Test - Oct 
2019.pdf, Code of Conduct.pdf, Clearview Al Marketing Materials.wtth Tax ID and pricing.pdf, Clearvi ew 
Legal Memo.pdf; Clearview example search return.png 

Find enclosed with supporting materials 

Best, 
(b6)(b7c) 

Mobile: 202.-87 .. 
From: (b6)(b7c) 
Sent: Friday, February 28, 2020 8:30 AM 
To: (b) (6) 
Cc: PIA <PIA@HQ.DHS.GOV> 

Subject: Clearview PTA 

Good Morning Hannah, 
Please find enclosed the Clearview PTA. (b) ( 5) 

If you have any questions or if you'd like more information please let us know. 

Best, 

(b6)(b7c) 

y y I .o., CIPP/US/G 

Office of lnformatfon Governance and Privacy 
U.S. lmmigtation and Customs Enforcement 
Desk: 202-732 
Mobile: 202-8 
Main: 202-732 
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(b)(7)(E} 

(b) (5), (b) (7)(E) 
Thanks! .. 

ar 27 2020 3:19 PM 
To: :...:.==-=-==~· , 
Subject: lnvest1gat1on ott ,catio 

(b) (7)(E) 
Importance; High 

(UNGLASSIFIEO//FOUO) 
Department of Homeland Security (OHS) 

Enterprise Security Operations Center (ESOC) 

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). 
It contains information that may be ex;empt from public release under lhe Freedom of Information Act (5 

U.S.C. 552). It is to be controlled , stored, handled, transmitted, distributed, and disposed of in 
accordance with OHS policy relating to FOUO Information and is not to be released to the public or other 

personnel who do not have a valid need-to-know without prior approval of an authorized OHS official. 

Investigation Number: INV-2020-02-6274307 - Potential Privacy Spill 

Category: Privacy Spill 

Criticality: Unconfirmed 

PII Suspected: Yes 

Classified Spill: Yes 

Component Reporting: DHS ESOC 

Components Requiring Remediation: CBP; DC1: DC2; OHS ESOC; OHS HQ; FEMA; FLETC; ICE; 
CISA; OIG; S& T; TSA: USCG; USCIS; USSS 

Executive Summary: 

DHS ESOC Is investigating the possible exposure of OHS data in the wake of the Clearview Al data 
breach, which was made public on February 26, 2020. OSI reports that a malicious actor "gained 
unauthorized access" to its list of customers, which may include OHS Components. No timeframe for the 
unauthorized access has been made public. ICE, CBP, and USSS are all known to have obtained the 
"free trials" that the company markets directly to law enforcement personnel, instead of via traditional 
procurement channels. ESOC is requesting that components provide information as to any use of 
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Clearview Al and/or possible exposure due to the breach. 

https :/ /www.nytimes.com/2020/01 /18/tech nology/clearview-privacy-facial-recog nit ion . html 

https ://www .fox61 .com/article/news/ clearview-a i-has-bi Ilion s-of-ou r -photos-its-entire-cl ient-I ist-was- ju st­
stolen/520-7 eda551 a-77 e0-494a-a51 f-1ca6d9d742cb 

https://www.pymnts.com/news/security-and-risk/2020/facial-recognition-firm-clearview-ais-client-list­
hacked/ 

Please visit the link below for more details: 
https://ecop.dhs.gov/default.aspx?requestUrl= .. %2fGenericContent%2fRecord.aspx%3fid%3d6 
27 4307%26moduleld%3d433 

Contact Information: 
OHS Enterprise Security Operations Center (ESOC) 

Phone: 1-877-347-1638 Option 2 
Email: DHSESOC@hg.dhs.gov 

(UNCLASSIFIED//FOUO) 
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From: Holz, Jordan 
Sent: 
To: 

Cc: 

Subject: FW: Privacy in the News: January 24, 2020 

Forwarding this to all of you for awareness. This is a tool currently in use by HSI NSID for which there's 
considerable litigation. 

I'm heading to a meeting until 3:15 but can discuss later this afternoon (or next week). 

Jordan Holz 

Privacy Officer 
Office of Information Governance and Privacy 
U.S. Immigration and Customs Enforcement 
Desk: 202-732 
Mobile: 202-7 
Main: 202-73 

From: Lindner, David (b) (6) 
Sent: Friday, January 24, 2020 2:20 PM 
To: DANISEK DEBRA 

RUCKER EDNA G 

Cc: Vogel, Lindsay <Lindsay.Vogel@hq.dhs.gov>; Mathews, Scott <Scott.Mathews@HQ.DHS.GOV>; 
Holzer, James <James.Holzer@hq.dhs.gov>; CAPPARRA, MICHAEL V. 
<michaeLv.capparra@cbp.dhs.gov>; ISRAEL, JASON A <jason.a. israel@cbp.dhs.gov> 
Subject: RE: Privacy in the News: January 24, 2020 

As we've discussed previously, I'd really like to talk to OGC about these free licenses that everyone is 

using these days. That used to be a huge no-no from a procurement law standpoint, but now they seem 
to utilize free trials Dept-wide. 

David 

David Lindner, CIPP/G 
Senior Director, Privac Polic 

From: DANISEK, DEBRA (b) (6) 
Sent: Friday, January 24, 2020 2:18 PM 
To: Cantor, Jonathan 
RUCKER EDNA G 

Subject: RE: Privacy in the News: January 24, 2020 

Website 

(b) (6) 



DHS-001-02632-00014505/02/2022

DHS-001-02632-00014505/02/2022

CBP has terminated any relationship with Clearview. Per the NTC, they gave us a handful of free licenses 
that we have ceased using. 

DD 

From: Cantor, Jonathan 
Sent: Friday, January 24 
To: DANISEK, DEBRA 
EDNA G 

(b) (6) 

Holz, Jorda (b) (6) 

Cc: Vogel, Lindsa ndner, David (b) (6) 
(b) (6) Mathews, Scott Holzer, James 

Subject: Fwd: Privacy in the News: January 24, 2020 

RUCKER 

An.d the legal circus begins against Clearview. The Illinois based lawsuit is likely a big deal. 
Facebook has been unable to get its BIPA lawsuit dismissed (the fi rst item i11 Privacy in the 

cou rts). 

Jonathan R. Cantor 
Chief Privacy Officer (A) 
De artment of Homeland Securj 

From: Cutshall, Charles (b) (6) 
Sent: Friday, January 24, 2020 1:29:29 PM 
Subject: Privacy in the News: January 24, 2020 

PRIVACY IN THE NEWS 
The One Privacy Article You Must Read This Week. 

• The Secretive Company That Might End Privacy as We Know It 

https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial­

recogni t ion.html 

"Searching someone by face could become as easy as Googling a name. Strangers would be 

able to listen in on sensitive conversations, take photos of the participants and know 

personal secrets. Someone walking down the street would be immediately identifiable - and 

his or her home address would be only a few clicks away. It would herald the end of PL!blic 

anonymity." 
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Privacy in the Legislature. 

• Democratic senator presses facial recognition company after reports of law enforcement 

collaboration 

https://t hehill.com/policy/technology/479564-democratic-senator-presses- facial­

recognition-company-after-reports-of-law 

• Like CCPA, But Make it Virginia: States Scramble to Introduce Data Privacy Legislation of 

Their Own 

https://www.adamsandreese.com/news-knowledge/like-ccpa-but-make-it-virginia-states­

scramble-to-introduce-data-privacy-legislation-of-their-own 

"Virginia added itself to the ever-growing list of states considering such bills when the 

Virginia Privacy Act (VPA) was introduced to the General Assembly for consideration January 

8." 

Privacy in the Courts. 

• Supreme Court declines to hear Facebook facial recognition case 

https://thehill.com/policy/technology/479126-supreme-court-declines-to-hear-facebook­

facial-recognition-case 

"The Supreme Court on Tuesday declined ta take up a high-profile court battle over whether 

users can sue Facebook for using facial recognition technology on their photos without 

proper consent." 

• Clearview Al Hit W ith Biometric Privacy Lawsuit 

https://www.mediapost.com/publications/art icle/346121/clearview-ai-hit-wit h-biometric­

privacy-lawsuit. htm I 

• IBM Hit With Lawsuit Claiming Image Use for Facial Recognition 

https://news.bloomberglaw.com/privacy-and-data-security/ibm-hit -with-lawsuit-claiming­

image-use-for-facial-recognit ion 

"IBM Corp. allegedly used people's images without permission to develop facial recognition 

technology in violation of Illinois' biometric privacy law, according to class claims filed in an 

Illinois state court." 

• Immigrants Win Access To USCIS Data In Vetting Program Suit 
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https://www.law360.com/articles/123S131/ immigrants-win-access-to-uscis-data-in-vetting­

program-suit 

"More than two dozen documents detailing how the U.S. Otizenship and Immigration 

Services evaluates immigration applications - including the agency's scoring methodologies, 

risk factors and indicators of national security concerns - must be handed over to class 

counsel within three weeks, U.S. District Judge Richard A. Jones ruled Thursday." 

Privacy in the Executive Branch 

• DNA Collection at the Border Threatens the Privacy of All Americans 

https://www.nytimes.com/2020/01/23/opinion/dna-collection-border-privacy.html 

"On January 6, the federal government began collecting DNA from any person in immigration 

custody - previously, it had required only fingerprints. With this move, the federal 

government took a decisive step toward collecting and tracking large numbers of its citizens' 

genetic information too." 

• Weleaklnfo, a search engine for breached personal data, shut down 

https://www.cyberscoop.com/weleakinfo-shutdown-persona l-information-for-sale/ 

"The U.S. Department of Justice on Thursday announced its seized weleakinfo.com, which has 

existed since 2017. The site sold different subscription levels, making it possible for scammers 

to access and search through the database." 

Privacy in the Private Sector. 

• The US needs a national privacy law for personal data, Salesforce co-CEO says 

https://www.cnbc.com/2020/01/21/the-us-needs-a-national-privacy-law-for-persona l-data­

salesforce-co-ceo-says.ht ml 

• So far, under California's new privacy law, firms are disclosing too little data - or far too 

much 

https ://www. wash i ngton post. com/tech nology/2020/01/21/ ccpa-transpa rency/ 

• Apple vs FBI: Pensacola Isn't San Bernardino 

https://www.lawfareblog.com/apple-vs-fbi-pensacola-isnt-san-bernardino 

• 250 million Microsoft customer service records briefly exposed online: report 

h ttps ://the hi 11. com/po I icy/ cybersecu rity/ 4 7942 6-250-m i I I ion-m icrosoft-custo me r-se rvi ce­

reco rds-b ri efly-ex posed-on Ii n e 
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Privacy in the Public Sector. 

• Privacy International Report on "Cloud Ext raction" Programs Sheds light on Far-Reaching 

Government Surveillance Technology 

https://www.cpomagazine.com/data-privacy/privacy-international-report-on-cloud­

extract ion-programs-sheds-light-on-far-reaching-government-surveillance-technology/ 

"Authentication tokens for various cloud services can remain active for weeks at a time, and 

in some cases are permanent.. If the investigating agency can extract these tokens, they do 

not need to coerce the subject into giving up login information; if they already have login 

information, they can maintain ongoing access even if the subject later changes their 

password. This also allows them to circumvent most two-factor authentication {2FA) 

measures." 

• Hospitals Give Tech Giants Access to Detailed M edical Records 

htt ps://www.wsj.com/articles/hospitals-give-tech-giants-access-to-detailed-medical­

reco rds-115 79516200?mg=prod/ com-wsj 

"Hospitals have granted Microsoft Corp., International Business Machines Corp. and 

Amazon.com Inc, the ability to access identifiable patient information under deals to crunch 

millions of health records., the latest examples of hospitals' growing influence in the data 

economy." 

Privacy around the World. 

• Britain Plans Vast Privacy Protections for Children 

https:/ /www.nytimes.com/2020/0l /21/business/britain-children-privacy-protection-kids­

online.ht ml 

"The rules will require social networks, gaming apps, connected toys and other online 

services that are likely to be used by people under 18 to overhaul how they handle those 

users' personal information. In particular, they will require platforms like You Tube and 

lnstagram to turn on the highest possible privacy settings by default for minors, and turn off 

by default data-mining practices like targeted advertising and location tracking for children 

in the country." 

• EU considers temporary ban on facial recognition in public spaces 

https://www.politico.eu/pro/eu-considers-temporary-ban-on-facial-recognition-in-public­

spaces/ 
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• London Police Amp Up Surveillance With Real-Time Facial Recognition 

https://www.nytimes.com/2020/01/24/business/londoncpolice-facial-recognition.html 

• Amazon Alexa Eavesdropping Spurs EU-Wide Privacy Safeguards 

https://www.bloomberg.com/news/articles/2020-01-17 /a mazon-s-snooping-on-alexa-thats­

spurs-eu-wide-privacy~response 

• Thousands of Chinese Students' Data Exposed on Internet 

https ://www.wsj.com/a rticles/thousa nds-of-chi nese-stu dents-data-exposed-on-internet-

11579283410 

Your Devices, Your Privacy. 

• The Apps on My Phone Are Stalking Me 

ht1ps://www.nyt imes.com/2020/01/22/opinion/phone-data-privacy.html 

"Your location, your purchases, video and audio from within your home and office, your 

on line searches and every digital wandering, biometric tracking of your face and other body 

parts, your heart rate and other vital signs, your every communication, recording, and 

perhaps your deepest thoughts or idlest dreams - in the future, If not already, much of this 

data and more will be collected and analyzed by some combination of governments and 

corporations, among them a handful of megacompan/es whose powers nearly match those 

of governments." 

• People Are Calling SWAT Teams to Tech Executives' Homes 

https://www.nytimes.com/2020/01/23/technology/fake-swat-calls-swatting.html 

"Swatting is online lingo used to describe when people call the police with false reports of a 

violent crime of some sort inside a home, hoping to persuade them to send a well-armed 

SWAT team. [ ... ] 

The attacks have been aided by forums that have sprung up both on the public internet and 

on the camouflaged sites of the so-called dark web. These forums name thousands of people, 

from high-ranking executives to their extended families, who could be targets, providing 

cellphone numbers, home addresses and other information." 

• Google and Apple Clash Over Web Browser Privacy 

https://www.bloomberg.com/news/articles/2020-01-22/google-and-apple-clash-over-w.eb­

browser-privacy 
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"Instead of making a big list of cookies to block, App/e's ITP continuously learns what 

websites users visit and which kinds of cookies try to hitch a ride. Over time, this creates 

unique cookie-blocking algorithms for each web surfer that can be used to identify and track 

them, according to the paper." 

• Equifax Breach Affected 147 Million, but Most Sit Out Settlement 

htt ps://www.nytimes.com/2020/0l /22/business/equifax-breach-settlement.html 

Have a wonderful weekend and an even better National Data Privacy Day (if it's not already blocked 
off on your calendar, it's next Tuesday)! 

Kind regards, 
Charlie 

Chief Privacy Officer 
Office of the Executive Di rector I U.S. Commodity~ omrnission 
11 55 21st Street, NW I Washington DC 20581 I Tel-
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Briefing Purpose & Agenda 

Purpose: Provide the Department of Homeland Security (OHS) Biometric 
Capabilities Executive Steering Committee (BC-ESC) with an overview of the 
proposal to establish a coordinating relationship with the OHS Joint Requirements 
Council (JRC) on biometric gaps and requirements identification for JRC Portfolio 
Team (PT) studies, analysis, and development. 

Agenda: 
• Bottom Line Up Front 

• Background (BC-ESC, JRC PT) 

• Concept for BC-ESC/JRC Coordination 

• OHS BC-ESC/JRC Memorandum of Understanding 

• Way Ahead 

• Questions 

• Back-up Slides 

~~ Hom~land 
~~ :; Security 
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Bottom Line Up Front & Background 

• The JRC, Counter Terrorism & Homeland Security Threats (CTHST) PT 
recommended that the JRC leverage the BC-ESC as a coordinating body for 
biometric requirements before they are sent to PTs for studies and development 
actions. 

• On July 15, 2020, Mr. Chris Moman, ICE CAE, alerted the Office of Biometric 
Identity Management (OBIM) to the new JRC approach to how its PTs operate, 
and intention to use existing governance bodies as sources for identifying 
capability gaps, issues, and/or ideas. 

o OBI M believes it is consistent with the BC-ESC Charter. 

• OBIM staff collaborated with JRC and PT staff representatives from August 14 
through September 15, 2020. 

o All agreed in concept but need to seek approvals from respective leadership 
chains and consensus from BC-ESC and JRC Principals. 

o OBIM and JRC staff are currently collaborating on a draft Memorandum of 
Understanding (MOU) between the BC-ESC and the JRC. 

~- Hom~land 
~ .. Secunty 
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Bae kg round - DHS BC-ESC 

DHS BC-ESC 

• Chartered/established in 2019 Pursuant to an Acquisition Decision Memorandum 
issued by the Under Secretary for Management (USM), dated June 12, 2018. 

• The mission of the BC-ESC is to provide effective governance, oversight, 
coordination, and guidance to all OHS and Component-level programs that are 
developing and/or providing biometric capabilities in support of OHS mission 
objectives. The Committee serves as a forum for cross-Component collaboration 
and the sharing of biometric challenges, needs, concepts, best practices, plans 
and efforts. 

3 
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Bae kg round - DHS BC-ESC 

DHS BC-ESC objectives (excerpts): 

• Serving as a forum to discuss DHS's approach to biometrics. 

• Supporting identification of biometric operational gaps and the needs of the 
DHS Components, and ensuring OBIM has the necessary guidance and 
support to help bring capabilities to fruition to address those needs. 

• Eliminating duplication of biometric efforts across the Department. 

• Ensuring complementary biometric efforts across the Department. 

• Analyzing opportunities to integrate biometric efforts, systems, or activities 
across the Department. 

• Serving as an executive-level venue to present status on biometric capability pilots, 
demonstrations, and delivery by DHS and its Components. 

• Reviewing and deliberating on issues elevated by ESC members. 

&8) Hom~land 
~~ Secunty 
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Background - JRC PT 

Updated PT Concept 
• JRC will charter portfolio teams to address OHS priorities for capabilities and 

requirements. 
• PTs wi ll be focused on specific tasks/purposes and limited duration : 

o Receive JRC executive sponsorship/support for integrated, cross-Component 
studies for requirements development. 

o Align under one or more of the capabilities and requ irements mission leads 
o Include cross-Component representation and the analytic and project 

management support necessary to generate appropriate recommendations to 
the JRC. 

o Push and pu ll cross-Component requirements issues for JRC consideration . 
o Generate mission area capabilities and requirements priorities and 

consolidated capabilities and requirements priorities across missions to inform 
JRC recommendations. 

Requirement and Gap Sources 
• JRC intends to leverage existing chartered bodies (OHS committees, working 

groups, etc.) to help identify mission/operational capability gaps for potential PT 
assignments. 

• The OHS BC-ESC would be the first opportunity to execute this concept. 

5 (b) (6) POC MGMT/OBIM 
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DHS BC-ESC Coordination with JRC 

Concept 
Task: The DHS BC-ESC acts as a biometric requirements coordination body 
consistent with its charter to generate ideas for biometric studies and to identify 
capability gaps in a two-way information flow with the DHS JRC. 
• Identifies gaps/needs and requirements for greater integration of OHS 

biometric capabilities. 
• Partners with JRC in order to identify areas of study that will require further 

analysis to be completed by a PT. 

Purpose: Create a common operating picture regarding potential emerging 
requirements/gaps/operations to inform JRC PT assignments. 
• JRC initiates focused PTs to develop studies that will provide both the BC-ESC 

and JRC Principals with the information needed to make determinations regarding 
identified capability gaps. 

• PTs generate cross-Component coordination/OHS programmatic 
requirements. 

• BC-ESC supports Biometric PTs with SMEs, Leads, sub-working groups. 
• BC-ESC contributes to biometric economies/effectiveness of building 

capabilities towards a "One-OHS" concept; ensures complementary biometric 
efforts across the Department consistent with the BC-ESC Charter. 

6 



DHS-001-02632-00016905/02/2022

DHS-001-02632-00016905/02/2022

Background - JRC PT Concept 
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BC-ESC/JRC MOU 

• BC-ESC and JRC PT leads are collaborating on a Memorandum of 
Understanding (MOU) 

o OHS MGMT/OBIM: Eric Barr, Nefertari Farrell , Mike Klesius 
o JRC PT: Alex Moscoso, Portfolio Team Coordinator; Craig Mastapeter l&A, 

PT lead 

• MOU PURPOSE: This MOU establishes a coordinating partnership between the 
OHS BC-ESC and the OHS JRC to identify biometric requirements that need 
further study and analysis by a JRC-appointed PT with the primary focus on 
horizontal alignment across OHS. 

• MOU Signatures from JRC and OBIM Leadership 
o Mr. Shonnie Lyon as OHS/MGMT CXO for BC-ESC 
o Mr. Joseph Wawro as Executive Director, JRC 

9 (b) (6) POC: MGMT/OBIM 
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BC-ESC/JRC MOU 

RESPONSIBILITIES: The duties and responsibilities of the parties will include the 
following . 

• The BC-ESC and the JRC will establish coordination and a two-way 
information flow to identify gaps and potential biometric requirements for greater 
integration of OHS biometric capabilities. 

• The OHS BC-ESC will act as a biometric requirements coordination body, 
consistent with its charter, to identify capability gaps and to generate ideas for 
biometric studies and analyses by JAG-appointed PT. 

• The JRC PTs will inform the BC-ESC of its biometrics studies and validation to 
ensure BC-ESC visibility. The JRC PTs will also share any deliverables from these 
studies with the BC-ESC. 

• The JRC will inform the BC-ESC of biometric requirements submitted to the 
Capabilities Gap Register on a quarterly basis. 

~&~ Hom~land 
~ · Secunty 
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BC-ESC/JRC MOU 

REQUIRED DOCUMENTATION: 

• Record of BC-ESC and JRC Principals' approvals of this relationship will be 
provided to JRC and BC-ESC Principals once this MOU is signed. 

• BC-ESC meeting minutes will be provided to the JRC to include amendments 
identifying those activities (action items) that will be handed off to a PT to work to 
serve as a log and a running status report. 

• JRC meeting minutes will be provided to the BC-ESC identifying biometric gap 
and requirement topics for studies and affirming receipt of BC-ESC generated 
topics. 

• JRC Biometric PT assignments and requirements documentation as 
appropriate will be provided to the BC-ESC for situational awareness and related 
coordination. 

11 POC: ~ GMT/OBIM 
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Way Ahead 

✓ 8/18 - 9/18 Develop draft MOU w/ JRC 

✓ Draft MOU NL T 9/14 

• Briefings -
✓ OBIM Director and DUSM MGMT 
✓ 9/15 JRC Leadership/staff 
✓ 9/17 JRC Principals 
o 9/18 BC-ESC 

• 9/22-30 (or until complete) Finalize MOU and gain BC-ESC/DUSM MGMT and 
JRC approvals (final would include detailed process flow and responsibilities) 

• 9/30 - BC-ESC & J RC begin coordination on biometric gaps/requirements 

• 12/19 - Include in BC-ESC agenda 

Homeland 
Security 

12 PocJi~v1GMT/OBIM 
OBIM~ SC Final.PPT 
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DHS BC-ESC Coordination with JRC 

Questions 
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DHS BC-ESC Coordination with JRC 
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DHS BC-ESC Coordination with JRC 

Back-up Slides 
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Authorities 

• The Joint Requirements Council (JRC), Directive Number: 071 -02. Revision 
Number: 00. Issue Date: 02/1/2016 

• Delegation to the Chair of the Joint Requirements Council, DHS Delegation 
Number: 00008, Revision Number: 00, Issue Date: 8/22/2016 

• U.S. Department of Homeland Security Executive Steering Committee Charter for 
Biometric Capabilities, Version: 1.0, Date: March 2019 
o Pursuant to an Acquisition Decision Memorandum issued by the Under 

Secretary for Management (USM), dated June 12, 2018, and in accordance 
with authorities identified in Directive 102-01, Acquisition Management. 
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BC-ESC/JRC MOU 

RESPONSIBILITIES: The duties and responsibilities of the parties will include the 
following . 

• The BC-ESC and the JRC will establish coordination and a two-way 
information flow to identify gaps and potential biometric requirements for greater 
integration of OHS biometric capabilities. 

• The DHS BC-ESC will act as a biometric requirements coordination body, 
consistent with its charter, to identify capability gaps and to generate ideas for 
biometric studies and analyses by JAG-appointed PT. 

• The JRC PTs will inform the BC-ESC of its biometrics studies and validation to 
ensure BC-ESC visibility. The JRC PTs will also share any deliverables from these 
studies with the BC-ESC. 

• The JRC will inform the BC-ESC of biometric requirements submitted to the 
Capabilities Gap Register on a quarterly basis. 
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BC-ESC/J RC MOU 

RESPONSIBILITIES (Cont). 

• The BC-ESC and the JRC will maintain regular communications on biometric 
capabilities issues to create a DHS common operating picture regarding potential 
gaps/requirements, enabling the JRC to initiate focused PTs to develop studies of 
topics of interest or identify areas for potential horizontal alignment of biometric 
requirements. 

o This arrangement will allow for the effective generation of cross-Component 
coordination and the Department's understanding of programmatic biometric 
requirements in order to yield biometric resource economies and effective 
capability development, ensuring complementary biometric efforts across OHS 
consistent with the BC-ESC charter. 

• The JRC will coordinate with the BC-ESC as a resource to help identify biometric 
capability gaps associated with operational requirements and will propose 
solutions to mitigate those gaps through PT studies and validation in the Joint 
Requirements Integration and Management System (JRIMS). 

o This will leverage opportunities for common solutions that enhance operational 
effectiveness, and better inform the Department's main investment pillars. The 
JRC wi ll form PTs with defined scopes and timelines to conduct studies and 

ro·ects related to develo biometric ca abilities solutions in the JRIMS. 
~ H 1 d /4~Qr{' ome an 
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BC-ESC/J RC MOU 

RESPONSIBILITIES (Cont). 

• The BC-ESC, as a Department-chartered forum for cross-Component 
discussion of OHS biometrics that supports identification of operational 
gaps and Component needs, will identify and analyze opportunities to 
integrate biometric efforts, systems, or activities across the Department. 

• The JRC will provide the BC-ESC with insights on gaps for further 
assessment, such as identifying: 

o R&D initiatives 
o Areas of consideration not yet entered into the Capabilities Gap Register and 

JRIMS 
o Component-vetted biometric needs 

• The BC-ESC will collaborate with the JRC to provide advisory support to 
serve in SME or leadership roles. 

o BC-ESC Component representatives should have requ isite biometric subject 
matter expertise and operational perspectives to coordinate and provide 
guidance to the PTs. 

~- Hom~land 
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