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2022-NPFO-00003 Schaffer, Aaron 

2022-NPFO-00001 Janofsky, Adam 

2022-NPFO-00002 Loricchio, Lauren 

2022-NPFO-00011 Green, Matthew 

2022-NPFO-00009 Santos, Rose 

2022-NPFO-00016 Riley, Tonya 

CISA FOIA Logs 

Received between 10/01/2021 and 12/31/2021 

Request Description 

Sept. 2021 calendar records for Jen Easterly (Date Range for Record Search: From 09/01/2021 To 09/30/2021) 

Pursuant to the Freedom of Information Act (FOIA), 5 U.S.C. § 552 The Record makes the following request for 

records: Emails, memos, powerpoint presentations, and other documents sent to or held by the Cybersecurity 

and Infrastructure Security Agency that reference the word "BlackMatter" between the years 2016 and 2021 

(most recent date available). Such documents may include mention of "ransomware". (Date Range for Record 

n any and all incoming and outgoing emails containing the words 

dates of December 8, 2020, and March 1, 2021 (Date 

records related to a series of networking anomalies in the Internet's Border Gateway Protocol, or BGP, that 
occurred in 2013. The Border Gateway Protocol is a core networking protocol that determines the routing of 

network packets on the Internet. In 2013, a number of anomalies in the BGP routing protocol caused Internet 

traffic to be diverted from locations in the United States to locations outside of the United States. This record 

request seeks any documents responsive to BGP anomalies in 2013, or investigations related to these networking 

[Reference FGI#21-75214G] Relevant to 47QRAD20D1013 Order 70RCSA21FR0000065 (CISA) [WE SEEK NO 

PRICING] (this should be placed in the "simple" agency FOIA processing queue): CLEARLY RELEASABLE OK, we 
seek copies of the following ( 1) Copy of the Task Order's title page ( 1st page only) and (2) copy of the Task 

calendar of Jen Easterly between Sept 1 to Oct 7. 

Original 
Received Date 

10/1/2021 

10/1/2021 

10/1/2021 

10/5/2021 

10/6/2021 

10/7/2021 



1 .  A l l  record s reflect ing com mun icat ions ( i nc lud ing em a i l s ,  em ai l attachme nts, text messages, telepho ne ca l l  logs ,  
ca lendar i nv itat io ns ,  ca lendar entr ies ,  letters, me moranda, meeti ng n otices, meet ing  agen das, i nfo rmat i ona l  
mate r ia l , ta l k ing poi nts, any handwritten o r  e lectron ic  notes taken during  any  ora l comm u n i cations, sum maries of 
a ny o ra l  com mun icat ions, or other materi a l s )  of (a )  stakehold ers i nvolved in the procurement, ap prova l and 
decis ion -making process of the l icens i ng and  or subscr iption of the So l arWinds Orion system (b )  sta keh o l d e rs 
involved i n  t he  verificat i on ,  secu rity checks and  com p l i a n ce information i n  the use of the So l arWinds Or ion 
system . P lease provide a l l  responsive records from the date of the fi rst ment io n of Sola rWinds Or ion u nt i l  
Dece m ber 31,  2 0 2 0 .  2.  A l l  reco rds reflecti n g  co m m u n icat i o n s  ( inc l u d i ng emai ls ,  emai l attach ments,  text 
m essages ,  te lephone cal l  logs,  c a l enda r  invitations,  c a l enda r  entries, letters, memora nda , meet ing  notices,  
m eet ing a g e n das,  i nfo rm ationa l materia l ,  ta lk ing po i nts, any  handw ritten or e lectro n ic  notes ta ken d ur ing any 
oral communications,  sum maries of any  ora l comm u n i cations, o r  other materia ls )  of (a)  sta keholders involved in 
the b idd ing p rocess for th i rd - party vend ors (b)  m ate ria ls perta in ing to the  p roper  b idd ing process in p lace fo r a l l  
th ird pa rty vendo rs ( c )  materia l s  pertai n ing  to any  p rotocols or ru les by which to test the v u l nerabi l it ies of th i rd-
party software ve n dors (d )  the resu lt of any  test, ver ificat io n ,  i nvestigat io n ,  or pro be i nto So l a rWinds'  softwa re's 

2022-N PFO-000 1 5  Zacher, J u l es secu rity before or after the Nationa l Telecommu nication and I nformation Admin istration Offices of the  Commerce 1 0/7/2021  
Department began to  u se So l a rWinds Or ion (e )  manua ls,  docume nts and any m ate r ia l  provided by  So l a rWinds 
deta i l ing appropr i ate secu rity proce d u res for SolarWinds Or io n ,  and  best pract ices in terms of m a i nta i n i ng the 
proper secu rity of SolarWinds  Or io n .  Please provide a l l  responsive records from the date of the first ment ion  of 
So l arWinds Or ion unti l December 3 1 ,  202 0 .  3 .  Al l  records reflect ing  comm u n i cations ( inc l ud ing  ema i ls ,  ema i l  
attachments,  text messages ,  te l e p h one ca l l  logs, ca lenda r i nv itat ions, ca lenda r entries, meeti ng notices, meet ing 
agendas,  i nformationa l materia l , ta l k i ng  poi nts, any  ha ndwr itten or electron ic  notes ta ke n d u ri ng  any  o ra l  
commu nications,  sum maries of any  ora l comm u n i cations, o r  other materia ls )  between any  Nationa l 
Teleco m m u nicat ion  and  Information Adm i n i stration offi c ia l  and  officia l s  i n  other g overnmental  depa rtments a n d  
agenc ies m ention ing So l arWinds Or i on ,  Orion and  Sola rW i nds .  4 .  A l l  records reflect ing com mun icat ions ( I nc lud ing 
em a i l s , em a i l  atta chme nts, text messages,  te lepho n e  ca l l  l ogs ,  ca l end a r  i nv itat io ns ,  ca l end a r  entr ies ,  m eet i ng  
notices, meeting agendas, i n format iona l  mater i a l ,  tal k i ng points,  any h and writte n or e l ectronic notes taken d u r ing 
any  o ra l  com mun icat ions,  sum mar ies of any  oral co m m u n icat io ns ,  or other  mate r ia ls)  between any Nat ional  
Teleco m m u n icat ion  and  Information Adm i n i stration offic ia l  and  officia l s  i n  other g overn mental  depa rtments a n d  
agencies m ention ing So l arWinds Or i on ,  Orion and  Sola rW inds .  

2022-N PF0-00006  Schaffer, Aa ron A copy of the "after-a ction repo rt" or " after-act ion  review " on the SolarWinds cyber  inc i dent .  1 0/8/2 0 2 1  

2 0 2 2 - N PF0-000 1 7  �b)(6) I 
you ' re fighti ng for your Busi n ess r ig hts, you' re fig hti ng for your  home i n  Federa l Cou rt, yo u ' re fig ht ing fo r my 
nar,;;n n � I  rin hts vrn • ' re finhti nn fnr vnu r  HI I MAN RJ(:;HTS . 1 0/ 1 1/202 1 

2022-N PFO-000 1 2  Schaffer, Aa ron Dig ita l/electron ic  copy of the most recent CISA Com mun icat ions P l a n .  By Comm u n ications Plan ,  you mean a 1 0/ 1 9/202 1 nress/externa l  re l at ions n lan  n rov ided for or bv CISA 



1 .  Emai ls ,  memos, l etters, d i rect ives,  mention ing or refe r ri n g  to " M i nnea po l i s  riot , "  " Los Angeles riot , "  
"Washingto n ,  DC riot," "protests and black l ives matter," "protests and George F loyd," "protests and r i oters and  
looters , "  "Wh ite Ho use and  protests, "  "Tru m p  a n d  tweet and shoot ing  and loote rs, "  " p rotests and  M i n neapol is , " 
"p rotests and Wash ington ,  DC, " "protests and secret serv i ce , "  "protests and  looti n g , "  " protests and  ANTI FA, "  
"protests and  Booga l o o , "  " B i g  Ig loo Bois a n d  protests , "  "NYPD a n d  B l ack Lives Matter a n d  protests , "  "p rotests and 
w hite supremacists , "  " p rotests and  Proud Boys , "  " p rotests and  fed eral property and  Federa l Protective Serv i ce , "  
"protests and National  G uard , "  "protests and Sa nta Monica a n d  Beverly H i l l s , "  " p rotests and  r iot, " " Donald Trum p 

2022-N PF0- 000 1 3  Leo pold,  Jason and bu nker a n d  protests, "  "p rotests and socia l  m e d i a , "  "George Floyd and Tw itter and Facebook, " " B lack Lives 1 0/20/202 1 
Matter and Twitte r and  Facebook," Dona ld  Tru m p  a n d  tweets and  p rotests. "  Please be sure a n y  correspondence 
inc l udes  emai l s exchanged with DHS and com ponents,  Secret Service,  FBI and fu s ion  centers and Jo i n t  Terrorism 
Task Forces and  any  eop.gov emai l  add ress. The t imefra m e  for th i s  req u est is May 2 5 , 2 0 20 thro u g h  the date the 
sea rch for respons ive record s is conducted . 2 .  Intel l igence Bu l leti n s, open sou rce i ntel l igence and re ports, Th reat 
Assessme nts, dam age assessments, Situation Reports, d irect ives,  mention i ng  or referri ng to n at ionw ide  protests 
and  looti ng that took place between May 25 and  June 1, 2 0 20 that were sparked by the death wh i le  in po l ice 
cu stody of George F loyd . 
req uest that you submit  data co nta i n i ng d iversity record s of Cybersecur ity and  Informat ion  Secu rity Ag ency 

2 0 2 2- N PFO-00033 Grog an ,  Natha l i e  perso nne l .  S pecifica l ly ,  you req uest the  ra ce, eth nic ity,  and  g ender  of a l l  CISA personne l  by GS level , S ES, and  1 0/22/ 202 1 
;a nnni ntPP c;t;at, ,c; frnm J n n 1 tn thP n rpc;p nt 
1 .  A l l emai ls  between any CISA emp l oyee and Fab i an Wosa r tb)(6) 12 . A l l ema i ls to/from 

2022- N PFO-000 1 8  Dud ley,  Renee any  CISA employee (with @cisa . d h s . gov ema i l ) that mention Fabian Wosar and  ra nsomware a n d  Roma nia from 1 0/28/202 1 
A1 1n , ,,..  1 Jfl? 1 tn n,o,-ont r nr1tp o ,, nnP fnr D or,-,,rl <:;p;a,rh • Frn m 1 / 1  / J fl ? 1  Tn 1 fl/J7/Jfl ? 1 ) 
*a l l emai ls  between any  CISA employee and  any  employee of software co m pany Emsisoft (em a i l  add resses 

2 0 2 2- N PFO-00019 Dud ley,  Renee end ing with " @ emsisoft . com")  with the keyword ra nsomware . ( Date Range fo r Reco rd Sea rch : From 1/ 1/202 1 To 1 0/28/202 1 
1 ? /?/?n ? l) 

20 22-N PF0-0002 3 Evers, Aust i n  P lease see the attached FOIA req uest ( D HS-2 1 - 1 57 1 ) .  1 1/1/2021  
2022- NPFO- 00024 Evers,  Aust i n  P lease see the  attached FOIA req uest (D HS-2 1 - 1 57 3 ) .  1 1/1/2021  

2 0 22 - N PFO-00022 Evers,  Aust i n  P lease see the  attached FOIA req uest ( DH S- 2 1 - 1 569 ) .  ( Date Rang e for Record Sea rch : From 1 1/0 1/2020 To 1 1/1/2021  0 1/20/202 1 )  
2022-N PFO-0002 1 Schaffer, Aa ron Oct. 2 0 2 1  ca lendar  records for Jen  Easterly ( Date Range fo r Reco rd Sea rch : From 1 0/01/20 2 1  To 1 0/3 1/202 1 )  1 1/1/2021  

20 22-N PFO-0002 5 Evers, Aust i n  P lease see the attached FOIA req uest ( D HS-2 1 - 1 576) . 1 1/2/2 021  
2022- NPFO-00026 Evers,  Aust i n  P lease see the  attached FOIA req uest (D HS-2 1 - 1 57 8 ) .  1 1/2/2 021  

a l l  docu m ents provided by  you r  agency to the Select C o m m i ttee to  I nvestigate the  Jan uary 6th  Attack on the  

2022- N PFO-0002 7 Evers, Aust i n  U n ited States Cap itol and the Senate Judic i a ry Comm ittee reg ard ing the 2020 president ia l  e lect i on ,  c l a ims of 1 1/2/202 1 
elect ion  fra ud ,  or the J a n u a ry 6, 2 0 2 1  i nsurrection attem pt on the U nited States Ca pito l .  (Date Ra nge  for Record 
C: 0 ,, -~1-. · ,:,,-,,.,., 1 / ?.  /') () ")  1 T,-, 1 1 /1 Q / ") (l ")  1 \ 

2022-N PF0-00030  Schaffer, Aa ron a l l  procurement and p la nn i ng  docu ments related to Awa rd ID # 70RCSA21 FR000 008 1 .  P lease i n c lude  all contracts 11/4/2 0 2 1  
ac:c:nciated w ith th is  awr1 rd I D  a nv mnrl ificr1t in n and anv c:11hr1wr1rd .  

2022-N PFO-00029 Schaffer, Aa ron Al l procurement and p l a n ni ng d ocu ments related to Award ID # 7 0 RCSA2 1C000000 1 0 .  Please i ncl ude all contra cts 1 1/4/2021  associaterl w ith th i s  award ID anv  mod ificat io n anrl  r1nv  subaward .  
2 0 2 2 - N PFO-0003 1 Schaffer, Aa ron all procurement a n d  p la n n i ng docu ments related to Awa rd ID #70RCSA21 FR0000095.  P lease i nc lude all contracts 1 1/4/2 0 2 1  asc;nriaterl w ith this award T D  anv  mod ifirat ion  r1 n rl  anv  suh;iward . 
2 0 2 2 - N PFO-00032 (b ) (6)  Any and  a l l  docu ments that  inc lude my name and  or screen name . l/hVR) l t4c0 ; t4c0 1 1/5/2 021  

- n 6 ·  tdrfll;06 (DatP R;inn<>  fn r D<>rn rd c;.,;a rr-h ·  From 0 1 /0 1 /?nno Tn  1 1/0 S/2fl? l )  



2 0 2 2 - N PFO-00036 D u nag a n ,  Sean 

2 0 22 - N PFO- 00034 Sa nchez,  Gary 

2022-N PFO-00038 Aye le ,  M ichael  

2022-N PFO- 00043 Ha rvey, Cla i re 

a l l  ca lendars or calenda r entries for a pol itica l appoi ntee cu rre ntly employed at CISA l isted below.  For ca lenda rs 
or cale n d a r  entries created e lectro n ical ly,  the reco rds sho u ld  i nc lude the names of i nvitees,  notes,  and  other  
attachments for  a g i ven  entry . Cybe rsecu rity and Infrastru ctu re Protection Age ncy D i rector Jen Easterly ( Date 

Depa rtme nt to d iscuss an i nd iv id ua l  who was 
ing motorola refresh keys to l(b )(6) l( Date Range  

The  ba ses for th i s  req uest for reco rds a re ( 1 )  the requ i rements of  the Jea nne An n C lery D isc losu re of  Ca mpus 
Secu rity Pol i cy and  Ca m pus Cr ime Statist i cs Act; (2) the redacted record s provided by the Department of 
Ed ucat ion (Do ED) to the Freedom of I nfo rm ation Act ( FOIA) req uest I had subm itted with them a bout the 
conseq u ences of Jea nne An n Cle ry's rape and  m u rder  on Am erica n society and  post-second a ry ed ucat ion . What I 
a m  req uesting for pro m pt d isclosure a re a l l  records with in you r  possess ion  deta i l ing ( 1 )  you r  comm u n i cations 
about  Jea n n e  Ann Clery as a Ca u casia n woman ,  who was born in the State of Pe n nsylva nia on N ovember 23rd 
1966 ;  ( 2 )  your  comm u n i cations about Jeanne Ann  Clery as an underg rad uate stud ent, who was raped and 
m u rdered on Apri l 0 5th 1986 on the ca mpus of Le h igh  U niversity; (3)  your  comm u n i cations about Jea nne  Ann 
Cl ery as a Ca uca sian wom a n  very l itt le is k n own a bout;  (4) your co m m u nicat io n s  about J e a n n e  Ann  Clery a s  a 
Ca u cas i a n  woman  whose n a me is pub l i shed on the a n n u a l  secu rity reports (AS R) of co l leges a n d  u n i versities 
th roughout the Un ited States of America ( U .S .A) ; ( 5 )  your co m m u n icat io n s  about  the d ecis ion of severa l 
col leges/un iversit ies (th roughout the U . S .A) to ment ion  the rape and  m u rder  of Jeanne Ann Cl ery o n  thei r AS R; 
(6) your co m m u n icat io n s  about the d ecis ion of co l leg es/un iversit ies (th roughout the U . S . A) to o m it from the i r  
ASR a ny mention of former  U . S  Pres i dent Donald Trum p 1988 vis it  t o  Leh igh  U n ivers ity ;  (7 )  you r  commu nications 
about  the d ecis ion of co l leg es/u niversit ies (th roug hout the U . S . A) to o m it from the i r  ASR any ment ion  of Do n a ld 
Tru m p  bei n g  award ed a n  hono ra ry  deg ree by Leh i g h  Un ivers ity i n  1988 ;  (8) your co m m u n icat i o n s  about  the 
decis ion of col leges/un iversit ies (th roughout the U . S .A) to omit  fro m their ASR any m ention of Donald Trump 
1 988 v i s i t  to  Leh i g h  Un ivers ity by  putting the event  i n  h i storical context and perspect ive ; ( 9 )  y o u r  
com munications a bout the decis ion o f  col leges/ u n i versit ies (th roughout the  U . S.A) t o  omit  fro m their ASR any 
m ent ion that Dona l d  Tru m p  was extended a n  i nv itat ion  to Leh i g h  Un ivers ity two-years fo l l ow i ng the  rape and 
m u rder of Jeanne Ann Cl ery o n  Apri l 05th 1 986; ( 10 )  you r  com munications a bout the decis ion of 
col leges/ u n i versit ies (th roughout the  U . S .A) to omit fro m their ASR  any m ention of Donald Trump sexual  
m isconducts at the t ime of Leh i g h  Un ivers ity i nv itat io n for h im to spea k at the g radu at ion ce remony c l a ss of 
1 988 ; ( 1 1 )  you r  commu nications a bout the decis ion of col leges/ u n i versit ies (th roughout the U . S .A) to omit fro m 
their ASR any m ent ion of Donald Trump be i ng  charg ed by the Depa rtment of Justice ( DOJ ) for ma l ic i ous l y  
excl ud ing  Blacks/Africa n Americans as customers of h i s  New York res identia l  properties  that were fo r rent .  P lease 
see the attached document below for add itiona l information expla i n ing  my req uest for a fee wa iver and exped ited 

For the pe r iod fro m June 20 1 7  to p rese nt,  any  record s referencing the malwa re known as "I n d u stroyer" or " Cra sh 
Overr i d e . "  This ma lwa re was e m ployed i n  the December 20 1 6  attack on U krai ne's n at iona l  g rid operator, 

1 1/8/2021  

1 1/ 1 0/202 1 

1 1/16/202 1 

1 1/17/202 1 



2022- N PFO- 0004 1 Evers, Aust i n  

2022- NPFO-00046 Ha rvey, Cla i re 

1 .  A l l  record s reflect ing com mun icat ions ( i nc lud ing em a i l s ,  em ai l attachme nts, text messages, messages o n  
m essag ing  platforms ( such as Slack,  GChat or Google Hango uts, Ly ne, Skype, or WhatsApp) ,  te le phone ca l l logs, 
ca l endar i nvitat i ons ,  ca l endar entr ies ,  m eet i ng  notices ,  meeti n g  agend as,  informational m ate r ia l ,  draft leg is lation ,  
ta l k ing poi nts, any handwritten o r  e lectro n i c  notes taken duri n g  a ny ora l comm u n i cations, s u m m aries of  any  o ra l  
commu nications,  or other materia l s)  between (a )  the Cybersecu rity a n d  I nfrastructu re Secu rity Agency ( CI SA) 
officia ls specifi ed i n  Co l u m n  A, and  (b )  the externa l  entit ies l i sted i n  Col umn B, i nc l u d i ng ,  but  n ot l im ited to, at the 
provided ema i l  a d d resses or doma i n s . Please prov ide a l l respons ive record s from Apr i l  1 ,  202 0 ,  th rough  October 
3 1 ,  2020 .  2. A l l  records reflecti ng com mu nications ( i nclud ing ema i ls ,  ema i l  attach m ents, text m essages, 
messages on messag ing platforms (such  as S lack, GChat or Goog le  H angouts, Lyne, Skype ,  or WhatsApp), 
te lephone cal l  logs,  ca lendar  invitations,  ca lendar  entries,  meeti ng notices, meet ing  age ndas, i n fo rm at iona l  
mate r ia l , draft leg is lation ,  ta l k i ng points,  any h a nd writte n or e lectronic n otes taken d u r ing any oral 
com munications, sum maries of a ny ora l comm u n i cations, or other  materia ls )  between (a) the agency offic ia l s 
specified i n  C o l u m n  A, and  ( b )  the exte rnal  ent it ies l isted in Colu m n  B, i nc ludi ng ,  but not l i m ited to, at the 
provided ema i l  a d d resses or doma ins .  P lease provide a l l  responsive record s from Ap ri l 1 ,  202 0 ,  th rough  J a n u a ry 
20, 20 2 1 .  3 .  A l l  records refl ecti ng com munications ( includ ing ema i ls ,  ema i l  attach ments,  text m essages ,  
m essages  on messag ing platforms (such as S l a ck,  GChat or Goog le  Hang outs, Lyne, Skype ,  or W hatsApp),  
te lephone cal l  logs,  ca lendar  invitations,  ca lendar  entries,  meeti ng n ot ices, meeting a gen das,  i nfo rm at iona l  
m ate ria l ,  draft leg is lation ,  tal k ing  points,  any  h a nd writte n or e l ectronic notes ta ken d u r ing any ora l 
commu nications,  sum maries of a ny ora l comm u n i cations, o r  other  materia ls )  between (a )  the agency offic ia l s  
l isted below , and  ( b )  Se nator Ron J oh nson ,  or anyone co m m u n icating from h i s  office o r  on h i s  behalf, inc l u d i n g ,  
b u t  not l i m ited to, fro m emai l add resses e n d i ng i n  @ ronjohnso n . senate . gov. Agency Offic ia ls  a . Chris Krebs,  CI SA 
D i rector b.  Matthew Trav i s ,  CI SA Deputy Di recto r c .  Brando n Wa l es,  Act ing  CISA Di rector and  Execut ive Di recto r 
d .  Steven Harr is ,  Act ing CISA Deputy D i rector e .  Emi ly  Ea r ly,  CISA C h i ef of Staff f. Bob Kolas ky ,  Assi stant 
D i rector fo r the Nat io na l  R isk  Ma nagement Ce nte r g .  Kevin Benacci , Chief Exte rnal Affa i rs Officer h .  M att 
Materson ,  Se nior Cybersecu r ity Advisor i. Anyone communicati ng from CISA 's Reg ion  6 Reg ional  Office Please 
provide a l l respon sive reco rds fro m Apri l 1, 2020 , th rough January 20, 2 0 2 1 . ( Date Ra nge for Record Search : 
P"" A I A  • - -. ....  .,.,,. - ... .,..,. ..,, .. , ..,, .,.,,.  ..... ,.. ,  

For the pe r iod of January 2 0 2 1  to Nove m ber 202 1 ,  a l l d ocu ments, i ncl ud ing but not l i mited to memoranda ,  
reports, backgro u nd pa pers, b r iefing papers, inte l l igence repo rts, ca bles a nd e ma i ls ,  concerned i n  who l e  or i n  
part with t h e  Memora n d u m  o f  Understa nd ing ( M O U )  between t h e  Un i ted States a n d  S inga pore t o  expa nd 
coope ration on cybe rsecu rity .  The MOU was  s i g ned i n  Aug ust 2021 by Jen Easterly,  D i rector of the Cybersecu rity 
and  Infrastructu re Secu rity Agency (CISA) and David Koh, Chief Executive of the Cyber Secur ity Age n cy of 
�·  ..,, _ _..... ....... ,,,....,,... 11. \ Ir"'\ n .... - &,.. .. n ..... ,... ........ -1 c-..... -.. . ...  ·--- 1 11 , .... ,..,, 1 _. 1 -1 / "'l "")I  l"l n """J 1  \ 

1 1/ 24/ 2021  

1 1/24/202 1 



The bases for th is req uest for reco rds are ( 1 )  t he  W hite House Executive Order on the Esta bl ishme nt of the Wh ite 
H o u se Gender Pol i cy Cou nci l ; ( 2 )  the p ress re l ease issued by the Equa l  E m p l oyme nt Opportun ity Com mission 
ent it led : " E EOC Contri butes to Histor i c  Nat iona l  Strategy on Gender  Eq uity and Equa l i ty ; "  ( 3 )  the speeches of 
Margaret Pu rce and Megan Ra p i noe  at the Wh ite H o u se Equal Pay Day Event on M arch 24th 2 0 2 1 ; (4) the article 
pub l ished by C iara M cCormack on the G uard i a n  entitled : "The NWSL scandal  is  horrific but wo men's soccer is r ife 
w ith sexual  m isconduct ; "  ( 5 )  an i ncident of rac i sm that occu rred during  an i n door soccer tournament between 
student  mem bers of the Ka ppa Al pha frate rnity and the non-affi l iated fu l l -ti me col lege stude nts of Westm inster 
Col lege ( located 50 1 Westm i nster Ave nue ,  Fu lton ,  MO) in 20 1 0 ;  (6) Rose McGowan su pport for g ubernator ia l  
reca l l  e lect ion  ca n d i date Larry E lder .  What I am req uest i n g  for p rompt d isc losu re are a l l  reco rds with in  y o u r  
possession deta i l ing ( 1 )  forma l  a n d  i nfo rma l  ties existi ng between you r  offices, t h e  W h ite House, t he  U . S  
Department of State (DoS ) ,  the Department of the Trea sury , the De partment of Defense ( D o D ) ,  the Department 
of J u stice ( DoJ ),  the Depa rtment of the Interior (DoI ) ,  the Un ited States Department of Agr i cu ltu re ( U S DA),  the 
Department of C o m m erce ( Doe) ,  the Depa rtment of La bor ( Dal) , the Depa rtment of Hea lth and Human Services 

2022- NPFO-00042 Aye le ,  M ichael  (H H S ), the Depa rtment of Hous ing and U rban  Developme nt ( H U D ), the Depa rtment of Tra nspo rtat io n ,  the 1 1/29/202 1 
Department of Energy, the Depa rtment of Ed ucat ion  (DoE D ) ,  the Department of Vete ra ns Affa i r  (VA),  the 
Department of Home l and Secu rity ( D H S ) ,  t he  Envi ron menta l Protect i on  Agency ( EPA) ,  t he  Office of Ma nagement 
and  Budget (0M B) ,  the Un ited States Tra de Representative ( USTR), the Smal l Busi n ess Admin istration ( S BA) ,  the 
D i rector of N at iona l  I n te l l i ge n ce ( D NI),  the Nat iona l Aeronaut ics and  Space Admin istration ( NASA) ,  the Eq u a l  
Em ployment Oppo rtu nity Com m iss ion  ( EEOC) ,  the Un ited States Age ncy for I nte rnat io na l  Deve lopment ( U SAID) ,  
the  Natio n a l  Science Fo undat ion  (NS F) ,  the  Gen eral Servi ces Admin istration ( GSA) ,  the  U nited States Ag ency fo r 
Internationa l Developme nt ( USAI D )  and  the Office of Personne l  Manage ment (OPM ) ;  (2 )  y o u r  com mun icat ions 
about the portion of the Wh ite H ouse March 08th 202 1 executive order, which req u i res the aforement i oned 
agenc ies and  offices to desig nate a senior off i c ia l  "who shal l coord inate w ith the  Cou n ci l  and  who  sha l l  be 
respo nsib le fo r oversee ing  the agencies or office 's efforts to adva nce gender  equ ity and  equa l i ty ; "  ( 3 )  the nam es, 
the acad emic background, the professio na l  respons i b i l i t ies and  ann ual  sa l a ries of respon sib le offi c ia ls that have 
begun to coord i nate with the White House Gender Pol i cy Cou nci l i n  o rder to adva nce gen der equ ity and  equa l ity . 
P lease see the attached d ocu ment below for additiona l i nformation requesti n g  records from your  a g e n cy. 

2 0 2 2 - N PF0-00044 Schaffer, Aa ron Nov. 202 1 calenda r record s for Jen Easterly ( Date Ra nge  for Record Search : From 1 1/0 1/202 1 To 1 1/30/2 0 2 1 )  1 2/6/2 021  

1 .  the  fi rst page ( i . e . , Face Page ) of the cu rrent contract award , and fi rst 1 5  pages  of the  Performa n ce Work 
Statement or State ment of  Work for the  ex isti ng contra ct # GS00Q 1 7GW D2438 / 70RCSA 1 9 FR0000037 2 .  for 

20 22-N PFO-00045 Ke l ly ,  Martel the exist ing  contract, who is currently ass igned a s :  TM/POC (g ovt tech nical m a nager  or govt owne r of the  1 2/8/2 021  
req u i rem ent) , COR (Contra cti ng Organ ization Rep rese ntative ) ,  CO/KO (contra ct offi cer), and  CS (contract 
specia l ist, if a p pl ica ble) ( Date Rang e for Record Search : From 9/27/20 1 9  To 9/2 6/2022) 

• " Memora n d u m  of U nderstand ing Between Depa rtment of  Ho meland Secu rity Nationa l Protection and Progra m s  
D i rectorate, Natio n a l  Secur ity Age ncy, and  U n ited States Cyber  Com mand fo r Impleme ntation of the Cyber Act ion  

202 2-N PFO-00047 Schaffer, Aa ron P lan , "  N ovember 25, 20 1 5 .  • "Jo i n t  Depa rtment of Defense- D e p a rtment of Homeland Secu rity Memora n d u m  o n  1 2/14/202 1 
Crit ica l I nfrastructure Defe nse/Protect ion Col la boration , "  October  6, 20 1 8 .  • The Energy Sector Pathfi nder  
memo randum ( Date Range fo r Reco rd Sea rch : From 1 1/24/20 1 5  To 2/29/2 020) ( Date Range fo r Reco rd Sea rch : 
,, ___ 1 1  , ., A  1 "J n 1  c;: ,_ "J /"JO /"J rn rn 

2 0 22-N PFO-00048 l(b )(6) Al l reco rd s on myself 1/h VR) t Date Range fo r Reco rd Sea rch : From 1 2/3 1/2004 To 1 2/ 1 5/202 1 )  1 2/ 1 5/202 1 



2022- NPF0- 0005 0 Payton ,  Abra ham 

2022-N PFO- 00049 l(b )(6) I 

2 0 22 - N PFO-0005 1 l(b )(6) 

2 0 22 - N PFO-00060 Ortiz ,  Miguel  

2022-N PFO- 0005 5 mi l l iron, rya n  

copies o f  the fol l ow ing  records :  l .  FOIA Req uests On The Top i c  O f  " Senato r Bennet , "  And/or " M ichae l Be n net" 
( December 2 0 1 6  - Present) . Freedom of Info r m at ion  Act ( FOIA) req uests and the respons ive materia l s thereof 
filed December 2 0 1 6 to the present date of th i s  req u est on the to pic of " M i chael  Bennet , "  "Senator Bennet, " or 
the staff or representat ives of Senator Michae l  Ben net, i n  both h i s  ca pacity as a U n ited States Senator and as a 
pr ivate citize n .  Di rect correspondence should i nc l ude  letters, emai ls , reports, a n d  other releva nt m ate r ia l . 2 .  FOIA 
req u ests made by Am erica R is ing a nd/or A l l an  B l ustein : Requ esti ng copies of a l l  FOIA requests m ade by America 
R i s ing and/or Al la n Bluste in  q(b )(6) I to Cybersecur ity and  Infrastructu re Secu r ity 
Agency fro m Dece m ber 1 ,  20 16 ,  to Present. ( Date Ra nge for Record Search : Fro m 1 2/ 1/2 0 1 6  To 1 2/29/ 202 1 )  

Reco rds o n  myself, l(b)(6 )  I prov id ing information t o  the  Cyber a n d  
Infrastructu re Secu rity Agency specm c event : vot ing  LJata txposu re i n  Ector Cou nty, Texas CISA Inc i dent 
number  INC00 00 1 0 3 33 096 i n  Apr i l of 202 1 .  ( Date Ra nge for Record Search : From 04/0 1/202 1 To 1 2/ 1 7/202 1 )  

l .  My e nt i re Backg ro und  Investigat ion  ( BI )  for Kb)(6) � - Ti m eframe : 7 /1/ 2 1  to Present 2 .  A l l  
conversat io n s  regard ing  issues surrou nd ing  tb)(6) l ann l icat i on  for OSPP- D E- 1 1 1 6 5 1 9 7-2 1 -AP 

I 
I ncl ud ing but not l imited to a l l d ocu ments from : a .  l(b )(6) I b .  l(b)(6 ) 
(b)(6) l c . a l l  Medica l Review Office rs ( M RO) d .  and any D H S  e m ployee or 
contracto r 3 .  Any d ocu ments d ete r m i n ing  the den ia l  of the sa i d  su ita bi l i ty i nc l u d i ng any  a n alys is,  notes, a n d/or 
•-'-- f r. -•- 0 - - - n  Fn , 0 - -- •� '"" -. � •r h  • C - - - C. / 1  / ") f\ ")  1 T n  1 / 1  / ") f\ ") ") \  

I 

l .  Docu ments and comm u n ications dated between January 1 ,  2 0 1 2  a n d  December 1 7 ,  202 1 ,  related to e lectro nic 
vot ing  mach i nes,  equ ipment,  a n d/or softwa re p rovided ,  ma inta ined ,  or supported by US Domin ion ,  Inc. , 
Domin ion Vot ing Systems, Inc. , Dom i n ion Vot ing  Systems Corporat ion  or subs id iar ies  ( together ,  " Domi nion") . 2 .  
Docume nts a n d  com mun icat ions sent t o  or rece ived from Dom in i on  between January 1 ,  2020 and  the present. 3 . 
A l l  com mun icat ions to o r  from Professor J .  A lex Ha ld erman  s ince N ovember 16 ,  2 0 1 8 . 4 .  Docu ments and  
com munications dated between Jan uary 1 ,  20 1 2  and December 1 7 ,  202 1 ,  re lated to  the  certificat io n of  e lectro nic 
voting mach i nes,  equ i pment ,  a nd/or softwa re p rovided ,  ma inta ined ,  or supported by Dom i nion .  5 .  Docu ments 
and  com munications dated between Jan uary 1, 20 1 2  and December 1 7 ,  202 1 ,  re lated to the decertification or 
refusal  to certify e l ectronic voti ng m a ch ines,  e q u i pment, and/or software provided, ma i nta i ned ,  or suppo rted by 
Domi n ion .  6. Docu ments and  com munications dated between Jan uary 1, 20 1 2  and December 1 7 ,  202 1 ,  re lated 
to any  compla i nt, report, or crit icism about  the e lectronic voti ng m a ch ines,  e q u i pment, and/or software provided ,  
m a i nta i ned ,  or supported b y  Domi nion . 7 .  Docu ments and  com munications dated between Jan uary 1 ,  20 1 2  and 
Dece m ber 17 ,  2 0 2 1 ,  re lated to any  a ctua l  o r  potentia l vu l ne ra bi l i ties i n  the e l ectronic voti ng m ach ines,  
equ ipm ent, a nd/or software prov i ded ,  mai nta ined, o r  sup ported by Dom i n i on ,  inc l ud i n g  but not l im ited to 
vu lnera bi l it ies re l a ted to internet co n nect iv ity,  the uti l izat ion of a l gorith ms, the ut i l ization of qu ick  response or 
"QR" codes, a n d  the suscepti b i l i ty to malwa re attacks . 8. Docu ments and  co m m u n icat ions related to any pre-
elect ion  test ing  or a u d its of Domin ion e lectro n ic  voti ng mach i n es,  eq u ipm ent, a nd/or software prior to the 2020 
Presidential e lect i on .  9. Docu ments and comm u n i cations re l ated to post-election test ing  or aud its of Dom i n i on 
electro n i c  vot ing  mach i nes,  equ ipment,  a nd/or softwa re fol lowing the 2020 Presidential  e lect ion . 1 0 .  Docu ments 
and  com munications dated between Nove m ber 16 ,  2 0 1 8  and  Decem ber  17 ,  20 2 1 ,  re l ated to potentia l  hack ing  or 
vul nera bi l i ties perta i n i ng to electro n i c  vot ing  mach i nes,  equ ipment,  a nd/or softwa re .  1 1 .  A l l  record s conta in ing 
any  agendas or mi nutes for  a ny meetings concerni n g  Dom i n ion,  Seq uoia Voting Systems, Premier  E lect ion  
So l ut ions f/k/a Diebo ld Elect ion Syste ms, Inc . ,  or Smartmatic USA Corporation .  12 .  Testi ng and  a u d it reports, 
regardless of the s o u rce, related to e l ectronic voti ng m a ch ines,  e q u i pment, and/or software provided, 
m a i nta i ned , or supported by Domin ion between Nove m ber 16 ,  2 0 1 8  and  the  p rese nt .  1 3 .  Docu ments a n d  
com munications dated between Nove m ber 16 ,  2 0 1 8  and  Decem ber  17 ,  20 2 1 ,  re l ated t o  e m p l oyees,  contractors, 
rep rese ntatives or agents of D o m i n io n ,  i n c lud ing emp l oyee l i sts and o rgan izat iona l  charts . 

a l l  reports and memos referenc ing Vostro m Ventu res, Vostrom H old ings,  Centerg ate Research G roup  or Packet 
Forensirc; (Date Rann,:,  fnr Record Search : From 7/1/2 0 1 '- To 1 2/1/20 2 1 )  

1 2/20/2021  

1 2/20/202 1 

1 2/20/202 1 

1 2/20/202 1 

1 2/27/2021  



2022-N PFO-00053  mi l l iron, ryan  

20 22-N PFO-00054 m i l l iron, rya n  

2022- NPFO- 0005 6 mi l l iron, ryan  

2 0 2 2 - N PFO-0005 7  L i ndsey, Ethan 

records i n  D H S ' s possess ion  re lated to Rod ney Joffe . Any comm u n i cation records, i nc l u d i ng emai ls to and  from 
Rodney Joffe , Sergei Mi l l ian ,  Apri l Lo renzen ( Date Range fo r Reco rd Sea rch : From 7/ 1/20 1 5  To 12/ 1/202 1 )  

any  re p o rts o r  reco rds re lati ng to the hack  of the  DNC o r  the use/sale of sto l en  NSA hack ing  tools ( D  (Date Range 
for Record Search : Fro m 1 1 20 1 5  o 1 2  1 2 0 2 1  
any  re ports,  memora n d u m ,  or emai ls  t o  or from M ichael  Sussman n or A m y  Dacey i n  con nection with the h a c k  o f  

i h ·  

access to and  co pies o f  any  and a l l  i nformation regard ing  the placeme nt of video and/or aud io  ca ptu ri ng  devices 
th roughout the City of Kn oxvi l l e  and  Knox Cou nty, Tennessee .  I nformation may include but  is  not l i mited to : 
device i n format ion,  man ufacturi ng  information, p lacement i nfo rm at i on ,  access information, o perat iona l  
information ,  etc. If  a ppl icab le ,  data re leased i n  th i s  req u est should inc lude i n formatio n regard i ng dev i ces 
owned/o perated by the Cy bersecur ity and  I nfrastructure Secur ity Age ncy and  it 's  va rious departments, a s we l l  
any  i nfo rmat ion  collected b y  the  Cybersecu r ity and  Infrastructu re Secu rity Agency with regards t o  devices not 

12/27/202 1 

1 2/27/202 1 

1 2/29/2021  

1 2/29/202 1 


