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BACKGROUND

A Mobile Driver's License (mDL) is a digital representation of a physical driver's
license provisioned to a mobile device. This new form of digital identity is gaining
traction across the nation, though implementation varies by state. As mDL

usage continues to grow, Credential Service Providers (CSP) have an emerging
opportunity to streamline processes, reduce fraud, and improve equity through
mDL usage.

Notional scanning of mDL.
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PURPOSE OF THIS DOCUMENT @

This document outlines how third-party CSP, an important service required for large government systems and programs, conduct identity

proofing using driver’s licenses as a piece of evidence of identity. The analysis focuses on opportunities for federal agencies and CSP to work
together to realize benefits from the adoption of mDL in identity proofing.

View 1 suggests potential mDL solutions to address applicant pain points throughout the current CSP registration processes.
View 2 elaborates on the potential use of mDL with people, process, technological and cross cutting considerations.
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PURPOSE OF THIS DOCUMENT @

Layout - View 1 (mDL Opportunities)

O O
Current State: A-high level depiction of the existing CSP
registration process.

Pain Points: Challenges experienced by applicants throughout the
CSP registration process that can be addressed with mDL.

Potential mDL solutions: Description and visual representation of
potential mDL solutions to address the applicant pain points.

Impacts: Description of the improvements that would result from
implementing the potential mDL solution.

Layout - View 2 (mDL Implementation Considerations)

O O
People & Process Considerations: List of people and process
considerations and opportunities that would need to be addressed
to implement the potential mDL solution.

= Technology Considerations: List of technology considerations and
opportunities that would need to be addressed to implement the
potential mDL solution.

= Cross-Cutting: List of overarching considerations that would need
to be addressed to implement the potential mDL solution.

Assumptions
O O

The mDL issuers and verifiers will follow the standards, guidelines, and
regulations identified below. This document is not intended to capture the
entire NIST 800-63a IAL2 proofing flow. It only captures the parts relevant
to mDL.

Standards, Guidelines, and Regulations
O O

- ISO/IEC 18013-5: Mobile driving license (mDL) application

+ I1SO/IEC 18013-7: Mobile driving license (mDL) add-on functions
- AAMVA Mobile Driver’s License (mDL) Implementation Guidelines
- NIST SP 800-63-3 Digital Identity Guidelines

Limitations
@) O

+ 1SO standards for unattended use cases (ISO/IEC 18013-7) are
currently under development.

» This document was compiled with open-source information and
interviews of some CSPs. Some nuance may exist across boutique CSP
potentially not included in this analysis.

Definitions
@) O

* This document uses the following definitions in alignment with NISP SP
800-63A.

- Validate: Addresses that evidence is correct, genuine and identity
exists in the world.

- Verify: Matches a validated ID to the real person supplying the
evidence.

* Proofing: Successfully completing validation and verification.

- Superior Evidence: An evidence of ID that the issuer followed
procedures to have high confidence in the identity of the applicant,
contains a photograph, biometric template, cryptographic protections,
etc.
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View 1: mDL Opportunities
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PAIN @ Pain Points: Pain Points:
POINTS - Data entry errors can push users to in-person validation. - Applicant must travel to the validation location at the appointment time.
- Technological challenges (e.g., taking and submitting photos from phone, switching - Staff must be hired and trained to effectively verify and authenticate physical identities. Human error (e.g.,
between a computer and a phone, and back again mid-application, etc.). inaccurately identifying a fake driver's license) may contribute to identity fraud.
- Camera quality and lighting can impact ID verification causing repeats or failure.
O
POTENTIAL B Potential mDL Solution: E Potential mDL Solution:

MDL - Include option to scan an mDL* as the applicant’s evidence of identity. - Include option to scan mDL as the applicant’s evidence of identity at an in-person appointment or video kiosk

SOLUTIONS *Assumes standards-based mDL implementations, which can be considered superior evidence within a controlled location (e.g., post office, library).
as defined by NIST SP 800-63A.

O
IMPACT sl Impact: sl Impact:

- Fewer data entry errors. - As a more trusted and secure source of identity, mDLs will reduce the likelihood of identity fraud at in-person

- As a more trusted and secure source of identity, mDLs will reduce the number of applicants identity proofing appointments.
escalated to in-person identity proofing and reduce the likelihood of identity fraud. This will - Strategically located kiosks can reduce the travel time required for in-person proofing, especially for users in
improve the user experience and reduce the workload to CSP staff. underserved, rural locations.

- No issues with camera quality or lighting as experienced when taking photos of a physical ID. - Kiosks enable users to conduct remote supervised in-person proofing at their convenience without an

- Data on the mDL (e.g., address, date of birth, etc.) has been already validated by the state. appointment.
This may reduce the need for how strictly this data is validated by the CSP - Supervised remote proofing through kiosks allows for centralization of staffing, improving hiring, training, and

reducing staffing requirements.

Acronyms: 1 CSPs may offer video assistance for any of the steps conducted for unsupervised remote
- CSP: Credential Service Provider proofing.

- ID: Identification 2 When using video assistance, the liveness check and ID verification is conducted by a CSP
- 1SO: International Organization for Standardization agent as opposed to an algorithm.

- mDL: Mobile Drivers License

) . ) . L 3 Whether additional ID evidence is required depends on the Identity Assurance Level (IAL).
- NIST SP: National Institute for Science and Technology Special Publication

IAL3 requires at least two pieces of superior evidence
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View 2: mDL Implementation Considerations
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PEOPLE & ﬁ@? Communications and Outreach: Advertise and provide user guides for how to use mDLs.
PROCESS

Evidence Collection: In addition to the mDL itself, additional evidence of the validity
should be collected and analyzed, including how the wallet was unlocked, how long the
mDL has been provisioned to that phone, evidence of phone compromise (rooted, jail
broken), etc.

ﬁ@j Training: People operating in-person ID validation or kiosks need to be trained in how to cryptographically validate an
mDL using a scanner, not just visual inspection.
Centralized Staffing: With the opportunity for centralized staffing, CSPs may need to establish video call centers to
support the remote supervised proofing.

O
TECHNOLOGY @ Biometrics: A CSP should allow an applicant to use biometrics to unlock their wallet to
deliver their mDL as evidence of the validity of the mDL, where available, but this does not
replace biometric collection for non-repudiation and re-proofing.

User Compatibility: Because different mDL implementations may use different standards
or no standards, the ability of a CSP to use an mDL as superior evidence will vary. A

CSP will have to assess each individual issuer independently and process the mDL as
appropriate.

Device Binding: mDLs are bound to a specific device, which can be one factor in
evaluating the data for fraud.

[~Z, Kiosk: A CSP must ensure that there is connectivity to support two-way video as well as the physical security of the
kiosk and the network the kiosk uses to connect to the remote agent for remote supervised proofing.

mDL Scanners: There are multiple technologies supported by various mDL wallet implementations including Quick
Response (QR) code, Near Field Communication (NFC), and Bluetooth (BT). The choice(s) for the mDL scanner built
into a kiosk will be driven by which technology or technologies are supported by wallets in the state where the kiosk is
deployed.

requirements defined by the mDL standards may conflict
with the data retention and storage requirements of the CSP.
Differences must be adjudicated.

CUTTING

CROSS- @ Data Privacy and Security: The data privacy of security @ Technical Support: CSPs will

&

Acronyms:

- CSP: Credential Service Provider

- ID: Identification

- 1SO: International Organization for Standardization

- mDL: Mobile Drivers License

- NIST SP: National Institute for Science and Technology Special Publication

need to provide technical support
to applicants who have trouble
using their mDL and wallet.

committee as of November 2023. Not all mDL wallets will support that standard or
potentially any standard. The technical approach for CSPs to retrieve mDL through
apps or the browsers is to be determined.

@ Standards: One standard for remote scanning of mDL, ISO 18013-7, is still in

1 CSPs may offer video assistance for any of the steps conducted for unsupervised remote
proofing.

2 When using video assistance, the liveness check and ID verification is conducted by a CSP
agent as opposed to an algorithm.

3 Whether additional ID evidence is required depends on the Identity Assurance Level (IAL).
IAL3 requires at least two pieces of superior evidence
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