STATEMENT OF WORK

CONTRACTOR POSITION STAFFING THE OFFICE OF THE CHIEF COMPONENT
HUMAN CAPITAL OFFICER’S EMPLOYEE RELATIONS BRANCH

1.0 GENERAL

1.2 Background

The Department of Homeland Security, Federal Emergency Management Agency (FEMA), is
tasked with responding to, planning for, recovering from and mitigating against disasters. FEMA
prepares the nation for hazards, manages Federal response and recovery efforts following any
national incident, and administers the National Flood Insurance Program. The primary mission of
FEMA is to reduce the loss of life and property and protect the Nation from all hazards, including
national disasters, acts of terrorism, and other man-made disasters, by leading and supporting the
Nation in a risk- based, comprehensive emergency management system of preparedness,
protection, response, recovery and mitigation.

FEMA has more than 8,500 full-time employees stationed at FEMA headquarters in Washington
DC, regional and area offices across the country, the Mount Weather Emergency Operations
Center, and the National Emergency Training Center in Emmitsburg, MD. The full-time workforce
is supplemented by more than 7,000 intermittent disaster reservists who are available for
deployment after disasters. In addition, FEMA works in partnership with other organizations that
are part of the nation's emergency management system. These partners include state and local
emergency management officials, 27 federal agencies, and the American Red Cross.

The Employee Relations Branch has been understaffed for several years as a result of staff
departures and agency expansions that did not incorporate increases in the staffing level of the
Employee Relations Branch. As a result, there are significant delays in processing performance
and conduct cases in the agency.

The Performance and Awards, Worker's Compensation and Worklife Services branch has
experienced a significant surge in workload due to the management of FEMA's expanding telework
and remote work program, as well as the agency's various performance management and awards
initiatives. With the rise in remote work arrangements and the increased emphasis on recognizing g
employee contributions, the branch has been tasked with overseeing these critical programs
effectively. However, the current staffing levels are struggling to keep up with the growing
demands, leading to potential delays and inefficiencies. As such, there is an immediate need for
additional support to ensure the branch can maintain these essential efforts seamlessly. By
allocating the necessary resources, FEMA can remain agile and responsive in managing its remote
work and telework policies and employee recognition programs, ultimately enhancing overall
organizational effectiveness.

2.0 SCOPE

2.1 Program Objectives.

The objective of this work order is to obtain Contractor support services in the area of labor and
employee relations to support the Employee Relations Branch and telework, remote work, and
performance management and awards within the Office of the Chief Human Capital Officer.
Contractor support services will assist in advisory services; organizing and updating paper and
electronic employee relations files; deleting or shredding paper files or electronic files that have
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met or exceeded the records management retention date, less those cases with a litigation hold;
assist in maintaining a general employee relations email inbox; assist in reviewing Reports of
Investigations and Managerial Inquiry Reports for accuracy and completeness; responding to
document requests; responding to requests for information; drafting performance and conduct
based actions; and, preparing written responses to administrative and collective bargaining
grievances.

To support these requirements, the Contractor shall:

Conduct Labor and Employee Relations Support to include the following:

1. Work with FEMA supervisors and employee relations staff to advise, assist, and provide
technical advice in employee performance and conduct cases and administrative and
collective bargaining grievances.

2. Provide technical assistance by researching relevant statutes, regulations, policies, and case
law in drafting notice or letters.

3. Collaborate with technical subject matter experts, including but not limited to, the Office of
Chief Counsel, the Office of Professional Responsibility, and the Office of Equal Rights.

4. Draft conduct and performance actions for review by Agency LER Specialists.

5. Communicate with employee relations staff regarding options to address performance and
conduct problems.

6. Perform quality reviews on performance and conduct actions written by agency LER
specialists.

7. Draft responses to administrative and collective bargaining grievances for review by the
employee relations staff.

8. Develop or edit comprehensive and interactive training modules related to labor and
employee relations topics for Title § and Stafford Act employees.

9. Organize electronic files by Specialist Name, Program Office Name, then the employee’s
last name, then by type of action.

10. Organize paper files by year, then employee’s last name.

11. Create an entry in the SharePoint electronic case tracking system, or successor system, for
performance and conduct cases, as well as advisory sessions. Ensure case progress is
documented in the SharePoint electronic case tracking system the same business day.

12. Clean up the SharePoint electronic case tracking system, and successor system, if any, by
checking all cases for grammatical, spelling or substantive errors and updating as necessary.

13. Assist with scanning and/or disposal of outdated paper files.

14. Assist with disposal of outdated electronic files.

15. Maintain employee relations email inbox by: conducting intake and reviewing
documentation to ensure completeness and forwarding emails to specialists, as necessary.

16. Respond to requests of documents and information, to include, receiving the request,
acknowledging receipt of the request, obtaining the responsive documentation and/or
information, reviewing to ensure completeness, and responding to the requestor.

17. Maintain all files and records in compliance with records management requirements and
disposition schedules as well as with the FEMA Records Management Program, as defined
by the Guide to Personnel Recordkeeping (GPR), Guide to Processing Request for
Personnel Actions (GPPA), and requirements for President’s Management Agenda.

18. Ensure the availability of records as provided under the Privacy Action of 1974, Title 5
U.S.C. §552a, as amended. This includes record requests related, but not limited to, EEO
investigations, Department of Homeland Security Office of the Inspector General
investigations, financial audits, external and/or internal audits, administrative
investigations, internal requests, and the Freedom of Information Act.
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19. Perform ad-hoc tasks associated with labor and employee relations.

Contractor support services in the area of telework, remote work, and performance management
and awards.

Conduct telework and remote work support to include the following:

1. Oversee the implementation of telework and remote work arrangements, ensuring
consistency and fairness across the agency.

2. Serve as a central point of contact for managers and employees regarding telework/remote-
related queries and concerns.

3. Assist the agency in providing advice and input into the agency’s telework and remote work
IT tool.

4. Review and analyze data program data to provide insights and recommendations.

5. Provide guidance and support to managers and employees in implementing and managing
telework and remote work arrangements effectively.
6. Act as the primary agency point of contact on telework and remote work matters.

7. Prepare and submit reports on the agency's telework and remote work program to agency
stakeholders.

Conduct performance management, awards, and recognition support to include the following:

1. Serve as a management adviser on performance management, awards, and recognition
programs for employees.

2. Assist and advise managers and supervisors in establishing, maintaining, and monitoring
effective performance management programs to plan, monitor, develop, rate, and reward
employee performance and services.

3. Provide advice and assistance to managers and supervisors in compliance with all
performance management programs, including the development of measurable performance
standards, issuing performance plans, providing coaching and feedback, interim ratings,
deployment evaluations, and issuing performance appraisals (ratings of record).

4. Administer management, supervisory, and employee training in performance management,
awards, and recognition areas.

5. Track completion to ensure mandatory requirements such as plan issuance, mid-year
reviews, and final reviews are met.

6. Oversee the identification of the proper rating chain of command for employees, as
required.

7. Support formal and informal awards to provide employee incentives and recognition.
Develop guidance, instructions, and training for use by agency managers and supervisors.
9. Respond to inquiries from managers and supervisors regarding the implementation and

administration of the agency employee awards program, including performance-based,

quality step increases, on-the-spot, special act, and time-off awards, plus honorary
acknowledgment and other tangible recognition activities.

10. Track and review employee awards to ensure compliance with guidance and regulations,
and consistency and equity across the agency.

11. Coordinate, assemble, and distribute Length of Service Awards.

12. Support other honorary award programs as necded.

oo

2.0 GENERAL ADMINISTRATIVE REQUIREMENTS
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The Contractor shall, as an independent Contractor, and not as an agent of the Government, furnish
all management, labor, tools, supplies, and material (except as provided by the Government as
indicated herein) necessary to perform the requirements contained herein.

3.0 Qualified Personnel.

The Contractor shall provide qualified personnel to perform all requirements specified with this
work order Statement of Work. Contractor support services will assist in advisory services;
organizing and updating paper and electronic employee relations files; deleting or shredding paper
files or electronic files that have met or exceeded the records management retention date, less those
cases with a litigation hold; assist in maintaining a general employee relations email inbox; assist in
reviewing Reports of Investigations and Managerial Inquiry Reports for accuracy and
completeness.

Contractor support services will assist in:

Advisory Services in the following areas: telework/remote work policy implementation;
performance management programs; employee awards and recognition programs.

Data Maintenance, Collection, and Reporting to include maintaining accurate and up-to-date data
records related to telework, remote work, performance management, and employee
awards/recognition; collecting and analyzing data from various sources to evaluate program
effectiveness and generate reports; implementing data collection mechanisms and processes to
meet regulatory reporting requirements; preparing and submitting reports to agency stakeholders on
the agency's telework and remote program; tracking and monitoring completion of mandatory
performance management requirements (e.g., plan issuance, reviews).

Training and Guidance in the following areas: telework/remote work policies and procedures;
performance management processes (e.g., goal setting, coaching, feedback, evaluations); employee
awards and recognition programs.

3.1 Human Resources Specialist.

The Contractor shall provide support two (2) Employee Labor Specialists and one (1) Senior
Human Resources Specialist to execute the requirements of the work order. In addition, the Human
Resources Specialists must have superior analytical and time management skills. Prior to FEMA
commitment to the work order, resumes of possible key personnel must be provided to FEMA for
review. Prior to beginning of work on this task order, FEMA may inquiry proposed personnel to
confirm experience and abilities reflected in the resumes submitted.

3.1.2 Employee Conduct.

The Contractor's employees shall observe and comply with all applicable agency regulations,
policies and procedures (e.g., fire, safety, sanitation, environmental protection, security, flag officer
courtesy, "off limits" areas, wearing of military uniforms, and possession of firearms or weapons).
The Contractor shall ensure that all Contractor employees shall present a professional appearance
at all times, and that their conduct shall not reflect discredit on the Department of Homeland
Security, Federal Emergency Management Agency.

3.1.3 Removing Employees for Misconduct or Security Reasons.

The Government may, at its sole discretion, direct the Contractor to remove any Contractor
employee from the FEMA Facilities for misconduct or security reasons. Such removal does not
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relieve the Contractor of the responsibility to provide sufficient qualified personnel for adequate
and timely performance of the services required under this work order. When and if such removal
occurs, the Contractor shall, within five (5) working days, provide resumes of possible alternative
employees for the FEMA’s review, interview, and approval. The Contracting Officer will provide
the Contractor with an immediate written explanation for removal of the employee.

3.1.4 Employee Identification.

Contractor employees visiting Government facilities shall wear a Government issued identification
badge that, at minimum, displays the Contractor name, and the employee's photo, name, and badge
expiration date. Visiting Contractor employees shall comply with all Government escort rules and
requirements.

3.1.5 All Contractor employees shall identify themselves as Contractors when their status is not
readily apparent and must always display all identification and visitor badges in plain view above
the waist while within FEMA facilities.

3.1.6 Conflict of Interest.
The Contractor shall not employ any person who is an employee of the United States Government
if that employment would, or would appear to, cause a conflict of interest.

3.1.7 Key Personnel

2 designated lead HR Specialist shall be designated as “Key.” The Contractor shall provide
resumes of individuals who are proposed to provide the services as outlined in the Statement of
Work. Before changing an individual designated as “Key” the Contractor shall notify the
Contracting Officer no less than 14 days in advance and shall submit written justification
(including the name and qualifications of the proposed substitute[s]). The proposed substitute(s)
shall possess qualifications equal to or superior to those of the "Key" person being replaced. The
Contractor shall not substitute "Key" personnel under the task order without written consent from
the Contracting Officer. The Government may designate additional Contractor personnel as "Key"
in the performance of the requirements of this task order.

3.2 Security

The Contractor employee(s) will be provided access to the Agency's databases and other
information required to perform the work outlined under this task order. The Contractor
employee(s) shall abide by FEMA information security policies and procedures. Access to the
Agency’s databases will be provided to the Contractor employee(s) upon satisfactory completion of
any information security training and clearance processes required for systems access.

3.3 Privacy Act

Contractor access to information protected under the Privacy Act is required in the performance of
services under this Statement of Work. The Contractor shall comply with the Privacy Act of 1974
(the Act) and the agency rules and regulations issued under the Act in the design, development, or
operation of any system of records on individuals to accomplish the efforts outlined under this task
order. Contractor employees shall safeguard this information against unauthorized disclosure or
dissemination in accordance with the law and Government policy and regulation. The Contractor
shall assume full responsibility for maintaining privacy and confidentially regarding all electronic
and hard-copy documents or other services provided to the FEMA in the performance of the
requirements as required under this task order.

3.4 Period of Performance
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The period of performance shall consist of a 12-month base period from time of award.
3.5 Place of Performance

PLACE OF PERFORMANCE
The primary place of performance will be contractors facility.

3.6 Hours of Operation/Weekly Progress Reports/Time and Attendance

3.6.1 The Contractor personnel shall be available during the hours of 8: 00a.m and 5:00 p.m. EST,
Monday through Friday (except Federal holidays) or as determined by the program office.
Contractor personnel shall be available during these hours unless a different time is agreed to
between the Contractor and COR and incorporated into the call order.

3.6.2 The Contactor shall be responsible for keeping the COR informed of progress throughout the
performance period of the task order and ensure Contractor activities are aligned with FEMA
objectives. The Contractor shall review the status and results of performance with COR on weekly
basis and provide a written weekly progress report that addresses progress made on each assigned
activity. In addition, every other week by close of business (COB) on Friday, accounting of the
time and attendance of the Contractor employee(s) will be provided to and discussed with the
COR; The COR will verify the time and attendance. Prior to the invoicing, the COR will advise
and obtain approval from the Acting Chief Human Capital Officer.

3.7 Travel
Travel will not be a required

3.8 Start of Work Meeting

The Contractor shall attend a Start-of-Work Meeting with the Contracting Officer and other
designated representatives within seven (7) business days of notification of award. The Start-of-
Work Meeting will be held at the Government's facility. Attendance by the designated "Key"
Contractor personnel is required at the Start-of-Work Meeting.

3.9 Monthly Progress Reports

On or before the 10th calendar day of each month, the Contractor shall provide the COR monthly
technical reports. Reports may be submitted electronically in Microsoft Office formats (Word,
Excel, etc.).

The technical status report shall contain:

* A concise statement identifying work performed and work products delivered and accepted
during the reporting period.
* An outline of work to be accomplished during the next reporting period.

* A description of any problem encountered or anticipated that will affect the completion of any
individual task within the time and fiscal constraints as set forth in the statement of work, together
with recommended solutions or a statement that no problems were encountered.

4.0 CONTRACTING PERFORMANCE MONITORING
4.3 Contracting Officer's Representative (COR)

The Contracting Officer will appoint in writing, upon work order award, a COR whose function
will be to assist the Contracting Officer in monitoring and administering performance of
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requirements under this task order. The COR will be responsible for reviewing and accepting or
rejecting work products form the Contractor, and for setting specific but reasonable project
timelines and deadlines per discussion with the Contractor. The COR has NO AUTHORTY to
make (or imply) any changes which affect the work order price, delivery schedule, scope, period of
performance, or other terms and conditions that otherwise would obligate the Government in any
way. When and if such changes are desirable, change requests will be forwarded to the Contracting
Officer for consideration and negotiation.

4.4 General Acceptance Criteria

General quality measures as set forth below will be applied to each work product received from the
Contractor under this Statement of Work:

* Accuracy - work products shall be accurate and reliable in presentation and technical content.

* Clarity- work products shall be clear, concise, and well-written in Standard English.

* Consistency to Requirements - all work products must satisfy the requirements of the Statement
of Work.

* Timeliness- work products shall be submitted in a timely manner in accordance with objective
deadlines as agreed upon by the FEMA Contracting Officer’s Representative and the Contractor.

5.0 FURNISHED PROPERTY, SPACE, EQUIPMENT AND RESOURCES

5.1 Government Furnished Space/Equipment
The work will be completed at the contractors facility but GFE will be issued to the contractor

5.2 Government Provided Resources
FEMA’s Office of the Chief Component Human Capital Officer will provide an overview of the
tasks and provide briefing on operation and management structure.

Records Management Obligations:

A. Applicability

This clause applies to all Contractors whose employees create, work with, or otherwise handle
Federal records, as defined in Section B, regardless of the medium in which the record exists.

B. Definitions

“Federal record” as defined in 44 U.S.C. § 3301, includes all recorded information, regardless of
form or characteristics, made or received by a Federal agency under Federal law or in connection
with the transaction of public business and preserved or appropriate for preservation by that agency
or its legitimate successor as evidence of the organization, functions, policies, decisions,
procedures, operations, or other activities of the United States Government or because of the
informational value of data in them.

The term Federal record:

1. includes FEMA records.

2. does not include personal materials.

3. applies to records created, received, or maintained by Contractors pursuant to their FEMA
contract.

4. may include deliverables and documentation associated with deliverables.

REL0001294565



C. Requirements

1.

Contractor shall comply with all applicable records management laws and regulations, as
well as National Archives and Records Administration (NARA) records policies, including
but not limited to the Federal Records Act (44 U.S.C. chs. 21, 29, 31, 33), NARA
regulations at 36 CFR Chapter XII Subchapter B, and those policies associated with the
safeguarding of records covered by the Privacy Act of 1974 (5 U.S.C. 552a). These policies
include the preservation of all records, regardless of form or characteristics, mode of
transmission, or state of completion.

In accordance with 36 CFR 1222.32, all data created for Government use and delivered to,
or falling under the legal control of, the Government are Federal records subject to the
provisions of 44 U.S.C. chapters 21, 29, 31, and 33, the Freedom of Information Act
(FOIA) (5 U.S.C. 552), as amended, and the Privacy Act of 1974 (5 U.S.C. 552a), as
amended and must be managed and scheduled for disposition only as permitted by statute
or regulation.

In accordance with 36 CFR 1222.32, Contractor shall maintain all records created for
Government use or created in the course of performing the contract and/or delivered to, or
under the legal control of the Government and must be managed in accordance with Federal
law. Electronic records and associated metadata must be accompanied by sufficient
technical documentation to permit understanding and use of the records and data.

FEMA and its contractors are responsible for preventing the alienation or unauthorized
destruction of records, including all forms of mutilation. Records may not be removed from
the legal custody of FEMA or destroyed except for in accordance with the provisions of the
agency records schedules and with the written concurrence of the Head of the Contracting
Activity. Willful and unlawful destruction, damage or alienation of Federal records is
subject to the fines and penalties imposed by 18 U.S.C. 2701. In the event of any unlawful
or accidental removal, defacing, alteration, or destruction of records, Contractor must report
to FEMA. The agency must report promptly to NARA in accordance with 36 CFR 1230.
The Contractor shall immediately notify the appropriate Contracting Officer upon discovery
of any inadvertent or unauthorized disclosures of information, data, documentary materials,
records or equipment. Disclosure of non-public information is limited to authorized
personnel with a need-to-know as described in the [contract vehicle]. The Contractor shall
ensure that the appropriate personnel, administrative, technical, and physical safeguards are
established to ensure the security and confidentiality of this information, data, documentary
material, records and/or equipment is properly protected. The Contractor shall not remove
material from Government facilities or systems, or facilities or systems operated or
maintained on the Government’s behalf, without the express written permission of the Head
of the Contracting Activity. When information, data, documentary material, records and/or
equipment is no longer required, it shall be returned to FEMA control or the Contractor
must hold it until otherwise directed. Items returned to the Government shall be hand
carried, mailed, emailed, or securely electronically transmitted to the Contracting Officer or
address prescribed in the SOO. Destruction of records is EXPRESSLY PROHIBITED
unless in accordance with Paragraph (4).

The Contractor is required to obtain the Contracting Officer's approval prior to engaging in
any contractual relationship (sub-contractor) in support of this contract requiring the
disclosure of information, documentary material and/or records generated under, or relating
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to, contracts. The Contractor (and any sub-contractor) is required to abide by Government
and FEMA guidance for protecting sensitive, proprietary information, classified, and
controlled unclassified information.

7. The Contractor shall only use Government IT equipment for purposes specifically tied to or
authorized by the contract and in accordance with FEMA policy.

8. The Contractor shall not create or maintain any records containing any non-public FEMA
information that are not specifically tied to or authorized by the contract.

9. The Contractor shall not retain, use, sell, or disseminate copies of any deliverable that
contains information covered by the Privacy Act of 1974 or that which is generally
protected from public disclosure by an exemption to the Freedom of Information Act.

10. The FEMA owns the rights to all data and records produced as part of this contract. All
deliverables under the contract are the property of the U.S. Government for which FEMA
shall have unlimited rights to use, dispose of, or disclose such data contained therein as it
determines to be in the public interest. Any Contractor rights in the data or deliverables
must be identified as required by FAR 52.227-11 through FAR 52.227-20.

11. Training. All Contractor employees assigned to this contract who create, work with, or
otherwise handle records are required to take FEMA-provided records management
training. The Contractor is responsible for confirming training has been completed
according to agency policies, including initial training and any annual or refresher training.

[Note: To the extent an agency requires contractors to complete records management training, the
agency must provide the training to the contractor. ]

D. Flowdown of requirements to subcontractors

1. The Contractor shall incorporate the substance of this clause, its terms and requirements
including this paragraph, in all subcontracts under this SOO, and require written
subcontractor acknowledgment of same.

2. Violation by a subcontractor of any provision set forth in this clause will be attributed to the
Contractor.

11.0 SECTION 508 COMPLIANCE

Accessibility Requirements (Section 508)

Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 (P.L.
105-220) requires that when Federal agencies develop, procure, maintain, or use electronic and
information technology (EIT), they must ensure that it is accessible to people with disabilities.
Federal employees and members of the public who have disabilities must have equal access to and
use of information and data that is comparable to that enjoyed by non-disabled Federal employees
and members of the public.

All EIT deliverables within this work statement shall comply with the applicable technical and
functional performance criteria of Section 508 unless exempt. Specifically, the following
applicable EIT accessibility standards have been identified:

Section 508 Applicable EIT Accessibility Standards

36 CFR 1194.21 Software Applications and Operating Systems, applies to all EIT software
applications and operating systems procured or developed under this work statement including but
not limited to GOTS and COTS software. In addition, this standard is to be applied to Web-based
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applications when needed to fulfill the functional performance criteria. This standard also applies
to some Web based applications as described within 36 CFR 1194.22.

36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, applies to all
Web-based deliverables, including documentation and reports procured or developed under this
work statement. When any Web application uses a dynamic (non-static) interface, embeds custom
user control(s), embeds video or multimedia, uses proprietary or technical approaches such as, but
not limited to, Flash or Asynchronous Javascript and XML (AJAX) then 1194.21 Software
standards also apply to fulfill functional performance criteria.

36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products that
are procured or developed under this work statement. Any video or multimedia presentation shall
also comply with the software standards (1194.21) when the presentation is through the use of a
Web or Software application interface having user controls available.

36 CFR 1194.31 Functional Performance Criteria, applies to all EIT deliverables regardless of
delivery method. All EIT deliverable shall use technical standards, regardless of technology, to
fulfill the functional performance criteria.

36 CFR 1194.41 Information Documentation and Support, applies to all documents, reports, as
well as help and support services. To ensure that documents and reports fulfill the required 1194.31
Functional Performance Criteria, they shall comply with the technical standard associated with
Web-based Intranet and Internet Information and Applications at a minimum. In addition, any help
or support provided in this work statement that offer telephone support, such as, but not limited to,
a help desk shall have the ability to transmit and receive messages using TTY.

Section 508 Applicable Exceptions

Exceptions for this work statement have been determined by DHS and only the exceptions
described herein may be applied. Any request for additional exceptions shall be sent to the COTR
and determination will be made in accordance with DHS MD 4010.2. DHS has identified the
following exceptions that may apply: 36 CFR 1194.3(b) Incidental to Contract, all EIT that is
exclusively owned and used by the contractor to fulfill this work statement does not require
compliance with Section 508. This exception does not apply to any EIT deliverable, service or item
that will be used by any Federal employee(s) or member(s) of the public. This exception only
applies to those contractors assigned to fulfill the obligations of this work statement and for the
purposes of this requirement, are not considered members of the public.

Section 508 Compliance Requirements

36 CFR 1194.2(b) (COTS/GOTS products), When procuring a product, each agency shall procure
products which comply with the provisions in this part when such products are available in the
commercial marketplace or when such products are developed in response to a Government
solicitation. Agencies cannot claim a product as a whole is not commercially available because no
product in the marketplace meets all the standards. If products are commercially available that
meets some but not all of the standards, the agency must procure the product that best meets the
standards. When applying this standard, all procurements of EIT shall have documentation of
market research that identify a list of products or services that first meet the agency business needs,
and from that list of products or services, an analysis that the selected product met more of the
accessibility requirements than the non-selected products as required by FAR 39.2. Any selection
of a product or service that meets less accessibility standards due to a significant difficulty or
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expense shall only be permitted under an undue burden claim and requires authorization from the
DHS Office of Accessible Systems and Technology (OAST) in accordance with DHS MD 4010.2.
128 GOVERNMENT FURNISHED RENOQURCES

The Government will provide all necessary information, data and documents to the Contractor for work
required under this contract.

The Contractor shall use Government furnished information, data and documents only for the
performance of work under this contract and shall be responsible for returning all Government furnished
information, data and documents to the Government at the end of the performance period. The
Contractor shall not release Government furnished information, data and documents to outside parties
without the prior and explicit consent of the Contracting Officer.

13.0 CONTRACTOR FURNISHED PROPERTY

The Contractor shall furnish all facilities, materials, equipment and services necessary to fulfill the
requirements of this contract, except for the Government Furnished Resources specified in SOW 1.0 and
SOwW 12.0.

14.0 GOVERNMENT ACCEPTANCE PERIOD

The COR will review deliverables prior to acceptance and provide the contractor with an e-mail that
provides documented reasons for non-acceptance. If the deliverable is acceptable, the COR will send an e-
mail to the Contractor notifying it that the deliverable has been accepted.

14.1 The COR will have the right to reject or require correction of any deficiencies found in the deliverables
that are contrary to the information contained in the Contractor’s accepted proposal. In the event of a
rejected deliverable, the Contractor will be notified in writing by the COR of the specific reasons for
rejection. The Contractor may have an opportunity to correct the rejected deliverable and return it per
delivery instructions.

14.2 The COR will have three (3) business days to review deliverables and make comments. The Contractor
shall have three (3) business days to make corrections and redeliver.

14.3 All other review times and schedules for deliverables shall be agreed upon by the parties based on the
final approved Project Plan. The Contractor shall be responsible for timely delivery to Government
personnel in the agreed upon review chain, at each stage of the review. The Contractor shall work with
personnel reviewing the deliverables to assure that the established schedule is maintained.

15.0 BACKGROUND INVESTIGATIONS

All contractor personnel who require access to DHS or FEMA information systems, routine access to DHS or
FEMA facilities, or access to sensitive information, including but not limited to Personally Identifiable
Information {Pll), shall be subject to a full background investigation commensurate with the level of the
risk associated with the job function or work being performed. FEMA's Personnel Security Division (PSD)
will determine the risk designation for each contractor position by comparing the functions and duties of
the position against those of a same or similar federal position, applying the same standard for evaluating
the associated potential for impact on the integrity and efficiency of federal service.

Low Risk without Information System Access

Contractor personnel occupying positions or performing functions with a Low Risk designation and who do
not require access to DHS or FEMA information systems may undergo a Tier 1 investigation with a credit
check and must receive a favorable adjudication thereof from FEMA PSD prior to performing work under
this contract. (also reference Facility Access).
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Low Risk with Information System Access

Contractor personnel occupying positions or performing functions with a Low Risk designation and who
require access to DHS or FEMA information systems shall undergo a Tier 2 Suitability Background
Investigation (T2) and must receive a favorable adjudication thereof from FEMA PSD prior to performing
work under this contract.

Moderate Risk

Contractor personnel occupying positions or performing functions with a Moderate Risk designation shall
undergo a Tier 2 Suitability Background Investigation (T2) and must receive a favorable adjudication
thereof from FEMA PSD prior to performing work under this contract.

High Risk

Contractor personnel occupying positions or performing functions with a High Risk designation shall
undergo a Tier 4 Suitability Background Investigation (T4) and must receive a favorable adjudication
thereof from FEMA PSD prior to performing work under this contract.

Background Investigation Process

To initiate the request to process contractor personnel, the Contractor shall provide the FEMA Contracting
Officer’s Representative (COR) with all required information and comply with all necessary instructions to
complete Section Il of the FEMA Form 121-3-1-6, “Contract Fitness/Security Screening Request.” The
FEMA COR shall ensure that all other applicable sections of the FEMA Form 121-3-1-6 are complete prior
to submitting the form to FEMA PSD for processing. The Contractor shall also provide the FEMA COR with
completed OF 306, “Declaration for Federal Employment,” forms for all contractor personnel.

Contractor personnel who already have a favorably adjudicated background investigation, may be eligible
to perform work under this contract without further processing by FEMA PSD if:

e the investigation was completed within the last five years,

e it meets or exceeds the minimum requirement for the position they will occupy or functions they
will perform on this contract,

e the contractor personnel have not had a break in employment since the prior favorable
adjudication, and,

e FEMA PSD has verified the investigation and confirmed that no new derogatory information has
been disclosed which may require a reinvestigation.

FEMA PSD will notify the COR of the names of the contractor personnel eligible to work based on prior,
favorable adjudication. The COR will, in turn, notify the Contractor of the names of the favorably
adjudicated contractor personnel, at which time the favorably adjudicated contractor personnel will be
eligible to begin work under this contract.

For those contractor personnel who do not have an acceptable, prior, favorable adjudication or who
otherwise require reinvestigation, FEMA PSD will issue an electronic notification via email directly to the
contractor applicant/personnel that contains the following documents, which are incorporated into this
contract by reference, along with a link to the Office of Personnel Management’s (OPM) Electronic
Questionnaires for Investigation Processing {e-QIP) system and instructions for submitting the necessary
information:

e Standard Form 85P, “Questionnaire for Public Trust Positions”

e Optional Form 306, “Declaration for Federal Employment”
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e SF 87, “Fingerprint Card” (2 copies)
e DHS Form 11000-6, “Non-Disclosure Agreement”

e DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports Pursuant to the

Fair Credit Reporting Act”

FEMA PSD will only accept complete packages consisting of all of the above document and Standard Form
85P, which must be completed electronically through the Office of Personnel Management’s e-QIP system.
The Contractor is responsible for ensuring that all contractor personnel timely and properly submit all
required background information.

Once contractor personnel have properly submitted the complete package of all required background
information, FEMA’s Personnel Security Division, at its sole discretion, may grant contractor personnel
temporary eligibility to perform work under this contract prior to completion of the full background
investigation if the Personnel Security Division’s initial review of the contractor personnel’s background
information reveals no issues of concern. In such cases, FEMA’s Personnel Security Division will provide
notice of such temporary eligibility to the COR who will then notify the Prime Contractor, at which time the
identified contractor personnel will be temporarily eligible to begin work under this contract. Neither the
Prime Contractor nor the contractor personnel have any right to such a grant of temporary eligibility. The
grant of such temporary eligibility shall not be considered as assurance that the contactor personnel will
remain eligible to perform work under this contract upon completion of and final adjudication of the full
background investigation.

Upon favorable adjudication of the full background investigation, FEMA’s Personnel Security Division will
update the contractor personnel’s security file and take no further action. In any instance where the final
adjudication results in an unfavorable determination FEMA’s Personnel Security Division will notify the
contractor personnel directly, in writing, of the decision and will provide the COR with the name(s) of the
contractor personnel whose adjudication was unfavorable. The COR will then forward that information to
the Contractor. Contractor personnel who receive an unfavorable adjudication shall be ineligible to
perform work under this contract. Unfavorable adjudications are final and not subject to review or appeal.

Continued Eligibility and Reinvestigation

Eligibility determinations based on a Low Risk T1, Moderate Risk T2S or High Risk T4 are valid for five years
from the date that the investigation was completed and closed. Contractor personnel required to undergo
a background investigation to perform work under this contract shall be ineligible to perform work under
this contract upon the expiration the background investigation unless and until the contractor personnel
have undergone a reinvestigation and FEMA’s Personnel Security Division has renewed their eligibility to
perform work under this contract.

Exclusion by Contracting Officer

The Contracting Officer, independent of FEMA’s Personnel Security Division, may direct the Contractor be
excluded from working on this contract. Any contractor found or deemed to be unfit or whose continued
employment on the contract is deemed contrary to the public interest or inconsistent with the best
interest of the agency may be removed.

3052.204-71 Contractor employee access.

As prescribed in (HSAR) 48 CFR 3004.470-4(a), insert the following clause with
appropriate alternates:
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CONTRACTOR EMPLOYEE ACCESS (JULY 2023)

(a) Controlled Unclassified Information (CUI) is any information the Government creates
or possesses, or an entity creates or possesses for or on behalf of the Government (other than
classified information) that a law, regulation, or Governmentwide policy requires or permits an
agency to handle using safeguarding or dissemination controls. This definition includes the
following CUI categories and subcategories of information:

(1) Chemical-terrorism Vulnerability Information (CVI) as defined in 6 CFR part 27,
“Chemical Facility Anti-Terrorism Standards,” and as further described in supplementary
guidance issued by an authorized official of the Department of Homeland Security
(including the Revised Procedural Manual “Safeguarding Information Designated as
Chemical-Terrorism Vulnerability Information” dated September 2008);

(2) Protected Critical Infrastructure Information (PCII) as sct out in the Critical
Infrastructure Information Act of 2002 (title XXII, subtitle B of the Homeland Security Act
of 2002 as amended through Pub. L. 116-283), PCII’s implementing regulations (6 CFR
part 29), the PCII Program Procedures Manual, and any supplementary guidance officially
communicated by an authorized official of the Department of Homeland Security, the PCII
Program Manager, or a PCII Program Manager Designee;

(3) Sensitive Security Information (SSI) as defined in 49 CFR part 1520, “Protection of
Sensitive Security Information,” as amended, and any supplementary guidance officially
communicated by an authorized official of the Department of Homeland Security (including
the Assistant Secretary for the Transportation Security Administration or designee),
including Department of Homeland Security MD 11056.1, “Sensitive Security Information
(SSI)” and, within the Transportation Security Administration, TSA MD 2810.1, “SSI
Program”;

(4) Homeland Security Agreement Information means information the Department of
Homeland Security receives pursuant to an agreement with State, local, Tribal, territorial, or
private sector partners that is required to be protected by that agreement. The Department
receives this information in furtherance of the missions of the Department, including, but
not limited to, support of the Fusion Center Initiative and activities for cyber information
sharing consistent with the Cybersecurity Information Sharing Act of 2015;

(5) Homeland Security Enforcement Information means unclassified information of a
sensitive nature lawfully created, possessed, or transmitted by the Department of Homeland
Security in furtherance of its immigration, customs, and other civil and criminal
enforcement missions, the unauthorized disclosure of which could adversely impact the
mission of the Department;

(6) International Agreement Information means information the Department of Homeland
Security receives that is required to be protected by an information sharing agreement or
arrangement with a foreign government, an international organization of governments or
any clement thercof, an international or foreign public or judicial body, or an international
or foreign private or non-governmental organization;

(7) Information Systems Vulnerability Information (ISVI) means:
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(i) Department of Homeland Security information technology (IT) systems data
revealing infrastructure used for servers, desktops, and networks; applications name,
version, and release; switching, router, and gateway information; interconnections
and access methods; and mission or business use/need. Examples of ISVI are
systems inventories and enterprise architecture models. Information pertaining to
national security systems and eligible for classification under Executive Order
13526 will be classified as appropriate; and/or

(1) Information regarding developing or current technology, the release of which
could hinder the objectives of the Department, compromise a technological
advantage or countermeasure, cause a denial of service, or provide an adversary
with sufficient information to clone, counterfeit, or circumvent a process or system;

(8) Operations Sccurity Information means Department of Homeland Security information
that could be collected, analyzed, and exploited by a foreign adversary to identify
intentions, capabilities, operations, and vulnerabilities that threaten operational security for
the missions of the Department;

(9) Personnel Security Information means information that could result in physical risk to
Department of Homeland Security personnel or other individuals whom the Department is
responsible for protecting;

(10) Physical Security Information means reviews or reports illustrating or disclosing
facility infrastructure or security vulnerabilities related to the protection of Federal
buildings, grounds, or property. For example, threat assessments, system security plans,
contingency plans, risk management plans, business impact analysis studies, and
certification and accreditation documentation;

(11) Privacy Information includes both Personally Identifiable Information (PII) and
Sensitive Personally Identifiable Information (SPII). PII refers to information that can be
used to distinguish or trace an individual’s identity, either alone, or when combined with
other information that is linked or linkable to a specific individual; and SPII is a subset of
PII that if lost, compromised, or disclosed without authorization could result in substantial
harm, embarrassment, inconvenience, or unfairness to an individual. To determine whether
information is PII, DHS will perform an assessment of the specific risk that an individual
can be identified using the information with other information that is linked or linkable to
the individual. In performing this assessment, it is important to recognize that information
that is not PII can become PII whenever additional information becomes available, in any
medium or from any source, that would make it possible to identify an individual. Certain
data elements are particularly sensitive and may alone present an increased risk of harm to
the individual.

(1) Examples of stand-alone PII that are particularly sensitive include: Social
Security numbers (SSNs), driver’s license or State identification numbers, Alien
Registration Numbers (A-numbers), financial account numbers, and biometric
identifiers.

(i1) Multiple pieces of information may present an increased risk of harm to the
individual when combined, posing an increased risk of harm to the individual. SP1I
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may also consist of any grouping of information that contains an individual’s name
or other unique identifier plus one or more of the following elements:

(A) Truncated SSN (such as last 4 digits);

(B) Date of birth (month, day, and year);

(C) Citizenship or immigration status;

(D) Ethnic or religious affiliation;

(E) Sexual orientation;

(F) Criminal history;

(G) Medical information; and

(H) System authentication information, such as mother’s birth name, account
passwords, or personal identification numbers (PINs).

(111) Other PII that may present an increased risk of harm to the individual
depending on its context, such as a list of employees and their performance ratings
or an unlisted home address or phone number. The context includes the purpose for
which the PII was collected, maintained, and used. This assessment is critical
because the same information in different contexts can reveal additional information
about the impacted individual.

(b) Information Resources means information and related resources, such as personnel,
equipment, funds, and information technology.

(c) Contractor employees working on this contract must complete such forms as may be
necessary for security or other reasons, including the conduct of background investigations to
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer.
Upon the Contracting Officer’s request, the Contractor’s employees shall be fingerprinted or
subject to other investigations as required. All Contractor employees requiring recurring access to
government facilities or access to CUI or information resources are required to have a favorably
adjudicated background investigation prior to commencing work on this contract unless this
requirement is waived under Departmental procedures.

(d) The Contracting Officer may require the Contractor to prohibit individuals from
working on the contract if the Government deems their initial or continued employment contrary to
the public interest for any reason, including, but not limited to, carelessness, insubordination,
incompetence, or security concerns.

(e) Work under this contract may involve access to CUI. The Contractor shall access and
use CUI only for the purpose of furnishing advice or assistance directly to the Government in
support of the Government’s activities, and shall not disclose, orally or in writing, CUI for any
other purpose to any person unless authorized in writing by the Contracting Officer. For those
Contractor employees authorized to access CUI, the Contractor shall ensure that these persons
receive initial and refresher training concerning the protection and disclosure of CUI. Initial
training shall be completed within 60 days of contract award and refresher training shall be
completed every 2 years thercafter.

(f) The Contractor shall include this clause in all subcontracts at any tier where the
subcontractor may have access to government facilities, CUI, or information resources.

(End of clause)
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Alternate I JULY 2023)

When the Department has determined contract employee access to controlled unclassified
information or Government facilities must be limited to U.S. citizens and lawful permanent
residents, but the contract will not require access to information resources, add the following
paragraphs:

(g) Each individual employed under the contract shall be a citizen of the United States of
America, or an alien who has been lawfully admitted for permanent residence as evidenced by a
Permanent Resident Card (USCIS 1-551). Any exceptions must be approved by the Department's
Chief Security Officer or designee.

(h) Contractors shall identify in their proposals, the names and citizenship of all non-U.S.
citizens proposed to work under the contract. Any additions or deletions of non-U.S. citizens after
contract award shall also be reported to the Contracting Officer.

(End of clause)
3052.204-72 Safeguarding of Controlled Unclassified Information.
As prescribed in (HSAR) 48 CFR 3004.470-4(b), insert the following clause:
SAFEGUARDING OF CONTROLLED UNCLASSIFIED INFORMATION (JULY 2023)
(a) Definitions. As used in this clause—

Adequate Security means security protections commensurate with the risk resulting from
the unauthorized access, use, disclosure, disruption, modification, or destruction of information.
This includes ensuring that information hosted on behalf of an agency and information systems and
applications used by the agency operate effectively and provide appropriate confidentiality,
integrity, and availability protections through the application of cost-effective security controls.

Controlled Unclassified Information (CUI) is any information the Government creates or
possesses, or an entity creates or possesses for or on behalf of the Government (other than
classified information) that a law, regulation, or Governmentwide policy requires or permits an
agency to handle using safeguarding or dissemination controls. This definition includes the
following CUI categories and subcategories of information:

(1) Chemical-terrorism Vulnerability Information (CVI) as defined in 6 CFR part 27,
“Chemical Facility Anti-Terrorism Standards,” and as further described in supplementary
guidance issued by an authorized official of the Department of Homeland Security
(including the Revised Procedural Manual “Safeguarding Information Designated as
Chemical-Terrorism Vulnerability Information” dated September 2008);

(2) Protected Critical Infrastructure Information (PCII) as set out in the Critical
Infrastructure Information Act of 2002 (title XXII, subtitle B of the Homeland Security Act
of 2002 as amended through Pub. L. 116-283), PCII’s implementing regulations (6 CFR
part 29), the PCII Program Procedures Manual, and any supplementary guidance officially
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communicated by an authorized official of the Department of Homeland Security, the PCII
Program Manager, or a PCII Program Manager Designec;

(3) Sensitive Security Information (SSI) as defined in 49 CFR part 1520, “Protection of
Sensitive Security Information,” as amended, and any supplementary guidance officially
communicated by an authorized official of the Department of Homeland Security (including
the Assistant Secretary for the Transportation Security Administration or designee),
including Department of Homeland Security MD 11056.1, “Sensitive Security Information
(SS1)” and, within the Transportation Security Administration, TSA MD 2810.1, “SSI
Program”;

(4) Homeland Security Agreement Information means information the Department of
Homeland Security receives pursuant to an agreement with State, local, Tribal, territorial, or
private sector partners that is required to be protected by that agreement. The Department
receives this information in furtherance of the missions of the Department, including, but
not limited to, support of the Fusion Center Initiative and activities for cyber information
sharing consistent with the Cybersecurity Information Sharing Act of 2015;

(5) Homeland Security Enforcement Information means unclassified information of a
sensitive nature lawfully created, possessed, or transmitted by the Department of Homeland
Security in furtherance of its immigration, customs, and other civil and criminal
enforcement missions, the unauthorized disclosure of which could adversely impact the
mission of the Department;

(6) International Agreement Information means information the Department of Homeland
Security receives that is required to be protected by an information sharing agreement or
arrangement with a foreign government, an international organization of governments or
any element thereof, an international or foreign public or judicial body, or an international
or foreign private or non-governmental organization;

(7) Information Systems Vulnerability Information (ISVI) means:

(1) Department of Homeland Security information technology (IT) systems data
revealing infrastructure used for servers, desktops, and networks; applications name,
version, and release; switching, router, and gateway information; interconnections
and access methods; and mission or business use/need. Examples of ISVI are
systems inventories and enterprise architecture models. Information pertaining to
national security systems and eligible for classification under Executive Order
13526 will be classified as appropriate; and/or

(i1) Information regarding developing or current technology, the release of which
could hinder the objectives of the Department, compromise a technological
advantage or countermeasure, cause a denial of service, or provide an adversary
with sufficient information to clone, counterfeit, or circumvent a process or system;

(8) Operations Security Information means Department of Homeland Security information
that could be collected, analyzed, and exploited by a foreign adversary to identify
intentions, capabilities, operations, and vulnerabilities that threaten operational security for
the missions of the Department;
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(9) Personnel Security Information means information that could result in physical risk to
Department of Homeland Security personnel or other individuals whom the Department is
responsible for protecting;

(10) Physical Security Information means reviews or reports illustrating or disclosing
facility infrastructure or security vulnerabilities related to the protection of Federal
buildings, grounds, or property. For example, threat assessments, system security plans,
contingency plans, risk management plans, business impact analysis studies, and
certification and accreditation documentation;

(11) Privacy Information includes both Personally Identifiable Information (PII) and
Sensitive Personally Identifiable Information (SPII). PII refers to information that can be
used to distinguish or trace an individual’s identity, either alone, or when combined with
other information that is linked or linkable to a specific individual; and SPII is a subset of
PII that if lost, compromised, or disclosed without authorization could result in substantial
harm, embarrassment, inconvenience, or unfairness to an individual. To determine whether
information is PII, the DHS will perform an assessment of the specific risk that an
individual can be identified using the information with other information that is linked or
linkable to the individual. In performing this assessment, it is important to recognize that
information that is not PII can become PIl whenever additional information becomes
available, in any medium or from any source, that would make it possible to identify an
individual. Certain data clements are particularly sensitive and may alone present an
increased risk of harm to the individual.

(i) Examples of stand-alone P11 that are particularly sensitive include: Social
Security numbers (SSNs), driver’s license or State identification numbers, Alien
Registration Numbers (A-numbers), financial account numbers, and biometric
identifiers.

(11) Multiple pieces of information may present an increased risk of harm to the
individual when combined, posing an increased risk of harm to the individual. SPII
may also consist of any grouping of information that contains an individual’s name
or other unique identifier plus one or more of the following elements:

(A) Truncated SSN (such as last 4 digits);

(B) Date of birth (month, day, and year);

(C) Citizenship or immigration status;

(D) Ethnic or religious affiliation;

(E) Sexual orientation;

(F) Criminal history;

(G) Medical information; and

(H) System authentication information, such as mother’s birth name, account
passwords, or personal identification numbers (PINs).

(111) Other PII that may present an increased risk of harm to the individual
depending on its context, such as a list of employees and their performance ratings
or an unlisted home address or phone number. The context includes the purpose for
which the PII was collected, maintained, and used. This assessment is critical
because the same information in different contexts can reveal additional information
about the impacted individual.

REL0001294565



Federal information means information created, collected, processed, maintained,
disseminated, disclosed, or disposed of by or for the Federal Government, in any medium or form.

Federal information system means an information system used or operated by an agency or
by a Contractor of an agency or by another organization on behalf of an agency.

Handling means any use of controlled unclassified information, including but not limited to
marking, safeguarding, transporting, disseminating, re-using, storing, capturing, and disposing of
the information.

Incident means an occurrence that—

(1) Actually or imminently jeopardizes, without lawful authority, the integrity,
confidentiality, or availability of information or an information system; or

(2) Constitutes a violation or imminent threat of violation of law, security policies, security
procedures, or acceptable use policies.

Information Resources means information and related resources, such as personnel,
equipment, funds, and information technology.

Information Security means protecting information and information systems from
unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide—

(1) Integrity, which means guarding against improper information modification or
destruction, and includes ensuring information nonrepudiation and authenticity;

(2) Confidentiality, which means preserving authorized restrictions on access and
disclosure, including means for protecting personal privacy and proprictary information;
and

(3) Availability, which means ensuring timely and reliable access to and use of information.

Information System means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of information.

(b) Handling of Controlled Unclassified Information.

(1) Contractors and subcontractors must provide adequate security to protect CUI
from unauthorized access and disclosure. Adequate security includes compliance
with DHS policies and procedures in effect at the time of contract award. These
policies and procedures are accessible at https://www.dhs.gov/dhs-security-and-
training-requirements-contractors.

(2) The Contractor shall not use or redistribute any CUI handled, collected,
processed, stored, or transmitted by the Contractor except as specified in the

contract.

(3) The Contractor shall not maintain SPII in its invoicing, billing, and other
recordkeeping systems maintained to support financial or other administrative
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functions. It is acceptable to maintain in these systems the names, titles, and contact
information for the Contracting Officer’s Representative (COR) or other
government personnel associated with the administration of the contract, as needed.

(4) Any government data provided, developed, or obtained under the contract, or
otherwise under the control of the Contractor, shall not become part of the
bankruptcy estate in the event a Contractor and/or subcontractor enters bankruptcy
proceedings.

(c) Incident Reporting Requirements.

(1) Contractors and subcontractors shall report all known or suspected incidents to
the Component Security Operations Center (SOC) in accordance with Attachment F,
Incident Response, to DHS Policy Directive 4300A Information Technology System
Security Program, Sensitive Systems. If the Component SOC is not available, the
Contractor shall report to the DHS Enterprise SOC. Contact information for the
DHS Enterprise SOC is accessible at fifips./www. dhs govidhs-security-and-
waining-requiremenis-contraciors, Subcontractors are required to notify the prime
Contractor that it has reported a known or suspected incident to the Department.
Lower tier subcontractors are required to likewise notify their higher tier
subcontractor, until the prime contractor is reached. The Contractor shall also notify
the Contracting Officer and COR using the contact information identified in the
contract. If the report is made by phone, or the email address for the Contracting
Officer or COR is not immediately available, the Contractor shall contact the
Contracting Officer and COR immediately after reporting to the Component or DHS
Enterprise SOC.

(2) All known or suspected incidents involving PII or SPII shall be reported within 1
hour of discovery. All other incidents shall be reported within 8 hours of discovery.

(3) CUI transmitted via email shall be protected by encryption or transmitted within
secure communications systems. CUI shall be transmitted using a FIPS 140-2/140-3
Security Requirements for Cryptographic Modules validated cryptographic module
identified on sisps.iosie nisi goviprojecisicyyplographic-module-validation-
program/validated-modi/es. When this is impractical or unavailable, for Federal
information systems only, CUI may be transmitted over regular email channels.
When using regular email channels, Contractors and subcontractors shall not include
any CUI in the subject or body of any email. The CUI shall be included as a
password-protected attachment with the password provided under separate cover,
including as a separate email. Recipients of CUI information will comply with any
email restrictions imposed by the originator.

(4) An incident shall not, by itself, be interpreted as evidence that the Contractor or
Subcontractor has failed to provide adequate information security safeguards for
CUI or has otherwise failed to meet the requirements of the contract.

(5) If an incident involves PII or SPII, in addition to the incident reporting
guidelines in Attachment F, Incident Response, to DHS Policy Directive 4300A
Information Technology System Security Program, Sensitive Systems, Contractors
shall also provide as many of the following data elements that are available at the
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time the incident is reported, with any remaining data elements provided within 24
hours of submission of the initial incident report:

(1) Unique Entity Identifier (UEI);

(i1) Contract numbers affected unless all contracts by the company are
affected;

(ii1) Facility CAGE code if the location of the event is different than the
prime Contractor location;

(iv) Point of contact (POC) if different than the POC recorded in the System
for Award Management (address, position, telephone, and email);

(v) Contracting Officer POC (address, telephone, and email);

(vi) Contract clearance level;

(vii) Name of subcontractor and CAGE code if this was an incident on a
subcontractor network;

(viii) Government programs, platforms, or systems involved;

(ix) Location(s) of incident;

(x) Date and time the incident was discovered;

(x1) Server names where CUI resided at the time of the incident, both at the
Contractor and subcontractor level;

(xii) Description of the government PII or SPII contained within the system;
and

(x111) Any additional information relevant to the incident.

(d) Incident Response Requirements.

(1) All determinations by the Department related to incidents, including response
activities, will be made in writing by the Contracting Officer.

(2) The Contractor shall provide full access and cooperation for all activities
determined by the Government to be required to ensure an effective incident
response, including providing all requested images, log files, and event information
to facilitate rapid resolution of incidents.

(3) Incident response activities determined to be required by the Government may
include, but are not limited to, the following:

(1) Inspections;

(i1) Investigations;

(i11) Forensic reviews;

(iv) Data analyses and processing; and

(v) Revocation of the Authority to Operate (ATO), if applicable.

(4) The Contractor shall immediately preserve and protect images of known affected
information systems and all available monitoring/packet capture data. The
monitoring/packet capture data shall be retained for at least 180 days from submission of

the incident report to allow DHS to request the media or decline interest.

(5) The Government, at its sole discretion, may obtain assistance from other Federal
agencies and/or third-party firms to aid in incident response activities.
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(e) Certificate of Sanitization of Government and Government-Activity-Related Files and
Information. Upon the conclusion of the contract by expiration, termination, cancellation, or as
otherwise indicated in the contract, the Contractor shall return all CUI to DHS and/or destroy it
physically and/or logically as identified in the contract unless the contract states that return and/or
destruction of CUI is not required. Destruction shall conform to the guidelines for media
sanitization contained in NIST SP 800-88, Guidelines for Media Sanitization. The Contractor shall
certify and confirm the sanitization of all government and government-activity related files and
information. The Contractor shall submit the certification to the COR and Contracting Officer
following the template provided in NIST SP 800-88, Guidelines for Media Sanitization, Appendix
G.

() Other Reporting Requirements. Incident reporting required by this clause in no way
rescinds the Contractor’s responsibility for other incident reporting pertaining to its unclassified
information systems under other clauses that may apply to its contract(s), or as a result of other
applicable statutory or regulatory requirements, or other U.S. Government requirements.

(g) Subcontracts. The Contractor shall insert this clause in all subcontracts and require
subcontractors to include this clause in all lower tier subcontracts when subcontractor employees
will have access to CUI; CUI will be collected or maintained on behalf of the agency by a
subcontractor; or a subcontractor information system(s) will be used to process, store, or transmit
CUL

(End of clause)

3052.204-73 Notification and Credit Monitoring Requirements for Personally Identifiable
Information Incidents.

As prescribed in (HSAR) 48 CFR 3004.470-4(c), insert the following clause:

3052.204-73 NOTIFICATION AND CREDIT MONITORING REQUIREMENTS FOR
PERSONALLY IDENTIFIABLE INFORMATION INCIDENTS (JULY 2023)

(a) Definitions. Privacy Information includes both Personally Identifiable Information (P1II)
and Sensitive Personally Identifiable Information (SPII). PII refers to information that can be used
to distinguish or trace an individual’s identity, either alone, or when combined with other
information that is linked or linkable to a specific individual; and SPII is a subset of PII that if lost,
compromised, or disclosed without authorization could result in substantial harm, embarrassment,
inconvenience, or unfairness to an individual. To determine whether information is P11, the DHS
will perform an assessment of the specific risk that an individual can be identified using the
information with other information that is linked or linkable to the individual. In performing this
assessment, it is important to recognize that information that is not PII can become PII whenever
additional information becomes available, in any medium or from any source, that would make it
possible to identify an individual. Certain data elements are particularly sensitive and may alone
present an increased risk of harm to the individual.

(1) Examples of stand-alone PII that are particularly sensitive include: Social Security

numbers (SSNs), driver’s license or State identification numbers, Alien Registration
Numbers (A-numbers), financial account numbers, and biometric identifiers.
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(2) Multiple pieces of information may present an increased risk of harm to the individual
when combined, posing an increased risk of harm to the individual. SPII may also consist of
any grouping of information that contains an individual’s name or other unique identifier
plus one or more of the following elements:

(1) Truncated SSN (such as last 4 digits);

(i1) Date of birth (month, day, and year);

(1i11) Citizenship or immigration status;

(iv) Ethnic or religious affiliation;

(v) Sexual orientation;

(vi) Criminal history;

(vii) Medical information; and

(viii) System authentication information, such as mother’s birth name, account
passwords, or personal identification numbers (PINs).

(3) Other PII that may present an increased risk of harm to the individual depending on its
context, such as a list of employees and their performance ratings or an unlisted home
address or phone number. The context includes the purpose for which the PII was collected,
maintained, and used. This assessment is critical because the same information in different
contexts can reveal additional information about the impacted individual.

(b) PII and SPII Notification Requirements.

(1) No later than 5 business days after being directed by the Contracting Officer, or as
otherwise required by applicable law, the Contractor shall notify any individual whose P11
or SPII was either under the control of the Contractor or resided in an information system
under control of the Contractor at the time the incident occurred. The method and content of
any notification by the Contractor shall be coordinated with, and subject to prior written
approval by, the Contracting Officer. The Contractor shall not proceed with notification
unless directed in writing by the Contracting Officer.

(2) All determinations by the Department related to notifications to affected individuals
and/or Federal agencies and related services (e.g., credit monitoring) will be made in
writing by the Contracting Officer.

(3) Subject to government analysis of the incident and direction to the Contractor regarding
any resulting notification, the notification method may consist of letters to affected
individuals sent by first-class mail, electronic means, or general public notice, as approved
by the Government. Notification may require the Contractor’s use of address verification
and/or address location services. At a minimum, the notification shall include:

(1) A brief description of the incident;

(i1) A description of the types of PII or SPII involved;

(iii) A statement as to whether the PII or SPII was encrypted or protected by other
means;

(iv) Steps individuals may take to protect themselves;

(v) What the Contractor and/or the Government are doing to investigate the incident,
mitigate the incident, and protect against any future incidents; and

(vi) Information identifying who individuals may contact for additional information.
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(c) Credit Monitoring Requirements. The Contracting Officer may direct the Contractor to:
(1) Provide notification to affected individuals as described in paragraph (b).

(2) Provide credit monitoring services to individuals whose PII or SPII was under the
control of the Contractor or resided in the information system at the time of the incident for
a period beginning the date of the incident and extending not less than 18 months from the
date the individual is notified. Credit monitoring services shall be provided from a company
with which the Contractor has no affiliation. At a minimum, credit monitoring services shall
include:

(1) Triple credit bureau monitoring;

(i1) Daily customer service;

(111) Alerts provided to the individual for changes and fraud; and

(iv) Assistance to the individual with enrollment in the services and the use of fraud
alerts.

(3) Establish a dedicated call center. Call center services shall include:

(1) A dedicated telephone number to contact customer service within a fixed period;
(11) Information necessary for registrants/enrollees to access credit reports and credit
scores;

(111) Weekly reports on call center volume, issue escalation (i.e., those calls that
cannot be handled by call center staff and must be resolved by call center
management or DHS, as appropriate), and other key metrics;

(iv) Escalation of calls that cannot be handled by call center staff to call center
management or DHS, as appropriate;

(v) Customized Frequently Asked Questions, approved in writing by the Contracting
Officer in coordination with the Component or Headquarters Privacy Officer; and
(vi) Information for registrants to contact customer service representatives and fraud
resolution representatives for credit monitoring assistance.

(End of clause)
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All personnel require access to information up to the sensitive but unclassified, for official use only
(FOUOQ) levels. Contractor must ensure contractor employees receive a favorably adjudicated public
trust suitability prior to entry on duty (EOD). All individuals will be U.S. citizens. The contractor shall
follow the standards established within DHS and FEMA policy.

Unauthorized Disclosure of Classified or Unclassified Information:

Contractors and Subcontractors who are working on this contract shall receive Unauthorized Disclosure
of Classified or Unclassified Information training.

Access to the training can be obtained at:

ntesy/ Jsecurilvawareness.usaleaming.gov/unauthorizedrefresher/indax. ilim

Send the certificate of completion to the FEMA Contracting Officer Representative no later than 30
calendar days after awarded contract. New employees entering the contract must receive the briefing
within ten (10) business days of joining the contract.

OPSEC Training:

Contractors and Subcontractors who are working on this contract shall receive the OPSEC Awareness
Brief.

Access to the briefing can be obtained at hiipy//edastralndiic.ii/onses

Send the certificate of completion to the FEMA Contracting Officer Representative no later than 30
calendar days after awarded contract. New employees entering the contract must receive the briefing
within ten (10) business days of joining the contract.

Insider Threat Training:

Insider Threat training for Contractors can be found at:
nttnySodselmindlic i tawarensss/indexbim.

Certificate of training is required for all cleared contractor employees who are working with classified or
unclassified information. All certificates must be sent to the assigned FEMA Contracting Officer
Representative, before the Contractor or Subcontractor is granted access to classified or unclassified
information but no later than 30 calendar days after awarded contract. All cleared contractor
personnel are required to recertify Insider Threat training annually thereafter. New employees entering
the contract must receive the briefing within ten (10) business days of joining the contract.
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For Official Use Only (FOUQ) Information:

In accordance with DHS Management Directive 11042.1 contractors, consultants and others to whom
access is granted will abide by 11042.1; DHS policy regarding the identification and safeguarding of
sensitive but unclassified information originated within DHS. It also applies to other sensitive but
unclassified information received by DHS from other government and non-governmental activities.

The contractor will:

1. Be aware of and comply with the safeguarding requirements for “For Official Use Only” (FOUQO)
information as outlined in this directive.

2. Participate in formal classroom or computer-based training sessions presented to communicate
the requirements for safeguarding FOUQ and other sensitive but unclassified information.

3. Be aware that divulging information without proper authority could result in administrative or
disciplinary action.

Contractors and Consultants shall execute a DHS Form 11000-6, Sensitive but Unclassified
Information Non Disclosure Agreement (NDA), as a condition of access to such information. Other
individuals not assigned to or contractually obligated to DHS, but to whom access to information will be
granted, may be requested to execute an NDA as determined by the applicable program manager.
Execution of the NDA shall be effective upon date of the DHS Policy and not applied retroactively.

Foreign Travel and Government-issued Equipment

Per DHS and FEMA IT policy, FEMA employees and contractors are not authorized to take government-
issued equipment, including cell phones, computers, or tablets such as iPads, outside of the United
States regardless of the reason for travel. If government-issued equipment is required for official
foreign travel, FEMA government employees may request a temporary loaner device through the
Mobilly Service CentenUffice of the Chief Information Officer, Senvine Denter for the duration of their
trip. FEMA contractors must contact their contracting officer’s representative (COR) for further
guidance.

If your device is detected as operating outside of the United States and its territories it will be disabled,
and your information will be forwarded to the Office of Professional Responsibility for review.

Background investigations

All contractor personnel who require access to DHS or FEMA information systems, routine access to
DHS or FEMA facilities, or access to sensitive information, including but not limited to Personally
Identifiable Information (PIl), shall be subject to a full background investigation commensurate with the
level of the risk associated with the job function or work being performed. FEMA’s Personnel Security
Division (PSD) will determine the risk designation for each contractor position by comparing the
functions and duties of the position against those of a same or similar federal position, applying the
same standard for evaluating the associated potential for impact on the integrity and efficiency of
federal service.

REL0001294565



Low Risk without Information System Access

Contractor personnel occupying positions or performing functions with a Low Risk designation and who
do not require access to DHS or FEMA information systems may undergo a Tier 1 investigation with a
credit check and must receive a favorable adjudication thereof from FEMA PSD prior to performing
work under this contract. (also reference Facility Access).

Low Risk with Information System Access

Contractor personnel occupying positions or performing functions with a Low Risk designation and who
require access to DHS or FEMA information systems shall undergo a Tier 2 Suitability Background
Investigation (T2) and must receive a favorable adjudication thereof from FEMA PSD prior to performing
work under this contract.

Moderate Risk

Contractor personnel occupying positions or performing functions with a Moderate Risk designation
shall undergo a Tier 2 Suitability Background Investigation (T2) and must receive a favorable
adjudication thereof from FEMA PSD prior to performing work under this contract.

High Risk

Contractor personnel occupying positions or performing functions with a High Risk designation shall
undergo a Tier 4 Suitability Background Investigation (T4) and must receive a favorable adjudication
thereof from FEMA PSD prior to performing work under this contract.

Background Investigation Process

To initiate the request to process contractor personnel, the Contractor shall provide the FEMA
Contracting Officer's Representative (COR) with all required information and comply with all necessary
instructions to complete Section Il of the FEMA Form 121-3-1-6, “Contract Fitness/Security Screening
Request.” The FEMA COR shall ensure that all other applicable sections of the FEMA Form 121-3-1-6
are complete prior to submitting the form to FEMA PSD for processing. The Contractor shall also
provide the FEMA COR with completed OF 306, “Declaration for Federal Employment,” forms for all
contractor personnel.

Contractor personnel who already have a favorably adjudicated background investigation, may be
eligible to perform work under this contract without further processing by FEMA PSD if:

= the investigation was completed within the last five years,

2 |t meets or exceeds the minimum requirement for the position they will occupy or functions they will
perform on this contract,

®=  the contractor personnel have not had a break in employment since the prior favorable
adjudication, and,

= FEMA PSD has verified the investigation and confirmed that no new derogatory information has
been disclosed which may require a reinvestigation.
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FEMA PSD will notify the COR of the names of the contractor personnel eligible to work based on prior,
favorable adjudication. The COR will, in turn, notify the Contractor of the names of the favorably
adjudicated contractor personnel, at which time the favorably adjudicated contractor personnel will be
eligible to begin work under this contract.

For those contractor personnel who do not have an acceptable, prior, favorable adjudication or who
otherwise require reinvestigation, FEMA PSD will issue an electronic notification via email directly to the
contractor applicant/personnel that contains the following documents, which are incorporated into this
contract by reference, along with a link to the Office of Personnel Management’s (OPM) Electronic
Questionnaires for Investigation Processing (e-QIP) system and instructions for submitting the
necessary information:

#=  Standard Form 85P, “Questionnaire for Public Trust Positions”
= QOptional Form 306, “Declaration for Federal Employment”

s SF 87, “Fingerprint Card” (2 copies)

= DHS Form 11000-6, “Non-Disclosure Agreement”

= DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports Pursuant to the
Fair Credit Reporting Act”

FEMA PSD will only accept complete packages consisting of all of the above document and Standard
Form 85P, which must be completed electronically through the Office of Personnel Management’s e-
QIP system. The Contractor is responsible for ensuring that all contractor personnel timely and properly
submit all required background information.

Once contractor personnel have properly submitted the complete package of all required background
information, FEMA’s Personnel Security Division, at its sole discretion, may grant contractor personnel
temporary eligibility to perform work under this contract prior to completion of the full background
investigation if the Personnel Security Division’s initial review of the contractor personnel’s background
information reveals no issues of concern. In such cases, FEMA’s Personnel Security Division will
provide notice of such temporary eligibility to the COR who will then notify the Prime Contractor, at
which time the identified contractor personnel will be temporarily eligible to begin work under this
contract. Neither the Prime Contractor nor the contractor personnel has any right to such a grant of
temporary eligibility. The grant of such temporary eligibility shall not be considered as assurance that
the contactor personnel will remain eligible to perform work under this contract upon completion of and
final adjudication of the full background investigation.

Upon favorable adjudication of the full background investigation, FEMA’s Personnel Security Division
will update the contractor personnel’s security file and take no further action. In any instance where
the final adjudication results in an unfavorable determination FEMA’s Personnel Security Division will
notify the contractor personnel directly, in writing, of the decision and will provide the COR with the
name(s) of the contractor personnel whose adjudication was unfavorable. The COR will then forward
that information to the Contractor. Contractor personnel who receive an unfavorable adjudication shall
be ineligible to perform work under this contract. Unfavorable adjudications are final and not subject
to review or appeal.
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Continued Eligibility and Reinvestigation

Eligibility determinations based on a Low Risk T4, Moderate Risk T2S or High Risk T4 are valid for five
years from the date that the investigation was completed and closed. Contractor personnel required to
undergo a background investigation to perform work under this contract shall be ineligible to perform
work under this contract upon the expiration the background investigation unless and until the
contractor personnel have undergone a reinvestigation and FEMA’s Personnel Security Division has
renewed their eligibility to perform work under this contract.

Exclusion by Contracting Officer

The Contracting Officer, independent of FEMA’s Personnel Security Division, may direct the Contractor
be excluded from working on this contract. Any contractor found or deemed to be unfit or whose
continued employment on the contract is deemed contrary to the public interest or inconsistent with
the best interest of the agency may be removed.

To accomplish the tasks outlined in this contract, FEMA will provide the contractor access
to Tableau which includes all PII collected in Tableau, the FEMA Statfing portal.

Need to Know

The contractor will limit access to the PII provided by FEMA under this contract only to the
contractor’s authorized personnel who need to know the information to accomplish the tasks
outlined in this contract.

Prohibition on Computer Matching

The contractor shall ensure no computer matching, as that term is defined in 5 U.S.C. § 552a(a)(8),
will occur for the purpose of establishing in or verifying eligibility or compliance as it relates to
cash or in-kind assistance or payments under federal benefit programs.

Recipient Requirement

If at any time during the term of this contract any part of FEMA PII, in any form, that the
contractor obtains from FEMA ceases to be required by the contractor for the performance of the
contract, or upon the termination of the contract, whichever occurs first, the contractor shall, within
fourteen (14) days thereafter, promptly notify FEMA and securely return PII to FEMA, or, at
FEMA’s written request destroy, un-install and/or remove all copies of such PII in the contractor’s
possession or control, and certify in writing to FEMA that such tasks have been completed.
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