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1.0 GENERAL 

1.1 BACKGROUND 

The Learning, Engagement and Diversity (LEAD) Division, Office of the Chief of Human Capital Officer (OCHCO) 

has a requirement to offer leadership training to the FEMA workforce. The overall intent is to make sure the FEMA 

workforce is equipped with the necessary competencies and resources to create and sustain a solid foundation 

for effective and efficient leadership. 

FEMA requires an online leadership skil ls self-assessment that helps the leadership training programs participants 
identify and develop targeted leadership skills. This online self-assessment must be virtual, with the capability to 
download a comprehensive self-assessment report summarizing the participant's areas for improvement and 
provide resources and tools to develop them. FEMA is requesting the SIGMA Assessments Leadership Skills Profile 
(LSP) self-assessment to assist the Learning Engagement and Diversity Division (LEAD) in maintaining a highly 
qualified workforce. The SIGMA LSP is a self-assessment tool that assesses the participant's skil ls (linked to DHS-
and FEMA-targeted competencies), identifies skills for development and offers developmental activities for each 
skil l. These self-assessments are offered as part of our leadership development and mandatory training courses. 

2.0 SPECIFIC REQUIREMENTS/TASKS 

2.1 TASK ONE. Access 
• All self-assessments must be completed online. 

• The self-assessment's auto-generated report must be downloadable and printable. 

• The reports must be available online for at least 6 months past their completion date and accessible by the 
FEMA coordinator. 

• Self-assessment do not expire. 

2.2 TASK TWO. Administrative 
• FEMA must have two user logins to create self-assessment requests or to send participant's link. 

• Contractor must provide a designated POC for technical and administrative assistance (assessment 
distribution, webpage access, etc). 
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3.1 Qualified Personnel 

There are no personnel requirements for this order. 

4.0 Security 

Contractor access to unclassified, but Security Sensitive Information may be required under this SOW. 

Contractor shall safeguard this information against unauthorized disclosure or dissemination. 

4.1 Period of Performance 
The Period of Performance will be from one (1) base year with four (4) options years from date of award. 

4.2 Place of Performance 
The owner of the assessments will grant FEMA-designated personnel two logins with the ability to access 
assessments as required. 

4.3 Protection of Information 

Contractor access to information protected under the Privacy Act is required under this SOW. Contractor 

shall safeguard this information against unauthorized disclosure or dissemination in accordance with the 

law and Government policy and regulation. 

4.4 Section 508 Compliance 

Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) as amended by P.L. 105-220 

under Title IV (Rehabilitation Act Amendments of 1998) all Electronic and Information Technology (EIT) 

developed, procured, maintained and/or used under this contract shall be in compliance with the 

"Electronic and Information Technology Accessibility Standards" set forth by the Architectural and 

Transportation Barriers Compliance Board (also referred to as the "Access Board") in 36 CFR Part 1194. 

The complete text of Section 508 Standards can be accessed at http_J/www.access-boa_rd_.gov/ or at 

http://www.section508.gov.

5.0 Government Furnished Resources 

The Government will not furnish any resources to the Contractor in support of this contract. 

6.0 Government Acceptance Period 

The COR will review deliverables prior to acceptance and provide the contractor with an e-mail that 

provides documented reasons for non-acceptance. If the deliverable is acceptable, the COR will send an 

e-mail to the Contractor notifying it that the deliverable has been accepted. 
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6.1 The COR will have the right to reject or require correction of any 

deficiencies found in the deliverables that are contrary to the information contained in the 

Contractor's accepted proposal. In the event of a rejected deliverable, the Contractor will be notified 

in writing by the COR of the specific reasons for rejection. The Contractor may have an opportunity to 

correct the rejected deliverable and return it per delivery instructions. 

6.2 The COR will have 7 business days to review deliverables and make comments. The 
Contractor shall have 7 business days to make corrections and redeliver. 

7.0 Section 508 Compliance 
Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) as amended by P.L. 105-220 
under Title IV (Rehabilitation Act Amendments of 1998) all Electronic and Information Technology (EIT) 
developed, procured, maintained and/or used under this contract shall be in compliance with the 
"Electronic and Information Technology Accessibility Standards" set forth by the Architectural and 
Transportation Barriers Compliance Board (also referred to as the "Access Board") in 36 CFR Part 1194. 
The complete text of Section 508 Standards can be accessed at http://www.access-board.gov/ or at 
htti3://www.section5O8.gov.

Information Sharing 
To accomplish the tasks outlined in this contract, the contractors will have access to PII of first name, last 
name, email addresses, and work phone numbers of FEMA employees via Global Address List (GAL) by way 
of FEMA laptops use. The information sharing is authorized by Routine Use F of Information "March 16, 
2018, 83 FR 11780. The information sharing is also covered by the following Privacy Impact assessments: 
DHS/ALL/PIA-015 Web Portal and DHS/ALL/PIA-059 Employee Collaboration Tool. 

The contractor will have limit access to the PII provided by FEMA under this contract only to the 
contractor's authorized personnel who need to know the information to accomplish the tasks outlined in 
this contract. 

The contractor shall ensure no computer matching, as that term is defined in 5 U.S.C. § 552a(o), will occur 
for the purpose of establishing or verifying eligibility or compliance as it relates to cash or in-kind 
assistance or payments under federal benefit programs. 

If at any time during the term of this contract any part of FEMA P11, in any form, that the contractor obtains 
from FEMA ceases to be required by the contractor for the performance of the contract, or upon 
termination of the contract, whichever occurs first, the contractor shall, within fourteen (14) days 
thereafter, promptly notify FEMA and securely return PII to FEMA, or, at FEMA's written request destroy, un-
install and/or remove all copies of such PII in the contractor's possession or control, and certify in writing 
to FEMA that such tasks have been completed. 
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All personnel require access to information up to the sensitive but unclassified, for official use only (FOUO) levels. 

Contractor must ensure contractor employees receive a favorably adjudicated public trust suitability prior to entry on 

duty (EOD). All individuals wil l be U.S. citizens. The contractor shall follow the standards established within DHS and 
FEMA policy. 

Unauthorized Dscosure of Cassfied or Unclassified I form tion: 

Contractors and Subcontractors who are working on this contract shall receive Unauthorized Disclosure of Classified 
or Unclassified Information training. 

Access to the training can be obtained at: Unauthorized Disclosure of Classified Information and Controlled 

Unclassified Information (usalearning.gov) 

Send the certificate of completion to the FEMA Contracting Officer Representative no later than 30 calendar days 

after awarded contract. New employees entering the contract must receive the briefing within ten (10) business 

days of joining the contract. 

Contractors and Subcontractors who are working on this contract shall receive the OPSEC Awareness Brief. 

Access to the briefing can be obtained at
'usa'earnn .gov,

Send the certificate of completion to the FEMA Contracting Officer Representative no later than 30 calendar days 
after awarded contract. New employees entering the contract must receive the briefing within ten (10) business 

days of joining the contract. 

Insider Threat Training. 

Insider Threat training for Contractors can be found at: Insider_Threat_ Awareness_(usalearni-rt-g,-g®u) 

Certificate of training is required for al l cleared contractor employees who are working with classified or unclassified 

information. Al l certificates must be sent to the assigned FEMA Contracting Officer Representative, before the 
Contractor or Subcontractor is granted access to classified or unclassified information but no later than 30 calendar 

days after awarded contract. Al l cleared contractor personnel are required to recertify Insider Threat training 

annual ly thereafter. New employees entering the contract must receive the briefing within ten (10) business days of 

joining the contract. 

For Official Use Only (FOUO) Inform tion: 

In accordance with DHS Management Directive 11042.1 contractors, consultants and others to whom access is 

granted wil l abide by 11042.1; DHS policy regarding the identification and safeguarding of sensitive but unclassified 

information originated within DHS. It also applies to other sensitive but unclassified information received by DHS 
from other government and non-governmental activities. 
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The contractor will: 

Be aware of and comply with the safeguarding requirements for "For Official Use Only" (FOUO) information as 
outlined in this directive. 

Participate in formal classroom or computer-based training sessions presented to communicate the requirements 
for safeguarding FOUO and other sensitive but unclassified information. 

Be aware that divulging information without proper authority could result in administrative or disciplinary action. 

Contractors and Consultants shall execute a DHS Form 11000-6, Sensitive but Unclassified Information Non 

Disclosure Agreement (NDA), as a condition of access to such information. Other individuals not assigned to or 
contractual ly obligated to DHS, but to whom access to information will be granted, may be requested to execute an 

NDA as determined by the applicable program manager. Execution of the NDA shall be effective upon date of the 
DHS Policy and not applied retroactively. 

Foreign Trave and Governmentssuad Equipment 

Per DHS and FEMA IT policy, FEMA employees and contractors are not authorized to take government-issued 
equipment, including cell phones, computers, or tablets such as iPads, outside of the United States regardless of 

the reason for travel. If government-issued equipment is required for official foreign travel, FEMA government 

employees may request a temporary loaner device through the jit , Service Ce rvter.Office f tlhe Chief I€vf ~rmat:ion 

Officer Service Center for the duration of their trip. FEMA contractors must contact their contracting officer's 

representative (COR) for further guidance. 

If your device is detected as operating outside of the United States and its territories it will be disabled, and your 
information will be forwarded to the Office of Professional Responsibility for review. 

Background Investigations 

All contractor personnel who require access to DHS or FEMA information systems, routine access to DHS or FEMA 
facilities, or access to sensitive information, including but not limited to Personally Identifiable Information (Pill), shal l 

be subject to a full background investigation commensurate with the level of the risk associated with the job 
function or work being performed. FEMA's Personnel Security Division (PSD) will determine the risk designation for 

each contractor position by comparing the functions and duties of the position against those of a same or similar 
federal position, applying the same standard for evaluating the associated potential for impact on the integrity and 

efficiency of federal service. 

Low Risk without Information System Access 

Contractor personnel occupying positions or performing functions with a Low Risk designation and who do not 
require access to DHS or FEMA information systems may undergo a Tier 1 investigation with a credit check and must 

receive a favorable adjudication thereof from FEMA PSD prior to performing work under this contract. (also 
reference Facility Access). 

Contractor personnel occupying positions or performing functions with a Low Risk designation and who require 
access to DHS or FEMA information systems shall undergo a Tier 2 Suitability Background Investigation (T2) and 
must receive a favorable adjudication thereof from FEMA PSD prior to performing work under this contract. 
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Contractor personnel occupying positions or performing functions with a Moderate Risk designation shall undergo a 
Tier 2 Suitability Background Investigation (T2) and must receive a favorable adjudication thereof from FEMA PSD 

prior to performing work under this contract. 

Contractor personnel occupying positions or performing functions with a High Risk designation shal l undergo a Tier 4 

Suitability Background Investigation (T4) and must receive a favorable adjudication thereof from FEMA PSD prior to 

performing work under this contract. 

Background roun Investigation Process 

To initiate the request to process contractor personnel, the Contractor shal l provide the FEMA Contracting Officer's 

Representative (COR) with all required information and comply with al l necessary instructions to complete Section II 

of the FEMA Form 11000-25, "Contract Fitness/Security Screening Request." The FEMA COR shall ensure that al l 

other applicable sections of the FEMA Form 11000-25 are complete prior to submitting the form to FEMA PSD for 
processing. The Contractor shall also provide the FEMA COR with completed OF 306, "Declaration for Federal 

Employment," forms for al l contractor personnel. 

Contractor personnel who already have a favorably adjudicated background investigation, may be eligible to perform 

work under this contract without further processing by FEMA PSD if: 

88 the investigation was completed within the last five years, 

11 it meets or exceeds the minimum requirement for the position they will occupy or functions they will perform on 

this contract, 

a the contractor personnel have not had a break in employment since the prior favorable adjudication, and, 

0 FEMA PSD has verified the investigation and confirmed that no new derogatory information has been disclosed 

which may require a reinvestigation. 

FEMA PSD will notify the COR of the names of the contractor personnel eligible to work based on prior, favorable 
adjudication. The COR wil l, in turn, notify the Contractor of the names of the favorably adjudicated contractor 

personnel, at which time the favorably adjudicated contractor personnel wil l be eligible to begin work under this 

contract. 

For those contractor personnel who do not have an acceptable, prior, favorable adjudication or who otherwise 

require reinvestigation, FEMA PSD wil l issue an electronic notification via email directly to the contractor 

applicant/personnel that contains the following documents, which are incorporated into this contract by reference, 

along with a link to the National Background Investigation Services (NBIS) e-Application (eAPP) online system and 

instructions for submitting the necessary information: 

Standard Form 85P, "Questionnaire for Public Trust Positions" 

11 Optional Form 306, "Declaration for Federal Employment" 

SF 87, "Fingerprint Card" (2 copies) 
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DHS Form 11000-6, "Non-Disclosure Agreement" 

DHS Form 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports Pursuant to the Fair Credit 
Reporting Act" 

FEMA PSD will only accept complete packages consisting of all of the above document and Standard Form 85P, 

which must be completed electronical ly through the National Background Investigation Services (NBIS) e-Application 

(eAPP) online system. The Contractor is responsible for ensuring that al l contractor personnel timely and properly 

submit al l required background information. 

Once contractor personnel have properly submitted the complete package of al l required background information, 

FEMA's Personnel Security Division, at its sole discretion, may grant contractor personnel temporary eligibility to 

perform work under this contract prior to completion of the full background investigation if the Personnel Security 
Division's initial review of the contractor personnel's background information reveals no issues of concern. In such 

cases, FEMA's Personnel Security Division will provide notice of such temporary eligibility to the COR who wil l then 

notify the Prime Contractor, at which time the identified contractor personnel wil l be temporarily eligible to begin 

work under this contract. Neither the Prime Contractor nor the contractor personnel has any right to such a grant of 

temporary eligibi lity. The grant of such temporary eligibility shal l not be considered as assurance that the contactor 

personnel will remain eligible to perform work under this contract upon completion of and final adjudication of the 
ful l background investigation. 

Upon favorable adjudication of the ful l background investigation, FEMA's Personnel Security Division will update the 
contractor personnel's security file and take no further action. In any instance where the final adjudication results in 

an unfavorable determination FEMA's Personnel Security Division wil l notifythe contractor personnel directly, in 

writing, of the decision and will provide the COR with the name(s) of the contractor personnel whose adjudication 

was unfavorable. The COR will then forward that information to the Contractor. Contractor personnel who receive 
an unfavorable adjudication shall be ineligible to perform work under this contract. Unfavorable adjudications are 

final and not subject to review or appeal. 

Conthiued Eligibility and Reinvestigation 

Eligibility determinations based on a Low Risk T1, Moderate Risk T2S or High Risk T4 are valid for five years from the 

date that the investigation was completed and closed. Contractor personnel required to undergo a background 
investigation to perform work under this contract shall be ineligible to perform work under this contract upon the 
expiration the background investigation unless and until the contractor personnel have undergone a reinvestigation 

and FEMA's Personnel Security Division has renewed their eligibility to perform work under this contract. 

Exduson by contracthigOfficer 

The Contracting Officer, independent of FEMA's Personnel Security Division, may direct the Contractor be excluded 

from working on this contract. Any contractor found or deemed to be unfit or whose continued employment on the 

contract is deemed contrary to the public interest or inconsistent with the best interest of the agency may be 

removed. 

FACftJTY ACCESS 
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The Contractor shal l comply with FEMA Directive 121-1 "FEMA Personal Identity Verification Guidance," FEMA 

Directive 121-3 "Facility Access," and FEMA Manual 121-3-1 "FEMA Credentialing Access Manual," to arrange for 
contractor personnel's access to FEMA facilities, which includes, but is not limited to, arrangements to obtain any 

necessary identity badges for contractor personnel. 

Contractor personnel working within any FEMA facility who do not require access to DHS or FEMA IT systems and do 

not qualify for a PIV Card may be issued a Facility Access Card (FAC). FACs cannot exceed 180 days; all contractors 

requiring access greater than 180 days will need to qualify for and receive a PIV card before being allowed facility 

access beyond 180 days. 

Contractor personnel shal l not receive a FAC until they have submitted a SF 87, "Fingerprint Card," and an OF306, 

Declaration for Federal Employment, and receive approval from FEMA PSD. Contractor personnel using a FAC for 

access to FEMA facilities must be escorted in Critical Infrastructure areas (i.e., server rooms, weapons rooms, 
mechanical rooms, etc.) at al l times. 

FEMA may deny facility access to any contractor personnel whom FEMA's Office of the Chief Security Officer has 

determined to be a potential security threat. 

SEPARATION FROM CONTRACT 

The Contractor shal l notify the FEMA COR of al l terminations/resignations within five calendar days of occurrence. 
The Contractor must account for al l forms of Government-provided identification issued to contractor employees 
under a contract (i.e., the PIV cards or other similar badges) must return such identification to FEMA as soon as any 

of the fol lowing occurs: 

When no longer needed for contract performance. 

Upon completion of a contractor employee's employment. 

Upon contract completion or termination. 

If an identification card or building pass is not available to be returned, the Contractor shal l submit a report to the 

FEMA COR, referencing the pass or card number, name of the individual to whom it was issued, and the last known 
location and disposition of the pass or card. 

The Contractor or contractor personnel's failure to return al l DHS- or FEMA-issued identification cards and building 

passes upon expiration, upon the contractor personnel's removal from the contract, or upon demand by DHS or 

FEMA may subject the contractor personnel and the Contractor to civil and criminal liability. 
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