Department of Homeland Security
ICE Office of Leadership and Career Development
Leadership Training Facilitation
Statement of Work (SOW)

January 22, 2024

1. Background

The US. Immigration and Customs Enforcement (ICE} is the largest investigative component of
the Department of Homeland Security (DHS) and the second largest investigative agency in the
federal government. ICE’s primary mission is to promote homeland security and public safety
through criminal and civil enforcement of federal laws governing customs, international trade
and immigration. ICE 1s also on the forefront of enforcing these laws in cvberspace.

With the unprecedented growth in ICE and the expansion of the ICE mission, ICE leaders at
every level face challenges in managing a larger, more diverse, and highly tasked workforce. To
address these issues, ICE seeks to provide a more comprehensive and competitive leadership
training program that would consist of expanding our present leadership training. This expansion
would include adding a leadership training program specifically for managers.

Managers have a critical and challenging role to play in executing the organizational mission. As
one moves higher in the organizational structure, the demands for skill in business, interpersonal,
and strategic thinking increase, while the consequences of decisions increase as well. Managers
serve in the difficult role of interpreting the vision set forth by Executives and translating that
vision into workable policies, procedures, processes, and organizational structure. Additionally,
managers must be advocates for their entire organization while understanding the needs of other
organizations, and work to secure resources and strategic partnerships with other organizations to
optimize functionality and ctficiency.

2. Scope:

The purpose of this contract is to procure services for developing and delivering Training for all
ICE program offices to ensure equitable leader development opportunities across the component,
including Field Offices and Headquarters Operations.

Complex organizational problems that require a change in human behavior cannot be solved
with the stroke of a pen, a leadership mandate, a training program, restructuring, or changing
a system. While these things can be helpful, all grand strategies must, eventually, degenerate
down to real work done by real people. Understanding that trust drives those critical areas of
change in human behavior and employees’ performance, OLCD is interested in a leadership
course that focuses on trust and team performance. To fulfill the unprecedented growth in ICE
and the expansion of the ICE mission, this course needs to be agile, collaborative, innovative,
and consist of engaged team building activities.

The training session should focus on the case of trust, from self-trust, relationship trust,
and organizational trust. Through this training, participants increase their personal
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credibility, learn behavior that inspires trust, and align their team and processes with
principles of high trust.

OLCD would like to procure a contractor that has a vast history of working with multiple
government agencies that provide the same training. Such agencies include but not limited to
DHS Office of Professional Responsibility, US Air Force Surgeon General Office, US Marine
Corp. Community Services, and Defense Threat Reduction Agency etc.

This requirement will also include providing training and software license/support services to
meet Leader Development Program requirements as mandated in the DHS Leader Development
Program (LDP) framework. The Keystone Program serves the Manager level of the DHS Leader
Development Framework, which covers all supervisory personnel who supervise other
supervisory employees but are not executives. The Capstone LDP serves the DHS Executive
workforce, which includes any member of the Senior Executive Service (or equivalent. The
Keystone and Capstone Programs require competency-based developmental training through
onboarding, core development and continuous learning phases. OLCD requires leadership
training opportunities that are adaptable to meet the requirements of the DHS LDP framework.

In addition, OLCD requests an option for a facilitator certification of leadership and career
development instructors and ICE coaches. This will include on-site and virtual competency-
based leadership training for ICE Program Offices for up to 200 participants annually.

The training must include a fully developed curriculum to include participant and facilitator
training materials, 360-degree assessments, access to virtual leadership follow-on training
programs for at lcast one year after a participant completes the training cvent.

3. Description of Supplies/Services.

The respective contractor should have an internal software system that can provide the ICE with
a blended live and virtual delivery format. Also, this requirement must provide online training
content and the ability to recertify ICE Leadership Development Center instructors (facilitators).

This will include but not limited to:

e Participant Kits

e Facilitator Kits

e Executive/leadership team trust index and pre/post surveys

e Travel expenses to provide on-site consultation and certification.

4. Period of Performance

The first formal course offering (delivery) will begin within 3 months of contract award,
following the pilot revisions completed in the base period of performance. OLCD is requesting a
minimum of three programs per year held in each subsequent year of the contract with exact
dates to be negotiated between ICE and contractor pending availability of OLCD’s funding.
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Onsite location:
8222 N. belt line Rd. Suite 2500
Irving, Tx 75063

Periods: Description: Period of
Performance:

Base: Program Facilitation 9/11/24 - 9/10/25
Option 1: Program Facilitation 9/11/25 - 9/10/26
Option 2: Program Facilitation 9/11/26 — 9/10/27
Option 3: Program Facilitation 9/11/27 - 9/10/28
Option 4: Program Facilitation 9/11/28 - 9/10/29
5. Travel

All travel required by the Government outside the local commuting area(s) will be reimbursed to
the Contractor in accordance with the Federal Travel Regulation. No overhead or profit shall be
applied to reimbursable travel costs. The Contractor shall be responsible for obtaining COR
approval (electronic mail is acceptable) for all reimbursable travel five (5) business days in
advance of each travel event. A copy of all travel receipts with a value of $25 or greater shall be
provided to the COR at time of invoice.

6. SECTION 508 COMPLIANCE

Section 508 requires that when Federal agencies develop, procure, maintain, or use electronic and
information technology, they must ensure that it is accessible to people with disabilities, unless it
would pose an undue burden to do so. Federal employees and members of the public who have
disabilities must have access to and use of information and services that is comparable to the
access and use available to non-disabled Federal employees and members of the public.

All EIT deliverables within this work statement shall comply with the applicable technical and
functional performance criteria of Section 508 unless exempt. Specifically, the following
applicable EIT accessibility standards have been identified:

7. Section 508 Requirements

Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998
(P.L. 105-220) (codified at 29 U.S.C. § 794d) requires that when Federal agencies develop,
procure, maintain, or use information and communications technology (ICT), it shall be
accessible to people with disabilities. Federal employees and members of the public with
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disabilities must be afforded access to and use of information and data comparable to that of
Federal employees and members of the public without disabilities.

All products, platforms and services delivered as part of this work statement that, by definition,
are deemed ICT or that contain ICT shall conform to the revised regulatory implementation of
Section 508 Standards, which are located at 36 C.F.R. § 1194.1 & Apps. A, C & D, and available
at https://www.gpo.gov/fdsys/pkg/CFR-2017-title36-vol3/pdt/CFR-2017-title36-vol3-
part1194.pdf. In the revised regulation, ICT replaced the term electronic and information
technology (EIT) used in the original 508 standards.

Items that contain Information and Communications Technology (ICT): Presentation slides

Applicable Exception: N/A  Authorization #: N/A

Applicable Functional Performance Criteria: Does not apply

Applicable requirements for electronic content features and components
(including Internet and Intranet website; Electronic surveys; Multi-media (video/audio)): All
Level AA Success Criteria Apply

Applicable requirements for software features and components: Does not apply

Applicable requirements for hardware features and components: Docs not apply

Applicable support services and documentation: All requirements apply

8. SAFEGUARDING OF CONTROLLED UNCLASSIFIED INFORMATION (JULY
2023)

(a) Definitions. As used in this clause—

Adequate Security means security protections commensurate with the risk resulting from
the unauthorized access, use, disclosure, disruption, modification, or destruction of information.
This includes ensuring that information hosted on behalf of an agency and information systems
and applications used by the agency operate effectively and provide appropriate confidentiality,
integrity, and availability protections through the application of cost-effective security controls.
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Controlled Unclassified Information (CUI) is any information the Government creates or
possesses, or an entity creates or possesses for or on behalf of the Government (other than
classified information) that a law, regulation, or Governmentwide policy requires or permits an
agency to handle using safeguarding or dissemination controls. This definition includes the
following CUI categories and subcategories of information:

(1) Chemical-terrorism Vulnerability Information (CVI) as defined in 6 CFR part 27,
“Chemical Facility Anti-Terrorism Standards,” and as further described in supplementary
guidance issued by an authorized official of the Department of Homeland Security
(including the Revised Procedural Manual “Safeguarding Information Designated as
Chemical-Terrorism Vulnerability Information” dated September 2008);

(2) Protected Critical Infrastructure Information (PCII) as set out in the Critical
Infrastructure Information Act of 2002 (title XXII, subtitle B of the Homeland Security
Act 0 2002 as amended through Pub. L. 116-283), PCII’s implementing regulations (6
CFR part 29), the PCII Program Procedures Manual, and any supplementary guidance
officially communicated by an authorized official of the Department of Homeland
Security, the PCII Program Manager, or a PCII Program Manager Designee;

(3) Sensitive Security Information (SSI) as defined in 49 CFR part 1520, “Protection of
Sensitive Security Information,” as amended, and any supplementary guidance officially
communicated by an authorized official of the Department of Homeland Security
(including the Assistant Secretary for the Transportation Security Administration or
designee), including Department of Homeland Security MD 11056.1, “Sensitive Security
Information (SSI)” and, within the Transportation Security Administration, TSA MD
2810.1, “SSI Program”;

(4) Homeland Security Agreement Information means information the Department of
Homeland Security receives pursuant to an agreement with State, local, Tribal, territorial,
or private sector partners that is required to be protected by that agreement. The
Department receives this information in furtherance of the missions of the Department,
including, but not limited to, support of the Fusion Center Initiative and activities for
cyber information sharing consistent with the Cybersecurity Information Sharing Act of
2015;
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(5) Homeland Security Enforcement Information means unclassified information of a
sensitive nature lawfully created, possessed, or transmitted by the Department of
Homeland Security in furtherance of its immigration, customs, and other civil and
criminal enforcement missions, the unauthorized disclosure of which could adversely
impact the mission of the Department;

(6) International Agreement Information means information the Department of Homeland
Security receives that is required to be protected by an information sharing agreement or
arrangement with a foreign government, an international organization of governments or
any element thereof, an international or foreign public or judicial body, or an
international or foreign private or non-governmental organization;

(7) Information Systems Vulnerability Information (ISVI) means:

(i) Department of Homeland Security information technology (IT) systems data
revealing infrastructure used for servers, desktops, and networks; applications
name, version, and release; switching, router, and gateway information;
interconnections and access methods; and mission or business use/need. Examples
of ISVI are systems inventories and enterprise architecture models. Information
pertaining to national security systems and eligible for classification under
Executive Order 13526 will be classified as appropriate; and/or

(ii) Information regarding developing or current technology, the release of which
could hinder the objectives of the Department, compromise a technological
advantage or countermeasure, cause a denial of service, or provide an adversary
with sufficient information to clone, counterfeit, or circumvent a process or
system;

(8) Operations Security Information means Department of Homeland Security
information that could be collected, analyzed, and exploited by a foreign adversary to
identify intentions, capabilities, operations, and vulnerabilities that threaten operational
security for the missions of the Department;

(9) Personnel Security Information means information that could result in physical risk to
Department of Homeland Security personnel or other individuals whom the Department
is responsible for protecting;
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(10) Physical Security Information means reviews or reports illustrating or disclosing
facility infrastructure or security vulnerabilities related to the protection of Federal
buildings, grounds, or property. For example, threat assessments, system security plans,
contingency plans, risk management plans, business impact analysis studies, and
certification and accreditation documentation;

(11) Privacy Information includes both Personally Identifiable Information (PII) and
Sensitive Personally Identifiable Information (SPII). PII refers to information that can be
used to distinguish or trace an individual’s identity, either alone, or when combined with
other information that is linked or linkable to a specific individual; and SPII is a subset of
PII that if lost, compromised, or disclosed without authorization could result in
substantial harm, embarrassment, inconvenience, or unfairness to an individual. To
determine whether information is PII, the DHS will perform an assessment of the specific
risk that an individual can be identified using the information with other information that
is linked or linkable to the individual. In performing this assessment, it is important to
recognize that information that is not PII can become PII whenever additional
information becomes available, in any medium or from any source, that would make it
possible to identify an individual. Certain data elements are particularly sensitive and
may alone present an increased risk of harm to the individual.

(i) Examples of stand-alone PII that are particularly sensitive include: Social
Security numbers (SSNs), driver’s license or State identification numbers, Alien
Registration Numbers (A-numbers), financial account numbers, and biometric
identifiers.

(i1) Multiple pieces of information may present an increased risk of harm to the
individual when combined, posing an increased risk of harm to the individual.
SPII may also consist of any grouping of information that contains an individual’s
name or other unique identifier plus one or more of the following elements:

(A) Truncated SSN (such as last 4 digits);
(B) Date of birth (month, day, and year);
(C) Citizenship or immigration status;
(D) Ethnic or religious affiliation;

(E) Sexual orientation;
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(F) Criminal history;
(G) Medical information; and

(H) System authentication information, such as mother’s birth name,
account passwords, or personal identification numbers (PINs).

(iii) Other PII that may present an increased risk of harm to the individual
depending on its context, such as a list of employees and their performance
ratings or an unlisted home address or phone number. The context includes the
purpose for which the PII was collected, maintained, and used. This assessment is
critical because the same information in different contexts can reveal additional
information about the impacted individual.

Federal information means information created, collected, processed, maintained,
disseminated, disclosed, or disposed of by or for the Federal Government, in any medium or
form.

Federal information system means an information system used or operated by an agency

or by a Contractor of an agency or by another organization on behalf of an agency.

Handling means any use of controlled unclassified information, including but not limited
to marking, safeguarding, transporting, disseminating, re-using, storing, capturing, and disposing
of the information.

Incident means an occurrence that—

(1) Actually or imminently jeopardizes, without lawful authority, the integrity,
confidentiality, or availability of information or an information system; or

(2) Constitutes a violation or imminent threat of violation of law, security policies,
security procedures, or acceptable use policies.

Information Resources means information and related resources, such as personnel,
equipment, funds, and information technology.

Information Security means protecting information and information systems from

unauthorized access, use, disclosure, disruption, modification, or destruction in order to
provide—
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(1) Integrity, which means guarding against improper information modification or
destruction, and includes ensuring information nonrepudiation and authenticity;

(2) Confidentiality, which means preserving authorized restrictions on access and
disclosure, including means for protecting personal privacy and proprietary information;
and

(3) Availability, which means ensuring timely and reliable access to and use of
information.

Information System means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of information.

(b) Handling of Controlled Unclassified Information.

(1) Contractors and subcontractors must provide adequate security to protect CUI
from unauthorized access and disclosure. Adequate security includes compliance
with DHS policies and procedures in effect at the time of contract award. These
policies and procedures are accessible at https://www.dhs.gov/dhs-security-and-
training-requirements-contractors.

(2) The Contractor shall not use or redistribute any CUI handled, collected,
processed, stored, or transmitted by the Contractor except as specified in the
contract.

(3) The Contractor shall not maintain SPII in its invoicing, billing, and other
recordkeeping systems maintained to support financial or other administrative
functions. It is acceptable to maintain in these systems the names, titles, and
contact information for the Contracting Ofticer’s Representative (COR) or other
government personnel associated with the administration of the contract, as
needed.

(4) Any government data provided, developed, or obtained under the contract, or
otherwise under the control of the Contractor, shall not become part of the
bankruptcy estate in the event a Contractor and/or subcontractor enters
bankruptcy proceedings.
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(c) Incident Reporting Requirements.

(1) Contractors and subcontractors shall report all known or suspected incidents to
the Component Security Operations Center (SOC) in accordance with Attachment
F, Incident Response, to DHS Policy Directive 4300A Information Technology
System Security Program, Sensitive Systems. If the Component SOC is not
available, the Contractor shall report to the DHS Enterprise SOC. Contact
information for the DHS Enterprise SOC is accessible at htips://www.dhs.gov/dhs-
security-and-training-requirements-contractors. Subcontractors are required to
notify the prime Contractor that it has reported a known or suspected incident to
the Department. Lower tier subcontractors are required to likewise notify their
higher tier subcontractor, until the prime contractor is reached. The Contractor
shall also notify the Contracting Officer and COR using the contact information
identified in the contract. If the report is made by phone, or the email address for
the Contracting Officer or COR is not immediately available, the Contractor shall
contact the Contracting Officer and COR immediately after reporting to the
Component or DHS Enterprise SOC.

(2) All known or suspected incidents involving PII or SPII shall be reported
within 1 hour of discovery. All other incidents shall be reported within 8 hours of
discovery.

(3) CUI transmitted via email shall be protected by encryption or transmitted
within secure communications systems. CUI shall be transmitted using a FIPS
140-2/140-3 Security Requirements for Cryptographic Modules validated
cryptographic module identified on Attps.//csrc.nist. gov/projects/cryptographic-
module-validation-program/validated-modules. When this is impractical or
unavailable, for Federal information systems only, CUI may be transmitted over
regular email channels. When using regular email channels, Contractors and
subcontractors shall not include any CUI in the subject or body of any email. The
CUI shall be included as a password-protected attachment with the password
provided under separate cover, including as a separate email. Recipients of CUI
information will comply with any email restrictions imposed by the originator.

(4) An incident shall not, by itself, be interpreted as evidence that the Contractor
or Subcontractor has failed to provide adequate information security safeguards
for CUI or has otherwise failed to mect the requirements of the contract.
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(5) If an incident involves PII or SPII, in addition to the incident reporting
guidelines in Attachment F, Incident Response, to DHS Policy Directive 4300A
Information lechnology System Security Program, Sensitive Systems, Contractors
shall also provide as many of the following data eclements that are available at the
time the incident is reported, with any remaining data elements provided within
24 hours of submission of the initial incident report:

(1) Unique Entity Identifier (UEI);

(i1) Contract numbers affected unless all contracts by the company are
affected;

(ii1) Facility CAGE code if the location of the event is different than the
prime Contractor location;

(iv) Point of contact (POC) if different than the POC recorded in the
System for Award Management (address, position, telephone, and email);
(v) Contracting Officer POC (address, telephone, and email);

(vi) Contract clearance level;

(vii) Name of subcontractor and CAGE code if this was an incident on a
subcontractor network;

(viii) Government programs, platforms, or systems involved;

(ix) Location(s) of incident;

(x) Date and time the incident was discovered;

(x1) Server names where CUI resided at the time of the incident, both at
the Contractor and subcontractor level,

(xii) Description of the government P11 or SPII contained within the
system; and

(xiii) Any additional information relevant to the incident.

(d) Incident Response Requirements.

(1) All determinations by the Department related to incidents, including response
activities, will be made in writing by the Contracting Officer.

(2) The Contractor shall provide full access and cooperation for all activities
determined by the Government to be required to ensure an effective incident
response, including providing all requested images, log files, and event
information to facilitate rapid resolution of incidents.

(3) Incident response activities determined to be required by the Government may
include, but are not limited to, the following:
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(1) Inspections;

(i1) Investigations;

(111) Forensic reviews;

(iv) Data analyses and processing; and

(v) Revocation of the Authority to Operate (ATO), if applicable.

(4) The Contractor shall immediately preserve and protect images of known
affected information systems and all available monitoring/packet capture data.
The monitoring/packet capture data shall be retained for at least 180 days from
submission of the incident report to allow DHS to request the media or decline
interest.

(5) The Government, at its sole discretion, may obtain assistance from other
Federal agencies and/or third-party firms to aid in incident response activities.

(e) Certificate of Sanitization of Government and Government-Activity-Related Files and
Information. Upon the conclusion of the contract by expiration, termination, cancellation, or as
otherwise indicated in the contract, the Contractor shall return all CUI to DHS and/or destroy it
physically and/or logically as identified in the contract unless the contract states that return
and/or destruction of CUI is not required. Destruction shall conform to the guidelines for media
sanitization contained in NIST SP 800-88, Guidelines for Media Sanitization. The Contractor
shall certify and confirm the sanitization of all government and government-activity related files
and information. The Contractor shall submit the certification to the COR and Contracting
Officer following the template provided in NIST SP 800-88, Guidelines for Media Sanitization,
Appendix G.

(f) Other Reporting Requirements. Incident reporting required by this clause in no way
rescinds the Contractor’s responsibility for other incident reporting pertaining to its unclassified
information systems under other clauses that may apply to its contract(s), or as a result of other
applicable statutory or regulatory requirements, or other U.S. Government requirements.

(g) Subcontracts. The Contractor shall insert this clause in all subcontracts and require
subcontractors to include this clause in all lower tier subcontracts when subcontractor employees
will have access to CUI; CUI will be collected or maintained on behalf of the agency by a
subcontractor; or a subcontractor information system(s) will be used to process, store, or transmit
CUL
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9. NOTIFICATION AND CREDIT MONITORING REQUIREMENTS FOR
PERSONALLY IDENTIFIABLE INFORMATION INCIDENTS (JULY 2023)

(a) Definitions. Privacy Information includes both Personally Identifiable Information
(PI) and Sensitive Personally Identifiable Information (SPII). PII refers to information that can
be used to distinguish or trace an individual’s identity, either alone, or when combined with other
information that is linked or linkable to a specific individual; and SPII is a subset of PII that if
lost, compromised, or disclosed without authorization could result in substantial harm,
embarrassment, inconvenience, or unfairness to an individual. To determine whether information
is PII, the DHS will perform an assessment of the specific risk that an individual can be
identified using the information with other information that is linked or linkable to the
individual. In performing this assessment, it is important to recognize that information that is not
PII can become PII whenever additional information becomes available, in any medium or from
any source, that would make it possible to identify an individual. Certain data elements are
particularly sensitive and may alone present an increased risk of harm to the individual.

(1) Examples of stand-alone PII that are particularly sensitive include: Social Security
numbers (SSNs), driver’s license or State identification numbers, Alien Registration
Numbers (A-numbers), financial account numbers, and biometric identifiers.

(2) Multiple pieces of information may present an increased risk of harm to the individual
when combined, posing an increased risk of harm to the individual. SPTI may also consist
of any grouping of information that contains an individual’s name or other unique
identifier plus one or more of the following elements:

(1) Truncated SSN (such as last 4 digits);
(i1) Date of birth (month, day, and year);
(1i1) Citizenship or immigration status;
(iv) Ethnic or religious affiliation;

(v) Sexual orientation;

(vi) Criminal history;

(vil) Medical information; and

(viii) System authentication information, such as mother’s birth name, account
passwords, or personal identification numbers (PINs).
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(3) Other P11 that may present an increased risk of harm to the individual depending on
its context, such as a list of employees and their performance ratings or an unlisted home
address or phone number. The context includes the purpose for which the PII was
collected, maintained, and used. This assessment is critical because the same information
in different contexts can reveal additional information about the impacted individual.

(b) PII and SPII Notification Requirements.

(1) No later than 5 business days after being directed by the Contracting Officer, or as
otherwise required by applicable law, the Contractor shall notify any individual whose
PII or SPII was either under the control of the Contractor or resided in an information
system under control of the Contractor at the time the incident occurred. The method and
content of any notification by the Contractor shall be coordinated with, and subject to
prior written approval by, the Contracting Officer. The Contractor shall not proceed with
notification unless directed in writing by the Contracting Officer.

(2) All determinations by the Department related to notifications to affected individuals
and/or Federal agencies and related services (e.g., credit monitoring) will be made in
writing by the Contracting Officer.

(3) Subject to government analysis of the incident and direction to the Contractor
regarding any resulting notification, the notification method may consist of letters to
affected individuals sent by first-class mail, electronic means, or general public notice, as
approved by the Government. Notification may require the Contractor’s use of address
verification and/or address location services. At a minimum, the notification shall
include:

(1) A brief description of the incident;

(i1) A description of the types of PII or SPII involved;

(iii) A statement as to whether the PII or SPII was encrypted or protected by other
means;

(iv) Steps individuals may take to protect themselves;

(v) What the Contractor and/or the Government are doing to investigate the
incident, mitigate the incident, and protect against any future incidents; and

(vi) Information identifying who individuals may contact for additional
information.
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(c) Credit Monitoring Requirements. The Contracting Officer may direct the Contractor
to:

(1) Provide notification to aftected individuals as described in paragraph (b).

(2) Provide credit monitoring services to individuals whose PII or SPII was under the
control of the Contractor or resided in the information system at the time of the incident
for a period beginning the date of the incident and extending not less than 18 months
from the date the individual is notified. Credit monitoring services shall be provided from
a company with which the Contractor has no affiliation. At a minimum, credit monitoring
services shall include:

(i) Triple credit bureau monitoring;

(1) Daily customer service;

(iii) Alerts provided to the individual for changes and fraud; and

(iv) Assistance to the individual with enrollment in the services and the use of
fraud alerts.

(3) Establish a dedicated call center. Call center services shall include:

(1) A dedicated telephone number to contact customer service within a fixed
period;

(i1) Information necessary for registrants/enrollees to access credit reports and
credit scores;

(ii1) Weekly reports on call center volume, issue escalation (i.e., those calls that
cannot be handled by call center staff and must be resolved by call center
management or DHS, as appropriate), and other key metrics;

(iv) Escalation of calls that cannot be handled by call center staff to call center
management or DHS, as appropriate;

(v) Customized Frequently Asked Questions, approved in writing by the
Contracting Officer in coordination with the Component or Headquarters Privacy
Officer; and

(vi) Information for registrants to contact customer service representatives and
fraud resolution representatives for credit monitoring assistance.

10. INFORMATION TECHNOLOGY SECURITY AWARENESS TRAINING (JULY
2023)
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(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor
employees (hereafter referred to collectively as “Contractor’). The Contractor shall insert the
substance of this clause in all subcontracts.

(b) Security Training Requirements.

(1) All users of Federal information systems are required by Title 5, Code of Federal
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security awareness
materials annually or whenever system security changes occur, or when the user’s
responsibilities change. The Department of Homeland Security (DHS) requires that
Contractor employees take an annual Information Technology Security Awareness Training
course before accessing sensitive information under the contract. Unless otherwise specified,
the training shall be completed within thirty (30) days of contract award and be completed on
an annual basis thereafter not later than October 31st of each year. Any new Contractor
employees assigned to the contract shall complete the training before accessing sensitive
information under the contract. The training is accessible at http://www.dhs.gov/dhs-security-
and-training-requirements-contractors. The Contractor shall maintain copies of training
certificates for all Contractor and subcontractor employees as a record of compliance. Unless
otherwise specified, initial training certificates for each Contractor and subcontractor
employee shall be provided to the Contracting Officer’s Representative (COR) not later than
thirty (30) days after contract award. Subsequent training certificates to satisfy the annual
training requirement shall be submitted to the COR via e-mail notification not later than
October 31st of each year. The e-mail notification shall state the required training has been
completed for all Contractor and subcontractor employees.

(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor
that will have access to DHS systems and sensitive information. The DHS Rules of Behavior
shall be signed before accessing DHS systems and sensitive information. The DHS Rules of
Behavior is a document that informs users of their responsibilities when accessing DHS
systems and holds users accountable for actions taken while accessing DHS systems and
using DHS Information Technology resources capable of inputting, storing, processing,
outputting, and/or transmitting sensitive information. The DHS Rules of Behavior is
accessible at http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Unless
otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) days of
contract award. Any new Contractor employees assigned to the contract shall also sign the
DHS Rules of Behavior before accessing DHS systems and sensitive information. The
Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and
subcontractor employees as a record of compliance. Unless otherwise specified, the
Contractor shall e-mail copies of the signed DHS Rules of Behavior to the COR not later
than thirty (30) days after contract award for each employee. The DHS Rules of Behavior
will be reviewed annually, and the COR will provide notification when a review is required.

11. PRIVACY REQUIREMENTS FOR CONTRACTOR AND PERSONNEL
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In addition to FAR 52.224-1 Privacy Act Notification (APR 1984), 52.224-2 Privacy Act (APR
1984), FAR 52.224-3 Privacy Training (JAN 2017), and HSAR Clauses, the following
instructions must be included in their entirety in all contracts.

Limiting Access to Privacy Act and Other Sensitive Information

In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984), and FAR 52.224-2
Privacy Act (APR 1984), if this contract requires contractor personnel to have access to
information protected by the Privacy Act of 1974, the contractor is advised that the relevant DHS
system of records notices (SORNSs) applicable to this Privacy Act information may be found at
https://www.dhs.gov/system-records-notices-sorns. Applicable SORNS of other agencies may be
accessed through the agencies’ websites or by searching Govlinfo, available at
https://www.govinfo.gov that replaced the FDsys website in December 2018. SORNs may be
updated at any time.

Prohibition on Performing Work Qutside a Government Facility/Network/Equipment

The Contractor shall perform all tasks on authorized Government networks, using Government-
furnished IT and other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized
by the statement of work. Government information shall remain within the confines of
authorized Government networks at all times. Except where telework is specifically authorized
within this contract, the Contractor shall perform all tasks described in this document at
authorized Government facilities; the Contractor is prohibited from performing these tasks at or
removing Government-furnished information to any other facility; and Government information
shall remain within the confines of authorized Government facilities at all times. Contractors
may only access classified materials on government furnished equipment in authorized
government owned facilities regardless of telework authorizations.

Prior Approval Required to Hire Subcontractors

The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any
contractual relationship (Subcontractor) in support of this contract requiring the disclosure of
information, documentary material and/or records generated under or relating to this contract.
The Contractor (and any Subcontractor) is required to abide by Government and Agency
guidance for protecting sensitive and proprietary information.

Separation Checklist for Contractor Employees
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Contractor shall complete a separation checklist before any employee or Subcontractor employee
terminates working on the contract. The separation checklist must verify: (1) return of any
Government-furnished equipment; (2) return or proper disposal of sensitive personally
identifiable information (PII), in paper or electronic form, in the custody of the employee or
Subcontractor employee including the sanitization of data on any computer systems or media as
appropriate; and (3) termination of any technological access to the Contractor’s facilities or
systems that would permit the terminated employee’s access to sensitive PII.

In the event of adverse job actions resulting in the dismissal of an employee or Subcontractor
employee, the Contractor shall notify the Contracting Officer’s Representative (COR) within 24
hours. For normal separations, the Contractor shall submit the checklist on the last day of
employment or work on the contract.

As requested, contractors shall assist the ICE Point of Contact (ICE/POC), Contracting Officer,
or COR with completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist
by returning all Government-furnished property including but not limited to computer
equipment, media, credentials and passports, smart cards, mobile devices, PIV cards, calling
cards, and keys and terminating access to all user accounts and systems.

Contractor’s Commercial License Agreement and Government Electronic Information
Rights

Except as stated in the Performance Work Statement and, where applicable, the Contractor’s
Commercial License Agreement, the Government Agency owns the rights to all electronic
information (electronic data, electronic information systems or electronic databases) and all
supporting documentation and associated metadata created as part of this contract. All
deliverables (including all data and records) under the contract are the property of the U.S.
Government and are considered federal records, for which the Agency shall have unlimited rights
to use, dispose of, or disclose such data contained therein. The Contractor must deliver sufficient
technical documentation with all data deliverables to permit the agency to use the data.

Privacy Lead Requirements

If the contract involves an IT system build or substantial development or changes to an IT system
that may require privacy documentation, the Contractor shall assign or procure a Privacy Lead,
to be listed under the SOW or PWS’s required Contractor Personnel section. The Privacy Lead
shall be responsible for providing adequate support to DHS to ensure DHS can complete any
required PTA, PIA, SORN, or other supporting documentation to support privacy compliance.
The Privacy Lead shall work with personnel from the program office, the ICE Privacy Unit, the
Office of the Chief Information Officer, and the Records and Data Management Unit to ensure
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that the privacy documentation is kept on schedule, that the answers to questions in the PIA are
thorough and complete, and that questions asked by the ICE Privacy Unit and other offices are
answered in a timely fashion.

The Privacy Lead:

Must have excellent writing skills, the ability to explain technology clearly
for a non-technical audience, and the ability to synthesize information from a
variety of sources.

Must have excellent verbal communication and organizational skills.

Must have experience writing PIAs. Ideally the candidate would have
experience writing PIAs for DHS.

Must be knowledgeable about the Privacy Act of 1974 and the E-
Government Act of 2002.

Must be able to work well with others.

If a Privacy Lead is already in place with the program office and the contract involves IT
system builds or substantial changes that may require privacy documentation, the
requirement for a separate Private Lead specifically assigned under this contract may be
waived provided the Contractor agrees to have the existing Privacy Lead coordinate with and
support the ICE Privacy POC to ensure privacy concerns are proactively reviewed and so
ICE can complete any required PTA, PI1A, SORN, or other supporting documentation to
support privacy compliance if required. The Contractor shall work with personnel from the
program office, the ICE Office of Information Governance and Privacy, and the Office of the
Chief Information Officer to ensure that the privacy documentation is kept on schedule, that
the answers to questions in any privacy documents are thorough and complete, that all
records management requirements are met, and that questions asked by the ICE Privacy Unit
and other offices are answered in a timely fashion.
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