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on disaster-related incidents and exercises. 
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1.3.1.1 National Preparedness Goal, 2" d edition (NPG) 
1.3.1.2 National Preparedness Report (NPR) 
1.3.12 National Preparedness System 
1.3.1.4 National Prevention Framework 
1.3.1.5 National Protection Framework 
1.3.1.6 National Mitigation Framework 
1.3.1.7 National Response Framework (NRF) 
1.3.1.8 National Disaster Recovery Framework 
1.3.1.0 National Incident Management System (NMS) 
1.3.1.10 Comprehensive Preparedness Guide (CPG) 201 
1.3.1.11 Comprehensive Preparedness Guide (CPG) 101 
1.3.1.12 FEMA Strategic Plan 
1.3.1.13 FEIVIA Directive (FD) 1071Continuous Improvement Program 
1.3.1.14 National Threat and Hazard Identification and Risk Assessment 

Overview and Methodology 
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2.2 Research and Analysis This task concerns the analysis of data collected under 
task 2.1; it requires the use of quantitative and qualitative analytical capabilities in order 
to conduct analyses. 
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Provide technical assistance and support to individual customers — Federal and 
SLTT stakeholders — including managing system helpdesk, user access and 
providing technical advice, process development, and expert knowledge of 
system and requirements. 

Support technical assistance deliveries to whole community stakeholders 
on continuous improvement processes, which may cover topics such as 
implementing and managing a continuous improvement program, 
corrective action development and management, and using the continuous 
improvement process to support other preparedness activities. 
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2.7 Contract Program Management: This task includes all activities of managing 
contractor work in support of the Division. 
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cost/price, schedule, performance, and status of each key element of the PWS, 
noting any problems or risks and alternative and recommended solutions. Frequency 
of meetings is at the discretion of the government as communicated via the COR or 
designee. 
Ensure that materials needed for meetings/presentations are provided to 
Government participants two (2) business days prior to the meeting and that data 
presented at program reviews is current within not more than five (5) business days. 
Attend weekly meetings with NPAD Project Leads and provide status updates on all 
tasks. 
Provide detailed monthly reports NLT than the 15th of each month for the previous 
calendar month; that include a summary of key work performed by deliverable, 
Invoices will also be due NLT than the 15th of each month, and invoices will also be 
based on the calendar month and include segregated costs by task and by staff for 
the spend plan versus actual for that reporting period, as well as track the percent of 
hours expended each month and the hours remaining on the contract for that option 
period. 

2.8 Contract Deliverables: The following table is a list of the deliverables expected for 
the contract. Additional deliverables consistent with the tasks and activities listed in 
Section 2 of the Scope of Work will be coordinated between the COR, Project Manager 
and Contractor. 

2 
3 

Call Order Draft PMP 
 

Overall 
Call Order Final PMP 
Call Order Quality Control 
Plan Pla ... . .... . ...... . ... ...... ...... . ........ .. 
Develop Communications 
Materials . ......... 
Call Out Close Out ......... ...... ...... ... 
THIRAISPR Data Validation 
and Analysis .... ..... ..... ..... ..... ..... 
Investment Strategy for 
National Preparedness 
National Stakeholder 
Preparedness Review 
National Threat and Hazard 
Identification and Risk 

....................... Assessment (NTHIRA) ..... . ... ... . .... . ... .. .. ... ....... ..... ... ......... 
11 National Preparedness 
................ Report (NPR) 
12 Annual Unified Reporting Tool 

(URT) Requirements 
Development 

2.8 
Overall 1 2.8 ......... 
Overall 

........ ........ ...... 
1 2.8 

.... ...... ....... 
Overall 

........ ........ 
1 

......... ........ ........ 
2.8 

1 every 2 years 
(estimated) 

1 every 3 years 
(estimated) 

........ . ......... ....... ........ 
AAB 1 

2.3, 2.5, 2.6 

2.3,2.5,2.6 

...... 
2.2,2.3,2.5,26 
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.......................................................................................................................................... 
13 TH I RA Technical Assistance 

Virtual Sessions 
14 

.. .. .. ..... .. . ..... ......... . ......... .... 
THIRA Technical Assistance 
In-person Sessions 

15 Steady State Community 
Profiles 

16 Preparedness Capability 
Assessment 

17 
....... ..... ..... .... 

THIRA/SPR Data Analysis 
Tool (DAT) Development 

18 :.......................................................................................................................................... THIRA/SPR Dashboard 
19 URT Support Calls 

20 FEMA SPR Helpdesk 
(THIRA/SPR) 

21 THIRA/SPR Methodology 
Updates 

22 Online URT Maintenance 
23 National Collection Analysis 

Priorities (N CAP) 

AAB 10-12 sessions of 
1-3 hours 

AAB 3 sessions of 5 
days (estimated) 

AAB 6 (estimated) 

.............................................................. 
2.4, 2.5, 2.6, 2.7 

2.4, 2.5, 2.6, 2.7 

2.2, 2.3, 2.4, 2.5, 
2.6 

AAB 10 (estimated) 2.2, 2.3, 2.5 

AAB 3 2.4, 2.7 
. ........ ........ ........ ........ ......... ...... _ ....... 
AAB 2 2.7 
AAB ~26 (plus more if 2.7 

needed) 
AAB Year-round 2.7 

AAB 1 every 3 years 
...... ............. .. ..... ...... ...... ...... ...... ..... ..... 
AAB Year-round 
CIIB 1 

Methodologies 
24 ..:...:.:....NCAP Quarterly Briefs CIIB 4 

2.2, 2.3, 2.5, 2.6 
..... ...... ..... ........ . .................................: 

2.7 
2.2, 2.3, 2.5, 2.6 

2.2,2.3,2.5 

i " r b ♦. . r r - r r 
-♦ - _ r r r d - _• _ 

r - + rrr: -♦ rr - r _ _ r -r _l r: r 
o r - s- s s- a -a » -r ♦ • -r s 

p a - sill 
I

- _ r r r - _ - • r - r -r - - 

ProgramManager 
r r r s 

f

1 1 y

Note: The Government may designate additional Contractor personnel as Key at 
the time of award as proposed by the offeror and accepted by the Government. 
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To be considered for the position, the Assessment and Analytics Branch Leads (2) 
must have the following. 
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• Minimum of eight years recent experience managing a contract of similar 
size and scope. 

• Federal, state, and/or local Emergency Management Experience required. 
i o ri:' •' `i 

i i ci 1 ollection.

Outstanding 

i` i is is i t is d i i e d 

• Demonstrated ability to manage multiple complexes, time-critical 
support activities, including analysis and data collection. 

• Master's and 3 years of experience or equivalent 
• Outstanding written and oral communication skills. 
• Significant coursework or training in statistics (at least three courses 

beyond introductory statistics), including hypothesis testing, linear 
regression modeling, data entry, data cleaning, data wrangling, familiarity 
with assumptions and use- cases for various clustering tasks, classification 
algorithms, and non-regression modeling tasks. Graduate-level education 
preferred. 

• Demonstrated experience using Government-owned administrative or 
survey data to perform advanced hypothesis testing, linear regression 
modeling, and other statistical analyses. 

• Access to and experience with R, Python, SPSS, or Stata statistical software. 
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• Minimum of two years recent, similar project experience. 
• Bachelor's degree required. 
• Outstanding written and oral communication skills. 
• Demonstrated ability to manage multiple, time-critical support 

activities simultaneously. 

3.1 Employee Identification: Contractor employees visiting Government facilities 
shall wear an identification badge that, at a minimum, displays the Contractor 
name, the employee's photo. name, clearance-level, and badge expiration date. 
Visiting Contractor employees shall comply with all Government escort rules and 
requirements. a ll Contractor employees shall identify themselves as Contractors 
when their status is not readily apparent and display all identification and visitor 
badges in plain view above the waist at all times. 

Contractor employees working on-site at Government facilities shall wear a 
Government issued identification badge. All Contractor employees shall identify 
themselves as Contractors when their status is not readily apparent (in meetings, 
when answering Government telephones, in e-mail messages, etc.) and display the 
Government issued badge in plain view above the waist at all times. 
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To initiate the request to process contractor personnel, the Contractor shall 
provide the FEMA Contracting Officers Representative (COR) with all 
required information and comply with all necessary instructions to complete 
Section 11 of the FEMA Form 121-3-1-6, "Contract Fitness/ Security Screening 
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• the investigation was completed within the last five years, 

• it meets or exceeds the minimum requirement for the position they will 
occupy or functions they will perform on this contract, 

• the contractor personnel have not had a break in employment since the 
prior favorable adjudication, and, 

• FEMA P30 has verified the investigation and confirmed that no 
new derogatory information has been disclosed which may 
require a reinvestigation. 
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For those contractor personnel who do not have an acceptable, prior, favorable 
adjudication or who otherwise require reinvestigation, FEMA PSD will issue an 
electronic notification via email directly to the contractor applicant/personnel 
that contains the following documents, which are incorporated into this contract 
by reference, along with a link to the Office of Personnel Management's (OPM) 
Electronic Questionnaires for Investigation Processing (e-COIF) system and 
instructions for submitting the necessary information: 
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contract is deemed contrary to the public interest or inconsistent with the best 
interest of the agency may be removed. 

r i ` • !" pis .r 

The Contractor shall notify the FEMA COR of all terminations/resignations 
within 48 hours calendar days of occurrence. The Contractor must account for 
all forms of Government-  provided identification issued to contractor employees 
under a contract (i.e., the PIV cards or other similar badges) must return such 
identification to FEMA as soon as any of the following occurs: 
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FEMA may subject the contractor personnel and the Contractor to civil and 
criminal liability. 

Contractor access to unclassified, but Security Sensitive Information may be required 
under this PWS. Contractor employees shall safeguard this information against 
unauthorized disclosure or dissemination. 

r •] & nurIriIuJtRrnutIi i it1T

Contractors and subcontractors who are working on this contract shall receive 
Unauthorized Disclosure of Classified or Unclassified Information training. 
Access to the training can be obtained at: 
htt s :-lsecrarit awareress.usalearnin ovdisclosurelindex.htrnl 

Contractors and subcontractors who are working on this contract shall receive the 
OPSEC Awareness Brief. 
Access to the briefing can be obtained at 
htt l/secun t a vareness.uaslearnin ovfo 55 C' 

Insider Threat training for contractors can be found at: 
htt s:!~secrarit awarer7ess.uselearnin o~,~litawarer esslindex.htm# 

In accordance with OHS Management Directive 11042.1 contractors, 
consultants, and others to whom access is granted will abide by 11042.1; DIES 
policy regarding the identification and safeguarding of sensitive but unclassified 
information originated within DHS. It also applies to other sensitive but 
unclassified information received by DHS from other government and non-
governmental activities. 

The contractor shall: 
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All contractors and subcontractors are required to train on Unauthorized 
Disclosure of Classified or Unclassified Information to perform duties 
established by the Government during the performance period of and 
execution of this contract. 

Access to the training can be obtained at: 
htt sJ/securit a vareness.usalearnir ov~unauthori edrefresher/inde .htm 

Certificate of completion should be kept on hand by contractor and provided upon 
request to the FEMA Contracting Officer Representative within 24 hours 

I I ESThT 10.1. . 1 1I",
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guidelines adjusted for incidents such as COVID that require remote work. 
Contractors shall follow procedures for federal employees. 

:Ifoiti i .iLSi'.iiriitTr 

4.5 Travel 

Contractor travel shall be required to support this requirement. All travel required 
by the Government outside a 50 miles radius will be reimbursed to the Contractor 
in accordance with the Federal Travel Regulations. The Contractor shall be 
responsible for obtaining COR approval (electronic mail is acceptable) for all 
reimbursable travel in advance of each travel event. Payable under travel CLIN 
line in contract. 

The Contractor shall attend a Post Award Conference with the Contracting Officer 
and the COR five — ten business days after the date of award. The purpose of the 
Post Award Conference, which will be chaired by the Contracting Officer, is to 
discuss technical and contracting objectives of this contract and review the 
Contractors draft project plan. The Post Award Conference will be held at the 
Government's facility, located at 400 C ST SW Washington, DC or via 
teleconference. 

The Contractor shall provide all written reports in electronic format with read/write 
capability using applications that are compatible with DHS workstations (Windows 
and Microsoft Office Applications). 

In accordance with Federal Acquisition Regulation (FAR) 52.227-14, Rights in 
Data — General, the Government shall have unlimited rights in data first produced 
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in performance with this contract and data delivered under this contract. All 
intellectual property generated and/or delivered pursuant to this Statement of Work 
will be subject to appropriate federal acquisition regulations which entitle the 
Government to unlimited license rights in technical data and computer software 
developed exclusively with government funds, a nonexclusive "paid-up"" license to 
practice any patentable invention or discovery made during the performance of the 
Contract, and a "paid-up" nonexclusive and irrevocable worldwide license to 
reproduce all works (including technical and scientific articles) produced during the 
Contract. 
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All products, platforms and services delivered as part of this work statement that, 
by definition, are deemed ICT shall conform to the revised regulatory 
implementation of Section 508 Standards, which are located at 36 C.F.R. § 1194.1 
& Appendixes A, C & 0, and available at htt s:I~www.ecfr. ovlc i bira to t 
idpp lD=e1c6735e 5593339a db63534 59d8ecMmc=true6node= t36.3.1194 rc~i= 
div 
5. In the revised regulation, ICT replaced the term electronic and information 
technology (EIT) used in the original 508 standards. ICT includes IT and other 
equipment. 

REL0001711434 
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at htt s: ̀ Iwww.itic,.or I olio laccessibilit /vat 

2. When providing Platform as a Service (PaaS) or Software as a Service 
(SaaS), the contractor shall ensure services conform to the applicable 
Section 508 standards (including the requirements in Chapter 5 for software 
and WCAG Level A and AA Level 2.0 success criteria for web and software. 
When the requirements in Chapter 5 do not address one or more software 
functions, the Contractor shall ensure conformance to the Functional 
Performance Criteria specified in Chapter 3.) The agency reserves the right 
to request an Accessibility Conformance Report (ACR) for PaaS and SaaS 
offerings. The ACR should be created using the Voluntary Product 
Accessibility Template Version 2.2 508 (or later). The template can be 
located at htt s://www,itic.or f olio /accessibilit fv at 

3. When providing cloud hosting services (infrastructure as a Service, Platform 
as a Service, Software as a Service, etc.) the Contractor shall ensure user 
administrative screens, dashboards and portals used to configure, and 
monitor cloud services conform to the Section 508 standards. 

s • 1: o a i i -i w i • s 

. IS 

5. When developing or modifying ICT, the Contractor is required to validate 
ICT deliverables for conformance to the applicable Section 508 
requirements. Validation shall occur on a frequency that ensures Section 
508 requirements is evaluated within each iteration and release that 
contains user interface functionality. 

i i i g i i i i iI i i 
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original ICT Item's level of Section 508 conformance. 

7. When developing or modifying electronic documents and forms provided in 
a Microsoft Office or Adobe PDF format, the Contractor shall demonstrate 
conformance to the applicable to the applicable Section 508 standards 
(including TAO Level A and AA Level 2.0 Success Criteria) by 
conducting testing using the test methods published under "Accessibility 
Tests for Documents" 
at htt s.//www.dhs. ov/com fiance-test- rocesses.. 

8. When developing or modifying ICT deliverables that contain the ability to 
automatically generate electronic documents and forms in Microsoft Office 
and Adobe formats, or when the capability is provided to enable end users 
to design and author web based electronic content (i.e. surveys, 
dashboards, charts, data visualizations, etc.), the Contractor shall 
demonstrate the ability to ensure these outputs conform to the applicable 
Section 508 standards (including WCAG 2.0 Level A and AA Success 
Criteria). The Contractor shall demonstrate conformance by conducting 
testing and reporting test results based on representative sample outputs. 
For outputs produced as Microsoft Office and Adobe PDF file formats, the 
Contractor shall use the test methods published under "Accessibility Tests 
for Documents", which are published 
at htt s:t/www.d hs. ovfcom Bianca test rocesses. For outputs produced 
as web based electronic content, the Contractor shall use the DHS Trusted 
Tester for Web Methodology Version 5.0, or successor versions. This 
methodology is published at hops:/lwww.dhs, ov/trusted tester 

i I ti 
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and solutions consisting of ICT that are developed or modified pursuant to 
this contract), the Offeror shall provide an Accessibility Conformance 
Report (ACR) to document conformance claims against the applicable 
Section 508 standards. The ACR shall be based on the Voluntary Product 
Accessibility Template Version 2.0 508 (or successor versions). The 
template can be found 
at htt s://www.itic.or l olic /accessibilit /vat. Each ACR shall be 
completed by following all of the instructions provided in the template, 
including an explanation of the validation method used as a basis for the 
conformance claims in the report. 

! 

Documentation of features provided to help achieve accessibility 
and usability for people with disabilities. 

O Documentation on how to configure and install the ICT Item to 
support accessibility. 
Documentation of core functions that cannot be accessed by persons 
with disabilities. 

o Documentation of remediation plans to address non-conformance 
to the Section 508 standards 

- The : ! ra ! •: !'
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The Government will provide the workspace, equipment and supplies necessary to 
perform the on-site portion of Contractor services required in this contract, unless 
specifically stated otherwise in this work statement. 
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The Contractor shall use Government furnished information, data, and documents 
only for the performance of work under this contract and shall be responsible for 
returning all Government furnished information, data, and documents to the 
Government at the end of the performance period. The Contractor shall not 
release Government furnished information, data, and documents to outside parties 
without the prior and explicit consent of the Contracting Officer. 

s ~ ~ 
y. . j ~ :r r: ~ 3►~ ;r ~ ~► r 

The Contractor shall furnish all facilities, materials, equipment, and services 
necessary to fulfill the requirements of this contract, except for the Government 
Furnished Resources specified. 

w W.} 1R ;i ['11 J f] 

7.2 The COR will have 10 business days to review deliverables and make 
comments. The Contractor shall have 5 business days to make corrections 
and redeliver. 

!. •. - ! - . ~! r ed 1 , 
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The PRS establishes key elements of Contractor performance that represent 
"mission essential" service requirements, which are identified in the table below. 
The performance objective or "standard" describes the minimum acceptable level 
of service by the Contractor for satisfactory performance. The "Acceptable Quality 
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Level (AQL)" column displays the required level of performance, which, if not met, 
evokes the negative incentive specified in the table below. 

------ ------ ------. 
Acceptable 

. -------- -------- ------ ---------~  --------- -------- 

Performance Desired Performance Quality Monitoring 
ntiv lInce e Output Standard Level Method 

Disincentive 
AOL 

Deliverables Deliverables 98% Task Lead, COR Incentive: 
submitted on submitted on or and/or designee COR will 
time before due dates monitor due dates document 

without reminders and notes when performance 
from FEMA deliverables via CPARS 

are submitted / official 
completed government 

Monthly and Accurate and 98?/ Task Lead, COR, system of 
as needed complete reports or designee record for 
progress by the 1511 of every reviews submitted contractor 
reports to month. On a reports for performance 
document monthly basis, the accuracy, 
ongoing Contractor completeness, Disincentive: 
activities provides a review and quality COR will 

of contract document 
performance to performance 
communicate Task via CPARS 
achievements, official 
progress to date, government 
and identified system of 
performance risks. record for ---------------------- 

High  quality 
--------------------------------------- -- -- ---- 

Deliverables 
- 

95% 
------------------------------------------------------------- 

;Task Lead, COR contractor 
deliverables submitted that or designee performance 

meet or exceed review submitted 
requirements and deliverables and 
support objectives measures quality 
of PWS. against standards 
Deliverables do not in PWS, awarded 
require significant contract, Quality 
rework before Control Plan 
being accepted by (QCP) and project 
the government plan as 

appropriate. 

Deliverables Continuous 98% Task Lead, COR, 
formatted Improvement or designee 
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correctly and Program Style 
without Guide and 
grammatical commonly 
and accepted grammar 
punctuation and punctuation 
errors styles and 

standards, like 
APA, MLA and/or 
Chicago. 

i  ~. 

(a) Applicability. This clause applies to the Contractor, its subcontractors, 
and Contractor employees (hereafter referred to collectively as 
"Contractor"). The Contractor shall insert the substance of this clause in 
all subcontracts. 

(b) Definitions. As used in this clause= 

« d: . _ bed ,~# i ce _ •  ~, 
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"Sensitive Information" is defined in HSAR clause 3052.204-71, Contractor 
Employee Access, as any information, which if lost, misused, disclosed, or, 
without authorization is accessed, or modified, could adversely affect the national 
or homeland security interest, the conduct of Federal programs, or the privacy to 
which individuals are entitled under section 552a of Title 5, United States Code 
(the Privacy Act), but which has not been specifically authorized under criteria 
established by an Executive Order or an Act of Congress to be kept secret in the 
interest of national defense, homeland security or foreign policy. This definition 
includes the following categories of information: 
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(3) Information designated as "For Official Use Only," which is unclassified 
information of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person's privacy or welfare, the conduct of Federal 
programs, or other programs or operations essential to the national or 
homeland security interest: and 

"Sensitive Information Incident" is an incident that includes the known, potential, or 
suspected exposure, loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, or unauthorized access or attempted access of any 
Government system, Contractor system, or sensitive information. 

REL0001711434 



- _ s _ - _ s • ! s s s _ ! _ s ! _ 

(1) Truncated SSN (such as last 4 digits) 
(2) Date of birth (month, day, and year) 
(3) Citizenship or immigration status 
(4) Ethnic or religious affiliation 
(5) Sexual orientation 
(6) Criminal History 
(7) Medical Information 
(8) System authentication information such as mother's maiden name, 
account passwords or personal identification numbers (PIN) 

Other PI I may be "sensitive" depending on its context, such as a list of 
employees and their performance ratings or an unlisted home address or 
phone number. In contrast, a business card or public telephone directory of 
agency employees contains PH but is not sensitive. 
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http://csrc.nist.gov/publications/PubsSPs.html 
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(d) Handling of Sensitive Information. Contractor compliance with this clause, as 
well as the policies and procedures described below, is required. 
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(2) The Contractor shall not use or redistribute any sensitive information 
processed, stored, and/or transmitted by the Contractor except as 
specified in the contract. 

(3) All Contractor employees with access to sensitive information shall execute 
OHS Form 11000-6, Department of Homeland Security Non-Disclosure 
Agreement (NDA), as a condition of access to such information. The Contractor 
shall maintain signed copies of the NDA for all employees as a record of 
compliance. The Contractor shall provide copies of the signed NDA to the 
Contracting Officer's Representative (COR) no later than two (2) days after 
execution of the form. 

(4) The Contractor's invoicing, billing, and other recordkeeping systems 
maintained to support financial or other administrative functions shall not 
maintain SPIT. It is acceptable to maintain in 

these systems the names, titles and contact information for the COR or 
other Government personnel associated with the administration of the 
contract, as needed. 

(e) Authority to Operate. The Contractor shall not input, store, process, output, 
and/or transmit sensitive information within a Contractor IT system without an 
Authority to Operate (ATO) signed by the Headquarters or Component CIO, 
or designee, in consultation with the Headquarters or Component Privacy 
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(i) Security Authorization Process Documentation. SA documentation shall be 
developed using the Government provided Requirements Traceability Matrix 
and Government security documentation templates. SA documentation consists 
of the following: Security Plan, Contingency Plan, Contingency Plan Test 
Results, Configuration Management Plan, Security Assessment Plan, Security 
Assessment Report, and Authorization to Operate Letter. Additional documents 
that may be required include a Plan(s) of Action and Milestones and 
Interconnection Security Agreement(s). During the development of SA 
documentation, the Contractor shall submit a signed SA package, validated by 
an independent third party, to the COR for acceptance by the Headquarters or 
Component CIO, or designee, at least thirty (30) days prior to the date of 
operation of the IT system. The Government is the final authority on the 
compliance of the SA package and may limit the number of resubmissions of a 
modified SA package. Once the ATO has been accepted by the Headquarters 
or Component CIO, or designee, the Contracting Officer shall incorporate the 
ATO into the contract as a compliance document. The Government's 
acceptance of the ATO does not alleviate the Contractor's responsibility to 
ensure the IT system controls are implemented and operating effectively. 

(ii) Independent Assessment. Contractors shall have an independent third 
party validate the security and privacy controls in place for the system(s). 
The independent third party shall review and analyze the SA package, and 
report on technical, operational, and management level deficiencies as 
outlined in N/ST Special Publication 800-53 Security and Privacy Controls 
for Federal Information Systems and Organizations. The Contractor shall 
address all deficiencies before submitting the SA package to the 
Government for acceptance. 
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(5) Continuous Monitoring. All Contractor-operated systems that input, store, 
process, output, and/or transmit sensitive information shall meet or exceed the 
continuous monitoring requirements identified in the Fiscal Year 2014 OHS 
Information Security Performance Plano or successor publication. The plan is 
updated on an annual basis. The Contractor shall also store monthly 
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(6) Revocation ofATO. In the event of a sensitive information incident, the Government 
may suspend or revoke an existing ATO (either in part or in whole). If an ATO is 
suspended or revoked in accordance with this provision, the Contracting Officer 
may direct the Contractor to take additional security measures to secure sensitive 
information. These measures may include restricting access to sensitive 
information on the Contractor IT system under this contract. Restricting access may 
include disconnecting the system processing, storing, or transmitting the sensitive 
information from the Internet or other networks or applying additional security controls. 

(7) Federal Reporting Requirements. Contractors operating information systems on 
behalf of the Government or operating systems containing sensitive information 
shall comply with Federal reporting requirements. Annual and quarterly data 
collection will be coordinated by the Government. Contractors shall provide the 
COR with requested information within three (3) business days of receipt of the 
request. Reporting requirements are determined by the Government and are 
defined in the Fiscal Year 2014 DHS Information Security Performance Plan, or 
successor publication. The Contractor shall provide the Government with all 
information to fully satisfy Federal reporting requirements for Contractor 
systems. 

(f) Sensitive Information Incident Reporting Requirements. 
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failed to provide adequate information security safeguards for sensitive 
information or has otherwise failed to meet the requirements of the contract. 
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(i) Data Universal Numbering System (DUNS); 
(ii) Contract numbers affected unless all contracts by the company are affected; 

(iii) Facility CAGE code if the location of the event is different than the 
prime contractor location; 

(iv) Point of contact (POC) if different than the POC recorded in the 
System for Award Management (address, position, telephone, 
email); 

(v) Contracting Officer POC (address, telephone, email); 
(vi) Contract clearance level; 

(vii) Name of subcontractor and CAGE code if this was an incident 
on a subcontractor network; 
(viii) Government programs, platforms or systems involved; 
(ix) Location(s) of incident; 
(x) Date and time the incident was discovered; 

(xi) Server names where sensitive information resided at the time of the incident, 
both at the Contractor and subcontractor level; 
(xii) Description of the Government PI l and/or SPI I contained within the system; 

(xiii) Number of people potentially affected and the estimate or actual 
number of records exposed and/or contained within the system; and 
(xiv) Any additional information relevant to the incident. 

(g) Sensitive Information Incident Response Requirements. 
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(2) The Contractor shall provide full access and cooperation for all activities 
determined by the Government to be required to ensure an effective incident 
response, including providing all requested images, log files, and event 
information to facilitate rapid resolution of sensitive information incidents. 

(3) Incident response activities determined to be required by the Government 
may include, but are not limited to, the following: 
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(i) Inspections, 
(ii) Investigations, 
(iii) Forensic reviews, and 

(iv) Data analyses and processing. 

(4) The Government, at its sole discretion, may obtain the assistance from other 
Federal agencies and/or third-party firms to aid in incident response activities. 

(1) The Contractor shall have in place procedures and the capability to notify any 
individual whose PI I resided in the Contractor IT system at the time of the 
sensitive information incident not later than 5 business days after being 
directed to notify individuals, unless otherwise approved by the Contracting 
Officer. The method and content of any notification by the Contractor shall be 
coordinated with, and subject to prior written approval by the Contracting 
Officer, in consultation with the Headquarters or Component Privacy Officer, 

utilizing the OHS Privacy Incident Handling Guidance. The Contractor shall 
not proceed with notification unless the Contracting Officer, in consultation 
with the Headquarters or Component Privacy Officer, has determined in 
writing that notification is appropriate. 

(2) Subject to Government analysis of the incident and the terms of its instructions 
to the Contractor regarding any resulting notification, the notification method 
may consist of letters to affected individuals sent by first class mail, electronic 
means, or general public notice, as approved by the Government. Notification 
may require the Contractor's use of address verification and/or address location 
services. At a minimum, the notification shall include: 

(i) A brief description of the incident; 

(ii) A description of the types of P11 and SPI I involved; 

(iii) A statement as to whether the PI I or SPI I was encrypted or protected by 
other means; 

(iv) Steps individuals may take to protect themselves; 
(v) What the Contractor and/or the Government are doing to 

investigate the incident, to mitigate the incident, and to protect 
against any future incidents; and 

REL0001711434 



(1) Credit Monitoring Requirements. In the event that a sensitive information 
incident involves PII or SPII, the Contractor may be required to, as directed by 
the Contracting Officer: 

(2) Provide credit monitoring services to individuals whose data was under the 
control of the Contractor or resided in the Contractor IT system at the time of the 
sensitive information incident for a period beginning the date of the incident and 
extending not less than 18 months from the date the individual is notified. Credit 
monitoring services shall be provided from a company with which the Contractor 
has no affiliation. At a minimum, credit monitoring services shall include: 

(i) Triple credit bureau monitoring; 

(ii) Daily customer service; 

(iii) Alerts provided to the individual for changes and fraud; and 
(iv) Assistance to the individual with enrollment in the services and the 
use of fraud alerts; and/or 

(3) Establish a dedicated call center. Call center services shall include: 

(i) A dedicated telephone number to contact customer service within a 
fixed period; 
(ii) Information necessary for registrants/enrollees to access credit 
reports and credit scores; 
(iii) Weekly reports on call center volume, issue escalation (i.e., those 
calls that cannot be handled by call center staff and must be resolved by 
call center management or DHS, as appropriate), and other key metrics; 
(iv) Escalation of calls that cannot be handled by call center staff to call 
center management or OHS, as appropriate; 

(v) Customized FAQs, approved in writing by the Contracting Officer 
in coordination with the Headquarters or Component Chief Privacy 
Officer; and 
(vi) Information for registrants to contact customer service 
representatives and fraud resolution representatives for credit 
monitoring assistance. 

(j) Certification of Sanitization of Government and Government-Activity-
Related Files and Information. As part of contract closeout, the Contractor shall 

submit the certification to the COR and the Contracting Officer following the template 
provided in NIST Special Publication 800- 8 Guidelines for Media Sanitization. 

(end of clause) 
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Applicability. This clause applies to the Contractor, its subcontractors, and 
Contractor employees (hereafter referred to collectively as "Contractor"). The 
Contractor shall insert the substance of this clause in all subcontracts. 

Security Training Requirements. 

All users of Federal information systems are required by Title 5, Code of Federal 
Regulations, Part 930.301, Subpart C, as amended, to be exposed to security 
awareness materials annually or whenever system security changes occur, or 
when the user's responsibilities change. The Department of Homeland Security 
(OHS) requires that Contractor employees take an annual Information Technology 
Security Awareness Training course before accessing sensitive information under 
the contract. Unless otherwise specified, the training shall be completed within 
thirty (30) days of contract award and be completed on an annual basis thereafter 
not later than October 31st of each year. Any new Contractor employees 
assigned to the contract shall complete the training before accessing sensitive 
information under the contract. The training is accessible at 
htt :ifwww.dhs. ovidhs seca~rit and trainin re uirernents contractors. The 
Contractor shall maintain copies of training certificates for all Contractor and 
subcontractor employees as a record of compliance. Unless otherwise specified, 
initial training certificates for each Contractor and subcontractor employee shall 
be provided to the Contracting Officer's Representative (COR) not later than 
thirty (30) days after contract award. Subsequent training certificates to satisfy the 
annual training requirement shall be submitted to the COR via e-mail notification 
not later than October 31st of each year. The e-mail notification shall state the 
required training has been completed for all Contractor and subcontractor 
employees. 

... ` Rules i ce
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Unless otherwise specified, the Contractor shall e-mail copies of the signed OHS 
Rules of Behavior to the COR not later than thirty (30) days after contract award 
for each employee. The OHS Rules of Behavior will be reviewed annually, and 
the COR will provide notification when a review is required. 

Privacy Training Requirements. All Contractor and subcontractor employees that 
will have access to Personally Identifiable Information (PH) and/or Sensitive PH 
(SPI l) are required to take Privacy at OHS: Protecting Personal Information 
before accessing PII and/or SPII. The training is accessible at 
http://www.dhs.gov/dhs-securit W trainin_requirements-contractors, 
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(end of clause) 
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