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2. CFDA NO.
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DHS Grants and Financial Assistance Division (GFAD)

3. ASSISTANCE TYPE Cooperative Agreement

301 7ih Street, SW, RM 3061

4. GRANT NO. 22STESE00001-01-00
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From 110172021 Thraugh 0613072631 AUTHORIZATION (Legisiation/Regulations)

7. BUBGET PERIOD MDD YYY MDDIYYYY Homeland Security Act of 2002, Section 308, as amended, P.L. 107-296
From 11/01/2021 Through 06/30/2022 codified at 6 U S.C. 188

8. TITLE OF PROJECT (OR PROGRAM)

SENTRY - Soft Target Engineering to Neutralize the Threat Reality
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380 Huntington Ave
Boston, MA $2115-5005

10b. FEDERAL PROJECT OFFICER
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Washington, DC 20447

ALL AMGURNTS ARE SHOWN IN USD

11. APPROVED BUDGET (Excludes Direct Assistance}
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a.  Salaries and Wages
b. Fringe Benefits

c. Total Personnei Costs

d. Eguipment L.
e, Supplies
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g.  Construction  cceicieiaiaeans

h. Other L
i Confractual ..
i TOTAL DIRECT CCSTS

735,978.00
139,713.00
£575,689.00

15,088.00

a. Amount of Federal Financial Assistance (from itermn 11m) 3,600.000.00
b. Less Unobligated Balance From Prior Budget Periods 0.00
¢. Less Cumulative Prior Award(s) This Budgst Period 0.00
d. AMOUNT OF FINANCIAL ASSISTANCE THIS ACTION 3,600,000.00
13. Total Federal Funds Awarded to Date for Project Period 3,600,000.00

14. RECOMMENDED FUTURE SUPPORT
{Subject to the availabiiily of funds and satisfactory progress of the projact):

k. INDIRECT COSTS

. TOTAL APPROVED BUDGET

&04.00 YEAR TOTAL DIRECT COSTS YEAR TOTAL DIRECT COSTS
.................. - E
14,000.00
.................. b 3 o &
.................. 000 | c 4 .7
_______________ 48.660.00 | 15. PROGRAM INCOME SHALL BE USED IN ACCORD WITH ONE OF THE FOLLOWING
. ALTERNATIVES:
.................. 1,957 002.00 Y VAL cosTe b
c. M
asssoooooooocle 2,889,043.040 d. o) CH (Add J Deduct Gption)
- o HMARKS)
710,857.00

M. Federal Share

rn.  Non-Federal Share

16. THIS AWARD IS BASED ON AN APPLICATION SUBMITTED TO. AND AS APPROVED BY, THE FEDERAL AWARDING AGENCY
ON THE ABOVE TITLED PROJECT AND IS SUBJECT TO THE TERMS AND CONDITIONS INCORPORATED EITHER DIRECTLY
OR BY REFERENCE 1N THE FOLLOWING:

The grant program le
Th

if any, noted below under REM
and sudit reguirements 2

ng or otherwise ir
Acceptance of th t terms and condi
o frore the grant payment system.

[ e 1o the grant, hove v of precedence shall
ns is acknowledged by the grantee when funds are drawn or otherwise

REMARKS  (Other Terms and Conditions Attached - & Yes

**All the funds are restricted pending @ revised budget and revised workplan®
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7 nd [ Street, SW
Washington DC , DC 20407
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NOTICE OF AWARD (Continuation Sheet)

PAGE 20f2

DATE ISSUED
11/01/2021

GRANT NO.

22STESE00001-01-00

Federal Financial Report Cycle

Reporting Period Start Date

Reporting Period End Date

Reporting T

Reporting Period Due Date

01/01/2022 03/31/2022 Quarterly 04/30/2022
04/01/2022 06/30/2022 Quarterly 07/30/2022
07/01/2022 09/30/2022 Quarterly 10/30/2022
10/01/2022 12/31/2022 Quarterty 01/30/2023
01/01/2023 03/31/2023 Quarterly 04/30/2023
04/01/2023 06/30/2023 Quarterly 07/30/2023
07/01/20623 (09/30/2023 Quarterly 10/30/2023
10/01/2023 12/31/2023 Quarterly (1/30/2024
01/01/2024 (03/31/2024 Quarterly (04/30/2024
04/01/2024 (06/30/2024 Quarterly (07/30/2024
07/01/2024 09/30/2024 Quarterly 10/30/2024
10/01/202 1273172024 Quarterly 01/30/2025
01/01/2025 03/31/2025 Quarterly 04/30/2025
04/01/2025 06/30/2025 Quarterly 07/30/2025
07/01/2025 09/30/2025 Quarterly 10/30/2025
10/01/2025 12/31/20625 Quarterly 01/30/2026
01/01/2026 03/31/2026 Quarterly 04/30/2026
04/01/2026 06/30/2026 Quarterly 07/30/2026
07/01/2026 (9/30/2026 Quarterly 10/26/2026
10/01/2026 12/31/2026 Quarterly (1/30/2027
01/01/2027 (43/31/2027 Quarterly (04/30/2027
04/01/2027 06/30/2027 Quarterly 07/30/2027
07/01/2027 09/30/2027 Quarterly 10/30/2027
10/01/2027 12/31/2027 Quarterly 01/30/2028
01/01/2028 03/31/2028 Quarterly 04/30/2028
04/01/2028 06/30/2028 Quarterly 07/30/2028
07/01/2028 09/30/2028 Quarterly 10/30/2028
10/01/2028 12/31/2028 Quarterly 01/30/2029
01/01/2029 03/31/2029 Quarterly 04/30/2029
04/01/2029 (6/30/2029 Quarterly (7/30/2029
07/01/2029 (9/30/2029 Quarterly 10/36/2029
10/01/2029 12/31/2029 Quarterly (41/30/2030
O1/01/2030 (43/31/2030 Quarterly (14/30/2030
04/01/2030 (6/30/2630 Quarterly (7/30/2030
07/01/2030 (9/30/2030 Quarterly 10/30/2030
10/01/2030 12/31/2030 Quarterly 01/30/2031
01/01/2031 03/31/2631 Quarterly 04/30/2031
04/01/2031 06/30/2031 Final 09/28/2031

%]
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AWARD ATTACHMENTS

Northeastern University 228TESEQOO0C1-01-00

1. FINAL_AWARD ESE LETTER
2. FINAL_2021 COE TERMS AND CONDITIONS
3. FY 2021 DHS Standard Terms and Conditions Version 11.4 Dated February 17 2021

4. INTRO TO GMM
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U.S. Department of Homeland Security
Washington, DC 20528

Security

November 1, 2021

Electrical & Computer Eng.
College of Engineering

Attn:

360 Huntington Avenue, 540-177
Boston, Mass 02115-5006

Re: Grant Number# 225TESE00001-01-00, (Award Amount $3,600,000- restricted)

Dear N

Thank vou for vour application in response to the Department of Homeland Security’s
Notice of Funding Opportunity (NOFQO), DHS-21-5T-061-ESE-001.” The amount of this
award is $3,600,000 {three million six hundred thousand) dollars. The entire amount is
restricted until an amendment is issued lifting the restrictions. The funds are restricted
pending a revised budget and revised workplan.

The Department of Homeland Security’s Grants and Financial Assistance Division
(GFAD) utilizes the Payment Management system and the GrantSolutions grants
management system to manage all financial assistance awards. Please see below for
important information regarding account establishment and navigating the system.

Pavment Management (PMS)

Payment of funds for this award will be made through the Department of Health and
Human Services (DHHS) Payment Management System (PMS). PMS is a full service
central payment and cash management system. Iencourage immediate completion of
the required PMS forms. You will not receive payment for any work performed on this
grant until these forms are properly submitted to PMS and an account has been
established. If your organization has never received grant funds from my office, the

scanned, and returned to PMS via email. These forms, along with instructions may be
found at: hitps:/ /pms.psc.eov/ erant-recipients/ access-newuser.himl . When
completing the SF1199A form, Section 2 should contain the following information:
Department of Homeland Security, 245 Murray Lane, SW, Washington, DC 20528-0115.
If you have received grant funds through my office in the past, you will not be
required to submit these forms. However, do contact me to verify your account
information prior to accessing funds.
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GrantSolutions.gov

GrantSolutions is an online Federal grant management system. It provides a venue for
the Department of Homeland Security (OPO/GFAD) to work with you, the grantee, to
manage your grant. GrantSolutions is a web-based system, therefore you can access
information about your grant anywhere you have Internet access. The benefits of this
system are:

» Better services to grantees through improved internal coordination of activities;

e (Grantees will be better able to manage projects because they will have more
access to information held by the Federal government; and

* A more uniform way of processing grants for both grantors and grantees.
Please note, that if your organization has grants with other Federal Departments
or Agencies that use GrantSolutions, then you may also have access to these
grants within your grant portfolio when you login to GrantSolutions.

All grantees will be able to access their grant portfolio, submit continuation
applications, submit financial status reports, access grant related correspondence, and

request amendments through GrantSolutions.

Grantee User Accounts

All users within the GrantSolutions system must have an account established. Please
see the following link to access the Grantee User Account form:

hitps:/ /www erantsolutions.cov /support/registration.himl Accounts should be
established for the Program Director and Authorizing Official at your organization as
well as any other users who require access and notifications of award activity. All
Grantee User Account forms should be submitted directly to the GrantSolutions Help
Desk at help@grantsolutions.gov
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GrantSolutions System Navigation

To help your organization become familiar with the GrantSolutions system, please
share the following training link and attached Grantee User Guide with all relevant
staff at your organization:

GranteeRecorded Webinar Link = hitpy/hbs.adobeconnechcomfproviZdksiar

If you have questions concerning this award, please contact me at ||| GzGz@z;q o via

e-mail a¢

Congratulations on your success. Ilook forward to working with you in the coming
year.

Sincerely,

Grants Officer

Grants and Financial Assistance Division (GFAD)
Office of Procurement Operations
Office of the Chief Procurement Officer

Enclosures

cc (via email): DHS Program Officer; _
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CENTER OF EXCELLENCE (COE}
COOPERATIVE AGREEMENT TERMS AND CONDITIONS
GRANTS AND FINANCIAL ASSISTANCE DIVISION (GFAD)

in addition to the DHS Standard Terms and Conditions as outlined here: hitp://www dhs.gov/publicationffy15-
ghs-standard-tenms-and-conditions , the following Terms and Conditions apply specifically to this award as
administered by the Grants and Financial Assistance Division {GFAD):

1. Recipient shall submit all projects and programs funded under this Award to DHS for review and

approval.

2. Recipient shall compete fully and fairly, to the maximum extent practicable, all projects funded under
this Award unless DHS has provided written approval otherwise.

3. Recipient shall submit annual work plans for the activities for this Award to DHS for review and
approval ahead of the next budget period, including individual recipient activities or projects.
Modifications to any project or program funded under this award should be submitted to DHS for review
and approval before initiating new work.
a. Annual work plans must provide information on the overall activities of the Center. The work plan
shall include:
i. Summary of the Center’s strategic vision and activities;
ii. Summary of Center communication and transition activities;
iii. Summary of Center management efforts including management decision making apparatus and
review process to monitor project progress;
iv. Detailed descriptions on each Center project {including sub-recipient projects) to include:
o Abstract {objectives, outcomes, value proposition)
o Objective/Purpose
o Baseline
o Methodology
o Project milestones
o Performance metrics used to evaluate progress & assessments of current concept of
operations and baselines/state of the art in use
o Transition plans to include development steps, intellectual property management plans, &
market specific considerations
o Stakeholder engagement
o Potential programmatic risks to completion; and,
o Project cutcomes and outputs, including information on how project outcomes will advance
or impact current policies, procedures, technologies or capabilities.
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v. Budget information categorized by both object class and project, including budget justification.
DHS requires Centers to submit a budget that maps to the key competencies and activities
necessary for a Center to deliver useful technologies and knowledge products to the Department.
The competency areas also align to the criteria DHS utilizes to evaluate its Centers of Excellence
Program. Centers should allocate resources in the following categories: Administration &
Execution, Research & Development, Education & Training, Customer Qutreach & Communication,
and Transition. The following categories should be included in the budget request. Centers should
work with PM’s to identify minimum expenditures in each category necessary to address Biennial
Evaluation Criteria:

1. Administration and Execution {labor)
a. Director
b. Executive Director
¢. Professional Project Management Staff & Financial Staff
d. Travel to sub-contractor sites

2. Research and Development
a. Principal Investigator & supporting investigators {labor)
b. Data acquisition {licenses, fees, etc.)

c. Materials

d. Supplies

e. Equipment

f. Facilities

g. Project travel {consistent with iv. Customer outreach)

3. Education and Training
a. Staff {labor)
b. Scholarships
¢. Fellowships
d. Internships
e. Workforce development classes/webinars/seminars
f. Course & curriculum development {labor}
g. Summer workshops {labor, facilities, materials)
h. MSI program support {labor)

4. Customer Outreach and Communication
a. Professional Strategic Communications Expert {labor)
b. Communications support staff {labor)
c. Travel for all Center functions to DHS customers including project level travel
d. Communication services, products, materials
e. Annual meeting and outreach events — not including travel {technical and customer
engagements)

5. Transition
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a. Technology development professional {labor)

b. IP due diligence costs {labor legal)

c. Business planning evaluations — financial modeling to support stage gate decisions {labor
business)

d. IP submission costs e.g. trademark, copyright expenses

e. Market assessments {labor}

f. Licensing costs for background P

g. Initial operations and maintenance costs {vendor services)

h. Unit testing and evaluation — {labor , facilities, supplies/equipment/materials)

i. Concept or technology integration costs {in customer environments or to meet final customer
requirements, e.g. FISMA accreditation)

4, Recipient shall organize and participate in technical reviews of the research and education efforis
funded under this Award annually, at a minimum, or as determined by the DHS Program Officer.

5. Recipient shall participate in 2 DHS managed, biennial review of the Center’s progress against
milestones, scientific guality, and commitment from the end user for the activities funded under this
Award. The DHS Program Officer will select a review panel of subject matter experts representing
government, industry and academia, to the exient practicable.

6. Recipient shall participate in at least two DHS Science and Technology (S&T) outreach events per year
for the purposes of sharing information on the research, development, and education efforts funded
under this Award.

7. Recipient agrees to work with the technology transfer office of recipient’s institution to engage in
technology transfer and commercialization activities, as appropriate.

8. DHS has an interest in publications generated from DHS-funded research for program awareness. The
Recipient shall include in progress reports a list of publications produced under this Award during the
refevant budget period to the DHS Program Officer. DHS encourages Recipients to keep the DHS Program
Officer informed about the anticipated release of significant publications. Please refer to Article i,
Section L, for information on Enhancing Public Access to Publications.

9. Co-Authoring of Reports and Articles. Papers, presentations, or other documents co-authored by a DHS

employee and a COE researcher will be subject to DHS’s publications approval process prior to
dissemination of the publication by the authors. Recipient shall submit these publications to the DHS
author for DHS clearance at least sixty {60} days prior to dissemination of the publication. Recipient
agrees to submit all required DHS clearances with the publication materials to the DHS Program Officer of
Record.

10. Data Acquisition and Management Plan
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a. Within thirty {30} days of initiating work on any research project that requires access to third party
data, including data provided by DHS Component agencies, the Recipient must provide a plan for
acquiring data as described in (b} below. The Recipient shall coordinate review of the plan with the
University Privacy Officer prior to submission to DHS. The Recipient shall submit its plan to the DHS
Program Officer for review and comment within thirty {30} days of initiating research. DHS will review
the plan and notify the Recipient of any concerns that may be identified. The Recipient shall review
the Data Acquisition and Management Plans at least annually and identify or update, as necessary, any
new areas of research that require access to third party data.

b. The plan must include the following information for each project {See 11d for data definitions):

i. The purpose for collecting the data and characteristics of the data. If the data is deemed privacy
sensitive, the Recipient must comply with the applicable federal, state, and local privacy laws, as
well as DHS and university/research institute policies regarding the collection and use of personally-
identifiable information (PH).
ii. The uses of the data.
iii. A written commitment from the data’s owner{s) to provide the Recipient the required data and
the conditions under which the data will be provided.
iv. A plan for the disposal or retention of the data after the research ends.
¢. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-
awards/contracts at any tier where the sub-Recipient may use, generate or have access to

government facilities and sensitive or classified information.

11. Information Protection Plan: The Parties agree that all research conducted under this Award is
intended to have publicly releasable results. Accordingly, no research under this Award should involve,

use, or generate sensitive information, which includes Pli, and/or classified information {see item d of this
section for Definitions). As a condition of access to this Center of Excellence, DHS agrees not to provide
the Recipient any data or information that is sensitive or classified, i.e., information or data that would
not be released completely in response to a request under the Freedom of information Act, 5 US.C. §
552. Should the Recipient receive any data or information from DHS that the Recipient has reason to
believe may be sensitive or classified, within 24 hours, the Recipient shall (1) notify the DHS Grants
Management Specialist named in the award documents; {2} shall send such data or information to the
Grants Management Specialist, unless otherwise directed by DHS; (3] shall erase or otherwise destroy any
vestige of such data or information in its records and computer systems; and (4} shall notify the Grants
Management Specialist of the means and time of such destruction.
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In order to ensure research under this Award does not involve, use, or generate sensitive or classified
information, intenticnally or accidentally, Recipient shall develop an Information Protection Plan that
incorporates policies and procedures that properly define, recognize, and protect such sensitive or
classified information. Recipient will submit its plan to the DHS Program Officer for review and
comment within thirty {30} days of award. The Recipient will be notified of any concerns that may be
identified once the plan is reviewed by DHS. The recipient will review the Information Protection Plan
at least annually and update as necessary for new or existing areas of research that may involve
sensitive information. Recipient will submit any updates to the Information Protection Plans along with
annual reports to the DHS Program Officer for review and comment.

a. Recipient further understands and agrees that despite the best efforts of the Parties to avoid
research under this Award that involves, uses, or generates sensitive or classified information, the
possibility exists that such information could nonetheless be involved, used or generated and be
subject to protection by law, executive order, regulation or applicable DHS policies. The Recipient is,
therefore, responsible for compliance with all applicable laws, regulations and policies. Nothing in this
Award shall be construed to permit any public disclosure of sensitive and/or classified information in
violation of these restrictions.

b. The Information Protection Plan will ensure the Recipient identifies, secures, and prohibits public
disclosure of “sensitive or classified information.” Recipient maintains responsibility for their due
diligence in identifying and properly marking any information governed by U.S. export controls
regulations. For further information on applicable export controls, please see Article |l, Section H of
this award.

¢. Reguired Notifications to DHS:

i. If Recipient determines that research under this Award involved, used, or generated sensitive or
classified information, it agrees to secure the information in accordance with its Information
Protection Plan and notify the DHS Program Officer immediately.

ii. The Recipient shall inform the DHS Program Officer in writing within 24 hours of the Recipient
becoming aware of any potential security lapses involving either: the handling requirements for
sensitive or classified information; or material failure of individuals to follow the Information
Protection Plan.

d. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-

awards/contracts at any tier where the sub-Recipient may use, generate or have access to
government facilities and sensitive or classified information.

e. Definitions: For purposes of this section.
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i. Sensitive Information. General Definition. Any information, the loss, misuse, disclosure, or
unauthorized access to or modification of which could adversely affect the national or homeland
security interest, or the conduct of federal programs, or the privacy to which individuals are
entitled under Section 552a of title 5, United States Code {the Privacy Act}, but which has not been
specifically authorized under criteria established by an Executive Order or an Act of Congress to be
kept secret in the interest of national defense, homeland security or foreign policy. This definition

includes the following categories of information:

o Protected Critical Infrastructure Information {PClHH} as set out in the Critical Infrastructure
Information Act of 2002 {Title |I, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196
Stat. 2135), as amended, the implementing regulations thereto {Title 6, Code of Federal
Regulations, Part 29} as amended, and any supplementary guidance officially communicated in
writing by an authorized official of the Department of Homeland Security {including the PClI
Program Officer or his/her designee);

o Information designated as “For Official Use Only,” which is unclassified information of a sensitive
nature and the unauthorized disclosure of which could adversely impact a person’s privacy or
welfare, the conduct of federal programs, or other programs or operations essential to the
national or homeland security interest; and

o Personally-ldentifiable Information {Pll}. Any information that permits the identity of an
individual to be directly or indirectly inferred, including any information that is linked or linkable to
that individual, regardless of whether the individual is a U.S. citizen, legal permanent resident,
visitor to the U.5., or employee or contractor to the Department.

o Sensitive Pll is Pll which if lost, compromised, or disclosed without authorization, could result in
substantial harm, embarrassment, inconvenience, or unfairness to an individual.

ii. Classified Information. Defined as information designated in accordance with Executive Order
12958,

12. Information Technology Security
a. As a condition of access to this Center of Excellence, DHS agrees not to provide the Recipient any
data or information that is sensitive or i.e., information or data that would not be released
completely in response to a request under the Freedom of Information Act, 5 U.5.C. § 552. Should
the Recipient receive any data or information from DHS that the Recipient has reason to believe
may be sensitive or classified, within 24 hours, the Recipient shall {1} notify the DHS Grants
Management Specialist named in the award documents; (2} shall send such data or information to
the Grants Management Specialist, unless otherwise directed by DHS; (3] shall erase or otherwise

destroy any vestige of such data or information in its records and computer systems; and {4} shall
notify the Grants Management Specialist of the means and time of such destruction.

13. Foreign Participation Reporting Instructions
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The admittance of foreign detailees, scientists, and students into DHS sponsored/funded academic
and other programs may result in continuous exposure of DHS information, personnel, IT systems,
technologies, facilities, resources, and programs by non-U.S. citizens. In order to mitigate this
potential security risk, DHS Management Policy 121-08 stipulates all foreign detailees, scientist,
professors, principle investigators, and student nominees involved in long-term {greater than 30
days) DHS sponsored/funded academic or other DHS programs must submit a DHS Form 11055 to
the DHS Office of Chief Security Officer. The University is required to ensure all foreign
investigators and students working on DHS sponsored/funded research or receiving tuition or
fravel support of any kind through this award, complete DHS Form 11055, to report all foreign
national students/teaching assistants. Within the Form, Section | {(Foreign National Information),
Section I {Foreign National Information -Passport/Visa), and Section lil {Foreign National
Information (Employer Information) must be completed. Sponsor information will be completed
internally at S&T.

Please complete, save and return Form 1105 by email to: Rebecca.Medina@hqg.dhs.gov. Do Not
Use the “Submit” button on the form. Form 11055 shall be submitted within 30 days of the end of
the budget period for the upcoming annual workplan. For individual engagements with Foreign
Nations, the Recipient will submit Form 11055 at least 30-days prior to the activity in which the
foreign nationals participate. Please indicate your Center of Excellence affiliation and position title
in the email.

14. intellectual Property Management

a. It is vitally important that both Parties understand their respective intellectual property rights and
applicable obligations under this Award.

b. Recipients should refer to both 2 CFR § 215 “Uniform Administrative Requirement for Grants and
Agreements with Institutions for Higher Education, Hospitals” and 37 CFR § 401 “Rights to Inventions
Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and
Cooperative Agreements” for a complete summary of their rights and responsibilities.

¢. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-

awards/contracts at any tier where the sub-Recipient may use, generate or have access to
government facilities and sensitive or classified information.
d. Definitions: Please refer to Article Il. Section J.

15. Research Safety Plan
a. DHS COE research addresses issues of importance to intelligence and counter-terrorism agencies,

law enforcement, or emergency responders, all of which involve inherent risks. To ensure that
researchers and research facilities funded through this Award meet the highest safety standards
possible, DHS requires every Recipient of a COE award to develop a Research Safety Plan. The
Recipient shall review the Research Safety Plan at least annually and identify or update, as necessary,
any new areas of research or sub-recipients conducting research activities under this plan. This review
will also ensure that all sub-recipients conducting research covered by this plan have developed and
implemented appropriate safety plans and periodic safety training in accordance with their
institutional policies and procedures. Recipient will submit any updates to the Research Safety Plan to
the DHS Program Officer for review and comment.
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b. The Research Safety Plan must include, at a minimum, the following:
i. Identification of possible research hazards associated with the types of research to be conducted
under this Award;
ii. Research protocols or practices that conform to generally accepted safety principles applicable
to the nature of the research;
iii. The Recipient’s processes and procedures to ensure compliance with the applicable protocols
and standards;
iv. The Recipient’s processes and procedures to ensure the prevention of unauthorized activities
conducted in association with this Award;
v. Faculty oversight of student researchers;
vi. Research safety education and training to develop a culture of safety;
vii. Access control, where applicable;
viii. Independent review by subject matter experts of the safety protocols and practices; and
ix. Demonstrated adherence to all safety-related terms and conditions contained elsewhere in this
Award.
c. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-
awards/contracts at any tier where the sub-Recipient may conduct research where safety protocols
are necessary to conduct safe research.

16. Public Communication: The Recipient shall update all required project information for entry intc a
DHS project database. Posting and updating Center and project level information is a condition for
receiving further annual funding increments. Project updates foliow pre-determined categories of
information that must be populated at least annually.

17. COE Science and Engineering Workforce Development:
Should the COE work with DHS through this initiative, the recipient shall follow the below terms and
conditions:

a. DHS must ensure that U.S. citizens are trained in homeland security-related science and engineering
disciplines in order to maintain U.5. leadership in science and technology, as required by the
Homeland Security Act of 2002. Only U.5. citizens can work with federal, state and local agencies in
the agencies’ secure offices and operating environments and can obtain security clearances and access
to sensitive information needed to conduct research into homeland security issues.

b. Under this initiative, each COE may use COE Science and Engineering Workforce Development
tuition assistance and stipends to support U.5. students studying the topics of and working on
homeland security research projects of their COEs.

Ninety-two percent (92%) of funds must go directly to support undergraduates, graduates, or a

combination of undergraduate and graduate, students who are U.S. citizens working in the recipient

COE’s research area.

REL0001347887



¢. All students supported by COE Workforce Development funds shall report directly to COE faculty or
staff and shall work primarily on COE projects. Student participation in COE activities must take
precedence to other research or employment for students to be eligible for COE support. COE
activities include but are not limited to the following: supporting COE management activities, working
on COE research projects, teaching, and experiential learning related to COE research topics.

d. Grants may be used to complement existing funding sources for students that are selected as
participants but may not supplant or be used in lieu of other COE funds. DHS expects a net increase in
the number of students supported in COE programs funded through this section. These funds must be
awarded only to newly supported students.

e. All COEs working with DHS on this initiative must develop and submit a Workforce Development
work plan to DHS Program Manager for review and approval ahead of the next budget period,
including individual recipient activities or projects. Modifications to any project or program funded
under this award should be submitted to DHS for review and approval before initiating new work.

The work plan shall include:
i. A description of the COE’s established or proposed science and engineering research and
coursework including how research experiences will be incorporated into the program.

ii. Details of an application and award process for selecting recipients. This process must include
input from external subject matter experts {SMEs). Qualified students must meet the following
minimum standards:

1. Must be U.S. citizens.

2. Must currently be in good academic standing and maintain good academic standing for the
duration of participation in the program.

3. Must major in science and engineering-related discipline associated with the COE research
areas. These funds may not be used to support the completion of professional degrees {law
school, medical school, etc.)

4, NOTE: Many positions in the homeland security field require a background check. Therefore,
the student selection process and program experiences should include plans to address these
requirements.

5. A commitment to facilitate student attendance at a professional conference within a science
and engineering-related field of study.

6. Adescription of how the COE will assign qualified academic mentors for each recipient from
the student’s field of study.

7. A plan to make awards within one year of receipt of funds. Recipient institutions must award
tuition assistance and stipends to students attending COE-affiliated institutions and working on
COE research, development or technology transition projects. The students must be supported
for up to 2 years for undergraduates and 3 years for graduate students or for the duration of
their studies whichever is less. COEs may adjust this amount to account for other monetary
awards to individual students.
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8. For undergraduates, awards shall cover up to 100% but not less than 50% of tuition and
mandatory fees {or equivalent), plus a stipend of no more than 51,200 per month for twelve
months. Stipends can be less than 51,200 per month if appropriate for the geographic region or if
paid summer internships can be secured.

9. For graduate students, awards shall cover up to 100% but not less than 50% of tuition and
mandatory fees {or equivalent), plus a stipend of no more than 52,700 per month for twelve
months. Stipends can be less than $2,700 per month if appropriate for the geographic region or if
paid internships can be secured.
iii. A plan for identifying and placing students in the two required ten week internships that
complement DHS COE approved research or are operational venues that work in the COE field of
study. Internships should take place away from the student’s home institution. Students must receive
a stipend and travel/lodging support to an internship location during summer months for 2 summers if
paid internships cannot be secured. Funds budgeted for stipends during summer months may be re-
budgeted if paid internships are secured.

iv. Details of a strategy to ensure supported students proactively seek and obtain paid employment
within the Homeland Security Enterprise {DHS, federal/state/iocal government, etc.) for at least one
year after graduation.

1. Employment requirement will be waived for those entering the military/military
school, or with a commitment to teach Science and Engineering at the
elementary or secondary level.

2. Undergraduate students will be allowed a deferment of the one-year service
requirement if they have been accepted into a Science and Engineering related
graduate program. Include a plan for managing and tracking this type of deferment.

v. An approach to evaluating student success

vi. A plan to monitor the activity of individual students o assure compliance with program
requirements; develop a mitigation strategy; and establish procedures to ensure funds are used
appropriately.

vii. A plan to monitor student’s homeland security employment placement for up to six years after
graduation from the program.

In addition to the usual monitoring and technical assistance, the following identifies DHS responsibilities under
this Award:
1. DHS shall determine if a kickoff meeting is required for proposed projects or proposed continuations of
existing projects. DHS shall coordinate with appropriate DHS staff, Center staff and Center researchers
prior to project initiation.

2. DHS shall approve or disapprove annual work plans and any modifications to the work plans for this
Award {See Article 1, A.).
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3. DHS shall conduct ongoing monitoring of the activities of Recipient’s workplan and activities funded
through this Award through face-to-face and/or telephone meetings and review of progress reports.

4. DHS shall coordinate biennial reviews in cooperation with the Recipient during the Project Period to
provide guidance on how the research and education programs need to evolve to align with the needs of
the Homeland Security Enterprise consistent with the COE mission. The biennial review evaluates the
Center’s long-term strategy, relevance of the research and education to DHS mission needs and
technology gaps, stakeholder engagement, research quality, outreach efforts and management of the
activities funded under this Award. The DHS Program Officer will select a review panel of subject matter
experts representing government, industry and academia for the biennial review.

5. DHS coordination with the Recipient will include, but is not limited to:
a. Providing strategic input as necessary on an ongoing basis;
b. Coordinating research and development activities that support the national research agenda; and

¢. Creating awareness and visibility for this program.

6. DHS may modify this Award to support additional research projects funded by DHS or other sources
provided that these projects meet three conditions:

a. Are research for a public purpose that addresses homeland security research priorities;

b. Fall within scope of the grant or cooperative agreement; and

¢. Conform to federal assistance agreements {grant and cooperative agreement) guidelines.

7. DHS employees may co-author publications with COE researchers. Any publication co-authored by DHS
staff will be subject to DHS's publications approval process prior to dissemination of the publication as
required under ltem 9, in Section A.

8. DHS shall review and provide comments on the Recipient’s Information Protection Plan as required
under Item 11 in Section A.

9. DHS shall review and provide comments on the Recipient’s Research Safety Plan as required under ltem
14 in Section A.

10. DHS may create a Board of Directors that provides guidance and direction to the DHS Program Officer
regarding the Recipient’s research plan.

11. DHS may invite subject matter experts, end users, or stakeholders to assist in evaluating the Center’s
annual workplan, annual meetings, or other events for the purpose of reviewing project quality and/or

providing relevant operational perspectives.

12. DHS shall facilitate initial engagement with Homeland Security Enterprise stakeholders, but recipient
is expected to maintain ongoing engagement for research areas of interest to the stakeholders.
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1. Budget Revisions.

a. The Recipient shall obtain prior written approval from the DHS Grants Officer for transfers of funds
between direct cost categories in the approved budget, when such cumulative transfers among those
direct cost categories exceed ten percent of the total approved budget.

b. The Recipient shall obtain prior written approval from the DHS Grants Officer for any budget
revision that would result in the need for additional resources/funds.

c. The Recipient is not authorized at any time to transfer amounts budgeted for direct costs to the
indirect costs line item or vice versa, without prior written approval of the DHS Grants Officer.

2. Extension Request.
a. Extensions to the Period of Performance can only be authorized in writing by the DHS Grants
Officer.
b. The extension request shall be submitted to the DHS Grants Officer sixty (60) days prior to the
expiration date of the performance period.
c. Requests for time extensions to the Period of Performance will be considered, but will not be
granted automatically, and must be supported by adequate justification to be processed. The
justification is a written explanation of the reason or reasons for the delay; an outline of remaining
resources/funds available to support the extended Period of Performance; and a description of
performance measures necessary to complete the project. Without performance and financial status

reports current and justification submitted, extension requests shall not be processed.

d. DHS has no obligation to provide additional resources/funding as a result of an extension.

1. Prior to the purchase of Equipment in the amount of $5,000 or more per unit cost, the recipient must
obtain the written approval from DHS.

2. For equipment purchased with Award funds having a $5,000 or more per unit cost, the Recipient shall
submit an inventory that will include a description of the property; manufacturer model number, serial

number or other identification number; the source of property; name on title; acquisition date; and cost
of the unit; the address of use; operational condition of the property; and, disposition data, if applicable.
This report will be due with the Final Progress Report 120 days after the expiration of the project period,

and shall be submitted via GrantSolutions using the help/support guidance found here:
https://www.grantsclutions.gov/support/pfd/GrantRecipientProcessPerformanceProgressReport.pdf
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1. Annual Federal Financial Reports. The Recipient shall submit a Federal Financial Report {SF-425) into
the GrantSolutions system no later than thirty {30) days after the end of the budget period end date. The
report shall be submitted via GrantSolutions using the FFR submission guidance found here:
https://www.grantsolutions.gov/support/granteeUsers.htmi.

2. Final Federal Financial Report. The Recipient shall submit the final Federal Financial Report (5F-425)

into the GrantSolutions system no later than 120 days after the end of the reporting period end date. The
report shall be submitted via GrantSolutions using the FFR submission guidance found here:
https://www. grantsolutions.gov/support/granteeUsers.html.

3. Quarterly Federal Financial Reports {Cash Transaction). The Recipient shall submit the Federal Financial

Report {SF-425) Cash Transaction Report to the Department of Health and Human Services, Payment
Management System. Quarterly Cash Transaction reports shall be submitted no later than 1/30, 4/30,
7/30, and 10/30.

The Recipient shall be paid in advance using the U.S. Department of Health and Human Services/Payment
Management System, provided it maintains or demonstrates the willingness and ability to maintain
written procedures to minimize the time elapsing between the transfer of the funds from the DHS and
expenditure disbursement by the Recipient. When these requirements are not met, the Recipient will be
required to be on a reimbursement for costs incurred method.

Any overpayment of funds must be coordinated with the U.S. Department of Health and Human
Services/Payment Management System.

1. Annual Performance Reports. The Recipient shall submit semi-annual performance reports into the
GrantSolutions system for review and acceptance by DHS as a condition for receiving further annual
funding increments. Semi-Annual performance reports are due six {6) months after the start of each
budget year {July 1) and no later than sixty {60} days after the end of the Center’s budget period of each
vear. Annual reports must provide a summary of the activities conducted during the prior budget year.
The report shall be submitted via www.GrantSolutions.gov using the performance reporting feature and
submission guidance found here: https://www.grantsolutions.gov/support/granteeUsers.htm|

a. Performance reports must provide information on the overall progress of the Center based on the
activities discussed in the corresponding work plan. These reports should map work plan activites
{activities planned) to those activities performed during the year to include:
i. Summary reports on the Center’s strategic vision and support justification
ii. Summary of Center communication and transition activities;
iii. Summary of Center management efforts including decision making apparatus;
iv. Performance reports on each Center Project should include:
o Explanation of any changes from the initially approved workplan
o Objective/Purpose
o Baseline
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o Methodology

o Project milestones

o Performance metrics used to evaluate progress & assessments of current concept of
operations and baselines/state of the art in use

o Transition plans to include development steps, intellectual property management plans, &
market specific considerations

o Stakeholder engagement

o Potential programmatic risks to completion; and,

o Progress against each milestone outcomes and outputs and explanation of why any items
were not reached

o Unanticipated problems and plans for addressing them; and

o Information supported by data on how project outcomes will advance or impact current
technologies or capabilities.

v. Budget information {narrative and figures) categorized by both object class and project as
described in Article |, A, item 3.v.

vi. If applicable, include a certification that no patentable inventions were created during the
budget period.

vii. Updates to the Center’s Information Protection Plan and Researcher Safety Plan as needed.

b. If the performance report contains any information that is deemed proprietary, the Recipient will
denote the beginning and ending of such information with the following heading:
HEXREEDROPRIETARY INFORMATION®#*%%*

2. Annual COE Science and Engineering Workforce Development Report. COEs working with DHS through
the COE science and engineering workforce development initiative will submit a separate Science and
Engineering Workforce Development Annual Performance Report to the DHS Grants Officer.

a. The report shall compare actual accomplishments to the approved project objectives and shall
include:
i. A program overview section on the goals, objectives and accomplishments to date; total number
of students supported; total number of students graduated; total number of students still enrolled;
number of graduate students supported; number of undergraduate students supported; total
number of students currently emploved full time in a Homeland Security related position

ii. A student report for each supported student including: student name; current status of student
{graduated/enrolled); degree {masters, bachelors, PhD}; major; dates of funding; total funding
amount; description of complete internship/research experiences; workshops/conference
attended; publications, presentations, poster sessions; other relevant accomplishments/success
stories; copy of student resume.
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3. Final Performance Report. The Recipient shall submit the Final COE Performance Report into the
GrantSolutions system no later than 120 days after the expiration of the Project Period {See Section H).
The report shall be submitted via GrantSolutions using the Grant Note submission guidance found here:
https://www.grantsolutions.gov/support/pdf/GrantRecipientProcessPerformanceProgessReport.pdf.

a. The Final COE Performance Report shall include:
i. An executive summary and final summary abstracts for each sub-project across all years of the
period of performance.
ii. Address the areas identified above in the annual report section.

4. The Final COE Science and Engineering Workforce Development Performance Report. COEs working
with DHS through the COE science and engineering workforce development initiative will submit final

reports within ninety {90) days after the expiration date of the performance period of this initiative to the
DHS Grants Officer.
a. The Final COE Science and Engineering Workforce Development Performance Report shall include:

i. Post completion employment plans for each student scholar/fellow or an explanation for student
leaving the program.

ii. Summary of research accomplishments and contributions, post-award activity and post-
graduation placement, new skills or knowledge acquired

The Period of Performance is the Project Period approved for the supported activity and is comprised of
one or more Budget Periods as reflected on the Notice of Award cover page.

1. Project Period. The Project Period is reflected in the Notice of Award, block 5 and the current budget
period in block 7. All COEs’ annual performance periods shall run from July 1 to June 30 of the following
vear. An exception is made for the first performance period, which will run from the date of award to
June 30 of the following year. Subsequent years’ funding is contingent on acceptable performance, as
determined by the Department of Homeland Security’s {(DHS’s), acceptance and approval of each non-
competing continuation application, and the availability of the next year’s annual DHS appropriations.
The Recipient shall only incur costs or obligate funds within the Project Period for approved activities.

2. Budget Period. The Budget Period shall be for a period of 12 months, from July 1, through June 30 of
the following year.
a. Additional funding will be provided for subsequent Budget Periods of the project, contingent on all
of the following:
i. Acceptable performance of the project as determined by the DHS under this Award;
ii. Acceptance and approval by the DHS of each noncompeting continuation application;

iii. Acceptance and approval by the DHS of each previous Annual Performance Report and

iv. Subject to the availability of appropriated funds.

3. Non-Competing Continuation Requirements.
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a. Ninety {90} days prior to the expiration date of each budget period, the Grants Officer will request
submission of the annual incremental funding request details via www.GrantSolutions.gov. The
Recipient shall submit a non-competing continuation application to request the next Budget Period’s
incremental funding and a separate request for any possible carryover of prior year funds.

The non-competing continuation application shall include:
i. An annual project work plan as described in Article A, Item 3

ii. Carryover of Funds. Recipients are required to submit a separate Carryover Application for the
unobligated balances remaining from funds awarded in one budget period to be carried over to the
next succeeding budget period. This submission is due fo the DHS Grants Officer and DHS Program
Manager 90 days prior to budget period expiration {e.g., March 31) and is a best estimate at the
budget period expiration from the recipient {lead university and all sub-recipients). The Program

Officer will review the Carryover justification, in consultation with the DHS Grants Officer, and
provide input to the Grants Officer that the justification is reasonable and the carryover funds
should be used to complete any objectives which remain unmet from the prior budget period.
Requests for carryover of funds from one Budget Period to the next Budget Period shall be
submitted separately via email to the DHS Grants Officer with an SF 424 (R&R) face page and shall
include:

1. A brief description of the projects or activities and milestones to be carried forward,

2. The amount of funds to be carried over,

3. The reason the projects or activities were not completed in accordance with the project

timeline, and

4. The impact on any future funding for the projects or activities.

iii. The DHS Program Officer will review the continuation application submission and provide input
to the Grants Officer as to whether the Continuation Application is consistent with the approved

work plan.

iv. COE Science and Engineering Workforce Development annual workplan and budget justification:

COEs retain the ability to balance financial support as appropriate if students have or will receive
other sources of funding. Should the COE work with DHS through this initiative, the recipient will

submit an annual workplan described in Article 1, A, ltem 16.

The Recipient shall not, without the prior written approval of the DHS, request reimbursement, incur
costs or obligate funds for any purpose pertaining to the operation of the project, program, or activities
prior to the approved Budget Period.

. ARTICLE I, GENERAL TERMS
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The Recipient shall retain financial records, supporting documents, statistical records, and all other
records pertinent to this Award for a period of three {3} years from the date of submission of the final
expenditure report. The only exceptions to the aforementioned record retention requirements are the
following:

1. If any litigation, dispute, or audit is started before the expiration of the 3-year period, the records shall
be retained until all litigation, dispute or audif findings involving the records have been resolved and final
action taken.

2. Records for real property and equipment acquired with federal funds shall be retained for 3-years after
final disposition.

3. The DHS Grants Officer may direct the Recipient to transfer certain records to DHS custody when he or
she determines that the records possess long term retention value. However, in order to avoid duplicate
recordkeeping, the DHS Grants Officer may make arrangements for the Recipient to retain any records
that are continuously needed for joint use.

DHS, the Inspector General, Comptroller General of the United States, or any of their duly authorized
representatives, have the right of timely and unrestricted access to any books, documents, papers, or
other records of the Recipient that are pertinent to this Award, in order to make audits, examinations,
excerpls, transcripts and copies of such documents. This right also includes timely and reasonable access
to Recipient's personnel for the purpose of interview and discussion related to such documents. The
rights of access in this award term are not limited to the required retention period, but shall last as long
as records are retained.

With respect to sub-recipients, DHS shall retain the right to conduct a financial review, require an audit,
or otherwise ensure adequate accountability of organizations expending DHS funds. Recipient agrees to
include in any sub-award made under this Agreement the requirements of this award term {Access to

Records).

The Compliance Assurance Program Office {CAPQO)} is comprised of the DHS Treaty Compliance Office
{TCO), Export Control Group {ECG), and the DHS Regulatory Compliance Office (RCO). The Compliance
Assurance Program Manager {CAPM) is the DHS official responsible for overseeing CAPO and
implementing procedures to ensure that the Recipient and any Recipient institutions/collaborators under
this Award comply with international treaties, federal regulations, and DHS policies for Arms Control

Agreements, Biosafety, Select Agent and Toxin Security, Animal Care and Use, the Protection of Human
Subjects, Life Sciences Dual Use Research of Concern, and Export Controls.

CAPO collects and reviews relevant documentation pertaining to this Award on behalf of the CAPM.
Additional guidance regarding the review process is provided in the following sections, along with contact
information. This guidance applies to the Recipient and any/all Recipient institutions involved in the
performance of work under this Award. The Recipient is responsible for ensuring that any/all Recipient
institutions and collaborators comply with all requirements and submit relevant documentation, as
outlined in sections C — G below, for work being performed under this Award.
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The Recipient and any Recipient institution shall conduct all biological and chemical defense research,
development, testing, evaluation, and acquisition projects in compliance with all arms control agreements
of the U.S,, including the Chemical Weapons Convention {CWC) and the Biological Weapons Convention
{(BWC). DHS Directive 041-01, Compliance With, and Implementation of, Arms Control Agreements,

requires review of all such projects, including classified projects; projects involving biclogical and/or
chemical agents, surrogates, or simulants; and non-laboratory activities related to biological and/or
chemical agents {e.g., literature reviews, simulations, and/or modeling activities) to be systematically
evaluated for compliance at inception, prior to funding approval, whenever there are any project
changes, and whenever in the course of project execution an issue potentially raises a compliance
concern.

1. Requirements for Initial Treaty Compliance Review. To ensure compliance with DHS Directive 041-01,
for each biological and/or chemical defense-related effort {including non-laboratory activities related to
biological and/or chemical agents) to be conducted under this Award, the Recipient must submit the
following documentation for compliance review and certification prior to funding approval: a
completed Treaty Compliance Form (TCF) and a Statement of Work.

2. Requirements for Ongoing Treaty Compliance Review. To ensure ongoing treaty compliance for
approved biological and/or chemical defense-related efforts funded through this Award, the Recipient
must submit the following documentation for review and approval prior to any project modification
and/or whenever in the course of project execution an issue potentially raises a compliance concern: an
updated Treaty Compliance Form and an updated Statement of Work detailing the proposed

modification. The proposed project modification must receive written approval from CAPO prior to
initiation. Examples of project modifications include — but are not limited to—the addition of agents, a
change in performer, modifications to the scope of work, and changes to the technical approach.

The Recipient should contact the CAPO regarding treaty compliance issues at

to: obtain the TCF, submit the completed Form, and/or request additional
guidance regarding treaty compliance documentation and review requirements, as applicable to {1) new
biological and/or chemical defense-related efforts, or {2} modifications to previously approved efforts.
The CAPO will review all submitted materials and provide written confirmation of approval to the

Recipient once the treaty compliance certification process is complete. The Recipient and any Recipient
institution shall not initiate any new activities, or execute modifications to approved activities, prior to
receipt of this written confirmation.
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The Recipient and any Recipient institution shall conduct all biclogical laboratory work in compliance with
applicable federal regulations; the latest edition of the CDC/NIH Biosafety in Microbiological and
Biomedical Laboratories; DHS Directive 066-02, Rev 01, Biosafety; DHS Instruction 066-02-001, Biosafety;
; and any local institutional policies that may apply for Recipient institution facilities performing work
under this Award. The CAPO will review the submitted Treaty Compliance Form {TCF) for planned work
under this Award to determine the applicability of the requirements outlined in this section. The
Recipient must contact the CAPO at STregulstorveompliance®hu.dhs.gov for guidance on the
requirements, and then submit all required documentation based on CAPO guidance, prior to the
initiation of any biological laboratory work under this Award.

1. Requirements for All Biclogical Laboratory Work. Biological laboratory work includes laboratory
activities involving: {1) recombinant or synthetic nucleic acid molecules; (2) Biological Select Agents and
Toxins or ‘BSAT’; or {3) biological agents, toxins, or other biological materials that are not recombinant,

synthetic, or BSAT. Each Recipient and any Recipient institution to be conducting biological laboratory
work under this Award must submit copies of the following documentation, as required by the CAPQ after
review of the TCF{s}, for review prior to the initiation of such work:
a. Research protocol(s), research or project plan{s}, or other detailed description of the biclogical
laboratory work to be conducted;
b. Documentation of project-specific biosafety review for biological laboratory work subject to such
review in accordance with institutional policy;
¢. Institutional or laboratory biosafety manual {may be a related plan or program manual) for each
facility/laboratory to be involved in the biclogical laboratory work;
d. Biosafety training program description (should be provided as available in existing policies, plans,
and/or manuals for all relevant facilities/laboratories where waork is conducted;
e. Documentation of the most recent safety/biosafety inspection(s) for each facility/laboratory where
the biological laboratory work will be conducted,
f. Exposure Control Plan, as applicable;
g. Documentation from the most recent Occupational Safety and Health Administration (OSHA) or
State Occupational Safety and Health Agency inspection report; a copy of the OSHA Form 300
Summary of Work Related injuries and llinesses or equivalent, for the most recent calendar year; and
documentation of any OSHA citations or notices of violation received in the past five years; and

h. Documentation from the most recent U.S. Department of Transportation {DOT) inspection report;
and documentation of any DOT citations or notices of violation received in the past five {5) years.

2. Reqguirements for Research Involving Recombinant or Synthetic Nucleic Acid Molecules. Laboratory

activities involving recombinant or synthetic nucleic acid molecules research are defined by the N/H
Guidelines for Research Involving Recombinant or Synthetic Nucleic Acid Molecules, “NIH Guidelines” .
Each Recipient and any Recipient institution shall conduct all such work in compliance with the NiH
Guidelines. In addition to the documentation referenced in Section B.1 above, each facility conducting
research activities involving recombinant or synthetic nucleic acid molecules under this Award must
submit coples of the following documentation to the CAPO for review prior to the initiation of such
activities:

a. Institutional Biosafety Committee {IBC) Charter, and/or other available documentation of IBC

policies and procedures;
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b. Most recent Office of Biotechnology Activities {OBA} acknowledgement letter of the annual IBC
Report;

c. IBC-approved recombinant or synthetic nucleic acid molecules research protocol(s}; and

d. Documentation of final IBC approval for each recombinant or synthetic nucleic acid molecules
research protocol and all subsequent renewals and amendments as they occur

3. Requirements for Activities Involving Biological Select Agents and Toxins (BSAT). Planned activities
involving the possession transfer, and/or use of BSAT must be reviewed by the CAPO prior to initiation.
This requirement also applies to activities involving select toxins that fall below the Permissible Toxin
Limits, both at facilities registered with the National Select Agent Program and at unregistered facilities.
Each Recipient and any Recipient institution shall conduct all BSAT work in compliance with all applicable
regulations, including 42 C.F.R. § 73, 7 C.F.R. § 331, and 9 C.F.R. § 121, related entity- and laboratory-
specific policies and procedures, and DHS Directive 026-03, Rev 01, Safeguarding Select Agents and
Toxins; and DHS Instruction 026-03-001, Safeguarding Select Agents and Toxins. In addition to the
documentation referenced in Section B.1 above, each facility conducting activities involving BSAT
under this Award must submit copies of the following documentation to the CAPO for review prior to
the initiation of such activities:

a. Current APHIS/CDC Certificate of Registration;

b. Current versions of the Biosafety, Security, and Incident Response Plans required and reviewed
under the Select Agent Regulations; and

¢. Documentation of the most recent annual BSAT facility inspection, as required of the Responsible
Official under the Select Agent Regulations.

The Recipient should contact the CAPO at STregulatorycompliance@hq.dhs.gov to obtain the CAPO
Documentation Request Checklist, submit documentation, or request more information regarding the
DHS CAPO documentation and compliance review requirements. The CAPO will provide written
confirmation of receipt of all required documentation to the designated Point{s} of Contact. The CAPQ
will evaluate the submitted materials, along with available documentation from any previous reviews for
related work at the Recipient and Recipient institution. Additional documentation may be required in
some cases and must be submitted upon request. The CAPO will review all submitted materials and
provide written confirmation to the Recipient once all requirements have been met.

CAPO review of submitted materials may determine the need for further compliance review
requirements, which may include documentation-based and on-site components. The Recipient, and any
Recipient institutions conducting biological laboratory work under this Award, must also comply with
ongoing CAPO compliance assurance and review requirements, which may include but are not limited to
initial and pericdic documentation requests, program reviews, site visits, and facility inspections.
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The Recipient must promptly report the following to the CAPQ, along with any corrective actions taken:
{1} any serious or continuing biosafety or BSAT program issues as identified by the APHIS/CDC National
Select Agent Program, other compliance oversight authorities, or institutional-level reviews {e.g., IBC or
equivalent, laboratory safety/biosafety inspections); (2} any suspension or revocation of the APHIS/CDC
Certificate of Registration; and {3} any for-cause suspension or termination of biological, rDNA, or BSAT
activities at the laboratories/facilities where DHS-sponsored work is conducted.

Foreign Contractors/Collaborators and U.S. Institutions with Foreign Subcomponents. Foreign
organizations {including direct Contractors, Subcontractors, Grant Recipients, Sub-recipients, and
subcomponents or collaborating partners to U.S. Recipients) are subject to applicable DHS requirements
for biological laboratory activities. All entities involved in activities under this Award must comply with
applicable national and regional/iocal regulations, and standards and guidelines equivalent to those
described for U.S. institutions {e.g., BMBL and NiH Guidelines). The Recipient must provide CAPO
documentation sufficient to illustrate this compliance. The CAPO will evaluate compliance measures for
these institutions on a case-by-case basis. The Recipient must not initiate work nor provide funds for the
conduct of biological laboratory work under this Award without CAPO’s formal written approval.

The Recipient and any Recipient institution shall conduct all research involving animals under this Award
in compliance with the requirements set forth in the Animal Welfare Act of 1966 (P.L. 89-544), as
amended, and the associated regulations in 8 C.F.R., Chapter 1, Subchapter A; the Public Health Service
{PHS) Policy on Humane Care and Use of Laboratory Animals (which adopts the “U.S. Government
Principles for the Utilization and Care of Vertebrate Animals used in Testing, Research, and Training”, 50
FR 20864, May 20, 1985}; the National Research Council {NRC) Guide for the Care and Use of Laboratory
Animals; the Federation of Animal Science Societies (FASS) Guide for the Care and Use of Agricultural
Animals in Agricultural Research and Teaching; any additional requirements set forth in the DHS Directive
026-01, Rev 01, Care, Use, and Transportation of Animals in Research; and DHS Instruction 026-01-001,
Care, Use, and Transportation of Animals in Research. Each Recipient and any Recipient institution
planning to perform research involving animals under this Award must comply with the requirements
and submit the documentation outlined in this section.

1. Reguirements for Initial Review of Research Involving Animals. Research Involving Animals includes any

research, experimentation, biclogical testing, and other related activities involving live, vertebrate
animals, including any training for such activities. Each facility conducting research involving animals
under this Award must submit copies of the following documentation to the CAPO for review prior to the
initiation of such research:
a. Institutional Animal Care and Use Committee (IACUC)-approved animal research protocol(s),
including documentation of IACUC approval, any protocol amendments, and related approval
notifications;
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b. Public Health Service {PHS) Animal Welfare Assurance, including any programmatic amendments,
and the most recent NiH Office of Laboratory Animal Welfare (OLAW) approval letter for each
Recipient and Recipient institution; OR DHS Animal Welfare Assurance, if the Recipient is not funded
by the PHS and does not have a PHS Assurance on file with OLAW. Any affiliated IACUCs must be
established under the same requirements as set forth in the PHS Policy;

¢. Most recent IACUC semiannual program review and facility inspection reports covering all relevant
facilities/laboratories involved in DHS-funded work; and

d. Most recent Association for Assessment and Accreditation of Laboratory Animal Care (AAALAC)
inspection report(s) for AAALAC-accredited institution(s) housing and/or performing work involving
animals under this Award.

All documentation, as well as any questions or concerns regarding the requirements referenced above,
should be submitted to the CAPO at STregulstorveompliance@ha.dhs.gov. Additional documentation

may be required in some cases and must be submitted upon request. The CAPO will review all submitted
materials and provide written confirmation to the Recipient once all documentation requirements have
been met. Upon receipt of this written confirmation, the Recipient may initiate approved animal research
projects under this Award but must address any potential compliance issues or concerns identified by the
CAPO. Research involving the use of nonhuman primates or international collaborations involving
animal research will require more extensive review prior to approval and must not begin under this
Award without first obtaining a formal certification letter from the CAPOC.

The Recipient, as well as any Recipient institution and partner institutions conducting animal research
under this Award, shall also comply with ongoing CAPO compliance assurance functions, which may
include but are not limited to periodic site visits, program reviews, and facility inspections.

2. Reguirements for Ongoing Review of Research Involving Animals. For ongoing animal research
activities, each Recipient and any Recipient institutions must submit updates to the CAPO regarding any
amendments or changes to {including expiration, renewal, or completion of} ongoing animal protocols as
they occcur, and may be required to submit annual updates regarding the ACU program at Recipient and
Recipient institutions. Annual updates may include, but are not limited to, the IACUC semiannual

{program review and facility inspection) reports, the USDA inspection report, and the most recent
AAALAC inspection report, as applicable.

The Recipient must promptly report the following to the CAPQ, along with any corrective actions taken:
{1) any serious or continuing noncompliance with animal care and use regulations and policies adopted by
DHS (as referenced above}; (2} any change in AAALAC accreditation status; (3} any USDA Notice of
Violation; and {4) IACUC suspension of any animal research activity conducted under this Award.
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3. Foreign Contractors/Collaborators and LS. Institutions with Foreign Subcomponents. Foreign
organizations {including direct Contractors, Subcontractors, Grant Recipients, Sub-recipients, and
subcomponents or collaborating partners to U.S. Recipients) are subject to DHS approval for work
involving animals. All entities involved in activities under this Award must comply with their own
applicable national and regional/iocal regulations, standards and guidelines. The Recipient must provide
CAPO documentation sufficient to illustrate this compliance. The CAPO will evaluate compliance

measures for these institutions on a case-by-case basis to determine their sufficiency. The Recipient must

not initiate nor provide funds for the conduct of work inveolving animals at foreign institutions under this
Award without formal written approval from the CAPQ.

The Recipient and any Recipient institutions shall conduct all research involving agents and toxins
identified in sections 1.1 and 6.2.1 of the USG Policy for Oversight of Dual Use Research of Concern and
USG Policy for the Institutional Oversight of Dual Use Research of Concern , respectively, in accordance
with both policies referenced above and in accordance with any additional requirements set forth in
related DHS policies and instructions. Each Recipient and any Recipient institutions planning to perform
research involving agents and toxins identified in sections 11.1 and 6.2.1 of the USG DURC policies under
this award must submit the following documentation outlined in this section for CAPO review. Institutions
were required to implement the policy on or by September 24, 2015.

1. Requirements for Research Using DURC Agents and Toxins. To ensure compliance with the USG DURC
Policies, each facility conducting research involving the agents and toxins identified in sections HL1 and
6.2.1 of the USG DURC Policies under this Award must submit the following documentation for
compliance review by CAPC prior to the initiation of such activities.
a. Institutional Review Entity {IRE) charter, and/or other available documentation of IRE policies and
procedures, to include the contact information for the Institutional Contact for DURC {ICDUR);

b. Institution’s project-specific risk mitigation plan, as applicable;

¢. DURC training or education program description;

d. Formal annual assurance of compliance with the USG Policy for Institutional Qversight of Life
Sciences Dual Use Research of Concern;

e. A completed iDURC form and a Statement of Work,

2. Required Notifications to DHS:
a. Within thirty {30} calendar days of initial and periodic reviews of institutional review of research
with DURC potential, notify CAPO of the results, including whether the research does or does not
meet the DURC definition.
b. Report, in writing, any instances of noncompliance and mitigation measures to correct and prevent
future instances of noncompliance within thirty (30} calendar days to CAPQO.
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3. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-
awards/contracts at any tier where the sub-Recipient is performing work with agents or toxins identified
in sections 1.1 of the USG Policy for Oversight of Duaf Use Research of Concern and 6.2.1 of the USG
Policy for the Institutional Oversight of Dual Use Research of Concern .

The Recipient should contact CAPO at STregulatorycompliance@hg.dhs.gov to submit documentation or
to request more information regarding the DHS regulatory documentation and compliance review
requirements. CAPO will provide written confirmation of receipt of all required documentation to the
designated Points of Contact. CAPO will evaluate the submitted materials. Additional documentation may
be required in some cases and must be submitted upon request. CAPO will review all submitted materials
and provide written confirmation to the Recipient once all requirements have been met. Upon receipt of
this written confirmation, the Recipient may initiate approved projects under this award.

In order to meet the reporting requirements set forth in section 1IV.2 of the 2012 USG Policy for Oversight
of Life Sciences Dual Use Research of Concern (the biannual DURC Data Call}, the Recipient and any
Recipient institution shall submit documentation regarding all active, planned or recently completed
{within twelve months of the submission) unclassified intramural or extramural activities on Federally-
funded or conducted life science research projects biannually on the first Monday in May and November.
The Recipient should contact CAPO at STregulatorycompliance@hg.dhs.gov to submit documentation.
Documentation should include an update on all listed activities, including status, all agents or toxins
incorporated by strain or surrogate name, performers, contract information, and sites of activities.
Documentation should also include any changes to existing or completed projects since the most recent
submission, including—but not limited to—the addition of agents, a change in performer, modifications
to the scope of work, and/or changes to the technical approach. A supplemental report detailing all work
involving low pathogenic avian influenza virus H7N9 (LPAI H7N9S) and Middle East Respiratory Syndrome
Coronavirus {MERS-CoV).

4. Foreign Contractors/Collaborators and U.S. Institutions with Foreign Subcomponents. Foreign
organizations {including direct Contractors, Subcontractors, Grant Recipients, Sub-recipients, and
subcomponents or collaborating partners to U.S. Recipients) are subject to the iDURC policy. The

Recipient must provide CAPO documentation sufficient to illustrate this compliance. CAPO will evaluate

compliance measures for these institutions on a case-by-case basis. The Recipient must not initiate work
nor provide funds for the conduct of biological laboratory work under this Award without CAPO's formal
written approval.

The Recipient and any Recipient institutions shall conduct all Research Involving Human Subjects in
compliance with the requirements set forth in &6 CFR. § 46, Subparis A, and 45 CFR. § 46, Subparts B-D,
DHS Directive 026-04, Rev 01, Protection of Human Subjects, and DHS Instruction 026-04-001, Ensuring
Human Subjects Research Compliance, prior to initiating any work with human subjects under this Award.
Each Recipient and any Recipient institutions planning to perform research involving human subjects
under this Award must submit the documentation outlined in this section for CAPO review.
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1. Requirements for Research Involving Human Subjects. Each facility conducting work involving human
subjects under this Award is required to have a project-specific Certification of Compliance letter issued
by the CAPQ. Each Recipient must submit the following documentation to the CAPO for compliance
review and certification prior to initiating research involving human subjects under this Award:

a. Research protocol, as approved by an Institutional Review Board (IRB}, for any human subjects
research work to be conducted under this Award;

b. IRB approval letter or notification of exemption {see additional information below on exemption
determinations), for any human subjects research work to be conducted under this Award;

c. IRB-approved informed consent document(s) {templates) or IRB waiver of informed consent for
projects involving human subjects research under this Award; and

d. Federal-wide Assurance {FWA) number from the HHS Office for Human Research Protections
{OHRP), or documentation of other relevant assurance, for all Recipient institutions {including Sub-
recipients) involved in human subjects research under this Award.

2. Exemptions for Research Involving Human Subjects. Exemption determinations for human subject
research to be conducted under this Award should only be made by authorized representatives of {1} an
OHRP-registered IRB, or equivalent, or {2} the CAPO. Exemption determinations made by an OHRP-
registered IRB, or equivalent, should be submitted to the CAPO for review and record-keeping. Program
Officers, principal investigators, research staff, and other DHS or institutional personnel should not
independently make exemption determinations in the absence of an IRB or CAPO review. DHS Program
Officers {or institutions conducting human subjects’ research under this Award) seeking an exemption
determination from the CAPO should submit a request to STregulatorveompliance @ha. dhs.gov that

includes the following:
a. Research protocol or detailed description of planned activities to be conducted under this Award.

b. Identification of the exemption category that applies to the project{s} to be conducted under this
Award and explanation of why the proposed research meets the requirements for that category of
exemption.

All documentation, as well as any questions or concerns regarding the requirements referenced
above, should be submitted to the CAPO at STrepulatorveomplisnce®@hadhszov. The submitted
documentation will be retained by the CAPQO and used to conduct a regulatory compliance
assessment. Additional documentation may be required in some cases to complete this assessment.
The Recipient must provide this documentation upon request, and address in writing any compliance
issues or concerns raised by the CAPO before a certification letter is issued and participant enroliment
can begin under this Award. The CAPO will review all submitted materials and provide written

confirmation to the Recipient once all documentation requirements have been met.
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The Recipient and any Recipient institution shall submit updated documentation regarding ongoing
research involving human subjects, as available and prior to the expiration of previous approvals.
Such documentation includes protocol modifications, IRB renewals for ongoing research protocols
{“Continuing Reviews”}, and notifications of study completion.

The Recipient must promptly report the following to the CAPQ, along with any corrective actions
taken: {1} any serious or continuing noncompliance with human subjects research regulations and
policies adopted by DHS {as referenced above); and {2} suspension, termination, or revocation of IRB
approval of any human subjects research activities conducted under this Award.

Foreign Contractors/Collaborators and U.S. Institutions with Foreign Subcomponents. Foreign

organizations {including direct Contractors, Subcontractors, Grant Recipients, Sub-recipients, and
subcomponents or collaborating pariners to U.S. Recipients) are subject to all DHS and CAPO
requirements for research involving human subjects. All entities involved in activities under this Award
must comply with applicable national and regional/local regulations, and standards and guidelines
equivalent to those described for U.S. institutions {e.g., 45 CFR. § 46, including all Subparts, as
relevant). The CAPO will evaluate compliance measures for these institutions on a case-by-case basis
to determine their sufficiency. The Recipient must not initiate nor provide funds for the conduct of
work involving human subjects at foreign institutions under this Contract without formal written

approval from the CAPO.

Activities performed by the Recipient and any Recipient institution under this Award may or may not be
subject to U.S. export control regulations. The Recipient and any Recipient institution shall conduct all
such activities, to include any and all DHS-funded research and development, acquisitions, and
collaborations in full compliance with U.S. export controls—to include the Export Administration
Regulations (EAR), the International Traffic in Arms Regulations {ITAR), and the Office of Foreign Assets
Control (OFAC) Regulations. The Recipient and any Recipient institution will ensure that all legal
requirements for compliance with U.S. export controls are met prior to transferring commadities,
technologies, technical data, or other controlled information to a non-U.S. person or entity. Upon DHS
request, the Recipient and any Recipient institution must provide to CAPCO documentation and any other
information necessary to determine satisfaction of this requirement.

All documentation, as well as any questions or concerns regarding export controls, should be submitted

to the CAPQ at exporiconirols@ho.dhs.gov.
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The parties understand that information and materials provided pursuant to or resulting from this Award
may be export controlled, sensitive, for official use only, or otherwise protected by law, executive order
or regulation. The Recipient is responsible for compliance with all applicable laws and regulations.
Nothing in this Award shall be construed to permit any disclosure in violation of those restrictions.

Patent rights.

The Recipient is subject to applicable regulations governing patents and inventions, including government-
wide regulations issued by the Department of Commerce at 37 CFR Part 401, “Rights to Inventions Made
by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and
Cooperative Agreements.” The clause at 37 CFR 401.14 is incorporated by reference herein. All reports of
subject inventions made under this Award should be submitted to DHS using the Interagency Edison
system website at hittp:/fwww . iedison.gov.

Data rights.

1. General Requirements. The Recipient grants the Government a royalty free, nonexclusive and
irrevocable license to reproduce, display, distribute copies, perform, disseminate, or prepare derivative
works, and to authorize others to do so, for Government purposes in:

a. Any data that is first produced under this Award and provided to the Government;

b. Any data owned by third parties that contributed in the data provided to the Government under
this Award; or

¢. Any data requested in paragraph 2 below, if incorporated in the Award.

“Data” means recorded information, regardless of form or the media on which it may be recorded.

2. Additional requirement for this Award.
a. Reqguirement: If the Government believes that it needs additional research data that was produced
under this Award, the Government may request the research data and the Recipient agrees to provide
the research data within a reasonable time.
b. Applicability: The requirement in paragraph 2.a of this section applies to any research data that are:

i. Produced under this Award, either as a Recipient or sub-recipient;
ii. Used by the Government in developing an agency action that has the force and effect of law;
and
iii. Published, which occurs either when:
1) The research data is published in a peer-reviewed scientific or technical journal; or

2} DHS publicly and officially cites the research data in support of an agency action that has the
force and effect of law

¢. Definition of “research data:” For the purposes of this section, “research data:”
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i. Means the recorded factual material {excluding physical objects, such as laboratory samples)
commonly accepted in the scientific community as necessary to validate research findings.

ii. Excludes:
1) Preliminary analyses;
2} Drafts of scientific papers;
3) Plans for future research;
4} Peer reviews;
5) Communications with colleagues;
6} Trade secrets;
7} Commercial information;
8} Materials necessary that a researcher must hold confidential until they are published, or
similar information which is protected under law; and
9) Personnel and medical information and similar information the disclosure of which would
constitute a clearly unwarranted invasion of personal privacy, such as information that could be
used to identify a particular person in a research study.
d. Requirements for sub-awards: The Recipient agrees to include in any sub-award made under this

Agreement the requirements of this award term (Patent Rights and Data Rights) and DHS Standard
Terms and Conditions award term {Copyright}.

Post-award program income:

In the event program income becomes available to the recipient post-award, it is the recipient’s
responsibility to notify the DHS Grants Officer to explain how that development occurred, as part of their
request for guidance and/or approval. The Grants Officer will review approval requests for program
income on a case-by-case basis; approval is not automatic. Consistent with the policy and processes
outlined in 2 CFR Part 200, pertinent guidance and options, as determined by the type of recipient and
circumstances involved, may be approved by the Grant Officer.

If approval is granted, an award modification will be issued with an explanatory note in the remarks
section of the face page, concerning guidance and/or options pertaining to the

recipient’s approved request. All instances of program income shall be listed in the progress and financial
reports.

1. Publications. All publications produced as a result of this funding which are submitted for publication in
any magazine, journal, or trade paper shall carry the following:
a. Acknowledgement. “This material is based upon work supported by the U.S. Department of
Homeland Security under Grant Award Number 22STESEQ0001-01-00."

b. Disclaimer. “The views and conclusions contained in this document are those of the authors and
should not be interpreted as necessarily representing the official policies, either expressed or implied,
of the U.S. Department of Homeland Security.”
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Recipient agrees to include in any sub-award made under this Agreement the reqguirements of this award
term {Publications).

2. Use of DHS Seal and DHS S&T Logo.
The Recipient shall not use the DHS seal. The Recipient shall acquire DHS’s approval prior to using the DHS
S&T logo.

3. Enhancing Public Access to Publications. Per Article 1. Section A, DS requires that the Recipient shall
forward one electronic {PDF) copy of all publications generated under this award to the Program Officer
at the time of publication. The COE will make all publications publicaly available via the DHS storefront in
PubMed Central {PMC): https://www.ncbi.nim.nih.gov/pmc/funder/dhs in a manner consistent with
copyright law no later than 12 months after the official date of publication. DHS Policy explicitly
recognizes and upholds the principles of copyright. Authors and journals can continue to assert copyright
in publications that include research findings from DHS-funded activities, in accordance with current

practice. While individual copyright arrangements can take many forms, DHS encourages investigators to
sign agreements that specifically allow the manuscript or software to be deposited with DHS for U.S.
Government use after journal publication. Institutions and investigators may wish to develop particular
contract terms in consultation with their own legal counsel, as appropriate. But, as an example, the kind
of language that an author or institution might add to a copyright agreement includes the following:
“journal {or Software recipient} acknowledges that the Author retains the right to provide a final copy of
the final manuscript or software application to DHS upon acceptance for Journal publication or thereafter,
for public access purposes through DHS's websites or for public archiving purposes.”

The DHS, through authorized representatives, has the right, at all reasonable times, to make site visits to
review project accomplishments and management control systems and to provide such technical assistance
as may be required. If any site visit is made by the DHS on the premises of the Recipient, or a contractor
under this Award, the Recipient shall provide and shall require its contractors to provide all reasonable
facilities and assistance for the safety and convenience of the Government representatives in the
performance of their duties. All site visits and evaluations shall be performed in such a manner that will not

unduly delay the work.

Either the Recipient or the DHS may terminate this Award by giving written notice {o the other party at
least thirty (30} calendar days prior to the effective date of the termination. Failure to adhere to the
terms and conditions may result in award termination. All notices are to be fransmitted to the DHS Grants
Officer via registered or certified mail, return receipt requested. The Recipient’s authority to incur new
costs will be terminated upon arrival of the date of receipt of the letter or the date setf forth in the notice.
Any costs incurred up to the earlier of the date of the receipt of the notice or the date of termination set
forth in the notice will be negotiated for final payment. Closeout of this Award will be commenced and
processed pursuant to 2 CFR §200.339.
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Travel required in the performance of the duties approved in this Award must comply with 2 CFR Part
200.474,

Foreign travel must be approved by DHS in advance and in writing. Requests for foreign travel
identifying the travler, the purpose, the destination, and the estimated travel costs must be submitted to
the DHS Grants Officer sixty (60} days prior to the commencement of travel.

1. "Classified national security information,” as defined in Executive Order {(EQ)} 12958, as amended,
means information that has been determined pursuant to EC 12958 or any predecessor order to require
protection against unauthorized disclosure and is marked to indicate its classified status when in
documentary form.

2. No funding under this award shall be used to support a contract, sub-award, or other agreement for
goods or services that will include access to dassified national security information if the award recipient
itself has not been approved for and has access to such information.

3.  Where an award recipient has been approved for and has access to classified national security
information, no funding under this award shall be used to support a contract, sub-award, or other
agreement for goods or services that will include access to classified national security information by the
contractor, sub-awardee or other entity without prior written approval from the DBS Office of Security,
industrial Security Program Branch (ISPB), or, an appropriate official within the Federal department or
agency with whom the classified effort will be performed.

4. Such contracts, sub-awards, or other agreements shall be processed and administered in accordance
with the DHS “"Standard Operating Procedures, Classified Contracting by State and Local Entities,” dated
July 7, 2008; EOs 12829, 12958, 12968, as amended; the National Industrial Security Program Operating
Manual (NISPOM); and/or other applicable implementing directives or instructions.

5.  Immediately upon determination by the award recipient that funding under this award will be used
to support such a contract, sub-award, or other agreement, and prior to execution of any actions to
facilitate the acquisition of such a contract, sub-award, or other agreement, the award recipient shall
contact ISPB, or the applicable Federal department or agency, for approval and processing instructions.
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DHS Office of Security ISPB contact information:

Telephone:

Mail: Department of Homeland Security
Office of the Chief Security Officer

ATTN: ASD/Industrial Security Program Branch

Washington, D.C. 20528

The following are incorporated into this Award by this reference:

31 C.F.R. Part 205 Rules and Procedures for Funds Transfers

2 C.F.R. Part 200 Uniform Administrative Requirements, Cost Principles, and
Audit Requirements for Federal Awards

Application Grant Application and Assurances dated
March 10, 2021 as revised,
N/A.

1. 2 CFR Part 200, “Uniform Administrative Requirements, Cost Principles, and Audit Requirements for

Federal Awards.”

2. The terms and conditions of this Award

3. The Funding Opportunity, __ 'ST-ESE-21-001 , __'Engineering Secure Environments from

4. Application and Assurances dated 3/10/2021, N/A
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2021 DHS Standard Terms and Conditions

The 2021 DHS Standard Terms and Conditions apply to all new federal financial assistance awards
funded in FY 2021. These terms and conditions flow down to subrecipients, unless an award
term or condition specifically indicates otherwise. The United States has the right to seek
judicial enforcement of these obligations.

Assurances. Administrative Reguirements, Cost Principles, Representations and Certifications

DHS financial assistance recipients must complete either the Office of Management and Budget (OMB)
Standard Form 4248 Assurances — Mon-Construction Programs, or OMB Standard Form 4240
Assurances - Constryction Programs, as applicable. Certain assurances in these documents may not
be applicable to your program, and the DHS financial assistance office (DHS FAQ) may require
applicants to certify additional assurances. Applicants are required to fill out the assurances applicable
to their program as instructed by the awarding agency. Please contact the DHS FAQ if you have any
questions.

DHS financial assistance recipients are required to follow the applicable provisions of the Uniform
Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards localed at
Thle 2. Code of Federal Regulations (C.F 1) Part 200, and adopted by DHS at 2 CF R Part 3002

By accepting this agreement, the recipient and its executives, as defined in 2 C.F.R. § 170.315, certify that
the recipient’s policies are in accordance with OMB's guidance located at 2 C.F.R. Part 200, all applicable
federal laws, and relevant Executive guidance.

DHS Snecific Acknowledoements and Assurances

All recipients, subracipients, successors, transferees, and assigneas must acknowledge and agree to
comply with applicable provisions governing DHS access to records, accounts, documents,
information, facilities, and staff.

1. Recipients must cooperate with any compliance reviews or compliance investigations conducted by
DHS.

[

Recipients must give DHS access to, and the right to examine and copy, records, accounts, and
other documents and sources of information related to the federal financial assistance award and
permit access o facilities, personnel, and other individuals and information as may be necessary, as
required by DHS regulations and other applicable laws or program guidance.

3. Recipients must submit timely, complete, and accurate reports to the appropriate DHS officials
and maintain appropriate backup documentation to support the reports.

4. Recipients must comply with all other special reporting, data collection, and evaluation
requirements, as prescribed by law or detailed in programguidance.

5 Recipients of federal financial assistance from DHS must complete the DHS Civil Rights Evaluation
Tool within thirty (30) days of receipt of the Notice of Award or, for State Administrative Agencies,
thirty (30) days from receipt of the DHS Civil Rights Evaluation Tool from DHS or its awarding
component agency. After the initial submission for the first award under which this term applies,
recipients are required to provide this information once every two (2} years if they have an active
award, not every time an award is made. Recipients should submit the completed tool, including
supporting materials, o CivilRightsbvaluation@hg.dhs.gov. This tool clarifies the civil rights
obligations and related reporting requiremenis contained in the DHS Standard Terms and
Conditions. Subracipients are not required to complete and submit this tool to DHS. The evaluation
tool can be found at hitps/fwanw . dhs govipublication/dhs-civitrights-evaluation-togt.

DHS Standard Terms and Conditions Version 11.4 1 February 17, 2021
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2021 DHS Standard Terms and Conditions

The DHS Office for Civil Rights and Civil Liberties will consider, in its discretion, granting an extension if
the recipient identifies steps and a timeline for completing the tool. Recipients should request
extensions by emailing the request to CiviiRightsEvalualion@iha.dhs.qov prior to expiration of the 30-day
deadline.

Standard Terms & Conditions

Recup:ents must acknowledge their use of federal funding when issuing statements, press
releases, requests for proposal, bid invitations, and other documents describing projects or
programs funded in whole or in part with federal funds.

il Activities Conducted Abroad

Recipients must ensure that project activities carried on outside the United States are
coordinated as necessary with appropriate government authorities and that appropriate
licenses, permits, or approvals are obiained.

#il.

Recapients must comp!y WIth the requirements of the Age Discrimination Act of 1875, Pub.L No.
84-135 (1975) (codified as amended at Title 42, 118 Code, & 5101 &f s384.), which prohibits
discrimination on the basis of age in any program or activity receiving federal financial assistance.

.

Rempients must comply Wl'(h the requwements of Titles |, li, and lll of the Americans with
Disabilities Act, Pub. L. No. 101-336 (1980) (cedified as amended at 42 US 0 88 12101~
12213, which prohibits recipients from discriminating on the basis of disability in the
operation of public entities, public and private transportation systems, places of public
accommodation, and certain testing entities.

Best Practices for Collection and Use of Personally ldentifiable Information Recipients
who collect personally identifiable information (PH) are required to have a publicly available
privacy policy that describes standards on the usage and maintenance of the Pl they collect.
DHS defines Pl as any information that permits the identity of an individual 1o be directly or
indirectly inferred, including any information that is linked or linkable to that individual,
Recipients may alsc find the DHS Privacy Impact Assessments: Privacy Guldance and Privacy

Tamplate as useful resources raspectively.

Vi

Rempsents must compiy with the requlrements of Title VI of the Civif Rights Act of 1964
{codified as amended at 42 1.5.C. & 2000d of seg ), which provides that no person in the
United States will, on the grounds of race, color, or national origin, be excluded from
participation in, be denied the benefits of, or be subjected to discrimination under any program
or aclivity receiving federal financial assistance. DHS implementing regulations for the Act are
foundat 8 CFR Part2tand 44 CF R Part 7.

Vi

Rec;pieﬂts must comply with Title VIll of the Civil Righis Act of 1868, Fub. L. 20-284 as

ameanded through Pub, L. 113-4, which prohibits recipiants from discriminating in the sale, rental,
financing, and advertising of dwellings, or in the provision of services in connection therawith, on
the basis of race, color, national origin, religion, disability, familial status, and sax {see 47 U.5.C,

24 G.F R, Par& 10& The prohibition on disability discrimination includes the requirement that
new multifamily housing with four or more dwelling units—i.e., the public and common use areas
and individual apartment units (all units in buildings with elevators and ground-floor units in

DHS Standard Terms and Conditions Version 11.4 2 February 17, 2021
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2021 DHS Standard Terms and Conditions

buildings without elevators)—Dbe designed and constructed with certain accessible features. (See
24 CF R Part 100, SubpartD)

Vil  Copvright
Recipients must affix the applicable copyright notices of 17 U.5.C, 88 401 or 402 and an
acknowledgement of U.S. Government sponsorship (including the award number) to any work
first produced under federal financial assistance awards.

X Debarment and Suspension
Recipients are subject to the non-procurement debarment and suspension regulations
implementing Executive Orders (E.0.) 12548 and 12688, whichareat 2 C.F. R, Part 180 as
adopted by DHS at 2 C.F.R. Part 3000, These reguiations restrict federal financial assistance

awards, subawards, and confracts with certain parties that are debarred, suspended, or
otherwise axcluded from or ineligible for participation in federal assistance programs or
activities.

Rec;psents must compiy with drug-free workplace requirements in Subpart B (or Subpart C, if the
recipient is an individual) of 2 C.F.R. Part 3001, which adopts the Government-wide
implementation (2 C.F.R. Part 182} of Sec. 5152-5158 of the Drug-Free Workplace Act of 1988
(41 11.8.C. 55 8101-8106).

XK. Duplication of Benefits
Any cost allocable to a particular federal financial assistance award provided for in 2 C.F. R, Part
200, Subpart E may not be charged to other federal financial assistance awards to overcome
fund deficiencies; to avoid restrictions imposed by federal statutes, regulations, or federal
financial assistance award terms and conditions; or for other reasons. However, these
prohibitions would not preclude recipients from shifting costs that are allowable under two or
more awards in accordance with existing federal statutes, regulations, or the federal financial
assistance award terms and conditions.

p AN Education Amendments of 1972 (Egual Opporfunity in Education Act — TitlelX
Recipients must comply with the requirements of Title IX of the Education Amendmenis of 1972,
Pub. L. 82-318 (1972) (codified as amended at 20 U 8.0, & 1681 ef 5¢q.), which provide that no
person in the United States will, on the basis of sex, be excluded from participation in, be denied
the benefits of, or be subjected to discrimination under any educational program or activity
receiving federal financial assistance. DHS implementing regulations are codified at

6CFR Part17and44 O F K Part 19

XiH,

Recaplents must comp!y wuth the requ;rements of the Energy Policy and Conservation Act,
Pub. L. 84- 163 (1975) (codified as amended at 42 11.8.C. § 6201 of spq.), which contain
policies relating {o energy efficiency that are defined in the state energy conservation plan
issuad in compliance with this Act.

Xy, False Claims Act and Program Fraud Civil Remedies

Recipients must comply with the requirements of the False Claims Act, 31 U.S ¢, BE3729-
3733, which prohibit the submission of false or fraudulent claims for payment to the federal
government. (See 31 US.C. 85 3801-3812, which details the administrative remedies for
false claims and statemenis made.)

All racipients are required to be non-delinquent in their repayment of any federal debt. Examples
of relevant debt include delinquent payroll and other taxes, audit disallowances, and benefit
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overpayments. (See OMB Circular A-128)

Order when on Qfﬁc:ia! govemment business or when performing any work for or on behaif of the
federal government.

XVl

Rec;pxems must comp!y With Praferaence for U.S. Flag Air Carriers (air carriers holding certificates
under 48 U 5.C & 41102) for international air transportation of people and property 1o the extent
that such service is available, in accordance with the International Air Transportation Fair
Competilive Practices Actof 1974, 49 U.5.C. § 40118, and the interpretative guidelines issued by
the Comptroller General of the United States in the March 31, 1981, amendmeant to Comptroller
General Decision B-138942.

XVl Hotel and Mafei Fire Safetz Act of 1880

fundeci in whole or in part with federal funds compizes with the fire prevention and control
guidelines of the Federal Fire Prevention and Control Act of 1974, (codified as amended at 15
US.C.83225)

KX

Rec;pients must comply with T;tle Vi of the Civil Rights Act of 1964, (42 L. & .C. & 2000d ef
seq.) prohibition against discrimination on the basis of national origin, which requires that
recipients of federal financial assistance take reasonable steps to provide meaningful access
to persons with limited English proficiency (LEP) to their programs and services. For
additional assistance and information regarding language access obligations, please refer to
the DHS Recipient Guidance: hitps /Awww dhs.goviguidance- published-help-department-
supported-organizations-provide-meaningful-access-nenple-limited and additional resources
on hitpffwww lep qov.

Lobbving Prohibitions

Recipients must comply with 31 L.8.C. & 1352 which provides that none of the funds provided
under a federal financial assistance award may be expended by the recipient to pay any person
to influence, or attempt to influence an officer or employee of any agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with any federal action related to a federal award or contract, including any extension,
continuation, renewal, amendment, or modification.

MNational Environmental PolicvAct

Recipients must comply with the requirements of the National Environmental Policy Act of 1268
(NEFA) Pub, L. 91-180 (1870) (codified as amendead at 42 U.S C. § 4321 ef seq, and the Council

on Environmental Quality (CEQ) Regulations for Implementing the Procedural Provisions of
NEPA, which require recipients to use all practicable means within their authority, and consistent
with other essential considerations of national policy, to create and maintain conditions under
which people and nature can exist in productive harmony and fulfill the social, economic, and
other needs of present and fuiure generations of Americans.

XXH.

itis DHS pohcy to ensure the equai treatment of faith- based orgamzations in social service
programs administered or supportad by DHS or its component agencies, enabling those
organizations to participate in providing important social services to beneficiaries. Recipients
must comply with the equal treatment policies and requirements contained in § C.F K. Part 18
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and other applicable statues, regulations, and guidance governing the participations of faith-
based organizations in individual DHS programs.

O " aReg :
Rempzents rece!vmg federal fmanclai assistance awards made under programs that prohibit
supplanting by law must ensure that federal funds do not replace (supplant) funds that have
been budgeted for the same purposa through non-federal sources.

KAV,

Ai! the mstructions guidance Iimltahons and cher conditions set forth in the Notice of Funding
Opportunity (NOFO) for this program are incorporated here by reference in the award terms
and conditions. All recipients must comply with any such requirements set forth in the program
NOFO.

XXV.  Patents and Intellectual Property Rights
Recipients are subject to the Bayh-Dole Act, 35 1.5, § 200 &f seq, unless otharwise
provided by law. Recipients ars subject to the specific requirements governing the
development, reporting, and disposition of rights to inventions and patents resulting from
federal financial assistance awards located at 37 C.F.K. Part 401 and the standard patent
rights clause located at 37 C.F.R. § 401.14.

KAV Procurement of Recovered Materials

States, political subdivisions of states, and their contractors must comply with Section 6002 of
the Solid Waste Disposal Act, Pub, L. 88-272 (1965}, (codified as amended by the Resource
Conservation and Recovery Act, 42 1J.8.C, § 6362} The requirements of Section 6002 include
procuring only items designated in guidelines of the Environmental Protection Agency (EPA) at
40 C.F R, Part 247 that contain the highest percentage of recovered materials practicable,

consistent with maintaining a satisfactory level of competition.

XXV

otherwise quaiified handicapped individuals in the Umted States wnll, solely by reason of the
handicap, be excluded from participation in, be denied the benefits of, or be subjected to
discrimination under any program or activity receiving federal financial assistance.

KAV

1. General Reporting Requirements
If the total value of any currently active grants, cooperative agreements, and procurement
coniracts from all federal awarding agencies exceeds $10,000,000 for any period of time
during the period of performance of this federal award, then the recipients during that period
of time must maintain the currency of information reported to the System for Award
Managemeant (SAM) that is made available in the daesignated integrity and performance
system (currently the Federal Awardee Performance and Integrity Information System

{(FAPHSY about civil, criminal, or administrative proceedings described in paragraph 2 of this
award term and condition. This is a statutory requirement under FPub, L. 110-417, § 872, as
amended 41 US G 8 2313, Asrequired by Pub, L. 111-212 & 3810, all information posted
in the designated integrity and performance system on or after April 15, 2011, except past
performance reviews required for federal procurement contracts, will be publicly available.

2. Proceedings about Which Recipients Must Report
Recipients must submit the required information about each proceeding that:

a. Is in connection with the award or performance of a grant, cooperative agreement, or
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procurement contract from the federalgovernment;
b. Reached its final disposition during the most recent five-year period;and
c. One or more of the following:

1)  Acriminal proceeding that resulted in a conviction, as defined in paragraph 5 of this
award term and condition;

2) A civil proceeding that resulted in a finding of fault and liabiiity and payment of a
monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or more;

3}  An administrative proceeding, as defined in paragraph 5, that resulied in a finding of
faulf and liability and the recipient’'s payment of either a monetary fine or penalty of
$5,000 or more or reimbursement, restitution, or damages in excess of $100,000; or

4) Any other criminal, civil, or administrative proceedingif:
a) It could have led to an outcome described in this award term and condition;

b) It had a different disposition arrived at by conseant or compromise withan
acknowledgment of fault on the recipient’s part; and

¢} The requirement in this award term and condition to disclose information aboutthe
proceeding does not conflict with applicable laws andregulations.

3. Reporting Procedures
Recipients must enter the information that SAM requires about each proceeding described in
paragraph 2 of this award term and condition in the SAM Entity Management area.
Recipients do not need to submit the information a second time under financial assistance
awards that the recipient received if the recipient already provided the information through
SAM because it was required to do so under federal procurement contracts that the recipient
was awarded.

4. Reporting Frequency
During any period of time when recipients are subject {o the main requirement in paragraph
1 of this award term and condition, recipients must report proceedings information through
SAM for the most recent five-year pericd, either to report new information about any
proceeding(s) that recipients have not reported previously or affirm that there is no new
information fo report. Recipients that have federal contract, grant, and cooperative
agreement awards with a cumulative total value greater than $10,000,000 must disclose
semiannually any information about the criminal, civil, and administrative proceedings.

5. Definitions
For the purpose of this award term and condition:

a.  Administrative proceeding. means a non-judicial process that is adjudicatory in nature to
decide fault or liability (e.g., Securities and Exchange Commission Administrative
proceadings, Civilian Board of Contract Appeals proceedings, and Armead Services Board
of Coniract Appeals proceedings). This includes proceedings at the federal and state
level but only in connection with performance of a federal contract or grant. It does not
include

audits, site visits, correclive plans, or inspection of deliverables.

b.  Conviction: means a judgment or conviction of a criminal offense by any court of
competent jurisdiction, whather entered upon a verdict or a plea, and includes aconviction
entered upon a plea of nolo contendere.
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¢. Total value of currently active grants, cooperative agreements, and procurement contracts
includes—

1) Only the federal share of the funding under any federal award with a recipientcost
share or match;and

2} The value of all expected funding increments under a federal award and options, even if
not yet exercised.

o) 8 Reporting Subawards and Executive Compensation

1. Reporting of first tier subawards.

a. Applicability. Unless the recipient is exempt as provided in paragraph 4 of this award term,
the recipient must report each action that equals or exceeds $30,000 in federal funds for a
subaward to a non-federal entity or federal agency (See definitions in paragraph 5 of this
award term).

b. Where and when o report.
1} Recipients must report each obligating action described in paragraph 1 of this award

tarm to the Federal Funding Accourdability and Transparency Act Subaward Reporting
Svstem (FSRS).

2)  Forsubaward information, recipients report no later than the end of the month following
the month in which the obligation was made. For example, if the obligation was made
on November 7, 20186, the obligation must be reported by no later than December 31,
2016.

¢.  What to report. The recipiant must report the information about each obligating actionthat
the submission instructions posted at hitp/Awvww Tsrs.gov.

2. Reporting Total Compensation of Recipient Executives.

a. Appflicability and what fo report. Recipients must report total compensation for
each of the five most highly compensated executives for the preceding completed
fiscal year, if—

1} The total federal funding authorized to date under this federal award equals or exceeds
$30,000 as defined in 2 C.F.R. § 170.320;

2) Inthe preceding fiscal year, recipients received—

a) Eighty percent or more of recipients’ annual gross revenues from federal
procurement confracts (and subcontracts) and federal financial assistance
subject to the Federal Funding Accountability and Transparency Act
(Transparency Act), as defined at 2 C.F.R. § 170.320 (and subawards);
and

b) $25,000,000 or more in annual gross revenues from federal procurement
contracts (and subconiracts) and federal financial assistance subject to the
Transparency Act, as defined at 2 C.F.R. § 170.320 (and subawards);and

¢} The public does not have access to information about the compensation of
the executives through periodic reports filed under Section 13(a) or 15(d)of
the Securities Exchange Act of 1834 (15 U.5.C. 78mia}, 78o0(d}) or Seclion
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6104 of the Internal Revenue Code of 1986. (See the U.S. Security and
Exchange Commission total compensation filings at

http./iwww. sec.gov/answers/execomp. htm. to determine if the public has
access to the compensation information.)

3) Where and when to report. Recipients must report executive total compensation
described in paragraph 2.a. of this award term:

a) As part of the recipient’s registration profile at https://www.sam.gov.

b) By the end of the month following the month in which this award is made, and
annually thereafter.

3. Reporting of Total Compensation of Subrecipient Executives.

a.  Applicability and what o report. Unless recipients are exempt as provided in
paragraph 4. of this award term, for each first-tier subrecipient under thisaward,
recipients shall report the names and total compensation of each of the
subrecipient's five most highly compensated executives for the subrecipient's
preceding completed fiscal year, if—

1) In the subrecipient's preceding fiscal year, the subrecipientreceived—

ay Eighty percent or more of its annual gross revenues from federal procurement
contracts (and subcontracts) and federal financial assistance subject to the
Transparency Act, as defined at 2 CF.R. § 170.320 (and subawards); and

b) $25,000,000 or more in annual gross revenues from federal procurementcontracts
(and subconiracts), and federal financial assistance subject to the Transparency
Act (and subawards); and

2) The public does not have access 1o information about the compensation of the
executives through periodic reports filed under Section 13(a) or 15(d) of the
Securities Exchange Act of 1934 (15 U.8.C. 78m(a), 780(d}) or Section 6104
of the Internal Revenue Code of 1986. (See the U.S. Security and Exchange
Commission total compensation filings at
hittp:/fwww.sec.gov/answers/execomp.htm. to determine if the public has
access to the compensation information.)

b. Where and when o report. Subrecipients must report subrecipient executive
total compensation described in paragraph 3.a. of this award term:

1) To the recipient.
2) By the end of the month following the month during which recipients make the
subaward. For example, if a subaward is obligated on any date during the month of
October of a given year (i.e., between October 1 and 31), subrecipienis must reportany
required compensation information of the subrecipient by November 30 of thatyear.
4, Exemptions
if, in the previous tax year, recipients had gross income, from all sources, under
$300,000, then recipients are exempt from the requirements to report:

a. Subawards, and

b. The total compensation of the five most highly compensated executives of any subrecipient
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5. Definitions For purposes of this award term:

a. Federal Agency means a federal agency as defined at 5 U.S.C. 551(1) and furtherclarified
by 5 U.S.C. 552(f).

b.  Non-Federal Entity: means all the Tollowing, as defined in 2 C.F.R. Part25:
1} A Governmental organization, which is a state, local government, or Indiantribe;
2) Aforeign public entity;
3) Adomestic or foreign nonprofitorganization;
4) A domestic or foreign for-profit organization;

c. Executive: means officers, managing partners, or any other employees inmanagement
positions.

d.  Subaward. means a legal instrument to provide support for the performance of any portion
of the substantive project or program for which the recipient received this award and that
the recipient awards to an eligible subrecipient.

1) The term does not include recipients’ procurement of property and services needed o
carry out the project or program (for further explanation, see 2 C.F.R. § 200.331).

2) Asubaward may be provided through any legal agresment, including an agreement that
a recipient or a subrecipient considers a contract.
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e. Subrecipient: means a non-federal entity or federal agency that:
1} Receives a subaward from the recipient under this award; and

2} s accountable 1o the recipient for the use of the federal funds provided bythe
subaward.

f.  Tofal compensation: means the cash and noncash dollar value earned by theexecutive
during the recipient's or subrecipient's preceding fiscal year and includes the following
{see 17 C.F.R.§228.402{c12

1) Salary and bonus.

2)y  Awards of sfock, stock options, and stock appreciation righis. Use the dollar amount
recognized for financial statement reporting purposes with respect fo the fiscal year in
accordance with the Statement of Financial Accounting Standards No. 123 (Revised
2004) (FAS 123R), Shared Based Paymaeants.

3) Eamnings for services under non-equity incentive plans. This does not include group
life, health, hospitalization or medical reimbursement plans that do not discriminate in
favor of executives and are available generally to all salaried employess.

4y Change in pension value. This is the change in present value of defined benefit
and actuarial pension plans.

5} Above-market earnings on deferred compensation which is not tax-qualified.

6) Other compensation, if the aggregate value of all such other compensation{e.g.
sevarance, termination payments, value of life insurance paid on behalf of the
employee, perquisites or property) for the executive exceads $10,000.

XXX SAFECOM

Recipients receiving federal financial assistance awards made under programs that provide
emergency communication equipment and its related activities must comply with the

standards that ensure and enhance interoperable communications.

. Terrorist Financing
Recipients must comply with £.0. 13224 and .8, laws that prohibit fransactions with, and tha
provisions of resources and support to, individuals and organizations associated with terrorism.
Recipients are legally responsible to ensure compliance with the Order and laws.

HOCKHL

1. Provisions applicable to a recipient that is a private entity.

a. Recipients, the employees, subrecipients under this award, and subrecipients’'employees
may not—

1) Engage in severe forms of trafficking in persons during the period of time the award is
in effect;

2y Procure a commercial sex act during the period of time that the award is in effect; or
3}  Use forced labor in the performance of the award or subawards under the award.
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b. DHS may unilaterally terminate this award, without penalty, if a recipient or a subrecipient
that is a private entity —

1) Is determined to have violated a prohibition in paragraph 1.a of this award term; or

2) Has an employee who is determined by the agency official authorized to terminate
the award to have violated a prohibition in paragraph 1.a of this award term through
conduct that is either—

a) Associated with performance under this award; or

by Imputed to recipients or subrecipients using the standards and due processfor
imputing the conduct of an individual to an organization that are providedin
2 G F R Part 180, “OMB Guidelines to Agencies on Government-wide Debarment
and Suspension (Nonprocurement),” as implemented by our agency at 2 C.F.R.
Part 3000.

2. Provision applicable to recipients other than a private entity.
DHS may unilaterally terminate this award, without penalty, if a subrecipient that is a private
entity-—

a. s determined to have violated an applicable prohibition in paragraph 1.a of this award term;
or

b. Has an employee who is determined by the agency official authorized to terminate the
award to have violated an applicable prohibition in paragraph 1.a of this award term through
conduct that is either—

1} Associated with performance under this award; or
2y imputed to the subrecipient using the standards and due process for imputing the
conduct of an individual {o an organization that are provided in 2 C.F.R. Part 180,"CMB
Guidelines to Agencies on Government-wide Debarment and Suspension
(Nonprocurement),” as implemented by our agency at 2 C.F.R. Part 3000.
3. Provisions applicable to any recipient.

a. Recipients must inform DHS immediately of any information received from anysource
alleging a viclation of a prohibition in paragraph 1.3 of this award term.

b. ltis DHS's right to terminate unilaterally that is described in paragraph 1.b or 2 of this
section:

1) Implements TVPA, Section 106(g) as amended by 22 U.5.C. 7104(g)),and

2) isin addition to all other remedies for noncompliance that are available to us under this
award.

c. Recipients mustinclude the requirements of paragraph 1.a of this award term inany
subaward made {o a private entity.
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4., Definitions. For the purposes of this award term:
a. Employee: means either:

1} An individual employed by a recipient or a subrecipiant who is engaged inthe
performance of the project or program under this award; or

2) Anocther person engaged in the performance of the project or program underthis
award and not compensated by the recipient including, but not limited to, a volunteer
or individual whose services are contributed by a third party as an in-kind contribution
toward cost sharing or matching requirements.

b.  Forced labor: means labor obtained by any of the following methods: the recruitment,
harboring, transportation, provision, or obtaining of a person for labor or services, through
the use of force, fraud, or coercion for the purpose of subjection to involuntary servitude,
peonage, debt bondage, or slavery.

c. Private entity: means any entity other than a state, local government, Indian tribe, or foreign
public entity, as those terms are defined in 2 C.F.R. § 175.25. tincludes:

1} A nonprofit organization, including any nonprofit institution of highar education, hospital,
or tribal organization other than ona included in the definition of Indian tribe st 2 C.F.R.
§ 175.25(h).

2) Afor-profit organization.

d.  Severe forms of trafficking in persons, commercial sex act, and coercion are definedin_
TVFA Section 103, as amended (22 U.S.C. § 7102).

1. Requirements for System for Award Management and Unigue Entity identifier
Recipients are required fo comply with the requirements set forth in the government-wide
financial assistance award term regarding the System for Award Management and Universal
identifier Requirements located at 2 C.F.F, Part 25, Appendix A, the full text of which is
incorporated here by reference.

2. Definitions
For purposes of this term:

a.  System for Award Management (SAM): means the federal repository into which a
recipient must provide information required for the conduct of business as a recipient.
Additional information about registration procedures may be found on SAM.gov.

b.  Unigue Entity Identifier: means the identifier assigned by SAM to uniquely identify
business entities.

c. Entity: includes non-Federal entities as defined at 2 C.F.R. § 200.1 and includes the
following, for purposes of this part:

1) Aforeign organization;
2) Aforeign public entity;

3) A domestic for-profit organization; and
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4) Afederal agency.

d. Subaward: means a legal instrument to provide support for the performance of any
portion of the substantive project or program for which a recipient received thisaward
and that the recipient awards to an eligible subrecipient.

1} The term does not include the recipients’ procurement of property and services
needed to carry out the project or program (for further explanation, see 2C.F R.
§ 200.330).

2) Asubaward may be provided through any legal agreement, including an
agreement that a recipient considers a contract.

e. Subrecipient means an entity that:
1)  Receives a subaward from the recipient under this award; and

2} s accountable 1o the recipient for the use of the federal funds provided bythe
subaward.

XX, USA PATRIOT Act of 2001
Recipients must comply with requirements of Section 817 of the Uniting and Shrengthening
Americs by Providing Approprigle Tools Required fo Infercept and Qhstruct Terrorism Act of
20071 (USA PATRIOT Act), which amends 18 U.S.C. §§ 175-175c.

XXXV.  Use of DHS Seal. Logo and Flags
Recipients must obtain permission from their DHS FAQ prior to using the DHS seal{s), logos,
cresis or reproductions of flags or likenesses of DHS agency officials, including use of the United
States Coast Guard seal, logo, crests or reproductions of flags or likenesses of Coast Guard
officials.

XHAX, Mhistleblower Protection Act
Reacipients must comply with the statutory raquirements for whistleblower protections (if
applicable) at 10 U S.C 52409, 41U S C 54712 and 10 U8.C. 52324, 41 U S.C. 58 4504
and 4310.
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About this Guide

The GrantSolutions User Guide aims to support Partners in utilizing the GrantSolutions Grants Management
Module (GMM). Each chapter is dedicated to a specific phase of the grants life cycle. For assistance performing
tasks within the system, please refer to the appropriate chapter and section.

GUIDE COMPONENTS

apter 1: introauction to the etaiis how to begin using the
GrantSolutions Grants Management requesting an account, logging in, navigating the menu bar,
Module searching for applications and awards, adding grant notes, and
making grant assignments.

Chapter 2: Pre-Award Processing Details how to process New and Non-Competing applications prior
to the creation of the Notice of Award.

Chapter 3: Award Processing Details how to process an award in the GrantSolutions GMM.
Chapter 4. Post-Award: Amendments Details how to perform amendments, such as Carryover and

and Closeout Closeout.

Chapter 5. Financial Management Details how to manage financial accounts, funds planning, create

commitments, verify that funds are available, and certify that funds
are available.

S _ -
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Lesson 1 introduction to GrantSolutions
OBJECTIVES

At the end of this lesson, the user will be able to:

e Access the GrantSolutions Public Website
e locate the User Account Request Form
e ldentify Federal and Grantee Roles in the GrantSolutions Grants Management Module

e Contact the GrantSolutions Support Center and Submit a Help Request

OVERVIEW

GrantSolutions serves as one of three consortia leads under the Grants Management Line of Business {(GMLoB)
E-Gov initiative offering government-wide grants management system support services. GrantSolutions is
managed by the Administration for Children and Families {ACF)}, within the Department of Health and Human
Services, in partnership with several other Federal agencies.

The GrantSolutions Grants Management Module (GMM]} is a web-based, comprehensive grants management
system. The system is available to all Federal grant-making agencies as part of the Grants Management Line of
Business {GMLoB) initiative. It services all grant types {service, training, demonstration, social research, and
cooperative agreements} across all grant categories.

The GrantSolutions GMM incorporates all GMLoB grant award processes - for awarding agencies {Grantors) and
recipients (Grantees), as well as extensive and flexible post-award reporting mechanisms.

Services cover the full life-cycle of the grants management business, which includes:

e Full life-cycle processing {pre-award through post-award) for all grant types.
e Funds control integration with financial systems, financial reports, and audit tracking.
e Flexible mechanisms for program-specific needs and performance reports.

e Standard system interfaces with Grants.gov and other external systems.
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GRANTSOLUTIONS HOME PAGE

To access the GrantSolutions GMM, connect to the Internet and navigate to http/fwww.grantsolutions.gov
from any preferred browser.

- Home~ GentBelkitons

se granteoiutions.go

|
TOBETTER SERVETHE
GRANTSCOMMUNITY

Figure b Tha SraniSolutions publis website

The GrantSolutions public website appears. This screen contains links to useful information, such as:

e GrantSolutions GMM Grantee Training Videos
® User Account Request Forms

e Support Center Contact Information and Hours
e Frequently Asked Questions

e Login Button to GrantSolutions.gov

e News Articles
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Getting Started — Request a User Account Form

When new employees arrive or when changes to existing accounts are needed, submit a Federal User Account
Request Form. The form is available from the GrantSolutions website.

To access a copy of the form from the GrantSolutions website:

e Navigate to www. grantsolutions.gov.

® Scroll to the middle of the Home page (www.grantsolutions. gov) and click the Request a User Account
link from the section titled, “Let’s Get You Started.”

Riaaii HENEFTS SERVW L FHRINCER BN {'

COMMUNITY-DRIVEN : SOFTWARE AS A LETSR GET YOU
APPROALCH SERVICE STARTED

AR 3 AR AR

Fgurs 2 Grantiolstions Home page - Reguest 3 User Sccount link

o
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e The “Getting Started — Request a User Account” screen displays. Under the “Federal User” heading,
click the Federal User Account Request Form link.

Faderal User

At zrcouny regussts it

FEaiaes
PG

O WS LannDT 3roent emailt y

Fgure T Geling Started - “Reguest & User Account™ sorsen

e Follow the instructions to complete and submit the form. Please note that the GrantSolutions Help
Desk cannot accept emails over 5 MB in size.

Once an account is created, the user receives two automatically generated emails from GrantSolutions. The first
email contains a username and a link to GrantSolutions.gov. The second email contains a temporary password.

Roles
The GrantSolutions GMM is a role-based system, which means users can only view and perform actions by
permission. Each Federal agency designates required roles in their workflow. Please refer to an agency’s

business workflow diagram for more information.

The available roles in the GMM are as follows:

Federal Roles

Grants Management Cfficer (GMO} ¢ (reate new announcements and assign grants staff

&  Post and un-post announcements and non-competing
application kits

e Assign grants personnel for an announcement

&  Reject, concur, or not concur with funding memos

e  Confirm applications as Ineligible

e  Approve post-award actions and Prior Approval
Memos

e View applications in the Application Receipt Log

e View Grant History and Post-Award Amendments

s Verify submission and completion of an application.

s  Add Application and Grant Notes

.
.
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Perform the Intake (Eligibility} Review for an

application

e  Confirm the ineligibility of applications that are
deemed not eligible

o Close applications that are deemed not eligible

# Perform the Business Review for an application

& View Ranking and Approval Lists

& Activate the Federal Financial Report {FFR) for a grant
project

®  Accept, return, and submit Federal Financial Reports

(FFR}

e Review and Issue Notice of Awards (NOAs)

Grants Management Specialist (GMS) @ Edit, delete, and un-post Announcements and Non-
Competing application kits

e Create Application Kit templates

e View applications in the Application Receipt Log

e View Grant History and Post-Award Amendments

e Perform the Grants Business Review

e Generate and edit the draft NOA

s  Edit budget on Draft NOA for GMO review

e Create prior approval memos

®  Perform Eligibility Review

e  Add Application and Grant notes

e Update Terms & Conditions

e View reporis

e  Edit organization information

e Accept, return, and submit Federal Financial Reports
{(FFRs)
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Program Officer (PO}

Search and view grant announcements

e Add/Upload program enclosures to be used in
Application Kits

e View and add Application and Grant Notes

e View applications and the Application Receipt Log

e  Assign a disposition status to an application

e Enter approved dollar amounts in the application
Funding List

&  Enter recommended dollar amounts in the application
Unfunded List

@ Create/Recommend Funding Memos

e View and upload Technical Review documents for
Non-Competing applications

e View application Budget Worksheets

& View application reviews

e View grant history, terms and conditions, post-award
amendments, and summary

e View results reports for competing/non-
competing/post-award amendment applications

e Cannot Edit an NOA in Draft or Review, or participate

in the NOA approval workflow

Grants Support Staff (GSS) e View Announcements

& View Application Kits

e Create and edit Grant Enclosures included in
Application Kits

& View applications in the Application Receipt Log

@ View Grant History and Post-Award Amendments

e VYerify submission and completion of an application

e Add Application and Grant Notes

s  Perform the Intake (Eligibility} Review of an application

s View Ranking and Approval Lists

&  Process Federal Financial Report (FFR) paper
submissions

Program Support Staff {PSS) e  Assists the Project Officer and has read-only access to
most data

e View Announcements

e  View Application Kits

e View applications from the Application Receipt Log
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View Grant History and Amendments
e Add Application and Internal Grant Notes

Program Budget Officer (PBO) & View Announcements

e View Application Kits

s View applications in the Application Receipt Log

e View Grant History and Post-Award Amendments

e Add Application and Grant Notes

& View Ranking and Approval Lists

& Manage Funds Planning

e Manage Financial Accounts

&  Accept, return, and submit Federal Financial Reports
(FFR)

e (reate, edit, and delete commitments in Commitment
Accounting

@  Perform a Budget Officer Review in the Award State
workflow

Program Coordinator {PC) e View Announcements

e View Application Kits

s Create and edit Program Enclosures included in
Application Kits

8 View applications in the Application Receipt Log

e  View Grant History and Post-Award Amendments

e  Add Application and Grant Notes

s View Ranking and Approval Lists

s View Federal Financial Reports (FFR}

&  Perform a Coordinator Review in the Application
Approval Workflow

Office Director (OD) e View Announcements

e View Application Kits

e Create and edit Program Enclosures included in
Application Kits

e View applications in the Application Receipt Log

e View Grant History and Post-Award Amendments

e  Add Application and Grant Notes

e  Assign a disposition status to an application

s Enter the Recommended Federal and Non-Federal
amounts for an application

s View Ranking and Approval Lists
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View Federal Financial Reports {(FFR}

Administrative Director (AD) e View Announcements

e View Application Kits

e View Program Enclosures included in Application Kits

s View applications in the Application Receipt Log

e View Grant History and Post-Award Amendments

e Add Application and Grant Notes

& View Ranking and Approval Lists

& View Federal Financial Reports (FFR)

e Perform an Administrative Review in the Application
Approval Workflow

Deputy Authorizing Official (DAO) e View Announcements

e View Application Kits

e Create and edit Program Enclosures inciuded in
Application Kits

e View applications in the Application Receipt Log

s View Grant History and Post-Award Amendments

s Add Application and Grant Notes

& View Ranking and Approval Lists

& View Federal Financial Reports (FFR)

e Perform a Review in the Award State workflow

Authorizing Official {AQ) s  View Announcements

s  View Application Kits

& Create and edit Program Enclosures included in
Application Kits

s View applicationsin the Application Receipt Log

s  View Grant History and Post-Award Amendments

e  Add Application and Grant Notes

e Enter the Reviewers’ Score for an application

®  Assign a disposition status to an application

&  Enter the Recommended Federal and Non-Federal
amounts for an application

e View Ranking and Approval Lists

e View Federal Financial Reports {(FFR}

e Close applications that are eligible but not approved
for funding

e Create, edit, and/or reopen the Funding Memo

@  Approve the Funding Memo
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e Perform a Final Approval in the Award State workflow

Financial Management Officer (FMO} e (Create Financial Accounts

e View the status of Financial Accounts

e lIssue an Advice of Allowance

s  Participate in Application/Funding Memo and NOA
Approval workflows

e View grant announcements

e View results reports for competing/non-
competing/post-award amendment applications

s View grant history, terms and conditions, post-award
amendments, and summary

Grantee Roles

Grantee Administrative

The Gran icial ( }is responsible for
oversight of activities performed by the Grantee Security
Monitor.

e  Accepts award on behalf of organization

he

&  Ability to submit Federal Financial Reports {FFR}

Principal investigator/Program Director {P1/PD)} The Principal Investigator/Program Director {(PI/PD} is
responsible for the oversight of activities performed by the
Grantee Support Staff.

e Perform all Grantee Support Staff duties

e  Submit Federal Financial Reports {FFR)

Grantee Support Staff (G55} The Grantee Support Staff's role is to assist the Principal
investigator or Program Director (PI/PD} in the grantee
organization.

The Grantee Support Staff may:

e View and submit applications/amendments

# Enter Federal Financial Report {FFR} information but
cannot submit

Grantee Financial Official (FO) The Grantee Financial Official (FO) is responsible for the
oversight of activities performed by the Grantee Financial
Support Staff.

The Grantee Financial Official may:

& View awards

&  Submit Federal Financial Report (FFR}
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Grantee Financial Support Staff (FSS) The Grantee Financial Support Staff {FSS) role is to assist the
Grantee Financial Official in the grantee organization.
The Financial Support Staff may:

e Perform all Grantee Financial Official duties except

submit the final Financial Status Report for an award

Note: Although roles permit a user to perform actions by default, some grant program configurations may limit
the tasks a user can complete. To determine the actions each user should take, refer to the office’s workflow
diagram. Grantee Actions by Role

View/Add
View and Application and
View Submit Grant Grantee View*/
View Award Applications/ Correspondent Award Enter FFR Submit
Role Awards  History Amendments Notes Acceptance Data FFR
Grantee
Authorizing x % % % % %

Official (ADOQ) #» & &, Fs & #
Principal
investigator/

Program Birecior % % x % % gg

{PI/PD}

Grantee Support
Staff (GSS) 4

Grantee Financial

Official (FO) = = 4 X X

Grantee Financial

Support Staff :
s X X X X

*Grantee Support Staff may view the FFR but cannot enter data or submit,

.
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GRANTSOLUTIONS SUPPORT

GrantSolutions support is available to assist Grantor and Grantee users with technical questions. Users can call or
email the Help Desk, submit a Help Request directly from the system, or initiate a Live Chat session.

Help Desk Contact Information

Email: help@grantsolutions.gov

Phone: 202-401-5282 or 866-577-0771

Hours: Monday through Friday 7 a.m. to 8p.m. Eastern Time (ET) excluding Federal holidays

Locate Help Desk contact information in a variety of ways:

® From the GrantSolutions “Home” page, select Contact Us from the menu bar in the top right corner
of the screen. The “Contact Us” screen appears with Help Desk information located on the right as
well as in the bottom left corner of the page.

AREDEY BENEFITE RYICER PAKTRERS QEWS

Fgure 4 GramiSolutions "Contact Us™ soreen - Help Dask information
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When logged in to the GMM, contact information for the Help Desk is visible in the footer section of
each screen.

Wraas i

Plezse ey your search 35 necessary

Figure B GrantSolutions “Grants Lst Simple Search™ sorean - Footar

Submit a Help Request

The “Submit a Help Request” tool provides users with a convenient way to send questions to

the Help Desk directly from the GrantSolutions GMM. in addition to capturing a snapshot of the screen where
the issue was encountered, the tool automatically populates a user's name, email, phone number, service office,
and role.

To submit a Help Request from within the GMM:
e Log into the GrantSolutions GMM. From the menu bar, select Help/Support -» Submit a Help
Request.

Grants List

Fgure 52 G Menu Bar - Mavigais o Submit 3 Help Boguest

e The “Help Request” screen appears in a new window. From the Service Office drop-down list, select
the appropriate Program or Grants Service Office.

e From the Roles drop-down list, select the appropriate system role.

S

.
.
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e Enter a subject in the Subject field.
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Enter a description of the request in the Description field. Please include all relevant information,
including Grant number, Application number, etc.

Help Reguest
& idicates w raduinad Sakd,

Fiat Katne

LagiBame
Emigd dERaS24782 i
Prare Nussber

Servien Dftice {9

Rales 3 ragerient Dser ¥

Degotiption % 5

Atackment

| File Description (%

| Filz to Ugoas &)

I Mo file chazen

Fgure 7r SrantSohutions G "Help Reguest” window
e When the Help Request is complete, click the Create Support Ticket button.

e A confirmation message appears containing the date and time the ticket was created.

s Frsveviograntsoiutinnz.gow

Help Request

Fgure B Granthohtions G Help Respest confirmation masssge
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e An email containing an automatically generated ticket number is sent to the email address provided

in the user’s profile.

!

Support incident emall received and a ticket is assigned

443 PAYIG minwes aga} LN

e renaived your request for assistance For rforence.

Fgure 9 Support incldent emall messags

Live Chat

Live Chat allows users to connect with a support agent online, in real time. Once an issue has been resolved, chats
can be saved by the user for future reference.

To start a Live Chat session:

e loginto the GrantSolutions Grants Management Module (GMM).

e The “Chat Now” icon is visible in the bottom left corner of the screen. A green check mark appears on

the icon when an agent is available. Click the Chat Now icon.

GrantSolutions User Support | {202) 401-52
ContaetUs | Web Accassibifity | Privacy and Sequ

Figure 10 GramiBelutions GRM Chat Now izon

S
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The “Pre-Chat Form” window appears containing automatically populated user information and
provides the name of the screen where the chat originated. Verify the pre-populated fields and click
the Start Chat button,

Grants ./ EXCELLENCE o

A

SR ALY

FRE e
PREES

Fiest Mane

“irtoria

Lask Mane

Wictoria. Smith@ dema.xyz

Fhiege

Knowledge Basse

Ry Grants List - Page Help

3

Fgure 31 SrantSolutions Lhve Chat "PFre-Chet Form™ - Start Chat bution

Note: The Knowledge Base contains answers to frequently asked questions. Enter search text in the Knowledge
Base field and click the Go button to locate possible answers.

REL0001347887



Grant?S@ HoNs' GRANTSOLUTIONS USER GUIDE

CHAFTER 2

e The “GrantSolutions Live Chat Support” window appears. Enter a question using as much detail as

possible.

GrantSolutions Live Chat Support

Lws That

o the granks bt seea x| 1

Knowladgs Base

i Tracy, Caryon tell me how o drested 8 saved seerch from the grants kst s )

Figure 12 “GrantSolstinns Live Chat Bupport”™ window - Entering and Sending Quastions

Note: There may be a wait for an agent depending on how many users are in the Chat Request queue. If there is
a wait, the window indicates the number of pending requests.
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e The agent responds. Enter additional text as necessary. Once the issue is resolved, the chat session

may be saved as a text file by clicking the Save Chat button.

o

Fgure 1% Grantbolutions SMAM Lhve Chet window ~ "Save Chat” bution

e A message appears prompting the user to Open or Save the chat as a text file.

That should be it Thanks 3

transcripbint $45 KE) ciad-c2-chisales

Cancel

Figurs b4 Srantbolutions G Message to Open or Save Chat tex fils

Note: The Open or Save message may look different depending on the browser used.
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LESSON 1 REVIEW QUESTIONS:

&  What is the web address of the GrantSolutions public website?
e Where is the User Account Request form located on the GrantSolutions public website?

¢ Name one Federal and one Grantee role in the GrantSolutions GMM. What actions are those roles
able to perform?

e List four possible ways to submit a help request to GrantSolutions.
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Lesson 2: Login to the GrantSolutions Grants Management Module
OBJECTIVES

At the end of this lesson, the user will be able to:

e Access the GrantSolutions Login Screen
e Locate the List of Supported Browsers and Help Desk Contact Information
e Reset Password and Unlock Account

e Change Expiring Passwords

To begin working in the GrantSolutions Grants Management Module {GMM), navigate to the login screen.

e From an Internet browser {such as Internet Explorer}, go to www . grantsolutions.gov.

# The GrantSolutions Home page appears. Click the Login button in the top right corner of the screen.

SEOUE SEMEFUS O SERWIIER BARISERS b

Figure 15 The GrantSolutions Home page
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e The GrantSolutions GMM login screen displays. Create a bookmark or favorite from the browser to

navigate directly to this screen in the future.

THE -

" C E N»}?ﬁ g y m,émw .Srmm *mmw sz,sz‘w

syning henner provides privacy and sectiriy ostices consistend with applicalde federat laws,
direstives, and other federal quidance for accessing this Government system which inclides @l

devizesisiorage media attached t© this systam. This systentis provided i Sovernrment-astho [
i= profubiied and may resull in disciphnary action

ealy. Unauthonzed of improper use of this syste
andis r*i and crirminal penalies. At any fime, and for any lawfil Government purpose, the government
Y record, mod wudit vour systers usageendios infercept, search and seize any comiunication

of data transiting or stored on this system. Theesfore, youhave no seasonable expeciation of prvacy. Asy
communication or data transting or stored on this system may be disciosed or used for any awiul
£ MEE purpose.

ASKI
MOWN {SSUES - fast updamd SEI192018
EYSTEM BTATUS - AVALABLE
Plann aintenance Scheduls - updated 077132048
Grants gov Planned Maintenance Schedule

QMM PRIORITY K

TsA.00r.

&wwme
Contact Us | Wb Accossibilly | Prvacy and Security Notice | Ereedomof Infaomation Act | Disclaimers

Figura & Grantbolutions GMAM Login sorean

. .
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LOGIN SCREEN

The GrantSolutions GMM login screen contains useful information including the current system status, scheduled
down times, Frequently Asked Questions, announcements, and links to request user accounts.

Once a new user receives their username and password via email, they can log into the system.

Some Partner agencies log into the GMM with only a username and password, while others are required to use
Two-Factor Authentication. Two-Factor Authentication was implemented in the GrantSolutions GMM to provide
a secure login method, protect federal data, and confirm the identification of users logging into the system. Two-
Factor Authentication adds an additional layer of login security.

Currently, there are two forms of Two-Factor Authentication used by the GMM:

e PIV card plus Pin

e Username and password plus a randomly-generated key code. Options for receiving the randomly-
generated code include:

o Google Authenticator App: Requires a Smart Phone
o Text Message: Requires a Mobile Phone with Texting Capability

o Call Back: User selects one of the three phone numbers provided in the GrantSolutions GMM

profile (Work Phone, Mobile Phone or Other). The phone number selected will receive a call

with a randomly generated code

"REL0001347887
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Login with Username and Password Only
To log into the GrantSolutions GMM:

¢ Enter a username in the Username field.
e Enter a password in the Possword field.

Tip: Do not copy and paste the password from the email into GrantSolutions, as the password does not
always copy correctly.

e (Click the Login button.

Fgurs 17 GrantSolutions GMM Login soraen

e The first time a user logs into the GrantSolutions GMWM, they are required to change their password
for security purposes.

Passwords must comply with the following policy requirements:

o The password must contain at least 8 characters.

At least one upper-case, one lower-case, one number, and one special character must be used.
Special charactersinclude: @ #5% & *=? <>

o The password cannot begin with a numeric character

Passwords are valid for 60 days. As the expiration date approaches, users receive daily prompts
to change their password.

O

O
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The “GrantSolutions Password Policy” screen appears. Enter the temporary Current Password, a New Password,
and Confirm New Password. Click the Submit button.

Sram@siutions Pegsyword Polivy

SHRMEY Dk Sl

XEBE XS

BRABOBRESER

Fgure 18 GrantSolutions GRM “Changs Password” sorsen

# The GrantSolutions GMM “Login” screen reappears. Enter the Username and the newly changed
Password and click the Login button.

Flgure 19 SrantSelutions GRM Login soreen

e The “Grants List” screen displays.
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Login with PIV and Pin
Grantors from selective Partners can access GMM using a Personal Identity Verification (PIV) card.

Prior to logging in with a PIV card for the first time, please review the initial requirements below to ensure the
required user account information and equipment are handy.

initial Requirements:

e Active HHS issued HSPD-12 access card, also known as Personal Identity Verification (PIV) card
e Active GraniSolutions GMM user account linked with user’s PIV card
e Personal Identity Number {PIN) for PIV

e HSPD-12 access card / PIV card reader with ActiveClient 6.2 software installed

Grantsolutions.gov can be accessed with a PIV card from the GrantSolutions GMM login page or the Access
Management System {AMS) homepage (hitps://iam.hhs.pov).

To access the GMM directly from the AMS homepage, a first-time user must link the Grantsolutions.gov
application to the AMS homepage.

Note: When PIV is used to log in, logging out of GrantSolutions returns the user to the AMS homepage.

REL0001347887
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To log into the GMM with a PIV card:

e Ensure the PIV card is properly inserted into the PIV card reader.

e From the GMM login page, click the HHS PIV button.

Figurs 20 GramiSelutions login page - HMS PIV hutton

e« The “Access Management System {AMS)” login page appears.

RELO001347887
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e Click the Login button under the HSPD-12 Access Cards section.

Login Methods to AMS

HSPD-12 Arcess Cards 3 MNetwork Credentials ? AMS Credentials ?

>, COC/ATION, IM%,  HAME Username

LR Pasgwtrdl

ety

Logis Hatwork Rasswords |

L

Fgurs 21 AMS Homepage - Login button

s Click the Agree button at the bottom of the “Government Warning” pop-up window.

Qﬁwp vEnent Wa rnfng : i i i i i i :: E: i 5- {ﬁa&g@

FENARMINGT W ARNING T TWARNINGS

This is & Degartrant of Health and Human Services computer system. Dapartment of Heaith and Hurman Services
computer systems are provided for the processing of Official L5, Government information onfy. St data contained
ot Departmert of Health and Human Services computer systems is.owned by the Department of Health and Human

services and may, for the purpons of protecting the rights and property of the Departrment of Health and Human
Services, be monitorad; intercepted, recorded, read; copled, or captured in any manner and disciosed In any manper

by authorized g,ai sonnels USE OF THIS SYSTEM BY AMY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES

COMSEMT TO THIS MONITORING, INTERCEPTION, RECORDING, RESDING, CDPYING, OR UAPTURING AND
DESCLOSYRE.

) WARMIMG P WARKING ™ T WARMING™®
THERE IS MO RIGHT OF FRIVACY I THIS SYSTEM. System perzannel may glve tolaw enforoemant officials amy
potentizl evidence of crime found an Deparimrent of Heaith and Human Servives computer systems. Unsuthorized
accesz o use of this computer sysiam may subrpect violators to-criminal, chvlly andfor adm e
action UMAUTHORIZED ACCESS. To this United States Goversment Eempu?er Syl and software ie prohibited by
Tithe 18 United States Cuile, fon 1020, fraud-and related activity in conneciior L computersCOMPUTER USAGE,
The standards of Ethical Conduct for the Employees of the Executive Branch {5 CFR 2635704} do sol permit the use
of government ps'ape;'ry inchuding computers, forather than swthorieed purposes. SENSITIVE INFORMATION.
reminder, do not file sensitive information {e.0; Infermation concerming anindividust) in electronic files in 3 way that
affows unsu tmrimd permm to sccess theinformation BETENTION OF RECORDS. Reminder, documents that you
create elactronically, intluding elecironic mail, may be governad by the Fadera! Racerds Ack {¥itle $4 Unitad States
Code 3314 just.as havd-copy records can be. Do not destroy electronic records that are subiact to the Sct except
pursuant to an approved records disposition sctqedu Q.
A ARNIN G W ARG Y WARMERE

Figure £2 Governmaent Warning pop-un window - Sgras bution
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e The PIV Reader detects the PIV and displays the certificate.

e Select the certificate and then click the QK button.

Sefect g cortificate

aesﬁ:@ic&teﬂ«ﬂp;geif 35 gj*ﬁs)}hﬁ-m:g&%:ﬁéS

Certifuate irdormation

Fgure 23 AMS "Sslact o Contificate™ pop-up window
e Note: The display may be different based on the browser used.

e Enter the 6 or 8-digit PIN and click the OK button.

ﬁ{ﬁvtkw L 3 v %} :

Please enter your PIRL

PN LT ——

Cancel

Figure £4: Active identity PIN pop-up window

-
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e After successful authentication, the GrantSolutions GMM “Grants List” screen appears.,

e Note: The username associated with the PIV card is displayed in the upper right-hand corner of the

screen.

Grants List

Figure £5: Grantiolutions GRM Grants List soreen

important! When a user is assigned to more than one GMM account, they must first select which account to
access from the “Select a Login Account” screen. This screen appears after the PIV Pin is entered.

GrantSelutions.gov

Select a Login Account

2y0u Tiave i BEe-HECAUTES i e syatEm, plagsa select vour prefered seerainouni il soue

e gystert, YOUT BERY TR

earngme

Figurs 28 “Selsct 2 Login Scooum® soreen

To log out of the GMM, click the Log Out link in the top right corner of the screen.
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Figure 27 Logout nk from the Grants List soreen

The AMS screen appears. Click the AMS Logout button to end the AMS session.

Alternatively, the user may start a new GrantSolutions session by clicking the GrantSolutions.gov link on the AMS
“Home” page.

Link/Delink GrantSolutions Application in AMS Homepage

if a first-time user is unable to access the GrantSolutions.gov link from the AMS homepage, follow the
instructions below:

s Select the Link/Delink Applications tab on the AMS Homepage.

P AME Proflie

Flgurs 28 AMS Unk/Delink Application Tab

-
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e Click the Link an Application radio button.

Logosd in as:

Homa

tink/Delink Applications My AMS profile

GRANTSOLUTIONS USER GUIDE
CHAPTER2

Link/Delink Applications What doss this mean?

# indicates reguived feld

Submit your reqguest

3 Link an Apphication
TTDElnk an AppuCation

* 1 want

.Sigéi}ﬁ?:it Cangel

Figurs 38 AMS Unk/Delink Application b ~ Link an Application radio button

REL

.
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e Select GrantSolutions.gov from the Applications drop-down list and click the Submit button.

i

ogged in as:
Link/Delink Applications My AMS Profile

Link/Delink Applications What doss this mean?

# ulioates reguived Hedd
Submit your request

Link an Application

*Iwantt . -
twant to Delink an Application

Please select an application

* Applications éS-e.Iée»::t Dre L‘L

Figurs 3 AME Unk/Delink Spplication tab ~ Submit button

e A confirmation message appears. Click the Continue button.

Figure 31 AMS Link/Dedink Applications confirmation message
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e The “Home” tab appears and GrantSolutions.gov is linked to the AMS users’ profile.

e Click the GrantSolutions.gov link to access the GrantSolutions GMM application.

ﬁg}én v.&t{:evﬁﬁ; Internet

GrantSolutionz. oy

WD anplicarions

Figure 32 488 homepage -~ GrantSolutions.goyv Hnk

e The GrantSolutions GMM opens in a new window.

oy GramBolutions.gov

Grants List

Geang Mumbes

o

Figure 3% GramiSelutions GRM "Grants List"™ soraen

S

.
.
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Two-Factor Authentication — Username, Password, and Randomly Generated Passcode

To log into the GMM with a username, password, and randomly generated key code, it is first important to
select a method for passcode generation.

Option 1: Authenticator App on Smart Phone

e Download the Google Authenticator app to an Android, Apple {iPhone, iPad, etc.}, or Blackberry
device.

® Loginto the GMM with a username and password.

THE

GﬁﬁNTg 7‘@ EXCE NC (33&;\&’3: SLUTIONS. GOV

i {:E?@ ng{ Lol Kerotonn, Sofesipns, Cinesrisaniiies

ovides privacy and escuity rofices consistent with applicable fedeeal fave
diractives, and other jederal guidance for acceseing this Uovamment systam, which inciudes all
devices/storage rmediz attached o this sysem. This systam is provided foy Government-authorized use
only. Unaulhonzed or improger use of this system is prohibited and may resull in disciplinary action
andior civit and cominad pensities, At any Hime, and Ty any Iawiil Governmerd papose, the government
may mantorn, reccrd, and audit your systern usage and/or infercept, search and seize any communiteiion
or dea ransiting or fsto;mi on this system Therefors, you have no reasonable sxpeciation of privacy. Ay
compaumcation or data tranciing oy stored on this system may be disclosed or used forany lawfl
Sovernment purpose.

ADDITIONAL GRANTSOLUTIO&S ALCOUNT SECURTY MEASURES
FREQUENTLY ASKED GUESTIONS
MM PRIQ m KNOWN ISSUES - last updated 08/19/2048
) SYRTEM STATUS « SVARABLE
Flanned ﬁgamtegggge Suhedule pggﬂe;j QZHQQMB

Figurs 34 G Login soreen
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= The “2 Factor Authentication” screen appears. Select the Authenticator app {Smart mobile devices)
radio button.

GrantSolutions.gov

2 Factor Authentication (2FA)

Please select one of the following suthentication methods.

# Aotnerticatos app I Taxt message 0 Call Back
{Soart smobie devices) {Kon smart mobile devices) {Voice calf oty

Step 1: Install Google® Aunthenticator from your respeciive App Store
Step 2: Link yvour device fo yvour prefile.

Bimply Sran this e vour Google Austhenticator App

Flgure 33 2 Factor Authentication {3FA) soreen

& The first time Two-Factor Authentication is used in the GMM, a barcode and Key are provided to link

your GMM profile to Google Authenticator.

2 Factor Authentication (2FA)

Please selectoge of the following authentication methods.

W Autrerdicator app £ Text message O Cal Back
{Smart mobile devices) {MNon smart reobile devices) oice pall andy}

Step 1: Install Google® Authenticator from vour respective App Store

Step 2: Link vour device ta your profile.

Siemply Scan this fto yeoy Google Adthentioator App

OR st information

Step 3: Enter the code

Hpure 36 Two-Factor Authentivation {2F4) soreen ~ Baronds snd Hay
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e From the smart phone or other device’s app store, download Google Authenticator.

e From the Google Authenticator app, scan the barcode using the device’s camera or enter a work email
address and the Key provided from the GMM screen.

Enter Work email address

Ertor the key vode lintsd on tha
R sovesn after logging inwith s
wpprnsre s possword. This s o

ang-tima aigp,

'

Figure 37 Google Authentionior App on iPhone - ey Setup

& The app is now ready to generate passcodes.

Fgurs 38 Google Authentioator Apg on Phone -Handomly Sensrated Cods

Nogte: The randomly generated code is valid for 30 seconds. After 30 seconds, a new code generates.

-
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e Enter the six digit, randomly generated code in the GMM Passcode field, and click Submit.

2 Factor Authentication (2FA)

Please select one of the following authentication methods,

8 Authenticator @pg ) Text messags i} Calt Back
[Srtart awhile devicas} ifdon amart mohiis devides) fnice call anlyy

Step 1: Tustall Google® Authenticator from your respective App Stove
Step 2: Link your device to vour prefile.

Sisaply Scan this into voue Google Aptheaticator App

OR Manually sater the iolowing information

Key: PJDOBI7LUNSE798F

Step 3: Enter the cade

Eater the & izt code fon vour Smant dobile device s The code is walsd for 3 secondd)

Passcode 161330 |

Figura 38 Two-Factor Authentication {28R4] sorasn —~ Passeods

e The “Grants List” screen appears.

Grants List

Figurs 40 The GRIM “Grants Ust Simpls Search” scraen

S

.
.
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Option 2: SMS Text
Users can update the GrantSolutions user profile to include a mobile phone number and carrier. This allows
users to receive randomly generated passcodes via text message. If necessary, contact the Help Desk for

assistance logging into the GMM.

To set up a GMM user profile to receive text messages:

e loginto the GMM.

e At the top of the screen, click the username link.

Grants Management. o Renors Sustem Managemest e Onlibe Data Oolleetion HelpiBuspnt

dPane Uein

Grants List

Advanced Seanch

Figure 41 The GRM “Grants List Sorean Shmpls Ssarch” sorean - Username link

e The “Profile Update” screen appears. Enter a Mobile number and select a Carrier from the drop-down
list. Click the Save button.

Profile Update for

% indiontes g reguired fsld.

Srafix &

I other, epacty |

Prsiton Tie W

Work Phane &

Fan

Mobile

CartierCarrier charges may appiy}

Oy Ponne

Emal | ozaph Dos e Bhs.doy

Figurs 43 Profile Update sorean - SMobife and Corrier flelds

e The “Grants List” screen appears.
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To log into the GMM using Two-Factor Authentication via text message:

e lLoginto the GMM with a username and password.

THE
GRANTS
CENTER

EXCELLENCE coavsormons.cor

Lakiveg Sorvson, Sobolam, Sheoraonditn

This waming banner provides privacy and
direcfivas, and other federal quidance for ACLES
devicesssterags msdia attached tzthis sy
only. Unautherized of improper Use of this sysie
andlor civit and cominal penaiies. Atary time, an
¢ poaiter, record, and audi you e 52

or daia transiting of storad on this erm. Tharefore, you have no reasopabie expwiab’cr\ of prvacy. Ay
corgnunication or data ransiling or stored on this system may be distiosed or used for any lavdul
Covernroant pEnose

4 wilh apphcabie faderat laws,
Grwvarnment system which includes all
is providert for Government-authorized use

ADDITIONAL GR&NI&L&E NS A ﬁ.&ég?"ﬁ’_ﬁﬁ&&&ﬁﬁ_ﬁ

TION
GMM PRIGRITY ¥ &NSWN IS SUES - last gpda:ed 08/19/2048
’t’ $ ?hﬁﬁ ﬁTA“f‘ifﬁ 8"%&%’&{.&

Lol

Figure 43 The GMM Login soreen

e The “Two-Factor Authentication {2FA)” screen appears. Select the Text Message {Non-smart mobile
devices) radio button.

. .
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GrantSolutions.gov

2 Factor Authentication (2FA)

Please select one of the following authentieation methods.

E #: Text massage : i Back
i devices) {Mom smant mobile davices} Voice call oRiy)

13man mobt

Hpure 44 "Two-Factor Suthentiation {284 soreen - Taxt Maezsage radin butten

e Thescreenrefreshes. Under step 1, click the Send Passcode button to receive the randomly generated
code via text message.

GrantSolutions.gov

2 Factor Authentication (2FA)

Please select one of the following authentivation methods;

Back
ce el aniy)

# Text mmssage

At e
2 devices) {hion smant wiobils davices}

{3t e

WV

Step 10 Click the "Send Passcode’ bution to send the passcode to the mobile number asseciated with vour GrantSoutions
account. (Carrier charges wmay apply).

Having trouble?

Please review the FAQ's Ulick here or contast the SrantSolutions Halp Desk at 1-866-377-0771 or 1-202-481-5232

Figure 45 "Two- Factor Authentication {ZRE) soraen - Send Passcode button

e Enter the code in the Passcode field. Click the Submit button.

|
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2 Factor Authentication (2FA)

Please select one of the following suthentication methods.

7 Altherica ®: Text massage Al Back
{Smadt mobiie devices) iNon smart mobde devices) Noice call oriy)

Step 1: Click the 'Send Passcade’ button fo send the passcode fo the mohile number associatsd with vour GraniSeutions
asceount. {Carrier vhurgey sy spply).

Step 2¢ Enter the 6 digit passcode received inifo the box below and submit. (The code is valid for 30 seconds}

Passcode

Having frouble?

Figure 48 Twe- Factor SAuthentication soreen - Posseods feid

# The “Grants List” screen appears.

-
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Option 3: Call Back

The GrantSolutions user profile allows users to add up to three phone numbers. Users can select one of these
three numbers to receive a computer-generated call with a passcode.

To set up the “Call Back feature:

e logintothe GMM.

e Al the top of the screen, click the username link.

@Pa’gs Helg

Grants List
Adveancer] Seoren

Figurs 47: The G “Grants List Simpls Search” Sereen - Username fink

& The “Profile Update” screen appears. Enter up to three phone numbers (Work Phone, Mobile, and
Other Phone)}. Click the Save button,

Profile Update for

% Indioates & required Held,

Prefs @

Position Tile %

Work Phone &

L
EM{)
5

Carr i:a:s:ries t&amé-& ma_y ﬁﬁrmz&} '

Other Phone

Emait & Joseph Tiog g:\:sff B gow

Fgurs 48 "Profile Update™ sorsen ~ Phone manber felds

e The Grants List screen appears.

.
.
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To log into the GMM using Two-Factor Authentication via Call Back:

e loginto the GMM with the username and password.

THE
GRANTS
CENTER

EXCELLENCE coavsormons.cor

Lakiveg Sorvson, Sobolam, Sheoraonditn

This waming banner provides privacy and
direcfivas, and other federal quidance for ACLES
devicesssterags msdia attached tzthis sy
only. Unautherized of improper Use of this sysie
andlor civit and cominal penaiies. Atary time, an
¢ poaiter, record, and audi you e 52

or daia transiting of storad on this erm. Tharefore, you have no reasopabie expwiab’cr\ of prvacy. Ay
corgnunication or data ransiling or stored on this system may be distiosed or used for any lavdul
Covernroant pEnose

4 wilh apphcabie faderat laws,
Grwvarnment system which includes all
is providert for Government-authorized use

ADDITIONAL GR&NI&L&E NS A ﬁ.&ég?"ﬁ’_ﬁﬁ&&&ﬁﬁ_ﬁ

TION
GMM PRIGRITY ¥ &NSWN IS SUES - last gpda:ed 08/19/2048
’t’ $ ?hﬁﬁ ﬁTA“f‘ifﬁ 8"%&%’&{.&

Lol

Figure 48 The GMM Login soreen

. .
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e The “Two- Factor Authentication {2FA)” screen appears. Select the Call Back {Voice call only) radio
button.

2
GrantSolutions.gov

2 Factor Authentication (2ZFA)

Please selectone of the following suthentication methods.

O Antherdicator apy i Testmessane ® Call Back
Braart mobile davices) {Nog srasrbmobtde devices) Spice eall only)

Fgure 5 “Twoe Feclor Authentioation {2FAY sersen - Call Back radico button

e The screen refreshes. In Step 1, select the radio button next to the desired Call Back number.

2 Factor Authentication (2FA)

Please select one of the following authenttcation methods.

ricator apg 2 Text message
{Smart mobide devines) Mo smart mobde devites)

ool oyl

Step 1: Select one of the aptions fo receive the eallback on and chick the "Call me® button. (Carrler charges may apply).

B Yotk prone
{rocc-xxx-5283)

{0 bobile phone

Vi 2 i

Step 2: Enter the ¢ digit passcode received into the box below and submit. (The code is valid for 39 seconds)

Passcode |

Fgurs 510 "Twoe Faclor Authentication {2FAY sersen - Work Phons radio bution

|
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e Once the Call Back message Is received, enter the passcode in the Passcode field and dlick the Submit
button.

2 Factor Anthentication (2FA)

Plogse selsot one of the fallowing suthenthoation metds,

Hpure 52 "Two- Factor Authentication {3FAYY soreen - Possoods Hald

e The “Grants List” screen appears.

For more information about Two Factor Authentication, visit

hitp://support.grantsolutions.gov/articles/ FAQ/ Two-Factor-Authentication-FACS
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RESET PASSWORD/UNLOCK ACCOUNT

When an incorrect Username and Password combination is entered, the system generates a Login error. Upon
three unsuccessful login attempts, the account is locked for 2 hours.

To unlock an account, the user may call the GrantSolutions Help Desk for assistance, wait the 2 hours and try
again, or click the Reset Password/Unlock Account link from the Login screen to reset a password.

To reset a password and unlock the account:

e From the GrantSolutions Login screen, click the Reset Password/Unlock Account link.

Figure 53 GramSelutions GRM Login soreen - Reset Password/Unlock Scoount link

e The “Retrieve Your Password” screen appears. Enter a Username, registered Email address, and click
the Reset Password button.

............ TOCTURRR——— i
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Resst or recover your login sallings

'

Fanaid

Figurs 54 "Resetf Racover Login Seitings” soreen

e Ascreen appears stating that the password has been reset and a new temporary password has been
sent via email. The account is now uniocked.

GrantSolutions.gov

The GramSoldions password 1as bean reget farg IDOE

temporay v D ESdeme . Ky 2

Tha new passrard et von will néoele by errsit will avgire sher he st ise and vom will neerd tn rexat it

v infor thie Fratiines with vour new lemporany passwond, you will heleken to a scisen whers yit

il readt o antecinformaiion for ancther new pa3aswnrd

Zou arz 3sked iy enter "Qld" pag e fempuran o

L FGu sy ¢ again

s

\Whgra vou are 3sked iy Mew” pesuword, #ater 3 pIsTNal chgesing thatis stipssteight cheracteraiong 4 gditional password reguirsments will be onthe page

Figurs 53 Password Reset confirmation soraen

® The user receives an email with a temporary password from notification@grantsolutions.pov.

e Tip: Ensure emalls from grantsolutions.gov are on the email system’s safe list so they do not get
blocked or sent to spam or junk folders.

S
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fore Help Desk toimes
wber 3t {03} 401-5382

Figure BB Password Resst emall message

Log into GrantSolutions with a Username and new temporary Password.
e The password must be changed for security purposes. As with changing a password for the first time,

after the temporary password is changed, the user is returned to the login screen.

Password Expiration

Passwords expire every 60 days. As password expiry approaches, the following red countdown message appears
at the top of every screen in GrantSolutions:

Your password will expire in xx dayis). Please Change Now

® (lick the Please Change Now link to set a new password.

Figure 57 Password eupiration prompt from within the GMM

S
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e The “Change Password” screen appears. Enter the Current Password, New Password, and Confirm

New Password. Click the Submit button.

7 Repars e By

Change Password

W indicates & reguired Bald

GrantSolutions Password Policy

e

gi st e raset,
Ul fagln sttemipta,
i soreen gfter changh

fink o1 the fran

Currant Fassword & @

s
V4

Confirm Mew Password & 0

Fgurs B8 "Change Password” soraen

e The “Confirmation of New Password” screen displays. Click the Re-Login button.

Figure 5% "Confiveation of New Password” sorsen

e The GrantSolutions “Login” screen appears. Log in using the newly reset password.

s  The “Grants List” screen displays.

&m\%\\\&\\\\X(%
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Tip: A user’s password can be reset from within GrantSolutions at any time by navigating to the System
Management > Account Management > Change Password screen.

Account Deactivation
The GMM account policy for keeping accounts active is as follows:
Grantors: Accounts are disabled after 60 days of inactivity. E-mail messages are sent to the provided e-mail

address 14 days, 7 days, and 24 hours prior to the disabling the account and immediately after the account has
been disabled. The last message includes instructions on the process to re-activate the account.

Grantees: Accounts are disabled after 365 days of inactivity. E-mail messages are sent to the provided e-mail 14
days, 7 days, and 24 hours prior to the disabling the account and immediately after the account has been disabled.
The last message includes instructions on the process to re-activate the account.
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LESSON 2 REVIEW QUESTIONS

&  What are the steps to access the GrantSolutions GMM Login screen?
e What are two browsers supported by the GrantSolutions GMM?
e What are two ways to reset a password and unlock the account?

¢ How often do passwords expire and need to be reset?

o
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Lesson 3: GrantSolutions GMM Navigation and Menu Bar
Obiectives
At the end of this lesson, the user will be able to:

e ldentify elements of the GrantSolutions GMM screen, including the menu bar, quick links, and footer
e Use the menu bar to access various screens in the system
e launch the Enterprise Reporting System

NAVIGATION

After logging into the GrantSolutions GMM, the landing page is the “Grants List” screen. Each GMM screen
contains the main menu bar, the footer, and quick links to access the user’s profile and log out of the system.

Username Quick Link

e Click the username link at the top of the screen to update the user profile.

@rants List

Adeanged Sgarh

Please filter your search 25 nEcessary

Figurs 58 “Grants List Shvple Search” soraen - username guick Hnk

............ TOCTURRR——— i
REL000134788



GRANTSOLUTIONS USER GUIDE
CHAPTER2

e The “Profile Update” screen appears. Make any desired changes and click the Save button.

Profile Update for

% indicates a required Hedd,

Frafly

i other, specify

Pagition Title CTrainerBupport Analval ]
Work Fhone ofe ZOR-40 L5282

Fax '

kabile 1 BEG-I2

Carrier{Carrier charges may apply)

Diher Prone

Ematl

Primary Address Irformation

DivigioniDeparimeant {rvet] |

Country % |UNITED STATES R
Strest Adiress & L1301 North Maore Streal |

Mait Stop | Suite B00 |

City % Eﬁiriéés‘g;tm |

State & Cirina

County: E |

Zip Code % 22308 - lmal

Fgure 51 “Profile Updste™ soraen

Tip: The “Profile Update” screen may also be accessed from the Menu bar by selecting System Management >
Account Management > Update Profile.
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Log Out Quick Link

Click the Log Out link in the top right corner of the screen to properly exit the system.

7, gk 387

Grants List

Plaase flier your SE3r0h a8 Necessany

Hpure 62 “Grants Lint” soreen - Log Sut link

GrantSolutions Footer

The footer is located at the bottom of every GMM screen.

Lk 5 Soppaal i Privacy and Senurty !

Figure B3 Granibolutions footer

While user specific information depends on role and Partner, the footer section generally contains the following
information:
e GrantSolutions Help Desk contact information

e Alink to the GrantSolutions contact page
e The Web Accessibility policy
e The Privacy and Security Notice

e Alink to the Freedom of Information Act website

& Disclaimers

|
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MENU BAR

The GrantSolutions GMM menu bar is located at the top of each screen.

Fgurs B4 GrantSolutions GMM Menu bay

Use the mouse or keyboard to expand each menu item. The table below contains all menus and sub menus
available in the GrantSolutions GMM.

Bain Manu Tartiary Menu Fourth Lavel Desoription

Grants List

Houses all grants in G5

Funding v
Opportunities

Manage Search for or create

Announcements announcements and funding
opportunities

Close Close announcements (set end

Announcements dates) for funding opportunities

Program Yiew or manage Program
Enclosures Enclosures

Grant Enclosures View or manage Grant Enclosures
Application Kit Responsible staff sets up
Termnplates requirements for applications

Manage Funds Create and establish parameters for
Planning financial accounts by grant program
Manage Financial Add, transfer, or track funds within
Accounts financial accounts
SreTreaE e Eas s e
Applications E
Application Receipt Repository of submitted
Log applications
Application No longer used - consclidated into
Screening the Application Recommendation
screen
Application Screen, score, select recommended
Recommendation decision, and recommended
funding for submitted applications
Funding Memo Funding decision for application
process

RELO0001347887



GRANTSOLUTIONS USER GUIDE
CHAPTER2

Baln Menn Sub BMeang Tartiary Mang Fourth Lavel Dpsovintiog
Amendments Any actions that make a change to
the original award
Grants.gov Login to accept or reject

applications from Grants.gov within
GrantSolutions

Award Processing

Awards E ]

Further process actions leading to
an awarded grant

Funding Memo

Funding decision for application
process {same as Funding Memo
from the Applications menu}

Issue Not Funded

Notice

Prepare not funded form letters
and issue the not funded notices for

pre-award applications.

Manage NGA View, create, update, and delete
Components global Notice of Grant Award
components for a grant program.
Manage NGA Create, edit, and remove Notice of
Templates Grant Award Templates.

Grants
Management

Amendmaents

Amendments Report screen —
create a mini Amendments report
based on search criteria. The report
contains total amendments for a
grant program, number of
Amendments for the criteria
entered, and total grants with
active Amendments displayed.

Grant Notes

Grant Notes List screen

Track Terms & Search for Terms and Conditions

Conditions based on Grant Program and other
criteria,

Rescind Search by Grant Program and other

Expanded criteria to view Grants that may or

Authority may not have expanded authority.

Non-Competing
Application Kits
Management

Manage Non-Competing
Continuation Kits

Assign Grantee
Task

Create Bulk Tasks screen
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Baln Menn Sub BMeang Tartiary Mang Fourth Lavel Dpsovintiog

Manage FFR Activate FFR reporting for Grantees,

Reporting view submitted reports, accept
reports, or submit reports on behalf
of grantee

FSR Processing List of submitted Financial status

reports from grantee, or enter
report on behalf of grantee

Post Award Edit, manage, or adjust amendment
Actions types at the partner level
Management

Post Award Establish kits for each type of
Action Kit amendment

Management

Bl Dashboards Develop meaningful analytics with a
focus on cutcomes. Particularly
helpful for the Program Office

ERS Reports Standard and ad-hoc reporting
using GrantSolutions data. Powered
by Cognos, offers the ability to
create custom reports

System
Management

Search Preferences Set project categories available ina

search

Update Profile User can edit their own information

Change Password User can manually change their
own password

User Roles and User can view their roles and

Assignments assignments

Notification User can set which notifications

Preferences they choose to receive from a pre-
defined list

Program Office Program Office Assignment List

Grants Office Grant Office Assignment List
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Sub BMeang Fourth Lavel

Data Reference

Breserintion
Lock Up Table Maintenance for
CEDA codes. Add, Edit, or Delete
CFDA numbers.

Link to the Online Data Collection
System

Biain Manu Tartlary Many

Online Data
Collection

Help Support

Documentation Link to a site containing help sheets
and guides for GrantSolutions users

Submit a Help Submit a request to the Help Desk
Request via GrantSolutions

MANAGE SYSTEM NOTIFICATIONS

When a user is assigned to a grant, the system sends important email notifications when an Application or Grant
Note is added, when an action is ready to be performed, or when an action is completed. Although all
notifications are turned on by default, the user can modify notification preferences.

To Modify Notification Preferences:

e From the menu bar, select System Management > Account Management > Notification Preferences.

ants List

Figure 63 Navigation to Notification Preferences menu option
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s The “Notification Preferences” screen displays. Make any desired changes and click the Save button.

L N g e A RN L R R EOR A i g =3
Past Dus Competing Appifation Submitted

e
Past Dus Mon-Comgsting Application Submitted [F]

Past Dus Competing Spoication Subr

Project andered Fed-Late Hon-ODompsting Stalus

Prejectin Mon-Compeling Time Frams fGrants Staffi &

Tima Frame (Program Staff [

Projectin Mon-Compat

Clogerut Cheddist Signed
&

Tracked Award Condftion Ceerdus

B3
Federal Financial Repoit Submillsd
&

Federal Finanoizi Repo Withdrawn

Fgurs 58 “Netiflcation Proferences” soreen

Tip: It is best practice to leave all notifications turned on until the user can truly determine which notifications
are most useful.

S

.
.
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INSIGHT

Through the inSight menu option, the GrantSolutions GMM offers Business Intelligence {Bl) Dashboards and
Enterprise Reporting System {ERS) reports. While Bl dashboards are built on Tableau and ERS reports are
powered by Cognos, both are used to extract and analyze data created or collected within GrantSolutions.

Business Intelligence (Bl) Dashboards

The Bl dashboards and reports allow users to develop meaningful analytics that highlight outcomes and impacts
for the Program Office. Additionally, they help agencies better understand grants operations and the outcomes
generated by their grant investments.

To access Bl Dashboards:
e Loginto the GMM with a username and password or PIV card
e From the menu bar, select inSight > Bl Dashboards.

Figurs &Y Mavigating to B Dashboards

e Bl Dashboards open in a new window.

Enterprise Reporting System (ERS)ERS provides standard and ad-hoc reporting using GrantSolutions data. FRS
contains a collection of predefined reports, such as the Ranking and Approval List, which can be run at any time.
Partners with an ERS authoring liscense can build their own custom reports to analyze grant data by leveraging
the extensive business analytics tools within the Cognos platform.

To access the ERS:
e Loginto the GMM with a username and password or PIV card.

® From the menu bar, select inSight -» ERS Reports.
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Syster QeI

Figure S8 Navigsting to ERS Baports

e The Enterprise Reporting System automatically opens in new window.
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LESSON 3 REVIEW QUESTIONS

s What is one way to navigate to the “Profile Update” screen?
e How are system notifications managed?

e How would a user access the Enterprise Reporting System (ERS)?
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Lesson 4 Grants List Screens
Obiectives
At the end of this lesson, the user will be able to:

e Conduct a search using the Grants List Simple Search
e Initiate a search using the Grants List Advanced Search
® Save asearch template

The “Grants List Simple Search” screen is the first screen users arrive at in the GMM. This screen allows users to
search awarded grans by Grant Number, FAIN, or Organization.

GRANTS LIST SIMPLE SEARCH SCREEN
To conduct a search using the “Grants List” simple search screen:

e Log into the GrantSolutions GMM. The “Grants List” simple search screen appears.

Grants List

Humber ar FAIY

Tiganication

Flease Bier your sedith as necessany

Esd

Figurs B9 "Grants Lst Shnple Search” sersen

-
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e Search for a single grant by entering the Grant Number, FAIN, and/or grantee Organization. Click the
Search icon {magnifying glass) to display the search results.

Tip: Itis only necessary to enter a partial grant number or organization name (3 or more characters) when
performing a search.

Grants List

Fleage fifter your seaich as necessan

i
Figurs T “Grante Uiy Shrple Search® soroen - search falds and Search ivon

e Results that meet the search criteria display in a table below the search fields.

Grants List

Sfan M of &I 213

ization

Figure 71 “Grants List Simple Search® soreen with search results
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GRANTS LIST ADVANCED SEARCH SCREEN

To search for more than one grant at a time, or to search using additional criteria, navigate to the “Grants List
Advanced Search” screen.
e loginto the GrantSolutions GMM. Click the Advanced Search link on the right side of the “Grants List

Simple Search” screen.

Grantg List

Fgurs T3 "Grants st Shmple Sewrch™ soroen ~ Sdvanced Search Bk

The “Grants List Advanced Search” screen appears.

Grants List

Assignment Type

3 «Assﬁgnment Typeddy G‘(ams‘?ié‘xExpirediAcxive:Actwe Frojects Ciniy

Please Wlar Your Search 25 NeCessany

Figurs 730 “Grants List Advanced Search” soreen
By default, the Defoult/Selected Search Criteria box contains the filters:
¢ Assignment Type: My Grants
e Expired/Active: Active Projects Only
These filters are required and may not be turned off. However, the value can be changed.
®  Assignment Type:
o My Primary Grants: Shows grants the user is assigned to with a Primary role
o My Grants: Shows grants the user is assigned to
o All Grants: Shows all grants

e Expired/Active

@)

Active Projects Only: Project Period End Date has not passed

o Expired Projects, Not Closed

Include Expired Projects: All grants active and expired

e}
-

-
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e Select a filter option from the Search Criteria drop-down list (binoculars icon). The filter, once
selected, displays to the left of the Search Criteria icon {(binoculars).

Grants List
Fimpiz.Sesnd

Assignment Type | §

Wi Assigneonn

Please fher your 52a7ch s Necessary

ufr Bocument &
o i

Program didivity
Pragrant
L18 ate or Taritary

Fgure 74 "Grants List &dvanced Search® screen with drop-down Hst expanded

e Based on the filter selected, the drop-down list to the right is populated with possible values, a
calendar widget, or a text box to enter search information.

Search Criteria and Filter Description

SearchCriteria ||| || |Descripfion) |
Assignment Type e My Primary Grants

& My Grants
e Al Grants
Assistance Type Select from the drop-down menu:

e Block Grant

® (Cooperative Agreement

® Direct Loan

e Direct Payment for Specified Use, as a Subsidy or Other
e Direct Payment with Unrestricted Use

e Formula Grant

e Guaranteed/Insured Loan

e {nsurance

e Other Reimbursable, Contingent, intangible, or Indirect
¢ Project Grant

e Specified Direct Payment

Categories Select a category from the drop-down list. The categories available for
selection depend on a user’s Grant Program assignments
Closeout Select from the drop-down:

e (Closeout Type
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SearchCriteria | [ Description

o All Closed
o Marked As Closed
o Ready To Close
e Closed After Date - Calendar widget
e Will Expire in

o 30 Days
¢ 60 Days
o 90 Days

Country

Select a country from the drop-down list

Expired/Active

e Active Projects Only
e Expired Projects, Not Closed
e Include Expired Projects

Federal Staff Name

Enter name as text

Fiscal Year {YYYY)

Select the date from the drop-down list

Funding Opportunity #

Select the announcement Funding Opportunity Number from the drop-
down list

Grant Number

Enter grant number as text

Grantee Staff Name

Enter name as text

Grant Program

Select Grant Program from the drop-down list

Grants Office

Select the Grants Office from the drop-down list

Obligation Document #

Enter number as text

Organization

Enter organization name as text

Program Activity

Select the Program Activity from the drop-down list

Program Office

Select the Program Office from the drop-down list

U.S State or Territory

Select the State or Territory from the drop-down list

e Once 3 value is selected or entered, it appears in the Defoult/Selected Search Criteria box. Add

additional criteria to further filter results or click the Search icon {magnifying glass) to activate the

search.

Brants List

Giant Program 18

Figure 75 “Grants List Advanced Search” sereen with Selected Search Criteris

Note: Default/Selected Search Criteria may be turned off by clicking the blue X to the left of the filter name.
However, required filters {indicated by the red asterisks to the left of the filter) may only be changed, not removed.
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e The screen refreshes with results meeting the search criteria displayed below the search fields.

Grats List

Grant Program

Period Start 37 Braject Pesiod End

Pate:

Program Office Grang Numiber 2. :Orgatization Projact Stats Actions

Date

No Amzngments in-

DBI3HIY

DEf3GRL

Rl ipa

Pragrass

0623872 Closed

Mo Amendmenty in-
Pragress

038428

Figurs 78 “Grants List Advanced Search” soreen with the seardh results displayed

SEARCH OPTIONS

In addition to a one-time search, the “Grants List Advanced Search” screen provides additional features to make
locating grants easier.

o Search Button

o Clear/Remove Filter Button

o Saved Searches Bution

Saved Searches

The “Grants List” screen provides the ability to create custom search templates based on commonly used criteria.
With this tool, frequently used searches can be quickly run at any time. .

To Create a Saved Search:

e Select the desired search criteria and click the Search icon {magnifying glass).

RELO0001347887
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e Once search results generate, click the Star icon in the upper right corner of the screen.

Granty List

s i
jiricrol Spaipivan e

Fgure 77 "Grants List Advanced Search” sersen with the Savesd Ssarches bulton
s The “Saved Searches” box appears. Enter a descriptive name in the Save New Search field.

e Next, click the blue Plus 5ign to the right of the entry to save the template.

Figure 78 Saved Searches box with the Savs New Ssarch field
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The Saved New Search message appears and the new search displays under the Saved Searches list.

-]

- Saved Ssarchies

- Block Grants
- Btesst Outreach

- Another one "

Srind 031 0 .

Figurs 79 Saved Meaw Search massags

Tip: To close the Saved Searches box, click in the white space located outside of this box.

To Run 3 Saved Search:

Once a search is saved, the user can access it at any time.

e Saved searches can be accessed from the “Grants List” Simple or Advanced Search screens. Click the

Star icon.

e  From the Saved Searches box, select a saved template,

Goant§oletions.yov

Application Receipt and Logging

Subimiziad Afer 58 v | D3/127312

Saved Seerches

# Submittad Aderd Submittad Before: (i

Please fer your 5earchag necessary

Figurs B0 "Grants Lst Advanced Search™ soreen with the Saved Saarches box sxpanded
e Upon selection, the system generates results based on the search criteria.

Tip: To make changes to the saved search, alter the search filters and then click the $Save icon {diskette} to the

right of the saved search title.

s

REL0001347887
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Clear/Remove Filter

To remove all search criteria and reset the screen, click the clear {eraser) button,

Figure B3 Claar bution

Search within Results
After a search is run, the user can search within the results.

e Inthe Search Within Results box, enter text {letters or numbers) to locate a desired grant.

e (lick the Search button.

Grant Program

cgran Otfice { Peoject Status

Figurs 820 Search resuits table with the search results feld

e The table of results jumps to the row containing matching text.
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Export Results

Search results can be exported to an Excel workbook from the “Grants List” screen.

e After running a search on the “Grants List” screen, click the Export Results button above the resuits
table.

Explrotifctivedotin Projats Dinty

* hsstgnement Typedl Granis

fromrm—

2» Organization

Fgurs 8% Export Resuits bulion

e A message appears asking to Open or Save the Excel Workbook. Choose the desired option.

Type: Mirrosoft Dffice Excel Conmmia
From - demo.grantsolutions.goy.

Figure B4 Fie Downlead messags

Note: This message may appear at the bottom of the window depending on the browser.

e The spreadsheet now opens or is saved.
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Hide Columns

The “Grants List” results table contains columns with useful information. However, users may hide unnecessary
columns. To minimize the number of visible columns:

e Click the Hide Columns button.

e A drop-down menu displays. Uncheck columns that should be hidden.

Grants List

Sirge Sesiel

fargnt Programy

Broject Period Start %+ | Project Period End,
Pate s i Dew

amOffice | Graim Number Brojert Satus iAcaans.

Mo Armsndments -

i3 Frograss

Mo Amenduenty by

o 06738 b
agress
o M Arnendmends ke
3 R
Pasgram Office Geraneee: Frogress
& DEFS, £hosed

bex Arnendmersts b
Prograss

’ IR
‘Peagram Office CE3BIRe

Figure 8% Hide Columns bulion

e The screen refreshes and the selected columns are temporarily removed from view. When the user
conducts a new search, any previously hidden columns reappear. To hide the column consistently,
click the option Update Default Columns.

ol
[ ! Hide Al

¥ Program Office

Project Pericd Start Date
| Project Peidd End Date 3
[} Budget Periad Start Dats
N Birdget Fedod End Data
i Amendment Statys

REL

Figure 88 Mide Columng dmpudwn st with Update Default Columng selected
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e The new default is set. Follow the same steps to hide or unhide additional columns.

Grants List Results Table

The Grants List Results Table contains the following columns:

e Blue plus sign: Click to expand the grant row to view additional information and actions

® Program Office: Name of the Program Office

e Grant Number: Assigned Grant Number

e QOrganization: The Grantee organization name is a link that opens the Central Contractor Registry

{CCR} information {including the DUNS number} in a new window

e Project Period Start Date: Start date of the project period

& Project Period End Date: End date of the project period

® Project Status: Tracks the status of Amendment applications. When no Amendments are currently in

progress, the status is No Amendments in Progress. Additionally, Closed displays once a project is

closed in the GMM

& Actions: Links to Grants List actions

142 o 42 e SEIe il i
™ Program Offfce Grast Numbsy %+ Drganization g;s;iacg Fariod Stant 3 g;g:iect Period End Profect Swatus Actiare:

Figure 87 Granis List Besulis Tobde cohanns

-
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LESSON 4 REVIEW QUESTIONS

e What are two ways to conduct a search using the “Grants List” Simple Search screen?

e  What are the two required search criteria on the “Grants List” Advanced Search screen?

e How would a user save a frequently used search?

L

-
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Lesson g: Grants List Actions
Obiectives
At the end of this lesson, the user will be able to:

s Identify the “Grants List” Action buttons

e View or print the latest NOA

® Navigate to the Manage Amendments screen
e NMake a Grant Assignment

® Add a Grant Note

e View the History of the Grant

The “Grants List” screen’s results table contains an Action column for each awarded grant. The available actions
are as follows:

View NGA

Manage Amendments

Grant Assignments

Grant Notes

History

Tip: Hover over an Action icon to view the icon description. Also, the icon legend is located towards the bottom
of the “Grants List” screen.

REL0001347887
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VIEW NGA

The View NGA icon allows a user to open the latest version of the Notice of Grant Award {referred to as both NGA
or NOA) in PDF format. The PDF may be saved or printed. To view the most recent NOA:

e Search the desired grant, and then click the View NGA icon.

st

GrantHumber 2 « ‘Organization f[;‘?i“‘ FParing ey : rajact Beviod brd Project Statis Activrs
ate i Daee A

CARCAT20960 el LRt opyanis G23:204 e

Figurs 88 View NG button

@ The NOA appears as a PDF in a new window. To close the window, click the X in the upper right corner.

Tip: Mouse over the NOA to activate the PDF toolbar. The toolbar may be used to print or save the NOA.

T Traved

3 Cormucion
Lo ontramnial

Figure 89 NGA with the POF voolbay

MANAGE AMENDMENTS

Post-award actions such as Amendments may be viewed or initiated from the Manage Amendments icon.
Amendment types may include, but are not limited to, supplements, change in staff, budget revisions, carryovers,
and change in grantee address. Additionally, some amendments may be initiated by the grantee or by Federal
staff.

Projact Period i3~ Project Period End

GrantMumber  2s Bate  Bate Pmﬁs}ci Status

Eubroitted {(Fost

CAPDEIR0880 .
‘ = Sggand

GRi232012 U8/23/2044

Figure 8 Manage Amandmenis koon
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PROJECT ASSIGNMENTS

The Project Assignments icon allows Federal Staff to designate which individual(s) serve in the various grantor
and grantee roles for a grant. Without being assigned to a grant, a user does not receive automatic email
notifications from the GMM when an action needs to be taken or when a Grant Note is added. Additionally,
when the Assignment Type: My Grants filter is selected on the “Grants List” screen, only Grants the user is
assigned to will appear in the Results Table.

Project Assignments are made from the “Grants List” screen after the Notice of Award [NOA) is finalized and
edits or changes to the existing Project Assignments are required.

Manage Project Assignments for a Single Grant
To access Project Assignments from the “Grants List” screen:

& Log into the GMM. The “Grants List” screen appears.

® Search for one or more grants. From the Results Table, click the Project Assignments icon from the
Actions column.

Grants List

Grant Program Support Navigaton

e o o Project Posind 2+ | Frnjest Petied e P
Grant Buber - (hganization Stary Bty .. End Date . Froject Staus fctions
BEOINIE Demti2D12 o Attehdmens: -
IOGIESS !

Fgure 51 “Grants List” soreen - PFroject Assignrnents icon

e The “Project Assignments” screen opens in a new window.

Project Assignments

Qrgantestioe

Lt Brrher D

Dispidy. <& At Users 0 Grantees. () Granturs
| Adtiva sl e || New Assigninen s Eepred seng j
: Assiuned | Name { Email o Rotz | Start Date:

Grants Mansgement Specialist

Grarts Mapagemnen Officer

mrants Manajenant Gificer COEIETIENS
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The “Project Assignments” screen lists the name of the grantee organization, application or grant number, and
DUNS number towards the top of the screen.

It also contains radio buttons that filter the assignments displayed on the screen. The filter options are All Users
{Grantees and Grantors), Grantees, and Grantors. The default is Alf Users.

Project Assignments
Organization:
Grant Number: § DING ) -
§ Diaplay Fiers
Dhisplay. @ &l lsers  ©7) Grantess (3 Griantors s s oo o s e oo mer 0 x

Artive Aszignments | New Assignments | Epirad Assigfeents |

s

{Ussrname. ‘Role | Stan Date

Grants Managehent Spacisist

Sratts Maragement Speciakisy

Grants Management Offiner

Fgurs 93 "Project Assigrenents” sorsan - Daplay radio buttons

The following tabs are found below the radio buttons:

e Active Assignments: List of users currently assigned to the project
e New Assignments: List of users available for assignment

e Expired Assignments: List of users that were previously assigned to the project but are no longer
assighed

Prafect Assignments

Shganiation: ;
D4

B Drarts Managemant Spatishist

L Cwants Maragement

Ea Dot Batagersernt ($oer

ed Graens Managamen Diicer BefETE

Hgure 54 "Project Sssignmeants” sereen -Tabs
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All users already assigned to the project appear in the Active Assignments tab. Use the display filters to view Al
Users, Grantees, or Grantors.

Project Assignments

Organiation:

Graat Humben

DA

Diaplay:. & Al Users 7% Granteps {7 Gfantors

P Evnirad

&Yy‘ﬁ\i«‘Siym enia Assignments
® i i g
Assigned | Name / Email Usensnme Role i Start Bate pod End Date Wt
[l Grants Management Speciaist
?ie;m 85 “Project Assignments” sorpen - Active Assigrumnants tab
The Active Assignments tab includes the following columns and actions:
Column Action/Information
Assigned The Assigned box is checked next to each name. To remove an assignment,
deselect the checkbox and click Save. When unassigned, the record is
moved to both the New Assignments and the Expired Assignments tabs.
Name / Email The first name, last name, and email address of the assignee.
Username The assignee’s GMM username. When a grantee has a record in the GMM

but does not yet have an account {username and password}, Grants staff
may click the Create Account link from the Username column. Once
clicked, the grantee receives two emails with their assigned username and
temporary password.

Role The assignee’s authority, such as Program Officer, Grants Management
Specialist, Financial Management Officer, PI/PD, etc.

Start Date The date the assignment begins. It is possible to set a date in the future, so
the assignment does not take immediate effect.

End Date The date the assignment ends. Use this option if the assignment is
temporary and needs to end on a certain date. Once the End Date passes,
the assignment is moved to the Expired Assignments table.

-
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All users available for assignment to a project appear under the New Assignments tab.

Project Assignments

Cirganization

Esnt Kamber: Lanes:

i Brartesy o Granirs

Grant Offic

Siaf mayadd @ gew Goarfes |

JOEY y ADVD

Userpamie

E'R:}fe

: Start Date

E n_d Date

Grents Wanagement Dffcer
Program .C}*}‘Fi;:er -
- Grents Ksnagament Bpecialis
Finaonial Management Tficer
~Firanzial Management Dfficer

- Grants Management Specialist

- Grartee Principal investigator/

*. Program Bives o

Frogram-Officer

- iranty Mabagement Dffices

. Grants Wanasement Snet et

rodss for & grariee

)
i
i
i
H
i

¥

ALDEIST

Figure Bh MNeow Sssignments Tab

Note: Program staff may view all assignments. However, Program staff can only assign themselves or other
Program staff to a project, whereas Grants staff may assign grantor and grantee {PI/PD and ADO) roles.

e

. .
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The New Assignments tab includes the following columns and actions:

Column

Assign

Name / Email

Username

Role

Start Date

End Date

Add Role

Action/Information

Select the Assign checkbox next to the namel(s) of individuals to assign
them to the project. More than one assignment may be completed at a
time. Click the Save button towards the bottom of the screen to move the
record to the Active Assignments tab.

The first name, last name, and email address of the assignee.

The assignee’s GMM username. When a grantee has a record in the GMM
but does not yet have an account {username and password}, Grant Office
staff may dlick the Create Account link from the Username column. Once
clicked, the grantee receives two emails with their assigned username and
temporary password.

The assignee’s authority, such as Program Officer, Grants Management
Specialist, Financial Management Officer, PI/PD, etc.

The date the assignment begins. It is possible to set a date in the future, so
the assignment does not take immediate effect.

The date the assignment ends. Use this option if the assignment is
temporary and needs to end on a certain date. Once the End Date passes,
the assignment is moved to the Expired Assignments table,

Only the grantee PI/PD and ADO roles may be assigned by Grants Staff.
Additional grantee roles such as Support Staff and Financial Officer must
be created by a member of the GrantSolutions Support Team.
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To assign a user to the project:

e From the “Project Assignments” screen > New Assignments tab, click the checkbox to the left of each
user to assign to the project.

Project Assignmeams

et Mt

pnipernges {(Hhoer

Figurs 97 Projoct Aesignmaents - Mow Assignments tab

® Towards the bottom of the screen, click the Save button to save the changes, or click the Save & Close
button to save the changes and close the “Project Assignments” screen.

Figure 9% Save angd Save & Close buttons

e The newly assigned user(s) is moved to the Active Assignments tab.
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To assign one or more role authorities (PI/PD, ADQO) to a grantee record that does not currently have a project
assignment, from the “Project Assignment” screen:

e Select the Grantees radio button and the New Assignments tab.

Project Assignments

Urganiration

Grant Bumber: DUNS:

Dizplay: Al Ulsgrs Jrgntees raniors

- Active Azzignments § Mew Assignments E Expired Assignments

ﬁdd Mew Granies

Figure 5% Project Assignmanis - New Assignments izb

& From the Add Role column, click the Add ADO/PIPD Role link.

Project Assignments

Crganization:

EBUNS: &

Gramt Kusmbers

Display {7 Sl isers (@ Grantees ) Grantors

L M Azsignments Expirad Ssaigraneny

ame | Email

isemanie Role  Stert Date . End Date

Grartee Principal investigater

Sef ABC Bl
¢ Prograra Rirecior AdE ALC Rolp

. i Grantee Principal invvestigator
Fgure L0 “Project Assipnments” sorsen - Add APIPD Rols Bk

Sufc B0 Baode,

= The “Assign Role” screen appears. Select one or both checkboxes (Grantee Principal Investigator /
Program Director and/or Grantee Administrative Official / Grantee Authorizing Representative) and
click the Save button.

Assign Eole

Granter Principal vestigator 7 Program Director

Grantee Administrative Official / Grantee Authonzing Representative

Figure 101 “Aadlgn Role™ soroen
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e The “Project Assignments — New Assignments” screen reappears. The grantee is now assigned the
PI/PD and ADO roles. Each role for the user is a new row in the New Assignments tab. The user may

now be assigned to each role.

Project Assignments

Organization:

{rant Mambher: BUNS:

Display - ) &l Lisers aBrantges Oy Ganlos

| New Assignments

Srantes Phincipal investigator
{ Program Director

investigator |

| Sgd ADG Bole

Fgurs 107 “Project Asslpnments - Rlaw Assignments® soreen

To create a grantee user account:

e From the “Project Assignments” screen, click the Create Account link.

Project Assignments
Organization:
Grant Bumber:
Displays oy Alflisars @ Grantges (D Granions

| Arlive Ass s 1 e Assigmments Expirad Asslonments

Ay
Assign Name { Email Userame  Role St Date.

Uyardse Adminisiative
Official 7 Grantes Authaorized
Representative

Lreate

Grardee Foncipsl investigator
- ¢ Program Director

Grardee Principsl investigator
{ Frogram Director

SGrantee Principal irvestigator ! Siid ARD Bole
¢ Frugram Diisector ———

% Aspignments - Mew Assigmnanis b ~Ureate Aveount link

Figure 303 Prod
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e The screen refreshes and the account is created. The grantee receives two emails, the first with the
assigned username and the second with a temporary password. The username assigned to the

grantee is listed in the Username column.

fanmernts  Expited Assignmients

Username

Role Start Date

 Grantes Administrative
 Offivial § Grantee Suthorized
 Represéntative

Grartes Prncipsl nvestigator
? Progran Birector

Fgurs 104 Project Sesignmants - Username cobamn
e Click the Save or Save & Close button located towards the bottom of the screen.
Grant Office staff may add a new grantee user and assign the PI/PD role, ADO role, or both.
Note: Grants staff cannot delete grantee accounts. To delete a grantee account, grantees must submit a formal
request to the GrantSolutions Help Desk.

To add a new grantee account:

e From the “Project Assignments — New Assignments” screen, click the Add New Grantee link.

Project Assignments

Oraamzation:

DM S:

Grant Number:

5

Dispiay: ) &l Liser Zrantees  { Graniors

ignments | MNew Asy

L Botive Ass
Aod Mew Granise

Assign Name ] Email Username  Role

Figurs 108! Projoct Sssignments - Add New Grantee link
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e The “Add New Grantee” screen appears. Select the Grantee Principle Investigation/Program Director
checkbox to assign the new grantee the PI/PD role. Select the Grantee Administrative Official/
Grantee Authorized Representative checkbox to assign the new grantee the ADC role.

Add New Grantes
Authority
“Grantee Role: # Grantee Principal investigator / Program Director
L Grartes Admiristrative Official / Grantee Suthorized Reprasentative
Hame

Figurs 105 “Add Naw Grantee™ serasn

Enter information in the remaining fields.

Contact Infomnation

Crganization

Position Title & Dirertor

s , £ B01-8EE1D
“Wirk Phore: 1301-555-1212

¥

Wobite: &

s

Other Phone: i

. L R He@pdem, vus
“Epmail & s Eidemo xyz

Primary Address Information

Lo . £
Eryision/Tept @

R L E A AR SEE SN BT A A 382
Figurs 307 “Add New Grantes® soreen

e Towards the bottom of the screen, click the Add or Add & Create User Account button.

Figure 308 Add or Add B Oraste User Acoount buttons
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Note: Click the Add button to add a grantee record. Click the Add & Create User Account button to add the
record and send the new grantee user their username and password via email.

® The “Project Assignments” screen reappears. Click the Save button.

e The new grantee person record and account {if selected on the previous screen) is created.

The Expired Assignments tab contains a list of all assignments where the end date has passed or where an
assignment has been removed. This table is read-only; no action may be taken.

Project Assignments

Organtzadion:  Mingt Staie Liniversily
Grant Hombes: RAVTAISINS  DUMS SU8B82174

Ciaptay: o A6 Usars 0 Grameps () Granton

Active Sseinments | New Assipnments | Exgired Sssignmeniis

Wame ! it { Username | Rl - Brare Date End Date

Fgurs B8 Project Sesignmaents - Explred Assigrmenis tab

The Expired Assignments tab includes the following columns and actions:

Column Action/Information

Name / Email The first name, last name, and email address of the assignee.
Username The assignee’s GMM username.

Role The assignee’s authority, such as Program Officer, Grants Management

Specialist, Financial Management Officer, PI/PD, etc.

Start Date The date the assignment began.

End Date Date the assignment ended.

REL0001347887



GRANTSOLUTIONS USER GUIDE
CHAPTER2

Manage Assignments for Multiple Grants

The Bulk Assignments feature allows staff to make assignments for multiple grants for a single Grant Program in
one action. Only Federal employees may be assigned using Bulk Assignments.

Assign Staff

e Navigate to the “Grants List Advanced Search” screen.

e Search for multiple grants. The Grant Program filter may be useful, as bulk assignments are limited to
one grant program at a time.

e From the Results table, select the checkbox next to each grant that requires an assignment.

e Click the Manage Assignments button located below the Results table.

Bearts L

Haeam Progre

Figure 1100 Bulk Sssigruments
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Rl

* Srant Db -

Fod D g g g g g * §

Fgurs 113 “Person-Bole Asslpnment” soreen

Tip: Names are not in alphabetical order. Click 2 column header to sort by Name or Role.

e To assign staff to grants, verify Assign is selected in the Operation drop-down menu.
e C(Click the checkboxes next to the name(s) of the staff to assign.
e Select a Start Date to begin the assignments.

e Selecting an End Date is optional. Only select an End Date if the assignment is temporary and an end

date is known.
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e Click the Assign button.

Program Dfficer

Stawt Date
S
End thate: s

The seleced sigifsiwilt ke as erfide edsting attive asaignments

Figura 112 Person-Hole Assignment” soreen with Operstion drop-down manuy
e A message displays asking, “Are you sure you want to Assign the selected staff{s)?” Click Ol

e The “Grants List” screen appears, and the assignments are made.

Unassign Staff
Bulk Assignments may be used to unassign staff from grants.

e Navigate to the “Grants List Advanced Search” screen.

e Search for multiple grants. The Grant Program filter may be useful, as bulk assignments are limited to
one program at a time.
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e From the Results table, select the checkbox next to each grant that requires an assignment change.

Lmnts List g

gt Pongeon

Fgure 113 Srants List with checkboxes and the Manage Assigmments bulion
e Click the Manage Assignments button located below the Search Results table.
& The “Person-Role Assignment” screen opens in a new window.

® From the Operations drop-down menu, select Unassign.

Parsan-Rals sssignment

Cperatiom i4ssinn {owi

“Select e AEsign
.

Prograny Officer

Fingram Dfcer

Grants Management Specialist

Fgure 114 “Person-Bole Assipnment™ soreen

e The “Person-Role Assignment” window updates to display staff with existing assignments. Click the
checkhoxes next to the names of staff to be unassigned.

e Select an End Date to indicate when the assignments are terminated. A history of the previous
assignments may be viewed from an individual grant’s Expired Grants section.
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Dperation: Unassian

Sale e Stafi{s)io unassign:

Progra or

| Grants Management Specialist

The selected staffis: will ke unassioned from va;'sy grart pregranys sthat has existing
gient.

sign: 1§ Cancel

Fgure 315 "Person-Role Ssslgnment” soresn with checkbores, £nd Date, and Unassign bution
e A message displays asking, “Are you sure you want to Unassign the selected staff{s)?” Click OK.

e The “Grants List” screen appears and the assignment changes are complete,

Replace Staff

The Replace Staff feature allows one Federal staff member to replace another staff member for all assigned
Grant Programs.

e Navigate to the “Grants List Advanced Search” screen.

e Search for muitiple grants. The Grant Program filter may be useful, as bulk assignments are limited to
one program at a time.

TOCTURRR——— EEE -
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e From the Results table, select the checkbox next to each grant that requires an assignment change.

Lmnts List g

Hgure 115 Srants List with checkboxes and the Manage Assignmants bulion
e Click the Manage Assignments button located below the Search box.
& The “Person-Role Assignment” screen opens in a new window.

e From the Operation drop-down list, select Replace.

Parsurn-Role Assigrment

Operation: Kasian f'wj

Select the ¢ ASSign

srapte Management Specighst

anent Officer
Program Dificer
Program Gificer

Grants Mapagement Specialiat

= Seart Date: ! i

Fgurs 117 “Person-Bole Asslpnment” sorsen
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From the Staff to be Replaced drop-down list, select Staff member.

2

e From the Replace With drop-down list, select desired Role.
e Choose a Start Date to activate the replacement.
e Select an End Date if the replacement assignment has a known termination date.

e (Click the Replace button.

non-Role Assignment

5 1}‘ 2
i
o
93

Replace with:
Senrt Date:
Engd Dave:

The seincied stalf will b replans

Fgurs 118 “Person-Role Assignment” soreen

s Amessage displays asking, “Are you sure you want to Replace the selected staff(s)?” Click OK.

e The “Grants List” screen appears and the assignments have been replaced.
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GRANT NOTES

Grant Notes are used to add comments for internal and external audiences and to attach necessary documents
to a grant record. To add a Grant Note:

e Search for a grant from the “Grants List” screen. From the Actions column, click the Grant Notes icon.

Project Beriod Stad > Project Period End

Date . Date Hpnendoent Status 3Mﬂemze

Grant Humber 2 Organization

o
&

Submitted {Fost
Fprard?

CAPCAT2008 ORPREN2 0R2E20H

Figure 119 Srant Motes ioon

s The “Grant Notes” screen appears. The top portion of the screen contains the grant information. The
middle section contains a search field that may be used to locate specific Grant Notes.

Grant Notes

Granthiumpss

Grardes i o] Chaiy Cerder

3
Project Start Date

Projert g Dae

iwrard Mote Creale Date

Granitoie T

Grant Mote Categoiy

Sgbinoy

Subjact

Higde Autormatic Molss i

Figurs 1200 “Grant Notes” sorean

The search fields are:

e  Grant Note Create Date: From and To dates

e Grant Note Type: Internal or Correspondence

e Grant Note Category: Pre-defined by the Business Analyst and Federal Staff
e Author: Name of user that created the Grant Note

e Subject: Grant Note subject

e Hide Automatic Notes: Workflow notes automatically generated by the GMM are hidden by default

-

REL0001347887



GrantSolutions:

e Scroll down and click the Add button.

Grant Motes

Grant Number

Grantae Mame

ot Btart Tate

redect End Gate

Grant Mute Create Uate

o T

Grant M

Grand biote Cab

Spgthor

Subleot

Hide Autamatc Motes il

Figure 331 PGrant Notes” sereen
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® The “Grant Notes-Add” screen displays. Enter information in the required fields (indicated by a red

asterisk).

Grant Notes - Add

Spgthor

Sutyect

#ole ARachments

E

{ICorrespondence ®internal

- Please select -

hnd

Figure 333 "Grant Notes - Add” soreen
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The fields are as follows:
e Subject: Enter the subject of the note. Conform to any naming conventions set by the organization.
e Note Type: Radio buttons —
o Internal {only visible to grantor)

o Correspondence (visible to grantor and grantee —the Grantee will receive an email with a link to
log in and view the note)

e Category Type: A pre-set list of categories. To add or remove custom categories for a grant program,
please contact the Business Analyst

e Notes: Text field {limit of 2000 characters)
& Optional: Add a file description and upload any desired attachments.

e When done, click the Submit button.

Grant Notes - Add

Father Aria-Lisa Walldrs
Bubjact &

Note Type e (3

Catégory Type #

Notes @ {1 [Plense see siached

Lt i 2000 charsetees)

Mote Sftachmends

Begther Arnra-Lise Walisrg

Descriphon !

Fiato Uplead: o Browse . !

repeﬁ doox

* Status updates every 1 seconda

Figurs 123 "Grant Motes - Add” soresn

Notes:
e Once a note is submitted, it is viewable at any time.

-
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e  Only the author of 3 note can Edit or Delete the note.

e When email notification is sent to the staff with the Project Assignment, the Grant Note is not
contained in the body of the email. The user must log in to the GMM to view the Grant Note.

HISTORY

The History icon allows users to view the entire history of an awarded grant, including all applications submitted
and awarded.

® From the “Grants List” screen, search for an awarded grant. Click the History icon.

Project Periud 5ta3 ~ Project Period End

i Date .&:.

Project Status

Grant Hamber

08:23201 182312014 Rated (Pos

CAPCATRIE80

Figure 124 MHistory foon

e The “Grant History” screen appears. The most recent application is listed at the top of the screen.

Grant History

Graniae fame The Swivel Chalr Caoter

Ay

Fable Sars AU - Consuresr dasisiance Frograrm Srants

Projact Titte
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Budget Year 1
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@ Amnendment 14
¥ tudgst Paricd

Fgure 125 "Grant Hiztory™ sorsen
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The “Grant History” screen contains the following information:

e Application Number: Link to the Application Control Checklist screen
e  Grant Number

® Action Date

e Project Period

e Budget Period

e Award Amount

e Application Type

e Status

e Action

e View Application

e Budget Worksheet

e View Memo

& Award Summary

e Award Workflow History

e View Terms & Conditions

o
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LESSON 5 REVIEW QUESTIONS

e What are the five Grants List action buttons?

# How would a user view or print a grant’s latest Notice of Grant Award?
e How would a user access the “Manage Amendments” screen?

e Why are Project Assignments important?

e How would a user add a custom Grant Note category?

¢ How would a user access the history of a grant?
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