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NOTICE OF AWARD (Continuation Sheet) 
PAGE 2 of 2 I DATE ISSUED

11/01/2021 

GRANT NO. 22STESE00001-01-00 

Federal Financial Report Cycle 

Reporting Period Start Date Reporting Period End Date Reporting Type Reporting Period Due Date 

01/01/2022 03/31/2022 Quarterly 04/30/2022 

04/01/2022 06/30/2022 Quarterly 07/30/2022 

07/01/2022 09/30/2022 Quarterly 10/30/2022 

10/01/2022 12/31/2022 Quarterly 01/30/2023 

01/01/2023 03/31/2023 Quarterly 04/30/2023 

04/01/2023 06/30/2023 Quarterly 07/30/2,023 

07/01/2023 09;30/2023 Qw rteriti 10/30/2023 

10/01/2023 12/31/2023 Quarterly 01/30/2024 

01/01/2024 03/31/2024 Quarterly 04/30/2024 

04/01/2024 06/30/2024 Quarterly 07/30/2024 

07/01/2024 09/30/2024 Quarterly 10/30/2024 

10/01/2024 12/31/2024 Quarterly 01/30/2025 

01/01/2,025 03/31/2025 Quarterly 04/30/2025 

04/01/2025 06/30/2025 Quarterly 07/30/2025 

07/01/2025 09/30/2025 Quarterly 10/30/2025 

10/01/2025 12/31/2025 Quarterly 01/30/2026 

01/01/2026 03/31/2026 2026 Quarterly 04/30/2026 

04/01/2026 06/30/2026 Quarterly 07/30/202

07/01/2026 09/30/2026 Quarterly 10/30/2026 

10/01/2026 12/31/2026 Quarterly 01/30/2027 

01 /01/2027 03/31/2027 Quarterly 04/30/2027 

04/01/2027 06/30/2027 Quarterly 07/30/2027 

07/01/2027 09/30/2027 Quarterly 10/30/2027 

10/01/2027 12/31/2027 Quarterly 01/30/2028 

01/01/2028 03/31/2028 Quarterly 04/30/2028 

04/01/202 8 06/30/2028 Quarterly 07/30/2028 

07/01/2028 09/30/2028 Quarterly i 0/30/2028 

10/01/2028 12/31/2028 Quarterly 01/30/2029 

01/01/2029 03/31/2029 2029 Quarterly 04/30/2029 

04/01/2029 06/30/2029 Quarterly 07/30/2029 

07/01/2029 09/30/2029 Quarterly 10/30/2029 

10/01/2029 12/31/2029 Quarterly 01/30/2030 

01/01/2030 03/31/2030 Quarterly 04/30/2030 

04/01/2030 06/30/2030 Quarterly 07/30/2030

07/01/2030 09/30/2030 Quarterly 10/30/2030 

10/01/2030 12/31/2030 Quarterly- 01/30/2031 

01/01/2031 03/31/2031 Quarter 04/30/2031 

04/01/2031 06/3012031 Final 09/28/2031 
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Northeastern University 

1. FINAL AWARD ESE LETTER 

2. FINAL _2021 COE TERMS AND CONDITIONS 

3. FY 2021 DHS Standard Terms and Conditions Version 11.4 Dated February 17 2021 

4, INTRO TO GMM 
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U.S. Department of Homeland Security 
Washington, DC 20528 

Homeland 

November 1, 2021 

Electrical & Computer Eng. 
College of Engineering 
Attn: 
360 Huntington Avenue, 540-177 
Boston, Mass 0211:5-.5005 

Re: Grant Number# 22S 1'ESE00001-01.-00, (Award Amount $3,600,000- restricted) 

Dear 

Thank you for your application in response to the Department of Homeland Security's 
Notice of Funding Opportunity (NOFO), ITS-21-ST-061-ESE-001." The amount of this 
award is $3,600,000 (three million six hundred thousand) dollars. The entire amount is 
restricted until an amendment is issued lifting the restrictions. The funds are restricted 
pending a revised budget and revised workplan. 

The Department of Homeland Security's Grants and Financial Assistance Division 
(GFAD) utilizes the Payment Management system. and the GrantSolutions grants 
management system to manage all financial assistance awards, Please see below for 
important information regarding account establishment and navigating the system. 

Payment Management ment (PMS) 

Payment of funds for this award will be made through the Department of Health and 
Human Services (DHHS) Payment Management System (PMS). PMS is a full service 
central payment and cash management system, I encourage immediate completion of 
the required PMS forms. You will not receive payment for any work performed on this 
grant until these forms are properly submitted to PMS and an account has been 
established, If your organization has never received grant funds from my office, the 
Direct Deposit Sign-up Form (SF1199A.) and the PMS Access Form must be completed, 
scanned, and returned to PMS via email. These forms, along with instructions may he 
found at: h.tt Js: /).ms. Esc, >-ov ` Yrant-reci ients access-lewu.ser.h.t.ml . When 
completing the SF1199A. form, Section 2 should contain the following information: 
Department of Homeland Security, 245 Murray Lane, SW, Washington, DC 20528-0115. 
If you have received grant funds through my office in the past, you will not be 
required to submit these forms. However, do contact me to verify your account 
information prior to accessing funds. 
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GrantSolutions. ov 

GrantSolutions is an online Federal grant management system. It provides a venue for 
the Department of Homeland Security (OPO/GFAD) to work with you, the grantee, to 
manage your grant. GrantSolutions is a web-based system, therefore you can access 
information about your grant anywhere you have Internet access. The benefits of this 
system are: 

Better services to grantees through improved internal coordination of activities; 
Grantees will be better able to manage projects because they will have more 
access to information held by the Federal government; and. 
A more uniform way of processing grants for both grantors and grantees. 
Please note, that if your organization has grants with other Federal Departments 
or Agencies that use GrantSolutions, then you may also have access to these 
grants within your grant portfolio when you login to GrantSolutions. 

All grantees will be able to access their grant portfolio, submit continuation 
applications, submit financial status reports, access grant related correspondence, and 
request amendments through GrantSolu Lions. 

Grantee User Accounts 

All users within the GrantSolutions system must have an account established. Please 
see the following link to access the Grantee User Account form: 
litt )s: "www.«ra..ntsolutions. Yov su.pportJ regi.strati.on.litn.il Accounts should be 
established for the Program Director and Authorizing Official at your organization as 
well as any other users who require access and notifications of award activity. All 
Grantee User Account forms should be submitted directly to the GrantSolutions Help 
Desk at Deli e~xr' lzltti~~n , o.; ...... ...................... ,.......... 
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GrantSolutions System 

To help your organization become familiar with the GrantSolutions system, please 
share the following training link and attached Grantee User Guide with all relevant 
staff at your organization: 

GranteeRecorded Webinar Link = ftt a 1 as~i l ~ tai r l l t 

if you have questions concerning this award, please contact me at or via 
e-mail at 

Congratulations on your success. I look forward to working with you in the coming 
year. 

Sincerely, 

Grants Officer 
Grants and Financial Assistance Division (GFAD) 
Office of Procurement Operations 
Office of the Chief Procurement Officer 

Enclosures 

cc (via email): DHS Program Officer; 
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In addition to the DHS Standard Terms and Conditions as outlined here: htt : "ww~r.di~s. ov/ ublication'f 1 

dhs-standard-terms-and-cornditions , the following Terms and Conditions apply specifically to this award as 

administered by the Grants and Financial Assistance Division (GFAD): 

ARTICLE 1, ADMINISTRATIVE TERMS AND CONDITIONS 

1. Recipient shall submit all projects and programs funded under this Award to DHS for review and 

approval. 

2. Recipient shall compete fully and fairly, to the maximum extent practicable, all projects funded under 

this Award unless DHS has provided written approval otherwise. 

3. Recipient shall submit annual work plans for the activities for this Award to DHS for review and 

approval ahead of the next budget period, including individual recipient activities or projects. 

Modifications to any project or program funded under this award should be submitted to DHS for review 

and approval before initiating new work. 

a. Annual work plans must provide information on the overall activities of the Center. The work plan 

shall include: 

i. Summary of the Center's strategic vision and activities➢ 

ii. Summary of Center communication and transition activities; 

iii. Summary of Center management efforts including management decision making apparatus and 

review process to monitor project progress; 

iv. Detailed descriptions on each Center project (including sub-recipient projects) to include: 

o Abstract (objectives, outcomes, value proposition) 

o Objective/Purpose 

o Baseline 

o Methodology 

o Project milestones 

o Performance metrics used to evaluate progress & assessments of current concept of 

operations and baselines/state of the art in use 

o Transition plans to include development steps, intellectual property management plans, & 

market specific considerations 

o Stakeholder engagement 

o Potential programmatic risks to completion; and, 

o Project outcomes and outputs, including information on how project outcomes will advance 

or impact current policies, procedures, technologies or capabilities. 
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v. Budget information categorized by both object class and project, including budget justification. 

DHS requires Centers to submit a budget that maps to the key competencies and activities 

necessary for a Center to deliver useful technologies and knowledge products to the Department. 

The competency areas also align to the criteria DHS utilizes to evaluate its Centers of Excellence 

Program. Centers should allocate resources in the following categories: Administration & 

Execution, Research & Development, Education & Training, Customer Outreach & Communication, 

and Transition. The following categories should be included in the budget request. Centers should 

work with PM's to identify minimum expenditures in each category necessary to address Biennial 

Evaluation Criteria: 

1. Administration and Execution (labor) 

a. Director 

b. Executive Director 

c. Professional Project Management Staff & Financial Staff 

d. Travel to sub-contractor sites 

2. Research and Development 

a. Principal Investigator & supporting investigators (labor) 

b. Data acquisition (licenses, fees, etc.) 

c. Materials 

d. Supplies 

e. Equipment 

f. Facilities 

g. Project travel (consistent with iv. Customer outreach) 

3. Education and Training 

a. Staff (labor) 

b. Scholarships 

c. Fellowships 

d. lnternships 

e. Workforce development classes/webinars/seminars 

f. Course & curriculum development (labor) 

g. Summer workshops (labor, facilities, materials) 

h. MSI program support (labor) 

4. Customer Outreach and Communication 

a. Professional Strategic Communications Expert (labor) 

b. Communications support staff (labor) 

c. Travel for all Center functions to DHS customers including project level travel 

d. Communication services, products, materials 

e. Annual meeting and outreach events — not including travel (technical and customer 

engagements) 

5. Transition 
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a. Technology development professional (labor) 
b. IP due diligence costs (labor legal) 
c. Business planning evaluations — financial modeling to support stage gate decisions (labor 
business) 
d. IP submission costs e.g. trademark, copyright expenses 
e. Market assessments (labor) 
f. Licensing costs for background IP 
g. Initial operations and maintenance costs (vendor services) 
h. Unit testing and evaluation — (labor, facilities, supplies/equipment/ materials) 
i. Concept or technology integration costs (in customer environments or to meet final customer 
requirements, e.g. FISMA accreditation) 

4. Recipient shall organize and participate in technical reviews of the research and education efforts 
funded under this Award annually, at a minimum, or as determined by the DHS Program Officer. 

5. Recipient shall participate in a DHS managed, biennial review of the Center's progress against 
milestones, scientific quality, and commitment from the end user for the activities funded under this 
Award. The DHS Program Officer will select a review panel of subject matter experts representing 
government, industry and academia, to the extent practicable. 

6. Recipient shall participate in at least two DHS Science and Technology (S&T) outreach events per year 
for the purposes of sharing information on the research, development, and education efforts funded 
under this Award. 

7. Recipient agrees to work with the technology transfer office of recipient's institution to engage in 
technology transfer and commercialization activities, as appropriate. 

S. DHS has an interest in publications generated from DHS-funded research for program awareness. The 
Recipient shall include in progress reports a list of publications produced under this Award during the 
relevant budget period to the DHS Program Officer. DHS encourages Recipients to keep the DHS Program 
Officer informed about the anticipated release of significant publications. Please refer to Article II, 
Section L, for information on Enhancing Public Access to Publications. 

9. Co-Authoring of Reports and Articles. Papers, presentations, or other documents co-authored by a DHS 
employee and a COE researcher will be subject to DHS's publications approval process prior to 
dissemination of the publication by the authors. Recipient shall submit these publications to the DHS 
author for DHS clearance at least sixty (60) days prior to dissemination of the publication. Recipient 
agrees to submit all required DHS clearances with the publication materials to the DHS Program Officer of 
Record. 

10. Data Acquisition and Management Plan 
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a. Within thirty (30) days of initiating work on any research project that requires access to third party 

data, including data provided by DHS Component agencies, the Recipient must provide a plan for 

acquiring data as described in (b) below. The Recipient shall coordinate review of the plan with the 

University Privacy Officer prior to submission to DHS. The Recipient shall submit its plan to the DHS 

Program Officer for review and comment within thirty (30) days of initiating research. DHS will review 

the plan and notify the Recipient of any concerns that may be identified. The Recipient shall review 

the Data Acquisition and Management Plans at least annually and identify or update, as necessary, any 

new areas of research that require access to third party data. 

b. The plan must include the following information for each project (See 11d for data definitions): 

i. The purpose for collecting the data and characteristics of the data. If the data is deemed privacy 

sensitive, the Recipient must comply with the applicable federal, state, and local privacy laws, as 

well as DHS and university/research institute policies regarding the collection and use of personally-

identifiable information (PII). 

ii. The uses of the data. 

iii. A written commitment from the data's owner(s) to provide the Recipient the required data and 

the conditions under which the data will be provided. 

iv. A plan for the disposal or retention of the data after the research ends. 

c. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-

awards/contracts at any tier where the sub-Recipient may use, generate or have access to 

government facilities and sensitive or classified information. 

11. Information Protection Plan: The Parties agree that all research conducted under this Award is 
intended to have publicly releasable results. Accordingly, no research under this Award should involve, 

use, or generate sensitive information, which includes P11, and/or classified information (see Item d of this 

section for Definitions). As a condition of access to this Center of Excellence, DHS agrees not to provide 

the Recipient any data or information that is sensitive or classified, i.e., information or data that would 

not be released completely in response to a request under the Freedom of Information Act, 5 U.S.C. § 

552. Should the Recipient receive any data or information from DHS that the Recipient has reason to 

believe may be sensitive or classified, within 24 hours, the Recipient shall (1) notify the DHS Grants 

Management Specialist named in the award documents; (2) shall send such data or information to the 
Grants Management Specialist, unless otherwise directed by DHS; (3) shall erase or otherwise destroy any 

vestige of such data or information in its records and computer systems; and (4) shall notify the Grants 

Management Specialist of the means and time of such destruction. 
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In order to ensure research under this Award does not involve, use, or generate sensitive or classified 

information, intentionally or accidentally, Recipient shall develop an Information Protection Plan that 

incorporates policies and procedures that properly define, recognize, and protect such sensitive or 

classified information. Recipient will submit its plan to the DHS Program Officer for review and 

comment within thirty (30) days of award. The Recipient will be notified of any concerns that may be 

identified once the plan is reviewed by DHS. The recipient will review the Information Protection Plan 

at least annually and update as necessary for new or existing areas of research that may involve 

sensitive information. Recipient will submit any updates to the Information Protection Plans along with 

annual reports to the DHS Program Officer for review and comment. 

a. Recipient further understands and agrees that despite the best efforts of the Parties to avoid 

research under this Award that involves, uses, or generates sensitive or classified information, the 

possibility exists that such information could nonetheless be involved, used or generated and be 

subject to protection by law, executive order, regulation or applicable DHS policies. The Recipient is, 

therefore, responsible for compliance with all applicable laws, regulations and policies. Nothing in this 

Award shall be construed to permit any public disclosure of sensitive and/or classified information in 

violation of these restrictions. 

b. The Information Protection Plan will ensure the Recipient identifies, secures, and prohibits public 

disclosure of "sensitive or classified information." Recipient maintains responsibility for their due 

diligence in identifying and properly marking any information governed by U.S. export controls 

regulations. For further information on applicable export controls, please see Article II, Section H of 

this award. 

c. Required Notifications to DHS: 

i. If Recipient determines that research under this Award involved, used, or generated sensitive or 

classified information, it agrees to secure the information in accordance with its Information 

Protection Plan and notify the DHS Program Officer immediately. 

ii. The Recipient shall inform the DHS Program Officer in writing within 24 hours of the Recipient 

becoming aware of any potential security lapses involving either: the handling requirements for 

sensitive or classified information; or material failure of individuals to follow the Information 

Protection Plan. 

d. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-

awards/contracts at any tier where the sub-Recipient may use, generate or have access to 

government facilities and sensitive or classified information. 

e. Definitions: For purposes of this section. 
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i. Sensitive Information, General Definition. Any information, the loss, misuse, disclosure, or 
unauthorized access to or modification of which could adversely affect the national or homeland 
security interest, or the conduct of federal programs, or the privacy to which individuals are 
entitled under Section 552a of title 5, United States Code (the Privacy Act), but which has not been 
specifically authorized under criteria established by an Executive Order or an Act of Congress to be 
kept secret in the interest of national defense, homeland security or foreign policy. This definition 
includes the following categories of information: 

o Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 
Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, and any supplementary guidance officially communicated in 
writing by an authorized official of the Department of Homeland Security (including the PCII 
Program Officer or his/her designee); 

o Information designated as "For Official Use Only," which is unclassified information of a sensitive 
nature and the unauthorized disclosure of which could adversely impact a person's privacy or 
welfare, the conduct of federal programs, or other programs or operations essential to the 
national or homeland security interest➢ and 

o Personally-  Identifiable Information (PII). Any information that permits the identity of an 
individual to be directly or indirectly inferred, including any information that is linked or linkable to 
that individual, regardless of whether the individual is a U.S. citizen, legal permanent resident, 
visitor to the U.S., or employee or contractor to the Department. 

o Sensitive P11 is P11 which if lost, compromised, or disclosed without authorization, could result in 
substantial harm, embarrassment, inconvenience, or unfairness to an individual. 

ii. Classified Information. Defined as information designated in accordance with Executive Order 
12958. 

12. Information Technology Security 
a. As a condition of access to this Center of Excellence, DHS agrees not to provide the Recipient any 
data or information that is sensitive or i.e., information or data that would not be released 
completely in response to a request under the Freedom of Information Act, 5 U.S.C. § 552. Should 
the Recipient receive any data or information from DHS that the Recipient has reason to believe 
may be sensitive or classified, within 24 hours, the Recipient shall (1) notify the DHS Grants 
Management Specialist named in the award documents; (2) shall send such data or information to 
the Grants Management Specialist, unless otherwise directed by DHS; (3) shall erase or otherwise 
destroy any vestige of such data or information in its records and computer systems; and (4) shall 
notify the Grants Management Specialist of the means and time of such destruction. 

13. Foreign Participation Reporting Instructions 

REL0001347887 



The admittance of foreign detailees, scientists, and students into DHS sponsored/funded academic 
and other programs may result in continuous exposure of DHS information, personnel, IT systems, 
technologies, facilities, resources, and programs by non-U.S. citizens. In order to mitigate this 
potential security risk, DHS Management Policy 121-08 stipulates all foreign detailees, scientist, 
professors, principle investigators, and student nominees involved in long-term (greater than 30 
days) DHS sponsored/funded academic or other DHS programs must submit a DHS Form 11055 to 
the DHS Office of Chief Security Officer. The University is required to ensure all foreign 
investigators and students working on DHS sponsored/funded research or receiving tuition or 
travel support of any kind through this award, complete DHS Form 11055, to report all foreign 
national students/teaching assistants. Within the Form, Section I (Foreign National Information), 

Section II (Foreign National Information -Passport/Visa), and Section III (Foreign National 
Information (Employer Information) must be completed. Sponsor information will be completed 

internally at S&T. 

Please complete, save and return Form 1105 by email to: Rebecca.Medina@hq.dhs.gov. Do Not 
Use the "Submit" button on the form. Form 11055 shall be submitted within 30 days of the end of 
the budget period for the upcoming annual workplan. For individual engagements with Foreign 
Nations, the Recipient will submit Form 11055 at least 30-days prior to the activity in which the 
foreign nationals participate. Please indicate your Center of Excellence affiliation and position title 
in the email. 

14. Intellectual Property Management 

a. It is vitally important that both Parties understand their respective intellectual property rights and 
applicable obligations under this Award. 
b. Recipients should refer to both 2 CFR § 215 "Uniform Administrative Requirement for Grants and 
Agreements with Institutions for Higher Education, Hospitals" and 37 CFR § 401 "Rights to Inventions 
Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and 
Cooperative Agreements" for a complete summary of their rights and responsibilities. 

c. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-
awards/contracts at any tier where the sub-Recipient may use, generate or have access to 
government facilities and sensitive or classified information. 
d. Definitions: Please refer to Article II. Section J. 

15. Research Safety Plan 

a. DHS COE research addresses issues of importance to intelligence and counter-terrorism agencies, 
law enforcement, or emergency responders, all of which involve inherent risks. To ensure that 
researchers and research facilities funded through this Award meet the highest safety standards 
possible, DHS requires every Recipient of a COE award to develop a Research Safety Plan. The 
Recipient shall review the Research Safety Plan at least annually and identify or update, as necessary, 
any new areas of research or sub-recipients conducting research activities under this plan. This review 
will also ensure that all sub-recipients conducting research covered by this plan have developed and 
implemented appropriate safety plans and periodic safety training in accordance with their 
institutional policies and procedures. Recipient will submit any updates to the Research Safety Plan to 
the DHS Program Officer for review and comment. 
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b. The Research Safety Plan must include, at a minimum, the following: 

i. Identification of possible research hazards associated with the types of research to be conducted 

under this Award; 

ii. Research protocols or practices that conform to generally accepted safety principles applicable 

to the nature of the research; 

iii. The Recipient's processes and procedures to ensure compliance with the applicable protocols 

and standards; 

iv. The Recipient's processes and procedures to ensure the prevention of unauthorized activities 

conducted in association with this Award; 

v. Faculty oversight of student researchers; 

vi. Research safety education and training to develop a culture of safety; 
vii. Access control, where applicable; 

viii. Independent review by subject matter experts of the safety protocols and practices; and 

ix. Demonstrated adherence to all safety-related terms and conditions contained elsewhere in this 

Award. 

c. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-

awards/contracts at any tier where the sub-Recipient may conduct research where safety protocols 

are necessary to conduct safe research. 

16. Public Communication: The Recipient shall update all required project information for entry into a 

DHS project database. Posting and updating Center and project level information is a condition for 

receiving further annual funding increments. Project updates follow pre-determined categories of 

information that must be populated at least annually. 

17. COE Science and Engineering Workforce Development: 

Should the COE work with DHS through this initiative, the recipient shall follow the below terms and 

conditions: 

a. DHS must ensure that U.S.. citizens are trained in homeland security-related science and engineering 

disciplines in order to maintain U.S. leadership in science and technology, as required by the 

Homeland Security Act of 2002. Only D.S. citizens can work with federal, state and local agencies in 

the agencies' secure offices and operating environments and can obtain security clearances and access 
to sensitive information needed to conduct research into homeland security issues. 

b. Under this initiative, each COE may use COE Science and Engineering Workforce Development 

tuition assistance and stipends to support U.S. students studying the topics of and working on 

homeland security research projects of their COEs. 

Ninety-two percent (92%) of funds must go directly to support undergraduates, graduates, or a 
combination of undergraduate and graduate, students who are U.S. citizens working in the recipient 

COE's research area. 
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c. All students supported by COE Workforce Development funds shall report directly to COE faculty or 

staff and shall work primarily on COE projects. Student participation in CUE activities must take 

precedence to other research or employment for students to be eligible for COE support. COE 

activities include but are not limited to the following: supporting COE management activities, working 

on COE research projects, teaching, and experiential learning related to COE research topics. 

d. Grants may be used to complement existing funding sources for students that are selected as 

participants but may not supplant or be used in lieu of other CUE funds. DHS expects a net increase in 

the number of students supported in CUE programs funded through this section. These funds must be 

awarded only to newly supported students. 

e. All CUES working with DHS on this initiative must develop and submit a Workforce Development 
work plan to DHS Program Manager for review and approval ahead of the next budget period, 

including individual recipient activities or projects. Modifications to any project or program funded 

under this award should be submitted to DHS for review and approval before initiating new work. 

The work plan shall include: 

i. A description of the COE's established or proposed science and engineering research and 

coursework including how research experiences will be incorporated into the program. 

ii. Details of an application and award process for selecting recipients. This process must include 

input from external subject matter experts (SMEs). Qualified students must meet the following 

minimum standards: 

1. Must be U.S. citizens. 

2. Must currently be in good academic standing and maintain good academic standing for the 

duration of participation in the program. 

3. Must major in science and engineering-related discipline associated with the COE research 

areas. These funds may not be used to support the completion of professional degrees (law 

school, medical school, etc.) 

4. NOTE: Many positions in the homeland security field require a background check. Therefore, 

the student selection process and program experiences should include plans to address these 
requirements. 

5. A commitment to facilitate student attendance at a professional conference within a science 

and engineering-related field of study. 

6. A description of how the COE will assign qualified academic mentors for each recipient from 

the student's field of study. 

7. A plan to make awards within one year of receipt of funds. Recipient institutions must award 

tuition assistance and stipends to students attending CUE-affiliated institutions and working on 

CUE research, development or technology transition projects. The students must be supported 

for up to 2 years for undergraduates and 3 years for graduate students or for the duration of 

their studies whichever is less. CUES may adjust this amount to account for other monetary 

awards to individual students. 
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8. For undergraduates, awards shall cover up to 100% but not less than 50% of tuition and 

mandatory fees (or equivalent), plus a stipend of no more than $1,200 per month for twelve 

months. Stipends can be less than $1,200 per month if appropriate for the geographic region or if 

paid summer internships can be secured. 

9. For graduate students, awards shall cover up to 100% but not less than 50% of tuition and 

mandatory fees (or equivalent), plus a stipend of no more than $2,700 per month for twelve 

months. Stipends can be less than $2,700 per month if appropriate for the geographic region or if 

paid internships can be secured. 

iii. A plan for identifying and placing students in the two required ten week internships that 

complement DHS COE approved research or are operational venues that work in the COE field of 
study. Internships should take place away from the student's home institution. Students must receive 

a stipend and travel/lodging support to an internship location during summer months for 2 summers if 

paid internships cannot be secured. Funds budgeted for stipends during summer months may be re-

budgeted if paid internships are secured. 

iv. Details of a strategy to ensure supported students proactively seek and obtain paid employment 

within the Homeland Security Enterprise (DHS, federal/state/local government, etc.) for at least one 

year after graduation. 

1. Employment requirement will be waived for those entering the military/military 

school, or with a commitment to teach Science and Engineering at the 

elementary or secondary level. 

2. Undergraduate students will be allowed a deferment of the one-year service 
requirement if they have been accepted into a Science and Engineering related 

graduate program. Include a plan for managing and tracking this type of deferment. 

v. An approach to evaluating student success 

vi. A plan to monitor the activity of individual students to assure compliance with program 

requirements; develop a mitigation strategy; and establish procedures to ensure funds are used 

appropriately. 

vii. A plan to monitor student's homeland security employment placement for up to six years after 

graduation from the program. 

In addition to the usual monitoring and technical assistance, the following identifies DHS responsibilities under 

this Award: 

1. DHS shall determine if a kickoff meeting is required for proposed projects or proposed continuations of 

existing projects. DHS shall coordinate with appropriate DHS staff, Center staff and Center researchers 

prior to project initiation. 

2. DHS shall approve or disapprove annual work plans and any modifications to the work plans for this 

Award (See Article 1, A.). 
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3. DHS shall conduct ongoing monitoring of the activities of Recipient's workplan and activities funded 
through this Award through face-to-face and/or telephone meetings and review of progress reports. 

4. DHS shall coordinate biennial reviews in cooperation with the Recipient during the Project Period to 
provide guidance on how the research and education programs need to evolve to align with the needs of 
the Homeland Security Enterprise consistent with the COE mission. The biennial review evaluates the 
Center's long-term strategy, relevance of the research and education to DHS mission needs and 
technology gaps, stakeholder engagement, research quality, outreach efforts and management of the 
activities funded under this Award. The DHS Program Officer will select a review panel of subject matter 
experts representing government, industry and academia for the biennial review. 

5. DHS coordination with the Recipient will include, but is not limited to: 
a. Providing strategic input as necessary on an ongoing basis; 
b. Coordinating research and development activities that support the national research agenda; and 

c. Creating awareness and visibility for this program. 

6. DHS may modify this Award to support additional research projects funded by DHS or other sources 
provided that these projects meet three conditions: 

a. Are research for a public purpose that addresses homeland security research priorities; 
b. Fall within scope of the grant or cooperative agreement; and 
c. Conform to federal assistance agreements (grant and cooperative agreement) guidelines. 

7. DHS employees may co-author publications with COE researchers. Any publication co-authored by DHS 
staff will be subject to DHS's publications approval process prior to dissemination of the publication as 
required under Item 9, in Section A. 

8. DHS shall review and provide comments on the Recipient's Information Protection Plan as required 
under Item 11 in Section A. 

9. DHS shall review and provide comments on the Recipient's Research Safety Plan as required under Item 
14 in Section A. 

10. DHS may create a Board of Directors that provides guidance and direction to the DHS Program Officer 
regarding the Recipient's research plan. 

11. DHS may invite subject matter experts, end users, or stakeholders to assist in evaluating the Center's 
annual workplan, annual meetings, or other events for the purpose of reviewing project quality and/or 
providing relevant operational perspectives. 

12. DHS shall facilitate initial engagement with Homeland Security Enterprise stakeholders, but recipient 
is expected to maintain ongoing engagement for research areas of interest to the stakeholders. 
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1. Budget Revisions. 
a. The Recipient shall obtain prior written approval from the DHS Grants Officer for transfers of funds 
between direct cost categories in the approved budget, when such cumulative transfers among those 
direct cost categories exceed ten percent of the total approved budget. 
b. The Recipient shall obtain prior written approval from the DHS Grants Officer for any budget 
revision that would result in the need for additional resources/funds. 
c. The Recipient is not authorized at any time to transfer amounts budgeted for direct costs to the 
indirect costs line item or vice versa, without prior written approval of the DHS Grants Officer. 

2. Extension Request. 
a. Extensions to the Period of Performance can only be authorized in writing by the DHS Grants 
Officer. 
b. The extension request shall be submitted to the OHS Grants Officer sixty (60) days prior to the 
expiration date of the performance period. 
c. Requests for time extensions to the Period of Performance will be considered, but will not be 
granted automatically, and must be supported by adequate justification to be processed. The 
justification is a written explanation of the reason or reasons for the delay; an outline of remaining 
resources/funds available to support the extended Period of Performance; and a description of 
performance measures necessary to complete the project. Without performance and financial status 
reports current and justification submitted, extension requests shall not be processed. 

d. OHS has no obligation to provide additional resources/funding as a result of an extension. 

1. Prior to the purchase of Equipment in the amount of $5,000 or more per unit cost, the recipient must 
obtain the written approval from DHS. 

2. For equipment purchased with Award funds having a $5,000 or more per unit cost, the Recipient shall 
submit an inventory that will include a description of the property; manufacturer model number, serial 
number or other identification number; the source of property; name on title; acquisition date; and cost 
of the unit; the address of use; operational condition of the property; and, disposition data, if applicable. 
This report will be due with the Final Progress Report 120 days after the expiration of the project period, 
and shall be submitted via GrantSolutions using the help/support guidance found here: 
https://www.grantsoIutions.gov/support/pfd/GrantRecipientProcessPerformanceProgressReport.pdf 

ANC 
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1. Annual Federal Financial Reports. The Recipient shall submit a Federal Financial Report (SF-425) into 
the GrantSolutions system no later than thirty (30) days after the end of the budget period end date. The 
report shall be submitted via GrantSolutions using the FFR submission guidance found here: 
https://www.grantsolutions.gov/support/granteeUsers.htmi. 

2. Final Federal Financial Report. The Recipient shall submit the final Federal Financial Report (SF-425) 
into the GrantSolutions system no later than 120 days after the end of the reporting period end date. The 
report shall be submitted via GrantSolutions using the FFR submission guidance found here: 
https://www.grantsolutions.gov/support/granteeUsers.html. 

3. Quarterly Federal Financial Reports (Cash Transaction). The Recipient shall submit the Federal Financial 
Report (SF-425) Cash Transaction Report to the Department of Health and Human Services, Payment 
Management System. Quarterly Cash Transaction reports shall be submitted no later than 1/30, 4/30, 
7/30, and 10/30. 

The Recipient shall be paid in advance using the U.S. Department of Health and Human Services/Payment 
Management System, provided it maintains or demonstrates the willingness and ability to maintain 
written procedures to minimize the time elapsing between the transfer of the funds from the DHS and 
expenditure disbursement by the Recipient. When these requirements are not met, the Recipient will be 
required to be on a reimbursement for costs incurred method. 

Any overpayment of funds must be coordinated with the U.S. Department of Health and Human 
Services/Payment Management System. 

1. Annual Performance Reports. The Recipient shall submit semi-annual performance reports into the 
GrantSolutions system for review and acceptance by DHS as a condition for receiving further annual 
funding increments. Semi-Annual performance reports are due six (6) months after the start of each 
budget year (July 1) and no later than sixty (60) days after the end of the Center's budget period of each 
year. Annual reports must provide a summary of the activities conducted during the prior budget year. 
The report shall be submitted via www.GrantSolutions.gov using the performance reporting feature and 
submission guidance found here: https://www.grantsolutions.gov/support/granteeUsers.htmI 

a. Performance reports must provide information on the overall progress of the Center based on the 
activities discussed in the corresponding work plan. These reports should map work plan activites 
(activities planned) to those activities performed during the year to include: 

i. Summary reports on the Center's strategic vision and support justification 
ii. Summary of Center communication and transition activities; 
iii. Summary of Center management efforts including decision making apparatus; 
iv. Performance reports on each Center Project should include: 

o Explanation of any changes from the initially approved workplan 
o Objective/Purpose 
o Baseline 
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o Methodology 
o Project milestones 
o Performance metrics used to evaluate progress & assessments of current concept of 
operations and baselines/state of the art in use 
o Transition plans to include development steps, intellectual property management plans, & 
market specific considerations 
o Stakeholder engagement 
o Potential programmatic risks to completion; and, 
o Progress against each milestone outcomes and outputs and explanation of why any items 
were not reached 
o Unanticipated problems and plans for addressing them; and 
o Information supported by data on how project outcomes will advance or impact current 
technologies or capabilities. 

v. Budget information (narrative and figures) categorized by both object class and project as 
described in Article I, A, item 3.v. 
vi. If applicable, include a certification that no patentable inventions were created during the 
budget period. 
vii. Updates to the Center's Information Protection Plan and Researcher Safety Plan as needed. 

b. If the performance report contains any information that is deemed proprietary, the Recipient will 
denote the beginning and ending of such information with the following heading: 
******PROPRIETARY INFORMATION****** 

2. Annual COE Science and Engineering Workforce Development Report. COEs working with DHS through 
the COE science and engineering workforce development initiative will submit a separate Science and 
Engineering Workforce Development Annual Performance Report to the DHS Grants Officer. 

a. The report shall compare actual accomplishments to the approved project objectives and shall 
include: 

i. A program overview section on the goals, objectives and accomplishments to date; total number 
of students supported; total number of students graduated; total number of students still enrolled; 
number of graduate students supported; number of undergraduate students supported; total 
number of students currently employed full time in a Homeland Security related position 

ii. A student report for each supported student including: student name; current status of student 
(graduated/enrolled); degree (masters, bachelors, PhD); major; dates of funding; total funding 
amount; description of complete internship/research experiences; workshops/conference 
attended; publications, presentations, poster sessions; other relevant accomplishments/success 
stories; copy of student resume. 
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3. Final Performance Report. The Recipient shall submit the Final COE Performance Report into the 
GrantSolutions system no later than 120 days after the expiration of the Project Period (See Section H). 
The report shall be submitted via GrantSolutions using the Grant Note submission guidance found here: 
https://www.grantsolutions.gov/support/pdf/GrantRecipientProcessPerformanceProgessReport.pdf. 

a. The Final COE Performance Report shall include. 
i. An executive summary and final summary abstracts for each sub-project across all years of the 
period of performance. 
ii. Address the areas identified above in the annual report section. 

4. The Final COE Science and Engineering Workforce Development Performance Report. COEs working 
with DHS through the COE science and engineering workforce development initiative will submit final 
reports within ninety (90) days after the expiration date of the performance period of this initiative to the 
DHS Grants Officer. 

a. The Final COE Science and Engineering Workforce Development Performance Report shall include: 

i. Post completion employment plans for each student scholar/fellow or an explanation for student 
leaving the program. 
ii. Summary of research accomplishments and contributions, post-award activity and post-
graduation placement, new skills or knowledge acquired 

The Period of Performance is the Project Period approved for the supported activity and is comprised of 
one or more Budget Periods as reflected on the Notice of Award cover page. 

1. Project Period. The Project Period is reflected in the Notice of Award, block 5 and the current budget 
period in block 7. All COEs' annual performance periods shall run from July 1 to June 30 of the following 
year. An exception is made for the first performance period, which will run from the date of award to 
June 30 of the following year. Subsequent years' funding is contingent on acceptable performance, as 
determined by the Department of Homeland Security's (DHS's), acceptance and approval of each non-
competing continuation application, and the availability of the next year's annual DHS appropriations. 
The Recipient shall only incur costs or obligate funds within the Project Period for approved activities. 

2. Budget Period. The Budget Period shall be for a period of 12 months, from July 1, through June 30 of 
the following year. 

a. Additional funding will be provided for subsequent Budget Periods of the project, contingent on all 
of the following: 

i. Acceptable performance of the project as determined by the DHS under this Award; 
ii. Acceptance and approval by the DHS of each noncompeting continuation application; 

iii. Acceptance and approval by the DHS of each previous Annual Performance Report and 

iv. Subject to the availability of appropriated funds. 

3. Non-Competing Continuation Requirements. 
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a. Ninety (90) days prior to the expiration date of each budget period, the Grants Officer will request 

submission of the annual incremental funding request details via www.GrantSolutions.gov. The 

Recipient shall submit a non-competing continuation application to request the next Budget Period's 

incremental funding and a separate request for any possible carryover of prior year funds. 

The non-competing continuation application shall include: 

i. An annual project work plan as described in Article A, Item 3 

ii. Carryover of Funds. Recipients are required to submit a separate Carryover Application for the 

unobligated balances remaining from funds awarded in one budget period to be carried over to the 

next succeeding budget period. This submission is due to the DHS Grants Officer and DHS Program 

Manager 90 days prior to budget period expiration (e.g., March 31) and is a best estimate at the 

budget period expiration from the recipient (lead university and all sub-recipients). The Program 

Officer will review the Carryover justification, in consultation with the DHS Grants Officer, and 

provide input to the Grants Officer that the justification is reasonable and the carryover funds 

should be used to complete any objectives which remain unmet from the prior budget period. 

Requests for carryover of funds from one Budget Period to the next Budget Period shall be 

submitted separately via email to the DHS Grants Officer with an SF 424 (R&R) face page and shall 

include: 

1. A brief description of the projects or activities and milestones to be carried forward, 

2. The amount of funds to be carried over, 
3. The reason the projects or activities were not completed in accordance with the project 

timeline, and 

4. The impact on any future funding for the projects or activities. 

iii. The DHS Program Officer will review the continuation application submission and provide input 

to the Grants Officer as to whether the Continuation Application is consistent with the approved 

work plan. 

iv. COE Science and Engineering Workforce Development annual workplan and budget `ustification: 

COEs retain the ability to balance financial support as appropriate if students have or will receive 

other sources of funding. Should the COE work with DHS through this initiative, the recipient will 

submit an annual workplan described in Article 1, A, Item 16. 

The Recipient shall not, without the prior written approval of the DHS, request reimbursement, incur 

costs or obligate funds for any purpose pertaining to the operation of the project, program, or activities 

prior to the approved Budget Period. 
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The Recipient shall retain financial records, supporting documents, statistical records, and all other 

records pertinent to this Award for a period of three (3) years from the date of submission of the final 

expenditure report. The only exceptions to the aforementioned record retention requirements are the 

following: 

1. If any litigation, dispute, or audit is started before the expiration of the 3-year period, the records shall 

be retained until all litigation, dispute or audit findings involving the records have been resolved and final 

action taken. 

2. Records for real property and equipment acquired with federal funds shall be retained for 3-years after 

final disposition. 

3. The DHS Grants Officer may direct the Recipient to transfer certain records to DHS custody when he or 

she determines that the records possess long term retention value. However, in order to avoid duplicate 

recordkeeping, the DHS Grants Officer may make arrangements for the Recipient to retain any records 
that are continuously needed for joint use. 

DHS, the Inspector General, Comptroller General of the United States, or any of their duly authorized 

representatives, have the right of timely and unrestricted access to any books, documents, papers, or 

other records of the Recipient that are pertinent to this Award, in order to make audits, examinations, 

excerpts, transcripts and copies of such documents. This right also includes timely and reasonable access 

to Recipient's personnel for the purpose of interview and discussion related to such documents. The 

rights of access in this award term are not limited to the required retention period, but shall last as long 

as records are retained. 

With respect to sub-recipients, DHS shall retain the right to conduct a financial review, require an audit, 

or otherwise ensure adequate accountability of organizations expending DHS funds. Recipient agrees to 

include in any sub-award made under this Agreement the requirements of this award term (Access to 

Records). 

The Compliance Assurance Program Office (CAPO) is comprised of the DHS Treaty Compliance Office 

(TCO), Export Control Group (ECG), and the DHS Regulatory Compliance Office (RCO). The Compliance 

Assurance Program Manager (CAPRI) is the DHS official responsible for overseeing CAPO and 

implementing procedures to ensure that the Recipient and any Recipient institutions/collaborators under 

this Award comply with international treaties, federal regulations, and DHS policies for Arms Control 

Agreements, Biosafety, Select Agent and Toxin Security, Animal Care and Use, the Protection of Human 

Subjects, Life Sciences Dual Use Research of Concern, and Export Controls. 

CAPO collects and reviews relevant documentation pertaining to this Award on behalf of the CAPMI. 

Additional guidance regarding the review process is provided in the following sections, along with contact 

information. This guidance applies to the Recipient and any/all Recipient institutions involved in the 

performance of work under this Award. The Recipient is responsible for ensuring that any/all Recipient 

institutions and collaborators comply with all requirements and submit relevant documentation, as 

outlined in sections C — G below, for work being performed under this Award. 
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The Recipient and any Recipient institution shall conduct all biological and chemical defense research, 

development, testing, evaluation, and acquisition projects in compliance with all arms control agreements 

of the U.S., including the Chemical Weapons Convention (CWC) and the Biological Weapons Convention 

(BWC). DHS Directive 041-01, Compliance With, and Implementation of, Arms Control Agreements, 

requires review of all such projects, including classified projects; projects involving biological and/or 

chemical agents, surrogates, or simulants; and non-laboratory activities related to biological and/or 

chemical agents (e.g., literature reviews, simulations, and/or modeling activities) to be systematically 

evaluated for compliance at inception, prior to funding approval, whenever there are any project 

changes, and whenever in the course of project execution an issue potentially raises a compliance 

concern. 

1. Requirements for Initial Treaty Compliance Review. To ensure compliance with DHS Directive 041-01, 

for each biological and/or chemical defense-related effort (including non-laboratory activities related to 

biological and/or chemical agents) to be conducted under this Award, the Recipient must submit the 

following documentation for compliance review and certification prior to funding approval: a 

completed Treaty Compliance Form (TCF) and a Statement of Work. 

2. Requirements for Ongoing Treaty Compliance Review. To ensure ongoing treaty compliance for 
approved biological and/or chemical defense-related efforts funded through this Award, the Recipient 

must submit the following documentation for review and approval prior to any project modification 

and/or whenever in the course of project execution an issue potentially raises a compliance concern: an 

updated Treaty Compliance Form and an updated Statement of Work detailing the proposed 

modification. The proposed project modification must receive written approval from CAPO prior to 

initiation. Examples of project modifications include — but are not limited to—the addition of agents, a 

change in performer, modifications to the scope of work, and changes to the technical approach. 

The Recipient should contact the CAPO regarding treaty compliance issues at 
• to: obtain the TCF, submit the completed Form, and/or request additional 

guidance regarding treaty compliance documentation and review requirements, as applicable to (1) new 

biological and/or chemical defense-related efforts, or (2) modifications to previously approved efforts. 

The CAPO will review all submitted materials and provide written confirmation of approval to the 

Recipient once the treaty compliance certification process is complete. The Recipient and any Recipient 
institution shall not initiate any new activities, or execute modifications to approved activities, prior to 

receipt of this written confirmation. 
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The Recipient and any Recipient institution shall conduct all biological laboratory work in compliance with 
applicable federal regulations; the latest edition of the CDC/NIH Biosafety in Microbiological and 
Biomedical Laboratories; DHS Directive 066-02, Rev 01, Biosafety; DHS Instruction 066-02-001, Biosafety; 
and any local institutional policies that may apply for Recipient institution facilities performing work 

under this Award. The CAPO will review the submitted Treaty Compliance Form (TCF) for planned work 
under this Award to determine the applicability of the requirements outlined in this section. The 
Recipient must contact the CAPO at STre ulatsr corn iiarace h .dhs, ov for guidance on the 
requirements, and then submit all required documentation based on CAPO guidance, prior to the 
initiation of any biological laboratory work under this Award. 

1. Requirements for All Biological Laboratory Work. Biological laboratory work includes laboratory 
activities involving: (1) recombinant or synthetic nucleic acid molecules; (2) Biological Select Agents and 
Toxins or `BSAT'; or (3) biological agents, toxins, or other biological materials that are not recombinant, 
synthetic, or BSAT. Each Recipient and any Recipient institution to be conducting biological laboratory 
work under this Award must submit copies of the following documentation, as required by the CAPO after 
review of the TCF(s), for review prior to the initiation of such work: 

a. Research protocol(s), research or project plan(s), or other detailed description of the biological 
laboratory work to be conducted; 
b. Documentation of project-specific biosafety review for biological laboratory work subject to such 
review in accordance with institutional policy; 
c. Institutional or laboratory biosafety manual (may be a related plan or program manual) for each 
facility/laboratory to be involved in the biological laboratory work; 
d. Biosafety training program description (should be provided as available in existing policies, plans, 
and/or manuals for all relevant facilities/laboratories where work is conducted; 
e. Documentation of the most recent safety/biosafety inspection(s) for each facility/laboratory where 
the biological laboratory work will be conducted; 
f. Exposure Control Plan, as applicable; 
g. Documentation from the most recent Occupational Safety and Health Administration (OSHA) or 
State Occupational Safety and Health Agency inspection report; a copy of the OSHA Form 300 
Summary of Work Related Injuries and Illnesses or equivalent, for the most recent calendar year; and 
documentation of any OSHA citations or notices of violation received in the past five years; and 

h. Documentation from the most recent U.S. Department of Transportation (DOT) inspection report; 
and documentation of any DOT citations or notices of violation received in the past five (5) years. 

2. Requirements for Research Involving Recombinant or Synthetic Nucleic Acid Molecules. Laboratory 
activities involving recombinant or synthetic nucleic acid molecules research are defined by the NIH 
Guidelines for Research Involving Recombinant or Synthetic Nucleic Acid Molecules, "NIH Guidelines". 

Each Recipient and any Recipient institution shall conduct all such work in compliance with the NIH 
Guidelines. In addition to the documentation referenced in Section 3.1 above, each facility conducting 
research activities involving recombinant or synthetic nucleic acid molecules under this Award must 
submit copies of the following documentation to the CAPO for review prior to the initiation of such 
activities: 

a. Institutional Biosafety Committee (IBC) Charter, and/or other available documentation of IBC 
policies and procedures; 
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b. Most recent Office of Biotechnology Activities (OBA) acknowledgement letter of the annual IBC 

Report; 

c. IBC-approved recombinant or synthetic nucleic acid molecules research protocol(s); and 

d. Documentation of final IBC approval for each recombinant or synthetic nucleic acid molecules 

research protocol and all subsequent renewals and amendments as they occur 

uirements for Activities Involving Biological Select Agents and Toxins (BEAT). Planned activities 

involving the possession transfer, and/or use of BSAT must be reviewed by the CAPO prior to initiation. 

This requirement also applies to activities involving select toxins that fall below the Permissible Toxin 

Limits, both at facilities registered with the National Select Agent Program and at unregistered facilities. 

Each Recipient and any Recipient institution shall conduct all BSAT work in compliance with all applicable 

regulations, including 42 C.F.R. § 73, 7 C.F.R. § 331, and 9 C.F.R. § 121, related entity- and laboratory-

specific policies and procedures, and DHS Directive 026-03, Rev 01, Safeguarding Select Agents and 

Toxins; and DHS Instruction 026-03-001, Safeguarding Select Agents and Toxins. In addition to the 

documentation referenced in Section B.1 above, each facility conducting activities involving BSAT 

under this Award must submit copies of the following documentation to the CAPO for review prior to 

the initiation of such activities: 

a. Current APHIS/CDC Certificate of Registration; 

b. Current versions of the Biosafety, Security, and Incident Response Plans required and reviewed 

under the Select Agent Regulations; and 

c. Documentation of the most recent annual BSAT facility inspection, as required of the Responsible 

Official under the Select Agent Regulations. 

The Recipient should contact the CAPO at STregulatorycompliance@hq.dhs.gov to obtain the CAPO 

Documentation Request Checklist, submit documentation, or request more information regarding the 

DHS CAPO documentation and compliance review requirements. The CAPO will provide written 

confirmation of receipt of all required documentation to the designated Point(s) of Contact. The CAPO 

will evaluate the submitted materials, along with available documentation from any previous reviews for 

related work at the Recipient and Recipient institution. Additional documentation may be required in 
some cases and must be submitted upon request. The CAPO will review all submitted materials and 

provide written confirmation to the Recipient once all requirements have been met. 

CAPO review of submitted materials may determine the need for further compliance review 

requirements, which may include documentation-based and on-site components. The Recipient, and any 

Recipient institutions conducting biological laboratory work under this Award, must also comply with 

ongoing CAPO compliance assurance and review requirements, which may include but are not limited to 

initial and periodic documentation requests, program reviews, site visits, and facility inspections. 
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The Recipient must promptly report the following to the CAPO, along with any corrective actions taken: 
(1) any serious or continuing biosafety or BSAT program issues as identified by the APHIS/CDC National 
Select Agent Program, other compliance oversight authorities, or institutional-level reviews (e.g., IBC or 
equivalent, laboratory safety/biosafety inspections); (2) any suspension or revocation of the APHIS/CDC 
Certificate of Registration; and (3) any for-cause suspension or termination of biological, rDNA, or BSAT 
activities at the laboratories/facilities where DHS-sponsored work is conducted. 

Foreign Contractors/Collaborators and D.S. Institutions with Foreign Subcomponents. Foreign 
organizations (including direct Contractors, Subcontractors, Grant Recipients, Sub-recipients, and 
subcomponents or collaborating partners to U.S. Recipients) are subject to applicable DHS requirements 
for biological laboratory activities. All entities involved in activities under this Award must comply with 
applicable national and regional/local regulations, and standards and guidelines equivalent to those 
described for U.S. institutions (e.g., BMBL and NIH Guidelines). The Recipient must provide CAPO 
documentation sufficient to illustrate this compliance. The CAPO will evaluate compliance measures for 
these institutions on a case-by-case basis. The Recipient must not initiate work nor provide funds for the 
conduct of biological laboratory work under this Award without CAPO's formal written approval. 

The Recipient and any Recipient institution shall conduct all research involving animals under this Award 
in compliance with the requirements set forth in the Animal Welfare Act of 1966 (P.L. 89-544), as 
amended, and the associated regulations in 9 C.F.R., Chapter 1, Subchapter A; the Public Health Service 
(PHS) Policy on Humane Care and Use of Laboratory Animals (which adopts the "U.S. Government 
Principles for the Utilization and Care of Vertebrate Animals used in Testing, Research, and Training", 50 
FR 20864, May 20, 1985); the National Research Council (NRC) Guide for the Care and Use of Laboratory 
Animals; the Federation of Animal Science Societies (FASS) Guide for the Care and Use of Agricultural 
Animals in Agricultural Research and Teaching; any additional requirements set forth in the DHS Directive 
026-01, Rev 01, Care, Use, and Transportation of Animals in Research; and DHS Instruction 026-01-001, 
Care, Use, and Transportation of Animals in Research. Each Recipient and any Recipient institution 
planning to perform research involving animals under this Award must comply with the requirements 
and submit the documentation outlined in this section. 

1. Requirements for Initial Review of Research Involving Animals. Research Involving Animals includes any 
research, experimentation, biological testing, and other related activities involving live, vertebrate 
animals, including any training for such activities. Each facility conducting research involving animals 
under this Award must submit copies of the following documentation to the CAPO for review prior to the 
initiation of such research: 

a. Institutional Animal Care and Use Committee (IACUC)-approved animal research protocol(s), 
including documentation of IACUC approval, any protocol amendments, and related approval 
notifications; 
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b. Public Health Service (PHS) Animal Welfare Assurance, including any programmatic amendments, 
and the most recent NIH Office of Laboratory Animal Welfare (OLAW) approval letter for each 
Recipient and Recipient institution; OR DHS Animal Welfare Assurance, if the Recipient is not funded 
by the PHS and does not have a PHS Assurance on file with OLAW. Any affiliated lACUCs must be 
established under the same requirements as set forth in the PHS Policy; 

c. Most recent IACUC semiannual program review and facility inspection reports covering all relevant 
facilities/laboratories involved in CTS-  funded work; and 
d. Most recent Association for Assessment and Accreditation of Laboratory Animal Care (AAALAC) 
inspection report(s) for AAALAC-accredited institution(s) housing and/or performing work involving 
animals under this Award. 

All documentation, as well as any questions or concerns regarding the requirements referenced above, 
should be submitted to the CAPO at STregula rycompUr hq.d hs.gov.. Additional documentation 
may be required in some cases and must be submitted upon request. The CAPO will review all submitted 
materials and provide written confirmation to the Recipient once all documentation requirements have 
been met. Upon receipt of this written confirmation, the Recipient may initiate approved animal research 
projects under this Award but must address any potential compliance issues or concerns identified by the 
CAPO. Research involving the use of nonhuman primates or international collaborations involving 
animal research will require more extensive review prior to approval and must not begin under this 
Award without first obtaining a formal certification letter from the CAPO. 

The Recipient, as well as any Recipient institution and partner institutions conducting animal research 
under this Award, shall also comply with ongoing CAPO compliance assurance functions, which may 
include but are not limited to periodic site visits, program reviews, and facility inspections. 

2. Requirements for Ongoing Review of Research Involving Animals. For ongoing animal research 
activities, each Recipient and any Recipient institutions must submit updates to the CAPO regarding any 
amendments or changes to (including expiration, renewal, or completion of) ongoing animal protocols as 
they occur, and may be required to submit annual updates regarding the ACU program at Recipient and 
Recipient institutions. Annual updates may include, but are not limited to, the IACUC semiannual 
(program review and facility inspection) reports, the USDA inspection report, and the most recent 
AAALAC inspection report, as applicable. 

The Recipient must promptly report the following to the CAPO, along with any corrective actions taken: 
(1) any serious or continuing noncompliance with animal care and use regulations and policies adopted by 
DHS (as referenced above); (2) any change in AAALAC accreditation status; (3) any USDA Notice of 
Violation; and (4) IACUC suspension of any animal research activity conducted under this Award. 
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Contractors Collaborators and U.S. Institutions with Foreign Subcomponents. Foreign 
organizations (including direct Contractors, Subcontractors, Grant Recipients, Sub-recipients, and 
subcomponents or collaborating partners to U.S. Recipients) are subject to DHS approval for work 
involving animals. All entities involved in activities under this Award must comply with their own 
applicable national and regional/local regulations, standards and guidelines. The Recipient must provide 
CAPO documentation sufficient to illustrate this compliance. The CAPO will evaluate compliance 
measures for these institutions on a case-by-case basis to determine their sufficiency. The Recipient must 
not initiate nor provide funds for the conduct of work involving animals at foreign institutions under this 
Award without formal written approval from the CAPO. 

The Recipient and any Recipient institutions shall conduct all research involving agents and toxins 
identified in sections 111.1. and 6.2.1 of the USG Policy for Oversight of Dual Use Research of Concern and 
USG Policy for the Institutional Oversight of Dual Use Research of Concern, respectively, in accordance 
with both policies referenced above and in accordance with any additional requirements set forth in 
related DHS policies and instructions. Each Recipient and any Recipient institutions planning to perform 
research involving agents and toxins identified in sections 111.1 and 6.2.1 of the USG DURC policies under 
this award must submit the following documentation outlined in this section for CAPO review. Institutions 
were required to implement the policy on or by September 24, 2015. 

1. Requirements for Research Using DURC Agents and Toxins. To ensure compliance with the USG DURC 
Policies, each facility conducting research involving the agents and toxins identified in sections 111.1 and 
6.2.1 of the USG DURC Policies under this Award must submit the following documentation for 
compliance review by CAPO prior to the initiation of such activities. 

a. Institutional Review Entity (IRE) charter, and/or other available documentation of IRE policies and 
procedures, to include the contact information for the Institutional Contact for DURC (ICDUR); 

b. Institution's project-specific risk mitigation plan, as applicable➢ 

c. DURC training or education program description; 
d. Formal annual assurance of compliance with the USG Policy for Institutional Oversight of Life 
Sciences Dual Use Research of Concern; 
e. A completed iDURC form and a Statement of Work. 

2. Required Notifications to DHS: 
a. Within thirty (30) calendar days of initial and periodic reviews of institutional review of research 
with DURC potential, notify CAPO of the results, including whether the research does or does not 
meet the DURC definition. 
b. Report, in writing, any instances of noncompliance and mitigation measures to correct and prevent 
future instances of noncompliance within thirty (30) calendar days to CAPO. 
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3. Flowdown Requirements: The Recipient shall include the substance of this section in all sub-
awards/contracts at any tier where the sub-Recipient is performing work with agents or toxins identified 
in sections 111.1 of the USG Policy for Oversight of Dual Use Research of Concern and 6.2.1 of the USG 
Policy for the Institutional Oversight of Dual Use Research of Concern. 

The Recipient should contact CAPO at STregulatorycompliance@hq.dhs.gov to submit documentation or 
to request more information regarding the DHS regulatory documentation and compliance review 
requirements. CAPO will provide written confirmation of receipt of all required documentation to the 
designated Points of Contact. CAPO will evaluate the submitted materials. Additional documentation may 
be required in some cases and must be submitted upon request. CAPO will review all submitted materials 
and provide written confirmation to the Recipient once all requirements have been met. Upon receipt of 
this written confirmation, the Recipient may initiate approved projects under this award. 

In order to meet the reporting requirements set forth in section IV.2 of the 2012 USG Policy for Oversight 
of Life Sciences Dual Use Research of Concern (the biannual DURC Data Call), the Recipient and any 
Recipient institution shall submit documentation regarding all active, planned or recently completed 
(within twelve months of the submission) unclassified intramural or extramural activities on Federally-
funded or conducted life science research projects biannually on the first Monday in May and November. 
The Recipient should contact CAPO at STregulatorycompliance@hq.dhs.gov to submit documentation. 
Documentation should include an update on all listed activities, including status, all agents or toxins 
incorporated by strain or surrogate name, performers, contract information, and sites of activities. 
Documentation should also include any changes to existing or completed projects since the most recent 
submission, including—but not limited to—the addition of agents, a change in performer, modifications 
to the scope of work, and/or changes to the technical approach. A supplemental report detailing all work 
involving low pathogenic avian influenza virus H7N9 (LPAI H7N9) and Middle East Respiratory Syndrome 
Coronavirus (MERS-CoV). 

4. Foreign Contractors/Collaborators and U.S. Institutions with Fore Subcomponents. Foreign 
organizations (including direct Contractors, Subcontractors, Grant Recipients, Sub-recipients, and 
subcomponents or collaborating partners to U.S. Recipients) are subject to the iDURC policy. The 
Recipient must provide CAPO documentation sufficient to illustrate this compliance. CAPO will evaluate 
compliance measures for these institutions on a case-by-case basis. The Recipient must not initiate work 
nor provide funds for the conduct of biological laboratory work under this Award without CAPO's formal 
written approval. 

The Recipient and any Recipient institutions shall conduct all Research Involving Human Subjects in 
compliance with the requirements set forth in 6 CFR. § 46, Subparts A, and 45 CFR. § 46, Subparts B-D, 
DHS Directive 026-04, Rev 01, Protection of Human Subjects, and DHS Instruction 026-04-001, Ensuring 
Human Subjects Research Compliance, prior to initiating any work with human subjects under this Award. 
Each Recipient and any Recipient institutions planning to perform research involving human subjects 
under this Award must submit the documentation outlined in this section for CAPO review. 
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1. Requirements for Research Involving Human Subjects. Each facility conducting work involving human 

subjects under this Award is required to have a project-specific Certification of Compliance letter issued 

by the CAPO. Each Recipient must submit the following documentation to the CAPO for compliance 

review and certification prior to initiating research involving human subjects under this Award: 

a. Research protocol, as approved by an Institutional Review Board (IRB), for any human subjects 

research work to be conducted under this Award; 

b. IRB approval letter or notification of exemption (see additional information below on exemption 

determinations), for any human subjects research work to be conducted under this Award; 

c. IRR-approved informed consent document(s) (templates) or IRB waiver of informed consent for 
projects involving human subjects research under this Award; and 

d. Federal-wide Assurance (FWA) number from the HHS Office for Human Research Protections 

(OHRP), or documentation of other relevant assurance, for all Recipient institutions (including Sub-

recipients) involved in human subjects research under this Award. 

2. Exemptions for Research Involving Human Subjects. Exemption determinations for human subject 

research to be conducted under this Award should only be made by authorized representatives of (1) an 

OHRP-registered IRB, or equivalent, or (2) the CAPO. Exemption determinations made by an OHRP-

registered IRB, or equivalent, should be submitted to the CAPO for review and record-keeping. Program 

Officers, principal investigators, research staff, and other DHS or institutional personnel should not 
independently make exemption determinations in the absence of an IRB or CAPO review. DHS Program 

Officers (or institutions conducting human subjects' research under this Award) seeking an exemption 

determination from the CAPO should submit a request to S I regulatorvcorn liance h .dl s. ov that 

includes the following: 

a. Research protocol or detailed description of planned activities to be conducted under this Award. 

b. Identification of the exemption category that applies to the project(s) to be conducted under this 

Award and explanation of why the proposed research meets the requirements for that category of 

exemption. 

All documentation, as well as any questions or concerns regarding the requirements referenced 

above, should be submitted to the CAPO at STrE' yulato€- cora l'€a€nce@hc€.dh pov. The submitted 

documentation will be retained by the CAPO and used to conduct a regulatory compliance 

assessment. Additional documentation may be required in some cases to complete this assessment. 

The Recipient must provide this documentation upon request, and address in writing any compliance 

issues or concerns raised by the CAPO before a certification letter is issued and participant enrollment 

can begin under this Award. The CAPO will review all submitted materials and provide written 

confirmation to the Recipient once all documentation requirements have been met. 
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The Recipient and any Recipient institution shall submit updated documentation regarding ongoing 

research involving human subjects, as available and prior to the expiration of previous approvals. 
Such documentation includes protocol modifications, IRB renewals for ongoing research protocols 

("Continuing Reviews"), and notifications of study completion. 

The Recipient must promptly report the following to the CAPO, along with any corrective actions 

taken: (1) any serious or continuing noncompliance with human subjects research regulations and 

policies adopted by DHS (as referenced above); and (2) suspension, termination, or revocation of IRg 

approval of any human subjects research activities conducted under this Award. 

Foreign Contractors/Collaborators and U.S. Institutions with Foreign Subcomponents. Foreign 

organizations (including direct Contractors, Subcontractors, Grant Recipients, Sub-recipients, and 

subcomponents or collaborating partners to U.S. Recipients) are subject to all DHS and CAPO 

requirements for research involving human subjects. All entities involved in activities under this Award 

must comply with applicable national and regional/local regulations, and standards and guidelines 

equivalent to those described for U.S. institutions (e.g., 45 CFR. § 46, including all Subparts, as 

relevant). The CAPO will evaluate compliance measures for these institutions on a case-by-case basis 

to determine their sufficiency. The Recipient must not initiate nor provide funds for the conduct of 
work involving human subjects at foreign institutions under this Contract without formal written 

approval from the CAPO. 

Activities performed by the Recipient and any Recipient institution under this Award may or may not be 

subject to U.S. export control regulations. The Recipient and any Recipient institution shall conduct all 

such activities, to include any and all DHS-funded research and development, acquisitions, and 
collaborations in full compliance with U.S. export controls—to include the Export Administration 

Regulations (EAR), the International Traffic in Arms Regulations (ITAR), and the Office of Foreign Assets 

Control (OFAC) Regulations. The Recipient and any Recipient institution will ensure that all legal 

requirements for compliance with U.S. export controls are met prior to transferring commodities, 

technologies, technical data, or other controlled information to a non-U.S. person or entity. Upon DHS 

request, the Recipient and any Recipient institution must provide to CAPO documentation and any other 

information necessary to determine satisfaction of this requirement. 

All documentation, as well as any questions or concerns regarding export controls, should be submitted 

to the CAPO at xcrt. rlrcl `11 11s:gc3y. 
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The parties understand that information and materials provided pursuant to or resulting from this Award 

may be export controlled, sensitive, for official use only, or otherwise protected by law, executive order 
or regulation. The Recipient is responsible for compliance with all applicable laws and regulations. 
Nothing in this Award shall be construed to permit any disclosure in violation of those restrictions. 

Patent rights. 

The Recipient is subject to applicable regulations governing patents and inventions, including government-

wide regulations issued by the Department of Commerce at 37 CFR Part 401, "Rights to Inventions Made 

by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and 

Cooperative Agreements." The clause at 37 CFR 401.14 is incorporated by reference herein. All reports of 
subject inventions made under this Award should be submitted to DHS using the Interagency Edison 

system website at "ww,ied`€so€~. ov. 

Data rights. 

1. General Requirements. The Recipient grants the Government a royalty free, nonexclusive and 

irrevocable license to reproduce, display, distribute copies, perform, disseminate, or prepare derivative 
works, and to authorize others to do so, for Government purposes in: 

a. Any data that is first produced under this Award and provided to the Government; 

b. Any data owned by third parties that contributed in the data provided to the Government under 
this Award; or 
c. Any data requested in paragraph 2 below, if incorporated in the Award. 
"Data" means recorded information, regardless of form or the media on which it may be recorded. 

2. Additional requirement for this Award. 
a. Requirement: If the Government believes that it needs additional research data that was produced 

under this Award, the Government may request the research data and the Recipient agrees to provide 

the research data within a reasonable time. 
b. Applicability:  The requirement in paragraph 2.a of this section applies to any research data that are: 

I. Produced under this Award, either as a Recipient or sub-recipient; 
ii. Used by the Government in developing an agency action that has the force and effect of law; 
and 

iii. Published, which occurs either when: 
1) The research data is published in a peer-reviewed scientific or technical journal; or 

2) OHS publicly and officially cites the research data in support of an agency action that has the 
force and effect of law 

c. Definition of "research data:" For the purposes of this section, "research data:" 
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i. Means the recorded factual material (excluding physical objects, such as laboratory samples) 
commonly accepted in the scientific community as necessary to validate research findings. 

ii. Excludes: 
1) Preliminary analyses; 
2) Drafts of scientific papers; 
3) Plans for future research; 
4) Peer reviews; 
5) Communications with colleagues; 
6) Trade secrets; 
7) Commercial information; 
8) Materials necessary that a researcher must hold confidential until they are published, or 
similar information which is protected under law; and 
9) Personnel and medical information and similar information the disclosure of which would 
constitute a clearly unwarranted invasion of personal privacy, such as information that could be 
used to identify a particular person in a research study. 

d. Requirements for sub-awards: The Recipient agrees to include in any sub-award made under this 
Agreement the requirements of this award term (Patent Rights and Data Rights) and DHS Standard 

• s • s: • a: s . + 

Post-award program income: 

In the event program income becomes available to the recipient post-award, it is the recipient's 
responsibility to notify the DHS Grants Officer to explain how that development occurred, as part of their 
request for guidance and/or approval. The Grants Officer will review approval requests for program 
income on a case-by-case basis; approval is not automatic. Consistent with the policy and processes 
outlined in 2 CFR Part 200, pertinent guidance and options, as determined by the type of recipient and 
circumstances involved, may be approved by the Grant Officer. 

If approval is granted, an award modification will be issued with an explanatory note in the remarks 
section of the face page, concerning guidance and/or options pertaining to the 
recipient's approved request. All instances of program income shall be listed in the progress and financial 
reports. 

1. Publications. All publications produced as a result of this funding which are submitted for publication in 
any magazine, journal, or trade paper shall carry the following: 

a. Acknowledgement. "This material is based upon work supported by the U.S. Department of 
Homeland Security under Grant Award Number 22STESE00001-01-00.91

b. Disclaimer. "The views and conclusions contained in this document are those of the authors and 
should not be interpreted as necessarily representing the official policies, either expressed or implied, 
of the U.S. Department of Homeland Security." 
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Recipient agrees to include in any sub-award made under this Agreement the requirements of this award 

term (Publications). 

2. Use of DHS Seal and DHS S&T Logo. 

The Recipient shall not use the DHS seal. The Recipient shall acquire DHS's approval prior to using the DHS 

S&T logo. 

3. Enhancing Public Access to Publications. Per Article I. Section A, DS requires that the Recipient shall 

forward one electronic (PDF) copy of all publications generated under this award to the Program Officer 

at the time of publication. The COE will make all publications publicaly available via the DHS storefront in 

PubMed Central (P IC): https://www.ncbi.nlrn.nih.gov/pmc/funder/dhs in a manner consistent with 

copyright law no later than 12 months after the official date of publication. DHS Policy explicitly 
recognizes and upholds the principles of copyright. Authors and journals can continue to assert copyright 

in publications that include research findings from DHS-funded activities, in accordance with current 

practice. While individual copyright arrangements can take many forms, DHS encourages investigators to 

sign agreements that specifically allow the manuscript or software to be deposited with DHS for U.S. 

Government use after journal publication. Institutions and investigators may wish to develop particular 

contract terms in consultation with their own legal counsel, as appropriate. But, as an example, the kind 

of language that an author or institution might add to a copyright agreement includes the following: 

Journal (or Software recipient) acknowledges that the Author retains the right to provide a final copy of 

the final manuscript or software application to DHS upon acceptance for Journal publication or thereafter, 

for public access purposes through DHS's websites or for public archiving purposes." 

The DHS, through authorized representatives, has the right, at all reasonable times, to make site visits to 

review project accomplishments and management control systems and to provide such technical assistance 

as may be required. If any site visit is made by the DHS on the premises of the Recipient, or a contractor 
under this Award, the Recipient shall provide and shall require its contractors to provide all reasonable 

facilities and assistance for the safety and convenience of the Government representatives in the 

performance of their duties. All site visits and evaluations shall be performed in such a manner that will not 

unduly delay the work. 

Either the Recipient or the DHS may terminate this Award by giving written notice to the other party at 

least thirty (30) calendar days prior to the effective date of the termination. Failure to adhere to the 

terms and conditions may result in award termination. All notices are to be transmitted to the DHS Grants 

Officer via registered or certified mail, return receipt requested. The Recipient's authority to incur new 

costs will be terminated upon arrival of the date of receipt of the letter or the date set forth in the notice. 

Any costs incurred up to the earlier of the date of the receipt of the notice or the date of termination set 

forth in the notice will be negotiated for final payment. Closeout of this Award will be commenced and 

processed pursuant to 2 CFR §200.339. 
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Travel required in the performance of the duties approved in this Award must comply with 2 CFR Part 
200.474. 

Foreign travel must be approved by DHS in advance and in writing. Requests for foreign travel 

identifying the travler, the purpose, the destination, and the estimated travel costs must be submitted to 

the DHS Grants Officer sixty (60) days prior to the commencement of travel. 

1. "Classified national security information," as defined in Executive Order (EO) 12958, as amended, 

means information that has been determined pursuant to EO 1.2958 or any predecessor order to require 

protection against unauthorized disclosure and is marked to indicate its classified status when in 

documentary form. 

2. No funding under this award shall be used to support a contract, sub-award, or other agreement for 

goods or services that will include access to classified national security information if the award recipient 

itself has not been approved for and has access to such information. 

3. Where an award recipient has been approved for and has access to classified national security 

information, no funding under this award shall be used to support a contract, sub-award, or other 

agreement for goods or services that will include access to classified national security information by the 

contractor, sub-awardee or other entity without prior written approval from the CABS Office of Security, 
Industrial Security Program Branch (ISPB), or, an appropriate official within the Federal department or 

agency with whom the classified effort will be performed. 

4. Such contracts, sub-awards, or other agreements shall be processed and administered in accordance 

with the DHS "Standard Operating Procedures, Classified Contracting by State and Local Entities," dated 

July 7, 2008; EOs 12829, 12958, 12968, as amended; the National Industrial Security Program Operating 

Manual (NISPOM); and/or other applicable implementing directives or instructions. 

5. Immediately upon determination by the award recipient that funding under this award will be used 
to support such a contract, sub-award, or other agreement, and prior to execution of any actions to 

facilitate the acquisition of such a contract, sub-award, or other agreement, the award recipient shall 

contact ISPB, or the applicable Federal department or agency, for approval and processing instructions. 
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DHS Office of Security ISPB contact information: 

Telephone: 

Email: 

Mail: Department of Homeland Security 

Office of the Chief Security Officer 

ATTN: ASD/Industrial Security Program Branch 

Washington, D.C. 20528 

The following are incorporated into this Award by this reference: 

31 C.F.R. Part 205 Rules and Procedures for Funds Transfers 

2 C.F.R. Part 200 Uniform Administrative Requirements, Cost Principles, and 

Audit Requirements for Federal Awards 

Application Grant Application and Assurances dated 
March 10, 2021 as revised, 

N/A. 

1. 2 CFR Part 200, `Uniform Administrative Requirements, Cost Principles, and Audit Requirements for 
Federal Awards." 

2. The terms and conditions of this Award 

3. The Funding Opportunity, _'ST-ESE-21-001 

4. Application and Assurances dated 3/10/2021, N/A 

, Engineering Secure Environments from: 
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Assurances, Administrative Requirements, Cost Princkes. Representations and Certifications 

DHS financial assistance recipients must complete either the Office of Management and Budget (OMB) 
Stand rd..Form 424E ss €ra ces..- Non-ConsVllc:ic~€t F roar arr~ .,. or P _B._S tar ard__Form 4.  4 .. . .. . ----- 
Assurar: ces -Cyr r st."uctior._Programs, as applicable. Certain assurances in these documents may not 
be applicable to your program, and the DHS financial assistance office (DHS FAO) may require 
applicants to certify additional assurances. Applicants are required to fill out the assurances applicable 
to their program as instructed by the awarding agency. Please contact the DHS FAO if you have any 
questions. 

DHS financial assistance recipients are required to follow the applicable provisions of the Uniform 
Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards located at 
Title 2. Code of Federal Regulations F.R.p Part 200, and adopted by DHS at 2 C.F.R. Part 3002. 

By accepting this agreement, the recipient and its executives, as defined in 2 C.F.R. § 170.315, certify that 
the recipient's policies are in accordance with OMB's guidance located at 2 C.F.R. Part 200, all applicable 
federal laws, and relevant Executive guidance. 

OHS Specific Acknowledgements and Assurances 

All recipients, subrecipients, successors, transferees, and assignees must acknowledge and agree to 
comply with applicable provisions governing DHS access to records, accounts, documents, 
information, facilities, and staff. 

1. Recipients must cooperate with any compliance reviews or compliance investigations conducted by 
DHS. 

2. Recipients must give DHS access to, and the right to examine and copy, records, accounts, and 
other documents and sources of information related to the federal financial assistance award and 
permit access to facilities, personnel, and other individuals and information as may be necessary, as 
required by DHS regulations and other applicable laws or program guidance. 

3. Recipients must submit timely, complete, and accurate reports to the appropriate DHS officials 
and maintain appropriate backup documentation to support the reports. 

4. Recipients must comply with all other special reporting, data collection, and evaluation 
requirements, as prescribed by law or detailed in programguidance. 

5. Recipients of federal financial assistance from DHS must complete the DHS Civil Rights Evaluation 
Tool within thirty (30) days of receipt of the Notice of Award or, for State Administrative Agencies, 
thirty (30) days from receipt of the OHS Civil Rights Evaluation Tool from DHS or its awarding 
component agency. After the initial submission for the first award under which this term applies, 
recipients are required to provide this information once every two (2) years if they have an active 
award, not every time an award is made. Recipients should submit the completed tool, including 
supporting materials, to CivilRi htsEvaluation fxrhc .dbs. ov. This tool clarifies the civil rights 
obligations and related reporting requirements contained in the OHS Standard Terms and 
Conditions. Subrecipients are not required to complete and submit this tool to OHS. The evaluation 
tool can be found at htt sail; a . ihs. ovi ublioatif~€~Idhs civil_€ii its eval€.ration tool, 
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The DHS Office for Civil Rights and Civil Liberties will consider, in its discretion, granting an extension if 
the recipient identifies steps and a timeline for completing the tool. Recipients should request 
extensions by emailing the request to CvlRqhtsEvalueUon hq lit qqy prior to expiration of the 30-day 
deadline. 

Recipients must acknowledge their use of federal funding when issuing statements, press 
releases, requests for proposal, bid invitations, and other documents describing projects or 
programs funded in whole or in part with federal funds. 

Recipients must ensure that project activities carried on outside the United States are 
coordinated as necessary with appropriate government authorities and that appropriate 
licenses, permits, or approvals are obtained. 

Ill. 
Recipients must comply with the requirements of the Age Discrimination Act of 1975, Pub.L No. 
94-135 (1975) (codified as amended at Title 4 ,. U,S. .Cq e...x  ' seq.), which prohibits ..... . . ..
discrimination on the basis of age in any program or activity receiving federal financial assistance. 

Recipients must comply with the requirements of Titles , 11, and Ill of the Americans with 
Disabilities Act, Pub. L. No. 101-336( 990) (codified as amended at 42 U.S.C. 

r 

12 001-
12213), which prohibits recipients from discriminating on the basis of disability in the 
operation of public entities, public and private transportation systems, places of public 
accommodation, and certain testing entities. 

V. Best Practices for Collection and Use of Personally PersonaUv dentifiable Information Recipients 
who collect personally identifiable information (Pll) are required to have a publicly available 
privacy policy that describes standards on the usage and maintenance of the P11 they collect. 
DHS defines PI1 as any information that permits the identity of an individual to be directly or 
indirectly inferred, including any information that is linked or linkable to that individual. 
Recipients may also find the DHS Privacy Impact Assessments: Privacy_ Guidance and PP„ivac'_
Tern late as useful resources respectively. 

V1. C&L Rioltts Aot Qf 19 4 — Title VI 
Recipients must comply with the requirements of Title VI of the Civil Rights Act of 1964 
(codified as amended at 42 U.S.C.  000d of se .), which provides that no person in the 
United States will, on the grounds of race, color, or national origin, be excluded from 
participation in, be denied the benefits of, or be subjected to discrimination under any program 
or activity receiving federal financial assistance. DHS implementing regulations for the Act are 
found at 6 C.F.R. Part 21 and 44 C.F.R. Part 7. 

VII. Civil Rlahts Art of 1958 
Recipients must comply with Title Vill of the Civil Rights Act of 1968, Pub. L. 90-284, as 
amended through Pub. 1... 1134, which prohibits recipients from discriminating in the sale, rental, 
financing, and advertising of dwellings, or in the provision of services in connection therewith, on 
the basis of race, color, national origin, religion, disability, familial status, and sex (see 42 U.S.C. 
§3 t a g.), as implemented by the U.S. Department of Housing and Urban Development at 
24 C.F: : Part 1.00. The prohibition on disability discrimination includes the requirement that 
new multifamily housing with four or more dwelling units--i.e., the public and common use areas 
and individual apartment units (all units in buildings with elevators and ground-floor units in 
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buildings without elevators)—be designed and constructed with certain accessible features. (See 
24 C.F.R. Part 100. Subtart Q.)

Villa Copyright
Recipients must affix the applicable copyright notices of 1 7.U: .: 1 or._402 and an 
acknowledgement of U.S. Government sponsorship (including the award number) to any work 
first produced under federal financial assistance awards. 

IX. Debarment and Suspension 
Recipients are subject to the non-procurement debarment and suspension regulations 
implementing Executive Orders (E.O.)1_2549 and 12689, which are at 2._Q . .. .Part._ 1.80. as 
adopted by DHS at 2 C.F.R. Part 3000. These regulations restrict federal financial assistance 
awards, subawards, and contracts with certain parties that are debarred, suspended, or 
otherwise excluded from or ineligible for participation in federal assistance programs or 
activities. 

X. Drug-Free Workplace Regulations 
Recipients must comply with drug-free workplace requirements in Subpart B (or Subpart C, if the 
recipient is an individual) of 2 C.F.R. Part 3001, which adopts the Government-wide 
implementation (2 C.F.R. Part 182) of Sec. 5152-5158 of the Drug-Free Workplace Act of 1988 
(41_!j.S.C. '5 8101-83106). 

XI. Duplication of Benefits 
Any cost allocable to a particular federal financial assistance award provided for in 2 C.F.R. Part 
200, Subpart E may not be charged to other federal financial assistance awards to overcome 
fund deficiencies; to avoid restrictions imposed by federal statutes, regulations, or federal 
financial assistance award terms and conditions; or for other reasons. However, these 
prohibitions would not preclude recipients from shifting costs that are allowable under two or 
more awards in accordance with existing federal statutes, regulations, or the federal financial 
assistance award terms and conditions. 

XII. Education Amendments of 1972 (Eaual Opportunity in Education Act 1— TitlelX 
Recipients must comply with the requirements of Title IX of the Education Amendments of 1972, 
Pub. L. 92-318 (1972) (codified as amended at 20 U.S.C. j  1681 et se .), which provide that no 
person in the United States will, on the basis of sex, be excluded from participation in, be denied 
the benefits of, or be subjected to discrimination under any educational program or activity 
receiving federal financial assistance. OHS implementing regulations are codified at 
6 C.F.R. Part 17 and 44 O.F.R. Part 19 

XIII. Enerav Policy and Conservation Act 
Recipients must comply with the requirements of the Energy Policy and Conservation Act, 
Pub. L. 94- 163 (1975) (codified as amended at 42._!J._ C: _6201... t_s. cl . ., which contain 
policies relating to energy efficiency that are defined in the state energy conservation plan 
issued in compliance with this Act. 

XIV. False Claims Act and Program Fraud Civil Remedies 
Recipients must comply with the requirements of the False Claims Act, 31.._t: . :...§ 9
3733, which prohibit the submission of false or fraudulent claims for payment to the federal 
government. (See C. a801 3312, which details the administrative remedies for 
false claims and statements made.) 

ACV. Federal Debt Status 
All recipients are required to be non-delinquent in their repayment of any federal debt. Examples 
of relevant debt include delinquent payroll and other taxes, audit disallowances, and benefit 
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overpayments. (See OM,~ a f ir.. lrtr ..1: ?9..) 

lI. Federal Ladershii on Reducing Text Messaiing while Driving 
Recipients are encouraged to adopt and enforce policies that ban text messaging while driving 
as described in F--s.0_--133,}_3, including conducting initiatives described in Section 3(a) of the 
Order when on official government business or when performing any work for or on behalf of the 
federal government. 

XWJ Flan Ar arks Act of 197 
Recipients must comply with Preference for U.S. Flag Air Carriers (air carriers holding certificates 
under 4 U.S.C.  411 tit) for international air transportation of people and property to the extent 
that such service is available, in accordance with the International Air Transportation Fair 
Competitive Practices Act of 1974, 4g U.S.C. 40118, and the interpretative guidelines issued by 
the Comptroller General of the United States in the March 31, 1981,  amendment to Comptroller 
General Decision B-138942. 

In accordance with Section 6 of the Hotel and Motel Fire Safety Act of 1990, l5 .U.S.
2225a, recipients must ensure that all conference, meeting, convention, or training space 
funded in whole or in part with federal funds complies with the fire prevention and control 
guidelines of the Federal Fire Prevention and Control Act of 1974, (codified as amended at 15 

222.5.) 

XIX. Limited English Proficiency (Civil Rights Act of 1964. TitleVI) 
Recipients must comply with Title VI of the Civil Rights Act of 1964, (42 01.S.C, 2000d et 
ssgj prohibition against discrimination on the basis of national origin, which requires that 
recipients of federal financial assistance take reasonable steps to provide meaningful access 
to persons with limited English proficiency (LEP) to their programs and services. For 
additional assistance and information regarding language access obligations, please refer to 
the DHS Recipient Guidance: l-rtt. s://www.dhs.i ov/guidance u.rblished-help-de. artnment-
su. orted or anixrticns arovicie mear in€ fr l accFess erg aIP iir7 ited and additional resources 
on httr'):itww~v.ler~.gov.

XX. Lobbying Prohibitions 
Recipients must comply with 31 .. ti .: . 1 a , which provides that none of the funds provided _... ..... 
under a federal financial assistance award may be expended by the recipient to pay any person 
to influence, or attempt to influence an officer or employee of any agency, a Member of 
Congress, an officer or employee of Congress, or an employee of a Member of Congress in 
connection with any federal action related to a federal award or contract, including any extension, 
continuation, renewal, amendment, or modification. 

XXI, National Environmental Polls Act 

Recipients must comply with the requirements of the National Environmental Policy Art of 1969. 
(NEPA)  l._. X11 1 gl 1 g70 (codified as amended at 42 I.J. S.C. § 4321 at sag. and the Council 
on Environmental Quality (CEQ) Regulations for Implementing the Procedural Provisions of 
NEPA, which require recipients to use all practicable means within their authority, and consistent 
with other essential considerations of national policy, to create and maintain conditions under 
which people and nature can exist in productive harmony and fulfill the social, economic, and 
other needs of present and future generations of Americans. 

XXII Nondiscrimination in Matters Pertaining to Faith-Based Organizations 
It is DHS policy to ensure the equal treatment of faith-based organizations in social service 
programs administered or supported by DHS or its component agencies, enabling those 
organizations to participate in providing important social services to beneficiaries. Recipients 
must comply with the equal treatment policies and requirements contained in 6 C.F.R. Part 19 
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and other applicable statues, regulations, and guidance governing the participations of faith-
based organizations in individual DHS programs. 

XXVI Non-SuDIantina Re uirement 
Recipients receiving federal financial assistance awards made under programs that prohibit 
supplanting by law must ensure that federal funds do not replace (supplant) funds that have 
been budgeted for the same purpose through non-federal sources. 

XXW. Notice_ of Funding OoDortunitv Reuuirernents 
All the instructions, guidance, limitations, and other conditions set forth in the Notice of Funding 
Opportunity (NOFO) for this program are incorporated here by reference in the award terms 
and conditions. All recipients must comply with any such requirements set forth in the program 
NOFO, 

XXV. Patents and Intellectual Prol2erty Rights 
Recipients are subject to the Bayh-Dole Act, U.S.C. 200 at sac unless otherwise 
provided by law. Recipients are subject to the specific requirements governing the 
development, reporting, and disposition of rights to inventions and patents resulting from 
federal financial assistance awards located at 37 O.F.F. Fart 401 and the standard patent 
rights clause located at 37 O.F.R. § 401.14. 

States. political subdivisions of states, and their contractors must comply with Section 6002 of 
the Solid Waste Disposal Act, Pub. L. 89-272 (1965), (codified as amended by the Resource 
Conservation and Recovery Act, 42U. .C.... _ X62.) The requirements of Section 6002 include 
procuring only items designated in guidelines of the Environmental Protection Agency (EPA) at 
0 :., . :C.ar.t_247. that contain the highest percentage of recovered materials practicable, 

consistent with maintaining a satisfactory level of competition. 

XXV11. Rehabifitateon Act of 19~~ 
Recipients must comply with the requirements of Section 504 of the Rehabilitation Act of 1973, 
Pub. L. 93-112 (1973), (codified as amended at 29 .>.'c:...1_701. ) which provides that no 
otherwise qualified handicapped individuals in the United States will, solely by reason of the 
handicap, be excluded from participation in, be denied the benefits of, or be subjected to 
discrimination under any program or activity receiving federal financial assistance. 

General Reporting Requirements 
If the total value of any currently active grants, cooperative agreements, and procurement 
contracts from all federal awarding agencies exceeds $10,000,000 for any period of time 
during the period of performance of this federal award, then the recipients during that period 
of time must maintain the currency of information reported to the System for Award 
Management (SAM) that is made available in the designated integrity and performance 
system (currently the Federal Awardee Performance and Integrity lntegnty information System 
MF S) about civil, criminal, or administrative proceedings described in paragraph 2 of this 
award term and condition. This is a statutory requirement under Pub. L.110-417, § 872, as 
amended 41 U.S.C. t 2313, As required by Pub. L. 111-212, § 3010, all information posted 
in the designated integrity and performance system on or after April 15, 2011, except past 
performance reviews required for federal procurement contracts, will be publicly available. 

Recipients must submit the required information about each proceeding that: 

a. Is in connection with the award or performance of a grant, cooperative agreement, or 
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procurement contract from the federal government; 

b. Reached its final disposition during the most recent five-year period; and 

c. One or more of the following: 

1) A criminal proceeding that resulted in a conviction, as defined in paragraph 5 of this 
award term and condition; 

2) A civil proceeding that resulted in a finding of fault and liability and payment of a 
monetaryfine, penalty, reimbursement, restitution, or damages of $5,000 or more; 

3) An administrative proceeding, as defined in paragraph 5, that resulted in a finding of 
fault and liability and the recipient's payment of either a monetary fine or penalty of 
$5,000 or more or reimbursement, restitution, or damages in excess of $100,000; or 

4) Any other criminal, civil, or administrative proceeding if: 

a) It could have led to an outcome described in this award term and condition; 

b) It had a different disposition arrived at by consent or compromise with an 
acknowledgment of fault on the recipient's part; and 

c) The requirement in this award term and condition to disclose information aboutthe 
proceeding does not conflict with applicable laws and regulations. 

3. Reporting Procedures 
Recipients must enter the information that SAM requires about each proceeding described in 
paragraph 2 of this award term and condition in the SAM Entity Management area. 
Recipients do not need to submit the information a second time under financial assistance 
awards that the recipient received if the recipient already provided the information through 
SAM because it was required to do so under federal procurement contracts that the recipient 
was awarded. 

4. Reporting Frequency 
During any period of time when recipients are subject to the main requirement in paragraph 
1 of this award term and condition, recipients must report proceedings information through 
SAM for the most recent five-year period, either to report new information about any 
proceeding(s) that recipients have not reported previously or affirm that there is no new 
information to report. Recipients that have federal contract, grant, and cooperative 
agreement awards with a cumulative total value greater than $10,000,000 must disclose 
semiannually any information about the criminal, civil, and administrative proceedings. 

5. Definitions 
For the purpose of this award term and condition: 

a. Administrative proceeding: means a non-judicial process that is adjudicatory in nature to 
decide fault or liability (e.g., Securities and Exchange Commission Administrative 
proceedings, Civilian Board of Contract Appeals proceedings, and Armed Services Board 
of Contract Appeals proceedings). This includes proceedings at the federal and state 
level but only in connection with performance of a federal contract or grant. It does not 
include 

audits, site visits, corrective plans, or inspection of deliverables. 

b. Conviction: means a judgment or conviction of a criminal offense by any court of 
competent jurisdiction, whether entered upon a verdict or a plea, and includes aconviction 
entered upon a plea of nolo contend ere. 
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c. Total value of currently active grants, cooperative agreements, and procurement contracts 
includes----

1) Only the federal share of the funding under any federal award with a recipientcost 
share or match; and 

2) The value of all expected funding increments under a federal award and options, even if 
not yet exercised. 

1. Reporting of first tier subawards. 

a. Applicability. Unless the recipient is exempt as provided in paragraph 4 of this award term, 
the recipient must report each action that equals or exceeds $30, 000 in federal funds for a 
subaward to a non-federal entity or federal agency (See definitions in paragraph 5 of this 
award term). 

b. Where and when to report. 

1) Recipients must report each obligating action described in paragraph 1 of this award 
term to the Federal _Fundirng Ace Lintab.lityand _Trarns ar nc y  1ubaward

stem (FSRS). 

2) For subaward information, recipients report no later than the end of the month following 
the month in which the obligation was made. For example, if the obligation was made 
on November 7, 2016, the obligation must be reported by no later than December 31, 
2016. 

c. What to report. The recipient must report the information about each obligating action that 
the submission instructions posted at i7ttp_' a v_sr_tty. 

a. Applicability and what to report. Recipients must report total compensation for 
each of the five most highly compensated executives for the preceding completed 
fiscal year, if-

1) The total federal funding authorized to date under this federal award equals or exceeds 
$30,000 as defined in 2 O.F.R. § 170.320; 

2) In the preceding fiscal year, recipients received---

a) Eighty percent or more of recipients' annual gross revenues from federal 
procurement contracts (and subcontracts) and federal financial assistance 
subject to the Federal Funding Accountability and Transparency Act 
(Transparency Act), as defined at 2 C.F. R. 170.320 (and subawards); 
and 

b) $25,000,000 or more in annual gross revenues from federal procurement 
contracts (and subcontracts) and federal financial assistance subject to the 
Transparency Act, as defined at 2 O.F.R. § 170.320 (and subawards);and 

c) The public does not have access to information about the compensation of 
the executives through periodic reports filed under Section 13(a) or 15(d)of 
the Securities Exchange Act of 1934 (15 t~.S.C:. 78ni a' 78o4) or Section 
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6104 of the Internal Revenue Code of 1986. (See the U.S. Security and 
Exchange Commission total compensation filings at 
http:ilw.vw.sec.govlanswerslexecomp.htrt. to determine if the public has 
access to the compensation information.) 

3) Where and when to report. Recipients must report executive total compensation 
described in paragraph 2.a, of this award term: 

a) As part of the recipient's registration profile at https://wwN.sarn.gov. 

b) By the end of the month following the month in which this award is made, and 
annually thereafter. 

a. Applicability and what to report. Unless recipients are exempt as provided in 
paragraph 4. of this award term, for each first-tier subrecipient under thisaward, 
recipients shall report the names and total compensation of each of the 
subrecipient's five most highly compensated executives for the subrecipients 
preceding completed fiscal year, if-

1) In the subrecipientas preceding fiscal year, the subrecipientreceived—

a) Eighty percent or more of its annual gross revenues from federal procurement 
contracts (and subcontracts) and federal financial assistance subject to the 
TransparencyAct, as defined at 2 O.F.R. § 170.320 (and subawards); and 

b) $25,000,000 or more in annual gross revenues from federal procurementcontracts 
(and subcontracts), and federal financial assistance subject to the Transparency 
Act (and subawards); and 

2) The public does not have access to information about the compensation of the 
executives through periodic reports filed under Section 13(a) or 15(d) of the 
Securities Exchange Act of 1934 (15 U.S.O. 78m(a), 78o(d)) or Section 6104 
of the Internal Revenue Code of 1986. (See the U.S. Security and Exchange 
Commission total compensation filings at 
http;ffwww. sec. govlanswerslexecomp.htm. to determine if the public has 
access to the compensation information.) 

b. Where and when to report. Subrecipients must report subrecipient executive 
total compensation described in paragraph 3.a. of this award term: 

1) To the recipient. 

2) By the end of the month following the month during which recipients make the 
subaward. For example, if a subaward is obligated on any date during the month of 
October of a given year (i.e., between October 1 and 31), subrecipients must reportany 
required compensation information of the subrecipient by November 30 of that year. 

4. Exemptions 
If, in the previous tax year, recipients had gross income, from all sources, under 
$300,000, then recipients are exempt from the requirements to report: 

a. Subawards, and 

b. The total compensation of the five most highly compensated executives of any subrecipient 
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5. Definitions For purposes of this award term: 

a. Federal Agency means a federal agency as defined at 5 U.S.C. 551(1) and further clarified 
by 5 U.S.C. 552(f). 

b. Non-Federal Entity: means all the following, as defined in 2 C.F.R. Part25: 

1) A Governmental organization, which is a state, local government, or Indian tribe; 

2) Aforeign public entity; 

3) A domestic or foreign nonprofit organization; 

4) A domestic or foreign for-profit organization; 

c. Executive: means officers, managing partners, or any other employees in management 
positions. 

d. Subaward: means a legal instrument to provide support for the performance of any portion 
of the substantive project or program for which the recipient received this award and that 
the recipient awards to an eligible subrecipient. 

1) The term does not include recipients' procurement of property and services needed to 
carry out the project or program (for further explanation, see 2 C.F.R. § 200.331). 

2) Asubaward maybe provided through any legal agreement, including an agreement that 
a recipient or a subrecipient considers a contract. 
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e. Subrecipient: means a non-federal entity or federal agency that: 

1) Receives a subaward from the recipient under this award; and 

2) Is accountable to the recipient for the use of the federal funds provided bythe 
subaward. 

f. Total compensation: means the cash and noncash dollar value earned by the executive 
during the recipient's or subrecipient's preceding fiscal year and includes the following 

.F : :..x_222, :02.f.

1) Salary and bonus. 

2) Awards of stock, stock options, and stock appreciation rights. Use the dollar amount 
recognized for financial statement reporting purposes with respect to the fiscal year in 
accordance with the Statement of Financial Accounting Standards No. 123 (Revised 
2004) (FAS 123R), Shared Based Payments. 

3) Earnings for services under non-equity incentive plans. This does not include group 
life, health, hospitalization or medical reimbursement plans that do not discriminate in 
favor of executives and are available generally to all salaried employees. 

4) Change in pension value. This is the change in present value of defined benefit 
and actuarial pension plans. 

5) Above-market earnings on deferred compensation which is not tax-qualified. 

6) Other compensation, if the aggregate value of all such other compensation (e.g. 
severance, termination payments, value of life insurance paid on behalf of the 
employee, perquisites or property) for the executive exceeds $10;000. 

XXX. SAFECOM
Recipients receiving federal financial assistance awards made under programs that provide 
emergency communication equipment and its related activities must comply with the 

. M Guidance for Emergency Communication Grants, including provisions on technical 
standards that ensure and enhance interoperable communications. 

XXXI Terrorist Financin 
Recipients must comply with ED 13224 and U.S. laws that prohibit transactions with, and the 
provisions of resources and support to, individuals and organizations associated with terrorism. 
Recipients are legally responsible to ensure compliance with the Order and laws. 

a. Recipients, the employees, subrecipients under this award, and subrecipients'employees 
may not—

Engage in severe forms of trafficking in persons during the period of time the award is 
in effect; 

2) Procure a commercial sex act during the period of time that the award is in effect; or 

3) Use forced labor in the performance of the award or subawards under the award. 
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b. DHS may uni laterally terminate this award, without penalty, if a recipient or a subrecipient 
that is a private entity — 

1) Is determined to have violated a prohibition in paragraph 1.a of this award term; or 

2) Has an employee who is determined by the agency official authorized to terminate 
the award to have violated a prohibition in paragraph 1.a of this award term through 
conduct that is either—

a) Associated with performance under this award; or 

b) Imputed to recipients or subrecipients using the standards and due processfor 
imputing the conduct of an individual to an organization that are providedin 
2 C.F.R. Part 180, "{CMS Guidelines to Agencies on Government-wide Debarment 
and Suspension (Nonprocurement),°' as implemented by our agency at 2 C.F.R. 
Part 3000. 

2. Provision applicable to recipients other than a private entity. 
DHS may unilaterally terminate this award, without penalty, if a subrecipient that is a private 
entity—

Is determined to have violated an applicable prohibition in paragraph 1.a of this award term; 
or 

b. Has an employee who is determined by the agency official authorized to terminate the 
award to have violated an applicable prohibition in paragraph 1.a of this award term through 
conduct that is either--

1) Associated with performance under this award; or 

2) Imputed to the subrecipient using the standards and due process for imputing the 
conduct of an individual to an organization that are provided in 2 C.F.R. Part 180,"0MP 
Guidelines to Agencies on Government-wide Debarment and Suspension 
(Nonprocurer lent)," as implemented by our agency at 2 C.F.R. Part 3000. 

a. Recipients must inform DHS immediately of any information received from anysource 
alleging a violation of a prohibition in paragraph 1.a of this award term. 

b. It is DHS's right to terminate unilaterally that is described in paragraph 1.b or 2 of this 
section: 

1) Implements TVPA, Section 106(g) as amended by 22 U.S.C. 7104(g)),and 

2) Is in addition to all other remedies for noncompliance that are available to us under this 
award. 

c. Recipients must include the requirements of paragraph 1.a of this award term in any 
subaward made to a private entity. 
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4. Definitions. For the purposes of this award term: 

a. Employee: means either: 

1) An individual employed by a recipient or a subrecipient who is engaged in the 
performance of the project or program under this award; or 

2) Another person engaged in the performance of the project or program underthis 
award and not compensated by the recipient including, but not limited to, a volunteer 
or individual whose services are contributed by a third party as an in-kind contribution 
toward cost sharing or matching requirements. 

b. Forced labor: means labor obtained by any of the following methods: the recruitment, 
harboring, transportation, provision, or obtaining of a person for labor or services, through 
the use of force, fraud, or coercion for the purpose of subjection to involuntary servitude, 
peonage, debt bondage, or slavery. 

c. Private entity: means any entity other than a state, local government, Indian tribe, or foreign 
public entity, as those terms are defined in 2 C.F.R. § 175.25. It includes: 

1) A nonprofit organization, including any nonprofit institution of higher education, hospital, 
or tribal organization other than one included in the definition of Indian tribe at 2 C.F.R. 
§ 175.25(b). 

2) A for-profit organization. 

d. Severe forms of trafficking in persons, commercial sex act. and coercion are defined in 
DLPA, Section 103, as amended (22 U.S.C. § 7102). 

1. Requirements for System for Award Management and Unique Entity Identifier 
Recipients are required to comply with the requirements set forth in the government-wide 
financial assistance award term regarding the System for Award Management and Universal 
Identifier Requirements located at 22 C,F..l .:...P... p.pnd..xA, the full text of which is 
incorporated here by reference. 

2. Definitions 
For purposes of this term: 

a. System forAward Management (SAM): means the federal repository into which a 
recipient must provide information required for the conduct of business as a recipient. 
Additional information about registration procedures may be found on SAM. ov. 

b. Unique Entity identifier: means the identifier assigned by SAM to uniquely identify 
business entities. 

c. Entity: includes non-Federal entities as defined at 2 C.F.R. § 200.1 and includes the 
following, for purposes of this part: 

1) A foreign organization; 

2) A foreign public entity; 

3) A domestic for-profit organization; and 
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4) A federal agency. 

d. Subaward: means a legal instrument to provide support for the performance of any 
portion of the substantive project or program for which a recipient received thisaward 
and that the recipient awards to an eligible subrecipient. 

1) The term does not include the recipients' procurement of property and services 
needed to carry out the project or program (for further explanation, see 2C.F.R. 

§ 200.330). 

2) Asubaward may be provided through any legal agreement, including an 
agreement that a recipient considers a contract. 

e. Subrecipient means an entity that: 

1) Receives a subaward from the recipient under this award; and 

2) Is accountable to the recipient for the use of the federal funds provided bythe 
subaward. 

XXXIV. USA PATRIOT Act of 2001 
Recipients must comply with requirements of Section 817 of the d'.Jrtitin, and Strad? ttddvar incl 
✓`-erne ica b t d-oviC i(d J.d 'U dfiate Tools F e('un ,d 

io 1;➢1dv C.'F Jt and Ob~~`fd uct Terrf3disn'i Act of 
2001a (USA PATRIOT Act). which amends 18 U.S.C. § 175175c. 

Recipients must obtain permission from their DHS FAQ prior to using the DHS seal(s), logos, 
crests or reproductions of flags or likenesses of DHS agency officials, including use of the United 
States Coast Guard seal, logo, crests or reproductions of flags or likenesses of Coast Guard 
officials. 

XXXVL awer B atectian Act 
Recipients must comply with the statutory requirements for whistleblower protections (if 
applicable) at 10 U.S C 2409, 41 U.S.C. 4712, and 10 U.S.C.  ?324„ 4 Jj404 
and 4310. ................ 

DHS Standard Terms and Conditions Version 11.4 13 February 17, 2021 
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CHA'TER i. 

About this Guide 
The GrantSolutions User Guide aims to support Partners in utilizing the GrantSolutions Grants Management 
Module (GMM). Each chapter is dedicated to a specific phase of the grants life cycle. For assistance performing 
tasks within the system, please refer to the appropriate chapter and section. 

~I■1l~1 ~]►F I ~]1~ 11 

Chapter 1: Introduction to the 
GrantSolutions Grants Management 
Module 

Chapter 2: Pre-Award Processing 

Chapter 3: Award Processing 

Chapter 4: Post-Award: Amendments 
and Closeout 

Chapter 5: Financial Management 

Details how to begin using the GrantSolutions GMM - including 
requesting an account, logging in, navigating the menu bar, 
searching for applications and awards, adding grant notes, and 
making grant assignments. 

Details how to process New and Non-Competing applications prior 
to the creation of the Notice of Award. 

Details how to process an award in the GrantSolutions GMM. 

Details how to perform amendments, such as Carryover and 
Closeout. 

Details how to manage financial accounts, funds planning, create 
commitments, verify that funds are available, and certify that funds 
are available. 
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Lesson : Introduction to rant okit o 
OBJECTIVES 

At the end of this lesson, the user will be able to: 

• Access the GrantSolutions Public Website 

• Locate the User Account Request Form 

GRANTSOLUTIONS USER GUIDE 

® Identify Federal and Grantee Roles in the GrantSolutions Grants Management Module 

• Contact the GrantSolutions Support Center and Submit a Help Request 

CHAPTER i. 

GrantSolutions serves as one of three consortia leads under the Grants Management Line of Business (GMLoB) 
E-Gov initiative offering government-wide grants management system support services. GrantSolutions is 
managed by the Administration for Children and Families (ACF), within the Department of Health and Human 
Services, in partnership with several other Federal agencies. 

The GrantSolutions Grants Management Module (GMM) is a web-based, comprehensive grants management 
system. The system is available to all Federal grant-making agencies as part of the Grants Management Line of 
Business (GMLoB) initiative. It services all grant types (service, training, demonstration, social research, and 
cooperative agreements) across all grant categories. 

The GrantSolutions GMM incorporates all GMLoB grant award processes - for awarding agencies (Grantors) and 
recipients (Grantees), as well as extensive and flexible post-award reporting mechanisms. 

Services cover the full life-cycle of the grants management business, which includes: 

• Full life-cycle processing (pre-award through post-award) for all grant types. 

• Funds control integration with financial systems, financial reports, and audit tracking. 

• Flexible mechanisms for program-specific needs and performance reports. 

• Standard system interfaces with Grants.gov and other external systems. 
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GRANTSOLUTIONS HOME PAGE 

To access the GrantSolutions GMM, connect to the Internet and navigate to http:j/wwwgr;ntsokitio g9v 
from any preferred browser.

j 0 

.y' 

R": ;~;'~T afl{,
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A, ~e.•F R(i$~i'.J5 C!F@~~yY; ass >i<EsCf 3+~Y3?i.^.ETi )EYC" iK.ny 

public websfte 

The GrantSolutions public website appears. This screen contains links to useful information, such as: 

• GrantSolutions GMM Grantee Training Videos 

• User Account Request Forms 

• Support Center Contact Information and Hours 

• Frequently Asked Questions 

• Login Button to GrantSolutions.gov 

• News Articles 
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Getting Started — Request a User Account. Form 

GRANTSOLUTIONS USER GUIDE 
CHA'TER i. 

When new employees arrive or when changes to existing accounts are needed, submit a Federal UserAccount 
Request Form. The form is available from the GrantSolutions website. 

To access a copy of the form from the GrantSolutions website: 

• Navigate to e~r rw. rtaratss lati~ r~s. c~v. 

• Scroll to the middle of the Nome page (www. rantsolutions. o;f) and click the Request a User Account 

link from the section titled, "Let's Get You Started." 

Rf.»i;t ff4NFk'ifF YFaTY2CFF #AA'1NFR4 AX:RtY ~ LR:t~v , 

Partne.rng better 
serve the grants 
community
t -cx~xssasa+..c: ?ir.?r.;<R. ~xpcys.e'?~~';bi.•~F:xar...~.;::t~ ~r'.:s?.">.^.~;~seryle?ez'»e:° 

M ~~woeeewaw3 

COAlt} 1UltlTY-DR VEie6 SOFTWARE AS A LET'S DEl YOU 
APPROACH SERVICE STARTED 

Rigure 2., Drag tSol atk Fran Homepage - Request a User A ount link 
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0 The "Getting Started -- Request a User Account" screen displays. Under the "Federal User" heading, 

click the Federal User Account Request Form link. 

f'de i (her a` 

azccan,- renuext:smustbemadebythr ros ctivEi5r'Ssup?rreearoicater.~3ut.onzed?aatnerMen:.-sotfici,* 

I The rewestr owet  a and :aigr t h1 first se aJ n of
a, The person -he wili a recess, : access reeds a. 

sign end•dere the serand part at the f~5rrr (De 3 A::eer /SeC . r . , i •>.<ance 5 et i. 
Si n arse date th niain s tuna ure iae arid:the .d e,is*vim'. grin:: e cage iri the Mr o heiria . Abe i rrei , you ws _ucai . e i i ter C  j i 
the. Rabe aix Beha €Gran itro.nyour iwn DeparrmenlJ gency) 
Write your C:avernrn nt HSPD-`2 rder :kati,m bard (FiV) 

>iave Tt n a„ t~,,tis,[r±t ez# c;a: urt>>i?te the a xtl nria :sec's:fin by 3 r ryn E the oernrnerift H SPO-1 r Ioeritifiiat dn. Card N:V? <arc 
i ed doaiineraa to the 6rantSa tiaris HaSp Desk 2t;,b*4- ; E ci :C tkcn c ae or tac to (3o1)c$LB-727c. a12ase E _,:Q we Cdr ias e se t Qma _ r o

e . -r5 0A . - Te y yeas:: have questions, p ease eat he Si:np  at (2O2 4 563a~ i ? 8563 577 

kiguae 3: Getting Started ® "S quest a User Account" screen 

0 Follow the instructions to complete and submit the form. Please note that the GrantSolutions Help 

Desk cannot accept emails over 5 MB in size. 

Once an account is created, the user receives two automatically generated emails from GrantSolutions. The first 
email contains a username and a link to GrantSolutions.gov. The second email contains a temporary password. 

Roles 

The GrantSolutions GMM is a role-based system, which means users can only view and perform actions by 
permission. Each Federal agency designates required roles in their workflow. Please refer to an agency's 
business workflow diagram for more information. 

The available roles in the GMM are as follows: 

Grants Management Officer (GMO) e Create new announcements and assign grants staff 

Post and un-post announcements and non-competing 

application kits 

• Assign grants personnel for an announcement 

e Reject, concur, or not concur with funding memos 

• Confirm applications as Ineligible 

e Approve post-award actions and Prior Approval 

Memos 

• View applications in the Application Receipt Log 

e View Grant History and Post-Award Amendments 

• Verify submission and completion of an application. 

• Add Application and Grant Notes 
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• Perform the Intake (Eligibility) Review for an 

application 

• Confirm the ineligibility of applications that are 

deemed not eligible 

• Close applications that are deemed not eligible 

• Perform the Business Review for an application 

• View Ranking and Approval Lists 

• Activate the Federal Financial Report (FFR) for a grant 

project 

• Accept, return, and submit Federal Financial Reports 

(FFR) 

• Review and Issue Notice of Awards (NOAs) 

Grants Management Specialist (CMS) • Edit, delete, and un-post Announcements and Non-

Competing application kits 

• Create Application Kit templates 

• View applications in the Application Receipt Log 

0 View Grant History and Post-Award Amendments 

• Perform the Grants Business Review 

a Generate and edit the draft NOA 

0 Edit budget on Draft NOA for GMO review 

0 Create prior approval memos 

0 Perform Eligibility Review 

« Add Application and Grant notes 

• Update Terms & Conditions 

• View reports 

• Edit organization information 

s Accept, return, and submit Federal Financial Reports 

... _....... _....... _....... _....... _....... _....... _....... _....... _ ................................................................................ _. A... _....... _..... 

(FFRs) 

_...... _...... _...... _...... _...... _..... _..... _..... _............................................................................. 
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Role At r 

Program Officer (PO) 0 Search and view grant announcements 

• Add/Upload program enclosures to be used in 

Application Kits 

• View and add Application and Grant Notes 

• View applications and the Application Receipt Log 

• Assign a disposition status to an application 

• Enter approved dollar amounts in the application 

Funding List 

• Enter recommended dollar amounts in the application 

Unfunded List 

• Create/Recommend Funding Memos 

s View and upload Technical Review documents for 

Non-Competing applications 

• View application Budget Worksheets 

• View application reviews 

• View grant history, terms and conditions, post-award 

amendments, and summary 

« View results reports for competing/non-

competing/post-award amendment applications 

• Cannot Edit an NOA in Draft or Review, or participate 

in the NOA approval workflow 

---------------------------------------------------------------------------------------------------------------------------------------------------------------- 
Grants Support Staff (GSS) 

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
0 View Announcements 

• View Application Kits 

• Create and edit Grant Enclosures included in 

Application Kits 

• View applications in the Application Receipt Log 

• View Grant History and Post-Award Amendments 

• Verify submission and completion of an application 

• Add Application and Grant Notes 

• Perform the Intake (Eligibility) Review of an appl ication 

• View Ranking and Approval Lists 

• Process Federal Financial Report (FFR) paper 

submissions 

.. --..-------------------------------------------------------------------------------------------------------------------------.------...-----....-; 
Program Support Staff (PSS) 

---...------...------...------...------...------...----- 
• 

--- - --.... ...... ----....---......------... -----...----.....------.... ----....---..... 
Assists the Project Officer and has read-only access to 

most data 

« View Announcements 

• View Application Kits 

s View applications from the Application Receipt Log 
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0 View Grant History and Amendments 

0 Add Application and Internal Grant Notes 

Program Budget Officer (PBO) a View Announcements 

® View Application Kits 

• View applications in the Application Receipt Log 

® View Grant History and Post-Award Amendments 

0 Add Application and Grant Notes 

« View Ranking and Approval Lists 

0 Manage Funds Planning 

• Manage Financial Accounts 

* Accept, return, and submit Federal Financial Reports 

(FFR) 

® Create, edit, and delete commitments in Commitment 

Accounting 

0 Perform a Budget Officer Review in the Award State 

workflow 

Program Coordinator (PC) • View Announcements 

• View Application Kits 

s Create and edit Program Enclosures included in 

Application Kits 

a View applications in the Application Receipt Log 

s View Grant History and Post-Award Amendments 

0 Add Application and Grant Notes 

a View Ranking and Approval Lists 

0 View Federal Financial Reports (FFR) 

« Perform a Coordinator Review in the Application 

Approval Workflow 

Office Director (OD) • View Announcements 

• View Application Kits 

• Create and edit Program Enclosures included in 

Application Kits 

• View applications in the Application Receipt Log 

• View Grant History and Post-Award Amendments 

® Add Application and Grant Notes 

• Assign a disposition status to an application 

• Enter the Recommended Federal and Non-Federal 

amounts for an application 

• View Ranking and Approval Lists 
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• 0 
View Federal Financial Reports (FFR) 

Administrative Director (AD) 0 View Announcements 

0 View Application Kits 

• View Program Enclosures included in Application Kits 

0 View applications in the Application Receipt Log 

0 View Grant History and Post-Award Amendments 

0 Add Application and Grant Notes 

« View Ranking and Approval Lists 

0 View Federal Financial Reports (FFR) 

0 Perform an Administrative Review in the Application 

Approval Workflow 

Deputy Authorizing Official (DAO) a View Announcements 

View Application Kits 

a Create and edit Program Enclosures included in 

Application Kits 

0 View applications in the Application Receipt Log 

0 View Grant History and Post-Award Amendments 

® Add Application and Grant Notes 

0 View Ranking and Approval Lists 

« View Federal Financial Reports (FFR) 

0 Perform a Review in the Award State workflow 

------------------------------------------------------------------------------------------------------------------------------------------------- -----------------------------------------------------------------------------------------------------------------------------------------------------------------------------
Authorizing Official (AO) • View Announcements 

• View Application Kits 

• Create and edit Program Enclosures included in 

Application Kits 

• View applications in the Application Receipt Log 

• View Grant History and Post-Award Amendments 

« Add Application and Grant Notes 

• Enter the Reviewers Score for an application 

Assign a disposition status to an application 

• Enter the Recommended Federal and Non-Federal 

amounts for an application 

• View Ranking and Approval Lists 

0 View Federal Financial Reports (FFR) 

a Close applications that are eligible but not approved 

for funding 

0 Create, edit, and/or reopen the Funding Memo 

• Approve the Funding Memo 
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Rote 

Financial Management Officer (FMO) 

Grantee Bales 
Rafe 
Grantee Administrative Official (ADO) 

Principal Investigator/Program Director (PI/PD) 

Grantee Support Staff (GSS) 

Grantee Financial Official (FO) 

GRANTSOLUTIONS USER GUIDE 
CHAPTER a. 

t1 
. . 

• Perform a Final Approval in the Award State workflow 

• Create Financial Accounts 

• View the status of Financial Accounts 

• Issue an Advice of Allowance 

• Participate in Application/Funding Memo and NOA 

Approval workflows 

s View grant announcements 

• View results reports for competing/non-

competing/post-award amendment applications 

s View grant history, terms and conditions, post-award 

amendments, and summary 

1ttl ss 
The Grantee Administrative Official (ADO) is responsible for the 
oversight of activities performed by the Grantee Security 
Monitor. 

• Accepts award on behalf of organization 

• Ability to submit Federal Financial Reports (FFR) 

The Principal Investigator/Program Director (PI/PD) is 
responsible for the oversight of activities performed by the 
Grantee Support Staff. 
* Perform all Grantee Support Staff duties 

* Submit Federal Financial Reports (FFR) 

The Grantee Support Staff's role is to assist the Principal 
Investigator or Program Director (PI/PD) in the grantee 
organization. 
The Grantee Support Staff may: 
• View and submit applications/amendments 

• Enter Federal Financial Report (FFR) information but 

cannot submit 

The Grantee Financial Official (FO) is responsible for the 
oversight of activities performed by the Grantee Financial 
Support Staff. 
The Grantee Financial Official may: 
• View awards 

• Submit Federal Financial Report (FFR) 
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Grantee Financial Support Staff (FSS) 
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The Grantee Financial Support Staff (FSS) role is to assist the 
Grantee Financial Official in the grantee organization. 
The Financial Support Staff may: 

Perform all Grantee Financial Official duties except 

submit the final Financial Status Report for an award 

Note: Although roles permit a user to perform actions by default, some grant program configurations may limit 
the tasks a user can complete. To determine the actions each user should take, refer to the office's workflow 
diagram. Grantee Actions by Role 

View/Add 
View and Application and 

View Submit Grant Grantee View*/ 
View Award Applications/ Correspondent Award Enter FFR Submit 

Role Awards History Amendments Notes Acceptance Data FFR 
Grantee 
Authorizing X X Official (ALSO) 

Principal 
Investigator/ 
Program Director X X X 

.. 

X X 
. 

(PI/PO) 

Grantee Support 
Staff (GSS) 

Grantee Financial 
Official (FO) 

Grantee Financial 
Support Staff 
(FSS) 

*Grantee Support Staff may view the FFR but cannot enter data or submit. 
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GRANTSOLUTIONS SUPPORT 

GrantSolutions support is available to assist Grantor and Grantee users with technical questions. Users can call or 
email the Help Desk, submit a Help Request directly from the system, or initiate a Live Chat session. 

Help Desk Contact Information 

Email: help@grantsolutions.gov 
Phone: 202-401-5282 or 866-577-0771 
Hours: Monday through Friday 7 a.m. to 8p.m Eastern Time (ET) excluding Federal holidays 

Locate Help Desk contact information in a variety of ways: 

From the GrantSolutions ""Home"" page, select Contact Us from the menu bar in the top right corner 

of the screen. The "Contact Us" screen appears with Help Desk information located on the right as 

well as in the bottom left corner of the page. 

{lraf"it #.r t? 
rra s w€W$

sia+^1x^Wyt  e48r3s. 4 fn -.Y' c'5 }17 'M Y' Fl)Y anaea• -'? Frequently Asked Questions 
^. .es.:er. , n,.sa.sa. .c.t';ri ;ta. r..f;".a1 .. bra..a ed..., xrss es:~.; .n ;, .. m....a ..,a a5. r:z,y 6?s. : ,:x. 

fx~e+~+StC43">'C)S'IP~' Fh a 

') 4 ç "  .;tay ,,.'x.. [ir'x f tcaa'r^ 

Help Desk.Inforrnation 

d: d?iiC *}( S:dG'<- On 0 : `sfii[e:sc,1441 C~ 0\3'1:ctrva:l ' 

+:.g:: -
.a

. s'ai:rv::- 7>'a:ht;~i`s.:r•;~t qtF , 
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When logged in to the GMM, contact information for the Help Desk is visible in the footer section of 

each screen. 

Figure S: GrantSolutions Grants Lit Simple Search'" screen

Submit a Help Request 

The "Submit a Help Request" tool provides users with a convenient way to send questions to 
the Help Desk directly from the GrantSolutions GMM. In addition to capturing a snapshot of the screen where 
the issue was encountered, the tool automatically populates a user's name, email, phone number, service office, 
and role. 

To submit a Help Request from within the GMM: 
s Log into the GrantSolutions GMM. From the menu bar, select Help/Support 4 Submit a Help 

Request. 

t3.tAii i:3t E'ttn:7aiq ttss..a^.ii:s<~ iy+yXc6iYxix .>: NrarCe s. 4Ye.:<5.3vi8a3gi •srf3 :.r. 3fl3>y>`.1 ,y31 :a.?frt;.fftet,l ._ `63sGis~Yr:3%tt 

Grants List 

Fig €re  GMM MeMenu far - N ivigat Hems Request 

. . . ...... . ....... . . ..... . 

The  'Help Request" screen appears in a new window. From the Service Office drop-down list, select 

the appropriate Program or Grants Service Office. 

® From the Roles drop-down list, select the appropriate system role. 
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Enter a description of the request in the Description field. Please include all relevant information, 
including Grant number, Application number, etc. 

Help Request 

e;e#i tra gtif d fkf. 

. Hip R

• When the Help Request is complete, click the Create Support Ticket button. 

• A confirmation message appears containing the date and time the ticket was created. 

Help Requestt 

i. ...., .f .. :.fst.w u. wi3•. ?:'.,,. .. f,.3 :~ .t 
' 

F , " r € o st'<.:,.f~ € ' :~a : ate.; : ~; f ter:::
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An email containing an automatically generated ticket number is sent to the email address provided 

in the user's profile. 

Support incident email received and a icivet is assigned u>

GianlSabeiaisHLIjedestrv'g .~ r~ .:rt '4,,.3 rngie%dsa3.L'r __a: s#,:acz.zorri 43Yxr, ;> rthinvesaga; 4w.. 

Th th thr ^arert ng the Parr ...r :.... Support & Training item. We ha*•e retaked your reTuest kir assistance Far raferance.
,.n, ce' inkc,rya{Lolin ier. ire U - 

Deie. 2ft;+2fP? 

C;~sr ,;. pr1g90~Ct^ 

I i;r : ien.. Th in a aft crirtian Hn:prhei? 

re sr t?; net, tit rr th .-rtpp l C S lr ii r ai r: a rstAnces yr t nn II ec- en 
alniu ±ik hu rvra,eJ q ,~.aae )f—  [ inter ai

d —;e  sta rlarii hour e G,:ere r ^ ..rrda rh , CriUaj At?—&at1ES1 , 

ari r hi In el lance &. fl.r,'. 6ei&te the r-Je ii teU belc:a> 
} a r t ;' nanTaaan:rar• 

Hgere 9: 9upp rr @ncident email m sage 

Live Chat 

Live Chat allows users to connect with a support agent online, in real time. Once an issue has been resolved, chats 
can be saved by the user for future reference. 

To start a Live Chat session: 

0 Log into the GrantSolutions Grants Management Module (GMM). 

The' Chat Now" icon is visible in the bottom left corner of the screen. A green check mark appears on 

the icon when an agent is available. Click the Chat Now icon. 

GrantSolutions User Support (202) 

Contact U "> I Web Accessibilit r I Privacy an 

Figure le: Gran .".3 P icon 
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The "Pre-Chat Form" window appears containing automatically populated user information and 
provides the name of the screen where the chat originated. Verify the pre-populated fields and click 

the Start Chat button. 

(K AN FS ?/L 
E./ i 

X . _E:# 
EXCELLENCE [,aFTP..hBT w-4b&AT3 4:4i`F"a..t3.S?Yf . _;. TL 

.,

i~ J

GrantSolutions Live Chat Support 
.. .. .. .. . . . . . . . . . . 

.............................. 

..............................: 

.............................. 

.............................: 

............................. 

............................... 

Knowledge Base 

My Grants Last - Page Hetp say 

wan I ::Pzsratml tsr 1:. ~e e e: €r t zx f i' ~tc l a ca3 u 

1; r tSo e Uve Chat " r* -Chat rom. .. 5tart Chat bu- rsrt 

Note: The Knowledge Base contains answers to frequently asked questions. Enter search text in the Knowledge 
Base field and click the Go button to locate possible answers. 
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0 The "GrantSolutions Live Chat Support" window appears. Enter a question using as much detail as 

possible. 

<~F 
[ E CFI._.rI.,FNCF 

GrantSolutions Live Chat Support 

th e chat 

• x a . .3 '; ̀  ; < tts:: € a ;:; € € ._, a ', ': p t €B:.: O•. ~t:;€r  a  ding t€Fx s 

Note: There may be a wait for an agent depending on how many users are in the Chat Request queue. If there is 
a wait, the window indicates the number of pending requests. 
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The agent responds. Enter additional text as necessary. Once the issue is resolved, the chat session 

may be saved as a text file by clicking the Save Chat button. 

h 
P~" EXCELLENCE GRrsr T O IQNS. ac-r 

CENTER. i:3Yk'I+L+ ie. i~e,S,t ,F :' )Y.Su~YW 4.CiNNY.~itl:<A'1 

Live Chat 

Save t" mt Cti t 

F #:.,£.yn are y E ut nty located- 2r 
i 

A"I"D on me Grant list, 
Tracy E_ hand you. Nease enter the grant number s`€: the 

frls JIM,

".Qn next tot e grant istfinil 

racy. E. Enter the t _: s you wek Itkee tc na ; }' 
Gaut Search: r :i the l s s n. 
e: ThanksT,acy ht y i =ke . rank. for you, help 

racy U YoU.,ty ar Lry welc ?rrte: 
Ygac:v€ # .therean't."ho f .: € ,s:'ar

Me: That shou be it. Thanks »; 
racy E Than you or reach n,= 

figure 13. Grant5olt tiara 

i A message appears prompting the user to Open or Save the chat as a text file. 

Figure 14 Gnt5o nni 0MM Message to Open or Save Chat text the 

Note: The Open or Save message may look different depending on the browser used.
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0 What is the web address of the GrantSolutions public website? 

0 Where is the User Account Request form located on the GrantSolutions public website? 

* Name one Federal and one Grantee role in the GrantSolutions GMM. What actions are those roles 

able to perform? 

• List four possible ways to submit a help request to GrantSolutions. 
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Lesson : Login to the GrantSolutions Grants Management Module 

At the end of this lesson, the user will be able to: 

• Access the GrantSolutions Login Screen 

• Locate the List of Supported Browsers and Help Desk Contact Information 

• Reset Password and Unlock Account 

• Change Expiring Passwords 

To begin working in the GrantSolutions Grants Management Module (GMM), navigate to the login screen. 

• From an Internet browser (such as Internet Explorer), go to www. rantsoiutions.gov.. 

• The GrantSolutions Home page appears. Click the Login button in the top right corner of the screen. 

Sr ui 

\. ' 

iiiI 1I . s 

uirsmiuifl 
a co:'-i'v'0? .:2M .. 

~' .. urs c' d •:  i #'•:":: {yfr 'Yim#i. 

Figure 15 T'hQ Gra stSok Lions Home pg%e 

r 
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• The GrantSolutions GMM login screen displays. Create a bookmark or favorite from the browser to 

navigate directly to this screen in the future. 

T .H E

7/ EXCELLENCE 
............................................................... ............................. 

ii ii;  :... :... % ii ii / ii  ii  
.'

 
.'

iii
. .:. ..... " . ..:: ::::. .: ... is .......' ... f'. 

This waiving banner provides privacy and se -rutty notices consisten nrih applicable federal laws, 
directives iii o'er 'federal guidance for accessing this Gi ve nrnen' system, which includes all 
devices!storar; r i-die attached to this system. This system is ercvicer9.tj3 :iooerrnwnf aartiror: ed use 
udy r,-,  aauy in Ved a morapeI -.e of, thr_ ,i.t_k s nh _i€ a33 ' 313Ei IV 35 ir, r eFzt^ay tctk>n 
-p I r nd --r3v.rr,pe'na€ties. Alans k r a'i; t 1-? to tit. ove:E r .a g,rk} F 'I t. , .r Q

ii cr: ri ,P .I .a our .,y's"rn+. U Vci? en ,'cr :rite.,.. g,. _e , i an .eL 53 cr. Zinn ie:.,:i- r 
ar date n_ it; Gg or _tn ;,d Itin ~s -:r /c'u hay - Pty In -s_ n3,) p. c.p.,_,  at ;.  pi i p'. rry 
commumcaticn r-.. ':33 tr3r 'tin, n s_nsr 1 1133' 1 , .n"'. ;n3 k - .ji.sc .'. -i ;, ar•

Onvemrnent p -srpc„e, 

ALt3t_T Q14 :L f Af aT50LEt11~7 5 ACCOUNT SECURITY_f -&U 
FR QUEi4Th-_YASKED QUESTO S 

GMM P RiORITY KNOWN ISSUES - last updated r56, i 91201 a 
SYSTEM STATh: _AVAILAELE 

Planned Maintenance S hetl tae -updated 07113120/8 
Grants.gov ('tanned Ma"sntena:nce Sctroedule 

J*LERT from go_: nr your ga_ v g;i•,tratset you muat..sttbmit •3 rotedzei_I Ppp infin9 the 
authorized Entity Administratar icr bout existing and new ent2res before your SAl i.go :ragistrattvri avt be 

activaled or -i viewed. Read tfre EA tai tearn moreatuerti tl'rr pi ess change:. 

' ~`Gr£it19Yr ' 

#Stir iew Uai3Ln. t 
$ KaF4°~t r 4- 35th 

P 
3a 7t 2g xi> 

Contau t Us I 'Web AAcceSa b tty i } ntacy end Secirity Pitt ce i t-reedotn cf I rifn-matior, Act I G,ss: ie mer

Figure TS. GrantSait tioris GMM Login screen 
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LOGIN SCREEN 

The GrantSolutions GMM login screen contains useful information including the current system status, scheduled 
down times, Frequently Asked Questions, announcements, and links to request user accounts. 

Once a new user receives their username and password via email, they can log into the system. 

Some Partner agencies log into the GMM with only a username and password, while others are required to use 
Two-Factor Authentication. Two-Factor Authentication was implemented in the GrantSolutions GMM to provide 
a secure login method, protect federal data, and confirm the identification of users logging into the system. Two-
Factor Authentication adds an additional layer of login security. 

Currently, there are two forms of Two-Factor Authentication used by the GMM: 

0 PlV card plus Pin 

a Username and password plus a randomly-generated key code. Options for receiving the randomly-

generated code include: 

o Google Authenticator App: Requires a Smart Phone 

o Text Message: Requires a Mobile Phone with Texting Capability 

o Call Back: User selects one of the three phone numbers provided in the GrantSolutions GMM 

profile (Work Phone, Mobile Phone or Other). The phone number selected will receive a call 

with a randomly generated code 

REL0001347887 



GrantSoiutions 

Login with Usernarne and Password Only 

To log into the GrantSolutions GMM: 

0 Enter a username in the Username field. 

® Enter a password in the Password field. 

GRANTSOLUTIONS USER GUIDE 
CHAPTER i. 

Tip: Do not copy and paste the password from the email into GrantSolutions, as the password does not 

always copy correctly. 

M Click the Login button. 

Figure 17 :: : . : . M Login

0 The first time a user logs into the GrantSolutions GMM, they are required to change their password 

for security purposes. 

Passwords must comply with the following policy requirements: 

o The password must contain at least 8 characters. 
o At least one upper-case, one lower-case, one number, and one special character must be used. 

Special characters include: @ # $ % & * = ? <> 
o The password cannot begin with a numeric character 

Passwords are valid for 60 days. As the expiration date approaches, users receive daily prompts 
to change their password. 
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The ""GrantSol €tions Password Policy" screen appears. Enter the temporary Current Password, a New Password, 
and Confirm New Password. Click the Submit button. 

Login Foo 

GfamSouen*P4.ss w'd 3&ray 

: .?~s

r

i& 4s` #13 ` 'St % 3vF °S3's4'€€€

• O Mww"*. 'ors L€~€"K; 
..- 

° a "v::4:sv A w r$1M.. 

The GrantSolu€tions GMM °"Login " screen reappears. Enter the Usernarne and the newly changed 

Password and click the Login button. 

MM Lg 

0 The "Grants List" screen displays. 
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Login with PIV and Pin 

GRANTSOLUTIONS USER GUIDE 
CHAP fE.R i. 

Grantors from selective Partners can access GMM using a Personal Identity Verification (PIV) card. 

Prior to logging in with a PIV card for the first time, please review the initial requirements below to ensure the 
required user account information and equipment are handy. 

Initial Requirements: 

• Active HHS issued HSPD-1.2 access card, also known as Personal Identity Verification (PIV) card 

• Active GrantSolutions GIV1M user account linked with users PIV card 

• Personal Identity Number (PIN) for Ply 

• HSPD-12 access card / PIV card reader with ActiveClient 62 software installed 

Grantsolutions.gov can be accessed with a PIV card from the GrantSolutions GMM login page or the Access 
Management System (AMS) homepage (htt.s: iam.hhs.gov). 

To access the GMM directly from the AMS homepage, a first-time user must link the Grantsolutions.gov 
application to the AMS homepage. 

Note: When PIV is used to log in, logging out of GrantSolutions returns the user to the AMS homepage. 

REL0001347887 



GrantSoiutions 

To log into the GMM with a PIV card: 

0 Ensure the Ply card is properly inserted into the PIV card reader. 

* From the GNIM login page, click the HHS PIV button. 

Figure 2 GrantSois tiona kgh page - HHS PIV button 

9 The Access Management System (ARM)•• login page appears. 

GRANTSOLUTIONS USER GUIDE 
CHAPTER i. 

REL0001347887 



GrantSolutions 

0 Click the Login button under the HSPD-12 Access Cards section. 

I1SPD-12 Access Cards ? 

Y stead yob i 'N„M-'b2 

3srt V3flia 'F 

g,niiirs ' iris 

Network Credentials ? 

.. ........ ...... .... 
rsetamrk osorname 

is •ttaoiic r<355Y'w rd 

,. Lrst{itt 

ORANTSOLUTIONS USER GUIDE 

S Credentials I 
..................... 

t~9~F'it3sf3L: i F~~*~?i4,'rti`n 

• Click the Agree button at the bottom of the "Government Warning" pop-up window. 

Governs lent Warnhig dose 

This is a Department of Health and Human Services computer system:. Department of Health and Human Services 
computer systems are provided for the processinyi of Official U.S. Government informatioon:conly., AU data contained 
on:Department of Health and Human Services computer systems is owned by. the Department of Health and Human 
Ser ces and may, for the purpose of protecting the rights and property of the Department of 4ealth and Human 

Services, be monitored, intercepted; recorded, read, coped, or captured in any manner and disclosed in, any manner;
by authorized persom el, USE CC THIS SYSTEM EY ANY USER, AUTHORIZED Of, UI'$AUTHORIZED, CONSTITUTES 

CONSENT TO THIS MONITORING:, INT'EF+C:EPr10N, tECCORDINC,, READING, C:OPl N(3, OR CAP€JRI:NG AND 
DISCLOSURE. 

""iF~6AR€~ilt'iG" a :k.FAF:TdIT3ita`">"1'~J'ARP•III~I G"`" 
THERE IS NO RIGHT OF PRIVACY IN T PIS SYS M. System personnel may give to law enforcement officals any 
potential evidence of crime :found on Department of Health and Human Services computer systems. Unauthorized 

access :or use of this computer system may subject violators to criminal, civil, ardfor administrative 
action.. UNAUTHORIZED ACCESS. To this, United States Government Computer System end software is proh€b'ited.by 

Title 18 United States Code, Section 1030, fraud: and related actiiityin connection vith computersCOMPUTER USAGE. 
The srsndards of Ethical Conduct for the Employees of the Executive Branch (5 CER 2635;704) do not permit the use 

of government property, including computers; fvr onset than authorized purposes. SENSITIVE INFORMATION, 
Reminder,.dr, not. file sensitive information (e ..g;. information concerning an individua€; in.electrc'nv files €n .a way that 

allows unauthorized persons to access the iriformation,RETEflTION OF RECORDS. Reminder, documents that you 
create electro'iically, including electronic mail, may be governed by the Federal Records Act ifiitle 44 United.. States 
Code 3314" 2ust,as hard-copyy records can be. Do not destroy electronic records that are subject to the Act except 

pursuant to an approved records disposition schedule, 
WARNING W":WARDINe„ W 'IUG' 

• 

Figure 22: Government Warning pop-up window - Agree button 

CHAPTER 1 
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* The PIV Reader detects the PIV and displays the certificate. 

* Select the certificate and then click the OK button. 

Sect a certificate 

Select 3  Ticete c a:ethe t c: = o;.irelf to hf .o".; 44= 

cr# te'rt~~3.yat>in 
.... ...... . . . .... . ........ . . ...... ..... ...... r. 

Fig ue 2:3: A MS ''Select a :rtificate pop-up wi * ow 

• Note: The display may be different based on the browser used. 

• Enter the 6 or 8-digit PIN and click the OK button. 

Figure 24: Active €dentity PIN pop-up window 

ORANTSOLUTIONS USER GUIDE 
CHAPTER 2. 
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0 After successful authentication, the GrantSolutions GMM "Grants List" screen appears. 

• Nate: The usernarne associated with the PIV card is displayed in the upper right-hand corner of the 

screen. 

Grants List 
hd omct- Se.3rc s 

Figure 25: r stsrz~ ta' GMT ne

Important! When a user is assigned to more than one GMM account, they must first select which account to 

access from the "Select a Login Account" screen. This screen appears after the PIV Pin is entered. 

Gra  olut o L.gov 

Select a Login Account 

. .nee tcu 3ix5 re:;,airt; use -cc rurt rih i four prG ~ned iar-EieCOtatiCtQ e7cEss r' 5fgter. Yiui tts~?ca. 
-:, 

..... .. . ........ . . .. . ........ . ... ..., , ,......, , , ., , ,......., , . ...., ,..... .., ,.. 

F- ! Name i;serrwrm Raegs) 

Kd9,ow < 

Figure 2 : "S pct a Lrz asi Acc nt" screen 

To log out of the GMM, click the Log Out link in the top right corner of the screen. 
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Figure 27: L<gout lies from the Grants List scree 

ORANTSOLUTIONS USER GUIDE 
CHAPTER 2. 

The AMS screen appears. Click the AMS Logaut button to end the AMS session. 

Alternatively, the user may start a new GrantSolutions session by clicking the GrantSolutions.gov link on the AMS 
"Home' page. 

Link/Delink GrantSoutions Application in AMS Homepage 

If a first-time user is unable to access the GrantSolutions.gov link from the AMS homepage, follow the 
instructions below: 

0 Select the Link/Delink Applications tab on the AMS Homepage. 

Logged te: as: 

Home Crrr  Oel ni Appircations 

Application € 3:

My AMS Pa-;oofiie 
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0 Glick the Link an Application radio button. 

Logged in ati 

t_ink/De .ink Appli+c bons t c s t 1L aa? 

* isw ateg quired held 

Submit your request 

L:nk an Apication 
E wa rot t an App ;cation 

s,b itICancel

Figure 25: AV -1 : kt: <:, i;p .;iii: ¢ Application PCatk ab — Link an Application iadia ts~zt, un 

ORANTSOLUTIONS USER GUIDE 
CHAPTER 2. 
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0 Select GrantSolutions.gov from the Applications drop-down list and click the Submit button. 

AMS U k/D& k Applycat€ sr tali —S bri@ t :: . ::Ml 

0 A confirmation message appears. Click the Continue button. 

m /D linik Appktk,ns 

RIawest to d r'ou *a P tsee ; ilnked to th f t too io AMS: '  p too link 
now .a abfe on Your AMS '*s'tomepag o, Pea" that in Ord  t 41 sr ~ ki~ati sr a s 
a,p rl c-asKeon, you ha 9e to r.~~rrt fete. an adkn stepto retj teQ. Yoe, rself' iri ra tsoluti ss. a0V 

Figure 31: AMS Unk/D lhik Applications confirmation message. 
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• The `Home" tab appears and GrantSolutions, ov is linked to the AMS users' profile. 

• Click the GrantSo utions. ov link to access the GrantSolutions GMM application. 

Open Access, 
Internet 

+ELI

WCO Applic cns 

E%cure 32: AMS hrsr pa a _  u5o .pv #rs 

0 The GrantSolutions GMM opens in a new window. 
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-Two-Factor Authentication — Usernarne, Password, and Randomly Generated Passcode 

To log into the GMM with a username, password, and randomly generated key code, it is first important to 

select a method for passcode generation. 

0 Download the Google Authenticator app to an Android, Apple (iPhone, iPad, etc.), or Blackberry 

device. 

0 Log into the GMM with a username and password. 

SRANTS/ EXCELLENCE CENTER 

Tni- .,-arning banner providespnvacy and security na1 cesccets:stent with applicable federat'lawrs, 
3 ectiv€ e. and other tederai guidance tar accessing this 6avernment system, which includes all 
d _v s;tcrage media attar.hed to t sS systern. This system is provided for Gaveri :il s<= 
c i it _ na aihoiized ::r imrittrrier use of this system is prohibited and mat r. suli in , , a - a;.t c,n 
a,zdc civil and 11 91 , i e'taih s. At an', time; and a£ ,, Ia','ri]_£€ Gayer £ n nT pu£.. s  €i€ e e,9. ei t 
n'y riunitor. reeord i1£.: a di r ''tars rcagc^ u €' ,#, 3e-em € , 1i s' 9 a99, /999 99 rn 

i<...strars£:n c:st..ecl tlis T ewr_„e£i £ franc3easSr alr_ z e<atrnc, pr svAna 
cor~r£uxn orrv" ca .a,.. tic sitsi cx sIva£ a , 3 tna ysierrt;n,', b 3is,_3osed arused for any 'a iii 

~Fren it €ic os2 

ADD1TmONAL GRANTSOLU71ONS ACCOUNT SECURITY MEASURES 
€ R U.ENTLY ASKED QUESTIONS 

GUM PRIORITY KNOWN' ISSUES -€ast updated 0811912018 
SYSTEtt STATUS -.AVAIt.ABL E 

Planned Ma€ntenance Schedule - undated 07/1312018 
gr-ants,gou Planned Maintenance SGltedt g 

ALERT item S.'1M sue: Par yciur SAM.gc+v r£`C# 3u lon,.'y u rai,i8t'S5.13mdt: a notari':ed letter C pointlli the 

muthor d Era= s A&nanietrator fsct rlh exas3ing acid new ntities rey 'ir S t€vt.gc+r <ecietatian.a II be 
activated a reneesms Read the EAGts to learn mare sbaiit this v:sat change. 

GbmLadUs I . ..~+ 

Figure 34 GMM Login screen 

yl jiS tIty Noce I 

<! crta~t 

99,3,-

55,,,, P£t3f all, 51fr3 ,,,99 95- ale -its 

1 Q.,taiiters 
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The 112 Factor Authentication" screen appears. Select the Authenticator app (Smart mobile devices) 

radio button. 

Grantoutors. v 

2 Factor Authentication (CFA) 
Please :select one of the fôiiowin aut atieatiQn methods. 

* Aut f r,t eatoc ap ( Twit message Call Back 
tStnatt nc btt4' dew#ces) (Non WOO tmbi€e;Sfe eecj (Voice c . o14) 

Step 1.: Install G oo 1e. Authenticator from your i especti Fe App Store 

Step 2: Link your device to your p rofiie. 

St ipI<Scntl sinto EoxEeG ng,eA tixe tic;nrs p. 

:::' i .:$iSE 't6E#'d"3 #3' 6~" ,' #EI'd'3 4•, ; a :%? S` 

The first time Two-Factor Authentication is used in the GMM, a barcode and Key are provided to link 

your GMM profile to Google Authenticator. 

2 Factor Authentication (2F A) 

Please s l of one cif tlae foltc+jn in a tti n ,cat ion a etkidrls 

ti) Au reicatcrepfp (, Tsxt:Metsacn. AA 
(Sr rare bdevice,; (Non smart rrnab ie de iicao3 (ni e c.-,!! :,I,

Step is Install Go ogle® A uthentitator from .your respective App Store 

Step 2; Link your device to Your profile. 

} i V it r} .l:; t1) YC43 Coo,], A!}thr.LcAf x _ pp 

w } l V , _ to t e to C i ng In(} Y3 ri 

Key, 

Step 3: Enter the code 

36; TWO F ct9r A €`;hen s cat€on I2FA) screen -- aercode end Kay 
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• From the smart phone or other device's app store, download Google Authenticator. 

a From the Google Authenticator app, scan the barcode using the device's camera or enter a work email 

address and the Key provided from the GMM screen. 

EnterWask:emaila dress 

... . ..... ... ... 

Enter the, key Lack: 4rszo t nn t £cr 
0MP : cry 3.afirsr &sVgirrg an with. a 
asa rr3a 3a and password, This is a 

Figure 37. Gccgk Authetuicaw App on IPhone - Key Setup 

0 The app is now ready to generate passcodes. 

481 886 
05Us;35 t. n .. ti% . G:ir "app on 'flon-: R. n1on O. a . . -:;4e . 

Note. The randomly generated code is valid for 30 seconds. After 30 seconds, a new code generates. 
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• Enter the six digit, randomly generated code in the GMM Passcode field, and click Submit. 

2 Factor Authen kation.. (2FA) 

Please select one of the folloing authentication methods, 

•':` Authe atiatrrr app 
;Smart mob€e devices) 

TExtmeasarge 
{Ncc maf3 ✓bs ~~vicos; 

Step 1: I: staf Google • Authenticator' from your respective App Store 

Step 2:: Link }our device to your. profile. 

Ssa-splx°Scas. this. intesyawGcro$1e~ vOifticat©rApp 

OR a,^try ter' cowng r n-'augr; 

cer. PJ00897L NS8798F 

Step 3. Ente 'the code 

Ettf : i4a Oc i 9- C rr  s . ;mot o ri,S ctrc ir; f .c le 

--- ---- 
---- a.s ~o .e :161330 

j1

ti ;~ariC@I 

F gure 39: Taws-  Factor AWhe-n€€?uat nn (2F I screens Nasscode 

':. Gaff Mack 

The "Grants List" screen appears. 

Sri tSo>`tity$3ns.ggos 

Fe riunfLa  it a~saae r :fa.;.., a, a r:x~

Gr € is Gist 

Cit a ;:t: i{t ibe, ................................................................: 
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GRANTSOLUTIONS USER GUIDE 
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Users can update the GrantSolutions user profile to include a mobile phone number and carrier. This allows 
users to receive randomly generated passcodes via text message. If necessary, contact the Help Desk for 
assistance logging into the GMM. 

To set up a G(MMM user profile to receive text messages: 

• Log into theGIVIM. 

• At the top of the screen, click the usernarme link. 

xs;'s: _exit' .E La?.33et 

Orr- Manaremeri r {fe ar s :5k<aism ?1tan.,1erve"t Onin pO.rper;i -v 

Grants List 
`k arses „earth 

Figure 41: Th a M %rants Ust screen simple Searrh" screen

+ The "Profile Update" screen appears. Enter a Mobile number and select a Carrier from the drop-down 

list. Click the Save button. 

.,aFricr(carriercharges may apply# v ; 

Df t"ef

Figure 42. Profile Update screen - ,I b Ie grad C€ararer fields 

+ The "Grants List" screen appears. 
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To log into the GMM using Two-Factor Authentication via text message: 

0 Log into the GMM with a username and password. 

THE 

GRANTS
CENTER 

ORANTSOLUTIONS USER GUIDE 
CHAPTER 2. 

EXC ELLENCE 
"t5.~.' y`

. ........ ...... 

y

.... . ........ . ........ . ........ . . . . ... . . . ........ . ........%/..//.//... ......... ........ . ......... ........ . ........ . ........ . ......... 

Unaatahcrtz dA~coas

-Urns warning banner proiades privacy and securrt} notices stedtiath appleabie federal laws, 
directives and other federal guidance foraccescnra this • :rcvernment system; which includes all 
devtces,storage rnedsa attachac to t  system. Thissystem s provided for Goveronterit-authorized use 
Orly. Unauthorized or imprc•per use of this vfs,em is r  iaaed and may rosut: tr Or_ciplmary action 
and'cr-iii€ acid crrar per - ,-itres_At -acre tr ._a,,,:t err ,tIa fi st Ceo'r. imer.t:,,err e rhe.ir,rernment 
fray rron tea _ ricord ace acer aids aidrt error _.y;ct n) ,mart:  ar 1`ur :nta i r , _,csr € ..ncr -corer arsy c¢rrrrrrruseaCat ci 

trr e.;rr c. t .d c.r i ,e for_ y ,u hey ric rsas n , L cxa .Burl c Sr»acy.Any 
nan)rsna .rho a ; ,< xa ::rtrr: or ._tcred on ihis:srsterr' :nay be disctosed cr used sor are a.r'ul 

(tave',nrr rrtpe 0se 

A?C3t i3'NAL gR~;NT_Sc3LU-nC)P4€S CCOUNT SEC_l€;RtT'r' fi EC U E.a 
FREQUENTLY ASKED OUESTKDNS 

GMM E'RtORiTYt tI w i I SSuES _last ytrdated t#6t19:r2#98 
Sc' T :a S"AI " r _ [dsrs§E.ar'SSLE 

Planned Maintenance Scheduta - updated O7/1Z LO48 
13rarats,gcv 't'9annsd Maintenance Schedule 

ALERT ERT 1ictci SAM goo : Foryuor SAM va  straYr3ra 'c cc riccsd samcntt a notarized letter appoertc
eatthOdz$d Eftty ";•'£ s# afar for txctfc ex star actdtaefre entitses haf a' your fej re'gist agora

acusat  . rea:tawed. Read dr r Atoms iv warn rpore about tacs Faoce ss r_Jt trige 

s -u

Searr+asOin Ater-rca'138rcre 

V W s xew 

ron.iaf:f. Us: 
I 

Wet) A . s t -,1MMty Ipf:V. y arcd Sac unt4J Wet ec  I ' reedot 14i tnddo tm aticir£ ALt l 
.......~...... 

Fga.re4: . The Gif3lf4L::gtrasa ri 

i The "°Two-Factor Authentication (2FA)" screen appears. Select the Text Message (Non-smart mobile 

devices) radio button. 
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Grant Qiutians.gov 

2 Factor ;uthel t cation (2FA) 

Please select one of the fopowing thnuLiationauthentication methods. 

Autir rc .cr app: 
tSrnait rr•2b. a devices) 

•. Text Ri 3c 

Figure 44 "TWO-  Factor t ¢.;ahentictetlon (2FA)" screen -Text M thor d a butte 

ORANTSOLUTIONS USER GUIDE 

a€I Back 
Vice call orr J) 

CHAPTER 2. 

* The screen refreshes. Under step 1, click the Send Passcode button to receive the randomly generated 

code via text message. 

OrantSrallut ons. ov 

2 Factor Authentication (2FA) 

Please select one of the hallow xag aautl:cnt eativra sraethods. 

* 1 c .::; .-,pp '' Text me:rt;.aae Cafl Back 
{Sriiait rr c e . evice0 *a arigrt ebEl VC a call au ) 

Step 1: Click the "Send Passcode` button to send the,passcode to the mobile number associated with your GrantSoutioca 
account. (e: •arrier rhgrges may apphr). 

L iJ 
Step 2: Enter the 6 digit pxsscode received into the 

boa 

below tend submit. (The code Is Yaild far 30 seconds) 

.Pasoe 

Submrt cancel 

HOving trouble:* 

Please,n iew fife FAQ's  tick here  or contact the GrantSs ohjtionk Help Desk at 

1-ts!i6577-0771 

oi.1-202-401-52282 

Figure 45 '`Two- Factor Authentication 

(2FA 

screen - Send 

Pig; 

scade button 

0 Enter the code in the Posscode field. Click the Submit button. 
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2 Factor Authentication (2FA) 

PleaEe select one of the follovswiug authentication method . 

GRANTSOLUTIONS USER GUIDE 
CHAPTER 2. 

A;Ah2Mcatnzapp: •' -;a t ri Scar-F. Ca Rac 4: 

Smart robe ciecrea Na s tna :?at:: 

Step I Qiiek the !Send .Paasscn€1e' button t9 end the passcoth to the mobile number associated with your Git ntSo tion 

a Cro1B ut. a:,i.'PTEPF' t'1/uzfe may apply).

SEND P/A SCODE <€ 

Step 2 r Enter the 6 digit pa. code r eceved into the box beisiw and submit.. (The code is valid for 30 seconds) 

....................... ....................... 

H 31,1oog trouble? 

tiguro 46; two l actor Authent ton screen - Pesscede faun! 

0 The"Grants Llst" screen appears. 
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Option 3: Call Back 

The GrantSolutions user profile allows users to add up to three phone numbers. Users can select one of these 

three numbers to receive a cornputer-generated call with a passcode. 

To set up the "Call Back feature: 

* Log into theGMM. 

* At the top of the screen, click the username link. 

C;Ni: Data .0 lector:: Pei.P<`.3u , eiri 

Grants List 

12 

E2. e -,Fan 

Ad a>;ced Srsar€ 

Fur 47 The GMM"Grae is List Simple S :archf Screen

* The "Profile Update" screen appears. Enter up to three phone numbers (Work Phone, Mobile, and 

Other Phone). Click the Save button. 

indicts a required tiekL 
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To log into the GMM using Two-Factor Authentication via Call Back: 

0 Log into the GMM with the username and password. 

GRANTSOLUTIONS USER GUIDE 
CHAPTER i. 

Tilt

GRANTS / EXCELLENCE SPAN GOV
CENT+ .A ~. `trlfr~Y ~+cz,•r ;? 4>>trs>3J!<fXf L`>I.., hF!>i >ri`: ~'.i 

This evamittg l annex proitdes privacy and secz:rty entices ertng€stetii>a i1t appl6,_aP:e tedera) laws, 
direcfives and other federal guidance foraccescncf this :rieernment system; which includes all 
devices,stcrage rradsa attach-d totrr system. lit ssystem s provided or Gover,t€trent-ai_ithor€zed use 

tiy. 'Jnaatfx_<rized or imprcpier use of this vfslmm is r_st-!iced and may roan) :!nOr_cialtnanr action 
ard'r:r iii€andcrrtr  per irtire At;ariietr esnot on coefcrlC:rx neon -it npoorn rheer,eernment 
n a, r a)stca_ u:cord arc edit ec :;r _.y; t nt eerie(- alto :ntr ci , scent: c rier -ea ton , ursy ca?r„t a cation 

U , ra tr i i.;ri c: t .d _ ic.r i ,eto¢ _ y su hey no rs3s n t C jo ten c pi:va . Any 
c rtmr on .Thr, of ,< .,- :re :: to ry cc r stored on . s:st stem r-nay be dicta ad :r enee nr ar^.y 3.r'ul 
ttave,nm •tt pttst0s0 

i f6!"t0 iAL GRA ITSOLU"E tFP S ACCT UNT SEC_URM MEA.SUR—Ea 
EREQUENTL.Y ASKED t UES71ONS 

GMM PRIORITY KNOWN ISSUES -last updated 06199,201 
SYSTEM s'rttus -cn §E.>r SLE 

Planned Maintenance Schedule - updated 0711312016 
rdrarats,p v Planned Maintenance Schedule 

ALERT ER frtsm ~3S 1gov : For your SAA1.gav !r sirahian_ 'err "rest ssr irrirt a notarized letter a r;ntirc 
ttttattxsd l laity '; :1st: ato' for %. 'ti excct)re, actd new entities before your t qov rr€ 1st at:err

acts  r rent aed Read die At s iv sr-am =3 rt nce ebv4.rt t€ats Fsoeeas r_Jr trige 

i : V n - c-.
IEi td if 

tract Gre S ineiiEiIS iS 

Contact Us. `: Wet) A ? esst.rlrty! J' pt- cy alto Sec irtt4J~tdot ce l Freedom of )nf t attorr Act I 

Rg irC APi The G€ IA login scream 
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0 The Two Factor Authentication (2FA)" screen appears. Select the Call Back (Voice call only) radio 

button. 

Gra tSolutio s.gov 

2 Factor Authentication (2FA) 

Ple~rsc elect one of the folios ut antheiiticatioti rtrcthods. 

C Asttttertttcatar app Text message 
(Smart .abe dances} {Nca4 smart msc: fro a de: is es) 

Figure 5O: "Two- Factor Auth tknton (2FAY>, screen - Cal Back radio button 

Call Back 
;Taracallcr4€ 1 1

0 The screen refreshes. In Step 1, select the radio button next to the desired Call Back number. 

2 Factor Authentication (2FA) 

Please aeiect one of the Eohownia nut Lentic.t on ne:thpds. 

C 4ut'ei tcu.rapp Text message (*' Cat Bat 
ma L:Ee d_ Non starartmoble.demlce s} C , c 1 r 

Step I: Select one oftl the optiojns to receive the cs~llhack on and click.the 'Call me' button. (Car ier chaarees [amt apply:}. 

Step 2: Enter the 6 digit.passcode received into the box below and submit, (The code is valid for 30 seco:nds). 

Sut; r t Cenc. ; 

Figure E1, `'Tweo fftctor Authentication (2FA)" screen -Work Phone radio button 
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Once the Call Back message is received, enter the passco a in the Passcode fief and click the Submit 

button. 

2 Factora uthhennfic tion (Z A) 

Pi sai ct aims arftt fa uo%inp ioestt ~ to c

~ssrc! r°sst£i;'^m ibeaxcari;i -,`y$Sssss: sznssssR sdsausfa :,tmq.ox s\fban:.u~:ezrls~':$ 

I k+ t n f oltbf  o a oie flit tb 1 rn ud d*L th€ u ° tarrtt€ : fd arrr t hrri xtr r1 

st:ei3:2. .ulvl: for 6 digit p tott+P coin%%(= Wt l

F or .A h ni s:: €"'f  F 
.)

0 The °'Grants Lists' screen appears. 

For more information about Two Factor Authentication, visit 

htt <: sup ort.g€-antSOIL~tions. ov articles FA T'wo-Factor-ALathen is s is ;l-FA( s 
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RESET PASSWORD/UNLOCK ACCOUNT 

When an incorrect Username and Password combination is entered, the system generates a Login error. Upon 
three unsuccessful login attempts, the account Is locked for 2 hours. 

To unlock an account, the user may call the GrantSolutions Help Desk for assistance, wait the 2 hours and try 
again, or click the Reset Password/Unlock Account link from the Login screen to reset a password. 

To reset a password and unlock the account: 

* From the GrantSolutions Login screen, click the Reset Password/Unlock Account link. 

® The "Retrieve Your Password" screen appears. Enter a Username, registered Email address, and click 

the Reset Password button. 
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Figure 54 /Rcttv r Login Settings' screen 

GRANTSOLUTIONS USER GUIDE 
CHA'TE.R i. 

A screen appears stating that the password has been reset and a new temporary password has been 

sent via email. The account is now unlocked. 

GrantSolutlons.' ov 

Tr.e C fa1rfsntisons pas, v'OILt has been ostler. r 7t)4E' 

rho newrennporary pessueorr4fr been erne le t tiv: 3Cr;E d' ee.evz 

TI .,1 I..asso.' ai h?t scL ar l Tao. K l C r l r erytre attar +e ast use and i will iIon h r—et

s3sr."V. Io7rfcritnnbtstifne with -tin LA' necaterrperaripasswn.ct yes wit be take!: to a serene -otew LCU wV r_a5 i.er,leclnfr,rmattcnre crettnr fl ees nuns ror,r1 

ihar.n nu ate 3nl'e a eOieri)fG".posnwyt >C:l;Stinrthta ltnrf:Ie ternpof3/Vp 3".3w,! l. 115.t..ed otiah; 

"'Ac. you are BBI;~td for 111Wpesaword,.Enl@ia:pACSwaidofk'sijrctrnnsr:e.tirthealr_..,: l l ._:na_.r, tent : ' c :l: l.i ,; f., :1 t nett--eib is:' he

Figure 55: Password Peso c frrx aflzs€ct s reera 

• The user receives an email with a temporary password from nt tification cf grarftsolution. o,. 

Tip: Ensure emails from grantsolutions.gov are on the email system's safe list so they do not get 

blocked or sent to spam or junk folders. 
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A request to set v GrantSdutims:az, At gasswma 'd oe i r o zr a cou nt has met s bmitted, a;ease c.ikk on theOne-tine-tit.e t&ak bet sv to  e. ho 23a' to

slto, l`o-vet :k::m.treprr tec to rrsatea:r&:;4 SFtroa'?. 

The Onk .-Al expire m l hz 

Ei uy.T. 1T i# ;o 
uaC 

net request tc reset yeut v€a out cr:as mssysxd ar  _ ,$ _ i_
ha 

:srusi ut1w.;g hh 3e s, a, 'L be e A0rd-lav'h ' .e €rid: }:. HA.A t C 43 Ester t?' 
o ._..E:If 2 ,{. ,< 

aI r 

r 

,n

r 

a„2 .-L a A. 

: t 

t 

i, 

n6j 

)77t, A55istarce 1'3<. <n:ts oia so bbe ̂sertt. _Z e0 3 1i  y," 'it i:[PS.dwi.. 

g re 5 Pessword Resit o13o3l rife sa;::m 

Log into GrantSolutions with a User name 

ie 

and new temporary 

Password. 

* 

The password must be changed for security purposes. As with changing a password for the first time, 

after the temporary password is changed, the user is returned to the login screen. 

Password Expiration 

Passwords expire every 60 days. As password expiry approaches, the following red countdown message appears 

at the top of every screen in GrantSolutions: 

Your 

password 

will 

expire 

in xx 

day(s). 

P. 

s C 

n Now 

® Click the 

Please Change Now 

link to set a new password. 

Hgure S7: Pesswrsrs 

expiration prrsmpt fr

om withhi the GMM 
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The "Change Password" screen appears. Enter the Current Password, New Password, and Confirm 

New Password. Click the Submit button. 

F ndir,~-Jui t» sas.,arQr=.i ~xar s >ar ti a rxiarf F2hp.uis : :.tzrr; 

Change Password 

* ds(lic r<as a rs:ctr heel t::rHd. 

GrantSotutions Password Policy 

a £Je ,sa: x:Jara ,t O at l a.'t a ch: :t  s lcng.. 
■ .  ,U L ,a1i _ t te; =::- cttet • Citf 3CT*srCaS iettq ; •dnerx3r:7 at an u3esaec _ta[ad rr 

s Fria- cras <F .,t: ,r tithe :Fs-t 
■ ,~c~uunts?ai31 f e ^cF~C: r ~nst a ul3cgir 'tcr, ,?t,. 
• Y't,i4 A+:rd 105 u,: _tar . J ".i ---  af-__i:11 yl[ J t«:- DI ;,i3l rr-- .-. a .,Ir;::
r 175er . in8 - .71n~kl.etr~ i..~~m_3n, f :iailic . F .,~irr;"Hr 2n the;,  zr „ 

C. ..;rY^ F , ,ird'zx j0MAf8la.lfniA.........1

^' r ew i'~c; yOr ' P Q iarar6aara®r 

Figure 58 „sa . :.::..,: ;::._,, ;sword" screen 

• The "Confirmation of New Password" screen displays. Click the Re-Login button. 

asatr :$ - 3 s 33a I Ir1 I. :i IIi

Co firm tion o Ne Passwor

e•_:UCFtfl 1 

i;nre SC: "Confir ation of New Password' screen 

• The GrantSolutions "Login" screen appears. Log in using the newly reset password. 

• The "Grants List" screen displays. 
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Tip: A user's password can be reset from within GrantSolutions at any time by navigating to the System 
Management > Account Management > Change Password screen. 

Account Deactivation 

The GMMM account policy for keeping accounts active is as follows: 

Grantors: Accounts are disabled after 60 days of inactivity. E-mail messages are sent to the provided e--mail 
address 14 days, 7 days, and 24 hours prior to the disabling the account and immediately after the account has 
been disabled. The last message includes instructions on the process to re-activate the account. 

Grantees: Accounts are disabled after 365 days of inactivity. E-mail messages are sent to the provided e-mail 14 
days, 7 days, and 24 hours prior to the disabling the account and immediately after the account has been disabled. 
The last message includes instructions on the process to re-activate the account. 
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• What are the steps to access the GrantSol stions GMM Login screen? 

• What are two browsers supported by the GrantSolutions GMM? 

• What are two ways to reset a password and unlock the account? 

• How often do passwords expire and need to be reset? 

CHAPTER i. 
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Lesson « GrantSokitons GMM Navigation and Menu Bar 

Obj ectves 

At the end of this lesson, the user will be able to: 

® identify elements of the GrantSolutions GIVIM screen, including the menu bar, quick links, and footer 

0 Use the menu bar to access various screens in the system 

• Launch the Enterprise Reporting System 

Y Y . 

After logging into the GrantSolutions GMM, the landing page is the "Grants List" screen. Each GMM screen 
contains the main menu bar, the footer, and quick links to access the user's profile and log out of the system. 

Username Quick Link 

® Click the usernarne link at the top of the screen to update the user profile. 

Figure 5; "Ern use Simple Search" screen - userr me gWck li £k 
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• The "Profile Update" screen appears. Make any desired changes and click the Save button. 

l e a rehired field. 

i ef3x: 

Fax 

Mcbe 

Carr ~r(a:rrter charges may apply) 

f ' er -twnex 

E ri:a: 

PS'r'3T3a'!i` Addre•s b.a7 ati 

Country * 

tr e!t Address ss 

!its' 

State 

Chun 

Fig rz 61; "i ruffle: Update' scr+e+en 

............................................................................ 
,~"tamer 

other.. s•pec,t 

........ ......... ......... ......... ........ 

Tip: The "Profile Update" screen may also be accessed from the Menu bar by selecting System Management > 
Account Management > Update Profile. 
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Log Out Quick Link 

Click the Log Out link in the top right corner of the screen to properly exit the system. 

Figure 62: a<Grorts Last' screen - Log Out link 

GrantSolutions Footer 

The footer is located at the bottom of every GMM screen. 

GrantSoJt€ricrns User Support i2U2 :-21 E2°$ -r 7 (77 t
Us b " 3' Pr :a -€'se and strz .nt's iot c . . i i" o .s . 4 ,L4

Figur3 € 3. Gr tSala tuns foster 

While user specific information depends on role and Partner, the footer section generally contains the following 
information: 

• GrantSolutions Help Desk contact information 

• A link to the GrantSolutions contact page 

• The Web Accessibility policy 

• The Privacy and Security Notice 

• A link to the Freedom of Information Act website 

• Disclaimers 
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The GrantSolutions GMM menu bar is located at the top of each screen. 

Figure E4 GrefntSokaions GMM Menu her 

GRANTSOLUTIONS USER GUIDE 
CHAPTER i. 

Use the mouse or keyboard to expand each menu item. The table below contains all menus and sub menus 
available in the GrantSolutions GMM. 

Main Menu Sub Menu Tertiary Menu Fourth Level Description 

Grants List Houses all grants in GS 
Funding 
Opportunities 

Announcements 

Manage Search for or create 
Announcements announcements and funding 

opportunities 
Close Close announcements (set end 
Announcements dates) for funding opportunities 

Application Kits 

Program View or manage Program 
Enclosures Enclosures 
Grant Enclosures View or manage Grant Enclosures 

Application Kit Responsible staff sets up 
Templates requirements for applications 

Funds Planning 
Manage Funds Create and establish parameters for 
Planning financial accounts by grant program 

------------------------------------------------- ------------------------------------------.-------
Manage Financial Add, transfer, or track funds within 
Accounts financial accounts 

Applications 

Application Receipt Repository of submitted 
Log applications 

Application No longer used - consolidated into 
Screening the Application Recommendation 

screen 

Application Screen, score, select recommended 
Recommendation decision, and recommended 

funding for submitted applications 

Funding Memo Funding decision for application 
process 
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Main Menu Sub Menu Tertiary Menu Fourth Level Description 
Amendments Any actions that make a change to 

the original award 

Grants.gov Login to accept or reject 
applications from Grants.gov within 
GrantSolutions 

Awards 

Award Processing Further process actions leading to 
an awarded grant 

-------------------------------------------------- ------------------------------------------------------------------ -------------------------------------------------------- ---------------------------------------------- --------------------------------------------...------....--------------------------------------------------J
Funding Memo Funding decision for application 

process (same as Funding Memo 
from the Applications menu) 

Issue Not Funded Prepare not funded form letters 
Notice and issue the not funded notices for 

pre-award applications. 

------- NGA Components 
Manage NGA View, create, update, and delete 
Components global Notice of Grant Award 

components for a grant program. 
Manage NGA Create, edit, and remove Notice of 
Templates Grant Award Templates. 

Grants 
Management 

Grant Portfolio 

Amendments Amendments Report screen 
create a mini Amendments report 
based on search criteria. The report 
contains total amendments for a 
grant program, number of 
Amendments for the criteria 
entered, and total grants with 
active Amendments displayed. 

Grant Notes Grant Notes List screen 
---------------------------------------- ----------------------------------------------------------------- ------------------- 

Track Terms & 
- - — -------------------------------------------------------------------a 

Search for Terms and Conditions 
Conditions based on Grant Program and other 

criteria. 
Rescind Search by Grant Program and other 
Expanded criteria to view Grants that may or 
Authority may not have expanded authority. 
Non-Corrmpeting Manage Non-Competing 
Application Kits Continuation Kits 
Management 
Assign Grantee Create Bulk Tasks screen 
Task 
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Main Menu Sub Menu Tertiary Menu Fourth Level Description 

----------------------------------------------------------------------------------------------------------------------------------------------------------------- 
Grantee Reporting 

--------------------------------------------------------------------------------------------- ------- ------- ------- ------- ------- ------- ------1

Manage FFR Activate FFR reporting for Grantees, 
Reporting view submitted reports, accept 

reports, or submit reports on behalf 
of grantee 

FSR Processing List of submitted Financial status 
reports from grantee, or enter 
report on behalf of grantee 

Post:Award Actions 
Post Award Edit, manage, or adjust amendment 
Actions types at the partner level 
Management 
Post Award Establish kits for each type of 
Action Kit amendment 
Management 

Project Assessment 1
inSight 

RI Dashboards Develop meaningful analytics with a 
focus on outcomes. Particularly 
helpful for the Program Office 

--------------.-----....------...------ -- ---E 
RS .Reports 

....-----....------.-- ---....-----....-----....-----....-----....------ -----------------.----------------...--- .-.Standard and a d-hoc reporting
using GrantSolutions data. Powered 
by Cognos, offers the ability to 
create custom reports 

System 
Management 

Search Preferences Set project categories available in a 

- -------------------- 
-Account 

:------------------------------------------------------- --------------------------------------------- 
search 
-------------------------------------------------------------------------------------------- { 

Management 
Update Profile User can edit their own information

Change Password User can manually change their 
own password 

-------------------------------------------- --------------------------------------------------------- -------------------------------------------------------- ---------------------------------------------- 
User Roles and 

-----a--------------------------------------------------------------------------------------------------
User can view their roles and 

Assignments assignments 

Notification User can set which notifications 
Preferences they choose to receive from a pre 

defined list 

Staff Assignments 
Program Office Program Office Assignment List 

Grants Office Grant Office Assignment List 
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Main Menu Sub Menu Tertiary Menu Fourth Level Description 
Data Reference Look Up Table Maintenance for 

CFDA codes. Add, Edit, or Delete 
CFDA numbers. 

Online Data Link to the Online Data Collection 
Collection System 

Help Support 

Documentation Link to a site containing help sheets 
and guides for GrantSolutions users 

Submit a Help Submit a request to the Help Desk 
Request via GrantSolutions 

When a user is assigned to a grant, the system sends important email notifications when an Application or Grant 

Note is added, when an action is ready to be performed, or when an action is completed. Although all 

notifications are turned on by default, the user can modify notification preferences. 

To Modify Notification Preferences: 

® From the menu bar, select System Management > Account Management > Notification Preferences. 

Eiguro $5; Navigation to Notification Prefe antes menu option 
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0 The "Notification Preferences" screen displays. Make any desired changes and click the Save button. 

P t , lc" i.  p t iG`' p iiicatIo^n SL mjttea Q 

Din- Cc,rnpatirigAp ric;afir,n RLIt mt aC m 

F"a:6t , -. fi i ; ; + >n tir g mp "icatigin Subrrastted ] 

F :L, f a' t r # 'r F d-Ldts N4rt-Oomp tit7.C} `r'tt itus R] 

Fr } t jrNor C r j: -#I E ini Frame (Grant_ Staff',, J

it (1"j wtll y~'iim e, Fraame ry
Yrogfanl:

f!I i t fE-QfEi P rarR1eW n„ 

1P .' ji : MIPd.; LL F1

.3;ri GPiica:#:n F iLlir4 d El 

l s- L, tteck t.Si ttted. Q 

Trac' d ^:,, arc Condition C eri u 

.... ..... ... I ...... . ...... .. ... 
El 

...... .. ...... . ...... .... .. ........ 

......... ..... ...... ...... ...... ...... ...... .....

.Te36 5 l rtALL Q 

Fede  Fn : Cj 9 F..{1liE I .: ni i. i El

Federal Finan iai Repo[- itN r wn 

.... ........ ........ ........ ........ ........ ........ ....... ....... ....... ....... 

El

....... ....... ....... ....... ........ ........ ........ ....... 

EE. °`t € Pa t a o i" ooze n 

Tip: It is best practice to leave all notifications turned on until the user can truly determine which notifications 
are most useful. 
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INSIGHT 

Through the insight menu option, the GrantSolutions GMM offers Business Intelligence (31) Dashboards and 
Enterprise Reporting System (ERS) reports. While BI dashboards are built on Tableau and ERS reports are 
powered by Cognos, both are used to extract and analyze data created or collected within GrantSolutions. 

Business Intel ligence (131) Dashboards 
The RI dashboards and reports allow users to develop meaningful analytics that highlight outcomes and impacts 
for the Program Office. Additionally, they help agencies better understand grants operations and the outcomes 
generated by their grant investments. 

To access BI Dashboards: 
a Log into the GMi`/I with a username and password or PIV card 

From the menu bar, select Ins€ght > RI Dashboards. 

aagu 57 vig g to € D sh hoard 

0 Bl Dashboards open in a new window. 

Enterprise Reporting System (ERS)ERS provides standard and ad-hoc reporting using GrantSolutions data. ERS 

contains a collection of predefined reports, such as the Ranking and Approval List, which can be run at any time. 
Partners with an ERS authoring liscense can build their own custom reports to analyze grant data by leveraging 
the extensive business analytics tools within the Cognos platform. 

To access the ERS: 
i Log into the GMM with a username and password or PIV card. 

0 From the menu bar, select insight -3 ERS Reports. 
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ORANTSOLUTIONS USER GUIDE 

0 The Enterprise Reporting System automatically opens in new window. 

CHAPTER 1 
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LESSON 3 REVIEW QUESTIONS 

0 What is one way to navigate to the "`Profile Update" screen? 

0 How are system notifications managed? 

* How wouMd a user access the Enterprise Reporting System (ERS)? 

ORANTSOLUTIONS USER GUIDE 
CHAPTER 1 
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Lesson e: Grants List Screens 

Obj ectves 

At the end of this lesson, the user will be able to: 

GRANTSOLUTIONS USER GUIDE 
CHA'TER i. 

• Conduct a search using the Grants List Simple Search 

• Initiate a search using the Grants List Advanced Search 

• Save a search template 

The "Grants List Simple Search" screen is the first screen users arrive at in the GMM. This screen allows users to 
search awarded grans by Grant Number, FAIN, or Organization. 

To conduct a search using the "Grants List" simple search screen: 

0 Log into the GrantSolutions GMM. The "Grants List" simple search screen appears. 

.C`i:a~i3T.'3vt3l33$@Y C.T FAIN 

gur 55. °`Grants last 5~r p e 5 arch" scream 

^iaaMd FarF t ~F.scasr ,:r :. ins:ghi S<A"m hlvnn. u. ,. Qn O3

Grants L'S'E 

h €f at t;:ic>3 rTu , 3,T&C G 
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Search for a single grant by entering the Grant Number, FAIN, and/or grantee Organization. Click the 

Search icon (magnifying glass) to display the search results. 

Tip: It is only necessary to enter a partial grant number or organization name (3 or more characters) when 

performing a search. 

i r3 ritat]jLt or S.gO-i+;

3t 7f -"cs c .s r; ,.. ,;•rl. irar Sf 2rct?e'- :,C ~E•s '. '3  i ass.. t, rsf is sa- Las ._: . . }I 

Grants List 

G a5t NThec sr fAiN 

Crc~nr___ a t? 

PEeease finer :ro7ar search as necessary 

E&g ice 7E : `Gr t, L h5 o &e Seana~t z~ scre as f&elds acrd S areht &Crsra 

Results that meet the search criteria display in a table below the search fields. 

Grants List 

• ra%r'177Rsiistr n. F,'g~i

.. . .. . F' s" Rs. ' i- :dt1!1•nS ~
, 

su 3 3 I 2CF E 4CGil 

PfojectPgriod 3 + Project Procfram d)tfice Grant Program t t rant:Nam
Period End 

bar 2. = Grganization 
Start E7.ste , Efate 

Project Status A' ctions 

•''. t- T(}  Err zyi 993w 92x23 " C€,_iad . 

Figure 71. Qr0ranta I at S m 5&e Sc<z ;'r ;: neen ar th search resu is 
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To search for more than one grant at a time, or to search using additional criteria, navigate to the "Grants List 
Advanced Search" screen. 

0 Log into the GrantSaiutions GMM. Click the Advanced Search link on the right side of the "Grants List 

Simple Search" screen. 

8r3r,is List 

5rt 1 t,ccAW 

Hgu 72 "Grsi#ts List 5 mpkk S amh" screen -Adva aced E

The "Grants List Advanced Search" screen appears. 

Grants List 

a,.t, reed„ 'ea«f, _ R.er,a d ti ti Assiynrncr, y> a Hy Eirai is ....... ....... 

„asdyrmaflt. ypeJ :_. Ca,,' 'Esr~ired'Actiae A t.ae P;y} zS:Qia}y

P~eSe'!7k27 L'~Ei? ~~3rC hi ~5 r12E~555'~ 

x , e : :5`. ":: r t _ast Advanced Search" ,n 

By default, the Default/Selected Search Criteria box contains the filters: 

0 Assignment Type: My Grants 

! Expired/Active: Active Projects Only 

These filters are required and may not be turned off. However, the value can be changed. 

0 Assignment Type: 

o My Primary Grants: Shows grants the user is assigned to with a Primary role 

My Grants: Shows grants the user is assigned to 

., All Grants: Shows all grants 

• Expired/Active 

o Active Projects Only: Project Period End Date has not passed 

Expired Projects, Not Closed 

Include Expired Projects: All grants active and expired 
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• Select a filter option from the Search Criteria drop-down list (binoculars icon). The filter, once 

selected, displays to the left of the Search Criteria icon (binoculars). 

k.signmela Type 

' fixiiai.^..MNivKY.mjw =Harr=b.Mw$ Avriyrxn r TTygf:iia~4-
................................................................................................................................................................ 

Phase 1i@E ycall search as necessary 

9micaN x! Gcfrmeltl:a 

Adatzaticn 

~4ertSo4a5as :reel 9tKp;srt 22: 3L•r 252<(a;6: ?-a; t:.:.¢'cr9.^.ts_h tP: t~ Prd~ran; l/t~ti:a 

.:F ~z,13 . YM.A ..g b'.b"i Po on gns : eCw•8Y ^:M.P f s~.;MiY:-r.l Y l mvs. --~:- - UT SITe T Ve, a t

Figure 74 'Grants List Advanced fSeereh'screen with drop-down IHt expended 

• Based on the filter selected, the drop-down list to the right is populated with possible values, a 

calendar widget, or a text box to enter search information. 

Search Criteria and Filter Description 

Search Criteria Description ............................................................................................. ....... ....... ....... ... 
• My Primary Grants Assignment Type 

• My Grants 

• All Grants 

Assistance Type Select from the drop-down menu:

• Block Grant 

• Cooperative Agreement 

• Direct Loan 

• Direct Payment for Specified Use, as a Subsidy or Other 

• Direct Payment with Unrestricted Use 

• Formula Grant 

• Guaranteed/insured Loan 

• Insurance 

• Other Reimbursable, Contingent, Intangible, or Indirect 

• Project Grant 

• Specified Direct Payment 

Categories Select a category from the drop-down list. The categories available for 

selection depend on a user's Grant Program assignments 

Closeout Select from the drop-down: 

• Closeout Type 
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Search Criteria Description 
o All Closed 

.. Marked As Closed 

o Ready To Close 

Closed After Date - Calendar widget 

Will Expire In 

o 30 Days 

c 60 Days 

o 90 Days 

Country Select a country from the drop-down list 

Expired/Active 0 Active Projects Only 

® Expired Projects, Not Closed 

® Include Expired Projects 

-------------------------------------------------------------------- 
Federal Staff Name 

-----------------------------------------------------------------------------------------------------------------------------------
Enter name as text 

Fiscal Year (YYYY) Select the date from the drop-down list 

Funding Opportunity # Select the announcement Funding Opportunity Number from the drop-
down list 

Grant Number Enter grant number as text 

Grantee Staff Name Enter name as text 
Grant Program Select Grant Program from the drop-down list 

Grants Office Select the Grants Office from the drop-down list 

Obligation Document # Enter number as text 

Organization Enter organization name as text 

Program Activity Select the Program Activity from the drop-down list 

Program Office Select the Program Office from the drop-down list 

U.S State or Territory Select the State or Territory from the drop-down list 

Once a value is selected or entered, it appears in the Default/Selected Search Criteria box. Add 

additional criteria to further filter results or click the Search icon (magnifying glass) to activate the 

search. 

Grants List 

-CesauP Sale~'aQ.;~.arrii~rkea`a :: .::: ~i artnr?to}earn sa. .<::.".:~r.?.: .~.~..1.~.~....~.~~..1.~~.%..::.... .. t .~~ .. 

Figure 75: "Grants List A€ vanc d Sm. rch" with SHiect d Sezrch Criteria 

Note: Default/Selected Search Criteria may be turned off by clicking the blue X to the left of the filter name. 
However, required filters (indicated by the red asterisks to the left of the filter) may only be changed, not removed. 
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0 The screen refreshes with results meeting the search criteria displayed below the search fields. 

Ffogfarn Office Grein Ni mbec 2 OfgenizasFon 
Psa f Period 
Nte 

Stest Yxvjecf:S?eairs £in l 
, . Date 1P ej ct 5f3IUs Actions 

g3 
FSSO .AT£t FOR 

*312C: 0&3C'3f ' 
No, riEndmeftis in-

. PyrainOFke ~ t'aoy<~ss 

- . '...; F'.o~rasn Office •••.~*i. ...... E so9fesa 

-.~54 11 312I flfh.3fE:`2G J mend Hearts s3 
 F.

5C6.M. lsy^5!~iiat 

8
td 

.. ._.. 

054'#21P i arw f^fFk.s ->f';.~A T3 r.sSJ.,,..r.:.`i+t - - 

• 23 L' ' 'E.2a Gf,3o;2t. Pdn Amend neirfs :'
s't .  F4oyranOfica n soA*tcn. Rrarre.- 

Figure 7h: "Grants List Advanced Search' screen with the search results displayed 

In addition to a one-time search, the "Grants List Advanced Search" screen provides additional features to make 
locating grants easier. 

o Search Button FIIR , 

o Clear/Remove Filter Button 

o Saved Searches Button 

Saved Searches 

The "Grants List" screen provides the ability to create custom search templates based on commonly used criteria. 
With this tool, frequently used searches can be quickly run at anytime. . 

To Create a Saved Search: 

® Select the desired search criteria and click the Search icon (magnifying glass). 
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0 Once search results generate, click the Star icon in the upper right corner of the screen. 

a The "Saved Searches" box appears. Enter a descriptive name in the Save New Search field. 

W Next, clicks the blue Plus Sign to the right of the entry to save the template. 

a r ria ar qr rug: g .. S ks eml i _ €fgwwdtia 
.... ....... .. .:....... .....,::; 

i 4 

sea boy; with the Save; New Search field 

Grants I'•: ist 
~-fasasnnaeB;x

s

m~sr~

+"°ii.' 

....... 
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• The Saved New Search message appears and the new search displays under the Saved Searches list. 

................................................ 

Saved Searches 

Block. Grants 63 X 
Street Outrea'c. X 

,Ptfject Gc&nt 

MDth:er one . X 

Saved new search 
....... ....... ..... ....... ...... . .. 

r~rxrll f Drys i.u.,'t Der Am.an 4mot

l=ure 79: Saved New Sa ri rhf m ag 

Tip: To close the Saved Searches box, click in the white space located outside of this box. 

Once a search is saved, the user can access it at any time. 

® Saved searches can be accessed from the "Grants List" Simple or Advanced Search screens. Click the 

Star icon. 

a From the Saved Searches box, select a saved template. 

tig!g>3ypp@Ff 

5; y)i.Y..N,YiR.f > (rYp~Y:nCi!M T7P.i'_4ii ~'! M 

Application Receipt and logging 

¢e,.tek Zoo n E:r.9«•e  .. . . . Suhmined After . -; A3 i1 eta 

4 Su l`mYntd Cher:";'at 1'- 4 SuLmined fleer Cir "r(ii" Ser:ed SMehes 

ri asaeYeR ts;i:3fes IS'5 W X 

Phase TE:er vv.i'seare. aS neczssur - _--

i Grouts List Advanced Soarer" sc een with the Saved Ss arches bt x expanded 

0 Upon selection, the system generates results based on the search criteria. 

Tip: To make changes to the saved search, alter the search filters and then click the Save icon (diskette) to the 
right of the saved search title. 
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Clear/Remove Fi lter 

To remove all search criteria and reset the screen, click the clear (eraser) button. 

..._... 

Search within Results 

After a search is run, the user can search within the results. 

• In the Search Within Results box, enter text (letters or numbers) to locate a desired grant. 

• Click the Search button. 

Figure S2 search results table with the search results field 

G The table of results jumps to the row containing matching text. 
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Export Results 

Search results can be exported to an Excel workbook from the"Grants List" screen. 

• After running a search on the "Grants List" screen, click the Export Results button above the results 

table. 

Figure a3: lapor Resents button 

0 A message appears asking to Open or Save the Excel Workbook. Choose the desired option. 

Do you want to open or save this File? 

N nie grarH G t c v 

Tvpe h1r osc t Oftice Excel Ccrrirna e.patat d ?• lues FL . 

Frori: derno.grantsolutions.gov 

Open , 1. cawe ( i ancel 

( While rile.: tr r i the Internet  can be is: etul noire filer n potei hai 
harm,-jur cOriputcr. It eon do not hunt the roijrce do riot open cr 

V. 'rtis hie. by n8t :S tf- r>i 

:guru 4. File €Jownloacl mre :;;„; : 

Note: This message may appear at the bottom of the window depending on the browser. 

0 The spreadsheet now opens or is saved. 
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Hide Columns 

The"Grants List" results table contains columns with useful information. However, users may hide unnecessary 
columns. To minimize the number of visible columns: 

0 Click the Hide Columns button. 

0 A drop-down menu displays. Uncheck columns that should be hidden. 

Grants List 
"y~r r~;;a €fearczs. 

Grant Pro3ta.

___ .f ........,a ..: 

4"iratN R'at~~ues wouretr Office Y 
... . 

~ Protect?e cf rf~ Start s PrceciPeio4[nd
PYo eat Status Activat6 Date . , pgjg 

Det

rt , n 

.ectFiKwp tBr ate , 
:. . ,.. . . : P , 

idn,ertts. fn 
s 'rte .

1:fr. R .. . . ... 
t

.. . 

. . :: .. :-~. e ta f35ai1r2i~: 
_,. :, . ..,.•Pf@gfam Clflice ~.

• K . _. . ..24 
Ear's 

Wil8t806' tt5 - S-imtt2C CC ~3D.?^" PI;+ i irx*.erns
':'< , s ..< f'rnaram Oftce ~.':.SAL 

Figure 85: Hide Columns button 

The screen refreshes and the selected columns are temporarily removed from view. When the user 

conducts a new search, any previously hidden columns reappear. To hide the column consistently, 

click the option Update Default Columns. 

L : P€o 'a€tt :Ofice 

Pcjct Fared Start Gate 

i . Project Perrind End Date 
Budget Period Start bats 

I Budget. Pefiad End Date 

k Amendment Status 
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0 The new default is set. Follow the same steps to hide or unhide additional columns. 

Grants List Results Table 

The Grants List Results Table contains the following columns: 

® Blue plus sign: Click to expand the grant row to view additional information and actions 

• Program Office: Name of the Program Office 

Grant Number: Assigned Grant Number 

• Organization: The Grantee organization name is a link that opens the Central Contractor Registry 

(CCR) information (including the DUNS number) in a new window 

• Project Period Start Date: Start date of the project period 

• Project Period End Date: End date of the project period 

• Project Status: Tracks the status of Amendment applications. When no Amendments are currently in 

progress, the status is No Amendments in Progress. Additionally, Closed displays once a project is 

closed in the GMMMM 

• Actions: Links to Grants List actions 

-12 of 12 items 20. 1 '3... i 15Q l J>£ 

ProjoctPetiod Satt ; ProjeciPeriodEnd Prsxgxam f)fHo~ :ararrt tttartaber 2 trganixatiaax 
€1a4 data 

Project Pincus Actions 

F gur+e $7: Grants List Results Table columns 
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LESSON 4 REVIEW QUESTIONS 

GRANTSOLUTIONS USER GUIDE 

0 What are two ways to conduct a search using the '°Grants List'° Simple Search screen? 

0 What are the two required search criteria on the "Grants List" Advanced Search screen? 

* How would a user save a frequently used search? 

CHAPTER i. 
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Lesson : Grants List Actions 

Obj ectves 

At the end of this lesson, the user will be able to: 

• Identify the "Grants List' Action buttons 

• View or print the latest NGA 

• Navigate to the Manage Amendments screen 

• Make a Grant Assignment 

• Add a Grant Note 

s View the History of the Grant 

GRANTSOLUTIONS USER GUIDE 
CHA'TER i. 

The "Grants List" screen's results table contains an Action column for each awarded grant. The available actions 
are as follows: 

View NGA 

Manage Amendments 

Grant Assignments 

Grant Notes 

History 

Tip: Hover over an Action icon to view the icon description. Also, the icon legend is located towards the bottom 
of the "Grants List"' screen. 
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VIEW NGA 

GRANTSOLUTIONS USER GUIDE 
CHAPTER 2. 

The View NGA icon allows a user to open the latest version of the Notice of Grant Award (referred to as both NGA 
or NOA) in PDF format. The PDF may be saved or printed. To view the most recent NOA: 

0 Search the desired 

1 I 100. 1 ;9110 12001 

Grant Number Organization 

zv'AF CM2U J88 
The S r el air 

Figure 3S: view NGA button 

grant, and then click the View NGA icon. 

ProjectPe.riod Sia3 Project Period End Ptieci iatus Actaotts Date Date

Submitted (Post 

a The NOA appears as a PDF in a new window. To close the window, click the X in the upper right corner. 

Tip: Mouse over the NOA to activate the PDF toolbar. The toolbar may be used to print or save the NOA. 

hgre 39; €'. 2A wi . i~ t'; i 12I tarsibr 

MANAGE AMENDMENTS 

Post-award actions such as Amendments may be viewed or initiated from the Manage Amendments icon. 
Amendment types may include, but are not limited to, supplements, change in staff, budget revisions, carryovers, 
and change in grantee address. Additionally, some amendments may be initiated by the grantee or by Federal 
staff. 

To view Amendments in progress or to initiate a new Amendment, click the Manage Amendments icon. 

•15 200 

Csaa~t 3arn#trer ? L~rga~:az~atiar Project Period Sta3 Project P~nod End 
Date Date Project Status J ct9ons 

Iha Vii# el Chai# submitted
CAPCR.iM8G W'23 20't2 03123%2014 a 
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The Project Assignments icon allows Federal Staff to designate which individual(s) serve in the various grantor 
and grantee roles for a grant. Without being assigned to a grant, a user does not receive automatic email 
notifications from the GMM when an action needs to be taken or when a Grant Note is added. Additionally, 
when the Assignment Type: My Grants filter is selected on the "Grants List" screen, only Grants the user is 
assigned to will appear in the Results Table. 

Project Assignments are made from the "Grants List" screen after the Notice of Award (NOA) is finalized and 
edits or changes to the existing Project Assignments are required. 

Manage Project Assignments for a Single Grant 

To access Project Assignments from the "Grants List" screen: 

• Log into the GMM. The ""Grants List" screen appears. 

• Search for one or more grants. From the Results Table, click the Project Assignments icon from the 

Actions column. 

Grants List 
Sir:GiA 400

{:xS Jter x'610 Ot* Grant rf'rogrnnt So pt 4 *agator

K E c,rp.:: A:: L:,e ,a %:: rr 4 AssigRrt>.•nE: r m:.:: 3:. m Grans 

Prngx.:rc.~ tiarysic<_. 

i~

1 ' 9 C' iErnis z f J .i,tI , :nl

.Ett 

:: 
ter®nT Nti, hErr , CErqspizatton 

;PfCS]I:CE.Pothxt ~ . . Pf4TjectP@(#C?~3 - - - 
  Project Status. . Artinns 

s3fiicn 5 

EatElf.'?_ LI 
f u ATE r Qm r.... In g a 

,Gauger. .^ 

uppo 
Q_t ~~ ~~~.~'.• 'S39fGt+ZQt$ 

Fit tyre 1: "Greats List" sE;t• 1- i oject Assiga ; ;..:: is .::444: 

0 The "Project Assignments" screen opens in a new window. 

1

.4 øA44'4joq* 4A

Fig ure 92: "Prof :c:i A3sigtron :nW sr e e 

Project. Assignments 

Grants o onacanwnt Sprciaat ;.L `3<.2U'1'0 

Gt onL_ 4tan-ement Oi rrer 

Gio,A Man. v:rfentQ,tilc .r. LE'27A :<4.+ 
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The "Project Assignments" screen lists the name of the grantee organization, application or grant number, and 
DUNS number towards the top of the screen. 

It also contains radio buttons that filter the assignments displayed on the screen. The filter options are All Users 
(Grantees and Grantors), Grantees, and Grantors. The default is All Users, 

Project Assignments 

c~fuyfz:a~r:l«f,: 
}rr~lif 31tl;nti~t E ❑spt~s. 
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Vfanf_. . if •IIIt 'I . fro . , f:l..

F gwtre 93 "Project Assignments" crreen - Display radio b tttons 

The following tabs are found below the radio buttons: 

a Active Assignments: List of users currently assigned to the project 

0 New Assignments: List of users available for assignment 

Expired Assignments: List of users that were previously assigned to the project but are no longer 

assigned 

Project Assignments 

1' IvvIIoA V V
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All users already assigned to the project appear in the Active Assignments tab. Use the display filters to view All 
Users, Grantees, or Grantors. 

Project Assignments 
........................................ _..................................... 

Great Nuti3 er DUNS 

l)iplai:. •All Users " Grantees "'; Giantcrs 

: ,4S SIi rI rlleftS _ w ;Sl gflrt 1`r, E. irea Assig(lmerds 

Assigned ; Name 1 Email Usernome Role Start Date End Date 

Gr<ant<.; Pv7anagfarrli-raY S€ae alist 

Pig r• 95 l'Pr¢oject &cs'gnrct is sc€ erg - Ac  t. tab 

The Active Assignments tab includes the following columns and actions: 

Column Action/Information 

Assigned The Assigned box is checked next to each name. To remove an assignment, 
deselect the checkbox and click Save. When unassigned, the record is 
moved to both the New Assignments and the Expired Assignments tabs. 

Name / Email The first name, last name, and email address of the assignee. 

Username The assignee's GMM username. When a grantee has a record in the GMM 
but does not yet have an account (username and password), Grants staff 
may click the Create Account link from the Username column, Once 
clicked, the grantee receives two emails with their assigned username and 
temporary password. 

Role The assignee's authority, such as Program Officer, Grants Management 
Specialist, Financial Management Officer, PI/PD, etc. 

Start Date The date the assignment begins. It is possible to set a date in the future, so 
the assignment does not take immediate effect. 

End Date The date the assignment ends. Use this option if the assignment is 
temporary and needs to end on a certain date. Once the End Date passes, 
the assignment is moved to the Expired Assignments table. 
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All users available for assignment to a project appear under the New Assignments tab. 
Project Assignments 
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Figure 96: New Ass€gnments Tab 

Note. Program staff may view all assignments. However, Program staff can only assign themselves or other 
Program staff to a project, whereas Grants staff may assign grantor and grantee (P1/ PD and ADO) roles. 
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The New Assignments tab includes the following columns and actions: 

Column Action/Information 

Assign Select the Assign checkbox next to the name(s) of individuals to assign 
them to the project. More than one assignment may be completed at a 
time. Click the Save button towards the bottom of the screen to move the 
record to the Active Assignments tab. 

Name / Email The first name, last name, and email address of the assignee. 

Username The assignee's 6MM username. When 
a grantee has a record in the GMM 

but does not yet have an account (username and password), Grant Office 
staff may click the Create Account link from the Username column. Once 
clicked, the grantee receives two emails with their assigned username and 
temporary password. 

Role The assignee's authority, such as Program Officer, Grants Management 
Specialist, Financial Management Officer, PI/PD, etc. 

Start Date The date the assignment begins. It is possible to set a date in the future, so 
the assignment does not take immediate effect. 

End Date The date the assignment ends. Use this option if the assignment is 
temporary and needs to end on a certain date. Once the End Date passes, 
the assignment is moved to the Expired Assignments table. 

Add Role Only the grantee PI/PD and ADO roles may be assigned by Grants Staff. 
Additional grantee roles such as Support Staff and Financial Officer must 
be created by a member of the GrantSolutions Support Team. 
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To assign a user to the project: 

ORANTSOLUTIONS USER GUIDE 
CHAPTER 2. 

• From the "Project Assignments" screen > New Assignments tab, click the checlthox to the left of each 

user to assign to the project. 

Project Mignments 

F gure 97 Project Assig m

• Towards the bottom of the screen, click the Save button to save the changes, or click the Save & Close 

button to save the changes and close the "Project Assignments" screen..

aa'e £a CIa:S Cancel 4`^: 

F#,gyre 95: Save as d Save & lkse €b€a 'n 

• The newly assigned user(s) is moved to the Active Assignments tab. 
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To assign one or more role authorities (PI/PD, ADO) to a grantee record that does not currently have a project 
assignment, from the "Project Assignment" screen: 

0 Select the Grantees radio button and the New Assignments tab. 

Figure 99: Prc>iect Assignments - N w Assignments tab 

0 From the Add Role column, click the Add ADO/ PIPD Role link. 

Project Assignments 

~t' Grr i r Pit cip E a:=ri -t r 

x :>` ra.rtr_ F circa f .ect at.r 

Figure 00~ `fir >i c Assigns eats"s scree n e n g, Fi s,,: r i 

The "Assign Role" screen appears. Select one or both checkboxes (Grantee Principal Investigator / 

Program Director and/or Grantee Administrative Official / Grantee Authorizing Representative) and 

click the Save button. 

P tali t investigator ? Pro r Dire ttrf 

€ ran€t. Ad rr i utrative Oi vial / Grantee Authorizing it epresentati e 

Save ance1 

Fig €re 1O.: "Assign Role" screen 
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0 The "Project Assignments — New Assignments" screen reappears. The grantee is now assigned the 

PI/PIS and ADO roles. Each role for the user is a new row in the New Assignments tab. The user may 

now be assigned to each role. 

Project .Assignments 

IrjanE t}FwC .. 

;ant AEirr}tEst€: .. . E7llMg;: :r ' 

All Users Ya rrantees C;;rGranl✓.S 

j A s; gents f awAsatgnments Ex >retl:Assr rrerts 

Assign: Nan Rcde Startl)ab, ,` E'nt'[> t Add Ft le 

Eeta 
,rant c Aumir at~aravP 

0'€icial r Grants .Auttx>rr: eri: 
•. a. A earr t Re~ry er±ari'>s: 

$ r reate Grano t it r=at+ alcr 
:... t ~S^fig r I"'rc.sv:ram G i r to 

r 3tQ (n tnt.e Prircip n,e Ti atcr --;rt ADO _Pele 

Gr-antee Praracrpat .r;.estirgl :r 
; . ; P ocr?m Driiectcr

l=igt~re WW2: "Project Assignments — New Assignments" screen 

To create a grantee user account: 

® From the' Project Assignments" screen, click the Create Account link. 

Project Assignments 

rtten2e orr:

3rerathistnskr. sstet tee. DUNS 

[<C la : ) A 1 Uses j Grantees r;`.: ararrtare 
.......................................... .......................................... ............................................. _. 
a ta}eASa n ils . N wAssignrnents :ErC>r89!~$si4nrs anis.. ' 

Assign: Name t Einail Username 

f1 :,.vrl 

Greate 
f1t:•C+azr:l 

[g t 
Ac 2l 

Role Start Date s End Date Add Role 
........: ........ ..............._ 

c rartt e Ar rnrri tratie 
Official Crartlee Authorized 
Repreeertata ae 

Grantee Principal >nrestagator 
Prcgrain Director 

Grantee Principal ..rretA tttcr 
/.Program Ltirertrx 

rxsc ADO l .nle 

Grantee Principal r. . r tirlttor 
(P'mctarn Director 

AID E.nits 

Figure 103: Prtvje Assignments _ Now Assignments tai —Cre,3tt A :;out POE 
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The screen refreshes and the account is created. The grantee receives two emails, the first with the 

assigned username and the second with a temporary password. The username assigned to the 

grantee is listed in the Usernarne column. 

.Act Assiiraments Nevi Ass€gnrents Ext^ired Assisnr ants 

PiI ilsernafna C 

e Click the Save or Save & Close button located towards the bottom of the screen. 

Grant Office staff may add a new grantee user and assign the PI/PIS role, ADO role, or both. 

Note: Grants staff cannot delete grantee accounts. To delete a grantee account, grantees must submit a formal 

request to the GrantSolutions Help Desk. 

To add a new grantee account: 

0 From the "Project Assignments — New Assignments" screen, click the Add New Grantee link. 

Project Assignments 

Or 

ra rat € utE be L1UNS

[) spliay: t„:' AI, Users i) Grant :, Gant .rs. 

.......................................... ....................................................... ............................................................... 
#i~ a .Ass gi~r ienJs e%Ar Ass"tgrrfrrents E.up red Assignr nts 

Assign Name! Email Userna sae Role. 

Figure W5 Project Assigrrnents - Add New Grantee dank 

Starr Date 
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The "Add New Grantee" screen appears. Select the Grantee Principle Investigation/Program Director 

checkbox to assign the new grantee the PI/PD role. Select the Grantee Administrative Official/ 

Grantee Authorized Representative checkbox to assign the new grantee the ADO role. 

Add New Grantee 

A uthorit 

'GranteeRole: PSI Grantee Principal lnvestigatori° Program Director 

k< i Grant, e A frnir~ strat:ive Oflriit 1 Grantee Aulhonzed Representative 

N-ame 

`r dd P w Grant "scr r 

Enter information in the remaining fields. 

Primed .Address Information 

Di vision `D t:: .. ...... ...... ...... ...... ...... ...... ...... . ... .. .. .. .. .. . 

F gnre 107:: "Add New Gra stee" screen 

s Towards the bottom of the screen, click the Add or Add & Create User Account button. 

add' iOR Afld rete user A or'r~f `Cancel 

Figure 10: Add or Add F.:. °"agate User Acr.;::::::nt 1xutt z ss 
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Note: Click the Add button to add a grantee record. Click the Add & Create User Account button to add the 
record and send the new grantee user their username and password via email.. 

0 The 'Project Assignments" screen reappears. Click the Save button. 

0 The new grantee person record and account (if selected on the previous screen) is created. 

The Expired Assignments tab contains a list of all assignments where the end date has passed or where an 
assignment has been removed. This table is read-only; no action may be taken. 

............................................................................................................. 
Orgahiraa4:oi iinct StanrIJ >e ' 

CranlNwataei NAVCA p-'7s Dulh9s:8O38BA1'74 

Di s laar .ss Pli users  , Garr ntEes Gr3.^loos 

ACtt+e>pt r3srers s New Ass»neents Eiciirerl4ssiyrtmeris 

Name l Ernoil U:3<ernana i Nni Stsr D€tt End Dafe 

...`:.,72)5
... r~srh r ai:? Diri?'F;tvr 

__....: .....:...... . . ... . .........
N

. ....... . .....
t
... . . .... : _...... 

: 3i'?.1~5.'. ~ 

__. ....__._ _.. . . . _.. . . . . . 

•. c~.r f 
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'vzicwlhm P r3Ci Faa? :^F+'4.1„1 'r "^T..,.h,. . ,.. . .: a{ . 
4ra3Y.4#5r 

.  . .. . 

Figure 1O9 Project Assignments - Expired Asrignme to tab 

The Expired Assignments tab includes the following columns and actions: 

Column Action/information 

Name / Email The first name, last name, and email address of the assignee. 

Username The assignee's GAM username. 

Role The assignee's authority, such as Program Officer, Grants Management 
Specialist, Financial Management Officer, PI/PD, etc. 

Start Date The date the assignment began. 

End Date Date the assignment ended. 
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Manage Assignments for Multiple Grants 

The Bulk Assignments feature allows staff to make assignments for multiple grants for a single Grant Program in 
one action. Only Federal employees may be assigned using Bulk Assignments. 

Assign Staff 

• Navigate to the "Grants List Advanced Search's screen. 

• Search for multiple grants. The Grant Program filter may be useful, as bulk assignments are limited to 

one grant program at a time. 

• From the Results table, select the checicbox next to each grant that requires an assignment. 

• Click the Manage Assignments button located below the Results table. 

Srts UM 

Fig ire 1 0. et Ik
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• The "Person-Role Assignment" screen opens in a new window. 

........................ ......... ......... ....... . .... 

. ........... ......... ......... ..... ........ ......... . . 

€e.c. i'atalak: 

_.. 

GRANTSOLUTIONS USER GUIDE 
CHA'TER i. 

Tip: Names are not in alphabetical order. Click a column header to sort by Name or Role. 

• To assign staff to grants, verify Assign is selected in the Operation drop-down menu. 

• Click the checkboxes next to the name(s) of the staff to assign. 

• Select a Start Date to begin the assignments. 

• Selecting an End Date is optional. Only select an End Date if the assignment is temporary and an end 

date is known. 
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0 Click the Assign button. 

Pe...irn-R . - 1 rn NIPS 

xv mxv m 

The selected sta fis x1111 l: F ll not e,ernee ear t na at assignments 
H351 ri C rcel

Figure 112 "P ors-i a i sus i l~ra~ e e" with Gperafiwra d rop d<w rn rn u 
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* A message displays asking, "Are you sure you want to Assign the selected staff(s)?" Click OK. 

0 The "Grants List" screen appears, and the assignments are made. 

Unassign Staff 

Bulk Assignments may be used to unassign staff from grants. 

0 Navigate to the "Grants List Advanced Search" screen. 

Search for multiple grants. The Grant Program filter may be useful, as bulk assignments are limited to 

one program at a time. 
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0 From the Results table, select the checkbox next to each grant that requires an assignment change. 

C¢tsart ttea :AsSif t1 

- T.su 
Pr".E:19 Pr jramOflica 

Pg an OIii-t 

ate . ,: <> Grants 1,4ana:jament Specialist 

Hur 14 "Person-P ask Ass gnm,   r F ~C er 

The "Person-Role Assignment" window updates to display staff with existing assignments. Click the 

checkboxes next to the names of staff to be unassigned. 

* Select an End Date to indicate when the assignments are terminated. A history of the previous 

assignments may be viewed from an individual grant's Expired Grants section. 
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• Click the Unassign button. 

GRANTSOLUTIONS USER GUIDE 
CHAPTER i. 

Figure In: 's >zrsoa-Rnkk Ass€gnmmt' sc n n with ch ckbox ,, End Date, and Unngn button 

• A message displays asking, "Are you sure you want to Unassign the selected staff(s)?" Click OK. 

• The"Grants List" screen appears and the assignment changes are complete. 

Replace Staff 

The Replace Staff feature allows one Federal staff member to replace another staff member for all assigned 
Grant Programs. 

• Navigate to the "Grants List Advanced Search" screen. 

• Search for multiple grants. The Grant Program filter may be useful, as bulk assignments are limited to 

one program at a time. 

REL0001347887 



GrantSolutions ORANTSOLUTIONS USER GUIDE 
CHAPTER 2. 

0 From the Results table, select the checkbox next to each grant that requires an assignment change. 

4 Click the Manage Assignments button located below the Search box. 

® The "Person-Roe Assignment" screen opens in a new window. 

0 From the Operation drop-dawn l ist, select Replace. 

Figure CAI Role Assig ment screen 
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• From the Staff to be Replaced drop-down list, select Staff member. 

• From the Replace With drop-down list, select desired Role.. 

• Choose a Start Date to activate the replacement. 

• Select an End Date if the replacement assignment has a known termination date. 

• Click the Replace button. 

Staff to be :replaced. a'1ru s t1: ? _` t.,g ra fJan:a ey t pm

Replace with; 
. "

..i 0 1 ,r F A•"F antS rta ~..1 iu nt €~ 3r,.•-t rr 

StartDateo f 2£_1,3 
End t kt€ 

The selected stbt s'ltl be retraced from aka <gra t £ra r0aaays that h:e€sPe hs ex tin 

Rt ~t 

r€ e t 

plat ~t~ l 

ftu TTE: "P r on Ro k Ass gm wnt" screen 

• A message displays asking, 'Are you sure you want to Replace the selected staff(s)?" Click OK. 

• The "Grants List" screen appears and the assignments have been replaced. 
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GRANT NOTES 

Grant Notes are used to add comments for internal and external audiences and to attach necessary documents 

to a grant record. To add a Grant Note: 

0 Search for a grant from the "Grants List" screen. From. the Actions column, click the Grant Notes icon. 

Project Period St 2 Project Per-ir rt End 
Grant Number 2 * Organization date Date Status Actions 

CAPCA1200?r3 ILe_.  hear ~uhr~ i1td Past 
G rite f}31z^ +2t~92 Dii''2a 2+ i 

Figure 11'x: Gant totes icon 

• The "Grant Notes" screen appears. The top portion of the screen contains the grant information. The 

middle section contains a search field that may be used to locate specific Grant Notes. 

2r~thdurs3tst CAFCA=25as=? 

crarfteemare The :SrA,6 ICOrCanter 

Pro;ect Start .Qate rss 22D12 

Figure t2O: "Grant tas" scr ' n

The search fields are: 

• Grant Note Create Date: From and To dates 

• Grant Note Type: Internal or Correspondence 

• Grant Note Category: Pre-defined by the Business Analyst and Federal Staff 

• Author: Name of user that created the Grant Note 

• Subject: Grant Note subject 

• Hide Automatic Notes: Workflow notes automatically generated by the GM M are hidden by default 
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0 Scroll down and click the Add button. 

nt Notes 

, J;::r-:her

i i a t c; :1ame Tide J: i 

P rt? tail !-gate fl . . ..  12 

P. o', .1 End E te C: F,230014 
.... . .... .... ..... 

3r ant ~ Jntc Cr E Di a ie• 

. ... .... 

firer r Tv 

;r3ni tti~e

af2rif P'_ P 3' •^'v+"}' f it .- 
........................................... 

e%rcli 

ORANTSOLUTIONS USER GUIDE 
CHAPTER 2. 

X 21: S9 ra a4 3 sY °' s r ; 

The ``Grant Notes-Add"a screen displays. Enter information in the required field, (indicated by a red 

asterisk). 

i 

JoteAtc ts 

Figs re 122: "Gran! Notes —Addy' screen 
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The fields are as follows: 

GRANTSOLUTIONS USER GUIDE 
CHA'TER :t. 

• Subject: Enter the subject of the note. Conform to any naming conventions set by the organization. 

• Note Type: Radio buttons 

o Internal (only visible to grantor) 

o Correspondence (visible to grantor and grantee —the Grantee will receive an email with a link to 

log in and view the note) 

• Category Type: A pre-set list of categories. To add or remove custom categories for a grant program, 

please contact the Business Analyst 

• Notes: Text field (limit of 2000 characters) 

• Optional: Add a file description and upload any desired attachments. 

• When done, click the Submit button. 

Atatlor "I Erg :- sa 'haliem 

aa: f,p 1 4 

? ',. _______ .. ...........................: 

i. D 3 ¢zct.Es} 

P =tfi% !trrrrnfc ... ......... ... ....., ,.... .., ,......., , ......, ,... .., ,......., , ., ,......., ,. ...., ,..... 

aatfse:R tlrEu -:_.:sa kee 
....:............................... ...... ...... .... t iascript cE

Up ad Srcaxss .. ... 
i f ;rti72%t t 

Descri ticat Ssl-usce Attar hi tits Status Actin &s 

site Ester r rtpart: x,x t L 

sr tas px 3fE5 ,eo `,>s se eiu4 

r= gore T23° "Grant Notes —Add" scm- s 

Notes: 
0 Once a note is submitted, it is viewable at any time. 
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0 Only the author of a note can Edit or Delete the note. 

GRANTSOLUTIONS USER GUIDE 
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• When email notification is sent to the staff with the Project Assignment, the Grant Note is not 

contained in the body of the email. The user must log in to the GMM to view the Grant Note. 

The History icon allows users to view the entire history of an awarded grant, including all applications submitted 
and awarded. 

0 From the "Grants List" screen, search for an awarded grant. Click the History icon. 

~a@atit Humbet 2~ Oigar€zatioza 
Pro t Period ta,'~,- Project Period End  Project Status Actium
[late €date 

CAPCAi2lCt8G : 1 t.tt ri12 5lbrnrt ec€ €Post 
_.a _ €78.2312614:

rater Award 

Figure 124: Hm tory icon 

a The "Grant History" screen appears. The most recent application is listed at the top of the screen. 

Grant History 

Grantee N,n Tim S r I erIte 

F'rr erl T41- fi i h ,.,'I.^. PF?2T Scals~ance }-' t'rc f317? Gra-715 

Pro?edpes€nd o t 

B.Udget 7'Par

i'I~i, ea,~+rlC3d~33
HuGeei ~ <c:ks:axa 

v Pa_ric 

re and

Figure 125: "Grant History" scro.en 
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The "Grant History" screen contains the following information: 

GRANTSOLUTIONS USER GUIDE 
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• Application Number: Link to the Application Control Checklist screen 

• Grant Number 

• Action Date 

• Project Period 

Budget Period 

* Award Amount 

* Application Type 

* Status 

0 Action 

• View Application 

• Budget Worksheet 

• View Memo 

• Award Summary 

• Award Workflow History 

* View Terms & Conditions 

REL0001347887 



GI C n. 

LESSON REVIEW QUESTIONS 

0 What are the five Grants List action buttons? 

GRANTSOLUTIONS USER GUIDE 

• How would a user view or print a grant's latest Notice of Grant Award? 

• How would a user access the "Manage Amendments" screen? 

• Why are Project Assignments important? 

• How would a user add a custom Grant Note category? 

• How would a user access the history of a grant? 

CHAPTER i. 
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