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SCOPE OF WORK FOR DEPARTMENT OF ENERGY RESEARCH USING EXISTING
RANGE OF PLUM ISLAND

Department of Energy (DOE) Office of Cybersecurity, Energy Security, and Emergency Response
(CESER)

The work involves use of the existing ‘electrical range’ facility for cyber research, electrical infrastructure
research, operation, and multi-agency exercise of the various cyber elements, electrical elements, and
various components that are used in utilities around the world.

Supporting activities that may be needed (based on past similar experiences and interagency activities)
include:

® On site O&M Contractor support
o Miscellaneous Information Technology (IT) support
o Data connectivity (new data connection using commercial fiber support)
o NEPA
o Safety and security
o Logistics management
= Movement of materials - delivery
= Staff services — cleaning and refuse services
= Miscellaneous Buildings & Grounds — staffing for moving material, lifting,
transport, forklift, front loader, etc.
= Two environmentally controlled 20-foot CONEX boxes
. Marine support
o Use of ferry to the island
o Occasional special boat
. Generator Support
o Fuel (gasoline/diesel) for generators
o Mechanic support for fuel filter and water separator changeout/cleaning/installation
o Mechanic support for troubleshooting
° Communications Infrastructure
o Support in the installation of any necessary communication (fiber) packages
o Fiber maintenance and reconfiguration

° Electrical Infrastructure Support
o Support in the installation of any necessary electric testbed equipment (transformer
replacement)

o Electricians support for connections, maintenance, switching activities

PERIOD OF PERFORMANCE.

The period of performance for this effort if date of contract award through 30 July 2024 and is subject to
change based on the status of the COVID 19 pandemic.

SECURITY REQUIREMENTS

Performance of this task order requires the Contractor to gain access to Sensitive But Unclassified (SBU)
information. SBU is unclassified information for official use only. Contractor employees who do not have
a security clearance and require access to SBU information will be given a suitability determination.
Requirements for suitability determination are defined below.
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The contractor shall adhere to all applicable government laws, regulations, orders, guides, and directives
pertaining to classified, Sensitive But Unclassified (SBU), FOUO, or personally identifiable
information. The contractor shall safeguard SBU, FOUO and/or personally identifiable information
specifically in accordance with DHS Management Directive 11042.1 and in compliance with HSAR Class
Deviation 15-01 Safeguarding of Sensitive Information.

Contractors requiring recurring access to Government facilities or access to sensitive but unclassified
(SBU) information and/or logical access to Information Technology (IT) resources shall verify minimal
fitness requirements for all persons/candidates designated for employment under any Department of
Homeland Security (DHS) contract by prescreening the person/candidate prior to submitting their name
for consideration to work on the contract. Pre-screening the candidate ensures that minimum fitness
requirements are considered and mitigates the burden of DHS having to conduct background
investigations on objectionable candidates. The Contractor shall submit only those candidates that have
not had a. felony conviction within the past 36 months, illegal drug use within the past 12 months, or
misconduct such as criminal activity on the job relating to fraud or theft within the past 12 months from
the date of submission of their name as a candidate to perform work under this contract. Contractors are
required to flow this requirement down to subcontractors. Pre-screening involves contractors and
subcontractors reviewing. Felony convictions within the past 36 months. An acceptable means of
obtaining information on felony convictions is from public records, free of charge, or from the National
Crime Information Center (NCIC). lllegal drug use within the past J 2 months. An acceptable means of
obtaining information related to drug use is through employee self-certification, by public records check;
or if the contractor or subcontractor already has drug testing in place. There is no requirement for
contractors and/or subcontractors to initiate a drug testing program if they do not have one already in
place. Misconduct such as criminal activity on the job relating to fraud or theft within the past 12 months.
An acceptable means of obtaining information related to misconduct is through employee self-
certification, by public records check, or other reference checks conducted in the normal course of
business. Pre-screening shall be conducted within 15 business days after contract award. This requirement
shall be placed in all subcontracts if the subcontractor requires routine physical access, access to sensitive
but unclassified.

The S&T Privacy Office, Office of the Chief Information Officer, and the Office of the Chief Security
Office require the insertion of the HSAR 15-01 Safeguarding of Sensitive Information (March 2015) and
HSAR 15-01 Information Technology Security and Privacy Training (March 2015).

Sensitive Information Incident Reporting Requirements.

(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or
Component Security Operations Center (SOC) within one hour of discovery in accordance with 4300A
Sensitive Systems Handbook Incident Response and Reporting requirements. When notifying the
Headquarters or Component SOC, the Contractor shall also notify the Contracting Officer, COR,
Headquarters or Component Privacy Officer, and US-CERT using the contact information identified in
the contract. If the incident is reported by phone or the Contracting Officer’s email address is not
immediately available, the Contractor shall contact the Contracting Officer immediately after reporting
the incident to the Headquarters or Component SOC. The Contractor shall not include any sensitive
information in the subject or body of any e-mail. To transmit sensitive information, the Contractor shall
use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption methods to
protect sensitive information in attachments to email. Passwords shall not be communicated in the same
email as the attachment. A sensitive information incident shall not, by itself, be interpreted as evidence
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that the Contractor has failed to provide adequate information security safeguards for sensitive
information or has otherwise failed to meet the requirements of the contract.

(2) If a sensitive information incident involves PII or SPII, in addition to the reporting requirements in
4300A Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as
many of the following data elements that are available at the time the incident is reported, with any
remaining data elements provided within 24 hours of submission of the initial incident report:

(i) Data Universal Numbering System (DUNS);
(ii) Contract numbers affected unless all contracts by the company are affected;
(iii)  Facility CAGE code if the location of the event is different than the prime contractor location;

(iv)  Point of contact (POC) if different than the POC recorded in the System for Award Management
(address, position, telephone, email);

(v) Contracting Officer POC (address, telephone, email);

(vi) Contract clearance level;

(vii))  Name of subcontractor and CAGE code if this was an incident on a subcontractor network;
(xiii)  Government programs, platforms or systems involved;

(ix) Location(s) of incident;

(x) Date and time the incident was discovered;

(xi) Server names where sensitive information resided at the time of the incident, both at the
Contractor and subcontractor level;

(xii))  Description of the Government PII and/or SPII contained within the system;

(xiii)  Number of people potentially affected and the estimate or actual number of records exposed
and/or contained within the system; and

(xiv)  Any additional information relevant to the incident.
Sensitive Information Incident Response Requirements.

(D) All determinations related to sensitive information incidents, including response activities,
notifications to affected individuals and/or Federal agencies, and related services (e.g., credit monitoring)
will be made in writing by the Contracting Officer in consultation with the Headquarters or Component
CIO and Headquarters or Component Privacy Officer.

2) The Contractor shall provide full access and cooperation for all activities determined by the
Government to be required to ensure an effective incident response, including providing all requested
images, log files, and event information to facilitate rapid resolution of sensitive information incidents.

3) Incident response activities determined to be required by the Government may include, but are
not limited to, the following:

(i) Inspections,

(i) Investigations,
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(iii) Forensic reviews, and
@iv) Data analyses and processing.

4 The Government, at its sole discretion, may obtain the assistance from other Federal agencies
and/or third-party firms to aid in incident response activities.

Additional PII and/or SPII Notification Requirements.

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII
resided in the Contractor IT system at the time of the sensitive information incident not later than 5
business days after being directed to notify individuals, unless otherwise approved by the Contracting
Officer. The method and content of any notification by the Contractor shall be coordinated with, and
subject to prior written approval by the Contracting Officer, in consultation with the Headquarters or
Component Privacy Officer, utilizing the DHS Privacy Incident Handling Guidance. The Contractor shall
not proceed with notification unless the Contracting Officer, in consultation with the Headquarters or
Component Privacy Officer, has determined in writing that notification is appropriate.

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor
regarding any resulting notification, the notification method may consist of letters to affected individuals
sent by first class mail, electronic means, or general public notice, as approved by the Government.
Notification may require the Contractor’s use of address verification and/or address location services. At
a minimum, the notification shall include:

@) A brief description of the incident;

(i1) A description of the types of PII and SPII involved;

(iii) A statement as to whether the PII or SPII was encrypted or protected by other means;
@iv) Steps individuals may take to protect themselves;

W) What the Contractor and/or the Government are doing to investigate the incident, to mitigate the
incident, and to protect against any future incidents; and

(vi) Information identifying who individuals may contact for additional information.

Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or
SPII, the Contractor may be required to, as directed by the Contracting Officer:

(D) Provide notification to affected individuals as described above; and/or

2) Provide credit monitoring services to individuals whose data was under the control of the
Contractor or resided in the Contractor IT system at the time of the sensitive information incident for a
period beginning the date of the incident and extending not less than 18 months from the date the
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individual is notified. Credit monitoring services shall be provided from a company with which the
Contractor has no affiliation. At a minimum, credit monitoring services shall include:

(i) Triple credit bureau monitoring;
(i1) Daily customer service;
(iii) Alerts provided to the individual for changes and fraud; and

(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or

(3) Establish a dedicated call center. Call center services shall include:
(i) A dedicated telephone number to contact customer service within a fixed period;
(ii) Information necessary for registrants/enrollees to access credit reports and credit scores;

(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled by
call center staff and must be resolved by call center management or DHS, as appropriate), and other key
metrics;

(iv) Escalation of calls that cannot be handled by call center staff to call center management or DHS,
as appropriate;

W) Customized FAQs, approved in writing by the Contracting Officer in coordination with the
Headquarters or Component Chief Privacy Officer; and

(vi) Information for registrants to contact customer service representatives and fraud resolution
representatives for credit monitoring assistance.

Certification of Sanitization of Government and Government-Activity-Related Files and
Information. As part of contract closeout, the Contractor shall submit the certification to the COR and
the Contracting Officer following the template provided in NIST Special Publication 800-88 Guidelines
for Media Sanitization.

INVOICING

Invoicing instructions: submit invoices via email to the following addresses:

POINTS OF CONTACT
Contracting Officer (CO):
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DHS Program Manager (PM):

Contracting Officer’s Representative (COR)

Final - 7/13/2022
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