@ Homeland
50 Security STOPPING COUNTERFEIT TRAFFICKING ON
E-COMMERCE PLATFORMS THROUGH FINES AND CIVIL PENALTIES

The rapid growth of e-commerce platforms, catalyzed by third-party online marketplaces, has revolutionized the way
products are bought and sold. While this expansion has led to greater trade facilitation, its overall growth has
facilitated online trafficking in counterfeit and pirated goods. American consumers shopping on e-commerce
platforms and online third-party marketplaces now face a significant risk of purchasing counterfeit or pirated goods.
Inadvertently, e-commerce platforms now serve as key contributors to counterfeit trafficking by acting as
intermediaries and providing marketplaces that match-up sellers and unsuspecting buyers.
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Presidential Memorandum on Stopping Counterfeit Trafficking

The President’s Memorandum on Stopping Counterfeit Trafficking on E-Commerce Platforms Through Fines and
Civil Penalties" — the most recent in a line of efforts to address this issue, including the Memorandum on Combating
Trafficking in Counterfeit and Pirated Goods"" and Executive Order 13904, Ensuring Safe and Lawful E-Commerce
for United States Consumers, Businesses, Government Supply Chains, and Intellectual Property Rights™ — instructs
the Department of Homeland Security (DHS) and the Department of Justice (DOJ) to focus enforcement efforts on
e-commerce platforms involved in counterfeit trafficking, strengthen authorities, and increase resources to deter and
address trafficking on e-commerce platforms.

The projected growth of e-commerce fuels mounting fears that the scale of this problem will only increase, especially
under a business-as-usual scenario. Consequently, an effective and meaningful response to the President’s
Memorandum is a matter of national importance.
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FINES AND PENALTIES

DHS and DOJ face significant challenges in effectively implementing fines and penalties that deter the introduction
of intellectual property rights (IPR)-infringing goods into the U.S. supply chain. Competing enforcement and
prosecutorial priorities coupled with the explosion of e-commerce and the exponential increase of violative products
arriving via the express consignment and international mail environments, place enormous demands on limited
resources. The success of utilizing fines and penalties to create a deterrent is frustrated by the fact that many of the
bad actors are non-U.S. entities who are beyond U.S. jurisdiction. Additionally, bad actors within the United States
frequently change their names and addresses to avoid traceability and dodge law enforcement. The volume issues are
exacerbated by the inconsistent verification of the legitimacy of trademarked products offered for sale by e-commerce
platforms, which enables those platforms to be exploited for the purpose of introducing IPR-infringing products into
the U.S. supply chain. The Presidential Memorandum directs DHS and DOJ to collaborate on the establishment of a
more vigorous enforcement framework that overcomes the previously mentioned challenges to achieve a successful
deterrent focused on the e-commerce environment.

The explosion of e-commerce has created a specific challenge to U.S. Customs and Border Protection (CBP) in the
targeting and interdiction of IPR-infringing goods, and the application of fines and penalties associated with IPR
seizures. CBP now encounters approximately 450 million international mail and 150 million express consignment
parcels annually, and the numbers continue to trend upward. The sheer volume of small package imports strains
CBP’s ability to take action on every parcel suspected of containing violative goods. Accordingly, CBP’s efforts
focus on significant recidivist violators and rely on significant collaboration with ICE and DOJ to investigate and
prosecute the violators. The current fines and penalties framework has not been successful in deterring the
introduction of IPR-infringing goods due, in part, to a singular focus on penalties assessed on individual shipments
that are seized and forfeited.

The current enforcement framework focuses on issuing penalties against the importer of record as the responsible
U.S. party. Under the customs laws the importer of record is ultimately responsible for the facts and details regarding
an import entry. Moreover, it is CBP’s policy to issue penalties only against U.S. parties due to a lack of jurisdiction
over foreign parties. However, the relevant penalty statute, 19 U.S.C. § 1526(f) provides the authority to assess
penalties against “any person who directs, assists financially or otherwise, or aids and abets the importation of
merchandise for sale or public distribution . . . .” To establish a successful deterrent, more must be done to identify
other U.S. parties in the e-commerce space that can be held accountable.

Not only foreign sellers cause a challenge for CBP’s collection efforts. Although CBP has legal authority to hold
parties other than the importers accountable for violations, CBP often does not have enough information regarding
parties’ roles in the transactions to hold other interested parties accountable without further investigation by ICE. For
instance, e-commerce business models have a variety of new actors that aid, abet, or assist the transactions, including
payment processors, social media websites, and online marketplaces. The U.S. Government faces challenges in
deterring recidivist action as far up the supply chain as possible due to the difficulty in holding these actors liable for
the trafficking of counterfeit goods through e-commerce lanes.

Without changes to statute, regulation, and policy to address these challenges, the U.S. Government cannot effectively
enforce IPR and deter recidivist violative action. The current landscape also prevents effective deployment of
resources to seize and penalize violative shipments and does not establish strong consequences for violators.

Relevant U.S. Customs and Border Protection Actions
+ CBP shall revise enforcement policy in order to issue fines and penalties on an expanded set of actors
with a financial interest in a shipment. This includes entities who aid and abet or assist financially in
shipments: third-party platforms, financial institutions, freight forwarders, carriers, manufacturer, etc.
¢ CBP shall investigate issuing summons to entities that are a party to suspect import transactions, in an
effort to gain more knowledge about how those transactions moved through e-commerce platforms.




LEGISLATIVE REFORM

Many of the recommendations of DHS’s Report, Combating Trafficking in Counterfeit
and Pirated Goods,” illuminate the need for legislative reform to expand DHS’s
authorities to address the exponential increase in small parcels, and the subsequent influx
of intellectual property violations, since the raising of the de minimis level in 2016.

From 2013 to 2019, express consignment and international mail shipments increased by
168 percent combined, with approximately 600 million express consignment and mail
shipments each year. Even with an increase in staffing of CBP Officers, there are not

enough resources to target, inspect, and process the approximately 1.8 million shipments Jamary 24 2020
per day and ensure that violations are detected. Therefore, DHS requires expanded
enforcement authorities to keep pace with this continuously growing environment. @

Fines and Injunctive Relief

Challenge: The existing enforcement structure for counterfeit violations was not designed for the e-
commerce environment, and — as experience has shown — has not been effective in deterring, or
otherwise preventing, the large-scale importation of counterfeit goods in the e-commerce
environment. Due to the high volume of shipments, the lengthy penalty process, a penalty
structure based solely on value, and the reliance on private entities to enforce parts of the
enforcement structure, many counterfeiters willingly incur the cost of a seized shipment or
paying a penalty when the U.S. Government interdicts a shipment.

Recommendation: Congress should amend Section 526(f) of the Tariff Act of 1930 (19 U.S.C. 1526) to allow for
the United States to seek an injunction against the importers of violative merchandise. In
addition, a civil penalty threshold to match the criminal penalty threshold should be created.

RESOURCE ALLOCATION PROPOSALS

Focused enforcement actions and maximized fines and civil penalties are sure to result in increased caseloads and are
likely to place a significant strain on DOJ personnel across the United States. To alleviate this strain and secure the
resources needed to meet this probable increase in demand for manpower, increased collaboration, both within DOJ
and the interagency, will be essential.

Department of Justice Network Collaboration

DOJ’s relevant decision-making bodies should consider introducing best practices to address IP theft and
counterfeiting concerns. These decision-making bodies include the Attorney General Advisory Committee’s
(AGAC’s) Subcommittee on Cyber and Intellectual Property, the China Initiative Working Group, and the Computer
Crime and Intellectual Property Section (CCIPS).

Recommendation: DHS should coordinate with these DOJ groups to ensure that U.S. Attorneys’ Offices are
equipped with the expertise and guidance needed to ensure that resources are properly targeted
and dispersed to meet increased caseloads and effectively impose the fines and civil penalties
required under the Presidential Memorandum.

This increased coordination would also foster collaboration between DHS, DOJ, and the United
States Patent and Trademark Office (USPTO) to increase awareness across the United States on
the threat posed by trafficking in counterfeit goods through e-commerce. This would build upon




existing USPTO efforts to launch a national public awareness campaign, which was required by
the DHS Report, Combating Trafficking in Counterfeit and Pirated Goods™.

Special Assistant United States Attorney for Trade

Under current arrangements, CBP’s Office of Chief Counsel (OCC) and ICE’s Office of the Principal Legal Advisor
(OPLA) maintain Special Assistant U.S. Attorney (SAUSA) programs to support efforts to secure the border. The
SAUSASs prosecute immigration violations, border-related drug and financial crimes, and other federal border crimes.
As of spring 2020, twenty-nine CBP attorneys in five southwest border offices served as either full-time or
part-time SAUSASs. These SAUSAS rotated to cover border prosecution dockets. In just the first half of Fiscal Year
2020, the contribution of these SAUSAs led to 13,676 convictions and 3,672 court appearances made. In Fiscal Year
2020, nine ICE SAUSAs received 2,185 cases and were responsible for over 400 convictions.

Recommendation: DHS should coordinate with DOJ to utilize the SAUSA program to supplement and bolster the
existing force of attorneys and prosecutors tasked with fulfilling the requirements of the
Presidential Memorandum. The Secretary of Homeland Security should consult with the
Attorney General to develop guidelines and inform efforts to allocate appropriate resources to
ensure that Federal prosecutors accord a high priority to prosecuting offenses related to import
violations as described in this Executive Order. This consultation should include steps to
establish SAUSA programs in U.S. Attorney’s Offices that have a significant nexus to import
violations. These SAUSAs would focus primarily on enforcing criminal and/or civil laws related
to the importation of merchandise contrary to the laws of the United States.

DHS should establish a Memorandum of Understanding (MOU) — or a comparable agreement —
with DOJ to designate CBP and ICE attorneys as SAUSAs for trade. Similar to existing
procedures, the relevant DHS Component offices responsible for staffing the SAUSA positions
will be responsible for the selection of SAUSA candidates who will then be referred to local U.S.
Attorney’s offices to approve the nomination for employment. These SAUSAs will allow for the
increased prosecution of trade cases and deter future violative action through tangible
consequences.
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