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Disclaimer of Liability 1 

The Next Generation First Responder (NGFR) Integration Handbook is provided as guidance, 2 
and does not contain or infer any official requirements, policies, or procedures, nor does it 3 
supersede any existing official emergency operations planning guidance or requirements 4 
documents. The Department of Homeland Security (DHS) Science and Technology Directorate 5 
(S&T) does not provide any warranties of any kind regarding any information contained within. 6 
In no event shall the United States government or its contractors or subcontractors be liable for 7 
any damages, including but not limited to, direct, indirect, special or consequential damages, and 8 
including damages based on any negligence of the United States government or its contractors or 9 
subcontractors, arising out of, resulting from, or in any way connected with this NGFR 10 
Integration Handbook, whether or not based upon warranty, contract, tort, or otherwise, whether 11 
or not injury was sustained from, or arose out of the results of, or reliance upon the NGFR 12 
Integration Handbook. The United States government disclaims all warranties and liabilities 13 
regarding third party copyrighted information, if present in the NGFR Integration Handbook “as 14 
is.” 15 
DHS S&T does not endorse any commercial product or service. Any reference to specific 16 
commercial products, processes, or services by service mark, trademark, manufacturer, or 17 
otherwise, does not constitute or imply its endorsement, recommendation, or favoring by DHS 18 
S&T. 19 
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I. Overview 1 

A. Purpose 2 

This section of the Next Generation First Responder (NGFR) Integration Handbook provides 3 
guidance to technology and product partners to meet technology interoperability requirements 4 
and standards. The document supports prototyping activities in which vendors, responders and 5 
other stakeholders cooperate to provide realistic design implementation and capability 6 
deployment tests. 7 

B. Scope 8 

This document covers the interoperability requirements of information systems, hardware, 9 
software devices and software subsystems that fulfill a set of initial Responder SmartHub 10 
requirements. This technical supplement identifies data flows and interface standards that will 11 
help industry develop products that meet these requirements. Wherever possible, the document 12 
describes existing standards and practices, and avoids proposing the creation of new standards. 13 
Numerous design and implementation issues will have to be determined before all components 14 
of fully functioning Responder SmartHub systems can be put into service as commercial 15 
products. This document is neither a product specification nor a conformance test document; it is 16 
limited to providing sufficient guidance to support effective prototyping and technology 17 
maturation activities. 18 

II. Interface Specifications 19 

A. Core Interface Connections 20 

The core interface connections and data format are shown in Figure 1. 21 

 22 
Figure 1: Responder SmartHub Location Module Internal Block Diagram 23 
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Table 1 through Table 8 provide the expected prototypes and values for the Location Module-1 
Controller Module interfaces. 2 

Table 1: Location Module Interface 3 

ILocationModule 

Method 
Signature 

public boolean Connect (IController_LocationUpdate) 

Description Connects to a location module. Provides a reference to an 
IController_LocationUpdate interface, so position updates 
can be returned. Returns success or failure. 

Returns Boolean 

Parameters IController_LocationUpdate – reference to Responder 
SmartHub 

Intended 
Usage 

 

Method 
Signature 

public boolean Disconnect () 

Description  Disconnects from a location module. Returns success or 
failure. 

Returns Boolean 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public integer Status () 

Description Returns the status flag from a location module. 

Returns integer 

Parameters none 

Intended 
Usage 

 

Method 
Signature 

public integer identifier (ID) () 

Description  Returns a unique identifier from a location module. 

Returns integer 

Parameters none 

Intended 
Usage 
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ILocationModule 

Method 
Signature 

public PositionType GetPositionType () 

Description  Returns the position type supported by a location module. 

Returns integer 

Parameters none 

Intended 
Usage 

 

 1 
Table 2: Controller Module-Location Module Update Interface 2 

IController_LocationUpdate 

Method 
Signature 

public IPosition PositionUpdate () 

Description Returns a new position from a location module to 
controller. 

Returns IPosition 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public string Error () 

Description Returns an error in string format from a location module to 
controller. 

Returns String 

Parameters None 

Intended 
Usage 

 

 3 
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Table 3: Position Interface 1 

IPosition 

Method 
Signature 

public datetime Date () 

Description  Returns the date and time of a position reading. 

Returns Datetime 

Parameters None 

Intended 
Usage 

 

 2 
Table 4: IWGS84 Position Interface 3 

IWGS84Position – Inherits from IPosition 

Method 
Signature 

public float Latitude () 

Description  Returns the latitude [World Geodetic System 1984  
(WGS84)] of an object in decimal minutes. 

Returns Float 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public float Longitude () 

Description  Returns the longitude (WGS84) of an object in decimal 
minutes. 

Returns Float 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public float Altitude () 

Description Returns the altitude (above mean sea level) of an object in 
meters. 

Returns Float 

Parameters None 

Intended 
Usage 
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IWGS84Position – Inherits from IPosition 

Method 
Signature 

public float Accuracy () 

Description: Returns the estimated accuracy of the x, y and z 
coordinates as a percentage. 

Returns Float 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public float Heading () 

Description  Returns the heading of an object in decimal degree format. 

Returns Float 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public float Speed () 

Description Returns the calculated speed of an object in meters per 
second (m/s). 

Returns Float 

Parameters None 

Intended 
Usage 

 

 1 
Table 5: Grid Position Interface 2 

IGridPosition – Inherits from IPosition 

Method 
Signature 

public string GridZone() 

Description Returns the grid zone identifier. 

Returns String 

Parameters None 

Intended 
Usage 
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IGridPosition – Inherits from IPosition 

Method 
Signature 

public string 100KID() 

Description Returns the 100,000-meter square identifier. 

Returns String 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public integer Coordinates() 

Description  Returns an integer representing easting and northing 
values. 

Returns Integer 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public CoordinatePrecision Precision() 

Description Returns an enumeration representing the number of digits 
used in the Coordinates value. 

Returns CoordinatePrecision enumeration 

Parameters None 

Intended 
Usage 

Because leading zeros are truncated, this value helps 
determine the expected precision level of the grid 
coordinates. 

Method 
Signature 

public GridType Type() 

Description Returns an enumeration representing the type of grid 
system used. 

Returns GridType enumeration 

Parameters None 

Intended 
Usage 

 

 1 
Table 6: Position Type Enumeration 2 

PositionType 

Enumeration Decimal Hexadecimal Description 

WGS84 0 0000 Position using WGS84 
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PositionType 

Enumeration Decimal Hexadecimal Description 

Grid 1 0001 Position using a grid system 

Other 2 0002 Position using other, unspecified system 

 1 
Table 7: Coordinate Precision Enumeration 2 

CoordinatePrecision 

Enumeration Decimal Hexadecimal Description 

TwoDigits 2 0002 2 Digit Coordinate – 10 kilometer (KM) 

FourDigits 4 0004 4 Digit Coordinate – 1 KM 

SixDigits 6 0006 6 Digit Coordinate – 100 meter (M) 

EightDigits 8 0008 8 Digit Coordinate – 10 M 

TenDigits 10 000A 10 Digit Coordinate – 1M 

 3 
Table 8: Grid Type Enumeration 4 

GridType 

Enumeration Decimal Hexadecimal Description 

Unknown 0 0000 Unknown grid system 

USNG 1 0001 U.S. National Grid System 

MGRS 2 0002 Military Grid Reference System 

UTM 3 0003 Universal Transverse Mercator System 

 5 
 6 
 7 

B. Power Module-Controller Module Interfaces1  8 

This section describes the interfaces between the Power Module (PM) and the Controller Module 9 
(CM). This information is provided as an expansion of the Smart Battery Data Specification to 10 
provide the necessary functionality between these two modules. 11 
The two main interfaces between these modules are the IPowerModule interface and the 12 
IController_PowerUpdate interface. IPowerModule supports communication from the controller 13 
to the Power Module, while IController_PowerUpdate supports communication from the Power 14 

                                                 
1 The PM-CM Interfaces are derived from the Smart Battery Data Specification revision 1.1, December 11, 1998. 
Found at http://smartbattery.org/specs/sbdat110.pdf 

http://smartbattery.org/specs/sbdat110.pdf
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Module to the controller. Communication between these modules is also supported by secondary 1 
interfaces and enumerations, which represent discrete pieces of information. 2 
This interface is described in Table 9. 3 

Table 9: Power Module-Controller Module Interface 4 

Interface/Enumeration Description 

IPowerModule Main interface from the controller to PM. Provides module 
status, battery status and battery meta-data. 

IController_PowerUpdate Main interface from PM to controller. Provides a warning alarm 
to the controller. 

EBatteryStatus Enumeration describing the battery status.  

 5 
The PM interface connections and data format are shown in Figure 2. 6 

 7 
Figure 2: Responder SmartHub Power Module Internal Block Diagram 8 

Table 10 through Table 12 provide the expected prototypes and values for the Power Module-9 
Controller Module interfaces.10 
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Table 10: IPowerModule Interface 1 

IPowerModule 

Method 
Signature 

public boolean Connect (IResponder SmartHub_PowerUpdate) 

Description  Connects to a Power Module. Provides a reference to an 
IController_PowerUpdate interface, so warnings can be 
returned. Returns success or failure. 

Returns boolean 

Parameters IController_PowerUpdate 

Intended 
Usage 

 

Method 
Signature 

public boolean Disconnect () 

Description  Disconnects from a Power Module. Returns success or 
failure. 

Returns boolean 

Parameters none 

Intended 
Usage 

 

NOTE* - Information on the additional interfaces can be found in the Smart Battery Data 2 
Specification revision 1.1. 3 

Table 11: IController_PowerUpdate Interface 4 

IController_PowerUpdate 

Method 
Signature 

public EBatteryStatus AlarmWarning() 

Description Returns a battery alarm/warning to the controller. 

Returns EBatteryStatus 

Parameters none 

Intended 
Usage 

 

 5 
Table 12: EBatteryStatus Enumeration 6 

EBatteryStatus 

Enumeration Decimal Hexadecimal Description 

Fully_Discharged 16 0010  

Fully_Charged 32 0020  
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EBatteryStatus 

Enumeration Decimal Hexadecimal Description 

Discharging 64 0040  

Initialized 128 0080  

Remaining_Time_Alarm 256 0100  

Remaining_Capacity_Alarm 512 0200  

Terminate_Discharge_Alarm 2048 0800  

Over_Temp_Alarm 4096 1000  

Terminate_Charge_Alarm 16384 4000  

Over_Charged_Alarm 32768 8000  

 1 

C. Communications Module-Controller Module Interfaces 2 

This section describes the interfaces between the Communications Module and the Controller 3 
Module. This information is provided because the various Open Geospatial Consortium (OGC) 4 
standards do not provide a standard for communication between a Communications Hub and a 5 
controller. 6 
The two main interfaces between these modules are the ICommsModule interface and the 7 
Responder SmartHub_CommsUpdate interface. ICommsModule supports communication from 8 
the Controller Module to the communications module, while IResponder 9 
SmartHub_CommsUpdate supports communication from the communications module to the 10 
Controller Module. Communication between these modules is also supported by secondary 11 
interfaces and enumerations, which represent discrete pieces of information. 12 
This interface is described in Table 13. 13 

Table 13: Communications Module-Controller Module Interface 14 

Interface/Enumeration Description 

ICommsModule Main interface from the controller to communications 
module. Provides module status, list of available networks, 
data transmission information, network naming standards and 
network interface acquisition information. 

IController_CommsUpdate Main interface from communications module to controller. 
Provides inbound information updates, network status and 
sending status. 

INetwork Represents a particular communications module network, 
including unique identifier, meta-information, status and 
signal strength (as applicable).  
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Interface/Enumeration Description 

IData Represents an atomic piece of information sent or received by 
the communications module. 

NetworkVisibility Enumeration describing the security aspect of a network. 

NetworkStatus Enumeration describing the status of a network. 

NetworkType Enumeration describing the type of a network. 

NetworkAreaType Enumeration describing the area profile of a network. 

NetworkStrengthSimple Enumeration describing the qualitative signal strength of a 
network. 

The communications module internal block diagram is shown in Figure 3. 1 

 2 
Figure 3: Responder SmartHub Communications Module Internal Block Diagram 3 

Table 14 through Table 22 provide the expected prototypes and values for this interface. 4 
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Table 14: Communications Module Interface 1 

ICommsModule 

Method 
Signature 

public boolean Connect(IController_CommsUpdate) 

Description Connects to a communications module. Provides a 
reference to an IController_CommsUpdate interface, so 
position updates can be returned. Returns success or 
failure. 

Returns Boolean 

Parameters IController_CommsUpdate 

Intended 
Usage 

 

Method 
Signature 

public boolean Disconnect () 

Description Disconnects from a communications module. Returns 
success or failure. 

Returns Boolean 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public INetwork[] AvailableNetworks () 

Description Returns an array of networks configured in the 
communications module. 

Returns array of INetwork interfaces 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public void SendData (IData) 

Description  Requests the communications module send the information 
contained in the IData parameter out of a network in an 
unsecured manner. 

Returns None 

Parameters IData – information to send unsecured 

Intended 
Usage 
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ICommsModule 

Method 
Signature 

public void SendSecureData (IData) 

Description  Requests the communications module send the information 
contained in the IData parameter out of a network in a 
secured manner. 

Returns None 

Parameters IData – information to send securely 

Intended 
Usage: 

 

Method 
Signature 

public string GetSendFailure (integer) 

Description Returns a string containing information about a failed send 
request using the send request ID. 

Returns string – Error description 

Parameters integer – Data ID 

Intended 
Usage 

 

Method 
Signature 

public INetwork GetNetwork (integer) 

Description Returns a reference to the requested network interface. 

Returns INetwork 

Parameters integer – Network ID 

Intended 
Usage 

 

Method 
Signature 

public void SetNetworkFriendlyName (integer, string) 

Description Sets a friendly name (human readable) for a network. 

Returns None 

Parameters integer – Network ID 
string – Friendly Name 

Intended 
Usage 

 

 1 
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Table 15: Controller Module-Communications Update Interface 1 

IController_CommsUpdate 

Method 
Signature 

public IDiscreteSensorData ReceivedSensorData () 

Description  Returns an IDiscreteSensorData containing information 
received from a sensor. 

Returns IDiscreteSensorData 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public IData ReceivedExternalData () 

Description Returns an IData containing information received by 
communications module. 

Returns IData 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public INetwork NetworkStatus () 

Description Returns the status of a network. 

Returns INetwork 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public integer SendSucceeded () 

Description Returns the ID of a successful send request. 

Returns integer 

Parameters none 

Intended 
Usage 
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IController_CommsUpdate 

Method 
Signature 

public integer SendFailed () 

Description:  Returns the ID of a failed send request. 

Returns integer 

Parameters none 

Intended 
Usage 

The returned send request ID can be used with 
ICommsModule::GetSendFailure to obtain more detailed 
information about why the send request failed. 

 1 
Table 16: Data Interface 2 

IData 

Method 
Signature 

public integer ID () 

Description  Returns a unique identifier for this information. 

Returns Integer 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public integer Priority () 

Description  Returns the priority (0-100) of this information.  

Returns integer 

Parameters none 

Intended 
Usage 

0 is the lowest priority and 100 is the highest 

Method 
Signature 

public string[] DestinationURLs () 

Description Returns an array of strings representing the destinations of 
this information. 

Returns array of strings 

Parameters none 

Intended 
Usage 
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IData 

Method 
Signature 

public byte[] Data () 

Description Returns an array of bytes representing the information to be 
sent. 

Returns array of bytes 

Parameters none 

Intended 
Usage 

 

 1 
Table 17: Network Interface 2 

INetwork 

Method 
Signature 

public integer ID () 

Description  Returns a unique identifier for this network. 

Returns Integer 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public integer Type () 

Description Returns an integer flag identifying the type of the network. 

Returns Integer 

Parameters None 

Intended 
Usage 

The type is intended to be a set of logically OR’d 
NetworkType enumeration values. 

Method 
Signature 

public integer AreaType () 

Description  Returns an integer identifying the area of the network.  

Returns Integer 

Parameters None 

Intended 
Usage 

The value returned should represent one of the 
NetworkAreaType enumeration values. 
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INetwork 

Method 
Signature 

public integer Visibility () 

Description  Returns an integer identifying the visibility of the network.  

Returns Integer 

Parameters None 

Intended 
Usage 

The value returned should represent one of the 
NetworkVisibility enumeration values. 

Method 
Signature 

public integer Status () 

Description Returns an integer flag identifying the status of the network. 

Returns Integer 

Parameters None 

Intended 
Usage 

The type is intended to be a set of logically OR’d 
NetworkStatus enumeration values. 

Method 
Signature 

public float SignalStrengthValue () 

Description  Returns the current signal strength of the network in 
decimal format. 

Returns Float 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public integer SignalStrengthSimple () 

Description  Returns the current signal strength of the network as an 
enumeration value. 

Returns Integer 

Parameters None 

Intended 
Usage 

The value returned should represent one of the 
NetworkStrengthSimple enumeration values. 

Method 
Signature 

public string GetFriendlyName () 

Description Returns the friendly name of the network. 

Returns string 

Parameters None 

Intended 
Usage 

 

 1 
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Table 18: Network Area Type Enumeration 1 

NetworkAreaType 

Enumeration Value Description 

Personal 0 Personal area network 

Mesh 1 Mesh network 

Adhoc 2 Adhoc network 

Incident 3 Incident area network 

Enterprise 4 Enterprise area network 

Other 5 Unknown/other network 

 2 
Table 19: Network Type Enumeration 3 

NetworkType 

Enumeration Value Description 

Unknown 0 Unknown network type 

Radio_Voice 1 Radio network supporting voice communication only 

Radio_Data 2 Radio network supporting voice and data communication 

Wi-Fi 3 802.11 ac network 

Bluetooth_LE 4 Bluetooth Low Energy (BLE) network 

Bluetooth_BREDR 5 Bluetooth Basic Rate/Enhanced Data Rate (BREDR) 
network 

Cellular_Voice 6 Cellular network supporting voice communication only 

Cellular_3G 7 Cellular network supporting voice and Third Generation 
(3G) data communication 

Cellular_LTE 8 Cellular network supporting voice and Long Term Evolution 
(LTE) data communication 

FirstNet 9 FirstNet LTE network 

 4 
Table 20: Network Status Enumeration 5 

NetworkStatus 

Enumeration Value Description 

Unknown 0 Unknown network status 

NotConnected 1 Connection has not been established to the network 
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NetworkStatus 

Enumeration Value Description 

Connecting 2 Attempting to establish a connection to the network 

Connected 4 Connection established with the network 

Available 8 Network is available to send/receive information 

Unavailable 16 Network is not available to send/receive information 

Error 32 Network and/or connection is in an error state 

Securing 64 Attempting to establish a secure connection to the network 

Secured 128 Secure connection established with the network 

 1 
Table 21: Network Strength Simple Enumeration 2 

NetworkStrengthSimple 

Enumeration Value Description 

No 0 No signal strength 

Poor 1 Poor signal strength  

Low 2 Low signal strength 

Average 3 Average signal strength 

Good 4 Good signal strength 

 3 
Table 22: Network Visibility Enumeration 4 

NetworkVisibility 

Enumeration Value Description 

Unknown 0 Unknown/non-applicable network visibility 

Open 1 Unsecured open network 

Secure 2 Secured network 

 5 

D. Location Module–Controller Module Interfaces 6 

This section describes the interfaces between the Location Module (LM) and the Controller 7 
Module. This information is provided because the various OGC sensor standards do not provide 8 
a standard for communication between a Location Module and a Controller Module. 9 
The two main interfaces between these modules are the ILocationModule interface and the 10 
IController_LocationUpdate interface. ILocationModule supports communication from the 11 
controller to the location module, while IController_LocationModule supports communication 12 
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from the location module to the controller. Communication between these modules is also 1 
supported by secondary interfaces and enumerations, which represent discrete pieces of 2 
information. This interface is described in Table 23. 3 

Table 23: Location Module-Controller Module Interface 4 

Interface/Enumeration Description 

ILocationModule Main interface from the controller to location module. 
Provides module status, identification (ID) and connection 
methods. 

IController_LocationUpdate Main interface from location module to controller. Provides 
position updates and error information. 

IPosition Abstract interface for position. Provides the date and time of 
a position reading. 

IGridPosition Inherits from IPosition. Provides a position represented by a 
grid coordinate system, such as USNG, UTM or MGRS. 

IWGS84Position Inherits from IPosition. Provides a position using WGS84. 

GridType Enumeration describing the available types of grid systems 
used by IGridPosition. 

PositionType Enumeration describing the type of position supported by the 
location module. 

CoordinatePrecision Enumeration describing the grid level (i.e., number of 
coordinate digits). 

 5 

E. Sensor Module-Controller Module Interfaces 6 

This section describes the interfaces between the Sensor Module and the Controller Module. The 7 
two main interfaces between these modules are the ISensorModule interface and the 8 
IController_SensorUpdate interface. ISensorModule supports communication from the controller 9 
to the sensor module, while IController_SensorUpdate supports communication from the sensor 10 
module to the controller. Communication between these modules is also supported by secondary 11 
interfaces and enumerations, which represent discrete pieces of information. 12 
The interfaces are described in Table 24. 13 

Table 24: Sensor Module-Controller Module Interfaces 14 

Interface/Enumeration Description 

ISensorModule Main interface from the controller to sensor module.  

IController_SensorUpdate Main interface from sensor module to controller.  

ISensor Represents a particular sensor module sensor.  

IStreamSensor Represents a sensor capable of streaming data. 
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Interface/Enumeration Description 

IDiscreteSensorData Represents an atomic piece of information sent from a sensor. 

PrimarySensorType Enumeration describing the primary sensor types. 

PhysiologicalSensorType Enumeration describing the set of available physiological 
sensors. 

ChemicalSensorType Enumeration describing the set of available chemical sensors. 

BiologicalSensorType Enumeration describing the set of available biologic sensors. 

DataUpdateType Enumeration describing how the sensor sends data. 

StreamConnectionType Enumeration describing the type of connection needed to 
connect to a streaming sensor. 

 1 
The sensor module interface connections and data format are shown in Figure 4. 2 

 3 
Figure 4: Responder SmartHub Sensor Module Internal Block Diagram 4 

Table 25 through Table 35 provide the expected prototypes and values for these interfaces. 5 
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Table 25: Sensor Module Interface 1 

ISensorModule 

Method 
Signature 

public boolean Connect (IController_SensorUpdate) 

Description  Connects to a sensor module. Provides a reference to an 
IController_SensorUpdate interface, so sensor information 
can be returned. Returns success or failure. 

Returns Boolean 

Parameters IController_SensorUpdate 

Intended 
Usage 

 

Method 
Signature 

public boolean Disconnect () 

Description  Disconnects from a sensor module. Returns success or 
failure. 

Returns Boolean 

Parameters None 

Intended 
Usage 

 

Method 
Signature 

public integer ID () 

Description  Returns the unique identifier for the sensor module. 

Returns integer 

Parameters none 

Intended 
Usage 

 

Method 
Signature 

public ISensor[] AvailableSensors () 

Description  Returns an array of the available sensors for this sensor 
module. 

Returns array of ISensor interfaces 

Parameters none 

Intended 
Usage 
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ISensorModule 

Method 
Signature 

public IDiscreteSensorData ReadOnce (integer) 

Description Returns a single sensor reading from the requested sensor. 

Returns IDiscreteSensorData 

Parameters integer – ID of the sensor to read 

Intended 
Usage 

 

Method 
Signature 

public string GetSensorError (integer) 

Description Returns the error information for the requested sensor. 

Returns string 

Parameters integer – ID of the errored sensor 

Intended 
Usage 

 

Method 
Signature 

public void SetSensorFriendlyName (integer, string) 

Description Sets a friendly name (human readable) for a sensor. 

Returns none 

Parameters integer – Sensor ID 
string – Friendly Name 

Intended 
Usage 

 

Method 
Signature 

public void StartReading (integer) 

Description Requests a sensor to start taking readings. 

Returns void 

Parameters integer – ID of sensor 

Intended 
Usage 

 

Method 
Signature 

public void StopReading (integer) 

Description Requests a sensor to stop taking readings. 

Returns none 

Parameters integer – ID of sensor 

Intended 
Usage 

 

 1 
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Table 26: IController_SensorUpdate Interface 1 

IController_SensorUpdate 

Method 
Signature 

public void SensorData (IDiscreteSensorData) 

Description  Informs the controller new sensor data has been read. 

Returns none 

Parameters IDiscreteSensorData – interface to new sensor data 

Intended 
Usage 

 

Method 
Signature 

public void NewSensor (ISensor) 

Description  Informs the controller a new sensor is available to read data. 

Returns none 

Parameters ISensor – interface to new sensor 

Intended 
Usage 

 

Method 
Signature 

public void SensorError (integer) 

Description  Informs the controller a sensor has an error condition. 

Returns none 

Parameters integer – ID of errored sensor 

Intended 
Usage 

 

Method 
Signature 

public void RemovedSensor(integer) 

Description Informs the controller a sensor has been removed and is no 
longer available. 

Returns none 

Parameters integer – ID of removed sensor 

Intended 
Usage 

 

 2 
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Table 27: ISensor Interface 1 

ISensor 

Method 
Signature 

public integer ID () 

Description Returns the unique identifier for the sensor. 

Returns integer 

Parameters none 

Intended 
Usage 

 

Method 
Signature 

public DataUpdateType UpdateType () 

Description  Returns an enumeration representing how the sensor returns 
data (i.e., discretely or streaming). 

Returns DataUpdateType 

Parameters none 

Intended 
Usage 

 

Method 
Signature 

public PrimarySensorType PrimaryType () 

Description Returns the primary type of the sensor. 

Returns PrimarySensorType 

Parameters none 

Intended 
Usage 

 

Method 
Signature 

public integer SecondaryType () 

Description Returns a more specific type of sensor as an integer. 

Returns integer 

Parameters none 

Intended 
Usage 

Represents one or more values from the more specific 
sensor type enumerations (e.g., ChemicalSensorType 
enumeration). 
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ISensor 

Method 
Signature 

public integer Status () 

Description Returns the current status of the sensor as an integer flag. 

Returns integer 

Parameters none 

Intended 
Usage 

Allowed sensor status values are TBD. 

Method 
Signature 

public string FriendlyName () 

Description  Returns the friendly name (human readable) name of the 
sensor.  

Returns string 

Parameters none 

Intended 
Usage 

 

Method 
Signature 

public IPosition Location () 

Description Returns the current position of the sensor. 

Returns IPosition 

Parameters none 

Intended 
Usage 

If the sensor does not support geolocation, a NULL value 
will be returned. 

 1 
Table 28: IStreamSensor Interface 2 

IStreamSensor – Inherits from ISensor 

Method 
Signature 

public string Address() 

Description Returns the address used to connect to a streaming sensor. 

Returns string 

Parameters none 

Intended 
Usage 
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IStreamSensor – Inherits from ISensor 

Method 
Signature 

public integer Port() 

Description Returns the port number used to connect to a streaming 
sensor. 

Returns integer 

Parameters none 

Intended 
Usage 

 

Method 
Signature 

public StreamConnectionType ConnectionType() 

Description  Returns the type of connection required by a streaming 
sensor. 

Returns StreamConnectionType 

Parameters none 

Intended 
Usage 

The value returned should represent one of the 
StreamConnectionType enumeration values. 

 1 
Table 29: IDiscreteSensorData Interface 2 

IPowerModule 

Method 
Signature 

public integer SensorID() 

Description Returns the unique identifier of sensor that sent this data. 

Returns integer 

Parameters none 

Intended 
Usage 

 

Method 
Signature 

public byte[] Data() 

Description Returns the sensor data in the format of an array of bytes. 

Returns array of bytes 

Parameters none 

Intended 
Usage 

This data represents one atomic reading from a sensor. 
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IPowerModule 

Method 
Signature 

public datetime DateRead() 

Description Returns when the sensor reading occurred. 

Returns datetime 

Parameters none 

Intended 
Usage 

 

Method 
Signature 

public IPosition Location() 

Description: Returns the position of the sensor at the time of the reading. 

Returns IPosition 

Parameters none 

Intended 
Usage 

 

 1 
Table 30: Primary Sensor Type Enumeration 2 

PrimarySensorType 

Enumeration Decimal Hexadecimal Description 

Unknown 0  Unknown primary sensor type 

Physiological 1  Physiological sensor 

Chemical 2  Chemical agent sensor 

Biological 3  Biological agent sensor 

Radiological 4  Radiological particle sensor  

Threat 5  Threat sensor 

Intelligence, 
Surveillance, 
Reconnaissance 
(ISR) 

6  Audio/Video sensors 

 3 
Table 31: Physiological SensorType Enumeration 4 

PhysiologicalSensorType 

Enumeration Decimal Hexadecimal Description 

Unknown 0 0000 Unknown physiological sensor 

HeartRate 1 0001 Heart rate sensor 
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PhysiologicalSensorType 

Enumeration Decimal Hexadecimal Description 

BloodPressure 2 0002 Blood pressure sensor 

Oximetry 4 0004 Blood oxygen saturation sensor 

Respiration 8 0008 Respiration sensor 

Temperature 16 0010 Body temperature sensor 

Hydration 32 0020 Hydration sensor 

Glucose 64 0040 Blood sugar sensor 

 1 
Table 32: Chemical SensorType Enumeration 2 

ChemicalSensorType 

Enumeration Decimal Hexadecimal Description 

Unknown 0 0000 Unknown chemical agent sensor 

Methane 1 0001 Methane sensor 

HydrogenCyanide 2 0002 Hydrogen cyanide sensor 

Acid 4 0004 Acid sensor 

Chlorine 8 0008 Chlorine sensor 

Diborane 16 0010 Diborane sensor 

HydrogenFluoride 32 0020 Hydrogen fluoride sensor 

HydrogenSulfide 64 0040 Hydrogen sulfide sensor 

Iodine 128 0080 Iodine sensor 

NitrogenDioxide 256 0100 Nitrogen dioxide sensor 

Phosgene 512 0200 Phosgene sensor 

Phosphine 1024 0400 Phosphine sensor 

SulfurDioxide 2048 0800 Sulfur dioxide sensor 

Oxygen 4096 1000 Oxygen sensor 

 3 
Table 33: Biological SensorType Enumeration 4 

BiologicalSensorType 

Enumeration Decimal Hexadecimal Description 

Unknown 0 0000 Unknown biologic agent sensor 
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BiologicalSensorType 

Enumeration Decimal Hexadecimal Description 

Anthrax 1 0001 Anthrax sensor 

SmallPox 2 0002 Small pox sensor 

Botulism 4 0004 Botulism sensor 

BubonicPlague 8 0008 Bubonic plague sensor 

HemorrhagicFever 16 0010 Hemorrhagic fever sensor 

 1 
Table 34: Data Update Type Enumeration 2 

DataUpdateType 

Enumeration Decimal Hexadecimal Description 

Discrete 0 0000 Sensor capable of atomically sending data 

Stream 1 0001 Sensor capable of continuously streaming data 

 3 
Table 35: Stream Connection Type Enumeration 4 

StreamConnectionType 

Enumeration Decimal Hexadecimal Description 

TCPIP 0 0000 Transmission Control Protocol (TCP)/Internet 
Protocol (IP) connection 

UDP 1 0001 User Datagram Protocol (UDP) broadcast 

Multicast 2 0002 Multicast broadcast 

 5 

F. Input/Output Module-Controller Module Interfaces 6 

This section describes the interfaces between the Input/Output (I/O) Module and the Controller 7 
Module. The two main interfaces between these modules are the IIOModule interface and the 8 
IController_IOUpdate interface. IIOModule supports communication from the controller to the 9 
I/O module, while IController_IOUpdate supports communication from the I/O module to the 10 
controller. Communication between these modules is also supported by secondary interfaces and 11 
enumerations, which represent discrete pieces of information. 12 
These interfaces are described in Table 36. 13 
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Table 36: I/O Module-Controller Module Interface 1 

I/O Module Controller Interface 

Interface/Enumeration Description 

IIOModule Main interface from the Responder SmartHub to 
I/O Module. To be developed. 

IController_IOUpdate Main interface from I/O Module to Responder 
SmartHub. To be developed. 

 2 
Responder SmartHub Figure 5 provides the expected prototypes and values for the I/O Module-3 
Controller Module interfaces as part of the overall module connections. Figure 6 shows the I/O 4 
connections as the interface with the Comms Hub. 5 

 6 
Figure 5: Core Module Block Diagram 7 
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 1 
Figure 6: Communications Module Interfaces 2 

III. Agency/Inter-agency Interface Specification 3 

This section provides the details of the Responder SmartHub’s external facing interfaces, 4 
including its data architecture. The Responder SmartHub utilizes several data standards to 5 
communicate with external entities. These standards include Organization for the Advancement 6 
of Structured Information Standards (OASIS) family of Emergency Data Exchange Language 7 
(EDXL) standards and National Information Exchange Model (NIEM) Emergency Management 8 
Domain (EMD) Information Exchange Packages (IEPs). Sections A and B below describe data 9 
languages developed to facilitate communications between an agency’s back office systems 10 
(Computer Assisted Dispatch (CAD), Situational Awareness (SA), geographic information 11 
system (GIS), etc.) and between agencies.   12 
Section C, which describes communications from the on-body suite, is taking on a different 13 
approach that will bring it more in line with Internet of Things (IoT) and Smart Cities sensor 14 
standards. There are a variety of reasons for this change. One of the major thrusts of the NGFR 15 
program is to provide sensor capabilities for responders to improve an agency’s situational 16 
awareness capabilities. The other concern is that there may be constrained communications 17 
capabilities and therefore the handbook proposes a very concise messaging scheme to minimize 18 
bandwidth requirements for sensor messaging. To this end, the handbook looks at Message 19 
Queuing Telemetry Transport (MQTT) and Java Script Object Notation (JSON) data encoding to 20 
minimize traffic generated by the SmartHub to the agency. Further, this approach should 21 
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facilitate the ability to utilize commercial IoT services as these are some of the underpinnings of 1 
many of the commercial offerings. 2 

A. Emergency Data Exchange Language Distribution Element  3 

The OASIS EDXL Distribution Element (DE) standard is designed to be a meta-data wrapper 4 
around other Extensible Markup Language (XML)-based data standards. The meta-data 5 
information in the distribution element describes various aspects of the enclosed information 6 
without having to understand that information explicitly. The distribution element can describe 7 
who the information is from, who the information is for, where the information is from, the 8 
urgency of the information and the classification of the information, among other fields. This 9 
capability provides the ideal platform for distributing information in a chaotic environment, such 10 
as an emergency incident where the sender may not always know exactly where their 11 
information needs to be sent, and an information consumer may not always know exactly who is 12 
sending the information. The distribution element meta-data provides an excellent mechanism 13 
for describing important information in a general “manner” so the right recipients can receive 14 
that information even if the senders do not have direct knowledge of them. 15 

1. Distribution Element v1.0 vs v2.0 16 

Currently, distribution element version 1.0 (DE v1) is the only officially approved OASIS 17 
data standard. However, DE version 2.0 (DE v2) is a committee specification awaiting final 18 
approval. DE v2 offers several advantages over DE v1, which should be considered when 19 
determining which version to use in the Responder SmartHub.  20 

a. Improved Location 21 

DE v1 provided the ability to specify 1 or more “target areas” to describe the location of the 22 
DE content. However, it lacked the ability to specify how multiple “target areas” were related 23 
(i.e., union, intersection, etc.) and what the meaning of the “target areas” was (i.e., source 24 
area, distribution area). DE v2 added these capabilities, so someone using DE v2 can now 25 
specify that the union of two geographic polygons is the source location of the DE content. 26 
DE v1 could not do this. 27 

b. Content Linking 28 

One of the limitations of DE v1 was the inability to define the relationship between pieces of 29 
content (content objects). Both versions of DE can contain more than one content object, 30 
such as an image and a field report, for example. DE v1 provided no ability to specify that 31 
these objects were related, and it had to be assumed. DE v2 added a linking capability so the 32 
sender can now specify if and how multiple content objects are related. 33 

c. Community Extensions 34 

The committee members working on DE v2 recognized that communities may require 35 
additional information that may not have been specified in DE v2. Both versions of DE allow 36 
for arbitrary XML to be added to the content meta-data description. DE v2 went one step 37 
further and provided a more structured approach to adding new information to the DE. DE v2 38 
supports adding name/value pairs as an extension to the DE. This allows a more structured 39 
approach to providing additional data than arbitrary XML. This approach enables faster 40 
usage and adoption of new information than entirely new XML structures. 41 
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2. DE v1 Structure 1 

Figure 7 is from the DE v1 approved specification from OASIS. It represents the high-level 2 
data structure of DE v1. Both non-XML content and XML content can be wrapped with the 3 
DE. The non-XML content can contain base-64 encoded content or a Uniform Resource 4 
Locator (URL) to externally hosted content. This is useful for sending embedded imagery or 5 
links to external video streams. 6 

 7 
Figure 7: Distribution Element (DE) Version 1 Data Structure2 8 

3. DE v2 Structure 9 

Figure 8 is from the DE v2 committee specification from OASIS. It represents the high-level 10 
data structure of DE v2. Like DE v1, it supports both non-XML content and XML content. 11 
The DE v2 data structure is more complex than the DE v1 data structure, but it also supports 12 
the improvements described above.  13 

                                                 
2 Found at: http://docs.oasis-open.org/emergency/edxl-de/v1.0/EDXL-DE_Spec_v1.0.doc 

http://docs.oasis-open.org/emergency/edxl-de/v1.0/EDXL-DE_Spec_v1.0.doc
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 1 
Figure 8: Distribution Element Version 2 Data Structure3 2 

                                                 
3 Found at: http://docs.oasis-open.org/emergency/edxl-de/v2.0/cs02/edxl-de-v2.0-cs02.odt 

http://docs.oasis-open.org/emergency/edxl-de/v2.0/cs02/edxl-de-v2.0-cs02.odt
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B. NIEM Emergency Management Domain Emergency Management 1 
Loose Coupler IEP 2 

NIEM is a federally supported effort to standardize how 3 
information is identified and structured in the exchange of 4 
information between organizations. NIEM provides a 5 
methodology to develop an information exchange, which 6 
defines what information is exchanged and how the 7 
information is formatted and structured. Existing NIEM 8 
information exchanges are categorized into domains, such as 9 
the emergency management domain, which contain 10 
information that pertains to a similar mission or need. The 11 
available domains are depicted in Figure 9.  12 
Within the Emergency Management (EM) domain, the 13 
Emergency Management Loose Coupler (EMLC) IEP 14 
provides a platform for sharing critical pieces of information 15 
about emergency management incidents, resources and 16 
infrastructure, and information about mutual aid requests and responses and sensor 17 
measurements. The EMLC is divided into three levels. The top level describes the general who, 18 
what, when and where of an event. The middle level provides more specifics about the event. 19 
The bottom level supports additional information provided by a community that is necessary for 20 
that community, but not necessary for other communities. This layering is depicted in Figure 10. 21 

Figure 9: NIEM Domains 
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 1 
Figure 10: EMLC Data Structure 2 
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C. Responder SmartHub Messaging 1 

The Responder SmartHub architecture has been envisioned to provide the capability of providing 2 
body-worn sensor data to be reported back to the agency to improve the command’s situational 3 
awareness. It is also envisioned that situational awareness information will be sent to the 4 
SmartHub to improve the responder’s situational awareness.   5 
While the Integration Handbook originally envisioned a FirstNet solution utilizing smartphones 6 
to implement this solution, it has become apparent that some agencies may need to take lower 7 
cost approaches to implementing these enhanced capabilities. With this in mind, the utilization of 8 
MQTT topics and JSON formatted data will provide a more bandwidth and computationally 9 
efficient solution for moving data. The SensorThings Application Program Interface (STAPI) is 10 
a defined set of messages that utilizes Hypertext Transfer Protocol (HTTP) to provide control 11 
and different capabilities over and above the MQTT framework. These are both standard 12 
components of IoT frameworks.  13 
This approach opens up a wider range of computing platforms and potentially different service 14 
providers to support the data traffic to the agency. The overall goal of the Integration Handbook 15 
is to guide vendors in developing equipment to support first responder needs. The intent is to 16 
provide a flexible framework in which operational needs can be accommodated. 17 
There will be additional guidance added to this section as the framework is agreed upon. The 18 
data dictionary and MQTT topics are being developed, which will help facilitate the integration 19 
and utilization of the sensor data. 20 

1. Transportation Layer Protocol 21 

Given the environments the Responder SmartHub is required to operate in, the Responder 22 
SmartHub should be capable of supporting the TCP/IP and UDP protocols. While TCP/IP 23 
provides guarantees on message receipt, its overhead might be too heavy for some 24 
constrained networks. In these instances, UDP may be a better choice for sending frequently 25 
repeated information, such as system location or user heartbeat. Missing a packet or two will 26 
not adversely affect the overall system as another message for location or heartbeat will be 27 
sent shortly.  28 

a. Security 29 

When possible, the Responder SmartHub should use Transport Layer Security (TLS) version 30 
1.24 or higher when sending and receiving information, to ensure secure communications. 31 

2. Application Layer Protocol 32 

The world of the IoT is still evolving, and as such, there are still a variety of application level 33 
transportation protocols. The two most prevalent protocols for TCP/IP are Hypertext Transfer 34 
Protocol/Hypertext Transfer Protocol Secure (HTTP/HTTPS) and MQTT, with MQTT 35 
gaining traction against HTTP over the last few years. HTTP, however, has a very large 36 
footprint, as most legacy systems are capable of supporting HTTP. Consequently, the 37 
Responder SmartHub will need to support both protocols for the foreseeable future. 38 

                                                 
4 Found at: https://tools.ietf.org/html/rfc5246 

https://tools.ietf.org/html/rfc5246
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a. MQTT 1 

The preferred application layer protocol for the Responder SmartHub is MQTT v3.1.15 from 2 
OASIS. The preferred payload will be JSON formatted data message utilizing an MQTT 3 
topic structure. A default port of 1883 will be utilized for unsecured transmissions and a 4 
default port 8883 will be utilized for secure transmissions. 5 

b. HTTP 6 

The secondary application layer protocol for the Responder SmartHub is HTTP/2.6 The 7 
preferred payload will be JSON formatted data message. The default port of 443 will be 8 
utilized for secure transmissions. The default port of 80 will be utilized for unsecured 9 
communications. 10 

IV. Operations and Maintenance 11 

A. Infrastructure Components 12 

Modules designed for the Responder SmartHub will need to operate and communicate within the 13 
constraints of each agency’s communications infrastructure. Communications to an Incident 14 
Command Post (ICP) or back to another center (Public Safety Answering Point (PSAP), 15 
Emergency Operations Center (EOC), etc.) will require the infrastructure to support those 16 
communications. Cellular data connectivity, LTE, satellite communications, fiber, Land Mobile 17 
Radio (LMR) data or the like will need to be present for the Responder SmartHub to 18 
communicate effectively during an incident. Some Responder SmartHub capabilities will depend 19 
on the existing infrastructure. For example, streaming video may not be transmitted reliably over 20 
cellular data/LTE during a major event because of cell network congestion. Something like a 21 
fiber backhaul would be better suited for streaming video from the field. Connectivity to agency 22 
LMR systems is expected to be accomplished via an LMR radio interfaced to the controller via 23 
the Comms Hub portion of the Responder SmartHub. 24 

B. Lifecycle Considerations 25 

There are two areas of concern regarding the lifecycle of any Responder SmartHub modules: 26 
system lifespan and lifecycle support. 27 

C. Module Service Life 28 

Modules integrating to the Responder SmartHub should be designed and constructed with an 29 
estimated service life of three to five years. The requirements for some of the modules, 30 
especially the sensors, include requirements that apply to service-life, i.e., number of times it can 31 
be laundered. 32 

D. Integrated Logistics Support 33 

Lifecycle support for Responder SmartHub modules should have 10 elements of Integrated 34 
Logistics Support (ILS): 35 

                                                 
5 Available at: https://www.oasis-open.org/standards#mqttv3.1.1 
6 Available at: https://tools.ietf.org/html/rfc7540 

https://www.oasis-open.org/standards#mqttv3.1.1
https://tools.ietf.org/html/rfc7540
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• Reliability engineering, maintainability engineering and maintenance (preventive, 1 
predictive and corrective) planning; 2 

• Supply (spare part) support; 3 
• Support and test equipment/equipment support; 4 
• Manpower and personnel; 5 
• Training and training support; 6 
• Technical data/publications; 7 
• Computer resources support; 8 
• Facilities; 9 
• Packaging, handling, storage and transportation (PHS&T); and 10 
• Design interface. 11 
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V. Appendix A – Requirements Applying to Networks 1 

and Security 2 

Security Architecture 3 
The architecture shall consist of Clients (the Devices) and the Server (the Management System). 4 
The structure of the Client/Server solution shall account for both Controlled Device (CD) and 5 
Bring Your Own Devices (BYOD) models, while enabling the system administrator role(s) to 6 
watch, control and administer all deployed mobile devices across multiple mobile service 7 
providers, as well as facilitate secure communications through trusted paths/channels. 8 

Table 37: Security Architecture Requirements 9 

System Security 
Policies 

The architecture shall provide mechanisms for setting appropriate 
system security policies and enforcement of these policies. These 
mechanisms shall include methods of security policies and 
enforcement for the cases of Device-System (end-to-end) and stand-
alone Device (local). 

Scalability The architecture shall be scalable, either vertically, horizontally or 
both. 

Identification and 
Authentication 

These functions shall govern the identification of user(s) and the 
authentication of the user’s credentials prior to granting access. These 
functions shall also govern the device/system actions as the result of 
unsuccessful identification-authentication attempt(s). 

Access The access functions shall, in conjunction with the identification and 
authentication functions, govern accesses to a device and to the 
system resources. 
In supporting the physical security functions, the access functions 
shall also provide methods of screen lock and timeouts. 

System Management The system management functions shall manage the roles and access 
privileges of individual users, the device functions and operations. 
These functions can be implemented with multiple server entities, and 
shall consist of, at a minimum, three function sets: 

• Mobile Application Management (MAM);  
• Mobile Device Management (MDM); and  
• Mobile Content Management (MCM). 

See below, section Data and Communication Security. 
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Cryptographic 
Support 

The cryptographic support function shall include a cryptographic 
module for the wide range of cryptographic functions required for 
Information Security (INFOSEC) and Communications Security 
(COMSEC) purposes. 
The cryptographic functions employed in the devices and system shall 
comply with the Federal Information Processing Standard (FIPS) 
Publication 140-2, (FIPS PUB 140-2), which is a U.S. government 
computer security standard used to approve cryptographic modules. 

User Data Protection The user data protection functions, in conjunction with the functions 
of identification and authentication and access, shall be designed to 
control access to device/system services by hosted applications, 
including protection of the associated databases. 
Additionally, these functions shall be designed to protect user and 
other sensitive data using cryptographic methods so that even if a 
device is physically lost, the data remains protected. 

Trusted 
Path/Channel 

The trusted patch/channels functions shall support the use of 802.11-
2012, 802.1X, Extensible Authentication Protocol (EAP)-TLS, TLS 
and Internet Protocol Security (IPsec) to secure communications 
channels between itself and other trusted network devices. 

 1 
Table 38: User Identify Management Requirements 2 

Authorized User Authorized users are those users possessing valid authorization factors 
for the devices. Authorized users are expected to adhere to the user 
guidance to minimize the risk of compromised data. 
Authorization shall be determined by possessing and providing the 
device with the correct authorization factor(s) to enable access to the 
devices. 

System 
Administration 

The user identity management functions shall provide a system 
administrator role. 
Authorization for the administrator shall be determined by possessing 
and providing the device with the correct authorization factor(s) to 
enable access to the devices and the Management system.  
The user identity management administrator role shall provide the 
user with appropriate guidance to maintain a secure device. 
The user identity management shall provide system administrators 
with the tools and technologies to change a user’s role, track user 
activities, create reports on those activities and enforce policies, as 
appropriate, on an ongoing basis. 
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Device 
Administration 

The base requirements of the CD model may require the devices to 
maintain an administrative role (the notion is that there exists a subset 
of the users of the device that have greater trust than the general user 
population and who have specific responsibilities). Typically, 
administrators possess privilege to invoke functionality on the device 
(CD model) that is not available to general users.  
The devices in the BYOD model generally do not have an 
administrative role. 

User 
Enrollment/Device 
Assignment 

Note: User enrollment is generally performed in conjunction with 
Device Enrollment. 

Controlled Device Model: 
The system shall provide a secure web portal for users with controlled 
devices to enroll. 

Bring Your Own Device Model:  
The system shall provide a secure web portal for users with their own 
devices (BYOD model) to enroll. The system’s BYOD enrollment 
process shall adopt a mobile security approach built around protecting 
user privacy with provisions to prevent business data from mixing 
with personal data. 
The system shall also establish policies to prevent the collection of 
information on BYOD private apps, while maintaining control of 
system official apps. These policies shall also dictate the ability to 
selectively wipe system official data without erasing personal 
information. 
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Passphrase Policy Wherever the system and its devices require passphrases, users shall 
be required to set a password or passphrase when the device is first 
configured to protect the key that will encrypt the data on the device, 
and to protect against unauthorized access to device functions. It is 
critical that users select an appropriate passphrase and that their 
passphrase is never made available to anyone. The use of a platform-
provided passphrase mechanism for the device is acceptable. 
The acceptable complexity of a password shall be set by the 
administrator (and the system policies). The system shall check the 
passphrase selected by the users during enrollment and verify against 
the system policies. 
The composition rules for the passphrase should consist of the 
following: 

• Minimum letters required in password (a-z, A-Z);  
• Minimum lowercase letters required in password (a-z);  
• Minimum non-letter characters required in password (0-9 and 

special characters +=%_@#$/^&*()‘-”:!;?,`.~\|<>{}[]);  
• Minimum numerical digits required in password (0-9);  
• Minimum symbols required in password (+=%_@#$/^&*()‘-

”:!;?,`.~\|<>{}[]); and  
• Minimum uppercase letters required in password (A-Z). 

The system administrator should7 set an expiration date for the users’ 
passphrases. Within an appropriate timeframe from the expiration 
dates, the system (administrator) shall require the users to change their 
passphrases. 
The system shall check that the users choose a unique password each 
time and do not use previous passwords, including derivatives. 
The system shall implement a policy that the request and use for the 
users’ passphrases shall be solely for authentication (i.e., login) 
purposes. 

Passphrase 
Protection 

The users’ passphrases shall not be stored in plain-text (clear-text) 
forms on the devices or in the system servers. The users’ passphrases 
shall be cryptographically protected, and hashed and salted as required 
(highly recommended). 

                                                 
7 https://nakedsecurity.sophos.com/2016/08/18/nists-new-password-rules-what-you-need-to-know/ 
https://github.com/usnistgov/800-63-3 

https://nakedsecurity.sophos.com/2016/08/18/nists-new-password-rules-what-you-need-to-know/
https://github.com/usnistgov/800-63-3


 

NGFR Integration Handbook – Part 3: Technical Supplement Page 51 

User Notifications The system administrator shall notify the users during enrollment and 
change cycles/periods that the users should understand the 
requirements stated within the system’s Information Security Policy 
and/or Mobile Device Policy, as appropriate. 
The system administrator shall notify the users that when setting a 
password, the users should be careful not to: 

• Use known information about themselves (e.g., address, 
birthday, pets’ names, their names or any information 
recoverable from the public domain);  

• Include the username or company/enterprise name within their 
passwords;  

• Set a password that is similar to previous passwords (adding a 
‘1’ or “!” to the end of the password is not sufficient);  

• Use simple dictionary words (e.g., Welcome1!); 
• Disclose their passphrases; 
• Write their passphrases down and place them in an area where 

other people can access (this includes on their computers or in 
online resources); 

• Re-use the same passphrase for other accounts (e.g., email, 
Twitter or Facebook); and 

• Provide the password to others, including family members, so 
that they can use the device. 

Device 
Authentication 

Once the device has been configured and cryptographic functions 
(such as login, encryption) enabled, the users shall be required to 
authenticate to the device every time it starts and every time it 
becomes locked. A passphrase must be correctly entered to unlock the 
device. 
A secondary authentication method/factor may be implemented as an 
additional step prior to granting access. 
The device and the system shall lock out a user if he/she fails to 
successfully authenticate after a number of tries. 
The device and the system shall have methods for re-identifying and 
re-authenticating a user if he/she fails to successfully authenticate 
after a number of tries. 
The number of re-tries before lock-outs is set by the policies for the 
devices and systems. 
Even when the device is unlocked, the password must be re-entered to 
change the password. Passwords shall be obscured when entered so 
they cannot be read from the device display and the frequency of 
entering passwords shall be limited. 
When a configured number of failures occurs, if the system policy 
dictates, the device shall be wiped to protect its contents. 
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User Identification From a user perspective and INFOSEC perspective, except for making 
phone calls to an emergency number, a passphrase must be correctly 
entered to unlock the device. 
The user identification-authentication management is also the 
protective gate function for the data security functions. As an 
example, correct identification-authentication is the condition for 
decrypting the contents on the device. 
Other authentication methods may be considered as permitted by the 
system policies. 

False 
Identity/Credential 
Mapping 

The device and the system may communicate with dependent products 
or a separate authoritative source in order to provide identity and 
credential data to them. 
Such communications channels/interfaces used to transfer this data 
shall be properly secured via COMSEC methods. 

Invalid Users The system shall provide the ability to authenticate valid users and to 
ensure that invalid users cannot be authenticated to protect resources 
in the operational system environment from being subject to 
unauthenticated access. 

 1 
Table 39: Device Identity Management Requirements 2 

Device Registration The system shall support registrations of devices for both Controlled 
Device and BYOD models with two methods as follows: 

• Self-Enrollment: This method lets the users enroll (register) 
their devices and shall simplify MDM device enrollment for 
users to enroll their mobile devices. This method shall also 
provide a self-service portal that allows users to manage 
common tasks, such as adding or retiring devices, without IT 
assistance. 

• Bulk Enrollment: This method enables organizations/teams to 
purchase devices in bulk and automatically enroll these 
devices in MDM during activation. 

The system may also provide a third method of Device Staging, in 
which the system allows the administrator to enroll (register) devices 
on users' behalf. 

Relation to User 
Identity 

The device and the system shall enforce a unique relationship between 
a user identity and the identity of a device. It is also possible that 
multiple users can share and access the same device. 
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Device Identity 
Management 

The system shall include a method for managing device identity in 
both Controlled Device and BYOD models with the following 
capabilities: 

• Create a well-defined process for enrolling (registering) the 
devices;  

• Define the policies for the type of data that the device will be 
transmitting and receiving; 

• Establish a naming system for enrolled devices; 
• Determine an identity lifecycle for the devices, making sure it 

can be modified to meet the projected lifetime of these 
devices; and 

• Determine procedures for access control to the devices and 
systems based on the company's policies and relationship with 
the user identity management. 
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Managing Unique 
Identifiers 

The system shall manage and protect the unique identifiers (UID) and 
enforce the operations related to these unique identifiers to the 
confines of their respective purposes. Selection of UIDs to protect is 
implementation specific and shall be reviewed for compliance with 
the system policies. 
The major unique identifiers are listed below: 

• IMEI: The International Mobile Station Equipment Identity is 
a world-wide unique ID for (cellular) mobile devices. This is 
the real serial number of the device, and usually fixed into the 
device.  

• IMSI: The International Mobile Subscriber Identity identifies 
the subscriber identity module or subscriber identification 
module (SIM) card in Global System for Mobile 
Communications (GSM), Universal Mobile 
Telecommunications System (UMTS) and LTE mobile 
networks, and thus is stored on the same. This is a globally 
unique identifier – used, for example, by network providers to 
decide whether a device is allowed on a particular network and 
which conditions apply (tariff, roaming, etc.).  

• MAC: The media access control address (MAC address) of a 
device is a unique identifier assigned to network interfaces for 
communications at the data link layer of a network segment. 
This MAC address thus identifies the corresponding network 
interface and is globally unique. Wireless-Fidelity (Wi-Fi) and 
Bluetooth have each their own MAC address. The MAC 
address is stored on-chip, and is needed to uniquely identify 
the device in a network. 

Additional unique IDs for the version of the device, recommended for 
management, are listed below: 

• Model number: This is the hardware model (this is also 
carrier-specific).  

• Platform (Android) version: This is the Operating System 
(OS) (Android) version. 

• Build number: This is the specific binary image version for 
the device. 

• Android Security Patch Level. 
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Managing Unique 
Identifiers  
(continued) 

For Android-powered devices, the following unique IDs exist: 
• Device ID (also Device Serial): Android devices have a serial 

number. This number should uniquely identify a device. 
• Device Build Fingerprint: This ID identifies the Read Only 

Memory (ROM) in its specific version.  
• Android-ID (aka SSAID for Settings.Secure #ANDROID_ID) 

is automatically generated when a device is booted up for the 
first time, and identifies the device (or with multiple users, the 
currently active user on the device). This ID exists on each and 
every device running Android. It is stored in a database in the 
local file system, and can only be accessed with root powers. 
Starting with Android 8 (Oreo), this ID stops to be global: each 
app will get its own SSAID, which should limit tracking across 
apps. 

• GSF Android-ID: This is generated by the Google Services 
Framework (GSF) when it is first initialized, and thus only 
exists on devices equipped with Google Apps. 

• Google Advertising ID (GAID): This is a unique, user-
resettable ID for advertising, provided by Google Play 
services. 

• Other Unique IDs may be considered as implementation 
options. 
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Managing Multiple 
Users of a Device 
(OPTIONAL) 

The system shall provide a web portal for enrolling multiple users to a 
single device. 
The system design shall take additional security measures as follows: 

• All user-specific apps, email, settings and Data-at-Rest are 
removed; and 

• Shared settings and apps are retained for the next user. 
The device and system designs shall also establish the multi-user 
workflow as follows: 

• Device shall always remain under management, even between 
users, so it can be locked, wiped, located and connected at all 
times if necessary. 

• User secure sign-in shall be tied to the user’s 
group/organization/team (instead of personal) authentication 
credentials. 

• Certificates shall be used to establish identity for email, Wi-Fi 
and Virtual Private Network (VPN). 

• Enforcing auto-lock to ensure other users cannot access the 
device when idle. 

• All user-specific business data should be removed upon sign-
out. 

The device and system designs may also include the following 
personalization functionalities: 

• Personalization of email, apps, connectivity and policy settings 
for each user. 

• Shared settings, e.g., Wi-Fi and shared apps, are retained 
across users. 

• User-specific settings, e.g., email and non-shared apps, are 
only upon sign-in. 

 1 
Table 40: Data and Communication Security Requirements 2 

Encryption for 
Confidentiality 

The device and the Management servers shall employ cryptographic 
means of encryption to render information inaccessible to anyone (or, 
in the case of other software on the machine, anything) that does not 
have the proper authentication credential. 
Encryption shall be employed for data at rest (DAR) and data in 
transit (DIT) to provide INFOSEC and COMSEC. The encryption 
method shall be Advanced Encryption Standard (AES)-256 (FIPS 
Publication 197). 
Integrity algorithms shall use Cryptographic Hash Algorithm (SHA)-
256. 
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Encryption of 
Sensitive Data  

The foremost security objective of data encryption and INFOSEC is to 
force an adversary to perform an exhaustive cryptographic brute-force 
attack against a prohibitively large key space. 
It should be noted that this objective can be achieved only if the 
authorized user of the file encryption product follows good security 
practices and does not store an authorization factor in the clear. 
Supporting these security practices are the cryptography-based 
implementations of additional security measures for the devices. 
Data on the device shall be protected through the implementation of 
AES-256-based Full Disk Encryption (FDE), which is sometimes 
called On-Device Encryption (ODE), and which shall utilize FIPS-
140-2-certified cryptographic algorithms to encrypt the device storage. 
The use of platform-provided FDE (or ODE) is also accepted. 
The encrypted data shall only be decrypted for the user following the 
successful user identification-authentication of the rightful user. 
When the user is finished working with sensitive data from an 
encrypted file, the device encryption function must re-encrypt this 
data. From a user standpoint, the encryption functions must be simple 
enough to operate to prevent the user from simply not encrypting their 
files. 
The system (administration) must include instructions to promote 
secure operational usage. 
The system therefore shall address both the cryptography and 
implementation requirements necessary to design a secure product, as 
well as the user and configuration guidance necessary to securely 
operate the file encryption software (for example, how to disable 
hibernation). 

Authorization This design guideline does not dictate how these authentication factors 
are created; a good operational practice is for an administrator to 
generate the password or passphrase to ensure sufficient entropy. 

Additional Crypto-
Related Functions 

The encryption functionality previously described shall be combined 
with a number of on-device policies in addition to password 
complexity, including: 

• Local data wipe; 
• Remote wipe; 
• Automatic lock; and  
• Privileged access, such as administrator role and privileges, to 

security configurations to prevent unauthorized access to the 
device and stored data. 
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Removal of Plaintext 
Data 

To address the threat of unencrypted copies of data being left in non-
volatile memory or temporary files where it may be accessed by an 
unauthorized user, the device shall be designed to ensure that plaintext 
data it creates is securely erased when no longer needed. 
The device design shall be responsible for utilizing the appropriate 
platform-provided method for secure erasure, but the device design is 
not responsible for verifying that the secure erasure occurred (this will 
be the responsibility of the platform). 

Memory 
Management for 
Plaintext 

When the device is running, the device design must initiate the request 
to clear the cryptographic keys and plaintext data, but the device 
platform will handle the actual instruction. This assurance is thus 
dependent on the device platform to perform the action of clearing the 
plaintext data and cryptographic keys. 
When the device application cleanly closes, the device design must 
initiate the request to clear the cryptographic keys and plaintext data, 
but the device platform will handle the actual instruction. This 
assurance is thus dependent on the device platform to perform the 
action of clearing the plaintext data and cryptographic keys. 

Cryptographic 
Support 

The device shall include a cryptographic module with FIPS-140-2-
compliant algorithms for a wide range of cryptographic functions, 
including: asymmetric key generation and establishment, symmetric 
key generation, encryption/decryption, cryptographic hashing, and 
keyed-hash message authentication. 
These functions shall be supported with suitable random bit 
generation, key derivation, salt generation, initialization vector 
generation, secure key storage, and key and protected data destruction. 
These primitive cryptographic functions shall be used to implement 
security protocols such as TLS, IPsec and HTTPS, and also to encrypt 
the media (including the generation and protection of data and key 
encryption keys) used by the device. 

Credentials for 
Integrity 
(Certificates) 

The device, to validate the integrity of security information obtained 
from other devices and system servers, shall be designed with the 
capability of interpreting the encrypted data it receives using 
cryptographic credentials (certificates). 
The device shall also provide a mechanism to assert the integrity of 
data that it sends to devices and system servers so that this data can be 
trusted. The intent of this objective is to ensure that the device only 
acts upon data that can be proven to be unaltered. This objective also 
ensures that data that leaves the device can have its integrity verified. 
The device can also serve as an 802.1X supplicant, can use X509v3 
and validate certificates for EAP-TLS, TLS and IPsec exchanges. 
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Credentials and 
Communication 
Security 

The device design shall employ cryptographic credentials for: 
• Performing authentication without revealing identifying data.  
• Preventing linkability of transactions.  
• Preventing misuse of delegated credentials.  
• Restricting re-delegation of a credential.  
• Revocation of a credential (revocation checking functions 

must always be enabled.) 
• Creating safeguards for protecting different types of data, 

making sure to create privacy safeguards for personally-
identifiable information (PII). 

Credentials and 
Communication 
Confidentiality 

The device design, to protect the confidentiality and integrity of 
transferred identity or credential information to and from other 
devices and servers, shall use sufficiently strong and sufficiently 
trusted encryption algorithms to protect data in transit. This is also to 
prevent attackers from learning data that can assist them in 
compromising other parts of the system operations. 
The device design is expected to implement a cryptographic protocol 
to protect this data in transit. Once a secure channel is established, it 
will subsequently be used to transmit and receive data throughout the 
system. 

Credential 
Protection 

The device design shall protect the credentials as stored by the device 
so that they cannot be accessed in a raw plaintext form, and then 
subsequently replayed and used to impersonate a user. The 
implementation of DAR protection, as described previously, shall be 
used for this purpose. 

Mobile Device 
Management  

The MDM functions shall be designed to perform the server-side 
functions of User Identity Management and Device Identity 
Management, including user authentication enforcement. 
The MDM functions shall be designed to provide a comprehensive 
and intuitive set of self-service tools that allow users to complete basic 
tasks like enrolling, reporting lost devices and wiping data from lost 
devices. For multiple users sharing a single device, the MDM 
functions shall be designed to provide the capability of Selective 
Wipe. 
The MDM functions should be designed to maintain a 
group/team/organization app store to give the users a single repository 
to locate, install and upgrade system-related apps. 
The MDM function may be designed to provide the following 
capabilities: 

• Email security; 
• Automatic configuration; and 
• Isolation/retirement of system-related apps. 
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Secure Device 
Attestation 

The device design shall include attestation methods for the following 
functionalities: 

• Secure communications at the Network layer; 
• Proper operations at the OS layer; 
• Proper operations at the Application layer; and 
• Correct structure of Applications on the device. 

The device design shall report the attestation results to the server for 
verification. The use of equivalent platform-provided attestation 
methods, for example Verified Boot, is acceptable. 

Logical Protection of 
the Device 

The device shall implement protection features and ensure the 
reliability/integrity of its security features. The use of platform-
provided logical-protection methods is acceptable. 
Examples of logic protection methods include the following: 

• Protecting particularly-sensitive data, such as cryptographic 
keys.  

• Providing a timing mechanism to ensure that reliable time 
information is available (e.g., for log accountability).  

• Enforcing read, write and execute memory page protections, 
using address space layout randomization, and utilizing stack-
based buffer overflow protections to minimize the potential to 
exploit application flaws.  

• Protecting the OS from modification by applications. 
• Providing isolation of the address spaces of applications from 

one another to protect those applications.  
• Performing self-tests and software/firmware integrity 

checking. 
• Verifying digital signatures of applications prior to their 

installation. 

Additional 
INFOSEC 
Capabilities 
(OPTIONAL) 

Removable Storage Encryption 
The device design may implement method(s) to encrypt all files 
placed onto, or already reside on, removable storage attached to the 
device. 

Sensitive Data Protection 
The device design may implement the ability to securely store 
incoming data that is considered sensitive into separate secure 
container(s) such that it cannot be decrypted without the user logging 
in. 
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Mobile Application 
Management  

The MAM functions shall be designed for scalable and reliable 
delivery of system-related apps. The system-related apps to be made 
available to the users (via the app store) shall be approved and 
selected by the system administrators. 
The MAM functions shall be designed with the capability of 
delivering to the users any type of app – simple text or rich media, 
such as video. 
The MAM functions shall be designed with the capability of on-
demand capacity to accommodate both forecasted growth and 
unexpected peaks in demand. 
The MAM functions shall be designed with the capability of end-to-
end security to protect the application download process as follows: 
All connections, including the virtual serial port (VSP) to the App 
Delivery Network, shall be protected using digital certificates, HTTPS 
and TLS. 

• All apps are cached – files are not permanently stored in the 
network. 

• Secured facilities shall protect all customer data and user IP 
addresses, while stringent rules and security measures prevent 
unauthorized access to the data. 

• Authentication: The MAM functions shall confirm identity 
through domain username and password or certificates so only 
approved users can access system-related apps. 

• Authorization: The MAM functions shall allow or block app 
usage or storage based on device posture. 

• Selective wipe: The MAM functions shall remotely wipe app 
data without touching personal data. 

• Encryption: The MAM functions shall ensure that all app data 
stored on the device are encrypted. 

• Data Loss Prevention (DLP) controls: This capability sets DLP 
policies, e.g., copy/paste, print and open-in permissions. 

• Reporting: This capability provides app usage statistics. 

Software Versioning The device MAM-related design shall be designed with the ability to 
verify the versions of any software on the device. 

Application Control As part of the device configuration and the system policies, the system 
administrator may choose to restrict, or apply levels of restriction, to 
applications on the device. 

Managing 
Applications 

The device MAM-related design for the BYOD model should be 
designed to manage the installation and removal (un-installing) of 
apps once the BYOD device is enrolled to be managed. 
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Access Rights and 
Policy (for 
CD/BYOD) 

The device design should implement access controls that reduce 
mobile user permissions and assist in reducing unauthorized access. 
The system should establish policies defining user’s access to 
applications and device functions for both CD and BYOD models.  
At a minimum in the CD model, the user should be able to do the 
following with the device:  

• Send/receive phone calls (applicable devices only);  
• Send/receive text messages (applicable devices only);  
• Browse the internet;  
• View system information via the Setting menu;  
• Access default applications; and  
• Change certain settings as defined in the system policies. 

Mobile Content 
Management  

The MCM functions enable the system administrators to provide 
access to system-related documents residing in SharePoint, file shares 
and other content management systems so the users can access them 
securely from any authenticated device. 
The MCM functions shall be designed to allow users to connect 
securely and easily to a variety of content repositories. 
The MCM functions shall be designed to allow the users to download 
content and view, annotate and edit remote files and folders from their 
authenticated devices, as well as save back changes. 
The MCM functions shall be designed to allow the system 
administrators to centrally provision access to content repositories, 
and pre-populate user names, directory paths and allowed 
devices/repositories. 
The MCM functions shall be designed to provide a secure connection 
to various disparate content servers. 

Secure Browsing of 
Content Repositories 

The MCM functions shall be designed to provide a secure browsing 
solution, and deliver browser-specific tunneling to access system-
related web resources without the need for a device-wide VPN. 
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Secure 
Communications  

The device and the system shall support COMSEC per the following 
standards: 

• IPsec: There are numerous Internet Engineering Task Force 
(IETF) Requests for Comment (RFCs) for IPsec. The latest 
roadmap is described in RFC 6071. For a complete list, please 
refer to 
http://datatracker.ietf.org/doc/search/?name=ipsec&rfcs=on&a
ctiveDrafts=on&oldDrafts=on 

• Bluetooth: Secure low-power wireless connectivity 
technology. For complete specifications, please refer to 
https://www.bluetooth.com/specifications/bluetooth-core-
specification 

• Near-Field Communications (NFC): Secure contactless 
communication between devices. For complete specifications, 
please refer to 
http://nearfieldcommunication.org/technology.html 

The device shall employ VPN using IPsec, Bluetooth or NFC for 
communications. 

Trust Path/ 
Channels 

The device shall support digital certificates/credentials and the use of 
802.11-2012, 802.1X, EAP-TLS, TLS and IPsec to secure 
communications channels between itself and other trusted network 
devices. 

Firmware Over-the-
Air Updates 

The device shall ensure Firmware over-the-Air (FOTA) updates 
utilize certificates, digital signatures with SHA hashing, with the 
equivalent cryptographic strength as the encryption functions. 

Software Assurance The MAM shall be designed to ensure that applications stay within the 
bounds of accepted functionality, as well as all sensitive information 
stored or accessed by applications on the device is handled in an 
appropriate manner. This verification ensures that proper precautions 
are taken such as: 

• Sensitive data has proper encryption applied during local 
storage as well as in-transit; 

• Hard-coded application secrets, such as cryptographic or 
private keys being stored within application code; and 

• Available platform security measures are utilized and 
employed effectively. 

A compliance policy should be developed to maintain set criteria of 
desired behavior for applications that will be tested by the MAM. 

http://datatracker.ietf.org/doc/search/?name=ipsec&rfcs=on&activeDrafts=on&oldDrafts=on
http://datatracker.ietf.org/doc/search/?name=ipsec&rfcs=on&activeDrafts=on&oldDrafts=on
https://www.bluetooth.com/specifications/bluetooth-core-specification
https://www.bluetooth.com/specifications/bluetooth-core-specification
http://nearfieldcommunication.org/technology.html
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Online Backups If the ability to back up some critical information from the user’s 
device to the cloud is permitted by the system policies, the device 
design shall include a facility to manage and audit such backup 
operations. It is noted that any data backed up to such a cloud is not 
covered by any security functions on the device. 

 1 
Table 41: Physical Security Requirements 2 

General Policies and 
Recommendations 

It is recommended that policies regarding physical security of the 
devices be established. Policies should also include, but are not 
limited to, the following areas: 

• Posters; 
• Training for awareness and safeguarding methods; and 
• Reporting procedures for loss and theft. 

The system shall publish procedures for reporting to help the users if 
they are unsure of what is considered appropriately secure. 
If the system policies allow taking the device while traveling abroad, 
the system shall establish foreign-espionage guidance and procedures 
to report suspicious activity and security incidents. 
The system shall publish procedures for reporting any suspicious 
activity or security incidents as they could result in negative 
consequences for the system. 
Suspicious activity could include situations in which:  

• The device is operating abnormally (e.g., performance issues, 
unusual applications or messages); or 

• Outside parties take an unusual interest in the device.  
Security incidents might include situations in which:  

• The device has been left unattended for significant periods of 
time;  

• The device is confiscated or out of your control for significant 
periods of time (e.g., Immigration Control in a foreign 
country); or 

• The user notices visible tampering with his/her device. 
See reference U.S. Government Computer Emergency Readiness 
Team (US-CERT) Security Tip (ST04-017) Protecting Portable 
Devices: Physical Security. 
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General Policies and 
Recommendations 
(continued) 

Notify Users: 
The system should notify and remind the users that it is their 
responsibility to assist the system in maintaining the security of their 
device. Examples of the responsibility include:  

• Setting and protecting a sufficiently complex password;  
• Being aware of your surrounding environment when operating 

the device;  
• Reporting suspicious activity or security incidents;  
• Taking caution when installing applications (generally 

applying to the BYOD model);  
• Using the device in accordance with enterprise policy;  
• Assisting the enterprise to enroll a device into the evaluated 

configuration (apply security to the device); and  
• Protecting the mobile device when not in use.  

Examples of the awareness that the users should have and the steps to 
mitigate theft risk in the first place include: 

• Never, ever leave the device unattended in a public place. 
• Be aware of the surroundings. Consider the surroundings and 

use your device discreetly. 
• Keep the device out of sight (in a secure storage, if possible) 

when in less-than-ideal environments. 
• Note the device's make, model number, serial number and 

unique device identification number (either the IMEI, the 
Mobile Equipment Identifier (MEID) number or the Electronic 
Serial Number (ESN)), usually found in the device settings or 
printed on a label affixed to the device underneath the battery. 
The law enforcement team may need this information if the 
device is stolen or lost. 

Protecting Data: 
The system can inform the users of the following possible actions: 

• Establish a password to restrict access as part of the enrollment 
(Section 2.2.4) and for a strong screen lock. 

• Minimize or wipe PII from the device, including contacts, text 
messages, photos, emails, browser histories and other user 
accounts. 
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General Policies and 
Recommendations 
(continued) 

• Be careful about what information to store on the device. 
Social networking and other apps may allow unwanted access 
to the personal information. 

• (Manually) Lock the device when not in use to restrict access. 
• Depending on the system policies, consider installing and 

maintaining anti-theft software, such as a “Find my Device” 
app. Such apps are available that will locate the device from a 
computer using Global Positioning System (GPS) and network 
connections. 

• Backup important data to prepare for a remote wipe (Section 
2.5.6). 

Lost Or Stolen Device: 
The system can inform the users of the following possible actions (not 
listed in the order of importance): 

• Attempt to locate the device by calling it or by using the anti-
theft software's GPS locator.  

• Immediately report the theft or loss to your carrier provider. 
(See service provider contact information at 
www.fcc.gov/stolen-phones-contact-numbers.)  

• If the device was stolen, immediately report the theft to the 
police, including the make and model, serial, and IMEI, MEID 
or ESN number. Some service providers require proof that the 
device was stolen, and a police report would provide that 
documentation. 

• Change important passwords: As soon as the user realizes 
his/her device is no longer in his/her possession and not 
quickly recoverable, the user must go to the nearest secure 
computer, log into every account that was on the device 
(banking, shopping, e-mail, etc.) and change passwords.  

Personally Identifiable Information: 
• Should important PII exist on the phone, request a credit 

freeze. 
• Report to the system administrator using established 

procedures. 
• Report the loss to the law-enforcement team and the local 

police. The user may also need the police report to dispute 
fraudulent charges made on his/her credit card(s), should such 
PII exist on the device. 

http://www.fcc.gov/stolen-phones-contact-numbers
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Updated System 
Components 

It is critically important that all devices in the system are updated in a 
timely manner with all the latest firmware/software updates from the 
device manufacturers, platform and application providers. 
In cases where manufacturers/providers are slow to release patches for 
vulnerabilities, the system shall maintain diligence and issue alerts 
(together with cautions and interim steps) to all users. 

Wiping Sensitive 
Data on a Device 

The system shall establish policies (MDM, BYOD) under which the 
device may be wiped. The policies should consider the following 
conditions: 

• The user may manually initiate a wipe;  
• The user, or a third party, exceeds the number of incorrect 

login attempts allowed by the local device wipe threshold (set 
by the system policy/administrator); and 

• The system server sends a remote wipe command to the 
device:  
o When the device has been lost or stolen;  
o In response to a reported incident;  
o In an effort to resolve current mobile issues; or  
o For other procedural reasons such as when the user is 

leaving the system. 
The system policy/procedures shall remind the users to regularly 
backup any personal data on the device as this will/may be destroyed 
as part of a wipe. 

Data Recovery After 
Loss or Theft 

If the device is recovered after loss or theft, the system 
policy/procedure shall wipe it anyway to prevent the possibility of a 
malicious app or spyware being installed while the phone was out of 
the system. 

Re-Enrolling a 
Device 

In the event that the user’s device is wiped, the server MDM design 
shall provide access to re-enroll (re-connect) the device to the server.  
The system shall provide procedures for the re-enrollment, during 
which the device should not be used to receive, store or process 
enterprise information prior to being placed in a trusted operational 
state by the MDM function. 

Developer Mode 
(USB Debugging) 

In some circumstances, it may be necessary to establish system 
policies to ensure that developer access through the Universal Serial 
Bus (USB) is not allowed on the device. The system administrators 
shall study, trade off and establish policies accordingly. 



 

NGFR Integration Handbook – Part 3: Technical Supplement Page 68 

Configuring 
Wireless Networks 

The system policies/procedures shall establish policies, guidance and 
procedures for the users to configure wireless connections under 
circumstances where the users may need to make wireless connections 
without the system servers’ controls, for example, traveling to and 
operating in new areas. 

Wireless/NFC: 
It is possible to utilize many different methods for accessing Wi-Fi 
networks, including open access points, Wired Equivalent Privacy 
(WEP) encrypted, Wi-Fi Protected Access II (WPA2) Pre-Shared Key 
(PSK) encrypted and 802.1x EAP-TLS protected networks, as well as 
NFC.  
The system shall support the local teams’ establishment of trusted 
networks for the operational area and provide guidance to configure 
the device correctly. 
The users can depend on the platform to ensure the settings for each 
access point are stored separately so credentials for one network are 
not used for another. The system shall ensure that corrective 
protections for Wi-Fi/NFC major attacks are properly implemented as 
part of the update activities. 

Bluetooth: 
The system shall provide guidance to the users when connecting their 
devices to various other Bluetooth devices that such Bluetooth devices 
are trusted and that it is important to be sure the devices are properly 
paired. Some Bluetooth peripherals have no interface for pairing (such 
as headphones or microphones), while others do (such as another 
smart device or your car). The system shall inform users that the key 
difference between these types of devices is whether info can be 
transferred to them. 

 1 
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VI. Appendix B – Acronyms 1 
Table 42: Acronym Descriptions and Definitions 2 

Acronym Description  

3G Third Generation 

AES Advance Encryption Standard 

API Application Program Interface 

BLE Bluetooth Low Energy 

BREDR Bluetooth Basic Rate/Enhanced Data Rate 

BYOD  Bring Your Own Device model  

CAD Computer Aided Dispatch 

CD   Controlled Device model  

CM Controller Module 

COMSEC  Communication Security  

DAR  Data At Rest  

DDS Data Distributive Service 

DHS Department of Homeland Security 

DIT Data In Transit  

DLP Data Loss Prevention 

EAP  Extensible Authentication Protocol  

EDXL Emergency Data Exchange Language 

EM Emergency Management 

EMD Emergency Management Domain 

EMLC Emergency Management Loose Coupler 

EOC Emergency Operations Center 

ESN  Electronic Serial Number  

FDE Full Disk Encryption 

FIPS  Federal Information Processing Standard  

FOTA Firmware over-the-Air 

FPS Frames Per Second 

GAID  Google Advertising ID  

GIS Geospatial Information System 
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Acronym Description  

GML Geographic Markup Language 

GSF  Google Services Framework  

GSM Global System for Mobile Communications 

HSI Human Systems Interface 

HTTP Hypertext Transfer Protocol 

HTTPS Hypertext Transfer Protocol  Secure 

HUD Heads Up Display  

I/O Input/Output 

ICP Incident Command Post 

ID Identification 

IEP Information Exchange Package 

IETF Internet Engineering Task Force 

ILS Integrated Logistics Support 

IMEI  International Mobile Equipment Identifier  

INFOSEC  Information Security  

IoT Internet of Things 

IP Internet Protocol 

IPsec Internet Protocol Security 

ISR Intelligence, Surveillance, Reconnaissance 

JSON Java Script Object Notation 

KM Kilometer 

LMR Land Mobile Radio 

LTE Long-Term Evolution 

M Meter 

M2M Machine to Machine 

MAC  Media Access Control Address  

MAM  Mobile Application Management  

MCM  Mobile Content Management  

MDM  Mobile Device Management  

MEID  Mobile Equipment Identifier  
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Acronym Description  

MGRS Military Grid Reference System 

MQTT Message Queuing Telemetry Transport  

NFC  Near Field Communication  

NFPA National Fire Protection Association 

NGFR Next Generation First Responder 

NIEM National Information Exchange Model  

OASIS Organization for the Advancement of Structured Information Standards 

ODE  On-Device Encryption  

OGC Open Geospatial Consortium 

OS  Operating System  

PDF Portable Document Format 

PHS&T Packaging, Handling, Shipping and Transport 

PII  Personally Identifiable Information  

PM Power Module 

PSAP Public Safety Answering Point 

PSK Pre-Shared Key 

RFC Request for Comment 

ROM Read Only Memory 

S&T Science and Technology Directorate 

SA Situational Awareness 

SHA Cryptographic Hash Algorithm 

SIM   Subscriber Identification Module  

SSAID  Settings.Secure#ANDROID_ID  

STAPI Sensor Things Application Program Interface 

TCP Transmission Control Protocol 

TLS Transport Layer Security 

UDP User Datagram Protocol  

UID User Identification, Unique Identifiers 

UMTS Universal Mobile Telecommunications System 

URL Uniform Resource Locator 
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Acronym Description  

USB Universal Serial Bus 

US-CERT  U.S. Government Computer Emergency Readiness Team  

USNG U.S. National Grid 

UTM Universal Transverse Mercator 

VPN Virtual Private Network 

VSP Virtual Serial Port 

WEP Wired Equivalent Privacy 

WGS84 World Geodetic System 84 

Wi-Fi Wireless Fidelity 

WPA2  Wi-Fi Protected Access II  

XML Extensible Markup Language 

 1 



 

NGFR Integration Handbook – Part 3: Technical Supplement Page 73 

VII. Appendix C – Next Generation First Responder (NGFR) Requirements 1 

The following requirements were extracted from the Project Responder 4 Requirements that were published in 2014 addressing capability gaps in 2 
responding to national emergencies. The First Responder Resource Group contributed to the development of these requirements. 3 

A. Sensor Requirements 4 

1. Specific Physiological Sensor Requirement 5 
Table 43: Specific Physiological Sensor Requirements 6 

Number Node Type Name Subject Requirement Language 

P-1.0 Capability NGFR System / Physiological 
Monitoring 

NGFR NGFR shall provide physiological monitoring of 
responders during incident response 

P-1.1 Function NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall 
measure responder body temperature 

P-1.1.1 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

Responder SmartHub Body Temperature Sensors 
shall measure body temperature in degrees 
Fahrenheit 

P-1.2 Function NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall 
measure responder heart rate/pulse 

P-1.2.1 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Heart Rate 
Sensors 

Responder SmartHub Heart Rate Sensors shall 
measure responder heart rate in beats per minute 

P-1.3 Function NGFR System / Physiological 
Monitoring / Hydration 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall 
measure responder hydration levels 

P-1.3.1 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Hydration Sensors shall 
measure responder hydration as <electrolyte 
content> 

P-1.3.2 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Hydration Sensors shall 
measure responder hydration at least every 
<configurable> frequency 
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Number Node Type Name Subject Requirement Language 

P-1.3.3 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Hydration Sensors shall 
measure responder hydration with at least 
<configurable> percent accuracy 

P-1.4 Function NGFR System / Physiological 
Monitoring / Blood Pressure 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall 
measure responder blood pressure 

P-1.4.1 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Blood Pressure 

NGFR Blood Pressure 
Sensors 

Responder SmartHub Blood Pressure Sensors shall 
measure responder blood pressure in mmHg 

P-1.4.2 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Blood Pressure 

NGFR Blood Pressure 
Sensors 

Responder SmartHub Blood Pressure Sensors shall 
measure responder blood pressure at 
<configurable> frequency 

P-1.4.3 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Blood Pressure 

NGFR Blood Pressure 
Sensors 

Responder SmartHub Blood Pressure Sensors shall 
measure responder blood pressure with at least 
<configurable> mmHg accuracy 

P-1.5 Function NGFR System / Physiological 
Monitoring / Respiration Rate 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall 
measure responder respiration rate 

P-1.5.1 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Respiration Rate 

NGFR Respiration 
Sensors 

Responder SmartHub Respiration Sensors shall 
measure responder respiration rate in breaths per 
minute 

P-1.5.2 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Respiration Rate 

NGFR Respiration 
Sensors 

Responder SmartHub Respiration Sensors shall 
measure responder respiration rate at 
<configurable> frequency 

P-1.5.3 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Respiration Rate 

NGFR Respiration 
Sensors 

Responder SmartHub Respiration Sensors shall 
measure responder respiration rate with at least 
<configurable> breaths per minute accuracy 

P-1.6 Function NGFR System / Physiological 
Monitoring / Oxygen Saturation 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall 
measure responder oxygen saturation level 

P-1.6.1 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Oxygen Saturation 

NGFR Oximetry 
Sensors 

Responder SmartHub Oximetry Sensors shall 
measure responder oxygen saturation levels in 
percent of blood oxygen saturation (SpO2) 
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Number Node Type Name Subject Requirement Language 

P-1.6.2 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Oxygen Saturation 

NGFR Oximetry 
Sensors 

Responder SmartHub Oximetry Sensors shall 
measure responder oxygen saturation levels at least 
every <configurable> frequency 

P-1.6.3 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Oxygen Saturation 

NGFR Oximetry 
Sensors 

Responder SmartHub Oximetry Sensors shall 
measure responder oxygen saturation with at least 
<configurable> SpO2 accuracy 

P-1.7 Function NGFR System / Physiological 
Monitoring / Blood Sugar 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall 
measure responder blood sugar level 

P-1.7.1 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Blood Sugar 

NGFR Blood Glucose 
Sensors 

Responder SmartHub Blood Glucose Sensors shall 
measure responder blood sugar level in 
concentration of glucose in blood (mg/gL) 

P-1.7.2 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Blood Sugar 

NGFR Blood Glucose 
Sensors 

Responder SmartHub Blood Glucose Sensors shall 
measure responder blood sugar level at 
<configurable> frequency 

P-1.7.3 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Blood Sugar 

NGFR Blood Glucose 
Sensors 

Responder SmartHub Blood Glucose Sensors shall 
measure responder blood sugar level with at least 
<configurable> accuracy 

 1 

2. General Physiological Sensor Requirements 2 

National Fire Protection Association (NFPA) recommends that the following requirements be the guiding requirements for certification testing of 3 
components. NFPA 1951, 1971, 1975, 1981, 1986, 1991, 1992, 1994, compliant protective ensembles. NFPA has a definition for accessories that 4 
may be fitting here. 5 

Table 44: General Physiological Sensor Requirements 6 

Number Node Type Name Subject Requirement Language 

P-1.2.10 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
encode data sent to recipients using NIEM 

P-1.2.11 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
weigh no more than <configurable> ounces 
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Number Node Type Name Subject Requirement Language 

P-1.2.12 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall not 
be able to be powered off by the responder to avoid 
monitoring 

P-1.2.13 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall be 
able to be decontaminated using a hospital grade 
disinfectant 

P-1.2.14 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall be 
ruggedized to withstand public safety operations 

P-1.2.14.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
operate in temperatures between <configurable> 
degrees and <configurable> degrees Fahrenheit 

P-1.2.14.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
operate after withstanding three shocks of at least 
<configurable> psi per shock 

P-1.2.14.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
operate after being submerged in at least 
<configurable> feet of water for at least 
<configurable> minutes 

P-1.2.14.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
operate after withstanding a water spray of 
<configurable> psi 

P-1.2.14.5 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
operate in an environment with <configurable> 
percent humidity for at least <configurable> hours 

P-1.2.14.6 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
operate in the presence of air pollutants, allowing no 
more than <configurable> percent reduction in 
function after <configurable> hours of operation 
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Number Node Type Name Subject Requirement Language 

P-1.2.14.7 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
operate after being laundered no more than 500 
times, when integrated into garments or textiles 

P-1.2.14.8 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Heart Rate 

NGFR Physiology 
Sensors 

Responder SmartHub Physiology Sensors shall 
resist corrosion, allowing less than <configurable> 
percent loss in weight after <configurable> hours of 
operation 

P-1.3.4 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
aurally alert the responder when responder 
physiology level is not between agency-
configurable parameters 

P-1.3.4.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
aurally alert the responder when responder 
physiology level falls below agency-configurable 
limit 

P-1.3.4.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
aurally alert the responder when responder 
physiology level rises above agency-configurable 
limit 

P-1.3.5 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
aurally alert the incident commander when 
responder physiology level is not between agency-
configurable parameters 

P-1.3.5.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
aurally alert the incident commander when 
responder physiology level falls below agency-
configurable limit 

P-1.3.5.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
aurally alert the incident commander when 
responder physiology level rises above agency-
configurable limit 
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Number Node Type Name Subject Requirement Language 

P-1.3.6 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
haptically alert the responder when responder 
physiology level is not between agency-
configurable parameters 

P-1.3.6.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
haptically alert the responder when responder 
physiology level falls below agency-configurable 
limit 

P-1.3.6.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
haptically alert the responder when responder 
physiology level rises above agency-configurable 
limit 

P-1.3.7 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
haptically alert the incident commander when 
responder physiology level is not between agency-
configurable parameters 

P-1.3.7.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
haptically alert the incident commander when 
responder physiology level falls below agency-
configurable limit 

P-1.3.7.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
haptically alert the incident commander when 
responder physiology level rises above agency-
configurable limit 

P-1.3.8 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
securely send measurements to recipients within 
<configurable> seconds of taking the measurements 

P-1.3.8.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
securely send measurements to recipients only when 
the measurements are <configurable> different than 
the immediately preceding measurement 
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Number Node Type Name Subject Requirement Language 

P-1.3.9 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
securely cache data intended for recipients when 
connection to a communication network cannot be 
made 

P-1.3.9.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
cache data by appending new measurements to 
previously-cached measurements 

P-1.3.9.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Physiological 
Monitoring / Hydration 

NGFR Hydration 
Sensors 

Responder SmartHub Physiology Sensors shall 
securely send any cached data to recipients within 
30 seconds after connection to a communication 
network is restored 

P-1.1.15 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

Responder SmartHub Physiology Sensors shall be 
prevented from alerting an out-of-tolerance 
condition when no such condition exists 

P-1.1.16 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

Wearing the Responder SmartHub Physiology 
Sensor shall have no detrimental effect on the 
wearer's ability to successfully perform mission-
related tasks 

P-1.1.17 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

A visual display shall be provided that indicates the 
out-of-tolerance parameter and the actual reading 

P-1.1.18 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

A means shall be provided for the responder to 
acknowledge the activated auditory and haptic 
alarms, thereby shutting off the auditory and haptic 
alarms, but not impacting the visual display 

P-1.1.19 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

Once an alarm has activated and been 
acknowledged, that alarm will not be reactivated 
until the physiological measurement is once again 
out of the normal range after having returned to the 
normal range 
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P-1.1.20 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

The audio alarm indicating a physiological measure 
is out of tolerance shall be clearly different from any 
other alarm that the responder would need to 
respond to 

P-1.1.21 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

When the audio alarms and signals must be heard 
and understood through equipment or garments 
(e.g., helmets and ear covering), audio signals shall 
be loud enough to compensate for the attenuation 
characteristics of the garments without exceeding 
115 dB(A) 

P-1.1.22 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

If two or more physiological measures are out of 
tolerance simultaneously, the alarm associated with 
the highest priority condition shall be presented first 

P-1.1.23 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

When the responder must wear earphones covering 
both ears during normal equipment operation, the 
audio warning signal shall be directed to the user's 
headset, as well as to the work area 

P-1.1.24 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

Where responders may be required to read the 
physiological monitoring alarm visual display while 
wearing eye or face protective gear, displays should 
be designed for foveal vision under relatively high 
levels of illumination using symbols that subtend 
not less than 5.8 mrad (20 arc minutes) of visual 
angle 

P-1.1.25 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

Audio warning signals should normally consist of 
two sequential elements: an alerting signal and an 
identifying or action signal. When reaction time is 
critical and a two-element signal is necessary, an 
alerting signal of 0.5 second duration shall be 
provided. All essential information shall be 
transmitted in the first 2.0 seconds of the identifying 
or action signal. 
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P-1.1.26 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

The full load carried by a first responder, including 
clothing, equipment, tools and the ensemble, shall 
not exceed 30 percent of responder’s body weight 

P-1.1.27 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / Body Temperature 

NGFR Body 
Temperature Sensors 

The shape of sensors, controls and displays, and 
items attached to the ensemble shall be free of sharp 
edges or projections that may be harmful to the user 
or snag on structures or undergrowth 

P-1.9 Function NGFR System / Physiological 
Monitoring / PPE Integration 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall be 
integrated into responder PPE whenever feasible 

P-1.9.1 Feature / 
Characteristic 

NGFR System / Physiological 
Monitoring / PPE Integration 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall be 
removable to facilitate maintenance of sensor 

P-1.10 Function NGFR System / Physiological 
Monitoring / Interfaces 

NGFR Physiological 
Sensors 

Responder SmartHub Physiological Sensors shall 
interface with other NGFR subsystems or devices 

 1 

3. General Chemical Sensor Requirements 2 
Table 45: General Chemical Sensor Requirements 3 

Note: Different chemicals would have different parameters. 4 

Number Node Type Name Subject Requirement Language 

P-2.1.1.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Chemicals / 
Carbon Monoxide 

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
measure the chemical in parts per million (PPM) 

P-2.1.1.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Chemicals / 
Carbon Monoxide 

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
measure chemical levels continuously 

P-2.1.1.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Chemicals / 
Carbon Monoxide 

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
measure chemical levels with at least 
<configurable> percent accuracy 
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P-2.1.1.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Chemicals / 
Carbon Monoxide 

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
aurally alert the responder when chemical levels 
exceed <configurable> percent Permissible 
Exposure Limits (PEL) 

P-2.1.1.5 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Chemicals / 
Carbon Monoxide 

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
visually alert the responder when chemical levels 
exceed <configurable> percent PEL 

P-2.1.1.6 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Chemicals / 
Carbon Monoxide 

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
haptically alert the responder when chemical levels 
exceed <configurable> percent PEL 

P-2.1.1.7 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Chemicals / 
Carbon Monoxide 

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
aurally alert the incident commander when chemical 
levels exceed <configurable> percent PEL 

P-2.1.1.8 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Chemicals / 
Carbon Monoxide 

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
visually alert the incident commander when 
chemical levels exceed <configurable> percent PEL 

P-2.1.1.9 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Chemicals / 
Carbon Monoxide 

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
haptically alert the incident commander when 
chemical levels exceed <configurable> percent PEL 

P-2.1.16 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
securely send measurements to recipients within 
<configurable> seconds of taking measurements 

P-2.1.16.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
securely send measurements to recipients only when 
the measurements are <configurable> different than 
the immediately preceding measurement 

P-2.1.17 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
securely cache data intended for recipients when 
connection to a communication network cannot be 
made 
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P-2.1.17.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall cache 
data by appending new measurements to previously-
cached measurements 

P-2.1.17.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
securely send any cached data to recipients within 
30 seconds after connection to a communication 
network is restored 

P-2.1.18 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
encode data sent to recipients using NIEM 

P-2.1.19 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall weigh 
no more than <configurable> ounces 

P-2.1.20 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall not be 
able to be powered off by the responder to avoid 
monitoring 

P-2.1.21 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall be 
able to be decontaminated using a hospital grade 
disinfectant 

P-2.1.21 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall be 
ruggedized to withstand public safety operations 

P-2.1.21.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
operate in temperatures between <configurable> 
degrees and <configurable> degrees Fahrenheit 

P-2.1.21.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
operate after withstanding three shocks of at least 
<configurable> psi per shock 
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P-2.1.21.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
operate after being submerged in at least 
<configurable> feet of water for at least 
<configurable> minutes 

P-2.1.21.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
operate after withstanding a water spray of 
<configurable> psi 

P-2.1.21.5 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
operate in an environment with 100 percent 
humidity for at least 12 hours 

P-2.1.21.6 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
operate in the presence of air pollutants, allowing no 
more than <configurable> percent reduction in 
function after <configurable> hours of operation 

P-2.1.21.7 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall 
operate after being laundered no more than 500 
times, when integrated into garments or textiles 

P-2.1.21.8 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Hazardous 
Chemicals  

NGFR Chemical 
Sensors 

Responder SmartHub Chemical Sensors shall resist 
corrosion, allowing less than <configurable> percent 
loss in weight after <configurable> hours of 
operation 

 1 

4. Specific Biological Sensor Requirements 2 
Table 46: Specific Biological Sensor Requirements 3 

Number Node Type Name Subject Requirement Language 

P-2.2 Function NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Threat 
Sensors 

NGFR sensors shall detect biological agents 
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P-2.2.1 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Tularemia 

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall detect 
tularemia 

P-2.2.2 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Anthrax 

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall detect 
anthrax 

P-2.2.3 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Smallpox 

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall detect 
smallpox 

P-2.2.4 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Botulism 

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall detect 
botulinum toxin 

P-2.2.5 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Bubonic Plague 

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall detect 
bubonic plague 

P-2.2.6 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Hemorrhagic Fever 

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall detect 
viral hemorrhagic fever 

 1 

5. General Biological Sensor Requirements 2 
Table 47: General Biological Sensor Requirements 3 

Number Node Type Name Subject Requirement Language 

P-2.2.1.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Tularemia 

NGFR Tularemia 
Sensors 

Responder SmartHub Biological Sensors shall 
measure the agent in Immediately Dangerous to Life 
or Health (IDLH) value 

P-2.2.1.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Tularemia 

NGFR Tularemia 
Sensors 

Responder SmartHub Biological Sensors shall 
measure the agent levels continuously 
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P-2.2.1.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Tularemia 

NGFR Tularemia 
Sensors 

Responder SmartHub Biological Sensors shall 
measure the agent levels with at least <configurable> 
percent accuracy 

P-2.2.1.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Tularemia 

NGFR Tularemia 
Sensors 

Responder SmartHub Biological Sensors shall 
aurally alert the responder when the agent levels 
exceed <configurable> percent IDLH value 

P-2.2.1.5 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Tularemia 

NGFR Tularemia 
Sensors 

Responder SmartHub Biological Sensors shall 
visually alert the responder when the agent levels 
exceed <configurable> percent IDLH value 

P-2.2.1.6 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Tularemia 

NGFR Tularemia 
Sensors 

Responder SmartHub Biological Sensors shall 
haptically alert the responder when the agent levels 
exceed <configurable> percent IDLH value 

P-2.2.1.7 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Tularemia 

NGFR Tularemia 
Sensors 

Responder SmartHub Biological Sensors shall 
aurally alert the incident commander when the agent 
levels exceed <configurable> percent IDLH value 

P-2.2.1.8 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents / Tularemia 

NGFR Tularemia 
Sensors 

Responder SmartHub Biological Sensors shall 
visually alert the incident commander when the agent 
levels exceed <configurable> percent IDLH value 

P-2.2.7 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
securely send measurements to recipients within 
<configurable> seconds of taking measurements 

P-2.2.7.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
securely send measurements to recipients only when 
the measurements are <configurable> different than 
the immediately preceding measurement 

P-2.2.8 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
securely cache data intended for recipients when 
connection to a communication network cannot be 
made 
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P-2.2.8.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall cache 
data by appending new measurements to previously-
cached measurements 

P-2.2.8.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
securely send any cached data to recipients within 30 
seconds after connection to a communication 
network is restored 

P-2.2.9 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
encode data sent to recipients using NIEM 

P-2.2.10 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall weigh 
no more than <configurable> ounces 

P-2.2.11 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall not be 
able to be powered off by the responder to avoid 
monitoring 

P-2.2.12 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall be 
able to be decontaminated using a hospital grade 
disinfectant 

P-2.2.13 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall be 
ruggedized to withstand public safety operations 

P-2.2.13.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
operate in temperatures between <configurable> 
degrees and <configurable> degrees Fahrenheit 

P-2.2.13.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
operate after withstanding three shocks of at least 
<configurable> psi per shock 
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P-2.2.13.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
operate after being submerged in at least 
<configurable> feet of water for at least 
<configurable> minutes 

P-2.2.13.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
operate after withstanding a water spray of 
<configurable> psi 

P-2.2.13.5 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
operate in an environment with <configurable> 
percent humidity for at least <configurable> hours 

P-2.2.13.6 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
operate in the presence of air pollutants, allowing no 
more than <configurable> percent reduction in 
function after <configurable> hours of operation 

P-2.2.13.7 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall 
operate after being laundered no more than 500 
times, when integrated into garments or textiles 

P-2.2.13.8 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Biological 
Agents  

NGFR Biological 
Sensors 

Responder SmartHub Biological Sensors shall resist 
corrosion, allowing less than <configurable> percent 
loss in weight after <configurable> hours of 
operation 

 1 

6. Specific Radiation Sensor Requirements 2 
Table 48: Specific Radiation Sensor Requirements 3 

Number Node Type Name Subject Requirement Language 

P-2.3 Function NGFR System / Threat 
Identification / Radiological 
Particles 

NGR Threat Sensors NGFR sensors shall detect ionizing radiation 
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P-2.3.1 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Alpha 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall detect 
alpha particles 

P-2.3.1.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Alpha 

NGFR Alpha 
Particle Sensors 

Responder SmartHub Radiation Sensors shall 
measure alpha particles in isotope-specific counts 
per second (cps) 

P-2.3.2 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Beta 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall detect 
beta particles 

P-2.3.2.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Beta 

NGFR Beta Particle 
Sensors 

Responder SmartHub Radiation Sensors shall 
measure beta particles in isotope-specific cps 

P-2.3.3 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Gamma 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall detect 
gamma particles radiation 

P-2.3.3.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Gamma 

NGFR Gamma 
Particle Sensors 

Responder SmartHub Radiation Sensors shall 
measure gamma particles radiation in isotope-
specific cps millirems 

P-2.3.4 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Neutron 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall detect 
neutron particles 

P-2.3.4.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Neutron 

NGFR Neutron 
Particle Sensors 

Responder SmartHub Radiation Sensors shall 
measure neutron particles in isotope-specific cps 

 1 

7. General Radiation Sensor Requirements 2 
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Table 49: General Radiation Sensor Requirements 1 

Number Node Type Name Subject Requirement Language 

P-2.3.1.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Alpha 

NGFR Alpha Particle 
Sensors 

Responder SmartHub Radiation Sensors shall 
measure radiation levels continuously 

P-2.3.1.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Alpha 

NGFR Alpha Particle 
Sensors 

Responder SmartHub Radiation Sensors shall 
measure radiation levels with at least 
<configurable> percent accuracy 

P-2.3.1.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Alpha 

NGFR Alpha Particle 
Sensors 

Responder SmartHub Radiation Sensors shall 
aurally alert the responder when radiation levels 
exceed agency-configurable limits 

P-2.3.1.5 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Alpha 

NGFR Alpha Particle 
Sensors 

Responder SmartHub Radiation Sensors shall 
visually alert the responder when radiation levels 
exceed agency-configurable limits 

P-2.3.1.6 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Alpha 

NGFR Alpha Particle 
Sensors 

Responder SmartHub Radiation Sensors shall 
haptically alert the responder when radiation levels 
exceed agency-configurable limits 

P-2.3.1.7 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Alpha 

NGFR Alpha Particle 
Sensors 

Responder SmartHub Radiation Sensors shall 
aurally alert the incident commander when radiation 
levels exceed agency-configurable limits 

P-2.3.1.8 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles / Alpha 

NGFR Alpha Particle 
Sensors 

Responder SmartHub Radiation Sensors shall 
visually alert the incident commander when 
radiation levels exceed agency-configurable limits 

P-2.3.5 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
securely send measurements to recipients within 
<configurable> seconds of taking measurements 

P-2.3.5.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
securely send measurements to recipients only when 
the measurements are <configurable> different than 
the immediately preceding measurement 
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P-2.3.6 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
securely cache data intended for recipients when 
connection to a communication network cannot be 
made 

P-2.3.6.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall cache 
data by appending new measurements to previously-
cached measurements 

P-2.3.6.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
securely send any cached data to recipients within 
30 seconds after connection to a communication 
network is restored 

P-2.3.7 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
encode data sent to recipients using NIEM 

P-2.3.8 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall weigh 
no more than <configurable> ounces 

P-2.3.9 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall not be 
able to be powered off by the responder to avoid 
monitoring 

P-2.3.10 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall be 
able to be decontaminated using a hospital grade 
disinfectant 

P-2.3.11 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall be 
ruggedized to withstand public safety operations 

P-2.3.11.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
operate in temperatures between <configurable> 
degrees and <configurable> degrees Fahrenheit 
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P-2.3.11.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors operate 
after withstanding three shocks of at least 
<configurable> psi per shock 

P-2.3.11.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors operate 
after being submerged in at least <configurable> 
feet of water for at least <configurable> minutes 

P-2.3.11.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors operate 
after withstanding a water spray of <configurable> 
psi 

P-2.3.11.5 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors operate in 
an environment with <configurable> percent 
humidity for at least <configurable> hours 

P-2.3.11.6 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
operate in the presence of air pollutants, allowing no 
more than <configurable> percent reduction in 
function after <configurable> hours of operation 

P-2.3.11.7 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
operate after being laundered no more than 500 
times, when integrated into garments or textiles 

P-2.3.11.8 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall resist 
corrosion, allowing less than <configurable> percent 
loss in weight after <configurable> hours of 
operation 

P-2.3.12 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
identify the specific isotope 

P-2.3.12.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
visually notify the responder of the specific isotope 
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P-2.3.12.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Radiological 
Particles 

NGFR Radiation 
Sensors 

Responder SmartHub Radiation Sensors shall 
visually notify the incident commander of the 
specific isotope 

 1 

8. Explosive Sensor Requirements 2 
Table 50: Explosive Sensor Requirements 3 

Number Node Type Name Subject Requirement Language 

P-2.4 Function NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Threat 
Sensors 

NGFR sensors shall identify explosive compounds 

P-2.4.1 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Explosives Sensors shall 
identify explosive families 

P-2.4.2 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Explosives Sensors shall 
identify explosive precursors 

 4 

9. Red Force Sensor Requirements 5 
Table 51: Red Force Sensor Requirements 6 

Number Node Type Name Subject Requirement Language 

P-2.5 Function NGFR System / Threat 
Identification / Red Force 
Elements 

NGFR Threat 
Sensors 

NGFR sensors shall detect and track Red Force 
elements on scene 

P-2.5.1 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Red Force 
Elements 

NGFR Red Force 
Sensors 

Responder SmartHub Red Force Sensors shall 
detect person(s) in the responder's vicinity 
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P-2.5.1.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Red Force 
Elements 

NGFR Red Force 
Sensors 

Responder SmartHub Red Force Sensors shall 
differentiate other responders from non-responders 

P-2.5.1.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Red Force 
Elements 

NGFR Red Force 
Sensors 

Responder SmartHub Red Force Sensors shall 
indicate the direction of non-responders located 
within <configurable> feet 

P-2.5.2 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Red Force 
Elements 

NGFR Red Force 
Sensors 

Responder SmartHub Red Force Sensors shall 
detect weapons in the responder's vicinity 

P-2.5.2.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Red Force 
Elements 

NGFR Red Force 
Sensors 

Responder SmartHub Red Force Sensors shall 
indicate the direction of weapons located within 
<configurable> of the responder 

P-2.5.2.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Red Force 
Elements 

NGFR Red Force 
Sensors 

Responder SmartHub Red Force Sensors shall 
indicate the distance to weapons located within 
<configurable> of the responder 

P-2.5.2.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Red Force 
Elements 

NGFR Red Force 
Sensors 

Responder SmartHub Red Force Sensors shall 
indicate the distance to non-responders located 
within <configurable> feet 

 1 

10. Moving Object Sensor Requirements 2 
Table 52: Moving Object Sensor Requirements 3 

Number Node Type Name Subject Requirement Language 

P-2.6 Function NGFR System / Threat 
Identification / Fast Moving 
Objects 

NGFR Threat 
Sensors 

NGFR sensors shall detect and identify fast-moving 
objects approaching the responder 

P-2.6.1 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Fast Moving 
Objects 

NGFR Moving 
Object Sensors 

Responder SmartHub Moving Object Sensors shall 
detect moving objects 
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P-2.6.1.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Fast Moving 
Objects 

NGFR Moving 
Object Sensors 

Responder SmartHub Moving Object Sensors shall 
detect moving objects within <configurable> feet of 
responder 

P-2.6.1.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Fast Moving 
Objects 

NGFR Moving 
Object Sensors 

Responder SmartHub Moving Object Sensors shall 
detect objects moving faster than <configurable> feet 
per second 

P-2.6.2 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Fast Moving 
Objects 

NGFR Moving 
Object Sensors 

Responder SmartHub Moving Object Sensors shall 
indicate when a moving object is detected 

P-2.6.2.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Fast Moving 
Objects 

NGFR Moving 
Object Sensors 

Responder SmartHub Moving Object Sensors shall 
aurally alert the responder when a moving object is 
detected 

P-2.6.2.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Fast Moving 
Objects 

NGFR Moving 
Object Sensors 

Responder SmartHub Moving Object Sensors shall 
haptically alert the responder when a moving object 
is detected 

P-2.6.2.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Fast Moving 
Objects 

NGFR Moving 
Object Sensors 

Responder SmartHub Moving Object Sensors shall 
aurally alert the incident commander when a moving 
object is detected 

P-2.6.2.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Fast Moving 
Objects 

NGFR Moving 
Object Sensors 

Responder SmartHub Moving Object Sensors shall 
haptically alert the incident commander when a 
moving object is detected 

P-2.7 Function NGFR System / Threat 
Identification / Shots Fired 

NGFR Threat 
Sensors 

NGFR sensors shall identify the origin of shots fired 
on the incident scene 

P-2.7.1 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Shots Fired 

NGFR Gunshot 
Sensors 

Responder SmartHub Gunshot Sensors shall detect 
gunshots  

P-2.7.1.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Shots Fired 

NGFR Gunshot 
Sensors 

Responder SmartHub Gunshot Sensors shall detect 
gunshots within <configurable> feet of responder 
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P-2.7.2 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Shots Fired 

NGFR Gunshot 
Sensors 

Responder SmartHub Gunshot Sensors shall 
calculate the direction of the gunshot origin 

P-2.7.3 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Shots Fired 

NGFR Gunshot 
Sensors 

Responder SmartHub Gunshot Sensors shall 
calculate the distance to the gunshot origin 

P-2.7.4 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Shots Fired 

NGFR Gunshot 
Sensors 

Responder SmartHub Gunshot Sensors shall inform 
incident command when a gunshot is detected 

 1 

11. Threat Sensor Requirements 2 
Table 53: Threat Sensor Requirements 3 

Number Node Type Name Subject Requirement Language 

P-2.4.3 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall securely 
send measurements to recipients within 
<configurable> seconds of taking measurements 

P-2.4.3.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

NGFR Threat Sensors shall securely send 
measurements to recipients only when the 
measurements are <configurable> different than the 
immediately preceding measurement, or when a 
threat is detected 

P-2.4.4 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall securely 
cache data intended for recipients when connection to 
a communication network cannot be made 

P-2.4.4.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall cache data 
by appending new measurements to previously-
cached measurements 

P-2.4.4.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall securely 
send any cached data to recipients within 30 seconds 
after connection to a communication network is 
restored 
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P-2.4.5 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall encode 
data sent to recipients using NIEM 

P-2.4.6 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall weigh no 
more than <configurable> ounces 

P-2.4.7 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall not be 
able to be powered off by the responder to avoid 
monitoring 

P-2.4.8 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall be able to 
be decontaminated using a hospital grade disinfectant 

P-2.4.9 Feature / 
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall be 
ruggedized to withstand public safety operations 

P-2.4.9.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall operate in 
temperatures between <configurable> degrees and 
<configurable> degrees Fahrenheit 

P-2.4.9.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall operate 
after withstanding three shocks of at least 
<configurable> psi per shock 

P-2.4.9.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall operate 
after being submerged in at least <configurable> feet 
of water for at least <configurable> minutes 

P-2.4.9.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall operate 
after withstanding a water spray of <configurable> 
psi 

P-2.4.9.5 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall operate in 
an environment with <configurable> percent 
humidity for at least <configurable> hours 
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P-2.4.9.6 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall operate in 
the presence of air pollutants, allowing no more than 
<configurable> percent reduction in function after 
<configurable> hours of operation 

P-2.4.9.7 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall operate 
after being laundered no more than 500 times, when 
integrated into garments or textiles 

P-2.4.9.8 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Threat 
Identification / Explosive 
Compounds 

NGFR Explosives 
Sensors 

Responder SmartHub Threat Sensors shall resist 
corrosion, allowing less than <configurable> percent 
loss in weight after <configurable> hours of 
operation 

 1 

B. Personal Protective Equipment Requirements 2 

1. First Responder Garment Requirements 3 

As an overarching set of requirements, the following list is considered to be applicable to Garment Requirements per NFPA. Shall meet requirements 4 
in NFPA 1971, 1981, 1986, 1951, 1991, 1992, 1994, 1975. Should match design, performance, testing requirements in those standards. 5 

Table 54: First Responder Garment Requirements 6 

Number Node Type Name Subject Requirement Language 

P-3.4.1 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Blood-borne Pathogens 

NGFR Textiles / 
Pathogen Resistance 

NGFR garments shall provide blood-borne 
pathogen resistance to meet ASTM 1671 standards 

P-3.5 Function NGFR System / 
Multifunctional Textiles / 
Extreme Weather 

NGFR Textiles NGFR garments shall protect against weather 
extremes 

P-3.5.1 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Extreme Weather 

NGFR Textiles / 
Weather Resistance 

NGFR garments shall withstand weather 
temperatures up to <configurable> degrees 
Fahrenheit 
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P-3.5.2 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Extreme Weather 

NGFR Textiles / 
Weather Resistance 

NGFR garments shall withstand weather 
temperatures down to <configurable> degrees 
Fahrenheit 

P-3.6 Function NGFR System / 
Multifunctional Textiles / 
Comfort 

NGFR Textiles NGFR garments shall enhance comfort during 
response activities 

P-3.6.1 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Comfort 

NGFR Textiles / 
Comfort 

NGFR garments shall provide moisture-wicking 
capability 

P-3.6.1.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Comfort 

NGFR Textiles / 
Comfort 

NGFR garment interior shall be able to wick 
<configurable> mL of water per square inch away 
from a surface 

P-3.6.2 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Comfort 

NGFR Textiles / 
Comfort 

NGFR garments shall maintain an interior 
temperature of no less than <configurable> degrees 
Fahrenheit 

P-3.6.3 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Comfort 

NGFR Textiles / 
Comfort 

NGFR garments shall maintain an interior 
temperature of no more than <configurable> 
degrees Fahrenheit  

P-3.7 Function NGFR System / 
Multifunctional Textiles / 
Dexterity 

NGFR Textiles NGFR garments shall not hinder responder 
dexterity or range of movement 

P-3.7.1 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Dexterity 

NGFR Textiles / 
Dexterity 

NGFR garments shall provide <configurable> 
degrees range of motion for extremities (arms, legs, 
fingers) 

P-3.8 Function NGFR System / 
Multifunctional Textiles / 
Launderability 

NGFR Textiles NGFR garments shall be able to be laundered by 
response agency    

P-3.8.1 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Launderability 

NGFR Textiles / 
Launderability 

NGFR garments shall be able to be laundered by 
agency at least 500 times and retain textile functions 



 

NGFR Integration Handbook – Part 3: Technical Supplement Page 100 

Number Node Type Name Subject Requirement Language 

P-3.8.2 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Launderability 

NGFR Textiles / 
Launderability 

NGFR garments shall withstand sanitizing 
temperatures (<configurable> degrees for 
<configurable> minutes) during laundering and 
retain textile functions 

P-3.9 Function NGFR System / 
Multifunctional Textiles / 
Decontamination 

NGFR Textiles NGFR garments shall be able to be decontaminated 
by response agencies 

P-3.10 Function NGFR System / 
Multifunctional Textiles / 
Increased Protection 

NGFR Textiles NGFR garments shall provide greater levels of 
protection in discipline specific areas of the body 

P-3.10.1 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Increased Protection 

NGFR Textiles / 
Discipline 

NGFR garments for fire responders shall provide 
extra protection in <area TBD> 

P-3.10.2 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Increased Protection 

NGFR Textiles / 
Discipline 

NGFR garments for emergency medical technicians 
shall provide extra protection in <area TBD> 

P-3.10.3 Feature / 
Characteristic 

NGFR System / 
Multifunctional Textiles / 
Increased Protection 

NGFR Textiles / 
Discipline 

NGFR garments for police shall provide extra 
protection in <area TBD> 

 1 

2. NGFR Garments and Component Requirements 2 

As an overarching set of requirements, the following list is considered to be applicable to Garments and Component Requirements per NFPA. Shall 3 
meet requirements in NFPA 1971, 1981, 1986, 1951, 1991, 1992, 1994, 1975. Should match design, performance, testing requirements in those 4 
standards. 5 

Table 55: NGFR Garments and Components Requirements 6 

Number Node Type Name Subject Requirement Language 

P-4 Capability NGFR System / 
Decontamination 

NGFR 
Decontamination 

NGFR components (garments, sensors, other 
components) shall resist contamination and/or be 
easily decontaminated 
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P-4.1 Function NGFR System / 
Decontamination / Absorption 

NGFR 
Decontamination / 
Resistance 

NGFR components shall resist the absorption of 
contaminants 

P-4.1.1 Feature / 
Characteristic 

NGFR System / 
Decontamination / Absorption 

NGFR 
Decontamination / 
Resistance 

NGFR components shall use materials for which 
decontamination is possible after absorption of 
contaminants 

P-4.1.2 Feature / 
Characteristic 

NGFR System / 
Decontamination / Absorption 

NGFR 
Decontamination / 
Resistance 

NGFR components shall resist absorption of blood-
borne pathogens 

P-4.1.3 Feature / 
Characteristic 

NGFR System / 
Decontamination / Absorption 

NGFR 
Decontamination / 
Resistance 

NGFR components shall resist absorption of 
carcinogens 

P-4.1.4 Feature / 
Characteristic 

NGFR System / 
Decontamination / Absorption 

NGFR 
Decontamination / 
Resistance 

NGFR components shall resist absorption of 
products of combustion 

P-4.2 Function NGFR System / 
Decontamination / Release 

NGFR 
Decontamination / 
Release 

NGFR components shall release all absorbed 
contaminants during standard decontamination 
procedure 

P-4.2.1 Feature / 
Characteristic 

NGFR System / 
Decontamination / Release 

NGFR 
Decontamination / 
Release 

NGFR components shall indicate that 
decontamination was successful (that absorbed 
contaminants have been released) 

P-4.3 Function NGFR System / 
Decontamination / Indicator 

NGFR 
Decontamination / 
Indicator 

NGFR components shall indicate the level of 
absorbed contaminants 

P-4.3.1 Feature / 
Characteristic 

NGFR System / 
Decontamination / Indicators 

NGFR 
Decontamination / 
Indicator 

NGFR components shall visually indicate the level 
of blood-borne pathogen absorbed  

P-4.3.1.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / 
Decontamination / Indicators 

NGFR 
Decontamination / 
Indicator 

NGFR components shall indicate if the level of 
blood-borne pathogen absorbed is below the 
<configurable> permissible limit 
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P-4.3.1.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / 
Decontamination / Indicators 

NGFR 
Decontamination / 
Indicator 

NGFR components shall indicate if the level of 
blood-borne pathogen absorbed is above the 
<configurable> permissible limit 

P-4.3.2 Feature / 
Characteristic 

NGFR System / 
Decontamination / Indicators 

NGFR 
Decontamination / 
Indicator 

NGFR components shall visually indicate the level 
of carcinogens absorbed  

P-4.3.2.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / 
Decontamination / Indicators 

NGFR 
Decontamination / 
Indicator 

NGFR components shall indicate if the level of 
carcinogens absorbed is below the <configurable> 
permissible limit 

P-4.3.2.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / 
Decontamination / Indicators 

NGFR 
Decontamination / 
Indicator 

NGFR components shall indicate if the level of 
carcinogens absorbed is above the <configurable> 
permissible limit 

P-4.3.4 Feature / 
Characteristic 

NGFR System / 
Decontamination / Indicators 

NGFR 
Decontamination / 
Indicator 

NGFR components shall visually indicate the level 
of products of combustion absorbed  

P-4.3.4.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / 
Decontamination / Indicators 

NGFR 
Decontamination / 
Indicator 

NGFR components shall indicate if the level of 
products of combustion absorbed is below the 
<configurable> permissible limit 

P-4.3.4.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / 
Decontamination / Indicators 

NGFR 
Decontamination / 
Indicator 

NGFR components shall indicate if the level of 
products of combustion absorbed is above the 
<configurable> permissible limit 

P-4.4 Function NGFR System / 
Decontamination / Type 

NGFR 
Decontamination / Type 

NGFR components shall indicate the type of 
absorbed contaminants 

P-4.4.1 Feature / 
Characteristic 

NGFR System / 
Decontamination / Type 

NGFR 
Decontamination / Type 

NGFR components shall indicate type of blood-
borne pathogens absorbed 

P-4.4.2 Feature / 
Characteristic 

NGFR System / 
Decontamination / Type 

NGFR 
Decontamination / Type 

NGFR components shall indicate type of 
carcinogens absorbed 

P-4.4.3 Feature / 
Characteristic 

NGFR System / 
Decontamination / Type 

NGFR 
Decontamination / Type 

NGFR components shall indicate type of products 
of combustion absorbed 
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3. PPE Interface Requirements 2 

As an overarching set of requirements, the following list is considered to be applicable to PPE Interface Requirements per NFPA. Shall meet 3 
requirements in NFPA 1971, 1981, 1986, 1951, 1991, 1992, 1994, 1975. Should match design, performance, testing requirements in those standards. 4 

Table 56: PPE Interface Requirements 5 

Number Node Type Name Subject Requirement Language 

P-5 Capability NGFR System / Gear 
Interfaces 

NGFR NGFR shall provide standardized interfaces between 
garment layers and between garment and PPE 

P-5.1 Function NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces NGFR garment systems shall use a universal 
interface between layers and pieces 

P-5.1.1 Feature / 
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces NGFR systems shall provide interface units to join or 
cover gaps between upper torso gear and hand gear 
(gloves) 

P-5.1.1.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall withstand immersion in 
<configurable> feet of water for <configurable> 
minutes 

P-5.1.1.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall prevent infiltration by airborne 
particulate matter (dust, smoke, ash) 

P-5.1.1.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall be able to be decontaminated by 
hospital-grade disinfectant 

P-5.1.1.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall withstand being laundered up to 500 
times 

P-5.1.2 Feature / 
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces NGFR systems shall provide interface units to join or 
cover gaps between upper torso gear and head/face 
gear (e.g., helmets, facemasks) 
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P-5.1.2.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall withstand immersion in 
<configurable> feet of water for <configurable> 
minutes 

P-5.1.2.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall prevent infiltration by airborne 
particulate matter (dust, smoke, ash) 

P-5.1.2.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall be able to be decontaminated by 
hospital-grade disinfectant 

P-5.1.2.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall withstand being laundered up to 500 
times 

P-5.1.3 Feature / 
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces NGFR systems shall provide interface units to join or 
cover gaps between lower leg gear (pants) and foot 
gear (shoes or boots) 

P-5.1.3.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall withstand immersion in 
<configurable> feet of water for <configurable> 
minutes 

P-5.1.3.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall prevent infiltration by airborne 
particulate matter (dust, smoke, ash) 

P-5.1.3.3 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall be able to be decontaminated by 
hospital-grade disinfectant 

P-5.1.3.4 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Gear 
Interfaces / Universal 
Interfaces 

NGFR Gear Interfaces Interfaces shall withstand being laundered up to 500 
times 

 1 

4. Respiratory Protection in Oxygen-available Environments Requirements 2 
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Table 57: Respiratory Protection in Oxygen-Available Environments Requirements 1 

Number Node Type Name Subject Requirement Language 

P-6 Capability NGFR System / Respiratory 
Protection When Oxygen is 
Available 

NGFR NGFR systems shall provide protection from 
airborne contaminants in an oxygen-available 
environment 

P-6.1 Function NGFR System / Respiratory 
Protection When Oxygen is 
Available / Contaminants 

NGFR Respiratory 
Protection O2 
Available 

NGFR-compliant respiratory protection components 
shall provide protection from airborne contaminants 
where self-contained breathing apparatus (SCBA) is 
not required 

P-6.1.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection When Oxygen is 
Available / Contaminants 

NGFR Respiratory 
Protection O2 
Available 

NGFR respiratory protection components shall 
prevent inhalation of <configurable> percent of 
airborne particles smaller than <configurable> 
microns 

P-6.2 Function NGFR System / Respiratory 
Protection When Oxygen is 
Available /Duration 

NGFR Respiratory 
Protection O2 
Available 

NGFR respiratory protection components shall allow 
operation for at least 12 hours 

P-6.3 Function NGFR System / Respiratory 
Protection When Oxygen is 
Available / Resistance 

NGFR Respiratory 
Protection O2 
Available 

NGFR respiratory protection components shall 
provide very low breathing resistance 

P-6.3.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection When Oxygen is 
Available / Resistance 

NGFR Respiratory 
Protection O2 
Available 

NGFR respiratory protection components shall 
provide 400 liters/minute peak inhalation rate with 
positive pressure 

P-6.4 Function NGFR System / Respiratory 
Protection When Oxygen is 
Available / Indicator 

NGFR Respiratory 
Protection O2 
Available 

Consumable NGFR respiratory protection 
components shall include a residual life indicator 

P-6.4.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection When Oxygen is 
Available / Indicator 

NGFR Respiratory 
Protection O2 
Available 

Consumable NGFR respiratory protection 
components shall indicate residual life remaining as 
a percentage of total life 

P-6.5 Function NGFR System / Respiratory 
Protection When Oxygen is 
Available / Field of View 

NGFR Respiratory 
Protection O2 
Available 

NGFR respiratory protection face piece shall 
maximize peripheral field of view 



 

NGFR Integration Handbook – Part 3: Technical Supplement Page 106 

Number Node Type Name Subject Requirement Language 

P-6.5.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection When Oxygen is 
Available / Field of View 

NGFR Respiratory 
Protection O2 
Available 

NGFR respiratory protection face piece shall provide 
<configurable> degrees of unobstructed view 

P-6.6 Function NGFR System / Respiratory 
Protection When Oxygen is 
Available / Fogging 

NGFR Respiratory 
Protection O2 
Available 

NGFR respiratory protection face piece shall not 
obscure vision due to fogging 

 1 

5. Respiratory Protection in Oxygen-deficient Environments Requirements 2 
Table 58: Respiratory Protection in Oxygen-Deficient Environments Requirements 3 

Number Node Type Name Subject Requirement Language 

P-7 Capability NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment 

NGFR NGFR systems shall provide advances in respiratory 
protection in an oxygen-deficient environment 

P-7.1 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Contaminants 

NGFR Respiratory 
Protection O2 Deficient 

NGFR-compliant SCBA shall provide protection 
from airborne contaminants when SCBA is required 

P-7.1.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Contaminants 

NGFR Respiratory 
Protection O2 Deficient 

NGFR respiratory protection components shall 
prevent inhalation of <configurable> percent of 
airborne particles smaller than <configurable> 
microns 

P-7.2 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Universal 
Connectors 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall provide universal connection to 
mask, helmet and/or other gear 

P-7.2.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Universal 
Connectors 

NGFR Respiratory 
Protection O2 Deficient 

Interfaces shall prevent infiltration by airborne 
particulate matter (dust, smoke, ash) 
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P-7.2.2 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Universal 
Connectors 

NGFR Respiratory 
Protection O2 Deficient 

Interfaces shall be able to be decontaminated by 
hospital-grade disinfectant 

P-7.3 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Duration 

NGFR Respiratory 
Protection O2 Deficient 

NGFR respiratory protection components shall allow 
operation for at least 4 hours under stress 

P-7.4 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Display 

NGFR Respiratory 
Protection O2 Deficient 

NGFR respiratory protection face piece shall display 
information on the face piece 

P-7.5 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Indicator 

NGFR Respiratory 
Protection O2 Deficient 

Consumable NGFR respiratory protection 
components shall include a residual life indicator 

P-7.5.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Indicator 

NGFR Respiratory 
Protection O2 Deficient 

Consumable NGFR respiratory protection 
components shall indicate residual life remaining as 
a percentage of total life 

P-7.6 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Field of View 

NGFR Respiratory 
Protection O2 Deficient 

NGFR respiratory protection face piece shall 
maximize peripheral field of view 

P-7.6.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Field of View 

NGFR Respiratory 
Protection O2 Deficient 

NGFR respiratory protection face piece shall provide 
<configurable> degrees of unobstructed view 

P-7.7 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Fogging 

NGFR Respiratory 
Protection O2 Deficient 

NGFR respiratory protection face piece shall not 
obscure vision due to fogging 

P-7.8 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Ergonomics 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall provide ergonomic connection 
that can be connected, removed and reconnected 
easily during operation 
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P-7.8.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Ergonomics 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall be able to be connected in less 
than <configurable> seconds 

P-7.8.2 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Ergonomics 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall be able to be disconnected in less 
than <configurable> seconds 

P-7.9 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall provide indications of remaining 
air based on responder’s current rate of respiration 

P-7.9.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall measure remaining O2 as percent  

P-7.9.2 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall measure remaining O2 every 3 
minutes 

P-7.9.3 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall measure remaining O2 with an 
accuracy within 2 percent  

P-7.9.4 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall calculate time until O2 is 
depleted in minutes 

P-7.9.5 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall calculate time until O2 is 
depleted using the most recent 3 measurements 

P-7.9.6 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall visually alert the responder when 
remaining O2 level falls below 20 percent  

P-7.9.7 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall aurally alert the responder when 
remaining O2 level falls below 20 percent  
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P-7.9.8 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall haptically alert the responder 
when remaining O2 level falls below 20 percent  

P-7.9.10 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall visually alert the incident 
commander when remaining O2 level falls below 20 
percent  

P-7.9.11 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall visually alert the responder when 
time until O2 depletion is less than 5 minutes 

P-7.9.12 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall aurally alert the responder when 
time till O2 depletion is less than 5 minutes 

P-7.9.13 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall haptically alert the responder 
when time until O2 depletion is less than 5 minutes 

P-7.9.14 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall visually alert the incident 
commander when time untilO2 depletion is less than 
5 minutes 

P-7.9.15 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall securely send measurements to 
recipients within <configurable> seconds of taking 
measurements 

P-7.9.15.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall securely send measurements to 
recipients only when the measurements are different 
than the immediately preceding measurement 

P-7.9.16 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall securely cache data intended for 
recipients when connection to a communication 
network cannot be made 

P-7.9.16.1 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall cache data by appending new 
measurements to previously-cached measurements 
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P-7.9.16.2 Sub-Feature / 
Sub-
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR Chemical Sensors shall securely send any 
cached data to recipients within 30 seconds after 
connection to a communication network is restored 

P-7.9.17 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Remaining Air 

NGFR Respiratory 
Protection O2 Deficient 

NGFR Chemical Sensors shall encode data sent to 
recipients using NIEM 

P-7.10 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / External 
Environment 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall indicate when external 
environment meets user-configurable measurements 
for removal 

P-7.10.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / External 
Environment 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall measure external oxygen levels 
every 5 seconds 

P-7.10.2 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / External 
Environment 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall indicate it is safe to remove 
SCBA gear if external oxygen levels are above 
<configurable> percent  

P-7.11 Function NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Resistance 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall provide very low breathing 
resistance 

P-7.11.1 Feature / 
Characteristic 

NGFR System / Respiratory 
Protection in Oxygen-deficient 
Environment / Resistance 

NGFR Respiratory 
Protection O2 Deficient 

NGFR SCBA shall provide 400 liters/minute peak 
inhalation rate with positive pressure 

 1 

C. Communications Requirements 2 

Based on inputs from NFPA, the following NFPA requirements should be evaluated for use as compliance testing. NFPA 1221 and PSAPs. NFPA 3 
950 and NFPA 951 are also considered to be relevant. 4 

1. Communications Requirements 5 
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Table 59: Communications Requirements 1 

Number Node Type Name Subject Requirement Language 

C-1 Capability Interoperable 
Communications 

NGFR NGFR shall provide a communications infrastructure 
that is interoperable with current communications 
systems and devices 

C-1.1 Function Interoperable 
Communications / Legacy 
Integration 

NGFR 
Communication 
Devices 

Responder SmartHub Communication Devices shall be 
capable of integrating with existing communications 
devices 

C-1.1.1 Feature / 
Characteristic 

Interoperable 
Communications / Legacy 
Integration / Receive 

NGFR 
Communication 
Devices 

Responder SmartHub Communication Devices shall be 
capable of receiving communications originating from 
an agency's current communication system 

C-1.1.2 Feature / 
Characteristic 

Interoperable 
Communications / Legacy 
Integration / Transmit 

NGFR 
Communication 
Devices 

Responder SmartHub Communication Devices shall be 
capable of sending communications that are received 
by an agency's current communications system 

C-2 Capability Integrated Communications NGFR NGFR shall be capable of integrated voice, text and 
video communications 

C-2.1 Function Integrated Communications / 
Voice 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communications devices shall 
provide voice communications 

C-2.1.1 Feature / 
Characteristic 

Integrated Communications / 
Voice / Transmit 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communications devices shall 
transmit voice communications 

C-2.1.2 Feature / 
Characteristic 

Integrated Communications / 
Voice / Receive 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communications devices shall 
receive voice communications 

C-2.1.3 Feature / 
Characteristic 

Integrated Communications / 
Hands-free 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Voice Communication Systems 
shall allow for hands-free operation 
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C-2.2 Function Integrated Communications / 
Text 

NGFR Text 
Communication 
Systems 

Responder SmartHub Communication Devices shall 
provide text communications 

C-2.2.1 Feature / 
Characteristic 

Integrated Communications / 
Text / Transmit 

NGFR Text 
Communication 
Systems 

Responder SmartHub Communications Devices shall 
transmit text communications 

C-2.2.2 Feature / 
Characteristic 

Integrated Communications / 
Text / Receive 

NGFR Text 
Communication 
Systems 

Responder SmartHub Communications Devices shall 
receive text communications 

C-2.3 Function Integrated Communications / 
Video 

NGFR 
Communication 
Devices 

Responder SmartHub Communications Devices shall 
provide video communications 

C-2.3.1 Feature / 
Characteristic 

Integrated Communications / 
Video / Transmit 

NGFR 
Communication 
Devices 

Responder SmartHub Communications Devices shall 
transmit video communications 

C-2.3.2 Feature / 
Characteristic 

Integrated Communications / 
Video / Receive 

NGFR 
Communication 
Devices 

Responder SmartHub Communications Devices shall 
receive video communications 

C-2.4 Function Communication Devices / 
Information Received 
Notifications 

NGFR 
Communication 
Devices 

Responder SmartHub Communication Devices shall 
provide indication to the responder that new 
communications have been received 

C-1.3.1 Feature / 
Characteristic 

Communication Devices / 
Information Received 
Notifications 

NGFR 
Communication 
Devices 

Responder SmartHub Communication Devices shall be 
able to haptically notify a responder that new 
communications have been received 

C-1.3.2 Feature / 
Characteristic 

Communication Devices / 
Information Received 
Notifications 

NGFR 
Communication 
Devices 

Responder SmartHub Communication Devices shall be 
able to aurally notify a responder that new 
communications have been received 

C-1.3.3 Feature / 
Characteristic 

Communication Devices / 
Information Received 
Notifications 

NGFR 
Communication 
Devices 

Responder SmartHub Communication Devices shall be 
able to visually notify a responder that new 
communications have been received 
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2. Communication Device Requirements 2 
Table 60: Communication Device Requirements 3 

Number Node Type Name Subject Requirement Language 

C-2.5 Function Communication Devices / 
Pre-Defined Text Shortcuts 

NGFR Communication 
Devices 

Responder SmartHub Communication Devices shall be 
able to transmit pre-defined emergency messages 
indicating a life-threatening situation 

C-2.6 Function Communication Devices / 
Band Class 14 

NGFR Communication 
Devices 

Responder SmartHub Communication Devices shall be 
able to transmit communications data over Band Class 
14 radio networks 

C-2.7 Function Communication Devices / 
Voice to Text 

NGFR Communication 
Devices 

Responder SmartHub Communications Devices shall 
be capable of using real-time speech recognition to 
convert audio to text  

C-2.7.1 Feature / 
Characteristic 

Communication Devices / 
Voice to Text 

NGFR Communication 
Devices 

Responder SmartHub shall ensure speech recognition 
methods used for NGFR Communication Devices 
provide no less than <configurable> percent accuracy 

C-2.8 Function Communication Devices / 
Text to Voice 

NGFR Communication 
Devices 

Responder SmartHub Communication Devices shall be 
capable of using real-time speech transcription to 
convert text to automated speech  

C-2.8.1 Feature / 
Characteristic 

Communication Devices / 
Text to Voice 

NGFR Communication 
Devices 

Responder SmartHub shall ensure speech transcription 
methods used for NGFR Communication Devices 
provide no less than <configurable> percent accuracy 

C-2.9 Function Communication Devices / 
Speech Translation 

NGFR Communication 
Devices 

Responder SmartHub Communication Devices shall 
provide the capability to translate speech between 
languages 

C-1.8.1 Feature / 
Characteristic 

Communication Devices / 
Speech Translation to 
English 

NGFR Communication 
Devices 

Responder SmartHub Communication Devices shall be 
capable of translating real-time foreign language 
speech into English  
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C-1.8.2 Feature / 
Characteristic 

Communication Devices / 
Speech Translation from 
English 

NGFR Communication 
Devices 

Responder SmartHub Communication Devices shall be 
capable of translating real-time English speech into a 
foreign language  

C-1.8.3 Feature / 
Characteristic 

Communication Devices / 
Speech Translation 

NGFR Communication 
Devices 

Responder SmartHub shall ensure speech translation 
methods used for NGFR Communication Devices 
provide no less than <configurable> percent  accuracy 

C-2.10 Function Communication Device / 
Programming 

NGFR Communication 
Devices 

Responder SmartHub Communication Devices shall be 
capable of over-the-air programming 

C-2.11 Function Voice Communications / 
Voice Intelligibility 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communication Systems shall 
ensure that voice communications are intelligible by 
the receiver no less than <configurable> percent of the 
time 

C-1.10.1 Feature / 
Characteristic 

Voice Communications / 
Voice Intelligibility/Noise-
filtering 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communication Systems shall 
provide ambient noise canceling capabilities that 
reduce ambient noise in the received communication 
by <configurable> percent  

C-1.10.1.1 Sub-Feature / 
Sub-
Characteristic 

Voice Communications / 
Voice Intelligibility / Noise-
filtering 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communication Systems shall 
employ noise canceling capabilities that ensure the 
spoken communication is received without distortion 

C-2.12 Function Video Communications / 
Recording 

NGFR Video 
Communication 
Systems 

Responder SmartHub Communication Systems shall 
be capable of recording incoming video 
communications  

C-2.12.1 Feature / 
Characteristic 

Video Communications / 
Recording 

NGFR Video 
Communication 
Systems 

Responder SmartHub Video Communication Systems 
shall store at least <configurable> hours of recorded 
video 

C-2.12.2 Feature / 
Characteristic 

Video Communications / 
Recording 

NGFR Video 
Communication 
Systems 

Responder SmartHub Video Communication Systems 
shall encrypt stored video recordings 
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C-2.13 Function Voice Communications / 
Recording 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communication Systems shall 
be capable of recording incoming audio  

C-2.13.1 Feature / 
Characteristic 

Voice Communications / 
Recording 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communication Systems shall 
store at least <configurable> hours of recorded audio 

C-2.13.2 Feature / 
Characteristic 

Voice Communications / 
Recording 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communication Systems shall 
encrypt stored audio recordings 

C-2.14 Function Video Communications / 
Streaming Video 

NGFR Video 
Communication 
Systems 

Responder SmartHub Communication Systems shall 
be capable of streaming real-time video to other NGFR 
systems 

C-2.15 Function Video Communications / 
Streaming Audio 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communication Systems shall 
be capable of streaming real-time audio to other NGFR 
systems 

C-2.16 Function Voice Communications / 
Bridge 

NGFR Voice 
Communication 
Systems 

Responder SmartHub shall be able to consume data 
from any system that conforms with NGFR 
connectivity rules, protocols and data standards 

C-2.16.1 Feature / 
Characteristic 

Voice Communications / 
Bridge 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communication Devices shall be 
capable of receiving communications originating from 
a dissimilar NGFR Communication System 

C-2.16.2 Feature / 
Characteristic 

Voice Communications / 
Bridge 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Communication Devices shall be 
capable of sending communications that are received 
by a dissimilar NGFR Communication System 

 1 

3. Personal Area Network Requirements 2 
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Number Node Type Name Subject Requirement Language 

C-3 Capability Networks NGFR NGFR shall provide network connectivity for all 
phases of incident response 

C-3.1 Function Networks / Personal Area 
Network 

NGFR Responder SmartHub shall provide Personal Area 
Networks (PAN) to enable wireless connectivity of 
Responder SmartHub components 

C-3.1.1 Feature / 
Characteristic 

Networks / Personal Area 
Network / Capacity 

NGFR Responder SmartHub PAN shall be able to support up 
to <configurable> devices assigned to a single 
responder 

C-3.1.2 Feature / 
Characteristic 

Networks / Personal Area 
Network / Perimeter 

NGFR Personal Area 
Networks 

Responder SmartHub PAN shall extend no more than 
<configurable> feet from the responder 

C-3.1.3 Feature / 
Characteristic 

Networks / Personal Area 
Network / Exclusive Access 

NGFR Personal Area 
Networks 

Responder SmartHub PAN shall be provisioned to only 
provide access by devices assigned to a single 
responder 

C-3.1.4 Feature / 
Characteristic 

Networks/Personal Area 
Network/Wireless 

NGFR Personal Area 
Networks 

Responder SmartHub PAN shall allow only devices 
assigned to a single responder to wirelessly 
communicate with only devices assigned to a single 
responder 

C-3.1.5 Feature / 
Characteristic 

Networks / Personal Area 
Network / Network Capacity 

NGFR Personal Area 
Networks 

Responder SmartHub PAN or modules that connect to 
the PAN shall not exceed the capacity of the network 

C-3.1.4 Feature / 
Characteristic 

Networks / Personal Area 
Network / Inter-Network 
Access 

NGFR Networks NGFR Networks shall provide a mechanism to allow 
communication between NGFR Networks  

C-3.2.1 Feature / 
Characteristic 

Networks / Continuous 
Communications 

NGFR Responder SmartHub PAN shall provide continuous 
connectivity in environments where existing 
communications networks are known to be degraded 

C-3.2.1.1 Sub-Feature / 
Sub-
Characteristic 

Networks / Continuous 
Communications 

NGFR Responder SmartHub PAN shall provide continuous 
connectivity to responders operating inside a building 
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C-3.2.1.2 Sub-Feature / 
Sub-
Characteristic 

Networks / Continuous 
Communications 

NGFR Responder SmartHub PAN shall provide continuous 
connectivity to responders operating inside a tunnel 

C-3.2.1.3 Sub-Feature / 
Sub-
Characteristic 

Networks / Continuous 
Communications 

NGFR Responder SmartHub PAN shall provide continuous 
connectivity to responders operating in a densely 
constructed urban environment 

C-3.2.1.4 Sub-Feature / 
Sub-
Characteristic 

Networks / Continuous 
Communications 

NGFR Responder SmartHub PAN shall provide continuous 
connectivity to responders operating in an environment 
with sparse infrastructure 

 1 

4. Incident Area Network Requirements 2 
Table 62: Incident Area Network Requirements 3 

Number Node Type Name Subject Requirement Language 

C-3.2 Function Networks / Incident Area 
Network 

  Responder SmartHub shall be capable of integrating 
into an Incident Area Network (IAN)  

C-3.2.1 Feature / 
Characteristic 

    Responder SmartHub shall be capable of bridging or 
connecting multiple IANs 

C-3.2.2 Feature / 
Characteristic 

Networks / Deployable 
Technologies 

NGFR Incident Area 
Networks 

NGFR IANs shall be quickly deployed for operation 

C-3.3.3 Feature / 
Characteristic 

Networks / Deployable 
Technologies 

NGFR Incident Area 
Networks 

NGFR IANs shall be portable 

C-3.3.4 Feature / 
Characteristic 

Networks / Deployable 
Technologies 

NGFR Incident Area 
Networks 

NGFR IANs shall take no more than five minutes from 
arrival on the incident scene to be operation 

C-3.3.5 Feature / 
Characteristic 

Networks / Linked Nodes NGFR Networks NGFR Networks devices shall have the ability to 
connect with other NGFR Networks to enable linked 
NGFR Networks for extended network connectivity 

 4 
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5. Networks and Security Requirements 1 
Table 63: Networks and Security Requirements 2 

Number Node Type Name Subject Requirement Language 

C-3.4 Function Networks / Provisioning 
Access 

NGFR Networks Responder SmartHub systems and devices shall be 
able to authenticate users 

C-3.5 Function Networks / Prioritizing 
Communications 

NGFR Networks Responder SmartHub Networks shall be able to 
prioritize data and messaging based upon agency 
configuration settings/business rules 

C-3.4.1 Feature / 
Characteristic 

Networks / Prioritizing 
Communications 

NGFR Networks Responder SmartHub Networks shall allow authorized 
users to alter the prioritization of data and messages 

C-3.4.2 Feature / 
Characteristic 

Networks / Priority Alerts NGFR Incident Area 
Networks 

Responder SmartHub Systems shall be capable of 
transmitting emergency communications on Responder 
SmartHub Networks with high priority 

C-3.6 Function Networks / Authorization NGFR Authorized 
Users 

Access to data shall be controlled by a permission 
system based upon user privileges/role-based access 
controls 

C-3.6.1 Feature / 
Characteristic 

Networks / Authorization NGFR Authorized 
Users 

Responder SmartHub Authorized Users shall be 
granted access using role-based access controls 

C-3.7 Function Networks / Land-Mobile 
Radio / Land-Mobile Radio 
Network 

NGFR Voice 
Communication 
Systems 

Responder SmartHub shall be able to integrate with 
existing LMR systems that may be using multiple 
bands 

C-3.7.1 Feature / 
Characteristic 

Networks / Land-Mobile 
Radio / Signal Boost 

NGFR Voice 
Communication 
Systems 

Responder SmartHub Networks shall have the ability 
to employ signal boosting for poor LMR network 
coverage 

C-3.7.2 Feature / 
Characteristic 

Networks / Land-Mobile 
Radio / Interoperable Land-
Mobile Radio 

NGFR Voice 
Communication 
Systems 

Responder SmartHub communications system shall be 
P25 compliant  

C-3.7.3 Feature / 
Characteristic 

Networks / Land-Mobile 
Radio / Upgrade Existing 
Systems 

NGFR Voice 
Communication 
Systems 

Responder SmartHub shall use non-trunked radio 
communication systems 
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Number Node Type Name Subject Requirement Language 

C-3.8 Function Networks NGFR Network 
Connected Systems 

Responder SmartHub Systems connected to a 
Responder SmartHub Network shall be associated with 
an authenticated user 

C-3.8.1 Feature / 
Characteristic 

    Responder SmartHub shall identify user, role and 
permissions/certifications 

C-3.9 Function Networks / Data Exchange NGFR Network 
Connected Systems 

Responder SmartHub Systems connected to a 
Responder SmartHub Network shall comply with 
NGFR-directed data exchange models 

C-3.10. Function Networks / Data Exchange NGFR Network 
Connected Systems 

Responder SmartHub Systems connected to a 
Responder SmartHub Network shall ensure data 
received from other systems has a method of ensuring 
data integrity 

C-3.11 Function Networks / Robustness NGFR Network 
Connected Systems 

Responder SmartHub shall be able to add or remove 
sensor or kit components without failure or disrupting 
operations 

C-3.11.1 Feature / 
Characteristic 

    Responder SmartHub shall ensure failed kit modules 
will not disrupt operations 

C-3.11.2 Feature / 
Characteristic 

Networks / Maintenance NGFR Networks Responder SmartHub Authorized Users shall be able to 
perform maintenance on Responder SmartHub 
Networks without degradation of service 

C-3.11.3 Feature / 
Characteristic 

Networks / Maintenance NGFR Networks Responder SmartHub Networks shall not degrade 
network function when performing self-tests and 
diagnostics 

C-3.11.4 Feature / 
Characteristic 

Networks / Robustness NGFR Networks Responder SmartHub Networks shall be able to 
operate on battery power for up to <configurable> 
hours 

C-4 Capability Networks / Dynamic 
Networking 

NGFR Networks NGFR Networks shall support dynamic networking 
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C-4.1 Function Networks / Robustness NGFR Networks Responder SmartHub Networks shall not have a single 
point of failure where economically feasible 

C-4.2 Function Networks / Robustness NGFR Networks Responder SmartHub Networks shall be self-healing 

C-4.3 Function Networks / Robustness NGFR Networks Responder SmartHub shall support ad-hoc networking  

 1 

D. Data Requirements 2 

1. Data Access and Data Provisioning Requirements 3 
Table 64: Data Access and Data Provisioning Requirements 4 

Number Node Type Name Subject Requirement Language 

F-1.0 Capability Building Plans & 
Schematics 

NGFR NGFR shall provide a graphic depiction of building 
data to responders and command 

F-1.1 Function Building Plans & 
Schematics / Building Data 

NGFR Responder SmartHub shall be capable of displaying 
building data that is compliant with NGFR connectivity 
rules, protocols and data standards 

F-1.1.1 Feature / 
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout 

NGFR Building Layout NGFR building layout shall provide a depiction of 
building structures in a graphical user interface (GUI) 

F-1.1.1.1 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Structures 

NGFR Building 
Structure Graphics 

NGFR building structure graphics shall include a 
depiction of building entry points 

F-1.1.1.2 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Structures 

NGFR Building 
Structure Graphics 

NGFR building structure graphics shall include a 
depiction of building stairwells 
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F-1.1.1.3 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Structures 

NGFR Building 
Structure Graphics 

NGFR building structure graphics shall include a 
depiction of building elevator shafts 

F-1.1.2 Feature / 
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Structures 

NGFR Building Layout NGFR building layout shall include a depiction of 
building infrastructures in a GUI 

F-1.1.2.1 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure 

NGFR Building 
Infrastructure Graphics 

NGFR building infrastructure graphics shall include a 
depiction of building water systems 

F-1.1.2.2 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure 

NGFR Building 
Infrastructure Graphics 

NGFR building infrastructure graphics shall include a 
depiction of building fire department connections 
(FDCs) 

F-1.1.2.3 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure 

NGFR Building 
Infrastructure Graphics 

NGFR building infrastructure graphics shall include a 
depiction of standpipe fire hose connections (FHCs) 

F-1.1.2.4 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure 

NGFR Building 
Infrastructure Graphics 

NGFR building infrastructure graphics shall include a 
depiction of building fire pumps 

F-1.1.2.5 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure 

NGFR Building 
Infrastructure Graphics 

NGFR building infrastructure graphics shall include a 
depiction of building fire alarm and communication 
systems 
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F-1.1.2.6 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure 

NGFR Building 
Infrastructure Graphics 

NGFR building infrastructure graphics shall include a 
depiction of building firefighter air replenishment 
systems (FARS) 

F-1.1.2.7 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure 

NGFR Building 
Infrastructure Graphics 

NGFR building infrastructure graphics shall include a 
depiction of on premise fire hydrants 

F-1.1.2.8 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure  

NGFR Building 
Infrastructure Graphics 

NGFR building infrastructure graphics shall include a 
depiction of building key boxes 

F-1.1.2.9 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure 

NGFR Building 
Infrastructure Graphics 

NGFR building infrastructure graphics shall include a 
depiction of building utility controls 

F-1.1.3 Feature / 
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Infrastructure 

NGFR Building Layout NGFR building layout shall include depiction of 
building floorplan in a GUI 

F-1.1.3.1 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Floorplan 

NGFR Building 
Floorplan 

NGFR building floorplan shall include floor 
designations 

F-1.1.3.2 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Floorplan 

NGFR Building 
Floorplan 

NGFR building floorplan shall include room 
designations 
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F-1.1.4 Feature / 
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Floorplan 

NGFR Building Layout NGFR building layout shall include a depiction of other 
building information in a GUI 

F-1.1.4.1 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / Other 
Building Information 

NGFR Building 
Information 

NGFR building information shall include a depiction of 
building security stations 

F-1.1.4.2 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / Other 
Building Information 

NGFR Building 
Information 

NGFR building information shall include a depiction of 
building security plans 

F-1.1.4.3 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / Other 
Building Information 

NGFR Building 
Information 

NGFR building information shall integrate a depiction 
of the location of hazardous materials within the 
building 

F-1.1.4.4 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / Other 
Building Information 

NGFR Building Layout NGFR building layout shall include a depiction of 
exterior items that may obstruct responder access 

F-1.1.4.5 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / Other 
Building Information 

NGFR Building 
Information 

NGFR building information shall integrate a depiction 
of building numbers or designations when part of a 
larger campus, office park or building complex 

F-1.1.5 Feature / 
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / Other 
Building Information 

NGFR Building Data NGFR building data shall be displayed using a 3-D 
graphic depiction 
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F-1.1.6 Feature / 
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / Other 
Building Information 

NGFR GUI of Building 
Information 

NGFR GUI of building information shall allow 
responder mark-up 

F-1.1.7 Feature / 
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / Other 
Building Information 

NGFR GUI of Building 
Information 

NGFR GUI of building information shall be able to 
receive data from incident command software programs 

F-1.1.7.1 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Data Software 
Plugin 

NGFR GUI of Building 
Information 

NGFR GUI of building information shall be able to 
receive data from WebEOC 

F-1.1.7.2 Sub-Feature / 
Sub-
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Data Software 
Plugin 

NGFR GUI of Building 
Information 

NGFR GUI of building information shall be able to 
receive data from <configurable> 

F-1.2 Function Building Plans & 
Schematics / Building Data 
/ Building Layout / 
Building Data Software 
Plugin 

NGFR NGFR shall provide the ability to convert building data 
into a digital format on scene when only a paper copy is 
available 

F-1.2.1 Feature / 
Characteristic 

Building Plans & 
Schematics / Building Data 
/ Building Data 
Conversion / Building 
Data Software Plugin 

NGFR NGFR shall use an open data standard or non-
proprietary interface for converted building data 
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F-2.0 Capability On-Demand Dynamic & 
Static Data Feeds / 
Building Data / Building 
Data Conversion / 
Building Data Software 
Plugin 

NGFR NGFR shall provide responders and command access to 
incident-relevant data  

F-2.1 Function On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Building 
Data Conversion / 
Building Data Software 
Plugin 

NGFR Responder SmartHub shall obtain data identified by 
responders as necessary for incident response 

F-2.1.1 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Obtain 
Data / Building Data 
Software Plugin 

NGFR Responder SmartHub shall pull data from static data 
feeds upon request or query 

F-2.1.2 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Obtain 
Data / Building Data 
Software Plugin 

NGFR Responder SmartHub shall pull data from dynamic data 
feeds upon request or query 

F-2.1.3 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Obtain 
Data / Building Data 
Software Plugin 

NGFR Responder SmartHub shall allow the user to customize 
pull frequency for selected data feeds  

F-2.2 Function On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Obtain 
Data / Building Data 
Software Plugin 

NGFR Responder SmartHub shall integrate data identified by 
responders as necessary for incident response 
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F-2.2.1 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Integration / Building Data 
Software Plugin 

NGFR Responder SmartHub shall integrate data from static 
and dynamic data feeds upon request or query 

F-2.2.2 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Integration / Building Data 
Software Plugin 

NGFR Responder SmartHub shall integrate data provided in 
multiple file formats <file formats to be determined> 

F-2.3  Function On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Integration / Building Data 
Software Plugin 

NGFR Responder SmartHub shall provide incident data to 
authorized users 

F-2.3.1 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Delivery / Building Data 
Software Plugin 

NGFR Responder SmartHub shall ensure packet transfer delay 
does not exceed <configurable> 

F-2.3.2 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Delivery / Building Data 
Software Plugin 

NGFR Responder SmartHub shall ensure packet loss ratio does 
not exceed <configurable> 

F-2.3.3 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Delivery / Building Data 
Software Plugin 

NGFR Responder SmartHub shall ensure packet error ratio 
does not exceed <configurable> 
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F-2.4 Function On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Delivery / Building Data 
Software Plugin 

NGFR Responder SmartHub shall provide a visual display of 
incident data where appropriate 

F-2.4.1 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Display / Building Data 
Software Plugin 

NGFR Responder SmartHub shall allow users to customize the 
visual display of incident data 

F-2.4.1.1 Sub-Feature / 
Sub-
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Display / Data Display 
Customization 

NGFR Responder SmartHub shall allow users to customize the 
layout of the visual display 

F-2.4.1.2 Sub-Feature / 
Sub-
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Display / Data Display 
Customization 

NGFR Responder SmartHub shall allow users to choose the 
content of the data displayed 

F-2.4.2 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Display / Data Display 
Customization 

NGFR Responder SmartHub shall allow users to view incident 
data on any trusted networked computing device 

F-2.5 Function On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Display / Data Display 
Customization 

NGFR Responder SmartHub shall allow queries of incident 
data as limited by agency policy and controls 
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F-2.5.1 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Queries / Data Display 
Customization 

NGFR Responder SmartHub shall allow users to query incident 
data 

F-2.5.2 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Queries / Data Display 
Customization 

NGFR Responder SmartHub shall allow the system to query 
incident data 

F-2.5.3 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Queries / Data Display 
Customization 

NGFR Responder SmartHub shall allow users to query across 
multiple data sources with one request 

F-2.5.4 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Queries / Data Display 
Customization 

NGFR Responder SmartHub shall display data generated in 
response to queries 

F-2.6 Function On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Queries / Data Display 
Customization 

NGFR Responder SmartHub shall allow a prioritized retrieval 
of data 

F-2.6.1 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Queries / Data Display 
Customization 

NGFR Responder SmartHub shall allow the user to assign 
priority to the data being retrieved by its type of data 
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F-2.6.1 Feature / 
Characteristic 

On-Demand Dynamic & 
Static Data Feeds / 
Incident Data / Data 
Queries / Data Display 
Customization 

NGFR Responder SmartHub shall allow the user to assign 
priority to the data being retrieved by query 

 1 

2. Data Access through Other Agencies Requirements 2 
Table 65: Data Access through Other Agencies Requirements 3 

Number Node Type Name Subject Requirement Language 

F-3.0 Capability Mutual Aid Resource Data 
Integration / Incident Data / 
Data Queries / Data Display 
Customization 

NGFR NGFR shall provide access to response and resource 
data from agencies committed to support operations 
through mutual aid 

F-3.1 Function  Mutual Aid Resource Data 
Integration / Incident Data / 
Data Queries / Data Display 
Customization 

NGFR Responder SmartHub shall support mutual aid data 
that conforms with NGFR connectivity rules, 
protocols and data standards 

F-3.1 Function Mutual Aid Resource Data 
Integration / Incident Data / 
Data Queries / Data Display 
Customization 

 NGFR Responder SmartHub shall support computer-aided 
dispatch (CAD) to CAD that conforms with NGFR 
connectivity rules, protocols and data standards 

F-3.1 Function Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Data Queries / Data Display 
Customization 

NGFR NGFR shall obtain data from response agencies 
supporting operations through mutual aid 

F-3.1.1 Feature / 
Characteristic 

Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Obtain Mutual Aid Data / 
Data Display Customization 

NGFR NGFR shall allow users to identify data to be pulled 
from supporting response agencies 
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F-3.1.2 Feature / 
Characteristic 

Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Obtain Mutual Aid Data / 
Data Display Customization 

NGFR NGFR shall pull data from supporting response 
agencies upon request or query 

F-3.1.3 Feature / 
Characteristic 

Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Obtain Mutual Aid Data / 
Data Display Customization 

NGFR NGFR shall provide command with resource data 
from supporting response agencies 

F-3.1.3.1 Sub-Feature / 
Sub-
Characteristic 

Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Obtain Mutual Aid Data / 
Mutual Aid Resource Data 

NGFR NGFR shall provide command with data on the type 
of resources being provided by supporting response 
agencies 

F-3.1.3.2 Sub-Feature / 
Sub-
Characteristic 

Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Obtain Mutual Aid Data / 
Mutual Aid Resource Data 

NGFR NGFR shall provide command with data on the 
quantity of resources being provided by supporting 
response agencies 

F-3.1.3.3 Sub-Feature / 
Sub-
Characteristic 

Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Obtain Mutual Aid Data / 
Mutual Aid Resource Data 

NGFR NGFR shall calculate the timeline for arrival of 
resources being provided by supporting response 
agencies 

F-3.1.3.4 Sub-Feature / 
Sub-
Characteristic 

Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Obtain Mutual Aid Data / 
Mutual Aid Resource Data 

NGFR NGFR shall allow command to prioritize resources 
requested through mutual aid 

F-3.2 Function Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Obtain Mutual Aid Data / 
Mutual Aid Resource Data 

NGFR Responder SmartHub shall display data pulled from 
supporting response agencies 
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F-3.3 Function Mutual Aid Resource Data 
Integration / Mutual Aid Data 
/ Obtain Mutual Aid Data / 
Mutual Aid Resource Data 

NGFR Responder SmartHub shall integrate data from 
supporting response agencies with incident data  

 1 

3. Data Integration Requirements 2 
Table 66: Data Integration Requirements 3 

Number Node Type Name Subject Requirement Language 

F-7.0 Capability Multi-Sensor Integration & 
Analysis / Responder 
Geolocation / Geolocation 
Data Display / Geolocation 
Data Display Alarm Data 

NGFR NGFR shall integrate incident data with data from 
multiple sources to provide a comprehensive picture of 
hazards on the incident scene 

F-7.1 Function Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Geolocation Data Display / 
Geolocation Data Display 
Alarm Data 

NGFR Responder SmartHub shall integrate data from threat 
sensors  

F-7.1.1 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Threat Sensor Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
data from chemical hazard sensors 

F-7.1.2 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Threat Sensor Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
data from biological organism sensors 
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F-7.1.3 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Threat Sensor Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
data from ionizing radiation sensors 

F-7.1.4 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Threat Sensor Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
data from explosive compound sensors 

F-7.1.5 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Threat Sensor Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
Red Force location data 

F-7.1.6 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Threat Sensor Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
oxygen percentage data 

F-7.1.7 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Threat Sensor Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
data on fast moving objects 

F-7.1.8 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Threat Sensor Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
data on the origin of shots fired 
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F-7.2 Function Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Threat Sensor Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Responder SmartHub shall integrate threat sensor data 
with model outputs, as provided, into the Responder 
SmartHub display 

F-7.2.1 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Model Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
outputs from air hazard models 

F-7.2.2 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Model Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
outputs from contaminant migration models 

F-7.2.3 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Model Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
outputs from explosive power/air blast models 

F-7.2.4 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Model Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Sensor 
Integration 

Responder SmartHub sensor integration shall include 
outputs from population dispersion models 

F-7.3 Function Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Model Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Responder SmartHub shall integrate threat sensor data 
with other pertinent data, as provided, into the 
Responder SmartHub display 



 

NGFR Integration Handbook – Part 3: Technical Supplement Page 134 

Number Node Type Name Subject Requirement Language 

F-7.3.1 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Data Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Responder SmartHub shall integrate threat sensor data 
with current weather data 

F-7.3.2 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Data Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Responder SmartHub shall integrate threat sensor data 
with weather projections 

F-7.3.3 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Data Integration / 
Geolocation Data Display 
Alarm Data 

NGFR Responder SmartHub shall integrate threat sensor data 
with traffic data 

F-7.3.3.1 Sub-Feature / 
Sub-
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Data Integration / 
Sensor Traffic Integration 

NGFR Responder SmartHub shall integrate threat sensor data 
with Google traffic data 

F-7.4 Function Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Data Integration / 
Sensor Traffic Integration 

NGFR Responder SmartHub shall provide a GUI that displays 
integrated data from threat sensors  

F-7.4.1 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Integration Display / 
Sensor Traffic Integration 

NGFR GUIs Responder SmartHub GUIs shall display sensor data 
using GIS-enabled maps 

F-7.4.2 Feature / 
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Integration Display / 
Sensor Traffic Integration 

NGFR Responder SmartHub shall ensure integrated sensor 
data can be consumed by incident command software 
programs by providing data in the standards identified 
by NGFR 
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F-7.4.2.1 Sub-Feature / 
Sub-
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Integration Display / 
Sensor Data Software Plugin 

NGFR Responder SmartHub shall ensure integrated sensor 
data can be consumed by WebEOC 

F-7.4.2.2 Sub-Feature / 
Sub-
Characteristic 

Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Integration Display / 
Sensor Data Software Plugin 

NGFR Responder SmartHub shall ensure integrated sensor 
data can be consumed by <configurable> 

F-7.5 Function Multi-Sensor Integration & 
Analysis / Sensor Integration / 
Sensor Integration Display / 
Sensor Data Software Plugin 

NGFR Responder SmartHub shall analyze integrated sensor 
data for a combined assessment of existing hazards and 
provide the results of that combined assessment to the 
first responder 

 1 

4. Data Display Requirements 2 
Table 67: Data Display Requirements 3 

Number Node Type Name Subject Requirement Language 

F-9.0 Capability Heads Up Display (HUD) / 
Social Media Data / Social 
Media Data Filter / Social 
Media Topic Filter 

NGFR HUD Responder SmartHub shall display system-provided 
data on a graphical display 

F-9.1 Function HUD / Social Media Data 
Filter / Social Media Topic 
Filter 

NGFR HUD Responder SmartHub shall display incident-related data 
as fed from kit or core modules 

F-9.1.1 Feature / 
Characteristic 

HUD / HUD Incident Data / 
Social Media Topic Filter 

NGFR HUD Responder SmartHub shall display the location of 
identified hazards that are within <configurable> feet of 
the responder 

F-9.1.1.1 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Incident Data / 
HUD Hazard Data 

NGFR HUD Responder SmartHub shall display the location of 
hazardous chemicals 
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F-9.1.1.2 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Incident Data / 
HUD Hazard Data 

NGFR HUD Responder SmartHub shall display the location of 
explosive compounds 

F-9.1.1.3 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Incident Data / 
HUD Hazard Data 

NGFR HUD Responder SmartHub shall display the location of Red 
Force elements 

F-9.1.1.4 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Incident Data / 
HUD Hazard Data 

NGFR HUD Responder SmartHub shall display data related to 
suspects or persons of interest 

F-9.1.1.5 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Incident Data / 
HUD Hazard Data 

NGFR HUD Responder SmartHub shall display thermal image data 

F-9.1.2 Feature / 
Characteristic 

HUD / HUD Incident Data / 
HUD Hazard Data 

NGFR HUD Notation 
of Responders 

Responder SmartHub shall display the location of other 
responders on the incident scene 

F-9.1.2.1 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Incident Data / 
HUD Responder Data 

NGFR HUD Responder SmartHub notation of responders shall be 
distinct from notation of Red Force elements 

F-9.1.3 Feature / 
Characteristic 

HUD / HUD Incident 
Data/HUD Responder Data 

NGFR HUD Responder SmartHub shall identify the type of all 
hazards that have been identified and entered into the 
system within <configurable> feet of the responder 

F-9.1.4 Feature / 
Characteristic 

HUD / HUD Incident Data / 
HUD Responder Data 

NGFR HUD Responder SmartHub shall allow responder to mark the 
location of hazards on the visual display 

F-9.2 Function HUD / HUD Incident Data / 
HUD Responder Data 

NGFR HUD Responder SmartHub shall display data specific to the 
individual responder as filtered / managed by user / 
agency configurable parameters 

F-9.2.1 Feature / 
Characteristic 

HUD / HUD Responder Data 
/ HUD Responder Data 

NGFR HUD Responder SmartHub shall display responder-specific 
physiological data 
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F-9.2.1.1 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Responder Data 
/ HUD Physiological Data 

NGFR HUD Responder SmartHub shall display responder heart rate 

F-9.2.1.2 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Responder Data 
/ HUD Physiological Data 

NGFR HUD Responder SmartHub shall display responder body 
temperature 

F-9.2.2 Feature / 
Characteristic 

HUD / HUD Responder Data 
/ HUD Physiological Data 

NGFR HUD Responder SmartHub shall display responder-specific 
equipment data 

F-9.2.2.1 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Responder Data 
/ HUD Equipment Data 

NGFR HUD Responder SmartHub shall display SCBA cylinder 
level data 

F-9.3 Function HUD / HUD Responder Data 
/ HUD Equipment Data 

NGFR HUD Responder SmartHub shall display visual alerts 

F-9.3.1 Feature / 
Characteristic 

HUD / HUD Alerts / HUD 
Equipment Data 

NGFR HUD Responder SmartHub shall display a visual alert when 
new hazards are identified 

F-9.3.2 Feature / 
Characteristic 

HUD / HUD Alerts / HUD 
Equipment Data 

NGFR HUD Responder SmartHub shall display a visual alert when 
responder-specific physiological data meets pre-
established criteria 

F-9.3.2.1 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Alerts / HUD 
Physiological Alerts 

NGFR HUD Responder SmartHub shall display a visual alert when 
responder heart rate exceeds <configurable> beats per 
minute (BPM) 

F-9.3.2.2 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Alerts / HUD 
Physiological Alerts 

NGFR HUD Responder SmartHub shall display a visual alert when 
responder body temperature exceeds <configurable> 
degrees Fahrenheit 

F-9.3.3 Feature / 
Characteristic 

HUD / HUD Alerts / HUD 
Physiological Alerts 

NGFR HUD Responder SmartHub shall display a visual alert when 
responder-specific equipment data meets pre-
established criteria 
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F-9.3.3.1 Sub-Feature / 
Sub-
Characteristic 

HUD / HUD Alerts / HUD 
Equipment Alerts 

NGFR Responder SmartHub shall display a visual alert when 
SCBA air pressure drops below an agency-configured 
level 

 1 

5. Incident Data Requirements 2 
Table 68: Incident Data Requirements 3 

Number Node Type Name Subject Requirement Language 

F-10.0 Capability Public Safety Cloud / HUD / 
HUD Alerts / HUD 
Equipment Alerts 

NGFR NGFR shall allow responders to contribute to incident 
data by transmitting data back to the Incident 
Management System  

F-10.2 Function Public Safety Cloud / Incident 
Data / Incident Data Access / 
HUD Equipment Alerts 

NGFR Responder SmartHub shall allow authorized users to 
upload incident data 

F-10.2.1 Feature / 
Characteristic 

Public Safety Cloud / Incident 
Data / Incident Data 
Contribution / HUD 
Equipment Alerts 

NGFR Responder SmartHub shall allow users to determine 
access privileges for information they have contributed 

F-11.0 Capability Internet of Things (IoT) / 
Incident Data / Incident Data 
Contribution / HUD 
Equipment Alerts 

NGFR NGFR shall allow communications between suitably-
equipped physical objects and Internet-enabled devices 
to facilitate response operations 

F-11.1 Function Internet of Things (IoT) / 
Incident Data / Incident Data 
Contribution / HUD 
Equipment Alerts 

NGFR Responder SmartHub shall be able to consume Internet-
enabled data from any system that conforms with 
NGFR connectivity rules, protocols and data standards 

F-11.1 Function IoT / IoT Integration / 
Incident Data Contribution / 
HUD Equipment Alerts 

NGFR NGFR shall allow devices to be connected to the 
Internet 
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F-11.1.1 Feature / 
Characteristic 

IoT / IoT Integration / IoT 
Devices / HUD Equipment 
Alerts 

NGFR NGFR shall allow radios to be connected to the Internet 

F-11.1.2 Feature / 
Characteristic 

IoT / IoT Integration / IoT 
Devices / HUD Equipment 
Alerts 

NGFR NGFR shall allow phones to be connected to the 
Internet 

F-11.1.3 Feature / 
Characteristic 

IoT / IoT Integration / IoT 
Devices / HUD Equipment 
Alerts 

NGFR NGFR shall allow tablets to be connected to the 
Internet 

F-11.1.4 Feature / 
Characteristic 

IoT / IoT Integration / IoT 
Devices / HUD Equipment 
Alerts 

NGFR NGFR shall allow computers to be connected to the 
Internet 

F-11.1.5 Feature / 
Characteristic 

IoT / IoT Integration / IoT 
Devices / HUD Equipment 
Alerts 

NGFR NGFR shall allow response equipment to be connected 
to the Internet 

F-11.1.6 Feature / 
Characteristic 

IoT / IoT Integration / IoT 
Devices / HUD Equipment 
Alerts 

NGFR NGFR shall allow response apparatus to be connected 
to the Internet 

F-11.1.7 Feature / 
Characteristic 

IoT / IoT Integration / IoT 
Devices / HUD Equipment 
Alerts 

NGFR NGFR shall provide a unique identifier for all objects 
on the incident network 

F-11.2 Function IoT / IoT Integration / IoT 
Devices / HUD Equipment 
Alerts 

NGFR Systems NGFR shall ensure communication between physical 
and Internet-enabled objects occur without user 
intervention 

F-11.3 Function IoT / IoT Integration / IoT 
Devices / HUD Equipment 
Alerts 

NGFR Networks and 
Devices 

NGFR systems shall provide the ability to automate 
processes using integrated data 

F-12.0 Capability System Interoperability / IoT 
Integration / IoT Devices / 
HUD Equipment Alerts 

NGFR NGFR networks and devices shall function in an 
integrated fashion to facilitate response operations 
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F-12.1 Function System Interoperability / IoT 
Devices / HUD Equipment 
Alerts 

NGFR Responder SmartHub shall require interoperability 
between approved components, devices and software 

F-12.1.1 Feature / 
Characteristic 

System Interoperability / 
HUD Equipment Alerts 

NGFR Responder SmartHub shall be able to digest NIEM data 
elements 

F-12.1.2 Feature / 
Characteristic 

System Interoperability / 
HUD Equipment Alerts 

NGFR Responder SmartHub shall use non-proprietary 
software where feasible 

F-12.1.3 Feature / 
Characteristic 

System Interoperability / 
HUD Equipment Alerts 

NGFR Responder SmartHub shall use open-source code where 
feasible 
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6. Casualty Data Requirements 2 
Table 69: Casualty Data Requirements 3 

Number Node Type Name Subject Requirement Language 

F-13.0 Capability Casualty Management & 
Decontamination / System 
Interoperability / HUD 
Equipment Alerts 

NGFR NGFR shall track the status of incident casualties from 
detection through reunification 

F-13.1 Function Casualty Management & 
Decontamination / System 
Interoperability / HUD 
Equipment Alerts 

NGFR Responder SmartHub shall be able to consume 
casualty-related data that conforms with NGFR 
connectivity rules, protocols and data standards 

F-13.1 Function Casualty Management & 
Decontamination / Casualty 
Management / System 
Interoperability / HUD 
Equipment Alerts 

NGFR NGFR shall aggregate patient vital signs for the 
purposes of triage 
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F-13.1.1 Feature / 
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Triage / HUD Equipment 
Alerts 

NGFR NGFR shall measure patient vital signs 

F-13.1.1.1 Sub-Feature / 
Sub-
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Triage / Casualty Vital Signs 

NGFR NGFR shall measure patient body temperature 

F-13.1.1.2 Sub-Feature / 
Sub-
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Triage / Casualty Vital Signs 

NGFR NGFR shall measure patient heart rate 

F-13.1.1.3 Sub-Feature / 
Sub-
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Triage / Casualty Vital Signs 

NGFR NGFR shall measure patient blood pressure 

F-13.1.1.4 Sub-Feature / 
Sub-
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Triage / Casualty Vital Signs 

NGFR NGFR shall detect contaminants on patients 

F-13.1.1.5 Sub-Feature / 
Sub-
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Triage / Casualty Vital Signs 

NGFR Systems NGFR shall measure patient vital signs every 2 minutes 

F-13.1.2 Feature / 
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Triage / Casualty Vital Signs 

NGFR Systems NGFR systems shall store patient vital signs 
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F-13.1.3 Feature / 
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Triage / Casualty Vital Signs 

NGFR NGFR systems shall use a GUI to display patient vital 
signs 

F-13.2 Function Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Triage / Casualty Vital Signs 

NGFR NGFR shall track the decontamination status of 
casualties 

F-13.2.1 Feature / 
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Decontamination / Casualty 
Vital Signs 

NGFR NGFR shall record a unique identifier for patient 
personal effects 

F-13.3 Function Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Decontamination / Casualty 
Vital Signs 

NGFR NGFR shall monitor the medical status of casualties 
after triage 

F-13.3.1 Feature / 
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Tracking / Casualty Vital 
Signs 

NGFR NGFR shall track the locations of casualties within the 
medical system 

F-13.3.2 Feature / 
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Tracking / Casualty Vital 
Signs 

NGFR NGFR shall track victims when casualties are released 
from medical care 
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F-13.4 Function Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Tracking / Casualty Vital 
Signs 

NGFR NGFR shall geolocate casualties on incident scene 

F-13.4.1 Feature / 
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Geolocation / Casualty Vital 
Signs 

NGFR NGFR shall geolocate casualties to within 1 foot for x, 
y and z coordinates 

F-13.4.2 Feature / 
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Geolocation / Casualty Vital 
Signs 

NGFR NGFR shall display the location of casualties on GIS-
enabled display 

F-13.4.2 Feature / 
Characteristic 

Casualty Management & 
Decontamination / Casualty 
Management / Casualty 
Geolocation / Casualty Vital 
Signs 

NGFR NGFR shall include a confidence level for casualty 
geolocation 
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7. Data Layer Requirements 2 
Table 70: Data Layer Requirements 3 

Number Node Type Name Subject Requirement Language 

F-14.0 Capability Graphical Displays / Casualty 
Management / Casualty 
Geolocation / Casualty Vital 
Signs 

NGFR NGFR shall provide an integrated visual display of 
incident data 
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F-14.1.1 Feature / 
Characteristic 

Graphical Displays / NGFR 
Visual Display / GUI / 
Casualty Vital Signs 

NGFR Responder SmartHub shall display incident data in 
layers 

F-14.1.1.1. Sub-Feature / 
Sub-
Characteristic 

Graphical Displays / NGFR 
Visual Display / GUI / GUI 
Data Layers 

NGFR Responder SmartHub shall integrate incident data with 
a GIS-enabled map layer 

F-14.1.1.2 Sub-Feature / 
Sub-
Characteristic 

Graphical Displays / NGFR 
Visual Display / GUI / GUI 
Data Layers 

NGFR Responder SmartHub shall integrate with model 
projection layers 

F-14.1.1.3 Sub-Feature / 
Sub-
Characteristic 

Graphical Displays / NGFR 
Visual Display / GUI / GUI 
Data Layers 

NGFR Responder SmartHub shall integrate with traffic data 
layers 

F-14.1.1.4 Sub-Feature / 
Sub-
Characteristic 

Graphical Displays / NGFR 
Visual Display / GUI / GUI 
Data Layers 

NGFR Responder SmartHub shall integrate with property 
ownership data layers 

F-14.1.1.5 Sub-Feature / 
Sub-
Characteristic 

Graphical Displays / NGFR 
Visual Display / GUI / GUI 
Data Layers 

NGFR Responder SmartHub shall integrate with satellite 
damage imagery layers 

F-14.1.2 Feature / 
Characteristic 

Graphical Displays / NGFR 
Visual Display / GUI / GUI 
Data Layers 

NGFR Responder SmartHub shall allow users to customize 
NGFR GUI data layers 

F-14.1.3 Feature / 
Characteristic 

Graphical Displays / NGFR 
Visual Display / GUI / GUI 
Data Layers 

NGFR Responder SmartHub shall integrate with Next 
Generation Incident Command systems 

F-14.1.4 Feature / 
Characteristic 

Graphical Displays / NGFR 
Visual Display / GUI / GUI 
Data Layers 

NGFR GUI Responder SmartHub shall allow users to markup GUI 

 1 
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8. Video Requirements 1 
Table 71: Video Requirements 2 

Number Node Type Name Subject Requirement Language 

F-4.0 Capability Closed-circuit Television 
(CCTV) & Traffic Camera 
Data Integration / Mutual Aid 
Data / Obtain Mutual Aid 
Data / MA Resource Data 

NGFR Components NGFR components shall provide responders and 
command with access to open- and closed-source video 
feeds 

F-4.1 Function CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Obtain Mutual Aid Data / 
MA Resource Data 

NGFR Responder SmartHub shall be able to display video 
feeds authorized by command 

F-4.1 Function CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Obtain Mutual Aid Data / 
MA Resource Data 

NGFR Responder SmartHub shall connect to live video feeds 

F-4.1.1 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Live Video Connection / 
MA Resource Data 

NGFR Responder SmartHub shall connect to live video feeds 
from traffic cameras 

F-4.1.2 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Live Video Connection / 
MA Resource Data 

NGFR Responder SmartHub shall connect to live video feeds 
from closed-circuit cameras 

F-4.1.3 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Live Video Connection / 
MA Resource Data 

NGFR Responder SmartHub shall connect to vehicle-mounted 
camera feeds 
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F-4.1.4 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Live Video Connection / 
MA Resource Data 

NGFR Responder SmartHub shall connect to body-mounted 
camera feeds 

F-4.1.5 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Live Video Connection / 
MA Resource Data 

NGFR Responder SmartHub shall ensure data transfer latency 
does not exceed <configurable> 

F-4.2 Function CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Live Video Connection / 
MA Resource Data 

NGFR Responder SmartHub shall transmit live video feeds to 
command upon notification of responder health 
emergency 

F-4.2.1 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Responder Emergency / MA 
Resource Data 

NGFR Responder SmartHub shall prioritize transmission of 
live video derived from CCTV and public safety 
camera systems after "officer down" notification 

F-4.2.2 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Responder Emergency / MA 
Resource Data 

NGFR Responder SmartHub shall prioritize transmission of 
live video derived from CCTV and public safety 
camera systems after "officer in distress" notification 

F-4.2.3 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Responder Emergency / MA 
Resource Data 

NGFR Responder SmartHub shall prioritize transmission of 
live video derived from CCTV and public safety 
camera systems after Personal Alert Safety System 
(PASS) alarm sounds 

F-4.2.4 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Responder Emergency / MA 
Resource Data 

NGFR Responder SmartHub shall transmit live video feed to 
command within <configurable> seconds of alarm 
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F-4.3 Function CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Responder Emergency / MA 
Resource Data 

NGFR Responder SmartHub shall display live video feeds on 
any trusted networked computing device 

F-4.3.1 Feature / 
Characteristic 

CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Video Feed Display / MA 
Resource Data 

NGFR Responder SmartHub shall display video feeds at a 
resolution of <configurable> 

F-4.4 Function CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Video Feed Display / MA 
Resource Data 

NGFR Responder SmartHub shall display a list of available 
live video feeds upon user request 

F-4.5 Function CCTV & Traffic Camera Data 
Integration / Live Video Feeds 
/ Video Feed Display / MA 
Resource Data 

NGFR Responder SmartHub shall display user-specified live 
video feeds upon request 

 1 

E. Location Service Requirements 2 

1. General Location Services Requirements 3 

Per NFPA, NFPA 950 has a similar set of requirements and should be considered as a potential source of requirements for compliance testing. 4 
Table 72: General Location Services Requirements 5 

Number Node Type Name Subject Requirement Language 

F-6.0 Capability Blue Force Tracking / 
Essential Elements of 
Information (EEI) / EEI 
Display / MA Resource Data 

NGFR NGFR shall identify the location of responders tied to 
latitude, longitude and altitude coordinates  

F-6.1 Function Blue Force Tracking / 
Responder Geolocation / EEI 
Display / MA Resource Data 

NGFR Responder SmartHub shall geolocate responders to 
within 3 feet for x, y and z coordinates 
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F-6.1.1 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / MA 
Resource Data 

NGFR Responder SmartHub shall geolocate responders 
working inside of buildings at the incident scene 

F-6.1.2 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / MA 
Resource Data 

NGFR Responder SmartHub shall geolocate responders 
working underground at the incident scene 

F-6.1.2.1 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Underground Geolocation 

NGFR Responder SmartHub shall geolocate responders 
working in building levels that are below ground level 
at the incident scene 

F-6.1.2.2 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Underground Geolocation 

NGFR Responder SmartHub shall geolocate responders 
working in tunnels at the incident scene 

F-6.1.2.3 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Underground Geolocation 

NGFR Responder SmartHub shall geolocate responders up to 
<configurable> feet below ground 

F-6.1.3 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Underground Geolocation 

NGFR Responder SmartHub shall geolocate responders 
working outdoors at the incident scene 

F-6.1.3.1 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / Outdoor 
Geolocation 

NGFR Responder SmartHub shall geolocate responders over 
an area of <configurable> square miles at the incident 
scene 



 

NGFR Integration Handbook – Part 3: Technical Supplement Page 149 

Number Node Type Name Subject Requirement Language 

F-6.1.4 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / Outdoor 
Geolocation 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall 
identify the location of responders at the incident scene 
every 3 minutes 

F-6.1.5 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / Outdoor 
Geolocation 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall be 
designed to prevent deactivation by responder during 
an incident 

F-6.1.6 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / Outdoor 
Geolocation 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall 
incorporate a confidence level to indicate the accuracy 
of location 

F-6.1.7 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / Outdoor 
Geolocation 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall 
identify the source of geolocation data 

F-6.1.8 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / Outdoor 
Geolocation 

NGFR Systems Responder SmartHub systems shall use available non-
public-safety sources (e.g., building Wi-Fi) to improve 
accuracy 

F-6.1.9 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / Outdoor 
Geolocation 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall encrypt 
responder geolocation data 

F-6.1.10 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / Outdoor 
Geolocation 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall be 
ruggedized to withstand responder operating 
environments 
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F-6.1.10.1 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Components 

Responder SmartHub geolocation system components 
shall operate in temperatures between <configurable> 
degrees and <configurable> degrees Fahrenheit 

F-6.1.10.2 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Components 

Responder SmartHub geolocation system components 
shall operate after withstanding three shocks of at least 
<configurable> psi per shock 

F-6.1.10.3 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Components 

Responder SmartHub geolocation system components 
shall operate after being submerged in at least 
<configurable> feet of water for at least <configurable> 
minutes 

F-6.1.10.4 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Components 

Responder SmartHub geolocation system components 
shall operate after withstanding a water spray of 
<configurable> psi 

F-6.1.10.5 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Components4 

Responder SmartHub geolocation system components 
shall operate in an environment with <configurable> 
percent  humidity for at least <configurable> hours 

F-6.1.10.6 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Components 

Responder SmartHub geolocation system components 
shall operate in the presence of air pollutants, allowing 
no more than <configurable> percent reduction in 
function after <configurable> hours of operation 
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F-6.1.10.7 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Components 

Responder SmartHub geolocation system components 
shall resist corrosion, allowing less than <configurable> 
percent loss in weight after <configurable> hours of 
operation 

F-6.3 Function Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall store 
responder geolocation data 

F-6.3.1 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Storage / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Components 
Worn On The 
Responders Body 

Responder SmartHub geolocation system components 
worn on the responders body shall store responder 
geolocation data on the device for a period of 
<configurable> minutes 

F-6.3.2 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Storage / 
Geolocation Components 
Ruggedization 

NGFR Tracking 
Systems 

Responder SmartHub tracking systems shall cache 
responder geolocation data when connection is 
interrupted 

F-6.4 Function Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Storage / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall 
transmit responder geolocation data to command 

F-6.4.1 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data 
Transmission / Geolocation 
Components Ruggedization 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall 
transmit responder geolocation data to command within 
5 seconds of when the systems receive the data 
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F-6.4.2 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data 
Transmission / Geolocation 
Components Ruggedization 

NGFR Sensors Responder SmartHub sensors shall securely transmit 
responder geolocation data to <destination hub and/or 
devices to be determined> 

F-6.4.3 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data 
Transmission / Geolocation 
Components Ruggedization 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall 
forward cached responder geolocation data 
immediately when connection is restored, following a 
data connection interruption 

F-6.4.4 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data 
Transmission / Geolocation 
Components Ruggedization 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall 
forward the most recent <configurable> seconds of data 
first when network connectivity is restored 

F-6.4.5 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data 
Transmission / Geolocation 
Components Ruggedization 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall 
transmit Blue Force location data to command using 
<configurable> security protocols 

F-6.5 Function Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data 
Transmission / Geolocation 
Components Ruggedization 

NGFR Geolocation 
Systems 

Responder SmartHub geolocation systems shall display 
responder geolocation data for selected responders on a 
GUI 

F-6.5.1 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate the responder geolocation data with proximity 
to threats and hazards  
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F-6.5.1a Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Display 

Responder SmartHub shall display the type of threat 

F-6.5.1b Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Display 

Responder SmartHub shall display the geolocation of 
the threat 

F-6.5.1c Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Components 
Ruggedization 

NGFR Geolocation 
System Display 

Responder SmartHub shall display the proximity of the 
responder to the threat in feet 

F-6.5.1.1 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Hazard Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate responder geolocation data with plume data 

F-6.5.1.2 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Hazard Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate responder geolocation data with projected 
plume movement data 

F-6.5.1.3 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Hazard Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate responder geolocation data with data 
generated by NGFR threat sensors 
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F-6.5.2 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Hazard Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate responder geolocation data with digital 
building information 

F-6.5.1.2 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Building Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate responder geolocation data with digital 
building layout 

F-6.5.3 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Building Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate responder geolocation data with digital terrain 
information 

F-6.5.4 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Building Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate responder geolocation data with responder-
specific physiological data 

F-6.5.4.1 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Physiological Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
include responder heart rate data 

F-6.5.4.2 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Physiological Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
include responder body temperature data 
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F-6.5.5 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Physiological Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate responder geolocation data with responder-
specific equipment data 

F-6.5.5.1 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Equipment Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
include SCBA cylinder level data 

F-6.5.6 Feature / 
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Equipment Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
integrate responder geolocation data with responder 
safety alarms 

F-6.5.6.1 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Alarm Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
provide notification when a PASS alarm is activated 

F-6.5.6.2 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Alarm Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
provide notification upon "officer down" notification 

F-6.5.6.3 Sub-Feature / 
Sub-
Characteristic 

Blue Force Tracking / 
Responder Geolocation / 
Geolocation Data Display / 
Geolocation Data Display 
Alarm Data 

NGFR Geolocation 
System Display 

Responder SmartHub geolocation system display shall 
provide notification upon "officer in distress" 
notification 

 1 
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Table 73: Location Data Access Requirements 2 

Number Node Type Name Subject Requirement Language 

F-17.0 Capability Location Based Services / 
Predictive Analysis / 
Predictive Analysis Data / 
Predictive Analysis Models 

NGFR NGFR shall utilize responder geolocation data to 
provide data to applications on networked devices 

F-17.1 Function Location Based Services / 
Location-Based Services / 
Predictive Analysis Data / 
Predictive Analysis Models 

NGFR Responder SmartHub shall allow devices to access 
responder location 

F-17.2 Function Location Based Services / 
Location-Based Services / 
Predictive Analysis Data / 
Predictive Analysis Models 

NGFR Responder SmartHub shall allow applications to access 
responder location 

F-17.2.1 Feature / 
Characteristic 

Location Based Services / 
Location-Based Services / 
Responder Location Access / 
Predictive Analysis Models 

NGFR Responder SmartHub shall allow individuals to turn 
some location-based data feeds on and off 

F-17.3 Function Location Based 
Services/Location-Based 
Services/Responder Location 
Access/Predictive Analysis 
Models 

NGFR Responder SmartHub shall prompt responders 
regarding the location of user-configurable GIS-
enabled features 

F-17.3.1 Sub-Feature / 
Sub-
Characteristic 

Location Based Services / 
Location-Based Services / 
Responder Location Access / 
Asset Location 

NGFR Responder SmartHub shall prompt responders 
regarding the location of the nearest fire hydrant and 
indicate the status of the hydrant (i.e., working, tagged-
out, etc.) 
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F-17.3.2 Sub-Feature / 
Sub-
Characteristic 

Location Based Services / 
Location-Based Services / 
Responder Location Access / 
Asset Location 

NGFR Responder SmartHub shall prompt responders 
regarding the location of the nearest hospital and 
provide the status of the hospital (i.e., accepting new 
ER patients, not accepting new ER patients, etc.) 

F-17.3.3 Sub-Feature / 
Sub-
Characteristic 

Location Based Services / 
Location-Based Services / 
Responder Location Access / 
Asset Location 

NGFR Responder SmartHub shall prompt responders 
regarding the location of the nearest fuel supply and 
indicate its status 

F-17.3.4 Sub-Feature / 
Sub-
Characteristic 

Location Based Services / 
Location-Based Services / 
Responder Location Access / 
Asset Location 

NGFR Responder SmartHub shall prompt responders 
regarding the location of the nearest potable water 
supply 

F-17.3.5 Sub-Feature / 
Sub-
Characteristic 

Location Based Services / 
Location-Based Services / 
Responder Location Access / 
Asset Location 

NGFR Responder SmartHub shall prompt responders 
regarding the location of the nearest medical cache and 
indicate its status and general contents 

F-17.3.6 Sub-Feature / 
Sub-
Characteristic 

Location Based Services / 
Location-Based Services / 
Responder Location Access / 
Asset Location 

NGFR Responder SmartHub shall prompt responders 
regarding the location of the nearest equipment storage 
and indicate its status and general contents 

F-17.4 Feature / 
Characteristic 

 Location Based 
Services/Location-Based 
Services/Responder Location 
Access/Asset Location 

 NGFR Responder SmartHub shall prompt responders 
regarding the proximity of additional user-configurable 
GIS-enabled features 

 1 
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3. Social Media Requirements 1 
Table 74: Social Media Requirements 2 

Number Node Type Name Subject Requirement Language 

F-8.0 Capability Social Media Analysis / 
Sensor Integration / Sensor 
Integration Display / Sensor 
Data Software Plugin 

NGFR NGFR shall access social media data feeds to support 
situational awareness and response operations 

F-8.1 Function Social Media Analysis / 
Social Media Data / Sensor 
Integration Display / Sensor 
Data Software Plugin 

NGFR Responder SmartHub shall be able to consume social 
media data that conforms with NGFR connectivity 
rules, protocols and data standards 

F-8.1.1 Feature / 
Characteristic 

Social Media Analysis / 
Social Media Data / Social 
Media Data Access / Sensor 
Data Software Plugin 

NGFR NGFR shall aggregate public Twitter data 

F-8.1.2 Feature / 
Characteristic 

Social Media Analysis / 
Social Media Data / Social 
Media Data Access / Sensor 
Data Software Plugin 

NGFR NGFR shall aggregate public Facebook data 

F-8.1.3 Feature / 
Characteristic 

Social Media Analysis / 
Social Media Data / Social 
Media Data Access / Sensor 
Data Software Plugin 

NGFR NGFR shall aggregate public Instagram data 

F-8.2 Function Social Media Analysis / 
Social Media Data / Social 
Media Data Access / Sensor 
Data Software Plugin 

NGFR NGFR shall identify threats <configurable> from social 
media data 

F-8.3 Function Social Media Analysis / 
Social Media Data / Social 
Media Data Access / Sensor 
Data Software Plugin 

NGFR NGFR shall integrate social media data with open 
source intelligence 
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F-8.3.1 Feature / 
Characteristic 

Social Media Analysis / 
Social Media Data / Social 
Media Intelligence Integration 
/ Sensor Data Software Plugin 

NGFR Systems NGFR shall integrate social media data with traffic 
cameras 

F-8.3.2 Feature / 
Characteristic 

Social Media Analysis / 
Social Media Data / Social 
Media Intelligence Integration 
/ Sensor Data Software Plugin 

NGFR NGFR systems shall integrate aggregated social media 
data with open environmental sensors 

F-8.3.2.1 Sub-Feature / 
Sub-
Characteristic 

Social Media Analysis / 
Social Media Data / Social 
Media Intelligence Integration 
/ Social Media Environmental 
Sensor Integration 

NGFR NGFR shall integrate aggregated social media data with 
Google traffic data 

F-8.4 Function Social Media Analysis / 
Social Media Data / Social 
Media Intelligence Integration 
/ Social Media Environmental 
Sensor Integration 

NGFR NGFR shall integrate social media data with classified 
intelligence sources 

F-8.4 Function Social Media Analysis / 
Social Media Data / Social 
Media Intelligence Integration 
/ Social Media Environmental 
Sensor Integration 

NGFR NGFR shall allow the user to filter social media 
information 

F-8.4.1 Feature / 
Characteristic 

Social Media Analysis / 
Social Media Data / Social 
Media Data Filter / Social 
Media Environmental Sensor 
Integration 

NGFR NGFR shall allow the user to filter social medial 
information by location 
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F-8.4.2 Feature / 
Characteristic 

Social Media Analysis / 
Social Media Data / Social 
Media Data Filter / Social 
Media Environmental Sensor 
Integration 

NGFR NGFR shall allow the user to filter social medial 
information by topic 

F-8.4.2.1 Sub-Feature / 
Sub-
Characteristic 

Social Media Analysis / 
Social Media Data / Social 
Media Data Filter / Social 
Media Topic Filter 

NGFR NGFR shall allow the user to filter social medial 
information by hashtag 

 1 

4. First Responder Alerting Requirements 2 
Table 75: First Responder Alerting Requirements 3 

Number Node Type Name Subject Requirement Language 

F-15.0 Capability Alerts, Warnings and Alerts / 
NGFR Visual Display / GUI / 
GUI Alerts 

NGFR NGFR shall provide alerts and notifications  

F-15.1 Function Alerts, Warnings and Alerts / 
Alerts and Notifications / GUI 
/ GUI Alerts 

NGFR Responder SmartHub shall provide command with 
alerts 

F-15.1.1 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / GUI Alerts 

NGFR Responder SmartHub shall provide alerts to command 
via audible cues 

F-15.1.1.1 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Audible Alerts 

NGFR Responder SmartHub shall provide alerts to the 
command via bells, horns, speakers, chimes, buzzers or 
sirens 
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F-15.1.1.2 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Audible Alerts 

NGFR Sensors Responder SmartHub shall provide alerts to the 
command at user-set variable volume 

F-15.1.2 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Audible Alerts 

NGFR Sensors Responder SmartHub sensors shall provide command 
with alerts via visual cues 

F-15.1.2.1 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Visual Alerts  

NGFR Sensors Responder SmartHub sensors shall provide alerts to the 
command via lights, textual data or images 

F-15.1.2.2 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Visual Alerts 

NGFR Sensors Responder SmartHub sensors shall provide visual alerts 
to the command at user-set variable brightness levels 

F-15.1.3 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Visual Alerts 

NGFR Responder SmartHub sensors shall provide alerts to the 
command via haptic cues 

F-15.1.3.1 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall provide alerts to the 
command via vibration 

F-15.1.4 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall provide alerts to command 
in a manner not discernible by adversaries or public, as 
configured by agency 
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F-15.1.5 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall generate recommended 
alerts to command when site-specific thresholds have 
been reached 

F-15.1.6 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall generate recommended 
alerts to command when pre-set thresholds have been 
reached 

F-15.2 Function Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall provide responder with 
alerts 

F-15.2.1 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall provide alerts to the 
responder via audible cues 

F-15.2.1.1 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Audible Alerts 

NGFR Responder SmartHub shall provide alerts to the 
responder via bells, horns, speakers, chimes, buzzers or 
sirens 

F-15.2.1.2 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Audible Alerts 

NGFR Sensors Responder SmartHub shall provide alerts to the 
responder at user-set variable volume 

F-15.2.2 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Audible Alerts 

NGFR Sensors Responder SmartHub sensors shall provide alerts to the 
responder via visual cues 
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F-15.2.2.1 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Visual Alerts  

NGFR Sensors Responder SmartHub sensors shall provide alerts to the 
responder via lights, textual data or images 

F-15.2.2.2 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Visual Alerts 

NGFR Sensors Responder SmartHub sensors shall provide visual alerts 
to the responder at user-set variable brightness levels 

F-15.2.3 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Visual Alerts 

NGFR Responder SmartHub sensors shall provide alerts to the 
responder via haptic cues 

F-15.2.3.1 Sub-Feature / 
Sub-
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall provide alerts to the 
responder via vibration 

F-15.2.4 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall provide alerts to responder 
in a manner not discernible by adversaries or public, as 
configured by agency or responder 

F-15.2.5 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall generate recommended 
alerts to the responder when site-specific thresholds 
have been reached 

F-15.2.6 Feature / 
Characteristic 

Alerts, Warnings and Alerts / 
Alerts and Notifications / 
Responder Alerts / Responder 
Haptic Alerts 

NGFR Responder SmartHub shall generate recommended 
alerts to the responder when pre-set thresholds have 
been reached 

 1 
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F. Incident Analysis and Risk Assessment  1 

1. Incident Information and Analysis Requirements 2 
Table 76: Incident Information and Analysis Requirements 3 

Number Node Type Name Subject Requirement Language 

F-16.0 Capability Real-Time Predictive 
Analysis / Alerts and 
Notifications / Responder 
Alerts / Responder Haptic 
Alerts 

NGFR NGFR shall integrate incident-specific information 
with available model outputs into decision-making 
processes 

F-16.1 Function Real-Time Predictive 
Analysis / Predictive Analysis 
/ Responder Alerts / 
Responder Haptic Alerts 

NGFR NGFR shall collect incident-specific information for 
inclusion in predictive analysis 

F-16.1.1 Feature / 
Characteristic 

Real-Time Predictive 
Analysis / Predictive Analysis 
/ Predictive Analysis Data / 
Responder Haptic Alerts 

NGFR NGFR shall access pre-incident plans 

F-16.1.2 Feature / 
Characteristic 

Real-Time Predictive 
Analysis / Predictive Analysis 
/ Predictive Analysis Data / 
Responder Haptic Alerts 

NGFR NGFR shall access predictive analysis models 

F-16.1.2.1 Sub-Feature / 
Sub-
Characteristic 

Real-Time Predictive 
Analysis / Predictive Analysis 
/ Predictive Analysis Data / 
Predictive Analysis Models 

NGFR NGFR shall access predictive hurricane analysis 
models 

F-16.1.2.2 Sub-Feature / 
Sub-
Characteristic 

Real-Time Predictive 
Analysis / Predictive Analysis 
/ Predictive Analysis Data / 
Predictive Analysis Models 

NGFR NGFR shall access predictive flood analysis models 
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Number Node Type Name Subject Requirement Language 

F-16.1.2.3 Sub-Feature / 
Sub-
Characteristic 

Real-Time Predictive 
Analysis / Predictive Analysis 
/ Predictive Analysis Data / 
Predictive Analysis Models 

NGFR NGFR shall access predictive earthquake analysis 
models 

F-16.1.3 Feature / 
Characteristic 

Real-Time Predictive 
Analysis / Predictive Analysis 
/ Predictive Analysis Data / 
Predictive Analysis Models 

NGFR NGFR shall calculate a level of confidence for results 
of predictive analysis 

F-16.1.4 Feature / 
Characteristic 

Real-Time Predictive 
Analysis / Predictive Analysis 
/ Predictive Analysis Data / 
Predictive Analysis Models 

NGFR NGFR shall display trend data statistically and across 
the incident timeline 

F-16.1.5 Feature / 
Characteristic 

Real-Time Predictive 
Analysis / Predictive Analysis 
/ Predictive Analysis Data / 
Predictive Analysis Models 

NGFR NGFR shall produce data outputs that are able to plugin 
to incident command software programs 

 1 

2. Risk Assessment Requirements 2 
Table 77: Risk Assessment Requirements 3 

Number Node Type Name Subject Requirement Language 

F-18.0 Capability Risk Assessment & Decision 
Support to Command / 
Location-Based Services / 
Responder Location Access / 
Asset Location 

NGFR Decision 
Support Systems 

NGFR shall provide recommended decisions or courses 
of action for decision points  

F-18.1 Function Risk Assessment & Decision 
Support to Command / 
Decision Support / Responder 
Location Access / Asset 
Location 

NGFR Decision 
Support Systems 

NGFR decision support systems shall integrate actual 
and projected incident data 
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Number Node Type Name Subject Requirement Language 

F-18.1.1 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / Decision 
Support System Data 
Integration / Asset Location 

NGFR Decision 
Support Systems 

NGFR decision support systems shall include actual 
incident data  

F-18.1.1.1 Sub-Feature / 
Sub-
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS Data 
Integration / DSS Actual Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall include sensor 
data 

F-18.1.1.2 Sub-Feature / 
Sub-
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS Data 
Integration / DSS Actual Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall include technical 
calculations 

F-18.1.1.3 Sub-Feature / 
Sub-
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS Data 
Integration / DSS Actual Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall include social 
media data 

F-18.1.1.4 Sub-Feature / 
Sub-
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS Data 
Integration / DSS Actual Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall include responder 
reporting of scene conditions 

F-18.1.2 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS Data 
Integration / DSS Actual Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall include projected 
incident data  

F-18.1.2.1 Sub-Feature / 
Sub-
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS Data 
Integration / DSS Projected 
Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall include model 
outputs 
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Number Node Type Name Subject Requirement Language 

F-18.1.3 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS Data 
Integration / DSS Projected 
Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall include pre-
planning data 

F-18.2 Function Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS Data 
Integration / DSS Projected 
Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall guide command 
through identified decision points 

F-18.2.1 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS 
Guidance / DSS Projected 
Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall guide command 
through protective action decisions 

F-18.2.2 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS 
Guidance / DSS Projected 
Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall guide command 
through shelter/evacuation decisions 

F-18.3 Function Risk Assessment & Decision 
Support to Command / 
Decision Support / DSS 
Guidance / DSS Projected 
Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall provide 
recommended courses of action at decision points 

F-18.3.1 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / Decision 
Support Recommendations / 
DSS Projected Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall provide 
confidence levels <configurable> for decision 
recommendations 
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Number Node Type Name Subject Requirement Language 

F-18.3.2 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / Decision 
Support Recommendations / 
DSS Projected Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall indicate where 
key inputs are missing to support decision-making 

F-18.3.3 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / Decision 
Support Recommendations / 
DSS Projected Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall incorporate 
criteria levels established during pre-planning levels 

F-18.3.4 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / Decision 
Support Recommendations / 
DSS Projected Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall incorporate user-
defined criteria  

F-18.3.5 Feature / 
Characteristic 

Risk Assessment & Decision 
Support to Command / 
Decision Support / Decision 
Support Recommendations / 
DSS Projected Data 

NGFR Decision 
Support Systems 

NGFR decision support systems shall plug in to 
incident command software programs 

 1 

G. Human Systems Integration Requirements  2 

Alarm reporting requirements from NFPA 1221 should be considered as guidance for alarm reporting functionality. 3 

1. Human Systems Integration-Specific Requirements 4 
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Table 78: Human Systems Integration-Specific Requirements 1 

Number Node Type Name Subject Requirement Language 

H-20.1.1  N/A N/A NGFR Physiology 
Sensors 

Add for each physiological measurement the following 
requirement: Each physiological sensor shall be 
prevented from alerting an out-of-tolerance condition 
when no such condition exists (false alarm rate = 0) 

H-20.1.2  N/A  N/A NGFR Physiology 
Sensors 

Add for each physiological measurement the following 
requirement: Wearing the sensor shall have no 
detrimental effect on the wearer’s ability to successfully 
perform mission-related tasks 

H-20.1.3  N/A  N/A NGFR Physiology 
Sensors 

Add for each physiological measurement the following 
requirement: A visual display shall be provided which 
indicates the out-of-tolerance parameter and the actual 
reading 

H-20.1.4  N/A  N/A NGFR Physiology 
Sensors 

Add for each physiological measurement the following 
requirement: A means shall be provided for the first 
responder to acknowledge the activated auditory and 
haptic alarms, thereby shutting off the auditory and 
haptic alarms, but not impacting the visual display 

H-20.1.5  N/A  N/A NGFR Physiology 
Sensors 

Add for each physiological measurement the following 
requirement: Once an alarm has activated and been 
acknowledged, that alarm will not be reactivated until 
the physiological measurement is once again out of the 
normal range having returned to the normal range 

H-20.1.6 N/A N/A NGFR Physiology 
Sensors 

Add for each physiological measurement the following 
requirement: The audio alarm indicating a 
physiological measure is out of tolerance shall be 
clearly different from any other alarm that the first 
responder would need to respond to 
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Number Node Type Name Subject Requirement Language 

H-20.1.7 N/A N/A NGFR Physiology 
Sensors 

Add for each physiological measurement the following 
requirement: When the audio alarms and signals must 
be heard and understood through equipment or 
garments (e.g., helmets and ear covering), audio signals 
shall be loud enough to compensate for the attenuation 
characteristics of the garments without exceeding 115 
dB(A) 

H-20.1.8 N/A N/A NGFR Physiology 
Sensors 

Add a requirement: If two or more physiological 
measures are out of tolerance simultaneously, the alarm 
associated with the highest priority condition shall be 
presented first 

H-20.1.9 N/A N/A   Add a requirement: When the first responder must wear 
earphones covering both ears during normal equipment 
operation, the audio warning signal shall be directed to 
the user's headset, as well as to the work area 

H-20.1.10 N/A N/A   Add a requirement: Where operators may be required to 
read the physiological monitoring alarm visual display 
while wearing eye or face protective gear, displays 
should be designed for foveal vision under relatively 
high levels of illumination using symbols that subtend 
not less than 5.8 mrad (20 arc minutes) of visual angle 

H-20.1.11 N/A N/A   Add a requirement: The physiological monitoring alarm 
visual display shall be readable at all illumination levels 
from low light levels (<150 lux) to high light levels 
(>10000 lux) 
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Number Node Type Name Subject Requirement Language 

H-20.1.12 N/A N/A   Add a requirement: Audio warning signals should 
normally consist of two sequential elements: an alerting 
signal and an identifying or action signal. When 
reaction time is critical and a two element signal is 
necessary, an alerting signal of 0.5 second duration 
shall be provided. All essential information shall be 
transmitted in the first 2.0 seconds of the identifying or 
action signal. 

H-20.1.13 N/A N/A   Add a requirement: The full load carried by a first 
responder, including clothing, equipment, tools and the 
ensemble, shall not exceed 30 percent of responder 
body weight 

H-20.1.14 N/A N/A   Add a requirement: The shape of sensors, controls and 
displays, and items attached to the ensemble shall be 
free of sharp edges or projections that may be harmful 
to the user or snag on structures or undergrowth   

H-20.1.15 N/A N/A   Add a requirement: The ensemble with all attachments 
shall support the first responder’s mobility in that its 
size, weight, weight distribution, placement and 
attachment to the body is suitable for the environment 
and workflow, and can be worn going through all 
expected range of limb and whole body motion 

H-20.1.16 N/A N/A NGFR Voice 
Communication 
Systems 

Add a requirement: Communications devices shall be 
usable so that their operation is intuitive (meets user 
expectations), standardized, informative and compliant 
with human systems integration (HSI) design criteria 

H-20.1.17     NGFR Voice 
Communication 
Systems 

Add a requirement: Communications networks shall be 
usable so that their displays are understandable, 
consistent, standardized and compliant with HSI design 
criteria 
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Number Node Type Name Subject Requirement Language 

H-20.1.18     NGFR Decision 
Support Systems 

Add a requirement: GUIs shall be usable and are 
designed to comply with HSI design criteria 

H-20.1.19     NGFR Decision 
Support Systems 

Add a requirement: Controls and displays associated 
with incident data retrieval, review, integration, fusion, 
presentation and dissemination shall be compliant with 
HSI design criteria 

H-20.1.20     NGFR Decision 
Support Systems 

Add a requirement: Controls and displays associated 
with response agency data retrieval, review, integration, 
fusion, presentation and dissemination, and with 
integration of response agency data with incident data 
shall be compliant with HSI design criteria 

H-20.1.21     NGFR Decision 
Support Systems 

Add a requirement: Controls and displays associated 
with video data and video feeds control, retrieval, 
review, integration, fusion, presentation and 
dissemination shall be compliant with HSI design 
criteria 

H-20.1.22     NGFR Decision 
Support Systems 

Add a requirement: Controls and displays associated 
with incident information handling, retrieval, review, 
integration, fusion, presentation and dissemination shall 
be compliant with HSI design criteria 

H-20.1.23     NGFR Decision 
Support Systems 

Add a requirement: First responders shall be provided 
with essential elements of information when they are 
needed 

H-20.1.24     NGFR Decision 
Support Systems 

Add a requirement: Controls and displays associated 
with essential elements of information handling, 
retrieval, review, integration, fusion, presentation and 
dissemination shall be compliant with HSI design 
criteria 

H-20.1.25       Add a requirement: Individual first responders shall be 
correctly identified through geolocation displays 99 
percent of the time 
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Number Node Type Name Subject Requirement Language 

H-20.1.26     NGFR Decision 
Support Systems 

Add a requirement: Controls and displays associated 
with geolocation graphical user interfaces shall be 
usable; displays will be understandable, consistent, 
standardized and compliant with HSI design criteria 

H-20.1.27     NGFR Decision 
Support Systems 

Add a requirement: The display of incident data 
integrated with data from other sources shall be usable: 
data displays will be understandable, consistent, 
standardized and compliant with HSI design criteria 

H-10.2.28     NGFR Decision 
Support Systems 

Add a requirement: All user interfaces provided to first 
responders shall facilitate the development and 
maintenance of situational awareness, and the 
formulation of appropriate and timely decisions that are 
compliant with HSI design criteria 

H-20.1.29     NGFR HUD Add a requirement: Information presented to a first 
responder on HUDs shall be readable in all conditions 
of ambient light, weather and low visibility, and HUD 
design shall comply with HSI design criteria 

H-20.1.30     NGFR Decision 
Support Systems 

Add a requirement: GUIs shall be usable and designed 
to comply with HSI design criteria 

H-20.1.31     NGFR HUD Add a requirement: The design of alerts and 
notifications shall comply with HSI design criteria 

H-20.1.32       Add a requirement: The display of incident data 
integrated with output from models shall facilitate and 
support development and maintenance of situational 
awareness and decision making and shall be designed 
to comply with HSI design criteria 
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Number Node Type Name Subject Requirement Language 

H-20.1.33     NGFR Decision 
Support Systems 

Add a requirement: The design of decision support 
systems shall facilitate and support development and 
maintenance of situational awareness and decision 
making and shall be designed to comply with HSI 
design criteria 

 1 
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