Legislative Text (Relevant Language)

SEC. 543.
(a) For an additional amount for emergent threats from violent extremism and from complex,
coordinated terrorist attacks, $30,000,000 to remain available until September 30, 2017.

(b) Funds made available in subsection (a) for emergent threats may be transterred by the
Secretary of Homeland Security between appropriations for the same purpose, notwithstanding
section 503 of this Act.

(¢) No transfer described in subsection (b) shall occur until 15 days after the Committees on
Appropriations of the Senate and the House of Representatives are notified of such transfer.
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1) Joint Explanatory Statement to Legislative Text (Relevant Section)
Responding to Emergent Threats from Violent Extremism

A general provision in title V of this Act provides S50,000,000 for emergent threats from
violent extremism and from complex, coordinated terrorist atlacks, and allows the
Secretary to transfer such funds between appropriations after notifying the Commilttees
15 days in advance. Within these funds, not more than $10,000,000 is for a countering
violent extremism (CVE) initiative to help states and local communities prepare for,
prevent, and respond to emergent threats from violent extremism; not less than
$39.000,000 is for an initiative to help states and local governments prepare for, prevent,
and respond to complex, coordinated terrorist attacks with the potential for mass
casualties and infrastructure damage; and not less than $1,000,000 shall be for expanding
or enhancing the Joint Counterterrorism Awareness Workshop Series, which brings
together federal, state, and local governmenlts, and the privaie sector to help regions
mprove their counterterrorism preparedness posture, including the ability to address the
threat of complex terrorist attacks.

All funds under the CVE initiative shall be provided on a competitive basis directly to
states, local governments, tribal governments, nonprofit organizations, or institutions of
higher education. Liligible activities for the CVE initiative shall include, but not be
limited o, planning, developing, implementing, or expanding educational outreach,
commmunity engagement, social service programs, training, and cxercises, as well as other
activities as the Scecretary determines appropriate. Existing programs should be utilized
wherever practical. Eligible activitics for the initiative related to complex coordinated
terrorist attacks shall include, but not be limited to, planning, training and excreiscs to
suppori plans, and other activities the Secretary determines appropriate, consisient with
this statement.

Not later than 45 days after the date of cnactment of this Act, the Department shall brief
the Committees on plans for execution of the initiatives, to include timelines, goals,
metrics, and how the Whole of Community will be included.
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Subject: [Component Action] Inventory of Depratment CVE Activities and Efforts: Due July 27 at 3:30pm
Date: 2014/07/18 15:31:59

Priority: Normal
Type: Note

DHS/S&T, DHS/CRCL, DHS/1&A, DHS/PLCY, DHS/IGA, DHS/OPA, DHS/OPS,
DHS/MGMT, ICE, CBP, USCIS, TSA, USCG, NPPD, USSS, FEMA and FLETC:

The DHS Office of Policy (PLCY), Counterterrorism Policy (CT Policy), kindly requests your
assistance with this tasking.

(b) (5)
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(b) ()

Timothy B. Curry

Deputy Director

DHS-001-425-007544

Page 4 of 10



Counterterrorism Policy

Office of Policy

U.S. Department of Homeland Security
Washington, DC 20528

)6}

Email|®s
HSDN
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For Official Use Only {Sensitive But Unclassified/Exempt Predecisional)

i JbX6}
Sender: Cl.Jrry, Timothy

I A L

(b)6)

Recipient:

DHS-001-425-007545

Page 50f 10



(b)6)

Sent Date: 2014/07/18 15:31:56
Delivered Date: 2014/07/18 15:31:59
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Fact Sheet:
The Department of Homeland Security’s Approach to
Countering Violent Extremism

Fact Sheet: The Depertment of Homeland Security’s Approach to Countering Violent Extremism

1
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ISSUE PAPERS FOR U.S. UK JOINT CONTACT GROUP

WASHIGTON, DC
To: Distribution List
From: PLCY/OIE-Europe
Event: Upcoming S2 hosted Joint Contact Group
Exec Sec Briefing Book Coordinators: PLCY Exec Sec and PLCY-OIE Tasking
Issuc Papers Due to PLCY/OIE: Friday, July 17, 2015 (1700)

Overview
All papers, fully coordinated at the action level, and approved by Component Head, Deputy, or COS should be sent via email to OLA-
EUR@HQ.DIS.GOV and PL.CY-OIETasking(@hqg.dhs.gov by 5:00 pm on Friday, July 17, 2015.

Revisions to this tasker may occur as event details are finalized. If you have any questions about the list below, please contact
OIA-EUR@hq.dhs.gov, and cc: PLCY Exec Sec.

General Drafting Guidance:
Papers should be concise. Please ensure that your papers identify a POC to respond to follow-up questions.

Issue Papers:

Issue Drafter Coordination | Required Product/Notes Ref #
Trends and Experience with Syrian USCIS Issue Paper (Please include experience IP-1
Refugees and Asylum Seekers with Syrian TPS, asvlum requests, and
plans for refugee referrais.)

Counterterrorism engagement with Tunisia | CT Staff Issue Paper and Talking Points IP-2
Engagement with EUROPOL CT Staft, CBP, Issue Paper and Talking Points (Please IP-3

ICE, USSS include personnel positions posted at

(separately) FUROPQOL, engagement priorities, and

FOR OFFICIAL 1
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any operational activities/success stories.

Counter terrorist financing ICE Issue Paper and Talking Points (Please IP-4
provide overview of approach and
engagement with the UK. Please provide
relevant success stories.)
Counter-proliferation ICE Issue Paper and Talking Points (Please IP-5
provide overview of approach and
engagement with the UK.)
U.S. Implementation of UN Security CT Staff Issue Paper and Talking Points IP-6
Council Resolution 2178
Trends from the Regional CVE Summits CVE Issue Paper and Talking Points IP-7
Coordinator, CT
Staff,
Cooperation on CVE issues with the UK CVE CRCL,CT Issue Paper (Please include an update of | 1P-8
Coordinator Staff, [&A, the CVE Action [tems from the last JCG
S&T
Encryption PLCY/Cyber PLCY/LE Issue Paper and Talking Points IP-9
Global Entry CBP Issue Paper and Talking Points regarding | IP-10
the Global Entry partnership with the UK.
Preclearance Expansion Overseas CBP TSA Issue Paper and Talking Points (Please IP-11
provide update on efforts to expand
preclearance with European partners.
Please provide additional detail on the
two UK locations)
Overview of FCM/FCC Information PLCY Issue Paper and Talking Points (Please IP-12
Sharing Matrix include current state of play, initial
observations and lessons learned, and
goals for upcoming FCC and FCM
meetings)
United Kingdom: Priorities and significant | CBP, TSA, Issue Paper IP-13
bilateral engagement, programs ICE, NPPD, (CBP, ICE, and USSS: Please also include
S&T, USCIS, examples of law enforcement/operational
USSS, successes with the UK, if applicable

FOR OFFI ONLY
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DNDO,USCG
(separately)

TSA: Please include number of LPD
airports in country, number of flights to
the U.S. and ranking of country in terms
of number of passengers flying to the U.S.

DHS-UK Aviation Security collaboration
to counter foreign fighter threat

TSA, S&T

Issue Paper and Talking Points (Please
provide information and updates on
ongoing work with the UK to collaborate
on efforts to counter the current threat)

IP-14

Update on CBP-UKBF Action Items from
last JCG

CBP

Issue Paper and Talking Points

IP-15

Update on U.S.-UK Bilateral Information
Sharing Agreements

PLCY/TPSP

Issue Paper and Talking Points (Please
include FCC US-UK Bilateral
Agreements and PCSC Agreement)

IP-16

Information Sharing with Interpol

PLCY/TPSP

Issue Paper and Talking Points (Please
include DHS priorities with Interpol, and
updates on U.S. and UK information
sharing with Interpol

IP-17

Update on the Blue Campaign

Blue Campaign

Issue Paper and Talking Points (Please
include DHS human trafficking priorities
and approaches, and international
engagement)

IP-18

Visa Waiver Program Update

PLCY/TPSP

Issue Paper and Talking Points (Please
include information DHS can share with
the UK on VWP reform/enhancements)

IP-19

FOR
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(b6}
From:
SentVia: Miran, Mike 4()6)
" [e)6)
'Cook, Adam < fb)6}
biéy ]
o "Koskao, ChristiaJ
| T |

"Adams, Charlej

| ]
Subject: CONF/CALL: CVE WORKING GROUP MEETING
Date: 2013/07/24 08:47:11
Start Date: 2013/07/24 10:00:00
End Date: 2013/07/24 11:00:00
Priority: Normal
Type: Appaintment
Location: DIAL-IN: 1-800-320-4330 // PIN: 138 926

Adam and Christian,

| am not going to be on the call. | have a security interview to do (unless its running late).

Best,

Mike

Dial:[0)® |
Conference Pin:
All-

Since we are still waiting for some people te return from travel, temorrow we will have the
CVEWG meeting scheduled as a call rather than as an in-persen meeting. Topics of discussion
will include a read-out from the 5CM meetings, an update on the twe cities effort, as well as an
update on the Bipartisan Policy Center event on 7/31. For the call tomorrow please use the
information below to dial in:

DIAL-IN:FbJ(GJ |

Thanks very much,

Lauren

If you have any questions, please contact Lauren Wenger (CTWG;|(bJ(6J |

(bY6}
Sender:

ADMINISTRATIVE GRQUP kb)(é)
Recipien*b)(é)
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"Cook, Adam [0)®
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Sent Date: 2013/07/24 08:47:11
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COUNTERING VIOLENT EXTREMISM

SUBCOMITTE CONTACT SHEET

CONTACT #

EMAIL

Farah Pandith (Chair)
Adnan Kifayat (Chair)
Laila Alawa

John Allen

Russ Devo

Paul Goldenberg

Jane Harman

Seamus Hughes

Joel Meyer

Jeftrey Miller

Michael Nutter
Matthew Olsen
Ali Soufan

Juan Zarate

)6}

DHS-001-425-007560

Page 1 of 1




From: Donna Yuen (036)
"Miron, Mike
To:

"Haimani Be]
cc: (b6}

Subject: Cook County CVE
Date: 2014/09/24 11:15:07
Type: Note

Hi Mike,
Please see the attached on Cook County's CVE efforts and CTVAC initiative.

Thanks,
Donna

Sender: Donna Yuen {DHSEM) qb)5}

"Miron. Mike </0=HS
b)6) |

Recipient: "Haiman, Ben q’D:DH1
B !

Sent Date: 2014/09/24 11:14:50
Delivered Date: 2014/09/24 11:15:07
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FOR OFFICIAL

DHS Office for Civil Rights and Civil Liberties (CRCL)
Current and Proposed Community Engagement on the Syrian Conflict
April 1, 2014

PURPOSE: The Syrian Outreach plan was created and implemented at the request of the DHS
Counter-Terrorism Advisory Board (CTAB). While CRCL and DHS have current and ongoing
engagement with diverse community groups, including the Syrian community, the purpose of the
plan is to identity concrete short term and long term initiatives aimed at expanding Syria-specific
engagement with communities demonstrating, or likely to have, strong equities in a variety of
topics surrounding the conflict in Syria, or the region writ large.

CURRENT/ONGOING DHS-WIDE ENGAGEMENT WITH SYRIAN COMMUNITY: CRCL
regularly engages with diverse community groups in fourteen cities across the United States,
including the Syrian community. Over the past three months, at the request of leadership, CRCL
has conducted additional enhanced engagement with key leaders and officials of Syrian-
American organizations around the country. They have proven reliable stakeholders with a
strong sense of commitment and understanding of the government goal of countering violent
extremism domestically. Several have offered to partner with us and facilitate our community
engagement work more formally should we wish to proceed.

DHS offices and components have also engaged with Syrian American Organizations in a
number of ways. For example, USCIS held a number of public outreach sessions on Temporary
Protected Status (TPS) for which Syrian nationals remain eligible. The USCIS website also
features specitic information on TPS for eligible Syrian nationals. USCIS as well as CBP, ICE,
and TSA continue their ongoing regional leadership participation in the CRCL quarterly
engagement roundtable meetings in fourteen cities. ICE has conducted Student and Exchange
Visitor Information System (SEVIS) related outreach events. While SEVIS isn’t specific to one
specific community, such outreach directly impacts student populations with strong Syria-
specific equities. In addition, ICE has extended employment authorization for Syrian F-1
students experiencing severe economic hardship. [CE ERO has also addressed one query specific
to immigration enforcement of Syrian nationals.

CRCL ENHANCED ENGAGEMENT OF RELEVANCE: In light of the increased number of
foreign fighters traveling to the Syrian war zone to engage in the conflict, and successtul terrorist
attacks in the US and overseas, CRCL has developed an enhanced engagement model, in an
effort to counter violent extremism. CRCL conducted an assessment of engagement partners, to
ensure the correct andience and stakeholders are included in CRCL engagement events,
especially as the discussion relates to CVE. CRCL then developed and implemented enhanced
engagement events throughout the US targeting non-traditional partners, community organizers,
and religious leaders. Current and ongoing enhanced engagement events include:

e International Engagement. DHS focuses on developing an enhanced understanding of CVE
through direct exchanges and coordination with international partners. DHS works with
international partners both bilaterally and multilaterally in efforts that focus on community-
based problem solving approaches and community oriented policing. CRCL has participated
in dozens of international conferences and workshops, State Department sponsored speaker’s

—{FOU0)
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tours, and International Leadership Visitors Programs (IVLP) throughout the UK, Europe,
Scandinavia, and Southeast Asia. CRCL has hosted international delegations from around
the world to discuss CVE related issues, and has participated in multilateral CVE efforts,
such as the Five Country Ministerial. CRCL is a key component in the development of CVE
best practices through community engagement — a program under the auspices of the Global
Counter Terrorism Forum (GCTF), and the Hedayah Center, in Abu Dhabi, United Arab
Emirates- the first international center dedicated to countering violent extremism.

s  CVE Tabletop Exercises: CRCL was charged with developing new innovative programs and
initiatives designed to share CVE-related information with communities that may be targeted
by violent extremists, to increase their resilience to counter the violent extremist narrative.
One of these initiatives includes the CVE Tabletop Exercises (CVEX). CVEX consists of
trust-building workshop with community members and local law enforcement, and uses an
unfolding possible terrorism scenario with two threads: one thread disclosing what the police
have learned and the other thread what the community experiences. Law enforcement
explains their authorities and their limits to help community members improve their
understanding of what police can and cannot do. Community members provide cultural and
religions context on perspectives and likely reactions.

¢ Current CVEX Schedule: Chicago, IL in December 2013 (completed); Durham,
NC in March 2014 (Completed); Seattle, WA in April 2014 (Scheduled); and
Columbus, OH in May 2014 (Scheduled). Other cities where CVEX will be
scheduled: Houston, TX; Boston, MA; Minneapolis/St. Paul, MN; and Los
Angeles, CA.

GOALS OF THE SYRIA OUTREACH PLAN: The plan outlines a number of concrete short
term and long term initiatives aimed at expanding Syria-specific engagement across DHS. The
goals of the plan are to:

1. Execute the activities described in this plan within the targeted timeframe.

2. Increase community involvement in countering violent extremisim, specifically related to
the Syrian and/ or regional conflict.

3. Create a protocol or mechanism to ensure harmonized efforts and messaging across
related efforts aimed at the Syrian and/ or regional conflict.

TEMPORARY WORKING GROUP ON SYRIA RELATED ISSUES: CRCL will identify
appropriate POCs and convene a working group to coordinate expanded engagement with
communities that may be vulnerable to the draw of the Syrian conflict. The working group will
allow DHS Offices and components to effectively collaborate on Syria related issues and help to
ensure the goals and initiatives outlined in this plan are successfully implemented. The working
group will be led by CRCL and report to the DHS Counterterrorism Advisory Board.

PROPOSED EXPANDED ENGAGEMENT: DHS Community Engagement with the Syrian-
American and related community focuses on promoting and enabling the community’s efforts to
counter violent extremism (CVE), particularly among youth, by way of a participatory trust-

Toun)
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building process already tested with other communities where CVE is a policy priority. This
process also makes resolution of grievances and policy consultations with the community
stakeholders as a priority. This process further empowers community opposition to violent
extremism and does not alienate communities. As the situation in Syria warrants, expanded and
enhanced engagement will position the Department to work with community partners to address
key sensitive issues, including motivations for foreign fighter travel, implications for screening,
countering terrorist messaging, and reactions to U.S. involvement in the region.

DHS will undertake the following short and long term initiatives outlined below to expand
engagement with the Syrian-American community.

Short Term Initiatives: To be implemented between December 1, 2013 and Febroary
28, 2014.

1. (CRCL) Activate community-specific Incident Community Coordination Team
(ICCT) web-based conference calls. This conference call mechanism connects
tederal officials with key leaders in the event of a situation in which contact would be
productive. DHS participant components and offices include TSA, ICE, CBP, USCIS,
FEMA, the Office of Public Affairs, and the Office of Intelligence & Analysis. We
are also joined when relevant by the White House Office of Public Engagement, the
DOJ Civil Rights Division, the FBI, the National Counterterrorism Center (NCTC),
the Department of Defense, USAID, and the Department of State, among others.
Community participants include representatives of national organizations, community
leaders from key cities, and religious and cultural scholars. Our ICCT has been used
eleven times since we established it in 2006.

2. (0) ()

(b)HE)
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e On March 24, 2014, CRCL coordinated a DHS-wide leadership briefing to be
held at the NAC at which the SSG will present to senior leadership detailed
information on the threat of foreign fighters.

o (b)(3)

(CRCL) Conduct threat briefings for key community stakeholders who have
influence with regional and local constituencies and can serve as reliable echo-
chambers for messaging purposes. These briefings can be conducted using the
community engagement round table mechanisms coordinated by CRCL in fourteen
cities across the country. [t could be conducted in the form of community-specific
town halls in partnership with one or more key community based groups or in 4
smaller round table tormat focusing on specific community leaders in a specific
geographic area.

(CRCL) Implement community-specific trust-building engagement exercises in
priority cities with large or concentrated relevant populations including Los Angeles,
Chicago, Detroit, Cleveland, New York City, Houston, Washington, D.C., San
Francisco, and Boston. These steps would include specific youth-focused
consultations and briefings.

e CRCL will be initiating these broader efforts with community-specific
meetings in Chicago, IL in April 2014 (Scheduled) and a community town
hall discussion in Los Angeles, CA in May 2014 (Scheduled).

(USCIS) Hold public engagements on TPS with a variety of community groups,
including Syrian nationals, in response to community interest.

(USCIS) Explore interest in Arabic language public engagement for FY2014.

(CBP) Include Syrian-American organizations in the general quarterly NGO meetings
hosted by the Office of the Commissioner in Washington, DC

(CBP) Coordinate information-sharing efforts with the CBP attache' in Ankara,
Turkey, as well as the TSA Frankfurt Regional Operations Center and create/forward
community-provided information to the attachés.

([&A and CRCL) Work on creating federal, state, and local LEA training related to
the threats of foreign fighters. Enhance exiting FLETC training with information
regarding foreign fighter issues.

fFouo)
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10. (I&A and CRCL) Create a Community Awareness Briefing (CAB) to be
implemented starting in November 2013 using the CRCL community engagement
process and stakeholders.

11. (PLCY) Ensure topline goals including harmonizing of messaging, consistent
terminology, coordination with other USG and partner nations' Syria-specitic efforts,
and identification of effectiveness measures.

12. (FEMA’s DHS Center for Faithbased and Neighborhood Partnerships and CRCL)
Facilitate faith-based engagement.

13. (TSA, ICE, and CRCL) SMEs to help provide any future presentations or briefings
with equities related to Syria outreach as may be coordinated through CRCL's
expanded community engagement efforts.

Long Term Initiatives: To be implemented between December 1, 2013 and December
31,2014.

1. Collaborate with community and faith-based organizations, as well as local, state, and
federal interagency partners to develop youth engagement initiatives thronghout the
country more broadly.

2. Promote informational programs and forums by local and federal law enforcement
agencies to address community vulnerabilities, including internet-borne threats.

3. Conduct or participate in youth roundtables and forums to gather information about
root causes of youth alienation and violent radicalization.

4. Promote unclassified threat briefings for community leaders in coordination with
federal interagency partners on a longer-term strategic basis.

5. Explore and communicate funding opportunities for community-based organizations
with relevant expertise.

6. Empower and encourage parents, religious leaders, and youth activists to co-develop
alternative narratives to violent extremist ideology by including community and youth
organizations in CRCL community engagement activities that help provide access to
other communities addressing similar challenges and focusing efforts in constructive
solutions to grievances.

7. Collaborate with partner countries (United Kingdom, Belgium, Netherlands,
Germany, Canada, Spain, and France) that have significant Syrian and/ or regional
populations to develop best practices in community engagement endeavors that
effectively counter violent extremism.

(Fouoy}—__
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STATE OF THE ADMINISTRATION SPEAKER SERIES
March 12, 2015

Overview:

You arc participating in the Office of the Chict of Protocol’s “Statc of the
Administration” speaker scrics to discuss the role of DHS in both domestic and
international politics. The mecting will take place at the Blair Housc from 1:30pm to
2:15pm.

# Your remarks are expected to last 15 to 20 minutes.

The “State of the Administration’ speaker series was developed to provide the Chiefs
of Mission posted in Washington with an opportunity to interact directly with senior
members of the Government. The ongoing serics cnables Chicfs of Mission who
would not ordinarily have an audience with high-level officials to receive a first-hand
bricfing on our Nation’s most important issucs.

The audicnce will consist primarily of Ambassadors and Charge d’ Affaires (if the
Ambassador 1s out of the country). Some embassies may opt to send a military
attach¢. Expected attendance 1s 75-80 participants.

Y ou will be hosted by Chief of Protocol Ambassador Peter Selfridge and Assistant
Chief of Protocol Nick Schmit. You will be staffed by Chief of Staff Christian
Marrone and Deputy Assistant Scerctary Mark Koumans. A full list of participants is
below.

Discussion Points:

Focus on DHS international engagement to prevent terrorist attacks through

combatting violent extremism, facilitating secure trade and travel, and managing the

U.S. immigration system.

Stress that homeland security is inherently transnational and international.

Counterterrvorism and countering violent extremism efforts. Highlight the

Dcpartment’s engagement in the February 2015 White House Summit on Countering

Violent Extremism as well as the evolution of the Visa Waiver Program as a sccurity

partncrship to help prevent terrorist travel.

Immigration Enforcement., Focus on the Department’s efforts to address the summer

2014 “surge” of unaccompanied children from Central America and the importance of

a regional approach to the issue.

» Highlight the role foreign partnerships, in particular with the Government of
Mecxico, in implementing Exccutive Immigration Reform.

Provide an updatc on DHS’s international footprint in support of these cngagements,

in particular the role and expansion of Preclcarance locations overscas.

Background:

Thus 1s your first engagement with the “State of the Administration™ speaker series.
Previous speakers include (former) Secretary of Homeland Security Janet Napolitano;

DHS-001-425-007614
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Undersecretary of State Wendy Sherman; (former) USAID Administrator Raj Shah;
Secretary of Commerce Penny Pritzker; VPOTUS Chief of Staff Steve Ricchetti;
Attorney General Eric Holder; Deputy National Security Advisor Ben Rhodes;
(former) Secretary of Transportation Ray LaHood; (former) Secretary of Health and
Human Scrvices Kathleen Scbelius; and (former) Scerctary of Detfense Leon Pancetta.

» The Oftice of the Chicef of Protocol 1s committed to cultivating an environment for
successtul diplomacy. They belicve that through the exchange of 1deas, cultures, and
traditions with the Diplomatic Community - via outrcach, engagement and discussion
- we can build upon the Administration’s efforts to foster international goodwill.

s Some of the Diplomatic Corps representatives may ask you to whom they should
direct their inquiries if they have any issues or concerns relating to the Department.
Traditionally, the Office of International Engagement has led the Department’s
intcrnational outreach and coordinated Departmental and Component activitics
intcrnationally. You may dircct them to Intenrational Engagement DAS Mark
Koumans or Assistant Sceretary & Chicf Diplomatic Officer Alan Bersin. .

Participants:

Secretary Johnson

Christian Marronc, S1°s Office

Mark Koumans, PLCY

Ambassador Pcter Sclfridge, Department of State
Nick Schmit, Department of State

Attachments:

A. Talking Points
B. Agenda

C. Biographics

Staff Responsible for Briefing Memo: Dcputy Assistant Scerctary Mark Koumans,
PLCY/Office of International Engagement}*>®

FOR LY
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1,8, Department of Homeland Seeurity
Washington, DC 20528

gv hRT,

Ar
o

September 9, 2016
ACTION
MEMORANDUM FOR THE DEPUTY SECRETARY

FROM: George Selim
Director, Office Tor Community Partnerships

SUBJECT: Approval of the Updated Strategic Implementation Plan lor
Empowering Local Partners to Prevent Violent Extremism in
the United States

Purpose: After numerous reviews and revisions, the updated Strategic fmplementation
Plan for Empowering Local Partners 1o Prevent Violent Extremism in the United States
(SIP) is ready for interagency final approval; the National Security Council is seeking your
sign-off so that they may finalize the document.

Background or Context: During the August 26, 2016 Deputies Committee Meeting on
Countering Violent Extremism (CVE), the SIP was reviewed by Deputies, and it was
determined that significant changes needed to be made in regards to the section on
“Interventions”, [%©

(b)3)

NSC drafted the Strategic Implementation Plan in collaboration with the CVE Task Force
and DHS had multiple opportunities to comment throughout the process. The Strategic
Implementation Plan mirrors the four lines of effort for the CVE Task Force, including
research and analysis, engagement and technical assistance, interventions, and
communications and digital strategy. The most significant change since the original
Strategic Implementation Plan issued in 2011 is the inclusion of interventions.

Clearance: The following offices/components have reviewed and cleared on the SIP.

DHS-001-425-007648
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Required Coordinators

OGC: Michael Goad clears without comment or edits on 9/9/16
PLCY: Briana Petyo clears without comment or edits on 9/8/16
I&A: Mary Peterson clears without comment or edits on 9/8/16

PRIV: Jonathan Cantor clcars without comment or cdits on 9/8/16
CRCL.: Tamara Kcssler clecars with edits on 9/8/16

Supplemental Coordinators

S&T: Kathryn Coulter clears with edits on 9/8/16

USCIS: Lori Scialabba clears with edits on 9/8/16

FEMA: Michacl Cocn clears without comment or edits on 9/8/16
FLETC: Margarct Wright clears without comment or cdits on 9/8/16
OPE: Alaina Duggan clears without comment or cdits on 9/8/16
CBP: Stephen Schorr clears without comment or edits on 9/8/16
ICE: Daniel Ragsdale clears without comment or edits on 9/8/16

Timeliness: The NSC is requiring a response by September 12, 2016.
Recommendation: “As the Dircctor of the Office tfor Community Partnerships and the

CVE Task Force, | recommend that you approve, with considcration of our comments, the
SIP as a final document:”

Approvc/date Disapprove/date

Modify/date Nceds discussion/datc

DHS-001-425-007649
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Document Clearance Comment Form

Strategic Implementation Plan for Empowering
Local Partners to Prevent Violent Extremism in

the United States

For Internal DHS Use: Lead Action
Officer Name and Component:

Comments provided by: Office for Commuity Partnership

Date: 9/8/16

INSTRUCTIONS: Tne reference column is waere you will type the document

paracraph,

sentence, eftc., you are commenting on.

Tne Comment columns are waere you will type your ccomment.
Please ncte that RED FLAGC comments are critical sucgesticns
that must be inccrporated for DIS to cconcur witn the cccument.

# Reference

RED FLAG / CRITICAL COMMENTS

Component Source

1. Lines 306-307

2. Line 312-314

3. Line 228

4. Line 197-201

# Reference

5. Line 440

Lyey

CRCL

CRCL

S&T

S&T

Component Source

CRCL

:1
DHS-001-425-007650
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Document Clearance Comment Form

Strategic Implementation Plan for Empowering | For Internal DHS Use: Lead Action
Local Partners to Prevent Violent Extremism in | Officer Name and Component:
the United States

Comments provided by: Office for Commuity Partnership Date: 9/8/16
INSTRUCTIONS: Tne reference column is waere you will type the document
paracraph, senftence, efc. you are commenting on.

Tne Comment columns are waere you will type your ccomment.
Please ncte that RED FLAGC comments are critical sucgesticns
that must be inccrporated for DIS to cconcur witn the cccument.

#

8. | Line243-261 |7 S&T

# Reference Component Source
7. Line 52 UsCIS

2
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THE WHITE HOUSE

WASHINGTON

September 7, 2016

MEMORANDUM FOR

MS. KRISTEN D, BAKOTIC
Executive Secretary
Office of the Vice President

MR. JOSEPH E. MACMANUS
Executive Secretary
Department of State

MR. MICHAEL L. BRUHN
Executive Secretary
Department of Defense

MS. TASHINA GAUHAR

Associlate Deputy Attorney
General

Department of Justice

M5. ELIZABETH KIM

Director, Executive
Secretariat

Department of Labor

MRS. MADHURA VALVERDE

Executive Secretary

Department of Health and
Human Services

MS. TERESA A. GARLAND

Director, QOffice of Executive

Secretariat
Department of Education

MS. KIM O'CONNCR

Executive Secretary

Department of Homeland
Security

MR. JONATHAN LACHMAN

Associate Director for National
Security Programs

Office of Management and Budget

MS. KRISTIE A. CANEGALLO
Assistant to the President and
Deputy Chief of Staff for

Implementation

MR. JACOB CHRIQUI

Special Assistant to the
Representative of the U.S5. to
the United Nations

MS. CRISTIN DORGELO

Chief of Staff

Office of Science and
Technelogy Policy

MS. HEATHER N. DANIELS

Executive Secretary

Naticnal Counterterrorism
Center

MR. JAMES E. RYBICKI
Chief of Staff
Federal Bureau of Investigation

MR. NEILESH SHELAT

Executive Secretary

U.S. Agency for Internaticnal
Development

MR, RICHARD W. BOLSON

Special Assistant for
Interagency Affairs (J-5)

Joint Chiefs of Staff

DHS-001-425-007652
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SUBJECT: Paper Deputies Committee Meeting on Countering
Violent Extremism

Deputies are requested to provide comments or concurrence on the
paper attached at Tab A on Countering Violent Extremism. Please
pass the attached to Deputies. Responses should be provided to
the NSC Executive Secretariat by close of business on Monday,
September 12, 2016. If you have any questions, please contact
Bridget Matty at [%© |

NG

Suzanne A. George [ S
Executive Secretary

Attachments

Tab A Discussion Paper on Countering Violent Extremism (NSC)

Tab B Revised updated Strategic Implementation Plan for
Empowering Local Partners In the United States (NSC)

DHS-001-425-007653
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DISCUSSION PAPER FOR
PAPER DEPUTIES COMMITTEE MEETING ON COUNTERING VIOLENT EXTREMISM
{CVE)

On August 26, 2016, Deputies reviewed a draft updated Strategic
Implementation Plan for Empowering Local Partners to Prevent
Violent Extremism in the United States. Deputies requested
changes to the “Interventions” section and provided specific
guidance on Tasks 3.1, 3.2, and 3.3. Deputies were also invited
to provide any edits or comments in writing. Deputies agreed
that the edited document would be recirculated with Deputies for
what i1s expected to be its final review.

Deputies will review the attached document to ensure it is
responsive to their feedback. Deputies will provide any final
views on the document and indicate whether or not they recommend
adopting this version to replace the 2011 Strategic
Implementation Plan.

(b))

(b))
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UK Efforts & Coordination with the United States to Countering Violent Extremism

Overview:

The approach that the U.S. Government has developed was influenced by the United Kingdom’s
PREVENT strategy. While the U.S. approach and the British strategy are similar, the 2011
revisions to the PREVENT strategy after the Lord Carlile review, and the 2013 revisions
following the Woolwich attacks and taskforce recommendations, has seen the British focus more
on extremist thought and ideology. Unlike the U.S. approach that focuses on violent extremist
actions due to Constitutional protections, British strategy also focuses on extremist thought and
speech.

The goal of both approaches is to better understand the threat of violent extremism, provide
support and resources to communities to build resilience to violent extremism, and to counter
violent extremist mobilization and recruitment. On these issues we have a close and sustained
partnership, both bilaterally and multilaterally, through a variety of efforts such as the Global
Counter Terrorism Forum.

Background:

CONTEST is the British counterterrorism strategy first published in 2003. The strategy has been
revised in 2006, 2009, and 2011. The goal of the strategy is to reduce the risk to the United
Kingdom and its interests overseas from terrorism. Since the inception of the CONTEST
strategy, the British Home Office has split the counterterrorism framework into four areas,
known as the “four Ps”: Prevent, Pursue, Protect, and Prepare.

The first PREVENT strategy, which is the British countering violent extremism approach, was
released in 2007, and was revise in 2011 following the change in government and the
independent review conducted by Lord Carlile. Following the Woolwich murder of Lee Rigby
in 2013, the Prime Minister set up a tasktorce to further review and refine the PREVENT
strategy.

Prime Minister’s Task Force on Tackling Radicalization and Extremism Recommendations
¢ In the aftermath of the gruesome murder of a British soldier in the Woolwich area of London
in May 2013, Prime Minister Cameron convened a task force to identify any areas of

weakness in the current British approach. The task force issued its report on December 4,

2013. There were several key proposals in the report, including:

# Recommending that [slamist extremism be classified as a distinct 1deology to distinguish
it from traditional religious practice;

# Considering new civil powers, similar to new anti-social behavior powers, to target the
behaviors extremists use to radicalize others;

# C(Considering new types of orders to ban groups which seek to undermine democracy or
nse hate speech, when necessary to protect the public or prevent crime and disorder;

# Working with Internet companies to restrict access to terrorist material online which is
hosted overseas but illegal under British law, and helping them with their continuing
efforts to identify what material to include in filtering processes; and

# Further engaging in education and intervention in the British prison system to minimize
the radicalization of prisoners and ensuring prisoners who have demonstrated extremist
views in prison receive intervention and support upon release.

FOR OFFICIAL USE ONLY
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Recent Key Efforts Advancing Countering Violent Extremism with the United Kingdom

On December 3, 2013, the Department of Homeland Security (DHS) and the Embassy of the
Netherlands hosted a briefing for several European officials, including representatives from
the British Embassy, by the Syrian Support Group to the discuss the issue of foreign fighters
traveling to Syria.

On December 9-13, 2013, DHS/Civil Rights and Civil Liberties office (CRCL) 1n
coordination with the U.S. Embassy in London, England, participated in a one week
countering violent extremism speakers’ tour to London and Birmingham, England. CRCL
shared DHS engagement strategies and lessons learned in community engagement and
countering violent extremism. CRCL held several meetings with law enforcement and
community leaders to understand and study similarities in the youth radicalization to violence
phenomenon and the foreign fighters situation in the United Kingdom. The CRCL official
worked with Connect Justice, a local non-governmental organization, to conduct community
policing training programs to law enforcement officials in London and Birmingham, as part
of a larger effort to train law enforcement officials in the United Kingdom.

DHS, in coordination with the Department of State and the U.S. Institute of Peace, co-hosted
and participated in the Global Counterterrorism Forum March 2013 Workshops on
Countering Violent Extremism and Community Engagement and Community Oriented
Policing; both workshops brought together subject matter experts from around the globe to
discuss and exchange best practices on Countering Violent Extremism. The United Kingdom
participated in the workshops and featured on panels.

In mid-September 2013, DHS/Intelligence and Analysis analysts engaged in a series of
liaison meetings with British counterparts to share information about potential terrorist
threats to our respective countries—to include the discussion of radicalization to violence
pathways and possible mitigating factors and laid the groundwork for future collaboration.
On January 27-28, 2014, DHS, the Department of State and National Counterterrorism
Center (NCTC) participated in a Umted Kingdom-sponsored workshop on the Development
of National Strategies for Countering Violent Extremism, organized by Hedayah The
International Centre of Excellence for Countering Violent Extremism in Abu Dhabi. DHS
and NCTC provided a briefing on U.S. Government efforts and the workshop was attended
by over 30 countries and including many from the Global Counterterrorism Forum.

In February 2014, the State Department and the White House facilitated roundtable
discussions with British officials from the PREVENT and Foreign Offices. DHS, the
Department of Justice, Federal Burean of Investigation, and the National Counterterrorism
Center participated. Conversations included prevention, violent extremist online content,
intervention models, and Countering Violent Extremism issues related to citizens traveling to
Syria to fight.

For the past three years, the DHS/Science and Technology Directorate and the British Home
Office have collaborated on a joint research effort focused on providing key insights into
extremist violence. To date, this effort, known as the Arc of Terrorism Program of Research,
has produced more than 10 reports and research briets on the behaviors and motivations of
lone-actor terrorists and the factors associated with disengagement from terrorism—topics
highlighted in the White House Strategic Implementation Plan.

Over the past year, DHS and the National Counterterrorism Center have adapted a British
program to U.S. audiences. These “Community Resilience Exercises™ are table-top exercises

2
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designed to improve communication between law enforcement and communities and to share
ideas on how best to build community resilience against violent extremism. They use an
unfolding scenario of possible violent extremist activity with two threads: one disclosing
what the police have learned, and the other what the community experiences. The scenario is
hypothetical, but based on the behaviors exhibited by past homegrown violent extremists
prior to their arrest. Exercises have been conducted in Washington, DC, Seattle, WA,
Raleigh, NC, and Chicago, IL, in partnership with federal, state, and local officials.
Additional table-top exercise are planned to be held in Houston, TX, and Los Angeles, CA.

FOR OFFICIAL USE ONLY
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MEETING WITH STEPHEN DINAN, THE WASHINGTON TIMES
Topline Messaging/1f Asked

Counterterrorism

Counterterrorism must remain the cornerstone of the Department of Homeland
Sccurity’s mission. Thirtcen and a half years after 9/11, it’s still a dangerous world.
We must recognize that we have cvolved to a new phase in the global terrorist threat.
Today, the terrorist threat is more decentralized, more diffuse, and morc complex.
We are concerned about the so-called foreign fighter who leaves his home country,
travels to another country to take up the fight there, links up with terrorist extremists,
and may return home — whether 1t’s this country or one of our allies — with a terrorist
gxtremist purpose.

We arc concerned about terrorist organizations’ new, slick and skilled use of the
Internet to publicly reeruit individuals to conduct attacks within their own homelands.
Al-Qa’ida in the Arabian Peninsula no longer builds bombs in sceret; it has now
publicized its instruction manual, and has called for people to usc it.

We are concerned about the domestic-based threat lurking in our midst — the so-called
"lone wolf" — who may become inspired by this extremist propaganda on the Internet,
and who could strike with little or no notice.

Countering Violent Extremism

DHS protects our nation from all threats, whether forcign or homegrown, and
regardless of the idcology that motivates its violence. DHS has been implementing the
National Strategy on Empowering Local Partners to Prevent Violent Extremism and
its Strategic Implementation Plan since 2011, and has conducted other relevant
activities since 2005.

Recognizing the new paradigm of recruitment and the threat it poses, DHS established
a full time Coordinator for Countering Violent Extremism in July ot 2014 to cnsure
that all ongoing and new activitics throughout the Department werc efficiently
coordinated.

DHS takes scriously our responsibility to respect and protect the civil rights and civil
liberties of the public, including members of any particular groups or ideologies.

DHS 1s committed to ensuring that our wide range of partners have the tools to
recognize and detect behaviors and indicators of violent extremism.

Countering violent extremism training and community engagement 1s critical to
prepare our local, state, and fedceral partners to better prevent and respond to acts of
violent extremism, and DHS continuces to work with law cnforcement partners to
integratc countering violent extremism awarcness into daily law enforcement
activitics nationwide, by building upon cxisting community oriented policing
practices.

Recent events call for increased vigilance in homeland security. DHS routinely shares
information with our state, local, federal and international law enforcement,
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intelligence and homeland security partners, and continually evaluates the level of
protection we provide at federal facilities.

We also encourage the public that “If You See Something, Say Something'™” and to
report any suspicious activity in their communities to the appropriate law enforcement
authoritics.

Engagement with Local Communities to Combat Vielent Extremism

DHS works with local law enforcement to build on community-based activitics to
strengthen awareness in communities targeted by violent extremist recruitment and
undermine narratives used by foreign fighter facilitators.

Local communities are the front lines of defense and response, and they are essential
in addressing foreign fighter recruitment, especially as Syria-based groups look to
target Westerners. Local law enforcement authorities and community members arc
otten best able to identify individuals or groups exhibiting suspicious or dangerous
bchaviors — and to intervenc — before they commit an act of vielence or attempt to
travel overseas to foreign conflict zones.

Over the past several months, DHS has worked closely with key leaders and officials
of organizations around the country to discuss continued efforts to expand
partnerships with faith-based and community organizations and state and local
officials on civil rights and civil libertics to satcguard local communities. I have
participated in these cftorts with community leaders in Sterling, Va., Gaithersburg,
Md., Houston, Henryville, Pa., Boston, Los Angeles, Minncapolis, Columbus,
Chicago, and New York City.

Several of these community leaders have since partnered with DHS and facilitated
community engagement work, focused on preventing violent extremism, intervening
before someone commits an act of violence, and taking the appropriate measures to
gnsure community safety.

Foreign Fighters

In recent years, we’ve witnessed an unpreecdented flow of foreign terrorist fighters to
conflict zones, including Afghanistan and the Horn of Africa, Yemen, Libya, Syria
and Iraq.

More than 25,000 foreign fighters (up from 22,500)—at least 4,500 (up from 4,000)
are from the West—have traveled to Syria from more than 100 countries.

There are more than 250 U.S. Persons (up from 180) who have traveled or attempted
to travel to Syria and Iraq potentially to fight or otherwise support the conflict. (Note:
This includes those who are there now, thosc who have been stopped from travelling,
and thosc who have returned.)

Morc than 20 US persons (up from a handful) have diced after traveling to Syria to
partake in the conflict.
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We assess the Islamic State of Iraq and the Levant (ISIL) can muster between 20,000
and 30,000 fighters across Iraq and Syria. (Note: This i1s based on review of all-
source intelligence reports between January and May.)

¢ |SIL numbers include hundreds of westerners.

e [SIL numbers include a few dozen Americans.

Priority Enforcement Program

o The new Priority Enforcement Program is a balanced, common-sense approach
toward reforming our immigration system, placing the focus where it should be: on
criminals and individuals who threaten the public safety.

s PEP is designed to be flexible; 1t is not a “one size fits all” approach. The PEP policy
framework provides the foundation from which to develop processes that work for
cach individual jurisdiction.

*  Wec arc dedicated to working with thosc jurisdictions that partner with us today, while
bringing back on board thosc that no longer participatc. We can best do this by
tailoring PEP to fit the needs of cach jurisdiction, ensuring that law enforcement is
able to maintain community trust while also removing those here illegally who
threaten the safety of our communities.

s The focus of PEP is to prioritize resources to apprehend and remove those who pose a
public safety risk or national sccurity threat. Finding those individuals requires that
we go where removable, dangerous criminals are most often found — behind bars. To
do this, we must build strong relationships with our statc and local law enforcement
partncrs.

s  We¢ want to work in partnership with local law enforcement to engage the community
as you — who know your communities best — think is appropriate. We are actively
working with communities to host community roundtables or town halls. Our role is
to support each community individually to create safer neighborhoods.

If Asked

Q: Can you comment on the San Francisco shooting suspect?

A: 1CE has lodged an immigration detainer against the man arrested by the San Francisco
Police Department for the fatal shooting in the Embarcadero. DHS databases indicate the
individual charged in this case has been previously deported five times, most recently in
2009. His criminal history includes seven prior felony convictions, four involving
narcotics charges.

ICE’s latest encounter with the murder suspect occurred in March when he was remanded
to our custody after serving a multi-year federal prison sentence for felony re-entry after
deportation. According to DHS databases, ICE turned the individual over to the San
Francisco Police Department March 26 on an outstanding drug warrant. DHS records
indicate ICE lodged an immigration detainer on the subject at that time, requesting
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notification prior to his release so 1CE officers could make arrangements to take custody.
The detainer was not honored.

ICE places detainers on aliens arrested on criminal charges to ensure dangerous criminals
arc not rcleased from prisons or jails into our communitics. The agency remains
committed to working collaboratively with its law enforcement partners to ensure the
public’s safcty.

Q: What are the consequences for a local entity that refuses to honor either a
request for notification or a request for detention?

A: Participation in PEP is voluntary for state and local jurisdictions. However, because
PEP was specifically developed to address previous concerns raised by state and local
law enforcement agencics and their communitices, it is the hope of DHS and ICE that PEP
will carn their support.  DHS secks to cnsure that PEP will protect our nation while
sustaining trust between law enforcement and local communities; it will work to
implement PEP in a way that supports community policing and public safety while
ensuring that ICE takes custody of dangerous criminals before they are released into the
community.

Q: Why is state/local cooperation so important?

A: The safcty of the public and of law enforcement officers is of paramount concern to
DHS. DHS is aware of a number of cases in which individuals with criminal histories
were released by state/local law enforcement agencies (notwithstanding ICE detainers)
and re-offended, harming the communities we all serve. DHS is also concerned about the
safety of its officers when, instead of transferring custody of criminal aliens in the
rclatively safe controlled environment of a state/local detention facility, DHS personncl
arc placed in the uncertain position of tracking down such individuals at-large.

In addition, while DHS continues to aggressively litigate the issue, some federal courts
have ruled that DHS’s custody authority 1s limited if it does not immediately assume
custody of criminal aliens upon their release from criminal custody.

We belicve this new program, which limits the cligible categorics of aliens, requircs
probable cause betore issuance of a detainer, and contains a strict 48-hour requirement
for detaincrs, addresses concerns raised with respect to Secure Communitics and
reinforces our shared interest in promoting public safety.

Executive Actions on Immigration

¢ The President’s executive actions announced in November 2014 on immigration
identificd 10 arcas where DHS, within the confines of the law, could take action to
increasc border sceurity, focus enforcement resources, promote the naturalization
process, expand cligibility for provisional waivers of unlawful presence; modernize
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and improve immigrant and nonimmigrant programs to grow the economy and create
jobs and ensure accountability in our immigration system.

The executive actions that | recommended to the President were the direct result of
candid and extended consultations between me and the leadership of ICE, CBP and
USCIS, as well as outside stakcholders.

DACA/DAPA Dcceision

[ strongly disagrce with Judge Hanen’s decision to temporarily enjoin implementation
of Deferred Action for Parents of Americans and Lawful Permanent Residents
(DAPA) and expanded Deferred Action for Childhood Arrivals (DACA), but we
recognize that we must comply with it.

On February 23, 2015, DOJ filed an appeal of the injunction and a motion to stay (or
suspend) the mjunction pending a decision on that appeal. Both President Obama and
[ have said that the Administration fully expects to ultimatcly prevail in the courts.
The Department of Homeland Sccurity did not begin accepting requests for the
cxpansion of DACA on Fcbruary 18, 2015 as originally planned. Until further notice,
we have also suspended the plan to implement for DAPA.

The Court’s order does not affect the existing DACA process. Individuals may
continue to come forward and request initial consideration of DACA or request a
renewal of DACA pursuant to the guidelines established in 2012.

Nor docs the Court’s order affect this Department’s ability to set and implement
enforcement prioritics and the exercise of prosceutorial discretion. The prioritics
cstablished in the November 20, 2014 DHS mcemorandum cntitled “Policics for the
Apprehension, Detention and Removal of Undocumented Immigrants™ remain in full
force and effect. Pursuant to those enforcement priorities, which went into effect on
January 5, 2015, we continue to prioritize public safety, national security, and border
security.

Flores Litigation

We arc disappointed with the court’s decision and arc revicwing it in consultation with
the Department of Justice. We plan to respond to the Court's order to show cause by
August 3.

Three-Year Emplovment Authorization Documents (EADS)

Approximately 2,600 DACA recipients were issued and/or mailed three-year
cmployment authorization documents (EADs), rather than two-ycar EADs, after a
court injunction was in place.

USCIS subscquently issued two-ycar EADs and invalidated the three-ycar EADs.
USCIS continucs to take steps to collect the remaining invalid EADs, and a growing
number have been returned.

USCIS will terminate DACA and all employment authorizations effective July 31,
2015, if the affected recipient does not return their invalid three-year EAD.
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Individuals who received these three-year EADs are not being penalized for
requesting DACA, they are merely being reissued the correct two-year cards.

¢ This action does not apply to the approximately 108,000 three-year EADs that were
approved and mailed by USCIS on or before the February 16, 2015 injunction date
and that have ncver been returned or reissued by USCIS.

» (Customers who have questions or concerns should call the USCIS National Customer
Service Center.

If Asked
Q: What specific steps has USCIS taken to notify these customers that their three-
vear EAD is invalid and must be returned?
A: USCIS has taken a number of steps to notity these customers that their three-year
EAD is invalid and must be returncd, imcluding:
e Mailing them lctters with instructions for returning the three-year EAD.
¢ Adding a message to the 1-800 lince to dircet these customers to live assistance and
providing scripts to call-center representatives.
s (Contacting affected customers by phone, text and email.
s  Working closely with key stakeholders to help disseminate information about how
to return the invalid EADs.
s Visiting the listed address of certain individuals who have not yet returned an
invalid three-year EAD for the purposc of retricving these EADs.
o USCIS officials will not ask for moncy or bank information or visit
individuals at their place of cmployment.

USCIS reminds customers to be mindful of immigration scams.

Border Security

¢ Securing our border remains our top priority. The Department of Homeland Security
continuously looks for ways to strengthen our ctforts and advance our law
enforcement mission. DHS has developed a risk-bascd comprehensive strategy and
campaign plan to improve the approach in how the nation sccures the Southern border
and maritime approaches.

s The need to discard a “stove-piped” approach to securing the border and developing
an integrated approach is essential to maximizing the potential within the
Department’s capabilities.

o This strategy will enhance the focus of the Department’s resources when intelligence
and survcillance capabilitics identify potential and current threats.

» Through joint task forces, we will integrate capabilitics across the Department to
enhance enforcement of our immigration laws; imterdict individuals secking to
illegally enter our country by land, air, or sea; degrade transnational criminal
organizations; and decrease the terrorism threat to the Nation without impeding the
flow of lawful trade, travel, and commerce.
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Border Security Investment

Over the last 15 years, our government has invested more in border security than at

any point in the history of this Nation.

Today’s Border Patrol is itself one of the largest agencies of our government, with a
budget of $3.5 billion, a total of 22,000 personnel, 20,499 border patrol agents, and

the largest-cver level of technology and cquipment.

Apprehensions along the Southwest Border

Over the last 15 years, the number of apprehensions on our southwest border has
declined significantly, from a high of 1.6 million in the year 2000 to a range of
300,000 to 400,000 in recent years.

We had a sctback last summer, when the number of migrants — most notably
unaccompanicd children and adults with children — illegally crossing our southcrn
border into South Texas spiked to unpreeedented levels. We responded aggressively
and the numbers fell off sharply almost immediatcly.

Overall apprehensions on our southern border this fiscal year are now 34 percent less
than they were at the same time last year.

If that rate continues for the remaining months of this fiscal year, apprehensions of
those attempting to cross our southern border illegally will be at the lowest point since
the 1970s.

Cvbersecurity

Last year, Congress acted in a bipartisan manner to pass critical cybersceurity
legislation that enhanced the ability of the Department of Homeland Security to work
with the private sector and other federal civilian departments in each of their own
cybersecurity activities, and enhanced the Department’s cyber workforce.

Additional legislation i1s needed. While many sophisticated companies currently share
cybersceurity threat information under existing laws, there is a heightening need to
increasc the volume and speed of such information sharing between the government
and the private scctor — and among appropriate private scctor organizations— without
sacrificing the trust of the American people or individual privacy or civil liberties.
Carefully updating laws to facilitate cybersecurity information sharing 1s essential to
improving the Nation's cybersecurity. We also must provide law enforcement
additional tools to fight crime in the digital age, create a National Data Breach
Reporting requircment, and further clarify DHS's authority to deploy protective
technologies to federal, exceutive branch, civilian systems.

OPM Incident

DHS supports our Nation’s cyber capabilities and the ability of our partners to put in
place appropriate mitigation strategies. As part of this ongoing effort, DHS and
interagency partners helped OPM develop and implement a comprehensive network
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monitoring plan, through which OPM detected new malicious activity affecting its
information technology (1T) systems and data in April 2015.

s Using these newly identified cyber indicators, DHS s United States-Computer
Emergency Readiness Team (US-CERT) used the EINSTEIN system to discover a
potential compromise of federal Personally Identifiable Information.

»  Working with the affected agency and other interagency partners, US-CERT cyber
incident responsc teams were deployed to identify the scope of the potential intrusion
and mitigate any risks identificd. Bascd upon these response activities, DHS
concluded at the beginning of May 2015 that OPM data had been compromised.

s The FBI 1s also conducting an investigation to identify how and why this occurred.
As we constantly do, DHS is continuing to monitor federal networks for any
suspicious activity and is working aggressively with the affected agencies to conduct
investigative analysis to asscss the cxtent of this alleged intrusion.

If Asked

Q: What further steps has DHS taken to safeguard Federal networks? Has the
agency alerted the private sector to any potentially related threats?

A: United States-Computer Emergency Readiness Team reviewed the malware and
shared the analysis with the affected agencies and interagency partners, and deployed the
signaturcs to EINSTEIN to protect Federal networks. DHS has sharced information
rcgarding the potential incident with all Federal Chict Information Officers to cnsurc that
all agencices have the knowledge they need to defend against this cybersceurity incident.
US-CERT also worked with the FBI to disseminate an information bulletin about the
malware to the private sector and other cybersecurity stakeholders.

Q: What is the EINSTEIN program and how does it work? What role did it play in
this specific incident?

A: EINSTEIN s an intrusion detection and prevention system that screens federal
Intcrnet traffic to identify potential cyber threats. In this incident, EINSTEIN was uscd to
1dentify the presence of a cybersecurity incident affecting OPM’s IT systems and data at
the Department of the Interior’s data center, which is a shared service center and a means
for federal agencies to collaborate and achieve efficiencies.

Q: What is the status of EINSTEIN implementation?

A: DHS dclivers EINSTEIN 3 Accelerated (E3A) intrusion prevention capabilitics as a
managced scecurity scrvice provided by Internct Service Providers. E3A provides a
platform on which DHS can build future protection capabilities that adapt to emerging
security risks, allowing future innovation from both government and industry.

EINSTEIN 3 was scheduled for completion in 2018, but with the evolution to E3A, we
arc currently projected to begin protecting all federal civilian agencies with E3A in 2016.
As of Junc 1, 2015, DHS is providing E3A scrvices to thirteen Federal civilian
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department and agencies, protecting nearly half of Federal civilian personnel, and has
¢stablished Memoranda of Agreement with 52 Federal agencies to implement E3A.
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Relevant Appropriations Act Language and Joint Explanatory Statement Excerpt

The Department of Homeland Security Appropriations Act, 2016 (Pub. L. No. 114-
113)

SEC. 543. (a) For an additional amount for cmergent threats from violent
cxtremism and from complex, coordinated terrorist attacks, $50,000,000 to remain
available until September 30, 2017.

(b) Funds made available in subsection (a) for emergent threats may be transferred by the
Secretary of Homeland Security between appropriations for the same purpose,
notwithstanding section 503 of this Act.

(¢) No transfer described in subscction (b) shall occur until 15 days after the Committees
on Appropriations of the Scnate and the House of Representatives arc notified of such
transfer.

Joint Explanatory Statement

Responding to Emergent Threats from Violent Extremism

A general provision in title V of this Act provides $50,000,000 for ecmergent
threats from violent extremism and from complex, coordinated terrorist attacks, and
allows the Sceretary to transfer such funds between appropriations atter notifying the
Committees 15 days in advance.

Within these funds, not more than $10,000,000 1s for a countering violent
extremism (CVE) initiative to help states and local communities prepare for, prevent, and
respond to emergent threats from violent extremism; not less than $39,000,000 is for an
initiative to help states and local governments prepare tor, prevent, and respond to
complex, coordinated terrorist attacks with the potential for mass casualtics and
infrastructure damage; and not less than $1,000,000 shall be for expanding or enhancing
the Joint Counterterrorism Awareness Workshop Series, which brings together federal,
state, and local governments, and the private sector to help regions improve their
counterterrorism preparedness posture, including the ability to address the threat of
complex terrorist attacks.

All funds under the CVE initiative shall be provided on a competitive basis
directly to states, local governments, tribal governments, nonprofit organizations, or
institutions of higher education. Eligible activities for the CVE imitiative shall include,
but not be limited to, planning, developing, implementing, or expanding educational
outreach, community engagement, social service programs, traimning, and exercises, as
well as other activitics as the Sceretary determines appropriate. Existing programs should
be utilized wherever practical.
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Eligible activities for the initiative related to complex coordinated terrorist attacks
shall include, but not be limited to, planning, training and exercises to support plans, and
other activities the Secretary determines appropriate, consistent with this statement.

Not later than 45 days after the date of enactment of this Act, the Department shall brief
the Committces on plans for exceution of the initiatives, to include timelines, goals,
metrics, and how the Whole of Community will be included.
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SEPTEMBER 11 MEDIA ENGAGEMENTS
September 11, 2016

Election Systems and Cybersecurity

We live in a world in which we must protect against increasingly sophisticated and
creative cyber-attacks, from a range of bad actors — criminal, nation-state,
hackactivists, etc. In an environment in which there has been a lot of chatter about
attempts to influence the election, we must be concerned about copycats or those
who are inspired by this chatter.

The prospect of a cyber-attack on systems critical to our national interest —i.e.,
financial, government --is real. This includes our nation’s election system. We must
do our best to stay one step ahead of these bad actors.

The system of elections in this country is decentralized; there are some 9,000 state
and local jurisdictions that administer it, in many different ways with many
different practices.

We recognize that state and local officials administer and oversee the election
process, and we know also that the cybersecurity of election systems is one of the top
priorities for these officials.

DHS, in collaboration with the Election Assistance Commission, the National
Institute of Standards and Technology (or NIST), and DOJ are offering support and
assistance.

Q: What is DHS’ role and involvement then in ensuring the security of the U.S.
voting process?

s It is critically important to continue to work to ensure the security and resilience of
our clectoral infrastructure, particularly as the risk environment cvolves.

e On August 15, T hosted a call with Statc Election Officials regarding cybersccurity
and offered Department support alongside the Election Assistance Commission, the
National Institute of Standards and Technology (or NIST), and the Department of
Justice.

s  We are working to raise awareness of best cybersecurity practices. The states have
long been doing important work to ensure the integrity and security of the nation’s
¢lections, and we are inviting representatives of the National Association of
Scerctaries of State to join this group.

Q: What specifically can the federal government provide in support the states?
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e DHS stands rcady to provide assistance, through our National Cybersecurity and
Communications Integration Center (NCCIC), including vulnerability scans,
sharing timely and actionable information, and access to other tools and resources
for improving cybersecurity.

¢ We have been in discussions with states and some have taken us up on our offer of
assistance.

e Wc're cxploring all other ways to deliver more support to the sector ina
collaborative and non-prescriptive manner, including examining whether
designating certain electoral systems as critical infrastructure would be an
effective way to offer thus support.

Q: What does DHS recommend in preparation for the election?

e  States arc cncouraged to now focus on implementing existing recommendations from
NIST and the EAC on sceuring clection infrastructurce, such as cnsuring that
clectronic voting machines are not connected to the internet.

Wce’ve also offerced the states points of contact who can provide assistance, and arc
encouraging state officials to sign up for the NCCIC’s cybersecurity alerts.
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Postal Inspections

DHS, the U.S. Postal Service (USPS), and the Department of State (DOS) have been
working together for a number of years to enhance the security of the international
postal supply chain against risks including, among other things, terrorist threats,
the movement of illicit narcotics, and customs violations.

By Transportation Security Administration regulation, international mail destined
for the United States is considered air cargo and, as a result, is subject to all existing
security controls. These security controls, which include screening for explosives
and other illicit items in accordance with TSA regulations and security program
requirements, are applied outside the United States prior to transporting
international mail on aircraft regulated by TSA. These requirements are not
dependent on advance electronic manifest data, as provided by express consignment
operators and other participants in the Air Cargo Advance Screening pilot
program.

Q: How is international mail screened for threats?

e Upon arrival in the United States, international mail i1s turned over to U.S.
Customs and Border Protection (CBP) for further inspection. CBP screens all
international mail for radiological threats and x-rays all international mail
packages, physically examining those deemed to be high-risk. Although this
process 1s largely manual and labor intensive, CBP is able to identify items that
pose a risk to homeland security and public safety while facilitating
legitimate mail.

e To be clear, the USPS doces not import goods, and pursuant to the Universal Postal
Union (UPU) Treaty, it processes and delivers what is sent. Since USPS is not an
importer of record, they may not have all the advanced info to provide CBP prior
to arrival.

¢  While current procedures strive to protect the American public while facilitating
lawful international postal flows, DHS is working with other Federal agencies and
international partners on initiatives to further enhance the security of international
mail sent to the United States.

¢ For instance, we have worked with the United States Postal Inspection Service and
the Universal Postal Union (UPU) to implement mandatory minimum sceurity
standards at all intcrnational postal facilitics around the world that proccss
international mail. These standards require physical screening for all mail
packages over a certain weight and outline strict security standards for all
facilities.

Q: Is DHS utilizing any type of pre-departure screening to identify potential threats

in advance?
3
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A key initiative for DHS and the broader international postal community is the
implementation of advance electronic data for all mail packages. This would allow
for additional high-risk, pre-departure screening as instructed by TSA and CBP at
the National Targeting Center and allow CBP to target hugh-risk shipments for
additional physical inspcction prior to the arrival of packages in the United States.
CBP and USPS arc working together on two pilot programs in this rcgard. Onc is
testing incoming data from forcign postal opcrators for quality and transmission
purposcs, and the other is testing how this data enhances CBP's advance

targeting capabilities in a live operational environment.

Further, DHS, USPS, and DOS have worked with them to establish standards and
protocols for the transmission of electronic data among postal operators,

customs and security authorities, and airlines for mail packages. Importantly, in
2012 the Universal Postal Convention amended Article 9 (Postal Sceurity) to
allow member states and designated operators the ability to require advance data, a
fundamental step to allowing advance data cxchange for mail packages.
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Countering Viclent Extremism (CVE)

Last year, | announced the creation of the DHS Office for Community Partnerships
to take the Department’s Countering Violent Extremism efforts to the next level.

OCP’s focus is to support and enhance efforts by communities to counter violent
extremism and promote community resilience.

There is definitely a role for the public to play in this environment. 1t is almost
always the case, if not always the case, that when someone self-radicalizes and
acquires weapons of mass violence, somebody sees the warning signs. And so
building bridges, encouraging people to, if they see something, say something, is in
my judgement as important as any other homeland security mission in this existing
environment.

In our efforts to build these bridges, what I consistently hear that 1SIL has hijacked
their religion and they do not represent Islam. They are a terrorist organization
claiming the banner of Islam and to refer to the Islamic State or al-Qaeda as
“Islamic extremism,” suggests the notion that they occupy an aspect of their
religion.

Moving forward, building bridges with Muslim communities and integrating them
into the fabric of our society is crucial to our homeland security efforts.

As we engage in these vital efforts to secure the homeland, we remain committed to
protecting civil rights and civil liberties.

Q: How do you justify meeting with the Islamic Society of North America when they

were listed as an “unindicted co-conspirator” in a terrorism-related case?

¢ | am fully aware of past evidence and allegations concerning ISNA and carefully
considered them before accepting ISNA's invitation. However, in the current
cnvironment, I viewed the opportunity to address literally thousands of American
Muslims as crucial to our homeland sccurity cfforts. While at the convention [
cncountered many decent, honest and patriotic men, women and children,
including Boy Scouts, Girl Scouts, veterans, currently scrving active duty military,
and Gold Star parents.

Q: In this evolving threat environment, how can we look to prevent future attacks?
¢ In this evolving threat environment, we have to anticipate the next terrorist attack,
not the last onc. We sce not only the rise of ISIL but the risc of the terrorist
inspired attacks where the operative may not have met a single other member of
the terrorist organization that he is inspired by; may never have trained with the
organization; may never have been to Iraq or Syria; may not have ever received a
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direct order from a terrorist leader but is inspired by something in social media, on
the internet to go commit an attack.

Q: What has DHS done in the past year to further and maintain its role and
responsibility in the interagency countering violent extremism effort?

In January 2016, thc Countering Violent Extremism Task Force was formed to

integrate and harmonize domestic ctforts to counter violent extremism.

The Countering Vielent Extremism Task Force 1s a permanent, intcragency task

force hosted by DHS and led by DHS and DOJ. Additional staffing is provided by

FBI, the National Counterterrorism Center, and other supporting departments and

agencies.

The Department has also recently announced the FY 2016 Countering Violent

Extremism (CVE) Grant Program, with S10 million in available funds. This is the

first federal assistance program devoted exclusively to providing local

communitics with the resources to counter violent extremism in the homeland.

» These grants will empower local communities to provide resources to friends,
families and peers who may know someone in the path toward violent
extremism, encouraging community-based solutions to deter an individual well
before criminal or terrorist action, which would require the attention of law
cnforcement.

The Department’s cftorts to partner with local communitics arc a central part of its

CVE mission.

Q: Was this Department priority a reaction to Paris and San Bernardino?

No. Both of these initiatives were started well before these attacks and followed
comprehensive reviews of our established domestic and international Countering
Violent Extremism efforts. The reviews have roots in the February 2015 White
House Countering Violent Extremism Summit and were intended to improve the
implementation of the 2011 Strategy, Empowering Local Partners to Prevent
Violent Extremism in the United Statcs.

The horrific attacks in Paris and San Bernardino last year were a stark reminder of
the importance of this work.

The Department has worked to counter violent extremism since its inception. As
the threat environment has changed, DHS has increased its efforts to prioritize and
coordinate Countering Violent Extremism initiatives, including community
cngagement and rescarch on the causes of and best methods to counter violent
cxtremism.

In recent ycars, DHS has employed new tools to raise awarceness of the threat and
e¢ncourage communities to do more with the Department, local government and
law enforcement. For example, DHS has led Community Awareness Briefings
and Community Resilience Exercises in multiple cities across the country
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Q: What is DHS doing to counter violent extremism online?

OCP 1s actively exploring how to best support efforts to challenge violent
extremists’ influence online and counter narratives used to recruit, radicalize, and
mobilize individuals to violence.

OCP 1s working closely with DOS and other interagency partners to support the
Pcer-to-Peer Challenging Extremism (P2P) competition. The competition aims to
cngage university students at home and abroad to create and activate their own
social media campaigns to challenge recruitment messaging propagated by ISIL
and other violent extremist groups online.

DHS is also working with the technology and marketing sectors to amplify non-
violent, credible voices. Facebook, for example, is a key sponsor of the Peer-to-
Peer program. In Los Angeles, YouTube has helped the Department start a similar
high-school content crcation contest.
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U.S. Department of Homeland Security Review of Use of Private Detention Facilities

The Department of Justice (DOJ) recently directed the Bureau of Prisons (BOP) to
move towards ultimately ending the use of privately-operated prisons.

I recently announced the formation of a Homeland Security Advisory Council
(HSAC) subcommittee to evaluate whether the immigration detention operations
conducted by Immigration and Customs Enforcement should move away from the
use of private detention facilities.

Q: Does the recent directive to the Bureau of Prisons apply to the Department of
Homeland Security? What is the Department’s reaction to this?

The HSAC subcommittee will review current policy and practices concerning
privatized immigration detention and cvaluate whether they should be climinated,
and 1t will consider all factors concerning ICE’s detention policy and practice,
including fiscal considerations. The subcommittee will return a written report by
November 30, 2016.

In considering the DOJ directive regarding private prisons in relation to 1CE’s use
of privatized immigration detention, it 1s important to understand how the BOP
system comparcs to the ICE dctention system.

Q: How does the BOP system compare to the ICE detention system?

Bureau of Prisons (BOP) Model

o BOP incarcerates people who have already been sentenced to a term of
imprisonment. This means that BOP can predict the length of stay for
population and construct facilitics to address this.

US Marshals Service (USMS)

o The US Marshals Service (USMS) is also under DOJ. [t is not subject to
the same directive from DOJ regarding cnding the use of private prisons.

o The USMS muission includes detaining people who are pre-trial. This means
that the population under USMS control is subject to varying lengths of
stay that are generally not knowable ahead of time.

U.S. Immigration and Customs Enforcement (1CE)

o ICE dctains people who arc awaiting adjudications. This mcans that the
population of people in ICE detention is subject to varying lengths of stay
that arc not knowable ahcad of time.

o The average length of stay for individuals in ICE facilities 1s 34.4 days.

o ICE detainees are housed in a variety of facilities across the United States,
including but not limited to ICE-owned-and-operated facilities; local,
county or state facilities contracted through Intergovernmental Service
Agrcements, and contractor-owned-and-operated tacilitics. ICE uses these
various models to mect the agency’s detention needs while protecting
taXpaycr resources.

10
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ICE provides several levels of oversight in order to ensure that detainees in
ICE custody reside in safe, secure and humane environments and under
appropriate conditions of confinement. Oversight 1s provided by on-site
Detention Service Managers employed by ICE, ICE Enforcement and
Removal Operations’ Detention Standards Compliance Unit, ICE Office of
Detention Oversight, and the DHS Office of Civil Rights and Civil
Libertics, all of whom have open access to ICE detention facilitics.

The Office of Detention Oversight 1s responsible for conducting
independent reviews of ICE detention facilities to assess their compliance
with the agency’s national detention standards. ODO’s compliance
inspection reports have been publicly available on ICE.gov since the start
of fiscal year 2012. ODO’s findings, coupled with regular onsite
inspections, cnable ICE to isolate and quickly address any operating
deficiencices identificd at its detention facilitics.

11
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» Were apprehended after January 1, 2014;

Have been issued final orders of removal by an immigration court; and

Have exhausted appropriate legal remedies, and have no outstanding appeal or
claim for asylum or other humanitarian relief under our laws.

With respect to unaccompanied children, the focus of our current enforcement and
removal prioritics arc unaccompanicd children who:

» Entered the United States illegally as unaccompanied children after

January 1, 2014;

Are now over 18 year of age;

Have been ordered removed by an immigration court, and;

Have no pending appeal or claim of asylum or other relief.

%

vV VYV

Q: How will the Department continue to strategize on this issue?

We recognize that we must offer alternatives to thosc who are flecing violence and
persceution in Central America. More border sceurity and removals, by
themselves, will not overcome the underlying conditions that currently exist in
Central America.
In the meantime, DHS and DOS are accelerating the development of new
mechanisms to process and screen Central American refugees in the region.
We arc cxpanding acccess to the U.S. Retugee Admissions Program in the region
and developing more legal alternatives to the dangerous and unlawful journcy
many arc currcntly taking in the hands of human smugglers.
With DOIJ, we arc also doubling down on our cfforts to apprchend and prosceute
smugglers through initiatives like Operation Coyote.
We support DOJ’s efforts to ensure that as many unaccompanied children as
possible have appropriate representation.
» To support improving the process for all those in immigration proceedings, the
Administration has requested over S17 million as part of the President’s
FY 2017 budgct request to support long-standing critical initiatives that
provide legal assistance services and information to vulnerable immigrants.
» This includes over $1 million for Justice AmeriCorps—a program that
specifically provides legal representation to unaccompanied minors.

Q: The President of the National Border Patrol Council said that agents are being
told to “stand down” and let immigrants go. Is that true?

The asscrtion that there exists some Department policy requiring U.S. Border
Patrol agents to release undocumented immigrants apprehended at the border and
not provide an cftective response to an attempted illegal entry simply has no basis
in fact. This assertion is also wholly inconsistent with the actual direction and
training agents have received.

The U.S. Border Patrol continues to enforce immigration laws consistent with the
Department’s enforcement priorities, which are focused on border security,

13
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national security, and public safety. As | have said many times, our border 1s not
open to illegal migration, and those cross the border illegally will be sent back.
The Border Patrol’s resources are most effectively focused on the border —
prioritizing the apprehension and removal of individuals attempting to unlawfully
cnter the United States. Our removal numbers reflect that. Border Patrol Agents
arc issuing Notices to Appear, consistent with law, regulation, and the
Department’s enforcement prioritics.

14
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TSA Wait Times

We will not compromise safety for convenience.

TSA continues to take every step possible to protect the American people while
managing the amount of time spent awaiting security screening at U.S. airports.

This summer, with a record volume of passengers, the dedicated workforce at TSA
under the leadership of Administrator Peter Neffenger implemented a series of
changes to more effectively manage screening lines during one of the busiest times of
year.

First, TSA is increased the number of its Transportation Security Officers, so
passengers were able move through the checkpoint process more securely and more
quickly without compromising security.

Second, TSA has added more canine teams to help screen passengers at the Nation’s
busiest seven airports.

Third, TSA is collaborating with airports and airlines to support non-security
screening operations that are personnel-intensive—for example, returning personal
property bins, and reminding travelers of checkpoint policies, like three ounce
containers for liquids. TSA is also working with airports and airlines to help TSA
manage checkpoint lines, passenger flows, and communication with the traveling
public.

Fourth, TSA is expanding enrollment efforts for TSA Prev®, which provides a more

streamlined screening experience. Since this expansion, TSA Prev'® enrollment is
over 3 million.

TSA remains focused on enhancing security and screening in the long-term, not just
for the summer, but for the busy summer travel season and into the future.

The traveling public can help, too, by enrolling in DHS’s Trusted Traveler

programs, like TSA Prev® and Global Entry; leaving prohibited items at home; and
checking luggage, or packing an uncluttered carry-on.

Q: Why were we seeing longer lines this past May?

e Spring 2016 saw a rapid growth 1n travel volume, with the number of travelers up
significantly over the last year. TSA screened 125,000 more people per day over
last year, and is on pace to screen over 740 million passengers and crew. This i1s
45 million more people than last year. Further, more people are choosing to travel
with carry-on bags, which still must be screened to cnsure safc flights.
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Q: Did wait times improve after TSA implemented these changes?

¢ Between May 25, 2016 and August 29, 2016, TSA screened 208, 931,423
passengers with an average wait time of 7 minutes in a Non-TSA TSA Prev' ® lane
(comparcd to 10 minutes in the four weeks prior) and 2 minutes in a TSA Prev' ™
lanc.

» The average wait time deercased by 3 minutes from a period 4 wecks prior to
Memorial Day.

» Atthe Top 7 airports, TSA screened 52,534,544 passengers with an average
wait time of 8 minutes in a Non-TSA Prev ® lane (compared to 14 minutes
in the four weeks prior) and 2 minutes in a TSA Prcv’ ¥ lanc.

e During this timeframe, 98.4% of all passengers waited less than 30 minutes.
92.1% of all passengers waited less than 15 minutes (compared to 82% 1n the four
weeks prior). In TSA  Prev/® lancs, 96.6% of passengers waited less than 5
minutcs.

o At the Top 7 airports, ~100% of all passengers waited less than 30 minutes.
90.6% of all passengers waited less than 15 minutes (compared to 70% in the four
weeks prior).

e This year’s July 4" holiday week was the second busiest week in TSA history,
during which TSA screened 91.7% of all passengers in less than 15 minutes.

e This summecr, TSA has had scven days that cxcceded the busicst Thanksgiving
weekend date (November 29, 2015) in TSA history.

Q: Was this improvement seen across the board or only in certain regions?
e Specific airports have also seen dramatic improvements in performance. For
example;

o ATL went from 78.5% of passengers waiting less than 15 minutes over
Memorial Day weckend to 92.6% of passengers waiting less than 15
minutcs over the last weekend in August.

o ORD went from 85.8% of passcngers waiting less than 15 minutes over
Memorial Day weekend to 100% of passengers waiting less than 15
minutes over the last weekend 1in August.

o At DCA, between 5/25/16 and 8/29/16, TSA screened 3,110,178 passengers with

an average wait time of 8 minutes in a Non-TSA Prev ® lane (compared to 9
minutcs in the four weeks prior) and 4 minutes in a TSA Prcv' * lanc.

Q: Do you feel that security is compromised if your focus is on processing more
travelers more quickly?
e Traveler security is TSA’s first priority and we will remain intensely focused on
this important mission. With that said, we are committed to working to alleviate
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the stress of long lines on travelers, while ensuring our security mission is not
compromised.

Q: What is your advice to the traveling public for smooth traveling?

e Evcry traveler, frequent flicr or not, also plays a critical role in sccurity. Just onc
prohibited item in a carry-on bag can significantly delay movement in a
checkpoint line. Passengers can make a positive impact on the sceurity process by
packing responsibly, being prepared for checkpoint sereening, and arriving at the
airport with plenty of time before departure.

e TSA strongly encourages travelers to arrive at the airport early enough (up to two
hours prior to domestic departure) to allow for effective screening.

Most of all, we encourage travelers to enroll in TSA Prev'® or other Department of
Homecland Security trusted traveler programs such as Global Entry, Nexus, or Sentry.
These programs help improve sccurity, but they also reduce wait times. The more people
who cnroll, the more efficient and plcasant screening is for cverybody.

Staff Responsible: Todd Breasseale, Assistant Secretary, OPA,[®©
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Suggested Talking Points for Secretary Jeh Johnson
National Sheriffs’ Association
January 16, 2015
Washington, DC

Introduction
. Thank you to the Sheriffs” Association for inviting me here today.
. Thank you to all the state and local law enforcement officials here today. You are on the
front lines and arc our partners, and key stakcholders, in sccuring the homeland. What’s plain

and absolutely clear, homeland secunty starts with hometown security.

. When I became Secretary of Homeland Security, one of the priorities I set was to deepen our
partnership with law enforcement at all levels, especially with our state and local partners.

. We have reeently appointed FHeather Fong as the Department’s Assistant Sceretary for State
and Local Law Enforcement. Assistant Secretary Fong will serve as the single point of

contact for state and local law enforcement 1ssues within the Department.

Counterterrorism

. We are an agency born out of 9/1 1. Counterterrorisni is and will remain the cornerstone of the
[DHS mission. But the threat today is decentralized and increasingly complex  groups like Al
Qa’tda, Al Qa’ida in the Araban Peninsula, and now ESIL, the Nusrah Front and Al Qa’tda i
the Indian Subcontinent.

. This backdrop is complicated further by the presence of lone-wolves, who may strike against
the 1omeland or our allics, as we have seen in France, Canada and here at home.

. We face a threat environment where violent extremmsm is not necessarily defined or contained
by international borders. Today, we have to address threats that are homegrown as well as
those that originate abroad.

) This threat of homegrown violent extremism tfundamentally changes who 1s best positioned 1o
identify, investigate, and respond to terrorist activity.

. We know from experience that state and lecal law enforcement are often in the best position
to notice the first signs of a planned attack or threat to our communitics. Because of this, our
homeland security efforts must be interwoven into the work that state and local officials do
every day.
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) As aresult, information sharing is key. Our approach has been to share information regarding
terrorism and other threats to the homeland so that it can be incorporated into state and local
community-based cfforts to prevent violence.

. Because mformation sharing is a two-way street. we’ve made sure law enforcement has an
effective way to push informatien to the Department. i.e.: Fusion Centers.

Countering Violent Extremism (CVE)

) DHS is continually working to help state and local law enforcement agencies to identify
homegrown violent extremists.

. Since last June, | have personally engaged with communities and frontline law enforcement
officials across the country to raise vigilance and promote local efforts to counter violent
extrentisni.

. These events are designed to focus on prevention, rather than reaction, and to hinder the
recruitment efforts of violent extremist groups such as al-Qa'ida,al-Nusrah Front, and 1SIL.

) With local communities and the Department of Justice, we have published guidance on best
practices for community partnerships to prevent and mitigate homegrown threats,

. As operators of our nation’s jails, you have an important role in how we deal with terronist
recruitment in the incarcerated environment.

. Also, to counter the homegrown violent extremist, we must also emphasize the need for help
from the public. Through the nationwide expansion of the “If You See Something, Say
Something™” campaign, we arc encouraging Americans to alert local law enforcement if
they see something that is potentially dangerous.

Immigration Reform

. Congress has yet to act to fix our broken immigration system; onty they can provide the long-
lasting change that needs to be made to our immigration law.

. The President sees his executive actions as only the first in a series of steps toward
comprchensive immigration reform by Congress.

) These actions are focused on prioritizing threats to national security, public safety, and border
security. We are making sure that we are moving felons and high securnity risk to the front of
the line for deportation and not families.

) As many of you know, under the President’s executive actions we are ending the Secure
Communities program and replacing it with the Priority Enforcement Program: (PEP). Under
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PEP we will continue te rely on fingerprint-based biometric data submitted during bookings
by state and local law enforcement agencies and will identify to law enforeement agencies the
specific criteria for which we will seek an individual m their custody.

. We must continue ta demonstrate that aur border is not epen to illegal migration and that
those who come here illegally will be sent back. unless they qualify for some form of
humanitarian rclicf under our laws.

Border Seeurity — Southern Border and Approaches Campaign

. We’ve achicved significant success along our borders — and here, again, you all have played
an important role.

. The number of apprehensions on our southwest border is now less than a third of what it was
in the year 2000, and it’s at its lowest level since the 1970s.

. The additional manpower, technology and resources we have added to the Southwest border
over the past 15 years represent the most serious and sustained action to secure our borders in
our nation’s history.

o 18.000 border patrol agents. 7010 nules of fencing and barriers. nearly 12,000
underground sensers, 107 aircraft, 8 unmanned aircraft systems, 84 water vessels and 491
different surveillance systems.

) Put sinply. it is much harder to cross our border and evade capture than it used to be — and
people know it, And we’re going to make it even harder — with our Seuthern Border and
Approaches Campaign.

. Our Southern Border and Approaches Campaign is a ground breaking Departiment-wide
strategy. We are establishing three new Department task forces, each headed by a senior
ofticial of this Department who, within their territorial jurisdiction, will direct the resources
of CBP, 1CE, CIS and the USCG as needed without the unnecessary burcaucracy and red
tape.

Continuing Resolution

. Many of you here today may have heard that DHS is currently under what is called a
Continuing Resolution. This means that Congress has only funded DHS through February.

. This could be disruptive, create uncertainty, and impede efficient resource planning and
cxcecution.

) This 1s especially important for someplace as big as DHS with so many important missions.

. We are the third largest department, with 240,000 employees and a $60 billion dollar budget.
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. Responsible for: counterterrorism, cybersecurity, border security, port security, maritime
security, aviation sccurity, administration and enforcement of immigration law, protection of
cntical infrastructure. protection against chem/bio threats. protection against nuclear threats
to the homeland, protection of national leaders, and response to natural disasters.

. Just a few examples of the impact the CR could have on DHS:

o Investments m new border surveillance technology for the Rio Grande Valley may not be

available.
o The majority of DIIS Non-Disaster Grants, such as the State and Urban Arca Security
Initiative grants, would be considered new starts and therefore unable to be funded.

. [ have been adamant and will continue to be, political gamesmanship should not come at the
expense of public safety or national security. The stakes are too high.

. 1 know you are facing a tough fiscal environment back home. But | want to assure you that,
we're going to continue to look for ways to support the work you do. You are an important
and integral part of the security safety net that we have built across our country

Conclusion

. [ salute you all for your hard work and I am even more grateful for your partnership with
DS in our cfforts to keep the homeland secure. But we also know our work is not yet done.

) 1 look forward to continuing our strong partnership in the coming year as we work together 1o
build a safer, more secure, and more resilient nation.

. Thank You.
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Suggested Talking Points for Secretary Jeh Johnson
MCSA/MCCA Conference
January 26, 2015
Washington, DC

Introduction

¢ Thank vou to the Major County Sherifts and Majer Cities Chiefs® Asscciation for inviting me
here today.

¢ | salute all the state and local law enloreement officials in attendance here today. You are on
the frontlines and are our partners, and key stakeholders, in securing the homeland.

e | know many of yeu have traveled a long way, but 1 while you’re here, 1 would not recommend
trying the Washington delicacy called “partisanship™ before you leave. I can tell you from our
experience with the executive actians. .. it taste awful, stick to the pasta.

e At DHS, we believe that we greatly benefit from a shared dialogue of ideas between local law
enforcement and criminal justice organizations.

o What's plain and absolutely clear, homeland security starts with hometown sceurity.

e  When [ became Secretary of Homeland Security, one of the first priorities 1 set was to deepen
our partnership with law enforcement at all levels, especially with our state and local
partoers.

e Inthe past year, among the many vacancies that have been filled, T have recently appointed
Heather Fong as the Department’s Assistant Secretary for State and Local Law
Enforcement. Assistant Sceretary Fong will serve as the single point of contact for state and
local law enloreement issues within the Department.

Counterterrorism

*  Wearcanagency born out of 9/11. Counterterronism 1s and will remain the cornerstone of the
DHS mission, But the threat today is decentralized and increasingly complex — groups like Al
Qa’ida, Al Qa'ida in the Arabian Peninsula, the Nusrah Front and now ISIL, illustrate the depth
of this new complexity.

e This new backdrop is complicated further by the presence of lone-wolves, who may strike
against the Homeland or our allies, as we have seen in France, Canada, Australia, and here
at home.
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*  We face a threat environment where violent extremism is not necessarily defined or
contained by international borders. Today, we have to address threats that are homegrown as
well as those that eriginate abroad.

¢ This threat of homegrown viotent extremism fundamentatly changes who is best positioned
to identify, investigate, and respond to terrorist activity.

e  We know from experience that state and local law enforcement are often in the best position to
notice the first signs of a planned attack or threat to our communities. Because of this, our
homeland security efforts must be interwowven mto the work that many of you do every day.

e Undoubtedly, information sharing has been critical, and will be integral to our future
success. Our approach has been to share information regarding terrorism and other threats to
the homeland so that it can be incorporated into state and local community-based ciforts to
prevent violence.

¢ Because information sharing is a two-way street, we've made sure law enforcement has an
effective way to push information to the Department. i.c.: through Fusion Centers & “Sce
Something Say Something™ canipaign.

Countering Violent Extremism (CVE)

e DHS is continually working to help state and local law enforcement agencies to identify
homegrown violent extremists.

¢ Since last June, I have personally engaged with communities and frontline law enforcement
officials across the country to raise vigitance and promote tocal efforts to counter violent
extremism.

¢ These events are designed to focus on prevention, rather than reaction, and to hinder the
recruitment efforts of vielent extremist groups such as al-Qa’ida.al-Nusrah Front, and tSIL.

» [n cooperation with local communities and the Department of Justice. we have published
guidance on best practices for community partnerships to prevent and mitigate homegrown
threats,

e Also, te counter the homegrown vielent extremist, we must alse centinue te emphasize the need
for help from the public.
o Through the natienwide expansion of the “If You See Something. Say Something™™
campaign. wc are cncouraging Amecricans to alert local law enforcement if they sce
something that 1s potentially dangerous.

Immigration Reform
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[ want to thank the Major Cities Chiefs” Association for your support against the ill-guided
effort of some of the Department’s critics to file suit to try to stop the President from using his,
clearly defincd, executive authority to help many of you to better protect your communities.

The President secs his executive actions as only the first in a series ol steps toward
comprehensive immigration reform that only Congress can provide.

These actions are focused on prioritizing threats to national security, public safety, and border
sccurity. We arc making sure that we are moving felons and high security risk to the front of
the line lor deportation and not families.

Asg many of you know, under the President’s executive actions we are ending the Securg
Communities program and replacing it with the Priority Enforcement Program (PEP).

PEP will be implemented in a way that supports community policing and works to
complement the local law enforcement ethos.

I will continue to use my long-standing authority to grant deferred action on 2 case-by-case
basis to certain parents of U.S. eitizens and lawful permancent residents, and individuals arriving
in the United States before the age of sixtecn.

The implementation of all these initiatives will be carefully monitored and supervised at DHS
headquarters, with Deputy Secretary Mayorkas leading the implementation task force.

Border Security — Southern Border and Approaches Campaign

The United States border is safer and more secure than at any time in our Nation’s history.
Ovcr the last 15 years, cur government has invested more in border security than at any point
in history.

A measure of our success is that the number of apprehensions on our seuthwest border — the
key indicator of total attcmipts to cross the border illegally — has declined to less than a third of
its level in 2000, reaching its lowcst point since the 1970s.

Notwithstanding our advances over the last decade plus, DHS is building an even more secure
border with our Southern Border and Approaches Campaign.

QOur Southern Border and Approaches Campaign is a ground breaking Department-wide
strategy. We are establishing three new Department task forces, each headed by a senior official
of this Department whe, within their territorial jurisdiction, will direct the resources of CBP, ICE,
CIS and the USCG as nceded without the unneccessary burcaucracy and red tape.

Continuing Resolution
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»  Many of you here today may have heard that DHS is eurrently under what is called a
Continuing Resolution. This means that Congress has only funded DHS through February.

¢ This could be disruptive, create uncertainty, and impede efficient resource planning and
cxcecution.

e This is especially impartant for someplace as big as DHS with s¢ many inportant missions.
¢ We are the third largest department, with 240,000 employees and a $60 billion dollar budget.

¢ Responsible for: countcrterrorism, eybersceurity, border sceurity, port security, maritime
security, aviation security, administration and enforcement of imnugration law, protection of
critical infrastructure, protection against chenv/bio threats, protection against nuclear threats to the
homeland, protection of national leaders, and response to natural disasters,

¢ Just a fcw cxamples of the impaet the CR could have on DHS:
o lnvestments in new border surveillance technelogy for the Rio Grande Valley may
net be available.
o The majority of DHS Non-Disaster Grants, such as the State and Urban Area
Sceurity Initiative grants, would be considered new starts and therefore unable to be
funded.

¢ | have been adamant and will continue to be, political gamesmanship should not come at the
cxpense ol public safety or national sceurity. The stakes are too high.

e I know you are facing a tough fiscal environment back home. But T want to assure you that,
we're going to continue to look for ways to support the work yvou do. You are an important
and intcgral part of the sccurity safety net that we have built across cur country

Conclusion

e |salute you all for your hard work and I am even more grateful for your partnership with
DHS in our efforts to keep the homeland secure. But we also know our work 1s not yet done.

e I look forward te continuing our strong partnership in the coming year as we work together
to build a safer, more secure, and more resilient nation.

s Thank You.
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FOR OFFICIA LY

MEETING WITH WILLIAM EVANS, BOSTON POLICE COMMISSIONER
April 27, 2015

Overview:

You will participate in an introductory mecting with Boston Police Commissioner
William Evans, at his request.

The mecting is closed press.

You will be staffed by Britton Yee. A full list of participants is below.

Discussion Points:

Express your support for strengthening DHS’s partnership with the Boston Police
Department through enhanced communication, information sharing, and
collaboration.

Stress DHS’s commitment to public satety and commend Commissioner Evans on a
successful and safc Boston Marathon, which occurrcd last Monday, April 20,
Outline the mutually beneticial public safety implications of the Priority Enforcement
Program, and the importance of local law enforcement cooperation with the
Department, particularly with regard to requests for notification of priority alien
releases and, in special circumstances, requests for detention.

Background:

On November 1, 2013, former Boston Mayor Thomas Mcnino named Evans Interim
Commissioner of the Boston Police Department. In January 2014, Boston Mayor
Marty Walsh sclected Evans to serve as Police Commissioner on a4 pcrmancent basis.

Y ou have not met with Commissioner Evans individually, although you did meet him
informally during your visit to the 2014 Boston Marathon. You also both participated
in a law enforcement CVE Roundtable in December 2014 in Boston.

Established in 1838, the Boston Police Department is the third oldest municipal police
department in the United States. With over 2,100 sworn officers and 500 civilian
staff, thc Department is also the 20™ largest law cnforcement agency in the country,
and the 3 largest in New England.

Boston Marathon

The 2015 Boston Marathon featured approximately 30,000 runners, a decrease of
6,000 runners from last year. The total attendance for the event included
approximately 500,000 runncrs and spectators.

» As in previous years, DHS provided significant personnel support to the 2015
Marathon, to include the appointment of a Federal Coordinator for the event, along
with the deployment of personnel from the Special Events Program, the Office of
Infrastructure Protection and the Office of Intelligence & Analysis for the
purposes of providing coordination and enhanced situational awareness during the
event.
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Commissioner Evans, then the Department’s Superintendent, ran the 2013 Boston

Marathon and was at the Boston Athletic Club when he was informed by an officer

that two bombs went off. Commissioner Evans returned home for his uniform and

then went to the temporary command post at the Westin Hotel.

On April 3, 2015, the Massachusetts Emergency Management Agency (MEMA)

relcased their Affer Action Report for the Response to the 2013 Boston Marathon

Bombings.

» The report highlighted the key role that strong pre-cxisting relationships played in
ensuring a successful unified command after the bombings and during the
subsequent manhunt in Watertown. The report also praised the all-hazards
medical system that was 1n place on Marathon Day, which ensured *“that the
capabilitics and capacity to quickly triage and transport the injurcd from the scene
of the incident were immediately available.”

» The report also identified a “lack of coordination and management of mutual aid
within thc Watertown incident™ as a key arca for improvement, along with a lack
of weapons discipline that was created by the self-deployment of a multitude of
law enforcement officers to Watertown during the manhunt.

Priority Enforcement Program

In August 2014, the Boston City Council passed and Mayor Walsh signed the Boston
Trust Act (attached), an ordinance that limits the Boston Police Department’s ability
to honor ICE dctainers unless presented with a criminal warrant.

# The Boston Trust Act also requires the police commissioner to submit a report to
city officials with statistics on the number of detainment orders requested by 1ICE
and honored by police, as well as the costs incurred for holding immigrants on the
detainers.

Urban Arca Sceurity Initiative (UASD Funding

The City of Boston is awarded grant funds as part ot thc Boston-Cambridge-Newton
Metropolitan Statistical Arca. Historical allocations under the Urban Arcas Sceurity
Initiative program are provided in the table below

Year FYig FYll FYi2 FYi3 FYl4 FYls
UASI $18.933,980 | $18,933,980 $10.861,397 $17,504,687 | $18,000,000 518,000,000
Award
Amount

Commissioner Evans will likely express concern regarding the proposed National
Preparedness Grant Program, which seeks to consolidate the existing suite of FEMA
preparedness grants. The National Preparedness Grant Program was proposed by the
Administration in the Fiscal Year (FY) 2013, FY 2014 and FY2015 budgcts and was
not approved by Congress. The National Preparcdness Grant Program has been re-
proposed in the President’s FY 2016 budget. Like many local officials,
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Commissioner Evans will likely advocate for the existing structure of the UASI
program to be maintained going forward.

Participants:

Scerctary Jeh Johnson

Britton Yce, Law Enforcement Advisor to the Secrctary
Alaina Clark, Dcputy Assistant Scerctary, IGA

William Evans, Commissioner, Boston Police Department

(b)(6) DC Representative, Boston Police Department
Director of Research and Development, Boston Police Department
rants Manager, Boston Police Department

Attachments:

A. Talking Points

B. Boston One Year Later: DHS’s Lessons Learned
C. Boston Trust Act

D. Biographies

Staff Responsible for Briefing Memo: Hcather Fong, Assistant Sceretary tor State and
Local Law Enforcement, OPE/SLLE
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Boston One Year Later: DHS’s Lessons Learned

Introduction and Summary

On April 15, 2013, two improvised explosive devices detonated near the finish line of the Boston
Marathon, killing three bystanders and wounding over 260 others. With no identified suspects,
Federal. State and local law enforcement undertook a massive investigation, led by the Federal
Bureau of Investigation (FBI}, culminating on April 18 in a public announcement identifying two
possible suspects. Later that evening, two suspects matching the FBI's description reportedly
kilted a Massachusetts Institute of Technology police officer and engaged mn a confrontation with
law enforcement, resulting in the death of one of the suspects, later identified as Tamerlan
Tsarnaev. The other suspect, later identified as Tamerlan’s younger brother, Dzhokhar Tsarnaev,
eluded authorities, prompting a massive manhunt that went on for more than 12 hours. The
suspect was eventually located, taken into custody, and charged with the use of a weapon of
mass destruction and malicious destruction of property resulting in death.

FoHowing the bombings at the Boston Marathon, then-Secretary of Homeland Security Janet
Napolitano directed a “Hot Wash” of the event in order to identify key lessons learned for the
Department. What follows are some of the lessons learned by DHS from the Boston experience,
based on discussions with DHS leadership and component officials from both headquarters and
the field. These lessons focus on the Department’s preparedness efforts, its response to the
incident itself, and communications between the Department and its various stakeholders.

DHS works with first responders, law enforcement, individuals, and communities across the
country to reduce vulnerabilities and enhance preparedness while strengthening emergency
response capabilities at the Federal, State, local, tribal and territorial levels. While America is
stronger and more resilient as a result of efforts over the past decade to build robust national
capabilities, the Boston Marathon bombings serve as a reminder that threats from terrorism
persist and continue to evolve.

Goals & Objectives

The Department has sought to identify key lessons learned from the event and its aftermath.
These findings and lessons learned serve as a basis for fonger-term planning and inplementation
efforts and recomimendations to improve the Department’s capacity to support {ocal efforts and
coordinate the Federal response to evolving threats.

In the wake of this terrorist event, the Department conducted hours of discussions with DHS
component teadership, as well as Boston area field personnel from component agencies. These
discussions focused on a range of topics, including preparedness activities, actions taken
immediately following the attack, support for law enforcement and the investigative process as
well as information sharing with law enforcement and other stakeholders in the Boston area and
across the country. Additionally, the discussions touched on DHS’s longtime partnerships and
work in the Boston region, which include training activities, exercises, grants and engagement
with State and local law enforcement, first responders and other Federal partners.
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Themes

DHS identified several themes throughout the planning and preparedness activities that were
undertaken in cooperation with the City of Boston and the Commonwealth of Massachusetts
prior to the Boston Marathon, immediately following the attack in Boston, and in ongoing
communication with stakeholders. Among the most significant themes identified were:

Early, Sustained Engagement and the Relationship to Preparedness: DHS grants,
training and workshops as well as drills and exercises throughout the Northeast region, and
specifically in Boston and the Commonwealth of Massachusetts, built preparedness
capabilities to enhance responses to complex, catastrophic attacks. Participants credited these
investments for the coordinated and effective response to the bombings by law enforcement,
medical, and other public safety personnel.

Interoperable Communications: DHS components stressed the need for interoperable
communications among Federal, State, and local partners. During the incident, State and
local public safety officials reported that they were able to achieve interoperability across the
various radio systems used to coordinate Fire, Emergency Medical Services (EMS), and law
enforcement responses to the bombings as well as during the search for the second suspect on
April 18 and 19, 2013. However, some DHS components, specifically U.S. Immigration and
Customs Enforcement (ICE) and United States Secret Service (USSS), reported discrete
episodes of commercial wireless network saturation and incompatibility of certain radio
communications between law enforcement organizations and State and local responders.

Need for a Focal Point for Field and Headquarters (HQ) Response Coordination: In the
wake of the attacks, DHS mounted a significant response effort in Boston, in Massachusetts,
throughout the Northeast region and across the country. Field offices, HQ elements and
component officials stressed the value of a single coordination point for their operations.

Strong Appetite for Information Sharing and Communications: Both internally and
externally, DHS components raised the need to balance responding to requests for
information quickly with the importance of relaying confinned, official and actionable
information. Multiple interagency equities. coupled with requests for information from
around the country, added a further layer of complexity, as did the importance of preserving
the integrity of the investigation. At the same time, feedback from external partners on
communications throughout the immediate response and ongoing investigation was positive.
DHS. in coordination with the FBI. released Joint Intelligence Bulletins highlighting
protective measures and details of the device used in the attacks, which were well received
by state and local law enforcement. Similarly, DHS, in coordination with the FBI, utilized
regular stakeholder calls to share information with fusion centers and state and locat officials.

DHS Law Enforcement Support: Following the bombings, DHS offered broad support for
the FBI-led investigation in terins of law enforcement agents and officers assigned to the
Joint Terrorism Task Force (JTTF), DHS personnel supporting the response and
investigation, and unigue authorities, expertise and resources.
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Partnerships with Federal, State, Local and International Authorities are Vital: DHS
components emphasized the importance of prior relationships with local, state, regional and
international partners as critical to effective communication during and after an incident.

Boston Marathon Bombings Preparedness and Response Activities

Boston Marathon Event Posture

Prior to the Boston Marathon, DHS components supported and advised event planners. Within
DHS, USSS, the Federal Emergency Management Agency (FEMA), Domestic Nuclear
Detection Office (DNDO), Office of Operations Coordination and Planning (OPS). Science &
Technology Directorate (S&T). Office of Intelligence & Analysis (I&A), National Protection
and Programs Directorate (NPPD) Office of Infrastructure Protection (IP), and the Nationat
Cybersecurity and Communications Integration Center (NCCIC}) were actively monitoring the
event and ready to provide support as requested.

While intelligence reporting indicated no credible threat to the event, its designation as a Special
Events Assessment Rating (SEAR) 2 by the Special Events Working Group meant there were
Federal. State, and local security and logistical support resources on hand." A long, open air
venue, as well as the iconic nature of the event as the world’s oldest annual marathon,
contributed to the Boston Marathon’s rating. In 2013, the Boston Marathon was the seventh
highest rated overalt SEAR event in the Nation. The FBI was designated the event’s lead federal
law enforcement agency and the Massachusetts State Police was the designated lead local law
enforcement and public safety organization. The Massachusetts Emergency Operations Center
(EOC) was the designated operations center for the event.

Leading up to the event, the DHS Massachusetts Protective Security Advisor (PSA) as well as
representatives from FEMA, and NPPD’s Federal Protective Service (FPS) participated in
Boston Marathon Security Coordination meetings alongside the Boston Athletic Association, the
Massachusetts Homeland Security Advisor, the Commonwealth Fusion Center/Massachusetts
State Police Counter-Intelligence Unit, the Boston Regional Intelligence Center, and the FBI/
JTTF. The Massachusetts PSA worked directly with owners and operators of critical
infrastructure to identify facilities in proximity to the event. Engagement included documenting
protective measures, reviewing past assessments, providing State and local partners with map
books of all critical infrastructure and chemical facilities in close proximity to the marathon
route, and monitoring infrastructure for changes in posture on a real-time basis.

In addition to collaboration with the interagency, as well as State and local partners, DHS field
offices in Boston have longstanding relationships with one another. helping to foster a “One
DHS” culture. This ensured that roles and responsibilities were clearly delineated and
understood, resulting in a coordinated response to the attack in Boston. For example, DHS
components worked together on port security, at Boston Logan International Airport and through
the Boston JTTF. DHS law enforcement agencies also regularly participate in forums designed
to foster strong relationships and collaboration among Federal law enforcement in the Boston

" An Integrated Federal Support Overview was created for the Baston Marathan which included the roles of the 16
{tderal participants and personnel deplayment information for the nearly 200 personnel an call.
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area and in Massachusetts such as quarterly Special Agents in Charge (SAC) meetings, chaired
by the USSS Boston SAC, and issue-specific boards.

Immediate Respoose

The role of bystanders immediately after an incident can make a critical difference in managing
injuries and saving lives. As a major athletic event, the Boston Marathon attracted a number of
individuals with medical backgrounds or training, including event medical personnel staged near
the bombing sites. In addition, bystanders acted on good instincts, working to control bleeding
and rapidly moving the wounded to hospitals, which saved lives. The Boston attack also
highlighted a potential paradigm shift in EMS protocols during a mass casualty event. Under
widely used protocols, EMS is generally instructed to wait until a scene 1s safe and secure before
entering to treat victims. However, because EMS members and medical staff were pre-staged
and on scene for the Marathon, they were able to attend to victims immediately following the
bombings. FEM A personnel noted that the EMS success in Boston is leading the first responder
community to rethink the utility of securing a perimeter before EMS can enter and instead move
to a system in which they can begin treating victims immediately.

Likewise, the City of Boston was well positioned to respond to emergency situations given the
significant planning, exercises and training focused on similar, large-scale, complex events it had
undertaken in recent years. Patients were treated by first responder personnel, as well as
bystanders, and evacuated to local hospitals for further care. This immediate response, along
with careful planning by first responders to distribute patients throughout area hospitals instead
of only one facility, worked well.

Following the bombings and initial response, FEMA activated its Regional Response
Coordination Center in Boston to monitor response operations in the event that federal assistance
became necessary, and contacted Federal and Commonwealth emergency management partners
to reiterate FEMA’s support. In support of the responders in the immediate Boston area, U.S.
Customs and Border Protection (CBP) worked collaboratively with the Boston Police
Department and Massachusetts State Police to deploy air assets and other forms of transportation
support. In addition, the Medical Intelligence Center * in Boston was used to share critical
formation among first responders in the wake of the attack.

The NPPD Office of Emergency Communications (OEC) also provided field support through
their Regional Coordination Program (RCP). Following the bombings, NPPD/OEC’s RCP
coordinated the use of interoperability frequencies throughout the region to successfully ensure
an interoperability channel for use by Boston officials. In addition, the National Coordinating
Center for Communications under the NCCIC hosted conference calls with Federal, State, and
private sector emergency communications responders to share awareness and solicit
requirements. These calls confirmed that the wireless network status immediately after the
bombings was congested for four hours, but neither damaged nor shutdown. Traffic demand

*The Medical Intelligence Center is a municipal brganization, partially funded through IDHS Urban Area Security
Initiative grants, which allows Boston Lmergency Medical Services, first respander agencies, including palice and
{ire, hospitals, public health departments, community health centers, lung-tenm care facilitics. State and Federal as
well as public and privale partners 1o share infonnativn and wurk cullaboratively in response w large scale incidents.
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dropped to levels supportable by existing infrastructure within four hours and no additional
network enhancement was required.

In response to Massachusetts Governor Patrick’s request, President Obama issued an Emergency
Declaration for Massachusetts on April 17 to “alleviate the hardship and suffering caused by the
emergency on the local population, and to provide appropriate assistance for required emergency
measures, authorized under Title V of the Stafford Act, to save lives and to protect property and
public health and safety, and to lessen or avert the threat of a catastrophe in the counties of
Middlesex, Norfolk, and Suffolk.” This declaration authorized FEMA to identify, mobilize, and
provide at its discretion, equipment and resources necessary to alleviate the impacts of the
emergency. FEMA also authorized State and local agencies in Massachusetts to use previously
awarded grant funding to support law enforcement and first responder overtime costs resulting
from investigation support activities and heightened security measures, from April 15 through
May 5. 2013. Additionally. FEMA granted a similar authorization for State and local agencies in
other jurisdictions hosting upcoming major special events.

Law Enlorcement Assistance

DHS provided support to its Federal, State, and local law enforcement partners in the
investigation following the attack. This included establishing an extended perimeter to intercept
potential suspects and interview witnesses, working with the FBI to develop products such as
Joint Intelligence Bulletins, and providing briefings to State and local law enforcement and
homeland security officials, critical infrastructure owners and operators, and faith-based
organizations.

During the initial period following the attack, U.S. Immigration and Customs Enforcement
(ICE)/Homeland Security Investigations (HSI) and NPPD/FPS agents were paired with FBI
agents 1n the field in order to amplify coverage. ICE/HSI, NPPD/FPS, and USSS personnel
staffed the FBI command post and immediately deployed agents to the blast site, as well as other
locations to secure crime scenes and gather evidence. ICE and NPPD/FPS personnel assisted in
establishing an extended perimeter in the Boston area, an initiative supported by the FBI and
other agencies.

Immediately after the incident, CBP’s National Targeting Center (NTC) re-vetted all flights that
had departed earlier in the day from Boston, New York and Newark to identify any potential
subjects of interest linked to the bombing. CBP also began enhanced vetting of atl outbound
flights departing from these three cities and initiated heightened outbound operations, supported
by ICE/HSI and the Transportation Security Administration (TSA). which included interviewing
potential witnesses at the airport to gather information for the investigation, complementing
interviews with witnesses at the bomb site. Along the Northern Border, CBP collaborated with
Federal, State, focal and Canadian authorities to conduct enhanced outbound operations.

In support of the response effort, TSA heightened security throughout the Northeast region
airports with increased explosive trace detection, canine deployment, gate checks and behavior
detection activities. The week of April 15, 2013, TSA conducted Visible Intermodal Prevention
and Response (VIPR) operations at multiple mass transit, passenger rail, and aviation locations
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in the Boston metropolitan area. Nationwide, TSA increased the operational tempo of its VIPR
teams by approximately 90 percent, focusing on the Northeast and on mass transit locations”.

As a precautionary measure after the bombings, NPPD/FPS raised its Operational Condition at
all Facility Security Level IV federal facilities nationwide. NPPIX/FPS’s increased security
posture included reducing entrances to facilities, rescreening occupants, and increasing canine
sweeps. NPPD/Office for Bombing Prevention (OBP) supported the National Explosives Task
Force sharing the most up-to-date intelligence and investigative information. Resources and
products included a Quick Look Report, Boston Marathon Response Toolkit, and a U.S.
Government Counter-IED Resource List and Usage Guide that were made available to
stakeholders through TRIPwire and the Homeland Security Information Network (HSIN).*

After reports of an exp]osion5 at the John F. Kennedy Presidential Library and Museum, situated
in Boston Harbor, the U.S. Coast Guard (USCG) Captain of the Port (COTP) Boston raised the
Maritime Security (MARSEC) level to MARSEC 2, increasing all vessel and facility security
measures across the port in accordance with their individual security plans and the Maritime
Transportation Security Act. In support of the response effort, USSS deployed a hazardous
materials specialist and agents to secure and assess the scene. After it was determined that the
incident was unrelated to the Marathon attack, MARSEC 2 was modified to focus on passenger
ferries to safeguard the largest concentrations of the public within the maritime transportation
system.

In addition to the measures taken by industry, the USCG immediately raised and coordinated its
on-water security presence with increased patrols 24/7 in the inner harbor and along ferry routes,
and deployed security teams supplemented by Coast Guard Investigative Service (CGIS) agents
on passenger ferries and in ferry terminals. On the evening of April 18, 2013, the Commandant
directed COTP Boston to resumme MARSEC Level | in the port of Boston. Although the
MARSEC Level implemented by vessels and facilities was lowered, the USCG extended and
maintained its heightened security posture (boat escorts, ferry ride-alongs. shore-side harbor
patrols, and airborne use of force helicopter patrols) through April 20 consistent with the security
posture of the Massachusetts Bay Transit Authority.

During the search for the second suspect on April 19, ICE/HSI Boston special agents and
NPPD/FPS agents assisted with the evacuation of residents. clearing the area of any suspected
IEDs, and containing the suspect while USSS deployed personnel to provide staffing for the
perimeter in Watertown, MA.

* Operations involved personnel from the Office of Law Enforcement/Federal Air Marshal Service and the Office of
Security Operations (Transportation Security Inspectors, Transportation Security Officers, Behavior Detection
Officers, Transportation Security Specialists. and Lxplosives Detectipn Canine Teams).

* The Homeland Security Infarmation Network (HSIN) is a nativnal secure and trusted web-based portal far
infarmatinn sharing and epllabpration between Federal, State, lacal. tribal, territarial, private sector, and
internatipnal partners engaged in the homeland security mission.

>The John F. Kennedy Presidential Library and Museum incident was initially of an unknown origin and out of an
abundance ufl caulinn was presumed o be a crime scene. It was detennined later that the lire was mechanical in
nature and not a deliberate act.
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Investigative Support

DHS components including ICE, USSS, CBP, TSA, USCG, NPPD, I&A and U.S. Citizenship
and Immigration Services (USCIS) provided investigative support to the JTTF in Boston,
ncluding evidence collection, media exploitation, pursuing investigative leads, and supporting
the search for the second suspect. During steady state operations, three ICE/HSI special agents
are assigned to the JTTF, with two at the field office and one at the Logan International Airport
annex. After the bombings, 1CE surged over 50 agents to support the JTTF. CBP’s
representatives at the JTTF, both at the field office and at the Logan annex, also contributed to
the investigation. There were three USSS agents assigned to the Boston JTTF as well and a
USCIS officer detailed there on a part time basis.

In addition, the USSS leveraged its private sector partnerships and expertise to identify suspect
financial transactions. The USSS utilized its New England Electronic Crimes Task Force to
collect and review business surveillance videos in proximity to the bombing site for evidence
related to investigation. After the FBI released video and photos of the two bombing suspects,
CBP. NPPD, USCIS and ICE assisted the FBI in investigating leads through multiple DHS
owned and operated databases.

Based on a fingerprint of the first subject taken at the hospital, law enforcement was able to
identify the suspects as Tamerlan and Dzhokhar Tsarnaev. Upon confirmation of their identities,
CBP and USCIS began providing data on the suspects to the FBI investigation while I&A
facilitated information sharing with the broader Intelligence Community and fusion center
network as well as state and local homeland security officials. Over the course of the week, CBP
produced 24 Special Research Reports, which were shared with the FBI. USCIS and ICE/HSI
also provided subject matter expertise to law enforcement agencies on immigration issues in the
Boston investigations while leveraging their unique immigration authorities to assist the
mvestigation. Throughout the investigation, CBP, TSA, and USCG referred potential {eads to the
FBIL

Stakcholder Engagement and Information Sharing

Following an incident requiring a coordinated federal response, whether a natural disaster or act
of terrorism, the DHS Office of Public Affairs (OPA) has responsibility for leading Federal
communications coordination under Homeland Security Presidential Directive-5. The DHS
National Joint Information Center® serves as the Federal incident communications coordination
center. DHS components involved in information sharing and external affairs efforts, including
OPA, the Office of Legislative Affairs (OLA), the Office of Intergovernmental Affairs (IGA},
NPPD, and [&A, work to strike the balance of sharing information quickly white working with
interagency partners to confirm its accuracy.

®The NJIC is statted by incident communications response personnel and can rapidly mobilize and coordinate the
Federal external communications cffort. The “virtual” Federal interageney team and National Incident
Communications Conference Line (NICCL) are controlled at the NJIC. The NJIC coordinates with and supports the
Secretary, NOC. Crisis Action Team (CAT), FEMA National Response Coordination Center, National Infrastructure
Coordination Center , Federal Coordinating Officer, Unified Coordination stall, and Emnergency Support Function
#15 stall as needed.
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[nlformation Sharing

As with many incidents, in the wake of the bombings, a large information void existed. Nothing
was known about the attackers, their methods, possible co-conspirators, affiliations or potential
follow-on attacks. OPS and [&A. together with other DHS components, immediately began
working on what was known in order to keep DHS officials, stakeholders, law enforcement, and
the wider public informed.

The DHS National Operations Center (NOC) began immediate notification and communications
support to the Office of the Secretary and DHS Leadership, activated the DHS Crisis Action
Team and initiated National Level Reporting which was displayed and shared on the DHS
Common Operating Picture’. These resources were used to share information with Federal,
State, local, tribal, and territorial partners. The NOC facilitated a communication request
between the Boston Mayor’s office and several DHS components during the first hour of the
event and leveraged its close working relationship with the Boston Police Department, which had
a representative assigned to the NOC, during the initial information sharing phase.

In addition to engaging in a two-way information exchange directly with the fusion centers,
including the Boston Regional Intelligence Center and the Commonwealth Fusion Center, the
National Network of Fusion Centers utilized a portal on HSIN for posting and discussing
information concerning the incident with its partners, both in the region and around the country.
This portal provided information related to the incident as well as other relevant information
such as protective measures to law enforcement and security professionals.

[&A activated the Intelligence Crisis Action Team (ICAT). to analyze and confirm information
regarding the incident. Later, the [CAT expanded to a DHS Threat Task Force to include
representatives from CBP, FEMA, ICE, NPPD, OPS, TSA, USCG, USCIS and USSS,
continuing to share information internatly and externally, while assuming other law enforcement
and Intelligence Community support responsibilities. The Task Force published a twice-daily
common intelligence picture of vetted all-source reporting and actions for internal dissemination
within DHS and to inform extemal engagements.

In the days following the attack, I&A and FBI published three unclassified Joint Intelligence
Bulletins for use by law enforcement, covering confirmed aspects of the investigation, including
details about the explosive devices and protective measures for use by law enforcement. These
products, distributed via HSIN and other means, received strong, positive reviews by recipients.

Addinonally, NCCIC noticed an increase in suspicious cyber activity, which prompted NCCIC
to create an alert that was disseminated to Federal, State, local, tribal, territorial and private
sector partners. Following the creation of this product, US-CERT posted a similar warning to its
website for public consumption. The National Infrastructure Coordinating Center (NICC)
provided situational awareness messages and situation reports to DHS leadership and critical

"The DHS Common Operating Picture (COP) is shared with fusion centers, interagency parters, State and local
law enforcement and DIIS operation centers. The COP is also available via TISIN.
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infrastructure partners. In addition, the NPPD/IP PSA assisted the Security Directors at Fenway
Park and TD Garden with security planning and preparation for the first Red Sox and Bruins
home games following the bombings.

Public AlTairs

Immediately following the Boston Marathon attack, communicating official, accurate
information to DHS’s various stakeholders was critical. DHS OPA mobilized to coordinate
Federal, State, local, and private sector communications in the NJIC using proven systems like
the National Incident Communications Conference Line (NICCL), the State Incident
Communications Conference Line (SICCL) and the Private Sector Incident Communications
Conference Line (PICCLY} as per the Domestic Incident Communications Strategy (DCS)R. These
calls  which supported a network of 1,100 communicators including representatives from the
Department of Defense, NORTHCOM, DHS, the Department of Justice (DOJ), FBI, Alcohol
Tobacco and Firearms, the DHS Counter Terrorism Advisory Board (CTAB) and the National
Counterterrorism Center (NCTC) enabled relevant interagency partners to connect with field
personnel in Boston and ensure the dissemination of information (both internally and externally)
was closely coordinated. NICCL calls were held April 15 through 17 and summaries were
distributed following each call to ensure message visibility.

While DHS assumed responsibility for coordination of federal communications, White House
Communications maintained the lead for Federal strategic communications direction. The FBI
and DOJ were leads for communication related to the Federal law enforcement investigation. To
support the response and investigation, DHS continued to promote “If You See Something, Say
Something ™” messaging to engage the public and key frontline employees to identify and
report suspicious activity as well as indicators of terrorism, crime and other threats to the proper
law enforcement authorities.

Intergorvernmental Qutreach

Immediately following the attack, IGA reached out to senior officials in Massachusetts,
including Governor Patrick and Boston Mayor Menino’s offices as well as the Massachusetts
Homeland Security Advisor and Director of Boston Emergency Management. While each of
these calls confirmed that there were no unmet needs in the Boston area, during an April 16,
2013 call with former Secretary Napolitano, former Boston Police Commissioner Ed Davis
asked DHS to provide additional video analysis support and continue heightened USCG security
in the surrounding maritime environment.

In addition to activities in the Boston region, IGA also conducted outreach to state and local
jurisdictions nationwide. Immediately following the attack. IGA reached out to major cities
inctuding Los Angeles, Philadelphia, Houston, Chicago, the District of Columbia, New York,
and San Francisco. During each of these discussions, IGA informed stakeholders of the DHS
response and encouraged stakeholders to reach out in the event their city needed DHS support. In
addition, IGA and FEMA conducted outreach to States and local jurisdictions regarding FEMA’s

¥ The DCS is a public informatian strategy that outlines Federal incident communications options that can be implemented
in conjunction with a majar errorist incident in the United States.
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authorization to allow Massachusetts, Boston and other State and local jurisdictions the ability to
use grant funding for operational overtime for enhanced security measures.

Coincidentally, former FEMA Deputy Administrator Rich Serino was in Boston to attend the

Marathon and connected with key local first responders on the ground quickly after the blast.

The Deputy Administrator was able to liaise with city and State officials and served as a high-
level conduit for DHS outreach, while also directing requests back to the Department.

On April 16, former Secretary Napolitano spoke with Governor Patrick, Mayor Menino, and
Commissioner Davis. Throughout the day, IGA engaged with its myriad stakeholder groups to
offer both updates on the investigation and DHS’s security posture and support. IGA, in
conjunction with [&A, also organized three joint DHS/FBI conference calls to provide
information to State homeland security advisors, fusion center directors, major cities intelligence
commanders, and others. Each call attracted more than 300 participants from across the country.
The initiat call on April 16 included a briefing on the response, type of IED used in the bombing,
Joint Intelligence Bulletin, and an update from the Commonwealth of Massachusetts and Boston
fusion center. The second call on April 19 focused on the ongoing investigation and pursuit of
the remaining suspect. The third call, which occurred following the apprehension of the suspect.
served to close out the events for DHS stakeholders. In addition, the DHS Homeland Security
Advisory Council convened a call with the Faith Based Advisory Council, while the DHS Office
for Civil Rights and Civil Liberties held an Incident Community Coordination Call with
community members, including representatives of the Muslim-American community, to discuss
potential impacts of the Boston Marathon bombing on these groups.

Legislative Qureach

As the situation in Boston unfolded, OLA reached out to key Members of Congress including the
chairs of the Departiment’s authorizing committees as well as the Massachusetts delegation. The
majority of Member inquiries and requests related to stories and facts being reported in the
media. From April 23-25, briefings were convened for members of the Senate Select Committee
on Intelligence, House Permanent Select Committee on Intelligence and all interested members
of the House of Representatives and Senate. These engagements with senior officials continue in
order to keep Members and others providing oversight apprised of the Department’s activities.

Preparedness Activities

Over the past several years, DHS has greatly enhanced and expanded its coltaboration with State
and tocal officials as well as first responders to prepare for, respond to, recover from, and
mitigate the effects of disasters and other threats while supporting efforts across the homeland
security enterprise to build nationwide capabilities. Many of these DHS supported activities,
inctuding grant funding, training and workshops as well as drills and exercises enhanced
preparedness and response capabilities in Boston and served to prepare the city for complex,
mass casualty scenarios.

Grant Fonding

DHS provides resources to its State and local partners to train and prepare for complex attacks
and mass casualty shootings primarily through the Urban Area Security Initiative (UASI) and the
Homeland Security Grant Program (HSGP). Since 2002, the Commonwealth of Massachusetts
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has received more than $943 million through 22 DHS grant programs, including nearly $370
million for the Boston urban area. This funding has been used to equip and train tactical and
specialized response teamns specifically in IED detection, prevention, response, and recovery,
including SWAT teamns and Explosive Ordinance Disposal canine detection teams amnong other
local law enforcement units.

In 2012, Boston completed a Threat and Hazard Identification and Risk Assessment (THIRA), a
comprehensive process for assessing regional capability gaps required annuatly by each State
and urban area designed to prioritize investments in key deployable capabilities. Fifty-six states
and urban areas, including Boston. identified complex attacks as one of their top threats/hazards
in their 2012 THIRAs. These assessments assist States and urban areas planning and preparation
for various scenarios, prioritizing the development of capabilities to address known and evolving
threats.

Training. xercises and Drills

DHS grant funding also supports increased coordination and capacity building, particutarly with
respect to joint exercises, drills and trainings, including more than a dozen exercises involving
the City of Boston over the past several years. During the review, multiple component officials
and field personnel credited these activities for preparing the coordinated response to Boston,
including the following:

Joint Commterterrarism Mwareness Workshop ( JCTAWS)

Through Joint Counterterrorism Awareness Workshops (JCTAWS), FEMA, NCTC, and
the FBI bring together stakeholders from law enforcement, incident management, and the
private sector in cities across the country to engage in scenario-based reviews of their
complex-attack prevention and response capabilities. These workshops revolve around a
24-hour scenario in which multiple, coordinated assaults occur, simifar to the November
2008 terrorist attacks in Mumbai, India. Throughout the exercise, participants jointly
evaluate whether the city’s existing plans, procedures, and capabilities are adequate to
manage a coordinated, multi-site complex-attack and identify existing programs or
resources they can use to close any gaps.

In March 2011, a JCTAWS was held in Boston involving more than 200 stakeholders
from law enforcement, incident management, and the private sector focused on the
integrated response to a complex attack in the Boston metropolitan area. The Boston
Police Department incorporated several key lessons leamed into their policies and
operations.

In recent years, NPPD/OBP has worked with authorities in the greater Boston area on
surveillance detection and counter-IED training in support of multiple special events
cluding the Boston 4" of July Celebrations. Bi-Centennial of the War of 1812, Boston
New Year’s Eve, and the 2013 Boston Marathon. In addition, in 2009, OBP worked with
State and local security partners to conduct a Mutti-Jurisdiction Iimprovised Explosive
Device Security Planning (MJIEDSP) workshop in Boston to assist with the development
of an [ED security plan integrating assets and capabilities from multiple areas and
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emergency service sectors. Participants included representatives from the Massachusetts
State Police, FBI, Boston Police Department, Boston Fire Department, Boston
Emergency Management Agency, and the Massachusetts Bay Transportation Authority.

Iiest Responder Training

Since 2000, more than 5,500 Boston area first responders have received training through
the National Domestic Preparedness Consortium and Continuing Training Grants,
mcluding courses on casualty response and recovery, explosive devices, medical
response, hospital incident command systems, crime scene management, hazardous
evidence collection, and law enforcement response to bombing incidents.

Boston Marathon Tactical Conmmtiications Assesspreint

In 2010, NPPD/OEC worked with Metro Boston Homeland Security Region jurisdictions
to assess emergency cominunications used for the Boston Marathon as part of
implementing the Nation Emergency Communication Plan. In the 2010 After Action
Report, NPPD/OEC recommended that the Boston area conduct more inclusive
cominunications planning with all response disciplines. Boston public safety officials
adopted OEC’s recommendations for the 2013 radio communications plan for the
Marathon. As a result of the 2010 NPPD/OEC assessment, Boston officials requested
NPPD/OEC technical assistance training for All-Hazards Communications Unit Leaders
(COML} and a trained COML was used to coordinate communications during the 2013
Marathon and response to the bombings.

Planning

DHS technicat assistance and funding enabled the City of Boston to codify its emergency
response plans and protocols through planning support initiatives. Since 2005, FEMA has
provided six technical assistance deliveries for the Boston urban area and seven for the
Commonwealth of Massachusetts, including assistance with IED awareness. fusion centers,
equipment, anti-terrorism training, and interoperable communications. Further, NPPD/OEC has
worked closely with jurisdictions in the Metro Boston Homeland Security Region to improve
coordination, training, and tactical planning for emergency communications.

As part of FEMA’s Regional Catastrophic Preparedness Grant Program, the Metro Boston
Homeland Security Region in 2012 exercised a Regional Catastrophic Coordination Plan
designed to augment existing operations plans by facilitating communication, situational
awareness, and functional area coordination across the region in a catastrophic event. The region
also developed a Regional IED Annex using DHS grant funding in 2010, creating coordinated
response protocols for State and local agencies to respond to a catastrophic IED incident and
codified the structure of explosive ordnance teams within the region when collaborating on
multiple IED scenarios.

Impact of Tovestments

Due to the investments DHS has made over the past ten years, the City of Boston had greater
capabilities to respond to the Boston Marathon attack and had exercised its citywide response
plans. The findings from the exercises described above helped the city refine its plans and
procedures for responding to a complex attack and laid the groundwork for coordination and
collaboration among Federal, State and local first responders and law enforcement personnel
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necessary for an effective response. According to FEMA, the approach that both the City of
Boston and the Commonwealth of Massachusetts have taken to utilize grant dollars and prioritize
threats and corresponding capability development is considered a best practice for other States
and urban areas.

These exercises and trainings helped familiarize relevant personnel and agencies with response
plans while building relationships that proved critical during the response to the bombings.
Numerous DHS components involved in the response to the Boston Marathon bombings
indicated that these personal and pre-existing relationships on the ground were critical to
ensuring an effective and efficient response to the incident. As noted by Rear Admiral Daniel
Abel, U.S. Coast Guard First District Commander, relationships cannot be “surged” during
crises, rather they must be a pre-existing component of interagency partnerships.

Lessons Learned

The Boston Marathon was unique in many ways due to the response assets on hand, first
responder personnel on site, and longstanding personal relationships that were relied upon.
However, DHS can apply key outcomes from this tragedy in order to prevent and respond to
evolving threats in the future.

Importance ol Partnerships

Strong partnerships among Federal, State, local, and international agencies are critical to
effective communication and response during and following an incident such as this. In addition
to the Department’s significant presence in the Boston area, DHS participates in regional security
exercises, task forces, the Commonwealth Fusion Center, and the Boston Regional Intelligence
Center. Through these activities and structures, DHS officials develop and strengthen
professional relationships and build trust with partners.

While relationships between Federal, State and local personnel on the ground in Boston were
strong, some DHS components stated that there was not a full appreciation for the resources their
component could provide. For example, ICE described a strong familiarity with its unique
capabilities and authorities among local Federal law enforcement entities, but less familiarity
among surge forces deployed to Boston from elsewhere in the country. Efforts should be made to
better educate the interagency about the work DHS components do and services they can offer
through outreach and joint trainings or exercises.

Need lor Effective and Retiable Communications for DHS Responders

In response to an attack, 1t is critical to have effective communications capabilities to coordinate
people and resources. All land mobile radios that facilitate mission critical voice
communications were operational at the time of the attack in Boston, and public safety officials
said they were generally able to achieve interoperability during the response between State and
locat responders. The Massachusetts Statewide Interoperability Coordinator told NPPD/OEC that
there was “'seamless communications across major radio systems” in the Boston metro area.
However, ICE/HSI as well as USSS agents reported a limited ability to transmit messages via
radio to State and local law enforcement.
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Over the past several years, DHS has worked to support efforts to build reliable communications
systems among Federal, State, and local partners. Best practices include having an Incident
Radio Communications Plan and avording the use of code names specific to departments or
agencies. Common channel planning between Federal, State and focal partners in advance of
major events helps ensure that Federal, State, local and regional interoperability channels
enhance communication. The Boston Marathon was a pre-planned event and common channel
planning, mcluding development of an Incident Conmnand System Incident Radio
Communications Plan’ for all Jursdictions participating, has been routie for the Boston
Marathon since 2010."

With respect to the mvestigation, custody of original information and docurnentation must also
be coordinated among partners. As a practical matter, the alien files of the bombing suspects
were made available digitally on the day of the request. However, in a high profile incident such
as this, multiple agencies requested information pertinent to the investigation and it was not clear
to whom the original file information should be transferred. It s recomnmended that protocols be
drafted in concert with the JTTF to codify how information, such as ainmzgration records, should
be transferred in the future.

Fmally, while public comimunications were led by the FBI and facilitated by DHS, per the
aforementioned DCS, components noted the need to distribute a unified Federal Government
message as soon as practically possible to field offices and stakeholders. including fusion
centers, in order to respond to media and other inquiries in a timely fashion.

Review ol Internal Mechanisms

Through exercises and training, DHS has developed Continuity of Operations plans for a variety
of scenarios. Still, multiple components faced obstacles getting their employees to their work
sites foltowing the Boston Marathon bombings. With mass transit systems closed during the
manhunt on April 19, components came up with innovative solutions including expanded free
parking and transportation options so personnel could drive to their designated location. While
these actions were not formalized ahead of time, DHS field offices leveraged their existing
relationships to identify ways to bring the full weight of the Department’s resources to bear in
the response to and investigation of the incident.

DHS components also noted a continual shift in the “center of gravity” of operations
coordmation folowing the event, which led to difficultzes m accessmg and sharing information
and confusion about the lead for activities outside the immediate investzgation. The State EOC
(SEOC) in Framingham, MA was activated pre-incident and remained at full activation until
April 16, when it assumed partial activation. Immediately following the bombings. the Boston
EOC was activated, and remained activated until April 18, when it implemented a reduced status.
Components reported that the two different EOCs  the SEOC and the Boston EOC  created

* Known as the 1CS 205, this plan provides information on all radio frequency assignments for the event for use by
incident responders.

" ICL and USSS did not participate in the advance communications planning for the marathon, but there is general
planning thal can be done unassociated with a particular event when Federal partners know they would be required
to communicate with state/local responders and managers.
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confusion about the center of gravity for response operations and the lead for coordinating
response activities. Additionally. the two components of the post-incident response—the ongoing
law enforcement investigation and the emergency response  also made it difficult to determine
the lead agency for response operations. The FBI was the lead for the investigation with its own
command center, but the lead for the emergency response operations was less defined.
Components have suggested establishing clearer protocols transitioning to and sustaining a crisis
EOC in the event of an incident and merging Federal protocols with tocal operations plans to
support this transition.

In the course of discussions, DHS field offices expressed a desire for a unified regional structure
for enhanced coordination and deployment of resources. There could be a benefit in identifying a
singular coordination mechanism at the regionat level for DHS officials in the field to coordinate
amongst themselves, and then integrate into the JTTF. A number of examples have been
suggested including leveraging the existing CTAB structure as well as the Mult-Agency
Command utilized during National Special Security Events. This could provide better
organization to general DHS response activities as well as streamlined reporting to HQ elements.
This coordination mechanism could also serve as the intake point for DHS personnel deployed in
the field.

A Ycar Later

Almost a year has passed since the attack on the Boston Marathon took the lives of three
innocent bystanders, injured hundreds of others, and shattered one of the world’s most iconic
sporting events in one of America’s greatest cities. In the tense days that followed,
Massachusetts Institute of Technology (MIT) Police Officer Sean Collier was murdered and
other police officers were injured or put in harm’s way as the suspects sought to escape the
Boston area.

The previous report, conducted in the months following the incident as part of a Department
specific focus on a number of key areas, most notably DHS’s department wide coordination, and
support to focal law enforcement, including preparedness efforts, both before and during the
incident, examined DHS" actions leading up to, during, and after the 2013 Boston Marathon.
Since the attack, DHS and its interagency partners. conducted numerous briefings on a wide
range of issues with Congress, state and {ocal first responders, and other stakeholders. Building
on the lessons learned throughout the drafting of the report and our engagements, DHS has
continued to work closely with federal, state, and local partners to combat the so-called “lone
wolf” threat: independent actors living within our midst, with easy access to materials that, in the
wrong hands, can become tools for mass violence. This threat may be the hardest to detect and
requires even greater colfaboration among law enforcement, first responders, and the
communities we serve.

Since the attack, DHS has built closer relationships with partners in communities across the
Nation and improved its support to them, actions that will continue to make America stronger
and more resilient to terrorist attacks, and threats and hazards of all kinds. These actions have
ncluded:

I nhancing Nationul Preparedness
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DHS has continued its support to law enforcement and first responder partners to sustain and
enhance national preparedness, with a particular focus on mass casualty incidents. In August
2013, DHS hosted the Boston Sumimnit with senior leaders from the Administration as well as
federal, state and {ocal officials, taw enforcement, and first responders from across the country to
assist them with lessons learned from, preparation for, and response to terrorist and other threats
and hazards. DHS also prioritized in its 2013 grant guidance funding for activities that directly
support citizen preparedness dritls and exercises that serve to strengthen state and tocal mass
casualty planning, training, and exercises among law enforcement, fire, and emergency medical
service providers. Recognizing the important role that bystanders played in the immediate
response to the hombings, the 2013 grant guidance specifically included two new program
priorities: Innovation and Sustained Support for the National Campaign for Preparedness, and
Improve Immediate Emergency Victim Care at Mass Casualty Events. Taken together, these
additions to the grant guidance encouraged states and urban areas to utilize grant funding to
promote preparedness activities that empower communities and individuals; actively support
citizen preparedness drills, exercises, and conmunity days of action such as the Great Shakeout;
and empower community bystanders through public education initiatives and training about life
sustaining actions and how they can support survivors and providers in a mass casualty event.
Additionally, these program priority areas encouraged grantees to utilize grant funding to engage
in mass casualty planning, training, and exercises specifically involving law enforcement, fire
service, and EMS providers to rapidly deploy into areas that have been cleared but not secured in
order to initiate treatment at or near the point of injury and effect rescue of survivors.

In addition, DHS provided funding exercises for first responders and law enforcement to identify
lessons tearned and improve information sharing, and DHS participated in several large-scale
exercises to strengthen overall preparedness for mass-casualty events.

Countering 1D Threats

As evidenced by the Boston Marathon bombings, violent extremists have shown an enduring
mterest in improving IED materials and methods to evade security measures and conduct small
arms attacks. While violent extremists’ mistakes have sometimes contributed to intelligence and
law enforcement successes, lone offender plots using [EDs or small arms present unique
challenges as a result of being tactically sunple and adaptable in both tiiing and location of
execution, complicating discovery and disruption by authorities.

To protect soft targets, DHS 1s adopting approaches that are intelligence-led, anatytically driven,
and pursued in close cooperation between federal, state, local, tribal, territorial, and private
sector partners as well as with the public. To counter the threat posed by IEDs and small arms
attacks, DHS plans to expand and promote activities such as suspicious activity reporting and
private sector security measures. Working with more than 75 foreign partners, DHS employs a
global approach to homeland security and has expanded counter-IED efforts to address their
frequent source — transnational plots originating overseas. Internationally, DHS supports
multilateral efforts, such as the World Customs Organization's Program Global Shield, which
shares information on the global movement of precursor chemicals used to manufacture [EDs
and raise security standards. DHS will also continue researching next-generation technology
solutions to stay ahead of advances in wireless technology. given the use of wireless technology
n IED detonation and control mechanisms.
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Across all of these efforts, DHS will place an increased emphasis on deterrence, including
enhancing efforts to publicly communicate taitored descriptions of homeland security
capabilities to mfluence the perceptions, risk calculations, and behaviors of adversaries.

Strengthening Information Sharing

Since the Boston attack, DHS, the FBI, and NCTC have expanded our ability to share
information with state and local officials about potential threats. Examples of recent events
where information has been shared include the 9/11 anniversary and the homeland security
implications of the conflict in Syria. DHS identified ways to more effectively work with
interagency partners at FBI Joint Terrorism Task Forces and sent updated guidance to officers in
the field to improve such collaboration. DHS also continues to work closely with federal partners
to screen and vet domestic and international travelers, visa applicants and other persons of
interest to identify potential threats. After the Boston attack, DHS reviewed its name-matching
capabilities, leading to improvements in its ability to detect variations of names derived from a
wide range of languages.

Identilving Potential Threat Indicators

FoHowing the bombings, DHS, the FBI, and others conducted additional analysis of past mass
casualty incidents, both in the U.S. and abroad, to better recognize behaviors and indicators that
may provide warning of a potential attack. DHS and the FBI completed 2,037 community
engagement events over the past year addressing mass-casualty attack prevention and response,
including 96 school security district outreach briefings. In the aftermath of the multi-day attack
on the Westgate Matll in Nairobi, Kenya in September 2013, DHS and the FBI also led guided
discussions with venue operators and law enforcement partners in 56 of America’s largest cities.

DHS analysis and research has been shared with state and local law enforcement officials to help
them improve their ability to detect and mitigate threats, and it has been integrated into
countering violent extremism (CVE) training materials for law enforcement personnel. For
example, an [& A product analyzed mass casualty attacks—both those motivated by violent
extremism and those that may not appear to be 1deologically motivated  which upon release to
state and local partners, may provide these homeland security stakeholders with insight regarding
the common characteristics associated with attack methodology and pre-attack preparations.
Additionally, S&T-sponsored research related to lone actors, geospatial patterns of violent
extremism, and the characteristics of communities where violent extremism occurs was shared
with these audiences in 2013.

These materials are posted on a joint DHS-FBI CVE Training Resources and Active Shooter
Webportal, which was launched in August 2012 through the Homeland Security Information
Network for Law Enforcement training practitioners and first responders. The Webportal was
the culmination of numerous CVE workshops for frontline State and Local Law Enforcement
that were held across the country. The Webportal contains over 500 accurate and appropriate
CVE training resources, including guidelines and best practices for CVE training development,
case studies on multiple types of violent extremism, reports on terrorism trends, community
oriented policing best practices. training frameworks, training videos and other tools that trainers
can incorporate into their training development efforts. Further in partnership with the FBI, DHS
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has developed a series of wehinars and DVDs for local law enforcement on violent Sovereign
Citizens, Violent White Supremacists, and responding to a mass casualty shooting also posted on
the Webportal.

Coannotering Violent Extremism

The Department’s CVE efforts illuminate the risk posed by other violent extremist groups and
ndividuals within the Homeland inspired by various other religious, political, or other
ideological beliefs. Accordingly, DHS has and will continue to prioritize CVE efforts to address
the threat from violent extremists inspired by Al-Qu’ida and its affiliates, but has also designed a
CVE approach that applies to all forms of violent extremism, regardless of ideology and that
focuses not on radical thought or speech but instead on preventing violent attacks. DHS CVE
efforts are based on the understanding that this issue requires a whole of government, multi-
pronged approach, where efforts are taitored to specifically address the needs and responsibilities
of the various stakeholders involved.

The Department’s efforts are categorized into three broad objectives, listed below:

1. Understanding Violent Extremism. Support and coordinate efforts to better understand
the phenomenon of violent extremism, including assessing the threat it poses to the
nation as a whole and within specific communities;

2. Supporting Local Communities. Bolster efforts to catalyze and support non-
governmental, community-based programs, and strengthen relationships with
communities that may be targeted for recruitment by violent extremists; and

3. Supporting Local Law Enforcement. Disrupt and deter recruitment or individual
mobilization through support for ltocal law enforcement programs, including
information-driven, community-oriented policing efforts that for decades have proven
effective in preventing violent crime.

Supporting Community Engagement

DHS has continued to study and share information with state and local law enforcement and
community partners regarding violent extremism, including the factors that may influence
extremist activities as well as potential indicators. As part of this effort. the DHS Office for
Civil Rights and Civil Liberties has been involved in multiple roundtable exercises with
communities, including a table-top exercise designed to improve communication on countering
potential violent extremism. DHS and NCTC completed a pilot of this program in Washington,
D.C. in June 2013, and implemented the first exercise in the Chicago area in December 2013. In
2014, DHS and NCTC will work with local partners to implement this exercise In cities across
the United States, with planning discussions scheduled for Boston, Columbus, and
Raleigh/Durham. Over the past few years, DHS Civil Rights and Civil Liberties (CRCL) has
held more than 70 community engagement events and more than 75 training events on cultural
awareness and how to best engage with communities for state and tocal law enforcement and
fusion center personnel.

In an effort to mitigate threats, and to counter violent extremism on a broader scale, CRCL has
developed an “enhanced” community engagement initiative, one that builds upon the existing
CRCL community engagement structure. The purpose of this enhanced engagement is to:

¢ Conduct more focused, topic-specific engagement, particularly on issues relating to CVE;
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e Learn about the community's efforts in countering violent extremism, particularly in the
wake of the Boston Marathon attacks;

e Disseminate best practices and strategies to empower these cominunities to better counter
violent extremism in their constituencies; and

e Target non-traditional partners, community organizers, and religious leaders.

DHS also continues to work with the International Association of Chiefs of Police to develop a
DHS-funded national training program to raise awareness on different types of violent
extremisin; promote community policing and community-based solutions to prevent violent
extremism; and address radicalization to violence online.

Our overall challenge within the Department of Homeland Security, and within the enterprise of
Federal, State and focal governments, is to learn from and adapt to the changing character of the
evolving threats we face, including threats from those who self-radicalize to violence or may be
mspired by radical, violent ideology to do harm to Americans. The attack in Boston, and the
response to 1t, highlighted the critical importance of close coordination among law enforcement,
first responders and hospitals, partners at every tevel of government, and the general public.

Conclusion

The {essons of the Boston Marathon bombings continue to serve as a basis for fonger-term
planning and implementation efforts that will improve the Department’s capacity to prevent and
respond to similar attacks and threats in the future.

The events in Boston have highlighted how close coordination among Federal, State, and local
officials is critical in the immediate aftermath and response to terrorist attacks and reinforces the
principle and value of whole community contributions. including from the general public. Both
the work leading up to the Boston Marathon and the quick action following the event
demonstrate the significant progress that has been made over the past eleven years.
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