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Top Stories 

 About 21,000 West Virginia homes and businesses remained without power November 7 

as utility crews continued restoring service knocked out by the storm. However, officials in 

some places said a full recovery will take months. – Associated Press (See item 2)  

 American Airlines suspended most flights to and from the New York area November 7 

through November 8 as a winter storm approached the northeast United States. Delta Air 

Lines Inc. also expected canceled flights. – Bloomberg News (See item 6)  

 Drinking water in one out of eight Denver homes with lead plumbing may be contaminated 

with lead, test results revealed November 7. Concentrations exceeded the federal drinking 

water standard by as much as 3.8 times. – Denver Post (See item 12)  

 Scientists devised a virtual machine that can extract private cryptographic keys stored on a 

separate virtual machine when it resides on the same piece of hardware. This technique can 

be used to pierce a key defense found in cloud environments. – Ars Technica (See item 24)  
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Energy Sector 

1. November 7, KWTX 10 Waco – (Texas) Construction crew cuts natural gas line 

wednesday morning. Repair crews were busy November 7 repairing a severed natural 

gas line that a construction crew cut. Lorena, Texas police and firefighters were sent to 

Market Street, near Cedar road, where the crew that was working in the area cut an 

underground gas line. It was not immediately known if gas company customers in the 

area were affected by the accident. Atmos energy crewmen were at the scene repairing 

the leak.  

Source: http://www.kwtx.com/home/headlines/Construction-Crew-Cuts-Natural-Gas-

Line-Wednesday-Morning-177656121.html 

2. November 7, Associated Press – (West Virginia) FirstEnergy says about 21,000 

W.Va. customers still without power; Preston, Randolph have most. Life after 

Superstorm Sandy was slowly returning to normal across West Virginia's hardest-hit 

counties November 7, but officials in some places said a full recovery will take months. 

About 21,000 West Virginia homes and businesses remained without power as utility 

crews continued restoring service knocked out by the storm. Preston County reported 

nearly 6,000 customers without power, and Randolph County with more than 4,000 

outages. The utility said it had about 3,000 outages in Upshur and about 2,000 in 

Barbour, but fewer than 2,000 apiece in Webster and Tucker counties. Ohio-based 

FirstEnergy said it expected to return electricity to most customers by November 9 and 

the remainder by the end of the weekend of November 10. Schools remained closed in 

Preston and Webster counties, but a Preston emergency management director said 

authorities were working with the school board in hopes of getting buses back on the 

road the week of November 12. 

Source: 

http://www.therepublic.com/view/story/768ca6663e5b4e43990b7f79ad03516d/WV--

Superstorm-Sandy-WVa 

3. November 7, WBOY 12 Clarksburg – (West Virginia) Ritchie County Office of 

Emergency Services alerts residents to natural gas incident. In West Virginia, the 

Ritchie County Office of Emergency Services alerted residents that there was an issue 

with a natural gas well on Spring Run Road November 6 that caused a release of 

natural gas. Emergency crews were on scene November 7 working to resolve the issue. 

Officials said residents may smell a strong odor of natural gas in the Pennsboro area. 

Residents were advised to avoid the Myles Avenue and Spring Run area due to 

emergency crews and vehicles traveling in the area throughout the day.  

Source: http://www.wboy.com/story/20029133/ritchie-county-office-of-emergency-

services-alerts-residents-to-natural-gas-incident 

Return to top]  [

Chemical Industry Sector 
 

Nothing to report 

 

http://www.kwtx.com/home/headlines/Construction-Crew-Cuts-Natural-Gas-Line-Wednesday-Morning-177656121.html
http://www.kwtx.com/home/headlines/Construction-Crew-Cuts-Natural-Gas-Line-Wednesday-Morning-177656121.html
http://www.therepublic.com/view/story/768ca6663e5b4e43990b7f79ad03516d/WV--Superstorm-Sandy-WVa
http://www.therepublic.com/view/story/768ca6663e5b4e43990b7f79ad03516d/WV--Superstorm-Sandy-WVa
http://www.wboy.com/story/20029133/ritchie-county-office-of-emergency-services-alerts-residents-to-natural-gas-incident
http://www.wboy.com/story/20029133/ritchie-county-office-of-emergency-services-alerts-residents-to-natural-gas-incident
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[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
 

Nothing to report 

 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 

 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 

 

[Return to top]  

Banking and Finance Sector 

4. November 6, Tampa Bay Tribune – (Florida) Sarasota man admits role in mortgage 

fraud. A Sarasota, Florida man pleaded guilty November 6 to conspiracy to commit 

bank fraud that resulted in $6.8 million in losses for banks, according to a release from 

a U.S. Attorney. Starting in March 2003 running through July 2008, the man and others 

conspired to commit bank fraud and he used several corporate entities to perpetuate the 

fraud scheme, including Southeast Capital Advisors, LLC. He marketed a "no money 

down" residential purchase program that made loans to his clients, enabling them to 

make down payments to purchases of residential properties. Then, he and his co-

conspirators prepared and submitted fraudulent mortgage loan applications to lenders 

for the clients. The applications also usually overstated the clients' assets and 

understated their liabilities. Some loan applications also included the fraudulent 

misrepresentation that the clients intended to use the properties as their primary 

residences, when in fact they were investment properties. Some of the loans on the 

residential properties went into default, and the losses incurred by the lenders on 49 

such residential properties totaled $6.8 million, according to the release. 

Source: http://www2.tbo.com/news/breaking-news/2012/nov/06/sarasota-man-admits-

role-in-mortgage-fraud-ar-556393/ 

5. November 6, KLAS 8 Las Vegas – (Nevada) Las Vegas man convicted of using stolen 

credit card numbers. A federal jury November 5 convicted a Las Vegas man of felony 

charges for unlawfully obtaining thousands of credit, debit, and gift card numbers and 

using them to obtain cash and buy electronics, Nevada's U.S. Attorney said. The man 

was convicted of 1 count of conspiracy, 4 counts of possession of 15 or more 

counterfeit or unauthorized access devices, 1 count of aggravated identity theft, and 

http://www2.tbo.com/news/breaking-news/2012/nov/06/sarasota-man-admits-role-in-mortgage-fraud-ar-556393/
http://www2.tbo.com/news/breaking-news/2012/nov/06/sarasota-man-admits-role-in-mortgage-fraud-ar-556393/
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criminal forfeiture. According to the superseding indictment and evidence presented by 

the government at trial, between May 2010 and April 2012 the man purchased stolen 

credit, debit, or gift card account numbers from a person in Pakistan. He then used 

them to purchase items, including electronics, which he later resold for his own benefit. 

He also obtained thousands of pages of customer records, including credit card 

numbers, that were stolen from a hotel in Las Vegas. He used computer software to 

predict gift card numbers issued by card companies. He then spent the money on the 

gift cards before the owners could use them. 

Source: http://www.8newsnow.com/story/20021244/las-vegas-man-convicted-of-using-

stolen-credit-card-numbers 

[Return to top]  

Transportation Sector 

6. November 6, Bloomberg News – (New Jersey; New York) United, AMR to halt NYC-

area flights tomorrow on storm. United Continental Holdings Inc. and AMR Corp.’s 

American Airlines suspended most flights to and from the New York area November 7 

through November 8 as a winter storm approached the northeast United States. About 

500 flights will be scrubbed as United pares service at its hub at New Jersey’s Newark 

Liberty airport for 24 hours at midday, said a spokesman. American and its American 

Eagle unit cut 290 flights. Delta Air Lines Inc. also expected to scrap some flights, and 

Southwest Airlines Co. and US Airways Group Inc. were monitoring the new storm, a 

spokesman said. The new storm was threatening the Northeast after Hurricane Sandy 

forced about 20,000 cancellations the week of October 29. Flooding along the coast 

was expected from Delaware north to Connecticut, including New Jersey and Long 

Island, where tides may rise as much as 3 feet above normal. 

Source: http://www.businessweek.com/news/2012-11-06/united-to-halt-nyc-area-

flights-tomorrow-as-storm-nears 

7. November 6, United Press International – (California) Southern California interstate 

reopens as wild fire contained. A brush fire that closed all lanes of Interstate 15 in 

southern California's Cajon Pass is expected to be fully contained by November 6, 

officials said. The fire began November 5 and scorched 350 acres, the Victorville Daily 

Press reported. Officials of the U.S. Forestry Service said the fire should be out by 

November 6. The California Highway Patrol reported two right lanes of the highway in 

either direction were still closed November 6, the Los Angeles Times said. 

Source: http://www.upi.com/Top_News/US/2012/11/06/I-15-reopens-as-California-

fire-contained/UPI-62251352228942/ 

8. November 6, Bay City News Service – (California) Berkeley: Interstate 80 snarled by 

big rig crash. A big-rig crash near the Gilman Street exit of Interstate Highway 80 in 

Berkeley, California, snarled traffic in both directions November 6, according to the 

California Highway Patrol. The big-rig crashed from the eastbound direction into the 

highway's center divide, leaving the tractor on the divider and partially in the 

westbound lanes, the trailer in the eastbound lanes, and concrete sprayed into the road. 

http://www.8newsnow.com/story/20021244/las-vegas-man-convicted-of-using-stolen-credit-card-numbers
http://www.8newsnow.com/story/20021244/las-vegas-man-convicted-of-using-stolen-credit-card-numbers
http://www.businessweek.com/news/2012-11-06/united-to-halt-nyc-area-flights-tomorrow-as-storm-nears
http://www.businessweek.com/news/2012-11-06/united-to-halt-nyc-area-flights-tomorrow-as-storm-nears
http://www.upi.com/Top_News/US/2012/11/06/I-15-reopens-as-California-fire-contained/UPI-62251352228942/
http://www.upi.com/Top_News/US/2012/11/06/I-15-reopens-as-California-fire-contained/UPI-62251352228942/
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Two westbound lanes and three eastbound lanes were closed for 4 hours. At least two 

other vehicles were involved, including a Chevy Tahoe that was towed as the driver 

was transported to a hospital. The extent of the driver's injuries and whether there were 

any passengers in the Tahoe was unknown. 

Source: http://www.mercurynews.com/breaking-news/ci_21944354/berkeley-interstate-

80-snarled-by-big-rig-crash 

For another story, see item 17  

 

[Return to top]  

Postal and Shipping Sector 

9. November 6, Vail Daily – (Colorado) Mystery substance closes Avon Post Office. A 

substance on the side of an Avon, Colorado man's car made him nauseous and elevated 

his heart rate when he stepped out check his mail, and the first two Avon police officers 

who arrived on the scene also got sick, showing the same symptoms. Police and fire 

departments closed the Avon Post Office and a two-block area around it, and people 

were kept inside the post office until it was safe to take them out the back door. The 

two block area was closed for the duration of the incident. Authorities were working to 

determine what the substance was. 

Source: 

http://www.vaildaily.com/article/20121106/NEWS/121109906/1078&ParentProfile=10

62 

[Return to top]  

Agriculture and Food Sector 

10. November 6, U.S. Food and Drug Administration – (National) Select containers of 

Kroger Deluxe French Vanilla Ice Cream recalled for undeclared 

allergen. November 6, Kroger Co. recalled select containers of Kroger Deluxe French 

Vanilla Ice Cream sold at: Dillons, King Soopers/City Market, Fry’s Food, and Smith’s 

Food & Drug operating divisions in 11 States because it may contain pecans not listed 

on the label. Not included in this recall are Kroger, Ralphs, Food 4 Less, Fred Meyer, 

and QFC stores. The product was sold in 48-fluid ounce cartons with a sell by date of 

June 12, 2013. 

Source: http://www.fda.gov/Safety/Recalls/ucm327127.htm 

11. November 6, U.S. Food and Drug Administration – (National) Omya voluntarily 

recalls ground limestone products due to possible health risk. November 6, Omya 

Inc. voluntarily recalled certain lots of food grade ground limestone products processed 

at its Superior, Arizona plant because of the possible presence of Salmonella. The 

recalled products include specific lots of Omya-Cal FG-4 AZ, Omya-Cal FG-10 AZ, 

and Omya-Cal FG-15 AZ. The products were sold to distributors and/or manufacturers 

as ingredients for further processing, and were not distributed for retail sale to 

http://www.mercurynews.com/breaking-news/ci_21944354/berkeley-interstate-80-snarled-by-big-rig-crash
http://www.mercurynews.com/breaking-news/ci_21944354/berkeley-interstate-80-snarled-by-big-rig-crash
http://www.vaildaily.com/article/20121106/NEWS/121109906/1078&ParentProfile=1062
http://www.vaildaily.com/article/20121106/NEWS/121109906/1078&ParentProfile=1062
http://www.fda.gov/Safety/Recalls/ucm327127.htm
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consumers. 

Source: http://www.fda.gov/Safety/Recalls/ucm327185.htm 

[Return to top]  

Water Sector 

12. November 7, Denver Post – (Colorado) Denver detects lead in tapwater, urges 

residents to limit exposure. Drinking water in one out of eight Denver homes with 

lead plumbing may be contaminated with lead, a health hazard that causes brain and 

nerve damage, especially in children, the Denver Post reported November 7. This result 

from recent tests forced Denver Water to warn residents and to take action to protect 

people. The lead concentrations measured in samples from 60 homes exceeded the 

federal drinking water standard of 15 parts per billion (ppb) by as much as 3.8 times. 

The 13 percent of Denver homes that had high lead levels, up from 8 percent of homes 

in 2011, was the highest percentage logged in 12 years, according to Denver Water data 

provided to the Denver Post. The Environmental Protection Agency requires water 

utilities to take action when required annual tests show more than 10 percent of homes 

with lead pipes have water containing lead above 15 ppb. In November, all 1.3 million 

metro residents served by Denver Water must be notified and advised of precautions 

they can take. 

Source: http://www.denverpost.com/environment/ci_21942819/denver-detects-lead-

tapwater-urges-residents-limit-exposure 

13. November 7, Burlington Hawk Eye – (Iowa) Outage causes wastewater discharge. A 

November 6 power outage at the Burlington Wastewater Treatment Plant in Iowa 

caused an estimated 105,000 gallons of untreated wastewater to flood the building and 

then discharge into the Mississippi River. The cause of the power outage was unknown, 

however, it affected all of the equipment and the backup power supply at the building 

for 15 minutes. An email sent to the city manager by the plant manager said workers at 

the plant were able to get the equipment back online using manual switches. 

Source: http://www.thehawkeye.com/story/Water-Plant-110712 

[Return to top]  

Public Health and Healthcare Sector 

14. November 7, Associated Press – (Rhode Island; Massachusetts) Information for 

14,000 patients missing. Ultrasound images and personal data for about 14,000 

patients who visited facilities in Rhode Island and Massachusetts years ago have 

disappeared, but officials at Women & Infants Hospital said there is no indication that

the information was improperly accessed or used. The hospital said November 5 that i

cannot find unencrypted backup tapes containing ultrasound images for patients who 

visited walk-in facilities in Providence, Rhode Island, and in New Bedford, 

Massachusetts. A Women & Infants spokeswoman said November 6 the tapes contain

data for nearly 1,200 patients in Providence and about 12,800 patients in New Bedfor

 

t 

 

d. 

http://www.fda.gov/Safety/Recalls/ucm327185.htm
http://www.denverpost.com/environment/ci_21942819/denver-detects-lead-tapwater-urges-residents-limit-exposure
http://www.denverpost.com/environment/ci_21942819/denver-detects-lead-tapwater-urges-residents-limit-exposure
http://www.thehawkeye.com/story/Water-Plant-110712
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The Providence records date from 1993-1997. The New Bedford records are from 

2002-2007. The records contained personal information, including names, birthdates 

and, in some cases, Social Security numbers. The hospital discovered the tapes were 

missing in September and conducted a thorough, but unsuccessful, search, it said in a 

statement on its Web site. The hospital said it began notifying affected patients 

November 5 by letter. 

Source: 

http://www.southcoasttoday.com/apps/pbcs.dll/article?AID=/20121107/NEWS/211070

350 

15. November 6, Associated Press – (North Carolina) Hospital fire caused by 

defibrillation. Preliminary information indicates a fire at a hospital that killed a patient 

and injured three workers occurred during a defibrillation, a procedure typically used to 

deliver an electric shock to the heart, a spokesman of the North Carolina State 

Department of Health and Human Services said November 5 at Durham Regional 

Hospital. He did not elaborate on the specifics of what happened. Fire officials 

investigating the blaze have not said what caused the fire. A hospital spokeswoman 

said the fire was limited to one room of Select Specialty Hospital, a separately licensed 

acute care facility that leases space on the hospital's sixth floor and has 30 beds. The 

fourth and fifth floors suffered water damage, authorities said. Hospital officials were 

investigating exactly how the fire occurred and just where it began, said Durham 

Regional's chief of operations. The patient who died was critically ill. The medical 

examiner will determine the timing and cause of the patient's death. 

Source: http://www.newsday.com/news/nation/hospital-fire-caused-by-defibrillation-

1.4194834 

16. November 6, Associated Press – (New York) NYC nursing homes evacuated ahead 

of new storm. Hundreds of nursing home residents in New York City’s storm-battered 

Rockaways section were being evacuated ahead of a storm expected to bring more bad 

weather to the region. State and city health officials said November 6 that three nursing 

homes and an adult care center in the coastal community were being emptied of 

residents and staff. More than 620 people live in the 4 facilities. None of those nursing 

homes were evacuated for superstorm Sandy. The nor'easter is not expected to be 

nearly as bad as Sandy, but health officials said the homes were already running on 

emergency generators, and were worried about first responders in the neighborhood 

being stretched too thin. 

Source: http://www.boston.com/news/nation/2012/11/06/nyc-nursing-homes-

evacuated-ahead-new-storm/sbAe4eZP4L9gedBrfmLLPM/story.html 

[Return to top]  

Government Facilities Sector 

17. November 6, Gotham Schools – (New York) 22 schools shut for 7th straight day; no 

buses for some students. Thousands of New York City students would have to make 

their way to school on their own because the Department of Education did not have 

http://www.southcoasttoday.com/apps/pbcs.dll/article?AID=/20121107/NEWS/211070350
http://www.southcoasttoday.com/apps/pbcs.dll/article?AID=/20121107/NEWS/211070350
http://www.newsday.com/news/nation/hospital-fire-caused-by-defibrillation-1.4194834
http://www.newsday.com/news/nation/hospital-fire-caused-by-defibrillation-1.4194834
http://www.boston.com/news/nation/2012/11/06/nyc-nursing-homes-evacuated-ahead-new-storm/sbAe4eZP4L9gedBrfmLLPM/story.html
http://www.boston.com/news/nation/2012/11/06/nyc-nursing-homes-evacuated-ahead-new-storm/sbAe4eZP4L9gedBrfmLLPM/story.html
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enough buses to move all of the students who need transportation, Gotham Schools 

reported November 6. After calling local private bus companies and petitioning the 

State and federal emergency relief organizations, the city obtained more than 100 

additional buses to join the 7,400 that ran November 5, officials said. However, buses 

would serve students at fewer than half of the 43 schools because they remained 

severely damaged. Those schools, which together enroll about 20,000 students, were 

scheduled to open November 7. A major problem the chief academic officer said was 

that the department’s transportation hub, located in Long Island City, still did not have 

power. The department can only add new routes and not make the ones it already 

operates more efficient while the computer system that programs the city’s 7,700 

school bus routes is down, he said. Students and parents at schools without busing 

would be given Metrocards. The department would reimburse families for the trip. 

Source: http://gothamschools.org/2012/11/06/22-schools-shut-for-7th-straight-day-no-

buses-for-some-students/ 

18. November 6, WNBC 4 New York – (New York) Virus breaks out at NYC school 

being used as storm shelter. A Brooklyn high school being used as a shelter for Sandy 

victims had to be shut down and sanitized after about a dozen storm refugees came 

down with a stomach virus, WNBC 4 New York reported November 6. The New York 

City mayor said John Jay High School would close November 7 instead of opening for 

classes as scheduled. The mayor said none of the sickened storm victims were severely 

ill. The mayor also said 10 schools that suffered storm damage or lost power would 

open November 7. The majority of city schools reopened on November 5. 

Source: http://www.nbcnewyork.com/news/local/Sandy-Shelter-Virus-John-Jay-

School-Brooklyn-177517521.html 

19. November 5, GCN – (International) Agencies join effort to promote use of critical 

controls for cybersecurity. DHS is launching an initiative to implement automated 

monitoring of a set of critical security controls in government IT security in 2012, to 

provide a standardized cybersecurity baseline for agencies, GCN reported November 5. 

The effort will include a set of technical specifications developed in cooperation with 

industry that would enable the automation of the controls in off-the-shelf products. 

There also would be a governmentwide dashboard to provide visibility into each 

agency’s status on the controls and help establish priorities for improvement during the 

current fiscal year. The plans were unveiled in conjunction with the November 5 

release of the latest version of the top 20 Critical Controls for Effective Cyber Defense 

and the announcement of a new international organization to oversee development of 

the consensus controls and promote their use in government and industry. DHS, along 

with the National Security Agency, the Defense Department, the Defense Information 

Systems Agency, and the Department of Defense Cyber Crime Center, are among the 

members of the Consortium for Cybersecurity Action, which will maintain and update 

the list. 

Source: http://gcn.com/articles/2012/11/05/agencies-join-effort-to-promote-critical-

controls-for-cybersecurity.aspx 

[Return to top]  

http://gothamschools.org/2012/11/06/22-schools-shut-for-7th-straight-day-no-buses-for-some-students/
http://gothamschools.org/2012/11/06/22-schools-shut-for-7th-straight-day-no-buses-for-some-students/
http://www.nbcnewyork.com/news/local/Sandy-Shelter-Virus-John-Jay-School-Brooklyn-177517521.html
http://www.nbcnewyork.com/news/local/Sandy-Shelter-Virus-John-Jay-School-Brooklyn-177517521.html
http://gcn.com/articles/2012/11/05/agencies-join-effort-to-promote-critical-controls-for-cybersecurity.aspx
http://gcn.com/articles/2012/11/05/agencies-join-effort-to-promote-critical-controls-for-cybersecurity.aspx
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Emergency Services Sector 
 

Nothing to report 

 

[Return to top]  

Information Technology Sector 

20. November 7, Softpedia – (International) Malware uses password recovery app to 

extract credentials stored in browser. Most of the pieces of malware designed to 

steal user credentials, log keystrokes in order to collect the information. However, a 

new threat called PASSTEAL (TSPY_PASSTEAL.A) relies on a password recovery 

application to accomplish the task. According to Trend Micro researchers, the malware 

collects the information stored in Web browser by sniffing out accounts from different 

online services and apps. The sample analyzed by the security firm contains the 

PasswordFox app designed to work with Firefox. “In effect, the password recovery tool 

enables PASSTEAL to acquire all login credentials stored in the browser- even from 

websites using secured connections (SSL or HTTPS),” a threat response engineer at 

Trend Micro explained. ”Some sites that use this connection includes Facebook, 

Twitter, Pinterest, Tumblr, Google, Yahoo, Microsoft, Amazon, EBay, Dropbox, and 

online banking sites. PASSTEAL also doesn't restrict itself to browser applications. 

Certain variants are designed to log information from applications such as Steam and 

JDownloader.” After it extracts the data, the malicious element executes a command to 

save all the information into a .xml file. Based on this .xml file, a text (.txt) file is also 

created. Once all the information is gathered, the malware connects to a remote FTP 

server and uploads the files. 

Source: http://news.softpedia.com/news/Malware-Uses-Password-Recovery-App-to-

Extract-Credentials-Stored-in-Browser-305103.shtml 

21. November 7, Computerworld – (International) Adobe, now 'married' to Microsoft, 

moves Flash updates to Patch Tuesday. November 6, Adobe announced that it will 

pair future security updates for its popular Flash Player with Microsoft's Patch Tuesday 

schedule. At the same time, Adobe issued an update that patched seven critical Flash 

vulnerabilities, and Microsoft shipped fixes for Internet Explorer 10 (IE10), which 

includes an embedded copy of Flash. However, the move to synchronize Flash Player 

updates with Microsoft's monthly patch schedule was the bigger news. "Starting with 

the next Flash Player security update, we plan to release regularly-scheduled security 

updates for Flash Player on 'Patch Tuesdays,'" Adobe said. 

Source: 

http://www.computerworld.com/s/article/9233342/Adobe_now_married_to_Microsoft_

moves_Flash_updates_to_Patch_Tuesday 

22. November 7, The H – (International) Chrome 23 closes holes, promises longer 

battery life. Version 23 of Chrome addresses 15 security vulnerabilities in the browser, 

6 of which are rated as "high severity." These include high-risk use-after-free problems 

in video layout and in SVG filter handling, an integer bounds check issue in GPU 

http://news.softpedia.com/news/Malware-Uses-Password-Recovery-App-to-Extract-Credentials-Stored-in-Browser-305103.shtml
http://news.softpedia.com/news/Malware-Uses-Password-Recovery-App-to-Extract-Credentials-Stored-in-Browser-305103.shtml
http://www.computerworld.com/s/article/9233342/Adobe_now_married_to_Microsoft_moves_Flash_updates_to_Patch_Tuesday
http://www.computerworld.com/s/article/9233342/Adobe_now_married_to_Microsoft_moves_Flash_updates_to_Patch_Tuesday
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command buffers, and a memory corruption flaw in texture handling; a Mac-only 

problem related to wild writes in buggy graphics drivers was also fixed. Eight medium-

severity flaws including an integer overflow that could lead to an out-of-bounds read in 

WebP handling, as well as a low-risk flaw were also corrected. 

Source: http://www.h-online.com/security/news/item/Chrome-23-closes-holes-

promises-longer-battery-life-1744972.html 

23. November 7, The H – (International) Security updates for Flash and Air. November 

7, Adobe released new versions of its Flash Player to eliminate a number of critical 

vulnerabilities. The vulnerabilities were associated with several CVE numbers; CVE-

2012-5274, CVE-2012-5275, CVE-2012-5276, CVE-2012-5277, CVE-2012-5280 are 

buffer overflows, CVE-2012-5279 is a memory corruption issue, and CVE-2012-5278 

is a security bypass; all of which are listed as potentially allowing an attacker to inject 

malicious code into the system. All the flaws were discovered by members of the 

Google Security Team. Google Chrome's embedded Flash Player was updated in the 

update of Google Chrome to version 23, also released November 7. The automatic 

delivery of Flash Player for Windows 8 was also delivered to all users. Adobe updated 

its AIR runtime which includes Flash Player and the associated development kits. 

Version 3.5.0.600 is now the current version on all platforms. 

Source: http://www.h-online.com/security/news/item/Security-updates-for-Flash-and-

Air-1744946.html 

24. November 6, Ars Technica – (International) Virtual machine used to steal crypto 

keys from other VM on same server. Piercing a key defense found in cloud 

environments such as Amazon's EC2 service, scientists devised a virtual machine that 

can extract private cryptographic keys stored on a separate virtual machine when it 

resides on the same piece of hardware. The technique, unveiled in a research paper 

published by computer scientists from the University of North Carolina, the University 

of Wisconsin, and RSA Laboratories, took several hours to recover the private key for a 

4096-bit ElGamal-generated public key using the libgcrypt v.1.5.0 cryptographic 

library. The attack relied on "side-channel analysis," in which attackers crack a private 

key by studying the electromagnetic emanations, data caches, or other manifestations of 

the targeted cryptographic system. 

Source: http://arstechnica.com/security/2012/11/crypto-keys-stolen-from-virtual-

machine/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  
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25. November 7, Associated Press – (National) AT&T, govt reach deal on data plan 

complaints. AT&T agreed to pay the federal government $700,000 and offer refunds 

to customers for mistakenly forcing some smartphone users into monthly data plans, 

the Associated Press reported November 7. In late 2009, AT&T began to require new 

smartphone customers to subscribe to monthly data plans. Existing subscribers with 

pay-per-use plans or no plan at all had to get a monthly plan when they upgraded to a 

new smartphone. The requirement was not supposed to apply when subscribers 

replaced a lost or broken phone through an insurance program or warranty, or if they 

moved to a different AT&T service area. However, a computer error moved those 

customers into monthly plans anyway. AT&T Inc. now must offer to restore the older 

plans and give refunds, which the Federal Communications Commission said could be 

up to $30 a month. 

Source: http://www.sfgate.com/business/technology/article/AT-T-govt-reach-deal-on-

data-plan-complaints-4015891.php 

[Return to top]  

Commercial Facilities Sector 
 

Nothing to report 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 
 

Nothing to report 
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Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
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Department of Homeland Security Disclaimer 
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