
   
       

    
    

 

    
    
 

 
   
 

   

 
   

    
  

 
   

    
    
  

 
             
 

      
 
                 

            
              

   
 

             
         

 

          

      

         

        

             
 

        

        

       

             

      

              
  

Paul Rosenzweig, Esq.
�
Chair, Data PrivacyandIntegrityAdvisoryCommittee
�

214Massachusetts Ave., NE
�
W ashington, DC 20002
�

paul.rosenzweig@heritage.org (202)608-6190 
Fax:(202)547-0641 

October 6, 2005 

Via Hand Delivery 

SecretaryMichael Chertoff
�
Department ofHomelandSecurity
�
W ashington, DC
�

Ms. Maureen Cooney
�
Acting ChiefPrivacyOfficer
�
Department ofHomelandSecurity
�
W ashington, DC
�

Re: Report ofthe Data PrivacyandIntegrityAdvisoryCommittee No. 2005-01 

Dear SecretaryChertoffandMs. Cooney: 

Ihave the honor to conveyto you the enclosedReport ofthe Data Privacyand
�
IntegrityAdvisoryCommittee concerning the Use ofCommercial Data to Reduce False
�
Positives in Screening Programs. This first report ofthe AdvisoryCommittee bears serial
�
report number 2005-01.
�

In summary, on the issue offalse positive errors, the report recommends that
�
commercial data be usedfor screening programs onlywhen:
�

ñ It is necessaryto satisfya definedpurpose 

ñ The minimization principle is used 

ñ Data qualityissues are analyzedandsatisfactorilyresolved 

ñ Access to the data is tightlycontrolled 

ñ The potential harm to the individual from a false positive misidentification is 
substantial 

ñ Use for secondarypurposes is tightlycontrolled 

ñ Transfer to thirdparties is carefullymanaged 

ñ Robust securitymeasures are employed 

ñ The data are retainedonlyfor the minimum necessaryperiodoftime 

ñ Transparencyandoversight are provided 

ñ The restrictions ofthe PrivacyAct are applied, regardless ofwhether an exemption 
mayapply 
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ñ Simple andeffective redress is provided
�
ñ Less invasive alternatives are exhausted
�

IfIcan be ofanyassistance concerning this report, please do not hesitate to contact 
me. 

Sincerelyyours, 

Paul Rosenzweig 
Chair, Data PrivacyandIntegrity 

AdvisoryCommittee 

Encl. (as stated)
�
cc:Members, DHS-DPIAC (via e-mail)
�



 

       
      

   
 

         
     

 
  

   
 
 

 
 

             
            
          

          
           

             
           

             
           

             
             

      
 

             
             
            

               
        

 
            

        

                                                 

              
                 
                

              
               

  

             
             

              
      

REPO RT O F TH E DEPARTM ENT O F H O M ELAND SECU RITY
�
DATA PRIVACY AND INTEG RITY ADVISO RY CO M M ITTEE
�

Report No. 2005-01
�

TH E U SE O F CO M M ERCIAL DATA TO REDU CE FALSE
�
PO SITIVES IN SCREENING PRO G RAM S
�

Adopted
�
Septem ber 28, 2005
�

Introduction 

This docum ent is an analysis of issues relating to the Departm ent of H om eland 
Security (DH S)’s consideration of the use of com m ercial data to reduce the 
num ber of false positive identifications in screening program s. 1 DH S has 
expressed a desire to use personally identifiable inform ation from com m ercial 
databases to reduce the num ber of false positive identifications in screening 
program s as one justification for the potential use of com m ercial data. The 
com m ercial data could potentially com e from large data aggregators or from 
sm aller data sets. The DH S Data Sharing and U sage Subcom m ittee of the DH S 
Data Privacy and Integrity Advisory Com m ittee has review ed the risks created 
by DH S access to com m ercialdata. In this report, the Subcom m ittee addresses 
certain issues it believes m ust be satisfactorily addressed prior to DH S use of 
com m ercialdata in terrorist screening program s. 

This docum ent does not contain an analysis of all the issues associated w ith 
DH S access to com m ercial data. For exam ple, this paper does not explore the 
use of com m ercial data to better target terrorists. The Subcom m ittee plans, 
how ever, to use this paper as a building block for a m ore detailed analysis of 
the specific issues associated w ith such data use. 

The report of the Subcom m ittee has been considered by the full Com m ittee, 
w hich has adopted it in the follow ing form .2 

1 This report contains an analysis of broad principles that the Subcom m ittee believes should 
apply to allDH S screening program s. The report uses the Secure Flight program as an exam ple 
only. The Subcom m ittee notes that the Secure Flight W orking G roup published a report on 
Septem ber 19, 2005, concluding in part that Congress should prohibit live testing of Secure 
Flight until DH S provides m ore inform ation on how the program w ill collect and use personally 
identifiable data. 

2 The Subcom m ittee recognizes that Congress is independently considering the rules governing 
DH S’s use of com m ercial data in certain applications. O ur recom m endations assum e the 
absence of any legislative restrictions and m ust be read w ithin the context of Congressional 
enactm ents that m ay im pact our recom m endations. 

1
�



 

 

 
 

               
           

      
 

          
         

          
            
                  

               
               
           

          
            

             
           

   
 

         
              

            
            

       
             

              
             

            
            

 

  
 
           

           
         

        
             

         
         

                                                 

                 
                    

                  
    

Background 

The goal of reducing the risk of terrorism in the U S w ill continue for the 
foreseeable future. Security m easures, such as screening program s, are a 
significant part of current terrorism prevention. 

False positives are an inevitable consequence of any screening program . 3 

Screening program s inaccurately identify people as suspected terrorists largely 
because they rely on loose nam e-m atching algorithm s, w hich m ust address 
different cognates. For exam ple, “Tracy” m ay also appear as “Tracie” or 
“Tracey.” “Tracy” could be a first or last nam e; it m ay also refer to a m an or 
a w om an. O ften there is lim ited inform ation on both the w atch list and the 
record DH S is m atching (e.g., the list of passengers on a plane). There are 
further difficulties caused by nam e changes, aliases, nicknam es, and typos. 
Successful screening program s m ust identify any individual w hose nam e is 
approxim ately equivalent to an entry on the w atch list. Currently, individuals 
w ho are w rongly flagged are often flagged repeatedly, as DH S is stilldeveloping 
m echanism s to allow individuals to differentiate them selves from the people on 
the w atch list. 

False positives can create adverse consequences for m isidentified individuals, 
ranging from m issing a flight to being denied a security clearance or job. 
Therefore, it is im portant to take steps to m inim ize such m isidentifications. 
Any m itigation efforts, how ever, m ay require DH S to collect, store, access, or 
process m ore personally identifiable inform ation, potentially including 
com m ercial data. W here DH S finds it necessary to collect, store, access, or 
process such data, it w ill need to consider both the potential harm to the 
individual and the benefits to DH S. This report exam ines the question of 
w hether inform ation could or should be m ade m ore precise, and false positives 
thereby reduced, by DH S’s access to and use of com m ercialdata. 

Com m ercialData 

A num ber of private repositories throughout the U nited States collect, store, 
analyze, and sell inform ation on individuals. W hile this inform ation is 
com prised largely of transactional data, it also contains extensive 
dem ographic, psychographic, health and financial inform ation. These 
databases are expansive, and in som e cases consist of hundreds of fields for 
each individual. Inform ation services com panies routinely use inform ation 
about individuals to identify appropriate recipients of prescreened offers, 

3 For purposes of this report, a false positive is the m isidentification of an individual as a 
person on a terrorist w atch list w hen he or she is not, in fact, that person. A false negative, by 
contrast, w ould be the m isidentification of som eone w ho is on a w atch list as a person w ho is 
not on the list. 
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assess an individual’s credit risk, correct duplicate nam es on m arketing lists, 
run diagnostics on household data, and generate m arketing lists. W hile of 
dem onstrated use in the com m ercial sphere, there are real questions on the 
extent of the potential benefits — im proved accuracy through few er false 
positive errors — to be achieved in a terrorist screening program from the use 
of com m ercial data. DH S test data has show n less benefit from the use of 
com m ercialdata than from the use of alternate m echanism s. 4 Even if benefits 
are dem onstrated, there are further questions as to w hether the benefits 
gained w arrant accepting the attendant potentialprivacy incursions. 

Issues Regarding the U se of Com m ercial Data to M itigate False 
Positives 

If DH S uses com m ercial data for security screening purposes, DH S should 
consider the follow ing issues: 

1. The Data - W hat inform ation w ill be accessed? H as care been taken to 
ensure that the m ost lim ited set of data elem ents necessary is accessed and 
does each data elem ent accessed directly serve the prim ary objective of 
the request? Does the aggregation of the data m ake the data m ore 
sensitive? Are there any less sensitive or potentially less intrusive data 
elem ents that could be used to serve the sam e purpose? To w hat degree is 
the inform ation sufficiently accurate that it is likely to reduce the num ber 
of false positives? Are there sub-populations of individuals for w hich the 
accuracy rate is especially high or low ? 

2. Access - W ho w ill see the data? Are plans in place to lim it inform ation 
access on a strictly necessary basis? Are there appropriate physical, 
adm inistrative, and technical controls in place to both secure access and 
protect the inform ation, w hile in storage or in transit, from com prom ise by 
third parties or non-authorized users w ithin DH S? 

3. U se, Disclosure and Storage – W ill the data be used to serve only the 
specific purpose for w hich DH S acquires or accesses them ? W ith w hom , if 
anyone, w ill the data be shared? U nder w hat conditions w ill that sharing 
take place (e.g., by contract, only w ith an inspection)? W illanyone use the 
data for any other purpose? H ow long w ill DH S retain the data? W ould a 
shorter retention tim e still accom plish the stated objective? W hat security 
m easures w ill DH S im plem ent to protect the com m ercial data w hile in 
storage and are such m easures sufficient to adequately protect the data 
from unauthorized use, access and disclosure? 

3 Response of Justin O berm an, Assistant Adm inistrator, Secure Flight/Registered Traveler, 
Transportation Security Adm inistration, to questions subm itted by the Data Privacy and 
Integrity Advisory Com m ittee of the U nited States Departm ent of H om eland Security. 
http://w w w .dhs.gov/interw eb/assetlibrary/privacy_advcom _06-2005_res_joberm an.pdf 
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4. Transparency and Data Subject Access - Does the generalpublic benefit 
from know ledge of the categories of com m ercial data that are shared w ith 
DH S for screening program s? W hat w ould be the potential privacy 
consequences from w ithholding this inform ation? H ow granular do the 
details contained in the public disclosure need to be? 

5. Regulation and Redress - W hat oversight and review exists for the DH S 
process of seeking access to com m ercialdata? Should the system be subject 
to the Privacy Act of 1974? W hat audit procedures exist? Is there a 
separation of reporting chains and duties betw een those w ho operate the 
system and those w ho audit it? H ow is the process review ed to determ ine 
w hether too m uch or inappropriate inform ation is being collected or 
accessed? W hat is the com plaint m echanism and how is it review ed? W hat, 
if any, rights of access and correction exist for the data subject? Is there a 
right of appeal or review should the individual rem ain aggrieved after the 
com pletion of the DH S redress process? 

6. Alternatives - Are there less invasive and equally effective alternatives? 

The list above is not exhaustive; rather, it is m eant as a general set of 
considerations that could apply to a variety of screening program s. This report 
addresses below each of these issues. 

The Data 

The Subcom m ittee presum es that any use of personal data can create privacy 
risks for individuals (e.g., through unauthorized use, security breaches, etc.). 
Including poor quality inform ation in a database causes som e of these risks. 
Therefore, any entity intending to use com m ercial data to reduce false 
positives should m inim ize the scope and type of data accessed and its use to 
the extent necessary to directly satisfy the identified purpose. This 
m inim ization principle presupposes that the personal data are of sufficient 
quality to w arrant use for the defined purpose. 

Com m ercial databases usually contain inform ation on nam es (including m iddle 
nam es), addresses, socialsecurity num bers, birth dates, often m others’ m aiden 
nam es, and age, as w ell as inform ation on lifestyles, m agazine subscriptions, 
and the like. It is inform ation of this sort that helps establish a suspect’s 
identity and can assist in correcting false positives. In principle, the 
inform ation in com m ercial databases can be useful, but only to the extent to 
w hich the data are accurate for the defined purpose. 

N ot allcom m ercial data are necessary for distinct identification purposes. For 
exam ple, identifying suspected terrorists m ay require nam e and birth date 
m atches. Additional inform ation, w hich can assist in the verification of the 
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subject’s identity, m ight also be considered. W hatever the necessary variables 
are, they nonetheless w ill com prise a sm all subset of the total inform ation 
available in any given com m ercialdatabase. 

It is therefore im portant to identify w hich particular types of inform ation DH S 
thinks it m ust access to reduce false positives. W hether this can be 
determ ined beforehand, or can be determ ined only after considering 
application to a particular screening program , is unclear. DH S m ay also find 
that the ability of the database to rule out false positives increases w ith the 
am ount of data linked to a specific individual. Som e variables, how ever, can 
alm ost certainly be ruled out. An appropriate m ethodology for DH S to consider 
w ould be to start w ith the sm allest num ber of data elem ents w ith the least 
sensitivity to the individual, then test w hether those elem ents accom plish the 
stated purpose (i.e., a reduction in false positives). DH S could then slow ly add 
data elem ents untilthe purpose is achieved w hile testing to determ ine w hether 
such increm entalaccess and use w illcause harm to individuals. 

Assum ing DH S has effectively m inim ized the am ount of com m ercial data it 
needs to m eet its defined purpose, it should then assess the quality of the 
data. Any decision to use com m ercial data should include a quality audit of 
the data. This audit w ill help ensure that the data are effective in reducing 
false positives and w illalso m itigate risk if the data are subsequently used for a 
secondary purpose. 

Such assessm ents of accuracy should be based on publicly disclosed m etrics. 
G overnm ent access to large com m ercial databases w ill have to w in public 
acceptance. Transparency w herever, or to the extent that, national security 
concerns do not require secrecy, is the best m eans for such a system of public-
private inform ation exchange to gain acceptance. As discussed below , DH S 
should dem onstrate to the public w hy it believes the system w illresult in m ore 
good than harm . 

Access 

The Subcom m ittee explored four questions involving DH S access to com m ercial 
data: (i) W ho can access the com m ercial inform ation? (ii) U nder w hat 
conditions can individuals access the data? (iii) W ill such access require the 
notice or consent of the data subject? (iv) W hat inform ation can be accessed? 

To fully assess issues relating to DH S access to com m ercial data for screening 
program s, it is necessary to better understand the context in w hich such data 
w ould be accessed. M isidentification (a false positive) of individuals has 
created a perceived need for governm ent access to com m ercial data. An 
allegedly m isidentified individual m ay flag a m isidentification. There are tw o 
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w ays in w hich an individualcan discover that he or she has been m isidentified.5 

First, an individual m ay becom e aw are of being on a suspect list as a result of 
suffering adverse consequences like being refused a license to carry hazardous 
m aterials or entry onto a plane. The individual m ay attem pt to determ ine 
independently w hether his or her nam e is on a suspect list, to the extent that 
these lists are m ade available. 6 DH S can m inim ize its access to com m ercial 
data by using such inform ation only w hen an individual claim s to have been 
incorrectly identified by the screening program . This use of com m ercial data 
could require storing personally identifiable inform ation in a central database 
w ithin the governm ent. DH S should also pursue other options, how ever, like 
accessing the data in the form held by the com m ercial holder, w hich w ould 
require less access to the data by governm ent em ployees. 

Screening program s also m ight require som e level of access to data in order to 
allow the inform ation to be acted on by security em ployees, as DH S w illcallon 
such em ployees to m ake the relevant identification of individuals w ho are to be 
screened. DH S m ay w ish to consider w hether the purposes of this access can 
be satisfied through the use of data derived from a com parison of the 
com m ercial data to other governm ent-held data, rather than the underlying 
com m ercialdata itself. 

DH S also m ay need to grant access to inform ation at interm ediate stages of the 
screening process. For exam ple, access to such inform ation at the tim e of the 
sale of a plane ticket could help establish (confirm or disprove) the individual’s 
identity, providing clearance earlier and leading to few er inconveniences to 
the individual. O ther screening program s, such as the provision of hazardous 
m aterials licenses, m ay not require access at interm ediate stages. W hile 
different screening program s m ay require access to com m ercial data at 
different stages to reduce false positives, DH S should require allsuch program s 
to be assessed to determ ine how such access can be m inim ized. 

U se, Disclosure and Storage 

DH S’s use of com m ercial data to reduce false positives requires an assessm ent 
of both the benefits and the potentialharm to individuals. This analysis of the 
benefits and harm is dependent, in part, on how narrow ly DH S defines the 
purposes of using the data. O ne of the potential risks of storing personal 
inform ation is that the data’s purpose m ay change over tim e. It is criticalthat 
the purpose of acquiring the com m ercial data be defined up front. Any 

5 Paul Rosenzw eig and Jeff Jonas. “Correcting False Positives: Redress and the W atch List 
Conundrum ,” LegalM em orandum No. 17, The H eritage Foundation, W ashington, D.C. June 17, 
2005. 

6 It is unlikely that DH S w ill w ant to m ake w atch lists public, as such transparency m ay lim it 
their effectiveness. 
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m odifications to this purpose should be fully disclosed and discussed in 
accordance w ith the transparency and regulation com m ents discussed below . 

U se Benefits 

The Subcom m ittee considered tw o benefits to DH S’s use of com m ercialdata to 
reduce false positives. The first benefit is a reduction of the im pact to the 
m isidentified individual. The second is the reduction in the am ount of 
resources DH S expends on incorrect identifications (e.g., the am ount of tim e 
taken to do a secondary screening and/or the resources associated w ith 
addressing com plaints from m isidentified individuals). DH S has not publicly 
suggested that the second issue is an im portant objective of its use of 
com m ercialdata. This benefit could becom e m ore im portant, how ever, as DH S 
develops future screening program s (e.g., a false positive in an im m igration 
screening program could result in incarceration). This type of efficiency 
benefit m ay be considered in a subsequent report of the Data U sage and 
Sharing Subcom m ittee. 

The first benefit of reducing the im pact on m isidentified individuals has been 
the subject of considerable public discussion; for exam ple, several individuals 
have com plained of repeated inconveniences due to secondary screenings at 
airports.7 These incidents of airport m isidentifications have also resulted in 
the m isidentified individualknow ing he or she has been m isidentified (i.e., the 
individual is subject to repeated secondary screenings at airports). The 
Subcom m ittee is highly skeptical that these airport m isidentifications alone 
constitute sufficient harm to justify access to a large set of com m ercialdata.8 

U se Risks 

Privacy advocates and m em bers of the general public have expressed concern 
about governm ent access to com m ercial data. W hile the governm ent already 
has access to large am ounts of personally identifiable inform ation (e.g., tax 
returns, law enforcem ent files, and governm ent job applications),9 there is 
concern over supplem enting such inform ation w ith detailed transaction data, 
w hich creates a clearer picture of an individual’s daily life. The specific risks 
m entioned by those concerned can generally be organized into the follow ing 
categories. 

7 The Subcom m ittee recognizes that it is likely that there are grave consequences from false 
positives in other DH S screening program s. 

8 The Subcom m ittee understands that frequent airport m isidentifications could lead to 
substantial harm to an individual (e.g., m issing an im portant flight or the inability to perform 
the duties of a travel-dependent job). If there w ere a significant num ber of these instances, 
that m ight justify access to a large set of com m ercialdata. 

9 For each of these categories, there are likely restrictions on w hether, and how , the relevant 
governm ent agencies can share such data. 
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1. Secondary U se – the use of data for any purpose other than that for w hich 
they w ere initially collected. For exam ple, w hen data collected to prevent 
terrorist activity are used to identify other non-terrorist crim inal acts, som e 
m ight consider the secondary use of the data inappropriate. 

2. Third Party Transfer - w hen data collected by one governm ent agency are 
transferred to other third parties that are not the original recipients of the 
data. These third parties m ight include other governm ent agencies, 
contractors, or private com m ercial data processors that m ay use the data in 
w ays not envisioned by the originalcollection agencies. 

3. Security Breach – as current events m ake alltoo clear, personalinform ation 
is a valuable com m odity. As such, it is an attractive target for theft and 
m isuse. Thus, collections of personal inform ation necessarily risk attack and 
breaches of inform ation security. Also, use of com m ercial data for hom eland 
security purposes m ay create an incentive for terrorists or organized crim e to 
m odify the com m ercial databases. U nderstanding the safeguards provided for 
the data both at DH S and at the com m ercial inform ation provider’s data 
w arehouse is criticalto protect against the use of such data actually decreasing 
security. 

The Subcom m ittee recognizes the significance of these privacy and security 
risks and m akes the follow ing recom m endations: 

1.	� Secondary U se – to m inim ize risk from the use of com m ercial data, DH S 
should m ake clear to the public how it w ill ensure that such data are 
not used for any purpose other than that for w hich they w ere initially 
intended. 

2.	� Third Party Transfer – DH S should m ake clear w hat types of third parties 
(e.g., contractors, data processors) w ill have access to the data and 
w hether those third parties w ill have the right to transfer the data to 
other affiliated or non-affiliated entities. 

3.	� Security Breach – the only certain m ethod for securing personally 
identifiable data is not to collect or store them in the first place. If the 
data are necessary, how ever, DH S should provide public assurances that 
robust m echanism s and procedures are in place to adequately protect 
against a) an authorized person using or disclosing the data 
inappropriately, and b) an unauthorized person obtaining or m odifying 
the data. O ne exam ple of a necessary security m echanism is the 
deploym ent of secure and unalterable logs to record the use of and 
access to the data. It is critical that such logs be appropriately 
review ed. Another exam ple is the need to apply strong access controls. 
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An additional elem ent that is critical to the security of the data is to have a 
sound data retention policy and enforcem ent process. DH S should never retain 
com m ercialinform ation longer than is necessary to fulfillits intended purpose. 
W here appropriate, DH S should autom ate such data retention policies (e.g., by 
using m etadata tags that include the date on w hich the data should be deleted) 
to provide for an effective com pliance process. 

Authorization Lim itations as a M eans of M itigating Risk 

Com m ercial data m ight be usefulin reducing false positives. In the face of an 
adverse consequence, authorities could check inform ation draw n from 
com m ercial databases to see w hether the individual is in fact the suspect on 
the terrorist w atch list. The inform ation w ould confirm or refute the 
supposition, or failto do either. 

If the prim ary benefit from such use of com m ercial data is allow ing an 
individual to avoid an obvious inconvenience (for exam ple, undergoing 
secondary screening w hile traveling), how ever, then DH S should consider less 
intrusive options, such as requiring the perm ission of the individual prior to 
accessing the person’s data or having the individual provide supplem ental 
inform ation to obtain a credential of trustw orthiness. 10 An individual m ay 
refuse (for a variety of reasons) the governm ent the right to access the 
inform ation. This person m ay be w illing to suffer related adverse 
consequences, depending on w hat those m ight be. 

There m ay be instances w here repeated inconveniences rise to the level of 
substantial harm to an individual. For exam ple, a person w ho is repeatedly 
stopped for secondary screening m ay have difficulty perform ing the duties of 
em ploym ent that requires extensive travel. In these instances, DH S should look 
for alternatives sim ilar to those m entioned in this report to allow the im pacted 
individual to avoid repeated m isidentifications. It w ill be critical in these 
circum stances for DH S to im plem ent an efficient, sim ple and easily 
understandable system for taking advantage of such alternatives. 

H ow DH S should apply these principles w ill vary, depending upon the program 
in question. For exam ple, in the Secure Flight program , w here the 
m isidentified people suffer the inconvenience of secondary screening and are 
aw are of their identification, the principle of prior authorization as a lim itation 
seem s particularly apt and substantially m oots the need for com m ercialdata. 

It is likely these conditions (of relatively m inor inconvenience and aw areness of 
identification) m ay not hold true for other existing and future DH S screening 

10 M ore discussion on possible alternatives is provided below ; these are just exam ples. DH S w ill 
also need to assess any possible alternative to m ake certain it does not allow potential 
terrorists to m anipulate the system . 
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program s. For exam ple, DH S m ay screen people to allow them to w ork for 
contractors at sensitive infrastructure locations (e.g., pow er plants, bridges, 
airports). A false positive in such a screening program m ay cause considerable 
harm to an individual. Further, the individualm ay never be told w hy he or she 
w as not granted the position. In these instances, DH S w illneed to perform a 
new assessm ent of the benefits and potentialharm , and identify new m ethods 
of controlling the use of the com m ercialdata. Also, such considerable harm 
m ay im plicate due process issues. 

The Subcom m ittee believes that, in instances w here the am ount of harm 
suffered by the individual is not grave, the use of com m ercial data to reduce 
false positives is not w arranted. If the benefits to be derived are not great, 
then incurring the risks associated w ith access to com m ercialdata is unw ise. If 
the harm is serious, but is obvious to and avoidable by the individual (e.g., 
being denied a passport and being told the reason for the denial), then the 
individual could have an opportunity to opt into other m easures to reduce the 
risk of false positives. W hile assessing these com peting values is a question 
best left for elected representatives, the Subcom m ittee is of the view that the 
strongest case for the use of com m ercial data arises w hen an individual w ill 
suffer substantialharm and m ay not know they have suffered such harm . 

If, after an assessm ent of the benefits and potential harm , DH S concludes it 
does need to access to com m ercial data, then it w ill need to show that it has 
taken appropriate m easures to secure the data and w illonly retain the data for 
the m inim um am ount of tim e necessary to accom plish the defined purpose. 

Transparency and Data Subject Access 

DH S (or any governm ent agency seeking to use com m ercial data) m ust give 
careful consideration to public oversight and the process for providing 
transparency. 

The public policy im perative of a transparent governm ent is a cornerstone of 
our dem ocracy, but it is not an absolute. H ow m uch inform ation to disclose 
and by w hat m echanism are im portant issues for DH S’s consideration. 

Q uestions to be considered should include: Does the general public benefit 
from know ledge about w hich classes of com m ercial data are used by DH S for 
traveler screening program s? W hat w ould be the potential privacy 
consequences from w ithholding this inform ation? H ow granular do the details 
contained in the public disclosure need to be? 

Decisions about how m uch to disclose to the generalpublic m ust also take into 
account w hether disclosure of inform ation about com m ercial data used for 
hom eland security purposes w ould enable m anipulation of the system . W ould 
terrorists or crim inals be able to use the provided inform ation in a w ay that 
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assists them in their efforts to evade detection and perpetrate an act of 
terrorism ? 

O ne approach to providing transparency involves the developm ent of a 
calibrated disclosure system .11 Decisions about w hether to disclose and how 
m uch detailto provide could be calibrated to the nature of the adverse action. 
As described above, in the future DH S m ay operate screening program s that 
have substantial consequences to m isidentified individuals. Exam ples of such 
consequences could be the denialof certain privileges (e.g., a hazm at license), 
or even detention or incarceration. The Subcom m ittee believes the m ore 
significant the adverse consequences m ay be, the greater the need for 
transparency. O ne m echanism for assuring transparency m ay be for DH S to 
have an objective third party provide a fullassessm ent of the system . 

The m em bers of the Subcom m ittee see m erit in seeking new m ethods for 
transparency and access and believe m any equally valid approaches m ay exist 
and are w orth considering. W hich approach DH S ultim ately chooses is not as 
im portant as the DH S com m itm ent to address issues of transparency—both to 
the general public and to individuals as a m eans of redress—before acting to 
acquire and use com m ercialdata. 

Regulation and Redress 

As described above in the U se Risks section, there is potential for DH S’s use of 
com m ercial data to result in harm to m isidentified individuals. In these 
instances, the individualshould be protected against such harm . 

If the governm ent collects, m aintains, and uses the data—or if they are co-
m ingled w ith governm ent data and stored on governm ent hardw are—the data 
m ay not be subject to the exceptions in the Privacy Act of 1974. 

The Privacy Act requires disclosure to individuals of the inform ation gathered, 
governs how and under w hat circum stances the governm ent m ay disclose 
inform ation to others, provides principles regarding the gathering and use of 
inform ation, and specifies liability for m isuse. The Privacy Act also restricts 
the transfer of data for purposes other than those for w hich they w ere 
originally collected. 

There are m any w ays DH S can obtain the benefits of com m ercial data w ithout 
being subject to the Privacy Act. U se of contractors, for exam ple, m ay be 
deem ed to avoid application of Privacy Act rules. The Subcom m ittee believes, 
how ever, that DH S should subject itself to the provisions of the Privacy Act for 
its uses of com m ercialdata as a m eans of ensuring greater transparency for its 

11 Rosenzw eig and Jonas, supra. 
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activities and m ore significant avenues of redress.12 Further, there should be 
adverse consequences should DH S program s not com ply w ith these restrictions. 

The Subcom m ittee also recom m ends that DH S adopt easy-to-use m echanism s 
by w hich individuals m ay subm it questions or com plaints. These m echanism s 
should be clearly com m unicated to affected individuals (e.g., through signage 
at airports and prom inent placem ent on DH S w ebsites) and be m ade easily 
accessible to m isidentified individuals. DH S also should provide a m echanism 
for individuals to understand their rights and receive reports on the status of 
their questions or com plaints. 

Alternatives 

The Subcom m ittee has identified three less invasive options for DH S’s use of 
com m ercial data to drive dow n the rate of false positives. These are only 
exam ples of possible alternatives. The Subcom m ittee recom m ends that each 
DH S departm ent considering access to com m ercial data to decrease false 
positives conduct a thorough assessm ent of potentialalternatives. 

O ne alternative is for DH S to ensure that all public record data are optim ally 
utilized across agencies and screening program s. The rem oval of any 
unnecessary legacy data blockages, w ith appropriate data security and data 
integrity safeguards, m ay contribute to a reduction in false positives. 
Interagency/departm ental data sharing for security purposes should be 
optim ized, regardless of w hat direction a particular agency or departm ent 
ultim ately takes. If, how ever, this type of optim ization results in a substantial 
reduction in false positives, DH S should w eigh w hether the use of com m ercial 
data is necessary at all. O f course, any potential inter-governm ental data 
sharing for DH S screening program s should be subject to the sam e 
considerations outlined above, including the m inim ization principle and 
appropriate oversight, access, and redress m echanism s. 

A second approach em ploys lim ited access to and use of com m ercial data in 
screening program s. In sharp contrast to the carte blanche approach, w hich 
involves unfettered governm ent access to com m ercial data on m illions of 
Am ericans, a m ore m easured approach w ould perm it access to data only on 
subjects w ho have experienced adverse consequences as a result of an alleged 
false positive. In an effort to provide redress for an adverse reaction caused 
directly by an alleged false positive, the relevant governm ent agency w ould 
secure perm ission from the data subject to access com m ercial data about him 
or her. U nder this scenario, the benefits of additionalinform ation are enjoyed 
w ithout raising additional privacy concerns. By the sam e token, those 

12 This recom m endation presum es that application of the Privacy Act w ould not create 
additional security issues. If DH S has inform ation to support a contrary conclusion, the 
Subcom m ittee recom m ends a public discussion of w hether the Privacy Act should apply. 
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individuals w ho elect to w ithhold their inform ation w ould be subject to 
additional security m easures, such as secondary screenings or even m issed 
flights, but w ould preserve their privacy at their com fort level. 

Third, DH S (or its departm ents, such as TSA) could provide individuals an 
opportunity to provide additional identifiers about them selves at the tim e of 
their first false positive experience. There is prelim inary evidence suggesting 
that such an inform ation exchange substantially reduces the incidence of being 
m isidentified.13 After providing such inform ation, the governm ent could issue 
the individual a credential of trustw orthiness. Individuals w ho w ould prefer 
not to provide additional inform ation could instead opt to accept the risk of 
future false positives. 

Conclusion 

At the core of the com m ercial data question is the issue of privacy-sensitive 
alternatives. Recently, DH S Assistant Adm inistrator Justin O berm an shared his 
view of how com m ercial data is being used by DH S in dom estic airline 
passenger prescreening test program s: 

“[W ]e are conducting a test w hich is ongoing. In fact, w e've just recently 
extended it to look at the potentialapplication of com m ercialdata in dom estic 
passenger prescreening. The tw o m ajor objectives of this com m ercialdata test 
are as follow s: Num ber one is to see if w e can use this data to enhance and 
build passenger inform ation, received from carriers, to m ore effectively m atch 
against the list. So w hat w e m ean is that, for exam ple, there are today 
instances in w hich an innocent individual w ill have the sam e first, m iddle, last 
nam e, and date of birth as som eone on the w atch list. It happens m ore than 
you probably think. O ne of the things w e're looking at is can w e, w ith the 
addition of m ore inform ation on a passenger, be able to m ore effectively 
determ ine w hether or not that person is on the list, even if w e have the full 
nam e and date of birth com ing in. So that's one piece, and w e refer to that as 
enhanced w atch list m atching. The second thing w e're looking at is the idea or 
ability to verify passenger's (sic) identities. The U .S. G overnm ent has a very 
com prehensive list of know n or suspected terrorist threats. But, of course, it's 
highly likely that there are other threats there that m ay or m ay not, in fact, be 
on the list.”14 

Thus, at least one senior staff m em ber at DH S w ould like to access and use 
com m ercial data not only to reduce false positives, but also to reduce false 
negatives (i.e., to help identify terrorists). The envisioned dual use of broad 

13 See response of Justin O berm an:
�
http://w w w .dhs.gov/interw eb/assetlibrary/privacy_advcom _06-2005_res_joberm an.pdf.
�
14 O ral testim ony of Justin O berm an before the U nited States Departm ent of H om eland 
Security’s Data Privacy and Integrity Advisory Com m ittee, Cam bridge, M A June 15, 2005. 
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categories of com m ercialdata to reduce false negative m isidentifications raises 
serious issues and, as noted above, w ill be addressed further in a subsequent 
Subcom m ittee report. O n the issue of false positive errors, the Subcom m ittee 
recom m ends com m ercialdata be used only w hen: 

ñ It is necessary to satisfy a defined purpose 

ñ The m inim ization principle is used 

ñ Data quality issues are analyzed and satisfactorily resolved 

ñ Access to the data is tightly controlled 

ñ The potential harm to the individual from a false positive 
m isidentification is substantial 

ñ U se for secondary purposes is tightly controlled 

ñ Transfer to third parties is carefully m anaged 

ñ Robust security m easures are em ployed 

ñ The data are retained only for the m inim um necessary period of tim e 

ñ Transparency and oversight are provided 

ñ The restrictions of the Privacy Act are applied, regardless of w hether 
an exem ption m ay apply 

ñ Sim ple and effective redress is provided 

ñ Less invasive alternatives are exhausted 

The m em bers of the Subcom m ittee believe effective screening program s, as 
part of a broader hom eland security platform , are fundam ental and necessary. 
The Subcom m ittee also realizes all new program s experience glitches during 
their early stages of developm ent and im plem entation. For exam ple, 
unacceptably high levels of false positive errors seem to be the m ost significant 
early com plication associated w ith traveler screening program s now w idely 
deployed throughout the U nited States. The Subcom m ittee concludes that it is 
of prim ary im portance for DH S to continue to foster a relationship of trust w ith 
the individuals w hose personalinform ation it collects, stores and processes. As 
DH S explores how to reduce false positives, the Subcom m ittee hopes DH S w ill 
strongly consider adopting the recom m endations m ade in this report and 
designing in such recom m endations early in the developm ent of new program s. 
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