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A. Purpose

This document provides guidance for state, local, tribal, and territorial (SLTT)
jurisdictions seeking to use Federal Emergency Management Agency (FEMA)
preparedness grants and Domestic Nuclear Detection Office (DNDOQO) assistance
resources to develop and sustain radiological/nuclear (R/N) detection capabilities. This
guidance will:

= Describe the R/N detection mission;

= Qutline the essential tools jurisdictions need to build, maintain, and sustain R/N
detection capabilities;

= Discuss the Federal preparedness grants available to help jurisdictions identify
and acquire those tools and list steps jurisdictions can take to secure those
Federal resources; and,

= Present the planning, technical, and operational assistance that DNDO can
provide to support R/N detection capability development and sustainment.

DNDO produced this document as a supplemental resource to Department of
Homeland Security (DHS) preparedness grants, including the Homeland Security Grant
Program (HSGP) and Port Security Grant Program (PSGP).

B. Radiological/Nuclear Detection Mission

Preventing nuclear terrorism is a national security priority for the United States. As part
of the effort, the U.S. Government seeks to prevent adversaries from unauthorized
development, possession, importation, storage, transport, or use of nuclear or other
radioactive materials. NSPD-43/HSPD-14 and the Safe Port Act of 2006 charge the
DHS Domestic Nuclear Detection Office (DNDO) with coordinating the development of
the Global Nuclear Detection Architecture (GNDA), which is a framework for detecting
(through technical and non-technical means), analyzing, and reporting on nuclear and
other radioactive materials out of regulatory control. To accomplish this, DNDO works
with partners from federal, SLTT, and international governments, as well as the private
sector.

DNDO's assistance to SLTT partners serves to coordinate and enhance their ability to
detect and interdict R/N threats by ensuring law enforcement and public safety
personnel are well-trained and use the right technology where applicable. Close
collaboration between DNDO and SLTT officials when developing, enhancing, or
sustaining R/N detection programs ensures efficient integration of SLTT programs and
capabilities into the GNDA.
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C. Developing, Maintaining and Sustaining Radiological/Nuclear
Detection Capabilities

An enduring, comprehensive R/N detection capability requires planning, maintenance,
and sustainment. DNDO provides support to jurisdictions seeking to develop new R/N
detection capabilities, as well as to maintain and sustain existing capabilities. This
section summarizes the necessary actions and available resources at each step.

= R/N Detection Capability Development. Jurisdictions should understand the
R/N risk factors in their area and identify gaps between their existing R/N
detection capabilities and recommended capability levels. DNDO provides tools
that help jurisdictions determine their level of capability and to acquire
technologies and training to fill capability gaps. DNDO also works with SLTT
partners to engage with regional fusion centers, State Homeland Security
Advisors, and other organizations that provide resources when developing an
R/N detection capability.

= R/N Detection Capability Maintenance: Jurisdictions must routinely refresh,
replace, and calibrate equipment to ensure effective performance. Officials
should also organize regular training, drills, and exercises to ensure staff
proficiency. DNDO works with jurisdictions to perform planning, training, and
exercises necessary to maintain desired levels of performance.

= R/N Detection Capability Sustainment. Jurisdictions can help ensure long-term
capability sustainment by keeping senior leadership apprised of the R/N threat
and detection mission and incorporating R/N detection capability needs into their
budget process and staff transition plans. DNDO works with SLTT partners on
both of these fronts to ensure continued R/N detection capability.

D. Preparedness Grant Funding to R/N Detection: Threat and Hazard
Identification and Risk Assessment and State Preparedness Report
Processes

Stakeholders should ensure strategic planning for an R/N detection program aligns with
Presidential Policy Directive 8 (PPD-8) guidance, SLTT strategic priorities, and other
priorities as may be appropriate. Specifically, R/N detection planners ensure proper
coordination of regional resources by incorporating the R/N detection mission into state
and local strategic preparedness planning efforts. For State and Urban Area Security
Initiative (UASI) partners, this planning will include the Threat and Hazard Identification
and Risk Assessment (THIRA) process and respective state, urban area, and area
maritime security committee working groups. R/N detection planning will also include
the State Preparedness Report (SPR) development process. FEMA’s Comprehensive
Preparedness Guide (CPG) 201, 2" Edition: THIRA Guide provides a process overview
and can be found online at: FEMA National Preparedness Cycle website.
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Prior to initiating program activities, grantees are encouraged to contact DNDO at
dndo.sla@dhs.gov in order to take advantage of available program guidance, tools,

resources, and updates.

D.1. Including R/N Detection in the THIRA Process

The THIRA process has four steps, as shown in Figure 1. DNDO recommends that
SLTT leaders developing an R/N detection capability take the following actions during
the relevant steps of the THIRA process:

Step 1: Jurisdictions should coordinate with state or regional fusion centers for
input to the THIRA “Threat” component. The DHS Office of Intelligence and
Analysis (I&A) developed a threat template in coordination with DNDO to assist
fusion centers in this effort and provide a national perspective on R/N threats.

Step 2: Jurisdictions should evaluate and prioritize R/N vulnerabilities in the
context of local threats to identify R/N detection capabilities to be developed.

Steps 3 and 4: Planners should refer to the PPD-8 core capabilities and
associated desired outcomes to give identified R/N risk factors context (step 3)
and establish R/N detection capability targets (step 4). The DNDO Capability
Development Framework (CDF) can further assist with this activity (see section
E.1). R/N detection directly supports the Screening, Search, and Detection core
capability. Other core capabilities applicable to a R/N detection program include,
but are not limited to:

Intelligence and Information Sharing
Interdiction and Disruption
Operational Coordination

Planning

Public Information and Warning
Risk Management

O O0O0O00O0

Figure 1 outlines the four-step THIRA process aligned to DNDO guidance
recommendations.
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Figure 1. The Four-Step THIRA Process

DNDO has developed guidance materials to assist state and local officials to effectively
identify and evaluate the R/N threat within the THIRA process (Section E.1). Additional
information on core capabilities and associated desired outcomes can be found online
at http://www.fema.gov/core-capabilities. Planners should also use the CDF (see
Section E.1) to further refine R/N detection-specific target outcomes.

D.2. Applying THIRA R/N Findings to the SPR

States and UASIs can use the R/N information from their THIRA submission to
accurately reflect their R/N detection capability when completing the SPR. This process
includes three focus areas:

= Designating the seven core capabilities listed above as priorities for the state or
territory and refine capability targets

= Within the Unified Reporting Tool (URT), ensure that the functional area
checkboxes that address gap areas incorporate R/N, suggesting language for
“other functional areas” whenever appropriate

= Use the free-text gap descriptions available for all core capabilities by offering
language that describes specific R/N gaps related to any Planning, Organization,
Equipment, Training, and Exercise (POETE) element

D.3. Leveraging DHS Preparedness Funding

DHS preparedness funding may be used for R/N detection program maintenance
contracts, warranties, repair or replacement costs, upgrades, and user fees under all
active and future grant awards. However, stakeholders are reminded to be sensitive to
grant supplanting issues. Funds may also be used to support training and exercise
requirements.

Specifically within the Homeland Security Grant Program, states are required to ensure
that at least 25% of the combined funds are dedicated toward Law Enforcement
Terrorist Prevention Activities (LETPA) linked to one or more core capabilities within the
National Preparedness Goal. Allowable costs within include the following:

“Building and sustaining preventive radiological and nuclear detection capabilities,
including those developed through the Securing the Cities initiative.”

More information about allowable maintenance and sustainment costs are located in
FEMA Information Bulletins #336 and #348 and supplemented in EEMA Grant Policy
FP 205-402-125-1.

D.4. Allowable Costs

Appendix A outlines DHS preparedness grants available to build, enhance, or sustain
R/N detection programs. Appendix A also identifies specific R/N detection equipment
(via the Authorized Equipment List) allowed by each grant.
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E. DNDO Assistance, Support, and Available Resources

DHS supports SLTT R/N detection capability development through assistance and
preparedness funding. This section describes the types of assistance and other
resources DHS provides and offers an overview of how to apply available funding
toward allowable costs.

The following sections outline the POETE support DNDO can provide.

E.1. Planning and Organization Support

DNDO provides direct assistance to plan, develop, manage, evaluate, and sustain a
R/N detection program and facilitates threat awareness to federal and SLTT
stakeholders through workshops and a standardized process. DNDO also provides
direct support to stakeholders to establish the following capabilities:

= Sustainable statewide or regional program framework

= Response and alarm adjudication processes and support structures
= Threat awareness training and baseline capability assessments

= Program enhancement objectives and priorities

»= Program sustainment, training, and exercise plans

= Special events planning

= Data and intelligence coordination structure

DNDQ'’s assistance can be tailored to fit individual needs (from statewide efforts to local
jurisdictions), launch new programs, or review and enhance existing programs. Contact
DNDO at dndo.sla@dhs.gov to develop or enhance R/N detection capabilities within
your state, agency, or jurisdiction.

Radiological/Nuclear Detection and Adjudication Capability Development
Framework (CDF). The CDF assists SLTT planners with identifying recommended
levels of R/N detection capability based on the likelihood of their jurisdiction being
targeted or used as a transit point for an R/N threat. The CDF is based on lessons
learned provided by subject matter experts and is intended to provide strategic
guidance without establishing specific requirements. Planners can leverage this tool to
support grant investment justifications and the THIRA process by utilizing the CDF to
identify desired levels of capability and current capability gaps. The CDF and supporting
resources are available on the R/N detection Community of Interest (COI) web portal or
by contacting DNDO at dndo.sla@dhs.gov.

Radiological/Nuclear Detection Community of Interest (COI) Web Portal. The
Homeland Security Information Network (HSIN) R/N detection COI provides consistent,
useful R/N detection information to the federal and SLTT R/N detection community. The
R/N detection COI enhances communication between DNDO and the broader R/N
detection community while providing a forum where vetted users can securely
collaborate to share examples, best practices and lessons learned. The COI provides
federal and SLTT operators seeking to build or enhance R/N detection capability with
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access to DNDO capability development documents. Interested individuals with a “need
to know” may request access by emailing R/N detection COI@hg.dhs.gov with the
subject line “R/N detection COI HSIN Access Request.”

NIMS Resource Type Definitions

Appendix B provides NIMS Resource Type definitions which categorize R/N detection
equipment, teams, and personnel. SLTT planners developing or enhancing R/N
detection capabilities should identify types and quantity of current NIMS resources, as
well as those envisioned as part of grant submission(s). Planners should also consider
Emergency Management Assistance Compact or other interstate mutual aid
agreements and compacts in place or anticipated.

The R/N detection NIMS resource type definitions are available on the HSIN R/N
detection COI web portal. Currently, these resource types are undergoing the FEMA tier
one national-level review, and once approved, will be posted at the FEMA Resource
Typing Library Tool.

Analysis, Plans and Protocols. Working in coordination with federal and SLTT R/N
detection operators, DNDO has developed THIRA guidance, planning templates and
training materials to assist stakeholders with developing and sustaining R/N detection
capabilities. The THIRA guidance assists stakeholders in effectively identifying and
evaluating the R/N threat within their jurisdictions. DNDO also developed planning
templates and compiled examples to assist in the establishment of concepts of
operations (CONOPs) and standard operating procedures (SOPs) for R/N detection
operations and alarm resolution.

E.2. EqQuipment

DNDO continues to pursue coordinated delivery of R/N detection capabilities to expand
SLTT capabilities. Grantees intending to purchase R/N detection equipment are
advised to consider only instruments independently tested by accredited laboratories
and with demonstrated conformity with applicable American National Standards
Institute/Institute of Electrical and Electronics Engineers (ANSI/IEEE) N42 standards.
The test reports provide the SLTT community performance and operational test results
that allow for the selection of the best possible equipment for their needs.
Manufacturers offering new equipment for consideration should be asked to provide
evidence of independent testing for compliance with these standards.

DNDO equipment test reports are available on the Argonne National Laboratory, Report
Analysis and Archive System (RAAS) at https://raas.anl.gov/ or upon request
DNDO.SLA@dhs.gov . Additionally, the SLTT community can reach out to the Data
Mining, Analysis, and Modeling Cell (DMAMC) to get more information about their
specific needs. The DMAMC can be reached at dmamc@hqg.dndo.gov.

Mobile Detection Deployment Units. DNDO’s Mobile Detection Deployment Units
(MDDUs) are national R/N detection “surge” assets, designed to supplement first
responders’ existing R/N detection and reporting capabilities, especially in support of
national and other special security events. MDDUSs contain R/N detection equipment
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(MDDUs are equipped for approximately 40 emergency responders while others are
equipped for 20 responders) housed in a mobile trailer package. These detection
packages are distributed across the United States and maintained through a DNDO
agreement with the Department of Energy Radiological Assistance Program. MDDU
equipment includes portable backpack R/N detection units, high and low-resolution
radiation identification hand-held instruments, and personal radiation detection devices.
Each MDDU is accompanied by a technical support staff to train personnel on the use
of equipment and to help integrate these capabilities into existing operations. This
equipment is available at no cost to the stakeholder and requests for MDDU support
should be directed through DNDO at DNDO_MDDU_Request@hg.dhs.gov.

E.3. DNDO Training

DNDO has developed nationally-recognized guidelines, standards, training, and
gualifications to more effectively increase R/N detection, operations, and planning
capabilities. DNDO provided training is available at no cost to the stakeholder, minus
backfill and overtime. R/N detection training is available via a variety of different
platforms, and includes the following:

Instructor-led (IL) courses

e QuickStart: Two day course that focuses on threat awareness and radiation
detection equipment applications within the PRND mission functions.

e Radiological Nuclear Detection Concepts, Tactics and Integration Course
(RCTIC): Three-day course that focuses on the integration of federal, state, local,
tribal and territorial (FSLT&T) and R/N detection assets into public event security
plans and operations. This course is taught in both a residential and mobile
format.

Web-based and Virtual courses (eLearning)

e HSIN DNDO Training Site: This site offers many training resources including
recommendations for intended audience, course length, learning objectives,
prerequisites, enrollment methods. and online courses covering the following

capabilities:
. Basic (Awareness)
. Intermediate (Operational Performance)
. Advanced (Management, Planning and Technical Performance)
. Executive (Executive Management)

e Refresher Training: Most R/N detection skills require a minimum of yearly
retraining to maintain proficiency. Frequency of training varies by the skill learned
but most require a minimum of yearly retraining. The DNDO Training program
developed web-based training (WBT) courses that are easily accessible by
stakeholders through mobile devices in the field. These courses meet the
minimum requirement for an operator to maintain the particular skill being
trained.
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e “Justin Time” (JIT) Training: This courseware is intended for operators in the
field needing “just in time” training, and was developed for tablet and smart
phone based mobile application. The Electronic Performance Support System
provides operators with 3-5 training videos on topics ranging from field
operations to equipment refresher training.

DNDO Sponsored Partner Training

e The Center for Domestic Preparedness (CDP) and the Counter-Terrorism
Operations Support at the Center for Radiological/Nuclear Training (CTOS): As
training providers, meets DNDQO'’s Training Program needs for reaching state and
local first responders with training and qualification courses funded, in part,
through the FEMA National Training and Education Division (NTED). As a
consortium member, FEMA funds CDP and CTOS to provide training to all
disciplines within the first responder world, including courses focused on the
preventive R/N detection mission space. DNDO, CDP and CTOS are
contractually engaged to ensure training products meet standards established by
DNDO. Delivery of training funded by FEMA provides opportunities for state and
local program development that might not otherwise be present.

E.4. DNDO Exercises and Evaluation

DNDO assists in the development and implementation of improvement plans and
protocols, as well as the design, development, and conduct of R/N detection exercises
for state and local entities in compliance with Homeland Security Exercise and
Evaluation Program (HSEEP) methodology. DNDO exercise support is available to help
state and local jurisdictions evaluate and improve their own detection capabilities.
DNDO has also developed a comprehensive library of standardized, exercise templates
and guidance materials for the design, conduct, analysis, and reporting of detection
exercises. This library of material is continuously updated as an added support service
to state and local stakeholders.

DNDO also provides overt and covert operational assessments and open source
adversarial assessments. Operational assessments assist partner agencies in
assessing the effectiveness of their R/N detection capability in an actual operating
environment, and include the use of threat materials and mock devices. Adversarial
assessments are from an outsider’s perspective and do not rely upon “inside”
information of current or planned capabilities. The assessment team replicates an
adversary looking to determine the Nation’s capability to detect and defeat an R/N
attack. DNDO assessments identify and evaluate vulnerabilities and best practices
across the GNDA and supports improvements over time.

E.5. DNDO Operational Support

DNDO also provides SLTT organizations with a direct link to technical reachback for
alarm adjudication via the Joint Analysis Center Collaborative Information System
(JACCIS). Joint Analysis Center (JAC) personnel facilitate 24/7 adjudication by assisting
these organizations in obtaining and maintaining JACCIS accounts, inputting their data
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into the system, and providing technical information to alarm adjudicators to aid their
decision-making processes.

Call (866) 789-8304 or email dndo.jac2@hqg.dhs.gov to request a JACCIS account or
get more information on the GNDA.

Additionally, The Source is the JAC’s weekly informational bulletin consisting of:

= A summary of Nuclear Regulatory Commission (NRC) lost and stolen source
information of significance posted on their Event Notification page for the
previous calendar week

= A summary of GNDA-related news
= R/N detection information

E.6. Securing the Cities (STC) Program

The STC Program assists state, local, and tribal stakeholders design and implement or
enhance existing architectures for coordinated and integrated detection and interdiction
of nuclear materials out of regulatory control that may be used as a weapon within high-
threat/high-density UASI areas. Urban Areas are selected through a competitive
application process. The program assists these jurisdictions by using cooperative
agreements to enhance regional capabilities to detect, identify, and interdict nuclear
materials that are out of regulatory control, guide the coordination of federal, state, local,
and tribal entities in their roles defined by the GNDA and encourage participants to
sustain their nuclear detection program over time.
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Appendix A: Allowable R/N Detection Expenses Chart

Homeland Security Grant Program (HSGP) Tribal
Emergency 2 : ; 2
Narahement Homeland Transit Security Intercity Port Security
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Ehg:b:e Ft““d'"g termitories, Marshall [teritories, Marshall |DeSinated utban  govemment in border |Directly eligible Tribes| 2> e |Amtrak 2-Area Maritime
e il Islands, Micronesia  [Islands, Micronesia states cityfcommuter bus, Security Committee
ferries, all passenger rail) Memt
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Allowable RND « Developing plans| = Developing plans « Planning staff « Developing plans| » Developing plans
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OPERATIONAL salaries g g3 omel pe except CIKR security | « Top Transit Asset i
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security remediation
Allowable RND
EQUIPMENT Costs Yes (Prefers QTL
(PRD, RIID, Mobile, Yes Yes Yes Yes Yes Yes Yes over ICE)
RPM, Backpack)
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HSGP

Equipment AEL Category AEL Number AEL Description EMPG THSGP TSGP IPR PSGP
SHSP UASI OPSG
Personal : . Personal radiation (gamma and neutron)
Alarmin, Radiological detection device which provides an alarm
I Vi |
: € Detection, 07RD-01-PDGA ) P Yes Yes Yes Yes Yes Yes Yes Yes
Radiation based on detection, but does not
Portable .
Detector guantify dose-rate.
Radionuclide Radiological Handheld spectrometer for nuclide
Isotope Detection, 07RD-01-RIID |identification using crystals such as Nal, Yes Yes Yes Yes Yes Yes Yes Yes
Identifier Portable CZT, LaBr, and Germanium.
Radiological
High-Sensitivity Det:ectig:w Radionuclide detector utilizing high
Radionuclide ) 07RD-02-DRHS . _g & Yes Yes Yes Yes Yes Yes Yes Yes
Transportable purity crystal such as germanium.
Detector )
Lab Equipment
A detector that can detect
gamma/neutron radiation at a stand-off
Standoff Radiological distance of at least 50 feet and specify
Gamma Detection, the type and location of radiation
/ ' 07RD-04-SGND |1¢ YP& and focation of radiation Yes Yes Yes Yes Yes Yes Yes Yes
Neutron Stand off sources, while maintaining sufficient
Detector Detectors energy resolution and sensitivity to
discriminate between normally-occurring
radioactive materials, background and
Inspection and
Pulsed Neutron P _I . I
Activation Screening Screening system utilizing pulsed
System. Non System, 15IN-00-PLSN |neutrons. Non-destructive detection of No Yes Yes Yes Yes No No Yes
ystem, Inspection CWAs in sealed containers.
Invasive
Systems
Inspection and
Mobile Search |Screening Portable X-Ray systems foruse insearch
- ]
and Detection |System, 15IN-00-XRAY ey svEen No Yes Yes Yes Yes No No Yes
. and screening operations
System X-Ray |Inspection
Systems
Inspection and Systems to scan vehicles/cargo for
Screening radioactive content. Various sizes for
Portal Monitors |System, 155C-00-PMON |vehicles, packages (large and small) and No Yes Yes Yes Yes No No Yes
Screening pedestrians. Does notidentify
Systems radionuclide
Inspection and
S:rg enilngn : Systems to scan vehicles/cargo for
Spectroscopic adioactive content and identify source
P PIC oy stem, 155C-00-pMsp |F30i03ctive content and identify sour No Yes Yes Yes Yes No No Yes
Portal Monitors Screenin radionuclide. Variants include vehicle,
€ rail, and seaport container configurations.
Systems
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Appendix B: Preventive Radiological and Nuclear Detection NIMS Resource Types (under FEMA
review)

g Homeland
@ Securit Domestic Nuclear Detection Office

Typed Resource
Definitions

Preventive Radiological/Nuclear
Detection (PRND) Resources

October 2014

DNDO Document Mumber 400-INT-115300v2.1

OCT 2014 PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION
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Domestic Muclear Detection Office

VERSION HISTORY

Version Approved Approval [Deseription of Change
Number By Date
DNDOS State Fams * Document Release
1.0 and Local 3011
Stakeholders B
s Updated to the Personal Radiation Detector, Radie-Isotope Identificaton Device, Human-
. Partable Detector (Backpack) and Velicle-Mounted Detection System equipment types.
- DNDO/State May *  Reduced mumber of personnel and amount of equipment for Type 1-3 Law Enforcement and
0 and Loeal 2014 Malti- Disciplinary PRND Teams
Stakeholders < phman B
* Removed Type 4 Law Enforcement and Mult-Disciplinary PEND Teams.
* Updated the Team Operator and Team Leader job iitles
DMDOY State October |* Added new Type 2 Law Enforcement and Muls-Disciplinary PEND Teams and shifted down
21 and Local 2014 original Type 2 and 3 Teams to Type 3 and 4 Teams
Stakeholders B

RADIOLOGICAL / NUCLEAR DETECTION GUIDANCE
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Homeland
7 Security

Domestic Muclear Detection Office

PERSONAL RADIATION DETECTOR (PRD)

An alarming personal radiation detecior worn on e body to detect photons (and in some cases neutrons).

Preventive Radiciogical/Muciear Detection Equipment

RESOURCE KIND

Usedtqnemmemmedmiaiminaiﬁmareahmuiﬁitym COMPOSITION
T2 equipment opsrator. AND ORDERING
SPECIFICATIONS

COMPOMENT | METRICI MEASURE CAPABILITY
Equigemant Feadiabon Type Radigion Defection | GamenaNeutron | camma |
NOTES:  NotSpechied
COMMENTS

1. Additional optional features: isctope identification (spectroscopic), dose rate capable, count rates and other types of displays, low profile mode (Blustooth or

wireless), ruggedized, netwark capable, GPS.

2. Gamma Detector types would include sodium iodide (Mal), cesium iodide (Csl), CdZnTe (CZT) solid state detectors and other scintillator or solid state
detectors. Less effective PRMND detector types would include gas filled detectors such as Geiger Mueller or lon Chamber detectors.

REFERENCES

1. AMNSUIEEE M42.32-2006 American Mational Standard Performance Criteria for Alarming Personal Radiation Detectors for Homeland Security.
2. AMSIIEEE MN42.48-2008 American Mational Standard Performance Requirements for Spectroscopic Personal Radiation Detectors (SPRDs) for Homeland

Security.

NOTE

Mationally typed resources represent the minimum criteria for the associated component and capability

OCT 2014 PREVENTIVE RADIDLDE‘-IC'A L/NUCLEAR DETECTION
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RADIO-ISOTOPE IDENTIFICATION DEVICE (RIID)

N =m0 i A eortable radiaton detector with gamma spectroscopic capabilites and neutron indication. Note: also known as a radionuclide identifier.

Preveniive RadiologicalMudlear Detection

Primarily used tnidentify the radicisotope of radiological and nuclear
material, May also be used to inifially detect the presence of radological

TYPE1 TYPE3 TYPE 4
COMPONENT METRICI MEASURE CAPABILITY

Equipment Energy Resoluion ai | Isotope kenfification High Resolution Medium/Low Fesolufion
662 KeV full width half <10% 1.0%-9.0%
maximum (FWHM)

NOTES: Mot Specified

COMMENTS

1. Additional optional features: Gamma and neutron radiation detection, dose rate capable, low profile mode (Bluetooth or wireless), ruggedized, network capable,
GPS.

REFERENCES

1. ANSVIEEE N42.34-2006 American National Standard Performance Criteria for Hand-Held Instruments for the Detection and Identification of Radionuclides.

NOTE

MNationally typed resources represent the minimum criteria for the associated component and capability.

OCT 2014 PREVENTIVE RADIOLOGICAL /NUCLEAR DETECTION 50F 40
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HUMAN-FPORTABLE DETECTOR (BACKPACK)

Instrument composed of several radiation detection components that are placed inside 3 backpack or other similar enclosure with an opional external control devies (ANSIIEEE N42.53 - 2012
DESCRIPTION American Mational Standard Performance Criteria for Backpack Based Radiation Detection Systems wsed for Homeland Security).

Equiprnent

RES0URCE Preventive Radiclogical'Muclear Detection

CATEGORY RESOURCE KIND

Primarily used fo detect the presence of radiclogical and nuclear material
OVERALL in a wide area around the operstor. Dus to the larger detector element
FUNCTION and powier source, the detection range of this device may be greater than
& PRD or RID.

COMPOSITION
AND ORDERING
SPECIFICATIONS

RESOURCE TYPES

COMFPONENT METRIC/ MEASURE CAPABILITY

Equipment Radiation Type Radiation Detection Gamma/Neutron Gamma/Nautron
MOTES:  MNot Specified
Equipment Ability to idenfify |zotope Idenfificafion Yes Mo Yes Mo

isotope

NOTES:  Not Specfied

COMMENTS

1. Additional optional features: Gamma and neutron radiation detection, dose rate capable, low profile mode (Bluetooth or wireless), ruggedized, network capable,
GPS.

REFERENCES

1. ANSIIEEE N42 43-2006 American National Standard Performance Criteria for Mobile and Transportable Radiation Monitors Used for Homeland Security.

NOTE

Maticnally typed resources represent the minimum crteria for the associated component and capability.

OCT 2014 PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION 6 OF 40
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VEHICLE MOUNTED DETECTION SYSTEM

A Venicle-Mounbed Deteciion System is an instument ransporied on @ vehicular platform (trock, boat or gincrad) for detecing mdiclogical and nuciear matenal.

Preventive Radiciogical/Muciear Detection Equipment

RESOURCE KIND

Primarily detects the presence of radiciogical and nuckear matenal and
used i identify radioisotopes in 3 wite area amund the wehicular
piationm. The syslem may be pemmanenty mount=d in @ vehicular COMPOSITION
plationn {e.g. inuck, boat or aFcra®) of reiccatable bebween hese AND ORDERING
piatioms. Due to the langer deiecior element and power Source, me SPECIFICATIONS
delection range of Tiis device may be grealer than a PRO, RID, o
backpack-iype detecto.

COMPOMENT | METRICI MEASURE CAPABILITY
Ecuipment Radiation Type Radigon Detection | Gammamieutron | camma/Meutron | Gamma | camma
NOTES Mot Specifies
Ecuipment Asility 1o igentify Isctope Kentfication | Yes | Mo I‘r'e-s | Mo
Isalipe MOTES: Mot Spacified
COMMENTS

1. Additional optional features: Gamma and neutron radiation detection, dose rate capable, low profile mode (Blustooth or wireless), ruggedized, network capable,
GP5.

REFERENCES

1. AMSUVIEEE N42.43-2006 American Mational Standard Performance Criteria for Mobile and Transportable Radiation Monitors Used for Homeland Security.

NOTE

Mationally typed resources represent the minimum critera for the associated component and capability.
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LAW ENFORCEMENT PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION (PRND) TEAM

A %2am composed of Swom law enforcement personnel dedicated 10 the detection of radislogical and nuclear massials.

DESCRIFTION

=1L 0w I Preventive Radiciogical Muciear Detection Team

CATEGORY

RESOURCE KIND

1. Logis¥cs for deploying this 1eam (e.g. secwity, lodging, ransportation, meals, eic.) are o
be discussed prior i deployment of this resource.

2. TESS Can work up i 12 hours per shift, and are seff-sustained for 72 hours.
3. Agdifional PRND Team operators may be endensd within span of control.

Thee feam utilizes PRND 1ools and trining to detect nuclear and
radielegical malenal out of reguiatory control. This 12am is capabie of
randling imerdiction and olher law enfercament PRND missions.

COMPOSITION
AND ORDERING
SPECIFICATIONS

OVERALL
FUNCTION

RESOURCE TYPES
TYPE1 TYPE 2 TYPE 2 TYPE4
COMPOMENT METRICI MEASURE CAPABILITY
Team Capabilifes Radiation Detection and | Same as Type 2 plus: Same as Type 3 pius: Same as Type 4 plus: Primary Screening
Igentifcation Capability | &gvanced Wide Area Search | Widz Area Search Secondary Inspection
Advanced Secondary Inspection
MOTES: Mot Specified
Personnel Per Team Tatal Same as Type 2 1 PRMD Team Leader Same as Type 4 1 PRND Team Leader
57 PRND Operators 2-3 PRND Cpermions
MOTES: Mok Specified
Equipment Per Team Radiation Detsction Same as Type 2 plus: &3 Type 1-2 PRD Same as Type 4 34 Type 1-2PRD
1 Type 1-2 Mobie Detection 2-4 Type 1-2 Backpack
System
1 Radiation Survey Meber
MOTES:  Any ieam operaing with oniy PRDS should have established access o a RID o conduct secondary screening.
Eiquipment Per Team Ispiope idendfication Same as Type 3 plus: Same as Type 3 1-2 Type 2 RID Kone
1 Type 1 RID
MOTES:  Not Specified
OCT 2014 PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION
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METRICI MEASURE
Eiquipment Per Team Commurication Same as Type 4 plus: Intra-ieam communications
The ability 1 tramsmit specta
and other data %o fechnical
reachback.
MOTES: Mot Specified
COMMENTS
REFERENCES

1. EMAC Resource Request Checklist.

NOTE

Mationally typed resources represent the minimum critera for the associated component and capability.

OCT 2014 PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION 9 0OF 40
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MULTI-DISCIPLINARY PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION (PRND) TEAM

A i2am composed of public safely personned from vanous backgrounds dedicated io the delection of radiclegical and nuclear malenals.

DESCRIPTION

e 0w = Preventive Radiciogical/Muciear Detection Team

CATEGORY

RESOURCE KIND

1. Logisics for deploying this team (e.g. secarity, lodging, ransportation, meals, elc.) are o
be discussed prior bo deployment of tis resource.

2. TEams can work up b2 12 hours per shifl, and are seff-susiained for T2 hours.
3. Addifional PRND Team operadors may be ordered within span of conlol.

The tzam utilizes PRND tools and training to detect nuclear and
radiglogical material cut of reguiatory control. This feam may not be
capatile of handiing intzrdiction and other law emorcement PRMD
MiSSHNS UNIess assigned swom 3w ensoncement persannel.

COMPOSITION
AND ORDERING
SPECIFICATIONS

OVERALL
FUNCTION

RESOURCE TYPES

TYPE1 TYPE2 TYPE2 TYPE4
COMPONENT METRICI MEASURE CAPABILITY
Team Capabilifes Radiation Detection and | Same as Type 2 plus: Same as Type 3 pius: Same as Type 4 plus: Primary Screening
Igentifcation Capability | Agvanced Wide Area Search | Wide Area Search Secondary Inspection
Advanced Secondary Inspection
NOTEZ Mot Specified
Personnel Per Team Taotal Same as Type 2 1 PRMD Team Leader Same as Type 4 1 PRND Team Leader
57 PRND Operalors 2-3 PRND Cperanrs
NOTES: Mot Specified
Equipment Per Team Radiation Detection Same as Type 2 plus: -8 Type 1-2 PRD Same as Type 4 34 Type 1-2 PRD
1 Type 1-2 Mobiie Detection 2-4 Type 1-2 Backpack
Syslem
1 Radiation Survey Meter
MOTES:  Amy leam operaiing with only PRDS should hawve established access to a RID o conduct secondary scresning.
Eiquigenent Per Team Isplope Kentfication Same as Type 3 plus: Same as Type 3 1-2 Type 2 RID Kone
1 Type 1 RID
NOTES: Mot Specified
OCT 2014 PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION 10 OF 40
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RESOURCE TYPES

METRICI MEASURE
Evquipment Par Tzam Cammunications Same as Type 4 pls: Infra-12am communications
The ability o transmit specta
and other data 1o fechnical
reachback.
COMMENTS
REFERENCES

1. EMAC Resource Request Checklist.

NOTE

Maticnally typed resources represent the minimum criteria for the associated component and capability.

OCT 2014
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MARITIME LAW ENFORCEMENT PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION (PRND) TEAM

o Tw e W A eam composed of martime law enforcement personnel dedicated to the detection of radisogical and nuclear materisis.

Preventive RadiciogicalMuciear Detection Team

RESOURCE

CATEGORY RESOURCE KIND

1. Logissics for deploying this team (e.g. secwity, kdging, ransportation, meals, &ic.) are o
be discussed prior to deployment of this resourse.
2. Teams Can work up o 12 hours per shift, and are self-sustained for 72 hours.

Thee ieam utilizes PRMND tools and taining be detect nuclear and
radislogical matenal oul of regulatory control in the mariime environment.
This team is capabie of handling interdicion and ommer law enforcement

COMPOSITION
AND ORDERING
SPECIFICATIONS

OVERALL
FUNCTION

FRND missions. 3. Aadiional PRND Team cperators may be ondensd within span of contral.

RESOURCE TYPES
COMPOMENT METRICI MEASURE
Team Capabilites

TYPE 1 TYPEA

Primary Screening
Igeniiication Capability | secondary Inspection
\iide Area Search

Segondary Inspection

MOTES: Mot Speciied

1 Coxswain
2-3 PRND Operators

Per Team Total Same as Type 2 Same as Type 3

NOTES: Mot Specifiea

Equipment

Per Team

Transpataton
REsOUrcEs

Same as Type 2

| Same 2= Type 3

|1 vessel

NOTES: ot Specifiea

Equipment

Ability o detect
radiatizn

Radiation Detection

Same as Type 2

pius
1 Type 1-2 Backpack

or

1 Type 14 Miabiie Detection
Syslem

1 Radiation Survey Meter

Same as Type 3

24 Type 1-2PRDs

MOTES:  Amy leams operaing with only PROS shoukd have established access 1o RIIDS i conduct secondary screening.

OCT 2014
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RESOURCE TYPES
TYPE1 TYPE 2 TYPE2 TYPE4
COMPOMENT METRICI MEASUIRE CAPABILITY
Equipment Aility %o identify Isolope Identfication Same as Type 2 1 Type -2 RID Hang
isolops
MNOTEZ Mot Specified
Equipment Per Team Commumication Same as Type 2 Intra-team communications and | Inira-i2am communications
ability b Fransmil specira and
other data 1o 1Bchnical
reachiEci
MOTES: Mot Specified
COMMENTS
REFERENCES
1. EMAC Resource Request Checklist.
NOTE
Maticnally typed resources represent the minimum criteria for the associated component and capability.
OCT 2014 PREVENTIVE RADIOLOGICAL/MUCLEAR DETECTION 12 OF 40
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MARITIME MULTI-DISCIPLINARY PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION (PRND) TEAM

e e I A =am compased of martime publiic safety personned from various backgrounds dedicated 1o the detection of rdiolegical and nuclear matesiats.

Freventve Rads ! Dedection T
ﬁ%gﬁ,ﬁ = ograliuces: RESOURCE KIND [l

The feam utilizes PRND fools and training bo detect nuclear and 1. Logistcs for deploying this ieam (e.g. securily, lodging, transporiation, meals, eic ) are o

OVERALL radiclogical malenal cut of reguiatory contral inthe mariime environment. " I oin L) be discussed prior b deployment of this resource.

T e G| This l2am may not be capatle of Randling interdiction and cihar law L rle i 2 Lol o Teams can work up o 12 hours per shif, and are sef-sustained for 72 hours.
enforcement PRMD missions unless assigned swor law enforcement =g e 5 siiona) PAND Team operators may be ordersd within span of control

pErsanneL

RESOURCE TYPES

COMPOMENT METRICI MEASURE CAPABILITY
Team Capatilites Radigtion Defection and | Primary Screening Primary Screening PRmary Soresning
Igentification Capability | 5econdary Inspecion Secandary ispection
Wide Area Search

TYPE1 TYPE3 TYPEA

MOTES: Mot Specified

Parsonned Per Team Total Same as Type 2 Same as Type 3 1 Coxswain
2-3 PRMD Operatirs

MOTES:  Not Spaciied

Eiquipment Per Team TrRrEporEion Same as Type 2 |E-ameas'r‘ype 3 |1 vessel
REsaumnes NOTES: ot Speciied

Eiquipment Per Team Radigtion Detaction Same as Type 2 Same as Type 3 24 Type 1-2 FRDs
plus

1 Type 1-2 Backpack

or

1 Type 1-4 Mobie Detection
Sysiem

1 Radiation Survey Meter

NOTES:  Any ieams operaing with only PRDS should have estblished access o RIIDS o conduct secondary screening.

OCT 2014 PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION 14 OF 40
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RESOURCE TYPES
COMPONENT METRICI MEASURE
Eiquipment Per T2am Isolope Ientfication Same as Type 2 1 Type 1-2 RID Hang
NOTES: Mot Specified
Equipmient Per Team Commurication Same as Type 2 Intra-team communications and | Infra-i2am communications
ability to transmil specira and
olher data 1o technical
reachitaci
NOTES Mot Specified
COMMENTS
REFERENCES

1. EMAC Resource Request Checklist

NOTE

Mationally typed resources represent the minimum criteria for the associated component and capability.
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Position Titles

This seciion contains Qualification Charts for PRND Team Leader, PRND Operator, PRND Secondary Screener and PRND Primary Screener position titles under

the National Incident Management System (NIMS).

The following table shows the six basic categories of criteria employed:

Categories

The categories listed under the required and recommended critena are defined as follows:

Education Formal instruction based on a cumiculum that prepares an individual with the core knowledge and skills for entry info a
discipline and for performing job functions.
Training Instruction andfor activities hat enhance an individual's core knowledge increase skill set and proficiency as well as
and ment abilities.
Experience

Time reguired in a job funciion for an individual to attain proficiency in applying knowiedge, skills and abilities.

Physical/Medical Fitness

Physical and medical considerations, that when applied, help to ensure safe performance in potentially hazardous
environments

Currency

Functioning i the ICS position during a qualitying iNCident, approved exercise, drill, Taining of simulation at Isast once
every five years.

Professional and Technical
Licenses and Certifications

Licensure refers to the granting of a ‘permission to practice ' Licenses are usually issued in order to regulate some achvity
that iz deemed to be dangerous, a threat to the person or the public, or which involves a high level of spedalized skill.
Certification is a designation eamed by a person to assure gualification to perform a job or task.

OCT 2014
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PREVENTIVE RADIOLOGICAL NUCLEAR DETECTION (PRND) TEAM LEADER

The Preventive Radiclogical Nuclear Detecion Team Leader Mot Applcable
1. Has the overall suhority andfor responsibility for directing fhe operations of an
aseigned RND fyped team, stafied with typed team members and or assemibled
single resources.
2 Iz trained fo operate under steady state, enhanced steady state operaions. NSSE
and RNS0 operations.

DESCRIPTION

CATEGORY CRITERIA CRITERIA
Mot Specified Not Specified

EDUCATION
NOTES: Mot Specified
Al trsining incicatid for the NIMS Type 1 RMD Team Leader including Not Appicale

1. ICSNS-100: Introcuction o Incident Command System (ICS)
2 ICSNS-200: Basic ICS
3 I5-700: National Incidert Managemernt System (NIMS), An Introduction

General training with addional focus on dscipiine and type (position)
1. Training that meets the competencies and behaviors identified for e position of RND

Type 1 Team Leader (Task Book) as verified by the Authority Having Jurisdicion
(AHJ)

Awareness-level fraining of the following:

U 1. Local policies and CONOPs refated to RND operations

2. Federal, state and local law that applies to RND operations

3. GSalety hazards and occupaional dose Bmits based on agency policy

Capability based training in the following:
1. Deployment procedures inchuding processing of resource orders, t2am fime reports,
personnel evaluaions and unit log
Mainizin records of alarms and adjudication as required

2
3. Assecoment of team safely
4 Application of the Incident Command System (ICS)

OCT 2014 PREVENTIVE RADICLOGICAL/NUCLEAR DETECTION 17 OF 40
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5

2

s

oo

Follow chain of command

Maintain approprizte span of control

Uze appropriate ICS foms

Use approgriate ICS terminclogy

Understand the options for RND asset integration into command structure:
Understand IAPs and have ability to brief subondinates:

Akility to brief relisf foroes and command struchure

. Conduct of After Action Reviews

Team demobilizafion

F@ohw e s o

Training specific fo the RND Team Leader emvironment:

Understanding of organization structure, reporting procedures, and chain of command
of assigned resources

COrganize aseigned resources into corfigurafions which mest incident/tactical
objechives

Ectablichment of work assignments and pesformance expectafions, monitor
petformance, and provide feedback

Coordination of interdependent activities

Coordination of tactical activities with mulfiple discipiines

Knowledge of on limitations of aulhority for deployments outside primary jusisdiction
Ability fo configure low proSie communicaion equipment and bref feam personnel on
itz operation

NOTES: Not Specified

EXPERIENCE

G m g

Knowledge Skills and Abilites:

Knowledge of the prevent mission framework

Knowledge of radiafion as it pertaing to the Team Leader Type 1 posilicn
Knowledge of tzam izsued equipment and operations

Ability to perform advanced RND operations

Aszume position resporsibilifies and lead personngd

Communicate effecively

Ensure completion of assigned tasks to meet idenfified objectives

Ability to laterally transfer personned and equipment in your charge to responze
operation positions

Not Appiicatle

OCT 2014
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TYPE TYPE1 TYPE 2
9 Ability fo ensure qualificabons, capabilifies, typing and credentialing of resounces o
complete assignment
Experience:

1. Demonsirated expenence validated by the AHJ in the following:

CompleSion of the Team Leader Posiion Task Book (FTE) or equivalent documentation
that validates and vesifies (by AHJ) the successiul completion of al skills, and
demonsirated ability to perfom skills in drills, exercises andior actual operaBions

2 Cerffied as RND Team Operafor Type 1 by AHJ

MOTES: Mot Specified

Meets all medical and physical requirements establizhed by the AHJ, which inchudes the phyzical | Not Applicable
capability to work long hours in adverse and potentially exireme environmental condiions.

PHYSICALI
MEDICAL FITNESS
NOTES: Mot Specified
1. Annua ot Applicable
Participate in RND operation (real event, exercizes, or drills while accigned as Team
Leader)
CURRENCY 2 Bianmal
Comglete refresher training on mission and position wpdaies and equipment operation
NOTES: Completion of Team Leader cumency requirements will fulfill all currency requirements for Team Operator
Clearance: As determined by fhe AHJ ot Applicable
PROFESSIONAL AND
TECHNICAL LICENSES
AND CERTIFICATIONS
NOTES: Mot Specified
OCT 2014 PREVENTIVE RADIOLOGICALMNUCLEAR DETECTION 19 OF 40
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uriLy
TYPE TPE3 TYPE 4
Mot Applicable Mot Applicable
DESCRIPTION
CATEGORY CRITERIA CRITERIA
Mot Specified Mok Specified
EDUCATION
MOTES: Mot Specified
Mot Applicable Mot Applicable
TRAINING
NOTES: Mot Specified
Mot Applicable Mot Applicable
EXPERIENCE
MNOTES: Mot Specified
Mot Applicable Mot Applicable
PHYSICALI
MEDICAL FITNESS
MNOTES: Mot Specified
Mot Applicable Mok Applicable
CURRENCY
NOTES: Complefion of Team Leader currency requirements will fulfll all currency requirernents fior Team Memiber
Mot Applicable Mot Applicable
PROFESSIOMAL AND
TECHMNICAL LICENSES
AND CERTIFICATIONS
MOTES: Mot Specified
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ORDERING SPECIFICATIONS OR DESIGNATIONS
v Can be ordered as a single resource
Can be ordered in conjunction with a NIMS typed team ()
Can be ordered in conjunction with a NIMS typed unit ( )

REFERENCES

1.
2

NOTE

1. Nationally typed resources represent the minimum criteria for the associated category
2. Have ability to deploy and be seif-sufficient for up to 72 hours
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PREVENTIVE RADIOLOGICAL NUCLEAR DETECTION (PRND) TEAM OPERATOR
TYPE TYPE 1 TYPE 2

The Preventive Radiclegical Nuclear Detecfion Team Cperator: Mot Applicable

1. s qualified fo operate during steady state, enhanced steady stafe, NSSE and RNSO
el operations.

2 Has defailed knowledge of the RND equipment used by their agency

3 Iz capable of tailoring equipment s2tup and setfings to enhance detecBon for a given

DESCRIPTION

Ezotope or izotopes
4 e capable of low vsibility operations
5. Has abasic ab ecognize when and how o improve fiedd spectroscop
Mot Specified Mot Specified
EDUCATION
NOTES: Mot Specfied
All training indicated for the NIMS Type 1 RMND Team Operator including Mot Applicable

1. ICSNS-100; Infroduction to Incident Command System (ICS)
2 ICSNS-200: Basic IGS
3 15-700: National Incident Management System (NIMS), An Introduction

General training with addifional focus on discipline and type (position)
1. Training that meets the competencies and behaviors ideniified for the position of
RND Type 1 Team Operator (Tack Book) 2= verified by the Authority Having
Jursdiction (AH)
Awarencss-evel fraining of the following:
1. Local polices and CONOPs refated fo RND operations
2 Federal, state and local law fhat applies to RND operations
3 Salkety hazards and ococupsfonal dose Bt based on agency policy

TRAINING

Capability bassd traming in the following:
1. RND operational missions
3.  Sieady State

b.  Enhanced Steady State
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¢ Radiclogical Mudlear Search Operations

FND team typed eguipment and its application in the responss mission

ROD and IND specific training for Prevent and Responze

Irterfacing with state and local fusion'inted centers to cbitain general and specific

thweat brefings

5 Sensor orentation and the detector opiimal detecion zone for all ssued
equipment

B Assesting eventivenue constraints and limitations

Crime scene and evidence presenvation

8. Teamtactics for Prevent operations

o

~

Training speciiic fo the RMND Team Operator emvironment:
. Perform as agency Equipment SME
a.  Knowledge of equipment selecfion process
k. Ability fo configurs equipment for overt and low vishility operafions:
¢.  Knowledge of equipment types, their capabdites, Bmitations and
BCCUFECY

d. Knowledge of inspection and preparation sfeps pre-employment
e, Ability fo proside ust-indime fraining to non-RND personned

2 Knowledge of equipment maintenance, updstes and appropriate field repairs

aufhorized by AHJ CONOPs

a.  Demonsirate the ability fo perform field repairs
b.  Demonsirate ability o maintsin equipment records
¢ Demonsirate ability fo perforn firmware updates 2 applicable

3 Perform overt and low visibility operations inchuding:
@ Team tactics for distraction
b.  Dividing teams
¢.  Concesling detectors, visual and audible

4 Chokepoint and checkpomnt operalions

5 Wiide area and limited area sweeps

& Facility Sweeps

NOTES: Mot Specified
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EXPERIENCE

Knowledge Skils and Abilifes:

Knowiedge of the prevent mission framework

Knowledge of radiation as it pertans to the Team Operator Type 1 posiion

Knowledge of tzam issued equipment and operations

Ability to perform advanced RND operations

Communicate effectively

Ensure completion of assigned taske to mest idenfified objectives

Knowledge and ability fo integrate team assets into Joint Hazard Assessment

Teame (JHAT) or other combinations of recources to support specal events and

operations

&  Ability fo receive and brief Team Operators, Team Lesder and other RND assets
Eassd on AR COMNOPs

9. Underctanding of search and seizure requirements

N e pd e

Experience:
1. Demonstrated expenence validatzd by the AHJ in the following:
Comglefion of fre Team Operator Position Task Book (PTB) or equivalent
documentaticn that validates and venfies (by AHJ) the successful completion of all
skills, and demonzirated ability to perform skills in dills, exercses andior actual
operations
2 Cerified Prmary Screener Type 1 by AHJ
3. Cemfied Secondary Screener Type 1 by AHJ

Mot Appicatle

NOTES: Mot Specfied

PHYSICALI
MEDICAL FITNESS

Meetz all medical and physical requiremenis establiched by the AH.J, which includes the
physical capability to work long hours in adwerse and potenBally extreme emvironmental
condifions.

Not Appicatle

NOTES: Mot Specified

CURRENCY

Anrnsal
1. Paricipate in annual RND operafion (real event, exercises, or drlls while
assigned 2 a team operator)
Bianmal
2 Comglete refresher training on mission, position updates and equipment
operation

Mok Applicable

OCT 2014

PREVENTIVE RADIOLOGICAL/NUCLEAR DETECTION

RADIOLOGICAL / NUCLEAR DETECTION GUIDANCE

24 OF 40

A-25



U.S. DEPARTMENT OF HOMELAND SECURITY | FEMA PREPAREDNESS GRANTS

IR
ey Homeland

\“"irﬁs.pf? Secu i‘llj,}f'

Domestic Nuclear Detection Office

TYPE1

TYPE2

NOTES: Completion of Team Operator currency requirements will fulSll all currency requirements for Primary and Secondary Screense

PROFESSIONAL AND
TECHNICAL LICENSES
AND CERTIFICATIONS

Clearance: As defermined by the AHJ

Mot Appiicable

NOTES: Mot Specfied
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TYPE TYPE 3 TYPE 4
Nat Agplicable Mot Applicable
DESCRIPTION
CATEGORY CRITERIA CRITERIA
Nat Specified Mat Specified
EDUCATION
MOTES: Mot Specified
Mot Applicable Mot Applicable
TRAINING
MOTES: Not Specified
Not Applicatle Mot Applicable
EXPERIENCE
MOTES: Mot Specified
Mot Agplicable Mot Apglicable
PHYSICALI
MEDICAL FITNESS
MOTES: Mot Specified
Nat Agplicable Mot Applicable
CURRENCY
MOTES: Mot Specified
Mot Applicable Mot Applicable
PROFESSIOMAL AND
TECHNICAL LICENSES
AND CERTIFICATIONS
NOTES: Mot Specifed
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ORDERING SPECIFICATIONS OR DESIGNATIONS

v Can be ordered as a single resource
Can be ordered in conjunction with a NIMS typed team ( )
Can be ordered in conjunction with a NIMS typed unit ( )

REFERENCES

1.
2.

NOTE

1. Nationally typed resources represent the minimum criteria for the associated category
2. Have ability fo deploy and be self-sufficient for up to 72 hours
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PREVENTIVE RADIOLOGICAL NUCLEAR DETECTION (PRND) SECONDARY SCREENER

TYPE TYPE 1 TYPE 2
The Preventive Radiclogical Nucdlear Detection Secondary Screener Mot Applicable:
1. Has the authority and Jor responsibility for performing the secondary screening tasks to
includs:
a. Interfacing with fre Primary Scresner
b.  Collection of Specira
DESCRIPTION ¢ Radoisotoge ientification
d.  Reachback
£ Assessment
f  Adudication or elevate s needed
2. Operates during steady state or enhanced steady stale modes of operation
Mot Specified Mot Applicable
EDUCATION
MNOTES: Mot Specified
Al traming indicated for the NIMS Type 15econdary Screener, including: Mot Applicable
1. ICSNS-100: Introduction fo Incident Command System (ICS)
2 ICSNS-200: Basic ICS
3 15700 Nationa Incident Management Systemn (NIMS), An Introduction
General training with additional focus on discipling and type (position)
1. Awareness level RadiclogicalMuclear WMD course per NFPA 472 or equivalent,
TRAINING approved by the Authonty Having Jurisdiction (AHJ)
Awareness-level raining of the following:
1. Local policies and CONOPs related to Secondary Screening operations
2. Federal, state and bocal law hat applies to Secondary Screening
3. Safety hazards and occupational doge lmits based on agency policy
Capability based training in the following:
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e

g

10.
1.
12.
13.

TYPEA1
Principles of radiafon defection and the purpese of gamma speciroscopy
Adversarial acfions such az masking and shielding and their impact on defection and
identificaiion of radionuclides
Application of nuclide identificafion during the assecement phase of the Alamn Response:
Guide.

Radioigotopes used in medical, commercial and industrial uses

Basic radicicgical placande, markings and lzbels

Radiclogical packages and shipping documentation

Inspect and preparation and maintenance of Radiafion lzofope kenffier Device (RID)
File siorage and transier during operafions

RIID operator programming fles

Performance of overt and kow vicikility operafions

Digital evidence polices related o specira files

Chain of cusindy issues related fo evidence

RND interviews with the public during low visibility and overt operafions

Tramning specific to the Secondary Screensr environment:

1.

N e L0 P2

]

Naming corventions for instrument files:
a  CalibraBion
b.  Data Colection
¢ Background
Radiafion source security and proper handing
RIID typing
RND mission fenminclogy
Required count time for specira acquisiBion and ability to adjust based on reachback
regquirements
Collection of ancillary data for reachback
Briefing requirements when reporing to Primary Screener
‘Search and Seizure during RND operations

TYPE2

NOTES: Not Specified
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EXPERIENCE

TYPE1
Knowledge, Skills and Abilities
Knowledge of radiation as it perains fo the Secondary Screencr position
Knowledge of Radiation lsotope ldentifier Device (RIID) operaions
Ability fo perform secondary screening operafions and adjudicate non-threat alarms
within reasonable Bmeframe
Communicate effectively with RND personnel and fhe public
Abkility fo employ resource documents in determinaion of appropriate half-life of
radioigotopes
B Ability fio employ resource documents in determinaion of appropriate radicisotopes and
their use in medical, industrial and commercial applications
7. Ability to collect spectra files, fransfer and transmit fo reachback

wop

o

Expefience:

1.  Demonsirated experience validated by the AHJ i the following:
Complefion of e Primary Screener Position Task Book (FTB) or equivalent documentaiion that
valdates and vesfies (by AHJ) the succeseiul completion of all skills, and demonsirated ability to
perform skills in dlls, exercises andior aciual operations

2. Qualified as Primary Screener Type 1 by AHJ

Mot Applicable

NOTES: Mot Specified

PHYSICALS
MEDICAL FITNESS

Meets all medical and physical requirements estsbliched by the AHJ, which includes the physical
capability to work long hours in adverse and potendially extreme emvironmental conditions.

Mot Apglicable

NOTES: Mot Specied

CURRENCY

Anrual
Participate in annwal RND operation (real event, exencises, or drills while assigned as a
Secondary Screener)

Bianrmusal
Comglete refresher fraining on mission and position updates and equipment operaion

1. Quarterly proficiency check: Reachback Demonetration to include acquiring three required
spectra, downloading of Sles, proper naming of files, fransmession of data fo reachback

Mot Applicable

NOTES: Mot Specified
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Not Specified Mot Applicable

PROFESSIONAL AND
TECHNICAL LICENSES AND
CERTIFICATIONS

NOTES: Mot Specified
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TYPE TYPE 3 TYPE 4
Not Applicaisic Not Appiicabie
DESCRIPTION
CATEGORY CRITERIA CRITERIA
Not Applicaicle: Not Applicable
EDUCATION

NOTES: Mot Specified

Not Applicaicis Not Applicatie
TRAINING
NOTES: Mot Specified
Not Applicaicie Not Applicabie
EXPERIENCE
NOTES: Mot Specified
Not Applicaisie Not Applicatie
PHYSICAL/

MEDICAL FITNESS

NOTES: Mot Specified
Not Applicaicle Not Applicabie

CURRENCY

NOTES: Mot Specified
Mot Appicable Mot Appiicabie

PROFESSIONAL AND
TECHNICAL LICENSES AND
CERTIFICATIONS

NOTES: Mot Specified
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ORDERING SPECIFICATIONS OR DESIGNATIONS

v Can be ordered as a single resource
Can be ordered in conjunction with a NIMS typed team ( )
Can be ordered in conjunction with a NIMS typed unit { )

REFERENCES

1.
2

NOTE

1. Nafionally typed resources represent the minimum criteria for the associated category
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PREVENTIVE RADIOLOGICAL NUCLEAR DETECTION PRIMARY SCREENER

TYPE

DESCRIPTION

EDUCATION

TYPE 1

The Prevendive Radiclogical Nuclear Detection (PRND) Primary Screener

1. Has the authonity andior responsgbility for performing the Prmary Screening

process of

Detect
Werify
Locate
Meazure
Azgese
- Adjudicate or elevate as needed.
2. Operates dunng steady state or enhanced steady siate modes of operations
3. Inferiaces with Secondary Screeners as required when an alam is elevated

™o ap op

Mot Specified

ot Applicabls

Mot Aplicable

and reguires secondary screening
CATEGORY CRITERIA CRITERIA

MOTES: Mot Specified

TRAINING

All training indicated for the NIMS Type 1 Primary Screener, including:
1. ICSAS-100: Introduction fo Incident Command System (IC-5)
2 ICEAS-200: Basic ICS
3 IS700: Mational Incident Management System [NIMS), An Introduction

(General training with additional focus on discipline and type (position)
2 Awareness level RadiclogicalMucear WMD course per NFPA 472 or
equivalent, approved by the Authonty Having JurisdicBon (AHJ)

Awareness-level training of the following
1. Three types of RND operafional missions
a. Sieady State
b. Evhanced Steady State
¢ RBNSD

Not Applicable
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TYPE

S e fe P2

TYPE1
Federal, state and local radickogicalinuckear resources and assets
Radiation ferminclogy and units of measurement
Legitimate sources of radiation and identification of matedal
Local policies and COMOPs for Primary Scresning
Siale Statutes related to the Primary Screener role
Federal law related fo Primary Screener

Capsakility based fraining in fhe following

I

Global Nuclear Detection Architecture (GNDA) and the RND mission
Difierences befween the prevent and response mission areas

WVWMD temorism threat posed by Improvised Muclear Device (IND), Radiological
Dispersal Device (ROC), and Radiafion Exposure Device (RED)

RND NIMS typed positions, equipment typing and team tyging

Types and charactesiztics of lonizing radiafion as required for pimary screening
operations

Radiation expesure and contamnation

Principles of radiafion detection

Inspection and preparation steps for Personal Radiation Detector (PRO)
Equipment fypes used in groes detection

Prirmary Screener Alarm Responce Guide

. Common radicacive matenial categories to aid in adjudcation

Proper communicaiion techniques with the public during RND intericws
Proper documentation for RND activiies and alamns
Saliely policies for Pnmary Screening

Trairing Specific io the Primary Screener environment:

1.

LAl S

Proper misgion wocabulary

Scene assecement for safefy and operafing environment
Owert and low vistkility operafions

Triggers fhat indicate need for secondary screening
Transifion procedure Primary to Secondary Screening

NOTES: Mot Specifed
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TYPE TYPEA1
Knowiedge, Sidlls and Ablifies Mot Applicable
1. Knowledge of the prevent mession framework
2. Knowledge of rediation as it pertains to the Primary Screener position
3. Knowledge of personal radiation detecior (PRD) operafions
4. Ability to perform primary screening operations
5. Communicate effectively
E. Ensure completion of assigned tasks fo meet identiSied objecives
7. Knowledge of eguipment Bmitations including emvironmental considerations
EE- S B.  Knowiedge of indicaiors and wamings of temorist activity
5. Knowledge of legal implications associzted with detection equipment use
Demonstrated experience validated by the AH.J in fhe: following
1. Completion of the Primary Screener Posilion Task Book (FTB) or equivalent
documeniztion that validates and veriSies (by AHJ) the successhul complefion
of 2l glalis, and demaonstrated ability to perform skills in dnlls, exercices andior
actua opetatiuﬁ.
NOTES: Mot Specified
Meete all medical and physical requirements establiched by the AH, which includes the Mot Applicable
phiyzical capability to work long hours in adverse and potendially extreme ervironmental
PHYSICALI condifions
MEDICAL FITHESS .
NOTES: Mot Specified
Annus] Mot Applicable
1. Parficipate in annual RND operation (real event, exercises, or drills whils
aesigned ac a Primary Screener)
Biannual
CURRENCY 2. Complete refresher training on mission and posiion updates and equipment
operation
NOTES: Mot Specified
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Mot Specified Mot Applicable

PROFESSIONAL AND
TECHHNICAL LICENSES
AND CERTIFICATIONS

NOTES: Mot Specifed
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TYPE TYPE 3 TYPE 4
Not Applicable Not Applicatle
DESCRIPTION
CATEGORY CRITERIA CRITERIA
Not Applicable Not Applicatle
EDUCATION
NOTES: Not Specified
Not Applicable Not Applicatle
TRAINING
NOTES: NotSpecified
Not Applicable Not Applicatle
EXPERIENCE
NOTES: Not Specified
Not Applicable Not Applicatle
PHYSICAL!
MEDICAL FITNESS
NOTES: Not Specified
Not Applicable Not Applicable
CURRENCY
NOTES: Not SpeciSied
Not Applicable Not Applicatle
PROFESSIONAL AND
TECHHNICAL LICENSES
AND CERTIFICATIONS
NOTES: Not SpeciSied
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ORDERING SPECIFICATIONS OR DESIGNATIONS

v Can be ordered as a single resource
Can be ordered in conjunction with a NIMS typed team ( )
Can be ordered in conjunction with a NIMS typed unit { )

REFERENCES
1.
2

NOTE
1. Nationally typed resources represent the minimum critena for the associated category
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