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RADIOLOGICAL / NUCLEAR DETECTION GUIDANCE 

A. Purpose  

This document provides guidance for state, local, tribal, and territorial (SLTT) 
jurisdictions seeking to use Federal Emergency Management Agency (FEMA) 
preparedness grants and Domestic Nuclear Detection Office (DNDO) assistance 
resources to develop and sustain radiological/nuclear (R/N) detection capabilities. This 
guidance will:  

 Describe the R/N detection mission;  

 Outline the essential tools jurisdictions need to build, maintain, and sustain R/N 
detection capabilities; 

 Discuss the Federal preparedness grants available to help jurisdictions identify 
and acquire those tools and list steps jurisdictions can take to secure those 
Federal resources; and, 

 Present the planning, technical, and operational assistance that DNDO can 
provide to support R/N detection capability development and sustainment.  

DNDO produced this document as a supplemental resource to Department of 
Homeland Security (DHS) preparedness grants, including the Homeland Security Grant 
Program (HSGP) and Port Security Grant Program (PSGP).  

B. Radiological/Nuclear Detection Mission 

Preventing nuclear terrorism is a national security priority for the United States. As part 
of the effort, the U.S. Government seeks to prevent adversaries from unauthorized 
development, possession, importation, storage, transport, or use of nuclear or other 
radioactive materials. NSPD-43/HSPD-14 and the Safe Port Act of 2006 charge the 
DHS Domestic Nuclear Detection Office (DNDO) with coordinating the development of 
the Global Nuclear Detection Architecture (GNDA), which is a framework for detecting 
(through technical and non-technical means), analyzing, and reporting on nuclear and 
other radioactive materials out of regulatory control. To accomplish this, DNDO works 
with partners from federal, SLTT, and international governments, as well as the private 
sector.  
DNDO’s assistance to SLTT partners serves to coordinate and enhance their ability to 
detect and interdict R/N threats by ensuring law enforcement and public safety 
personnel are well-trained and use the right technology where applicable. Close 
collaboration between DNDO and SLTT officials when developing, enhancing, or 
sustaining R/N detection programs ensures efficient integration of SLTT programs and 
capabilities into the GNDA.  
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C. Developing, Maintaining and Sustaining Radiological/Nuclear 
Detection Capabilities 

An enduring, comprehensive R/N detection capability requires planning, maintenance, 
and sustainment. DNDO provides support to jurisdictions seeking to develop new R/N 
detection capabilities, as well as to maintain and sustain existing capabilities. This 
section summarizes the necessary actions and available resources at each step. 
 
 R/N Detection Capability Development. Jurisdictions should understand the 

R/N risk factors in their area and identify gaps between their existing R/N 
detection capabilities and recommended capability levels. DNDO provides tools 
that help jurisdictions determine their level of capability and to acquire 
technologies and training to fill capability gaps. DNDO also works with SLTT 
partners to engage with regional fusion centers, State Homeland Security 
Advisors, and other organizations that provide resources when developing an 
R/N detection capability. 

 
 R/N Detection Capability Maintenance: Jurisdictions must routinely refresh, 

replace, and calibrate equipment to ensure effective performance. Officials 
should also organize regular training, drills, and exercises to ensure staff 
proficiency. DNDO works with jurisdictions to perform planning, training, and 
exercises necessary to maintain desired levels of performance.  
 

 R/N Detection Capability Sustainment. Jurisdictions can help ensure long-term 
capability sustainment by keeping senior leadership apprised of the R/N threat 
and detection mission and incorporating R/N detection capability needs into their 
budget process and staff transition plans. DNDO works with SLTT partners on 
both of these fronts to ensure continued R/N detection capability. 

D. Preparedness Grant Funding to R/N Detection: Threat and Hazard 
Identification and Risk Assessment and State Preparedness Report 
Processes 

Stakeholders should ensure strategic planning for an R/N detection program aligns with 
Presidential Policy Directive 8 (PPD-8) guidance, SLTT strategic priorities, and other 
priorities as may be appropriate. Specifically, R/N detection planners ensure proper 
coordination of regional resources by incorporating the R/N detection mission into state 
and local strategic preparedness planning efforts. For State and Urban Area Security 
Initiative (UASI) partners, this planning will include the Threat and Hazard Identification 
and Risk Assessment (THIRA) process and respective state, urban area, and area 
maritime security committee working groups. R/N detection planning will also include 
the State Preparedness Report (SPR) development process. FEMA’s Comprehensive 
Preparedness Guide (CPG) 201, 2nd Edition: THIRA Guide provides a process overview 
and can be found online at: FEMA National Preparedness Cycle website.  

http://www.fema.gov/plan
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Prior to initiating program activities, grantees are encouraged to contact DNDO at 
dndo.sla@dhs.gov  in order to take advantage of available program guidance, tools, 
resources, and updates. 

D.1. Including R/N Detection in the THIRA Process 
The THIRA process has four steps, as shown in Figure 1.  DNDO recommends that 
SLTT leaders developing an R/N detection capability take the following actions during 
the relevant steps of the THIRA process: 
 Step 1: Jurisdictions should coordinate with state or regional fusion centers for 

input to the THIRA “Threat” component. The DHS Office of Intelligence and 
Analysis (I&A) developed a threat template in coordination with DNDO to assist 
fusion centers in this effort and provide a national perspective on R/N threats.  
 

 Step 2: Jurisdictions should evaluate and prioritize R/N vulnerabilities in the 
context of local threats to identify R/N detection capabilities to be developed.  
 

 Steps 3 and 4: Planners should refer to the PPD-8 core capabilities and 
associated desired outcomes to give identified R/N risk factors context (step 3) 
and establish R/N detection capability targets (step 4). The DNDO Capability 
Development Framework (CDF) can further assist with this activity (see section 
E.1). R/N detection directly supports the Screening, Search, and Detection core 
capability. Other core capabilities applicable to a R/N detection program include, 
but are not limited to: 

 
o Intelligence and Information Sharing 
o Interdiction and Disruption 
o Operational Coordination 
o Planning 
o Public Information and Warning 
o Risk Management 

 
Figure 1 outlines the four-step THIRA process aligned to DNDO guidance 
recommendations. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

mailto:dndo.sla@dhs.gov
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Figure 1. The Four-Step THIRA Process 
 
DNDO has developed guidance materials to assist state and local officials to effectively 
identify and evaluate the R/N threat within the THIRA process (Section E.1). Additional 
information on core capabilities and associated desired outcomes can be found online 
at http://www.fema.gov/core-capabilities. Planners should also use the CDF (see 
Section E.1) to further refine R/N detection-specific target outcomes.  
 

D.2. Applying THIRA R/N Findings to the SPR 
States and UASIs can use the R/N information from their THIRA submission to 
accurately reflect their R/N detection capability when completing the SPR.  This process 
includes three focus areas: 
 
 Designating the seven core capabilities listed above as priorities for the state or 

territory and refine capability targets 
 Within the Unified Reporting Tool (URT), ensure that the functional area 

checkboxes that address gap areas incorporate R/N, suggesting language for 
“other functional areas” whenever appropriate 

 Use the free-text gap descriptions available for all core capabilities by offering 
language that describes specific R/N gaps related to any Planning, Organization, 
Equipment, Training, and Exercise (POETE) element 

 

D.3. Leveraging DHS Preparedness Funding  
DHS preparedness funding may be used for R/N detection program maintenance 
contracts, warranties, repair or replacement costs, upgrades, and user fees under all 
active and future grant awards. However, stakeholders are reminded to be sensitive to 
grant supplanting issues. Funds may also be used to support training and exercise 
requirements. 
 
Specifically within the Homeland Security Grant Program, states are required to ensure 
that at least 25% of the combined funds are dedicated toward Law Enforcement 
Terrorist Prevention Activities (LETPA) linked to one or more core capabilities within the 
National Preparedness Goal. Allowable costs within include the following:  
 
“Building and sustaining preventive radiological and nuclear detection capabilities, 
including those developed through the Securing the Cities initiative.”  

 
More information about allowable maintenance and sustainment costs are located in 
FEMA Information Bulletins #336  and #348 and supplemented in FEMA Grant Policy 
FP 205-402-125-1. 

D.4. Allowable Costs  
Appendix A outlines DHS preparedness grants available to build, enhance, or sustain 
R/N detection programs. Appendix A also identifies specific R/N detection equipment 
(via the Authorized Equipment List) allowed by each grant.  
 

http://www.fema.gov/core-capabilities
http://www.fema.gov/pdf/government/grant/bulletins/info336.pdf
http://www.fema.gov/pdf/government/grant/bulletins/info348.pdf
http://www.fema.gov/media-library-data/20130726-1915-25045-9444/gpd_maintenance_policy.pdf
http://www.fema.gov/media-library-data/20130726-1915-25045-9444/gpd_maintenance_policy.pdf
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E. DNDO Assistance, Support, and Available Resources 

DHS supports SLTT R/N detection capability development through assistance and 
preparedness funding. This section describes the types of assistance and other 
resources DHS provides and offers an overview of how to apply available funding 
toward allowable costs. 
The following sections outline the POETE support DNDO can provide. 

E.1. Planning and Organization Support 
DNDO provides direct assistance to plan, develop, manage, evaluate, and sustain a 
R/N detection program and facilitates threat awareness to federal and SLTT 
stakeholders through workshops and a standardized process. DNDO also provides 
direct support to stakeholders to establish the following capabilities: 
 Sustainable statewide or regional program framework 
 Response and alarm adjudication processes and support structures 
 Threat awareness training and baseline capability assessments 
 Program enhancement objectives and priorities 
 Program sustainment, training, and exercise plans 
 Special events planning 
 Data and intelligence coordination structure 

DNDO’s assistance can be tailored to fit individual needs (from statewide efforts to local 
jurisdictions), launch new programs, or review and enhance existing programs. Contact 
DNDO at dndo.sla@dhs.gov to develop or enhance R/N detection capabilities within 
your state, agency, or jurisdiction. 
 
Radiological/Nuclear Detection and Adjudication Capability Development 
Framework (CDF). The CDF assists SLTT planners with identifying recommended 
levels of R/N detection capability based on the likelihood of their jurisdiction being 
targeted or used as a transit point for an R/N threat. The CDF is based on lessons 
learned provided by subject matter experts and is intended to provide strategic 
guidance without establishing specific requirements. Planners can leverage this tool to 
support grant investment justifications and the THIRA process by utilizing the CDF to 
identify desired levels of capability and current capability gaps. The CDF and supporting 
resources are available on the R/N detection Community of Interest (COI) web portal or 
by contacting DNDO at dndo.sla@dhs.gov. 
 
Radiological/Nuclear Detection Community of Interest (COI) Web Portal. The 
Homeland Security Information Network (HSIN) R/N detection COI provides consistent, 
useful R/N detection information to the federal and SLTT R/N detection community. The 
R/N detection COI enhances communication between DNDO and the broader R/N 
detection community while providing a forum where vetted users can securely 
collaborate to share examples, best practices and lessons learned. The COI provides 
federal and SLTT operators seeking to build or enhance R/N detection capability with 

mailto:dndo.sla@dhs.gov
mailto:dndo.sla@dhs.gov
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access to DNDO capability development documents. Interested individuals with a “need 
to know” may request access by emailing R/N detection_COI@hq.dhs.gov with the 
subject line “R/N detection COI HSIN Access Request.” 
 
NIMS Resource Type Definitions  
Appendix B provides NIMS Resource Type definitions which categorize R/N detection 
equipment, teams, and personnel. SLTT planners developing or enhancing R/N 
detection capabilities should identify types and quantity of current NIMS resources, as 
well as those envisioned as part of grant submission(s). Planners should also consider 
Emergency Management Assistance Compact or other interstate mutual aid 
agreements and compacts in place or anticipated.  
 
The R/N detection NIMS resource type definitions are available on the HSIN R/N 
detection COI web portal. Currently, these resource types are undergoing the FEMA tier 
one national-level review, and once approved, will be posted at the FEMA Resource 
Typing Library Tool.  
 
Analysis, Plans and Protocols. Working in coordination with federal and SLTT R/N 
detection operators, DNDO has developed THIRA guidance, planning templates and 
training materials to assist stakeholders with developing and sustaining R/N detection 
capabilities. The THIRA guidance assists stakeholders in effectively identifying and 
evaluating the R/N threat within their jurisdictions. DNDO also developed planning 
templates and compiled examples to assist in the establishment of concepts of 
operations (CONOPs) and standard operating procedures (SOPs) for R/N detection 
operations and alarm resolution. 

E.2. Equipment 
DNDO continues to pursue coordinated delivery of R/N detection capabilities to expand 
SLTT capabilities.  Grantees intending to purchase R/N detection equipment are 
advised to consider only instruments independently tested by accredited laboratories 
and with demonstrated conformity with applicable American National Standards 
Institute/Institute of Electrical and Electronics Engineers (ANSI/IEEE) N42 standards.  
The test reports provide the SLTT community performance and operational test results 
that allow for the selection of the best possible equipment for their needs. 
Manufacturers offering new equipment for consideration should be asked to provide 
evidence of independent testing for compliance with these standards.   
 
DNDO equipment test reports are available on the Argonne National Laboratory, Report 
Analysis and Archive System (RAAS) at https://raas.anl.gov/ or upon request 
DNDO.SLA@dhs.gov . Additionally, the SLTT community can reach out to the Data 
Mining, Analysis, and Modeling Cell (DMAMC) to get more information about their 
specific needs.  The DMAMC can be reached at dmamc@hq.dndo.gov.  
 
Mobile Detection Deployment Units. DNDO’s Mobile Detection Deployment Units 
(MDDUs) are national R/N detection “surge” assets, designed to supplement first 
responders’ existing R/N detection and reporting capabilities, especially in support of 
national and other special security events. MDDUs contain R/N detection equipment 

mailto:R/N%20detection_COI@hq.dhs.gov
https://rtlt.preptoolkit.org/Public
https://rtlt.preptoolkit.org/Public
https://raas.anl.gov/
mailto:DNDO.SLA@dhs.gov
mailto:dmamc@hq.dndo.gov
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(MDDUs are equipped for approximately 40 emergency responders while others are 
equipped for 20 responders) housed in a mobile trailer package. These detection 
packages are distributed across the United States and maintained through a DNDO 
agreement with the Department of Energy Radiological Assistance Program. MDDU 
equipment includes portable backpack R/N detection units, high and low-resolution 
radiation identification hand-held instruments, and personal radiation detection devices. 
Each MDDU is accompanied by a technical support staff to train personnel on the use 
of equipment and to help integrate these capabilities into existing operations. This 
equipment is available at no cost to the stakeholder and requests for MDDU support 
should be directed through DNDO at DNDO_MDDU_Request@hq.dhs.gov.  

E.3. DNDO Training 
DNDO has developed nationally-recognized guidelines, standards, training, and 
qualifications to more effectively increase R/N detection, operations, and planning 
capabilities. DNDO provided training is available at no cost to the stakeholder, minus 
backfill and overtime. R/N detection training is available via a variety of different 
platforms, and includes the following: 
Instructor-led (IL) courses 

• QuickStart: Two day course that focuses on threat awareness and radiation 
detection equipment applications within the PRND mission functions.  

• Radiological Nuclear Detection Concepts, Tactics and Integration Course 
(RCTIC): Three-day course that focuses on the integration of federal, state, local, 
tribal and territorial (FSLT&T) and R/N detection assets into public event security 
plans and operations. This course is taught in both a residential and mobile 
format. 

 
Web-based and Virtual courses (eLearning) 

• HSIN DNDO Training Site: This site offers many training resources including 
recommendations for intended audience, course length, learning objectives, 
prerequisites, enrollment methods. and online courses covering the following 
capabilities: 

• Basic (Awareness) 
• Intermediate (Operational Performance) 
• Advanced (Management, Planning and Technical Performance) 
• Executive (Executive Management) 

 
• Refresher Training: Most R/N detection skills require a minimum of yearly 

retraining to maintain proficiency. Frequency of training varies by the skill learned 
but most require a minimum of yearly retraining. The DNDO Training program 
developed web-based training (WBT) courses that are easily accessible by 
stakeholders through mobile devices in the field. These courses meet the 
minimum requirement for an operator to maintain the particular skill being 
trained. 

mailto:DNDO_MDDU_Request@hq.dhs.gov
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• “Just in Time” (JIT) Training: This courseware is intended for operators in the 
field needing “just in time” training, and was developed for tablet and smart 
phone based mobile application. The Electronic Performance Support System 
provides operators with 3-5 training videos on topics ranging from field 
operations to equipment refresher training. 

 
DNDO Sponsored Partner Training 

• The Center for Domestic Preparedness (CDP) and the Counter-Terrorism 
Operations Support at the Center for Radiological/Nuclear Training (CTOS): As 
training providers, meets DNDO’s Training Program needs for reaching state and 
local first responders with training and qualification courses funded, in part, 
through the FEMA National Training and Education Division (NTED).  As a 
consortium member, FEMA funds CDP and CTOS to provide training to all 
disciplines within the first responder world, including courses focused on the 
preventive R/N detection mission space.  DNDO, CDP and CTOS are 
contractually engaged to ensure training products meet standards established by 
DNDO.  Delivery of training funded by FEMA provides opportunities for state and 
local program development that might not otherwise be present.   

 

E.4. DNDO Exercises and Evaluation 
DNDO assists in the development and implementation of improvement plans and 
protocols, as well as the design, development, and conduct of R/N detection exercises 
for state and local entities in compliance with Homeland Security Exercise and 
Evaluation Program (HSEEP) methodology. DNDO exercise support is available to help 
state and local jurisdictions evaluate and improve their own detection capabilities. 
DNDO has also developed a comprehensive library of standardized, exercise templates 
and guidance materials for the design, conduct, analysis, and reporting of detection 
exercises. This library of material is continuously updated as an added support service 
to state and local stakeholders. 
DNDO also provides overt and covert operational assessments and open source 
adversarial assessments. Operational assessments assist partner agencies in 
assessing the effectiveness of their R/N detection capability in an actual operating 
environment, and include the use of threat materials and mock devices. Adversarial 
assessments are from an outsider’s perspective and do not rely upon “inside” 
information of current or planned capabilities. The assessment team replicates an 
adversary looking to determine the Nation’s capability to detect and defeat an R/N 
attack. DNDO assessments identify and evaluate vulnerabilities and best practices 
across the GNDA and supports improvements over time. 

E.5. DNDO Operational Support 
DNDO also provides SLTT organizations with a direct link to technical reachback for 
alarm adjudication via the Joint Analysis Center Collaborative Information System 
(JACCIS). Joint Analysis Center (JAC) personnel facilitate 24/7 adjudication by assisting 
these organizations in obtaining and maintaining JACCIS accounts, inputting their data 
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into the system, and providing technical information to alarm adjudicators to aid their 
decision-making processes.  
Call (866) 789-8304 or email dndo.jac2@hq.dhs.gov to request a JACCIS account or 
get more information on the GNDA.  
Additionally, The Source is the JAC’s weekly informational bulletin consisting of: 
 A summary of Nuclear Regulatory Commission (NRC) lost and stolen source 

information of significance posted on their Event Notification page for the 
previous calendar week 

 A summary of GNDA-related news  
 R/N detection information  

E.6. Securing the Cities (STC) Program 
The STC Program assists state, local, and tribal stakeholders design and implement or 
enhance existing architectures for coordinated and integrated detection and interdiction 
of nuclear materials out of regulatory control that may be used as a weapon within high-
threat/high-density UASI areas.  Urban Areas are selected through a competitive 
application process.  The program assists these jurisdictions by using cooperative 
agreements to enhance regional capabilities to detect, identify, and interdict nuclear 
materials that are out of regulatory control, guide the coordination of federal, state, local, 
and tribal entities in their roles defined by the GNDA and encourage participants to 
sustain their nuclear detection program over time. 

mailto:dndo.jac2@hq.dhs.gov
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Appendix B: Preventive Radiological and Nuclear Detection NIMS Resource Types (under FEMA 
review)  
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