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SAFECOM NCSWIC

About SAFECOM and NCSWIC

DHS OEC and the Joint SAFECOM and NCSWIC Funding and Sustainment Committee developed
this document. SAFECOM’s membership includes more than 60 members representing federal,
state, local, and tribal emergency responders, elected and appointed officials, and major
intergovernmental and national public safety associations, who provide input on the
challenges, needs, and best practices of emergency communications. The NCSWIC is comprised
of Statewide Interoperability Coordinators (SWIC) and their staff from 56 states and territories;
SWICs promote the critical importance of interoperable communications. This document
reflects the expertise of SAFECOM and NCSWIC members, and DHS OEC coordination efforts to
share innovative methods, best practices, and lessons learned in funding and sustaining public
safety communications systems. The Joint SAFECOM and NCSWIC Funding and Sustainment
Committee will continue to seek best practices for emergency communications grantees and
share updates as they become available.

SAFECOM: http://www.dhs.gov/SAFECOM NCSWIC: www.dhs.gov/SAFECOM/NCSWIC
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SAFECOM INTEROPERABILITY CONTINUUM

Developed with practitioner input from the Department of Homeland Security’s (DHS) SAFECOM
program, the Interoperability Continuum is designed to assist emergency response agencies and policy
makers to plan and implement interoperability solutions for data and voice communications. This tool
identifies the five critical success elements that must be addressed to achieve a sophisticated
interoperability solution: governance, standard operating procedures, technology, training and
exercises, and usage of interoperable communications. The Interoperability Continuum can be used by
jurisdictions to track progress in strengthening interoperable communications. In addition, the DHS
Office of Emergency Communications has used the Interoperability Continuum to develop the
priorities and measure the goals of the National Emergency Communications Plan.

Exhibit A5-1. SAFECOM Interoperability Continuum
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Interoperability is a multi-dimensional challenge. To gain a true picture of a region’s interoperability,
progress in each of the five interdependent elements must be considered. For example, when a region
procures new equipment, that region should plan and conduct training and exercises to maximize the
use of that equipment. Optimal level interoperability is contingent upon individual agency and
jurisdictional needs. The Continuum is designed as a guide for jurisdictions that are pursuing a new
interoperability solution, based on changing needs or additional resources; it is an evolving tool that
supports national preparedness doctrine including, but not limited to, the National Incident
Management System, the National Response Framework, and the National Emergency
Communications Plan. To maximize the Interoperability Continuum’s value to the emergency response
community, SAFECOM will regularly update the tool through a consensus process involving
practitioners, technical experts, and representatives from Federal, State, local, and tribal agencies.
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Summary of Funding and Sustainment Resources

The following materials were developed by SAFECOM and the National Council of Statewide
Interoperability Coordinators (NCSWIC) to help state and local stakeholders educate decision-
makers and elected officials on public safety communications systems and funding. These
documents can be used as read-ahead materials or handouts. All of the products listed below
are available on the Funding Page of the SAFECOM website
(https://www.dhs.gov/safecom/funding), under the section titled, ‘Sustaining Public Safety
Communications Systems.’

1. Land Mobile Radio Documents
e Land Mobile Radio Trio

o LMR 101, Part I: Educating Decision Makers on LMR Technologies includes
basic information for use in educating decision-makers about the importance
of LMR technologies. The paper includes simple diagrams, terminology,
history, and current usage of LMR technologies by public safety agencies.

o LMR for Decision Makers, Part ll: Educating Decision Makers on LMR
Technology Issues provides information about emerging technologies, and
the impact such technologies will have on LMR systems as they evolve.
Information includes discussion of the LMR-to-LTE transition, and the need to
sustain mission critical voice through such transition.

o LMR for Project Managers, Part lll: A P25 Primer for Project Managers and
Acquisition Managers delivers an introduction about standards-based (i.e.,
Project 25 [P25]) purchasing, and an overview of the P25 standard explaining
its importance to public safety interoperability.

e Land Mobile Radio Brochure

The LMR Brochure was developed to educate state and local decision-makers and
elected officials on LMR issues, and to explain why it is important to fund and sustain
LMR. We have provided a web version, that can be transmitted and read electronically,
or a print version that enables members to print, as needed.
o Land Mobile Radio Brochure (Web Version)

This version of the LMR Brochure is only available in an online format.
o Land Mobile Radio Brochure (Print Version)

This version of the LMR Brochure is available to copy and print.

e Land Mobile Radio (LMR) Action Memorandum
The LMR Action Memorandum provides public safety stakeholders with basic
information they can give to state and local decision-makers and elected officials on
why it is important to fund and sustain public safety radio systems.
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SAFECOM NCSWIC

2. Funding Mechanisms Document: Examples of How State and Local Entities are Funding Public
Safety Communications Systems
e Funding Mechanisms for Public Safety Communications Systems
This document provides an overview of various methods of funding emergency
communications systems (e.g., bonds, special tax, surcharges), and specific examples
of where these methods have been used to fund state and local systems.

e Funding Mechanisms for Public Safety Communications Systems Table
This document presents additional funding mechanisms for states and localities
funding emergency communications systems.

3. Grants Information and Resources for Grantees
e Fiscal Year 2016 Emergency Communications Financial Assistance Program
This document provides a list detailing Federal financial assistance opportunities
that support emergency communications.

e Improving Grant Management: Recommendations for Public Safety Agencies
This document provides SAFECOM grants best practices from the DHS Inspector
General report on grants management.

e Guidance for Public Safety Entities Interested in Broadband Purchasing Equipment
This document provides grantees with federal guidance on broadband purchasing
(i.e., when it is allowed). The language is pulled from the FY 2015 SAFECOM Grant
Guidance

SAFECOM and NCSWIC encourage you to share these documents with public safety agencies in
your region. Several states have already leveraged these documents to help inform officials of
public safety needs, and to help garner funding and support for public safety communications
projects. If you have any questions or feedback on these materials, please contact SAFECOM at
SAFECOMGovernance@HQ.DHS.GOV or NCSWIC at NCSWICgovernance@HQ.DHS.GOV.
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SAFECOM NCSWIC

Land Mobile Radio (LMR) 101

Part 1: Educating Decision-Makers on LMR Technologies

INTRODUCTION

Every day, dedicated men and women risk their lives to make our communities safe and secure. The job of emergency
responders at every level of government—federal, state, local, tribal, and territorial—is to respond to and manage incidents of
varying size and scope, and assist communities with recovery efforts. This mission requires timely decision-making and
coordination among law enforcement and fire personnel, emergency medical services, 911 staff, emergency managers, and
health care professionals. As Figure 1 represents, multiple response agencies are involved in a single incident.
Communications is a critical part of that response; a breakdown of communication at any one of these junctures could
negatively affect response, risking life and property.

9-1-1 call is placed via Dispatcher alerts closest,
Emergency landline, wireless or Voice most appropriate respond-
situation over IP (VoIP) phone & ers using standardized
identified routed to the closest PSAP dispatch procedures

Emergency Situation #

! | 9-1-1 Public Safety
9-1-1 Caller @ | Answering Point (PSAP)@ Emergency Responders
= 18

9-1-1 call taker answers & Responders

collects critical data (e.g., communicate &
“What is the location & coordinate with
nature of the emergency?”) dispatch personnel

Responders take action to resolve situation
Figure 1. Mission-Critical Communications during Emergency Response

Public safety agencies rely on land mobile radio (LMR) systems as the primary means for transmitting mission-
critical voice communications between emergency responders.

WHAT ARE LMR SYSTEMS?

LMR systems are terrestrially-based, wireless communications systems commonly used by federal, state, local, tribal, and
territorial emergency responders, public works companies, and even the military to support voice and low-speed data
communications. LMR systems typically consist of handheld portable radios, mobile radios, base stations, a network, and
repeaters.

o Handheld portable radios are carried by public safety personnel and tend to have a limited transmission range.

e Mobile radios are often located in vehicles and use the vehicle’s power supply and a larger antenna, providing a
greater transmission range than handheld portable radios.

e Base station radios are located in fixed positions, such as public safety answering points or dispatch centers, and
tend to have the most powerful transmitters.

e A network is required to connect the different base stations to the same communications system.
Repeaters are used to increase the effective communications range of handheld portable radios, mobile radios, and
base station radios by retransmitting received radio signals.
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Figure 2 depicts a basic LMR system that shows the flow of communication between emergency responders using portable or
mobile radios, which are connected to a network of base stations, towers, and repeaters.1

A\
el =
Portable radio user Repeater station Transmitter Mobile radio user
tower
Sources: GAO and DHS, Figure 2. Basic Components of an LMR System

LMR systems have been deployed since the 1930s to support mission-critical voice communications. Over time, many
public safety agencies have migrated from basic LMR systems to more advanced communications systems.

Many agencies have moved from basic, conventional systems to more complex trunked systems. Conventional radio
systems have dedicated frequencies and channels assigned to individual groups of users. When a user makes a call, and
selects a channel, other members of the group cannot use the channel until the call is over.? Trunked systems are computer-
controlled, and assign a pool of channels for use by multiple individuals. When a call is made by a user on a trunked
system, an available channel is automatically selected by the system from the pool of channels, leaving the remaining
channels available for others. While trunked systems are more complex and require more infrastructure than conventional
systems, they allow for the sharing of channels among a large group of users, increase capacity and interoperability, reduce
congestion, and enable the more efficient use of communication channels.?

Some states, regions, and large urban areas have migrated from basic systems to computer-based, or Internet Protocol (IP)-
based systems, which has allowed agencies to increase capacity (i.e., the number of users on a system), enhance
capabilities, and improve interoperability. Figure 3 provides an example of a regional or statewide IP network.

S s
State State
first responders first responders
800/700 MHz 800/700 MHz
Vendor A S Vendor B
IP netwark
;ué ___...--—"""ﬁ-.r'__ S e \\
Local R
first responders
800/700 MHz Gateway
Vendor C i
"'I ,// « State agencies connect directly to =
o { tha network.
« Local agencies can connect directly Local
| to the network or through a gateway. first responders
[} |
[ e networs Vendor b
Source: GAO-07-301 Figure 3. Example of a Regional or Statewide IP Network

; “First Responders: Much Work Remains to Improve Communications Interoperability.” GAO-07-301: Published: Apr 2, 2007.
Ibid.
¥ Ibid.
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WHY ARE LMR SYSTEMS IMPORTANT?

LMR systems are the primary means of voice communications among public safety personnel. LMR systems are
designed to meet the unique needs of public safety, and deliver secure, reliable, mission-critical voice communications in a
variety of environments, scenarios, and emergencies. LMR technologies have been used by public safety personnel for many
years, and provide the most reliable means of voice communications for public safety at this time.

LMR technologies have been enhanced to provide mission-critical features. LMR technology has progressed over time
from conventional, analog voice service (e.g., two-way communications) to complex systems incorporating digital and
trunking features that enable such features as rapid voice call-setup, group calling capabilities, high-quality audio, and
guaranteed priority access to the end-user. These enhancements have improved the interoperability, spectral efficiency,
security, reliability, and functionality of voice and low-speed data communications for public safety personnel.

Public safety agencies are trained and skilled in the use of LMR technologies. LMR technologies and features have been
integrated into response protocols and training curriculum, and tested through planned exercises and real-world events. While
new technologies are entering the market every day, emergency responders are most familiar with how LMR technologies
work. Responders have been trained in their use, and have used LMR technologies in a variety of settings over many years.
This familiarity has helped public safety agencies plan for various scenarios and execute effective response operations.

Federal, state, and local agencies have invested billions of dollars in LMR infrastructure. The federal government has
provided billions of dollars in grant funding for state, local, tribal, and territorial governments to install, expand, and enhance
LMR systems. Individual states, localities, and regions have also devoted public funding to communication systems.
Agencies and jurisdictions have worked together to leverage existing infrastructure, connect LMR systems, and create
networks of communications systems. State, local, tribal, and territorial governments are continually upgrading these systems
to improve interoperability, capabilities, coverage, and capacity. These systems are in place and working.

CURRENT CHALLENGES TO CONSIDER WHEN UPGRADING LMR SYSTEMS

As LMR systems and technologies evolved over many decades, agencies have a variety of communications systems in place
today. Some agencies have basic LMR systems in place. Some agencies have more advanced systems in place. Not all of
these systems are compatible with each other, inhibiting the ability of public safety responders and officials to talk to each
other during emergencies. Below are challenges facing agencies and jurisdictions interested in upgrading public safety
communications systems:

e Agency-specific systems. Many systems have been designed to meet specific agency missions. Vendors offer
customized LMR systems and equipment, designed to serve specific agency missions; vendors build systems to
proprietary standards, and offer vendor-specific features that served single agency missions, but may not be
compatible with surrounding systems.

e Spectrum issues. Agencies and jurisdictions must secure licenses to operate their communication systems on the
radio spectrum. The Federal Communications Commission (FCC) assigns spectrum to public safety agencies,
according to their needs and use. Public safety communication systems operate on different spectrum frequencies
(e.g., very high frequency [VHF], ultra high frequency [UHF], 700 megahertz [MHz], 800 MHz). Systems that
operate on different frequencies are not always interoperable. Agencies often invest in bridging devices, and other
equipment that connect disparate systems to enable interoperability between systems and responders.*

e Non-standards-based systems that are vendor-specific or customized, and therefore are not compatible with
neighboring public safety LMR systems.

e Advanced technologies that are not backward compatible with current systems, including advanced LMR
features, Internet Protocol (IP, or computer-based) systems, and broadband technologies that cannot interoperate with
older LMR systems.

e Backup communications solutions that include commercial cellular voice and data networks as the primary or only
source of back-up; these networks may be overwhelmed by congestion and capacity issues during emergencies.

e Encrypted communications that are proprietary, or not standardized, prohibiting interoperability with radios that
are not encrypted in the same way; if encryption is used, it should be standards-based, and implemented inclusively
to ensure existing interoperability is maintained.

4 “First Responders: Much Work Remains to Improve Communications Interoperability.” GAO-07-301: Published: Apr 2, 2007.
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GUIDANCE FOR AGENCIES INTERESTED IN UPGRADING LMR SYSTEMS

To overcome these challenges, the federal government provides grant funding and guidance to states and localities. The
Department of Homeland Security (DHS), Office of Emergency Communications collaborates with SAFECOM and the
National Council of Statewide Interoperability Coordinators (NCSWIC) to develop the annual SAFECOM Guidance on
Emergency Communications Grants (SAFECOM Guidance). The SAFECOM Guidance provides recommendations, best
practices, and resources to public safety agencies investing federal funds in emergency communications. DHS encourages
grantees to:

e Review the National Emergency Communications Plan (NECP) and Statewide Communication
Interoperability Plans (SCIP), to ensure that grant proposals support broader plans to improve communications
across all systems and users.

e Coordinate with Statewide Interoperability Coordinators (SWICs), to serve as a single point of contact to
implement statewide plans and coordinate regional projects.

o Develop Standard Operating Procedures (SOPs) that provide mutually-approved processes to coordinate public
safety agencies’ resources during response operations.

¢ Invest in training, exercises, and activities that enhance operational coordination that prepare emergency
responders to communicate across agencies.

e Purchase standards-based equipment (e.g., Project 25 for LMR, Long-Term Evolution [LTE] for broadband
technologies) to ensure public safety systems can interoperate.

State, local, tribal, and territorial governments are encouraged to reference the SAFECOM Guidance when developing
emergency communications projects and target federal funding toward the priorities above.

CONCLUSION

LMR technologies provide mission-critical voice communications that are tailored to public safety needs. While the
community considers new and emerging technologies to supplement communications, current LMR capabilities must be
sustained until other technologies provide the reliability that LMR offers. Decision-makers should consider the impact of
funding decisions on their agencies’ ability to communicate during day-to-day incidents, emergencies, and natural and man-
made disasters. The federal government and public safety agencies have spent billions building a vast LMR infrastructure and
training users. Without continued investment to operate and maintain LMR systems, emergency communications could be
compromised.

ABOUT SAFECOM/NCSWIC

SAFECOM is comprised of more than 70 members representing federal, state, local, and tribal emergency responders, and
major intergovernmental and national public safety associations, who aim to improve multi-jurisdictional and
intergovernmental communications interoperability through collaboration with emergency responders and policymakers
across Federal, State, local, tribal, territorial, and international partners. SAFECOM members bring years of experience with
emergency communications during day-to-day operations, and natural and man-made disasters. SAFECOM members offer
insight and lessons learned on governance, planning, training, exercises, and technologies, including knowledge of equipment
standards, requirements, and use. SAFECOM members also provide input on the challenges, needs, and best practices of
emergency communications, and work in coordination with OEC to share best practices and lessons learned with others.

The National Council of Statewide Interoperability Coordinators (NCSWIC) is comprised of Statewide Interoperability
Coordinators (SWIC) and their staff from the 56 states and territories. NCSWIC assists states and territories with promoting
the critical importance of interoperable communications and sharing best practices to ensure the highest level of interoperable
communications across the Nation.

This document was developed by the SAFECOM/NCSWIC Funding and Sustainment Committee, with support from the
Department of Homeland Security (DHS) Office of Emergency Communications (OEC). This document reflects the
expertise and knowledge of SAFECOM and NCSWIC members, and coordination efforts of OEC in bringing stakeholders
together to share technical information, best practices, and lessons learned in funding and deploying public safety
communications systems.

For more information on SAFECOM, see: http://www.dhs.gov/SAFECOM
For more information on NCSWIC, see: http://www.dhs.qov/SAFECOM/NCSWIC
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Resources for Public Safety Agencies Investing in LMR

SAFECOM Guidance on Emergency Communications Grants

The SAFECOM Guidance provides information for grantees developing emergency communications projects for federal
funding. Decision makers and grantees should read the SAFECOM Guidance, coordinate proposals with the Statewide
Interoperability Coordinator, and encourage compliance with the recommendations contained therein. For Department of
Homeland Security (DHS) grants, grantees must comply with the SAFECOM Guidance as a condition of funding.

P25 Technology Interest Group (PTIG)
The PTIG website provides information on all topics concerning P25 standards. Free registration is required to view content.

P25 Suite of Standards

The Telecommunications Industry Association’s website contains P25 standards development activities that address all
technical matters for private radio communications systems and services, including definitions, interoperability,
compatibility, and compliance requirements. P25 standards documents are available for purchase. Qualified government
entities may obtain copies of P25 standards via the PTIG website.

P25 Compliance Assessment Program (CAP)

The P25 CAP establishes a process for ensuring that equipment complies with P25 standards and is capable of interoperating
across manufacturers. P25 CAP is helping emergency response officials make informed purchasing decisions by providing
manufacturers with a method for testing their equipment for compliance with P25 standards.
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Land Mobile Radio (LMR) for Decision Makers

Part 2: Educating Decision-Makers on LMR Technology Issues

INTRODUCTION

Emergency responders must have consistent, resilient, and interoperable mission-critical voice communications systems to
respond to citizen calls for services and to enhance personnel safety. LMR systems have been deployed since the 1930°s to
meet this critical need, and LMR continues to be public safety’s primary means of voice communications. As communications
technologies have evolved, LMR has kept pace with the introduction of new features, functionalities, and low-speed data
capabilities. Additionally, adopted Project 25 (P25) standards help ensure LMR systems and equipment are compatible and
interoperable with other P25 systems. In recent years, wireless data communication systems using different technologies and
standards have been deployed to supplement traditional LMR capabilities. These systems enhance response by improving the
capacity and speed at which critical data (e.g., medical assessments, maps, building plans) can be shared.

The federal government recognizes the value of advanced technologies and has committed over $7 billion to develop and
deploy a nationwide public safety broadband data network (NPSBN), using Long-Term Evolution (LTE) standards and
technology. The future NPSBN will offer a platform for public safety responders and government officials from all
jurisdictions, disciplines, and levels of government to communicate, and will initially provide advanced data capabilities for all
responders. While the NPSBN offers great potential to improve interoperability and data capabilities, mission-critical voice
capabilities will not be immediately available through the NPSBN. As a result, public safety agencies need to maintain and
sustain LMR systems to ensure access to mission-critical voice capabilities, and to support the development and deployment of
the NPSBN in their state or region, which will be challenging. For more information on this topic, see FirstNet’s statements on
the need to sustain LMR systems for mission-critical voice at: http://www.firstnet.gov/network/Imr.

PROGRESSION OF LMR TECHNOLOGY

LMR systems have progressed over time from conventional analog systems that provide a
basic platform for reliable two-way radio communications (e.g., push-to-talk, one-to-
many communications), to the current digital trunked systems that offer more advanced
features to emergency responders, including greater calling capacity (e.g., talk groups),
enhanced voice clarity, higher quality coverage, longer battery life, and the availability of
customized software applications. The adoption of P25 standards for digital systems has
helped to standardize equipment requirements and ensure that systems are compatible and
interoperable, regardless of vendor. Furthermore, digital LMR can support the use of IP
communication protocols, functions, features and capabilities, which enable a
“standardized” network interface protocol, and removes proprietary and/or legacy
network elements from the infrastructure — elements that could hinder interoperability.
The adoption and use of IP-based systems is emerging at a rapid rate. Investing in systems
that could support the use of IP-based systems will enable agencies to connect more X
easily, promoting greater interoperability across disciplines, jurisdictions, and all levels of government.

Over the past 50 years, the public safety community has invested heavily in LMR infrastructure and equipment. As a result,
responders are highly skilled in LMR use. LMR is an accessible, affordable, and reliable means of communications; it
provides mission-critical voice capabilities, low-speed data capabilities, and functionalities that have been tried and tested in
various response operations and environments. Today, there are an assortment of public safety agencies that operate on
analog LMR systems and digital LMR systems, and some that have adopted advanced technologies to supplement LMR.
Each technology offers different capabilities that can enhance emergency response.
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LMR’S PROVISION OF MISSION-CRITICAL VOICE COMMUNICATIONS

Public safety LMR systems provide public safety responders with mission-critical voice communications and the best possible
radio frequency coverage within a given geographical area of responsibility. These systems are designed to meet public
safety’s unique mission-critical requirements and support time-sensitive, lifesaving tasks, including rapid voice call-setup,
group calling capabilities, high-quality audio, and guaranteed priority access to the end-user. Furthermore, the infrastructure
equipment, user devices and methods of deployment are hardened, allowing for prolonged operation in rigorous and harsh
environments with a higher level of user familiarity, availability, and accessibility. LMR system capabilities may include:

e Emergency alerting e Dedicated channels or talkgroups
e Encryption e Priority access
e Audio noise reduction technologies e Highly reliable and redundant networks

While voice capabilities are offered through other technologies (e.g., VVoice over Internet Protocol [VolP], VVoice over LTE
[VoLTE], commercial voice push-to-talk (PTT) services), none of these voice offerings guarantee the level of reliability,
expedience, and control needed for the demands of mission-critical voice exchanges. At present, there is no other more reliable
choice to achieve the same level of mission-critical voice capabilities as that provided by public safety LMR systems. LMR
provides the critical combination of quality, reliability, and assurance of access to priority communications that public safety
officials need when responding to emergencies.

With the development of the NPSBN, there has been a great focus on defining public safety grade requirements, including the
availability and reliability needed for mission-critical voice communications using LTE technologies. LTE voice protocols and
standards remain under development. Furthermore, there is no date certain or firm commitment of when or if mission-critical
voice services will be offered through the NPSBN. As a result, even as public safety agencies have integrated new
technologies, they have stressed the need to maintain and enhance LMR systems to ensure access to mission-critical voice
communications during day-to-day operations, emergencies, and disasters.

ADOPTION OF ADVANCED TECHNOLOGIES TO SUPPLEMENT LMR

In addition to using LMR systems, many public safety agencies are using commercial cellular data services or wireless
broadband services to augment LMR capabilities. However, there are many drawbacks to using commercial services that are
not designed and dedicated for public safety operations. The following table compares publicly-owned, dedicated LMR
systems and offerings to privately-owned, commercial cellular networks.

Publicly owned, Dedicated LMR Systems | Privately owned, Commercial Cellular Networks
Intended to provide highest reliability at reasonable cost Designed as “best effort” and offer no assurance of call
completion or coverage; can become overwhelmed during
major incidents

Designed to provide maximum coverage per base station Designed to maximize the number of paying users on the
site, and to service as many areas and people as possible system and to ensure the generation of revenue and
highest profitability of infrastructure investments

Allows simultaneous communications with multiple users, | Conversations are typically between two users

across multiple jurisdictions and levels of government

Based on dispatch operations from a centralized control Communications are typically linear, and between

center individual subscribers

Designed to be robust and resilient Designed to support the generation of revenue
Developed by a state or local government or a single Equally accessible to all. Intended to maximize system
agency, which may or may not be a public safety agency; | capacity and profit by allowing more users wireless

the system may be dedicated solely to public safety or access. Does not provide public safety priority over other
shared with other agencies, utilities, or regional entities users

Emergency communications are often accomplished through many technologies, each with varying capabilities, standards,
and requirements. None is expected to replace the other; rather, they supplement capabilities already in place and to provide
back-up or secondary means of communications in the event that the primary means of communications fails. The public
safety community recognizes this reality and continues to reiterate that LMR remains the primary tool for emergency
responders. As such, local, state, federal and tribal public safety agencies are planning for the NPSBN, while also sustaining
LMR systems as the primary and only means of proven and effective mission-critical voice communications.

February 2016 LMR for Decision Makers Page 11



Most public safety agencies see a future in which LMR systems and wireless broadband services will converge to supplement
one another. Other public safety agencies believe there will a convergence of technology, but it will take many years. In
either case, the public safety community will need to support a multi-path approach to emergency communications,
maintaining LMR systems’ operability and interoperability while also planning for the deployment of new technologies.
Figure 1 from the Public Safety Communications Evolution Brochure illustrates this multi-path approach and the eventual
convergence of mission-critical voice and data.

Public Safety Communications Evolution

CURRENT TRANSITION DESIRED EVOLUTION
Indefinite Time Frame Long Term

Land Mobile Radio Networks REQUIREMENTS
GENERAL
Mission Critical Voice « Funding
« Governance
- Planning

- Partnerships [

Nationwide Public Safety - Policy

Broadband Network + Research, Davelopment,

Dedicated 5pectrum (Long Term Evolution) Testing and Evaluation Convergence of

TECHNICAL on Critical
P“""E::‘:i:::‘;:ﬂ . Guar?nteed Ac'cess and Data
» Quality of Service

« Reliability
+ Resiliency -

Commercial and Unlicensed Wireless Broadband Networks = Roaming

Spectrum Efficiency
and Capadity
Public Safety Data Applications - (overage

» Standards
- Talk Around/Simplex

Figure 1: This graphic illustrates a public safety communications evolution by describing the long-term transition toward a desired converged future.

As these technologies continue to converge, interoperability becomes increasingly important. While the federal government
has developed minimum interoperability standards for the NPSBN, technical requirements and protocols that ensure the
integration and interoperability between systems in the network are still under development. For LMR systems, there are
clear and established technical standards that ensure interoperability between systems. Therefore, public safety agencies that
are recommending sustained investment in LMR systems, are also recommending the purchase of standards-based equipment
to ensure interoperability between existing digital LMR systems and their thousands of users.

TO ENSURE INTEROPERABILITY AMONG RESPONDERS, PURCHASE P25 EQUIPMENT

P25 standards are developed and published by the Telecommunications Industry Association, a recognized American National
Standards Institute standards development organization. P25 standards provide technical specifications for manufacturers
(ARELE AEL T building and providing digital LMR systems and equipment. The standards have helped to
“ _ ensure that equipment is compatible and interoperable with other P25 systems. Before the
~ advent of P25, various vendors were producing equipment built with proprietary features
<~ and functionalities. Public safety agencies owned and operated these vendor-specific
systems. Often one vendor’s equipment would not work with another’s equipment, which
greatly inhibited interoperability across agencies.

K
00 /1ygwy Y™
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In order to promote interoperability, the federal government strongly encourages public safety agencies to purchase digital
LMR systems and equipment that are compliant with the P25 suite of standards. While the federal government does not require
investment in P25-only equipment, many federal grant administrating agencies will not approve requests for non-standards-
based equipment unless there is a compelling reason for such a purchase.

The SAFECOM Guidance on Emergency Communications Grants provides recommendations, best practices, and resources for
purchasing LMR equipment, including detailed information on P25 requirements. The SAFECOM Guidance recommends
that grantees:

Read the P25 technical standards for LMR

Include P25 in Statement of Requirements and vendor inquiries
Select P25 eligible equipment

Obtain documented evidence of P25 compliance

Ensure additional features purchased are P25-compliant
Provide written justification required for non-P25 purchases

Purchase of P25 equipment ensures that digital LMR systems will be compatible with other, most importantly contiguous,
P25 systems. Additionally, standards-based systems enable interoperable communications between emergency responders
from various agencies, jurisdictions, and levels of government in the event they need to communicate during day-to-day
incidents, large-scale emergencies, and disaster responses.

CONCLUSION

With the NPSBN development and initial early builder deployments underway, many local, state, federal and tribal public
officials may wrongly believe the NPSBN will replace current LMR systems, and that LMR systems and funding can be
phased out. Public safety agencies recognize that LMR systems provide a key capability during response operations—
mission-critical voice communications—that will not be immediately available through the NPSBN. Additionally,
completion of the NPSBN is remains years away. Therefore, public safety agencies must continue to seek funding for LMR
systems, equipment, and enhancements in order to sustain and improve mission-critical voice communications among public
safety responders. Decision-makers must consider the needs of public safety agencies and the impact of funding decisions on
the ability of public safety responders to effectively communicate during day-to-day incidents, emergencies, and natural and
man-made disasters. Without continued investment in LMR systems to sustain mission-critical voice communications,
capabilities could be compromised during response operations.

The following list of resources is for public officials and public safety agencies investing in LMR. The SAFECOM Guidance
on Emergency Communications Grants provides state and local project managers with recommendations, technical
requirements, and best practices for planning, procuring, and sustaining an LMR system. To learn more on the current
emergency communications ecosystem and the need to sustain two communications systems, decision-makers should read
the Public Safety Communications Evolution Brochure and the FirstNet LMR Fact Sheet. Additional resources on P25
standards are available for LMR system planners.

ABOUT SAFECOM/NCSWIC

SAFECOM is comprised of more than 70 members representing federal, state, local, and tribal emergency responders, and
major intergovernmental and national public safety associations, who aim to improve multi-jurisdictional and
intergovernmental communications interoperability through collaboration with emergency responders and policymakers
across Federal, State, local, tribal, territorial, and international partners. SAFECOM members bring years of experience with
emergency communications during day-to-day operations, and natural and man-made disasters. SAFECOM members offer
insight and lessons learned on governance, planning, training, exercises, and technologies, including knowledge of equipment
standards, requirements, and use. SAFECOM members also provide input on the challenges, needs, and best practices of
emergency communications, and work in coordination with OEC to share best practices and lessons learned with others.

The National Council of Statewide Interoperability Coordinators (NCSWIC) is comprised of Statewide Interoperability
Coordinators (SWIC) and their staff from the 56 states and territories. NCSWIC assists states and territories with promoting
the critical importance of interoperable communications and sharing best practices to ensure the highest level of interoperable
communications across the Nation.
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http://www.dhs.gov/sites/default/files/publications/FINAL%20FY%202015%20SAFECOM%20Guidance%20V2%20040815%20508C.pdf

This document was developed by the SAFECOM/NCSWIC Funding and Sustainment Committee, with the support of the
Department of Homeland Security (DHS) Office of Emergency Communications. This document reflects the expertise and
knowledge of SAFECOM and NCSWIC members, and the coordination efforts of OEC in bringing stakeholders together to
share technical information, best practices, and lessons learned in funding and deploying public safety communications
systems.

For more information on SAFECOM, see: http://www.dhs.qov/SAFECOM
For more information on NCSWIC, see: http://www.dhs.qov/SAFECOM/NCSWIC

Resources for Public Safety Agencies Investing in LMR

2015 SAFECOM Guidance on Emergency Communications Grants

The SAFECOM Guidance provides information for grantees developing emergency communications projects for federal
funding. Decision makers and grantees should read the SAFECOM Guidance, coordinate proposals with the Statewide
Interoperability Coordinator, and encourage compliance with the recommendations contained therein. For Department of
Homeland Security (DHS) grants, grantees must comply with the SAFECOM Guidance as a condition of funding.

Public Safety Communications Evolution Brochure

The DHS Office of Emergency Communications developed this brochure in collaboration with SAFECOM and the National
Council of Statewide Interoperability Coordinators, with the support and input of public safety officials at multiple levels of
government across the country. This brochure: (1) Helps educate the public safety community and elected and appointed
officials about the future of emergency communications; (2) Describes the evolution of emergency communications and how
traditional LMR communications used today may converge with wireless broadband in the future, if specific requirements
are met; and (3) Discusses important requirements to achieve the desired long term state of convergence with LMR networks.
Decision makers should review the brochure to understand the complexities of the FirstNet program and how it affects
current and future investment in LMR.

FirstNet LMR Fact Sheet

This fact sheet discusses how FirstNet’s Nationwide Public Safety Broadband Network will work with current LMR systems,
and the need for continued investment in legacy LMR systems to preserve voice capabilities while the network is being
developed.

P25 Technology Interest Group (PTIG)
The PTIG website provides information on all topics concerning P25 standards. Free registration is required to view content.

P25 Suite of Standards

The Telecommunications Industry Association’s website contains P25 standards development activities that address all
technical matters for private radio communications systems and services, including definitions, interoperability,
compatibility, and compliance requirements. P25 standards documents are available for purchase. Government entities may
obtain copies of P25 standards via the PTIG website.

P25 Compliance Assessment Program (CAP)

The CAP establishes a process for ensuring that equipment complies with P25 standards and is capable of interoperating
across manufacturers. P25 CAP is helping emergency response officials make informed purchasing decisions by providing
manufacturers with a method for testing their equipment for compliance with P25 standards.

Questions on this paper can be directed to the DHS Office of Emergency Communications at oec@hq.dhs.gov.
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SAFECOM NCSWIC

Land Mobile Radio (LMR ) for Project Managers

Part 3: A P25 Primer for Project Managers and Acquisition Managers

Public safety agencies use land mobile radio (LMR) systems as the primary means for transmitting mission-critical voice
communications and low-speed data between public safety responders. As LMR systems and technologies have evolved over
many decades, there are a variety of communications systems in use today. Traditionally, systems are designed to meet
specific agency missions and operate on assigned frequencies/channels within appropriate spectrum bands (e.g., very high
frequency [VHF], ultra high frequency [UHF], 700 megahertz [MHz], 800 MHz). Vendors built LMR systems and
equipment that were non-standard, and offered vendor-specific features, that could inhibit interoperability with surrounding
systems and equipment. As a result, disparate LMR systems emerged, and were not always compatible with each other,
making it difficult for public safety agencies to communicate across jurisdictions and disciplines. Public safety recognized a
need to standardize systems and equipment, to ensure that, regardless of system or vendor, responders could communicate.

As digital and trunking technologies were introduced in the late 1980s and early 1990s, the public safety community and
federal government agencies recognized the need for standards to enhance communications interoperability, and to provide a
competitive marketplace for public safety agencies.

DEVELOPING STANDARDS

The Federal government, in partnership with the Association of Public Safety Communications Officials (APCO) and the
National Association of State Telecommunications Directors (NASTD), signed a Memorandum of Understanding (MOU)
with the Telecommunications Industry Association (TIA) to develop digital LMR standards to develop public safety
requirements (1992, amended in 1993).

Federal, state, and local public safety representatives worked with the Telecommunications Industry Association (TIA) to
develop standards for LMR systems, known as P25. As a result of this public-private collaboration, the P25 standards have
gained worldwide acceptance for public safety, security, public service, and commercial applications. Moreover, P25 standards
development is continuous, and ongoing as new features, interfaces, and testing procedures are continuously developed,
updated, and released.

ADOPTING STANDARDS

Following the tragic events from 9/11, legislation was passed to improve the interoperability of public R Sy
safety communications systems and equipment. Congress mandated that new or upgraded equipment //“'—'\\) ‘
must be interoperable and meet certain interoperability standards. As a result, the federal government Y B
supported the purchase of P25-compliant LMR equipment through grants and policy, to ensure public -
safety systems can interoperate, regardless of manufacturer.

It’s worth noting that while the purchase of P25 equipment provides the technical ability to connect, there is an equally
pressing need to establish standard operating procedures that define roles, responsibilities and appropriate usage of dedicated
interoperability resources during response operations. Interoperability requires not only the technical ability to connect, but
also the agreement between people, agencies, and other players to communicate and cooperatively respond to emergencies
and disaster events. Recognizing the great value of standards-based equipment investments, the federal government supports
the purchase of P25 equipment to improve interoperability among public safety agencies.
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GUIDANCE FOR PURCHASING P25 EQUIPMENT

The Department of Homeland Security (DHS) collaborates with SAFECOM and the National Council of Statewide
Interoperability Coordinators (NCSWIC) to provide annual guidance to grantees investing in emergency communications. The
SAFECOM Guidance on Emergency Communications Grants provides recommendations, best practices, and resources for

grantees purchasing LMR equipment, including detailed information on P25 standards. Specifically, the SAFECOM
Guidance recommends that grantees:

Read the P25 technical standards for LMR. The published standards approved by the P25 Steering Committee are
available to employees of qualified government agencies at no cost by completing the TI1A online request form at:
http://www.tiaonline.org/all-standards/p25-downloads-application. To date, TIA has published over 90 documents
detailing the specifications, messages, procedures, and tests applicable to the 13 interfaces, multiple feature sets, and
functions offered by P25. The test documents include performance, conformance, and interoperability test procedures
to ensure baseline compliance with the applicable standards. It’s not realistic for grantees to read all of these
documents; however, project and acquisition managers should read any P25 technical standards documents that are
applicable to their system planning or to educate themselves before speaking with P25 vendors.

Include P25 in Statement of Requirements (SoR) and vendor inquiries. There are several resources for
grantees to reference when developing SoRs and vendor inquiries. These resources help project and
acquisition managers to determine which standards are applicable and ensure proposed projects are
compliant with the P25 standards. Resources include:

0 The P25 Technology Interest Group’s (PTIG) Capabilities Guide provides example project requirements and
Requests for Proposals (RFP). This document and other P25 resources are available on the PTIG website
following free registration at: http://www.project25.org/.

0 The P25 Steering Committee, in coordination with the P25 User Needs Subcommittee, publishes the P25
Statement of Requirements that addresses user needs on an annual basis. Although the SoR reflects the user
needs for LMR specifications and standards, it is not a part of the TIA-P25 standards and may contain
requirements that are not addressed in the standards and are not applicable to available products. It should be
noted that the SoR should not be a replacement for detailed engineering specifications. Updates to this
document are available on the PTIG website at: http://www.project25.org/.

Select P25 eligible equipment. To improve interoperability across LMR systems, project and acquisition managers
should ensure that digital voice LMR systems and equipment purchased are compliant with the P25 standards. The
P25 Compliance Assessment Program (CAP) is a formal, independent process, created by DHS and operated in
collaboration with the National Institute of Standards and Technology, for ensuring that communications equipment
that is declared by the supplier to be P25-compliant, in fact, is tested against the standards with publicly available
results. As a voluntary program, P25 CAP allows suppliers to publicly attest to their products' compliance with a
selected group of requirements through Summary Test Report (STR) and Supplier's Declaration of Compliance
(SDOC) documents based on the Detailed Test Report from the DHS-recognized laboratory that performed the
product testing. In turn, P25 CAP makes these documents available, along with a list of grant-eligible equipment, to
the public safety community to inform their purchasing decisions at: http://www.FirstResponder.gov/P25CAP.

Obtain documented evidence of P25 compliance. Grantees, project managers, and acquisition managers can obtain
evidence in one of two ways:

0 Through documented evidence that the equipment has been tested and passed all the applicable, published,
and normative P25 compliance assessment test procedures for performance, conformance, and
interoperability as defined in the latest P25 CAP’s Compliance Assessment Bulletins for testing requirements.
Before purchasing equipment, managers should confirm whether the vendor has participated in equipment
testing consistent with the P25 CAP.

o If documentation for applicable equipment is not yet available through the P25 CAP, managers should obtain
documented evidence from the manufacturer, as part of the RFP/RFQ Response, stating that the applicable
tests were conducted in accordance with the published test procedures in the P25 suite of standards. It is
suggested the manager review the published tests procedures/standards provided by TIA to specifically
identify the appropriate tests and results.
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Ensure additional features purchased are P25-compliant. Grantees should ensure that added equipment, features,
or capabilities are P25-compliant. Vendor-specific features may not be P25-compliant and as a result, may hinder
interoperability with other equipment and devices that do not share those features. Managers should request the
vendor provide a list of non-standard features/functionality and ascertain there is no comparable standard and the use
of the feature/function will not impede interoperability with P25 compliant equipment systems. In addition, when
federal grant funds are used to purchase P25 LMR equipment and systems that contain non-standard features or
capabilities, where there is a comparable P25 feature or capability available, grantees must ensure the standards-
based feature or capability is included as well.

If encryption is required, ensure compliance with the P25 standard for the Advanced Encryption Standard
(AES), when applicable. To ensure interoperability of encrypted communications between public safety agencies,
devices used by responders must share a common encryption key and algorithm. The following provides additional
guidance on encryption:

0 Grantees using federal funds to purchase encryption options for new or existing communications equipment
should ensure that encrypted capabilities are compliant with the current publication of ANSI/TIA-
102.AAAD P25 Block Encryption Protocol standard.

0 Grantees investing in encryption are strongly encouraged to implement the AES 256-bit Encryption
Algorithm as specified in the P25 Block Encryption Protocol. The P25 suite of standards references the use
of AES as the primary encryption algorithm, but continues to allow Data Encryption Standard-Output
Feedback (DES-OFB) for backwards compatibility and interoperability with existing systems. The current
version of the P25 Block Encryption Protocol, referenced above should be identified in all procurement
actions when encryption is required.

0 Grantees seeking to use federal grant funds to purchase non-standard encryption features or capabilities for
new or existing equipment must ensure 256-bit AES is also included to ensure their devices have the
capability to interoperate in an encrypted mode.

o0 Grantees currently using DES-OFB should no longer invest in this encryption method unless the AES (256
bit) encryption is also provided. . The continued use of DES-OFB or other non-standard encryption
algorithms is strongly discouraged. Grantees should include the anticipated timeline to complete the
migration to AES. The federal government recognizes AES as a more robust encryption algorithm and
strongly recommends entities migrate to AES as it will enhance interoperability with federal entities, as well
as state and local public safety agencies implementing encryption in the future.

Provide written justification required for non-P25 purchases. In the event a grantee is using federal funds to
purchase equipment that is not compliant with P25 standards, written justification should be provided to the grantor.
Authorizing language for most emergency communications grants strongly encourages investment in standards-based
equipment. Many granting agencies will not approve non-standards-based equipment unless there are compelling
reasons for using other solutions.

o Funding requests by public safety agencies to replace or add radio equipment to an existing non-P25 system
(e.g., procuring new portable radios for an existing analog system) will be considered if there is a compelling
reason why such equipment should be purchased and written justification of how the equipment will advance
interoperability and support eventual migration to interoperable systems. Written justification should also
explain how that purchase will serve the needs of the applicant better than equipment or systems that meet or
exceed such standards. Absent compelling reasons for using other solutions, public safety agencies
should invest in standards-based equipment.

CONCLUSION

Standards-based systems enable interoperable communications between responders from various disciplines, jurisdictions,
and levels of government in the event they need to communicate during day-to-day incidents, emergencies, and disaster

responses. In order to promote interoperability, the federal government strongly encourages public safety agencies to

purchase P25-compliant LMR equipment. The SAFECOM Guidance and other resources are available to assist grantees in

planning emergency communications projects.
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ABOUT SAFECOM/NCSWIC

SAFECOM is comprised of more than 70 members representing federal, state, local, and tribal emergency responders, and
major intergovernmental and national public safety associations, who aim to improve multi-jurisdictional and
intergovernmental communications interoperability through collaboration with emergency responders and policymakers
across Federal, State, local, tribal, territorial, and international partners. SAFECOM members bring years of experience with
emergency communications during day-to-day operations, and natural and man-made disasters. SAFECOM members offer
insight and lessons learned on governance, planning, training, exercises, and technologies, including knowledge of equipment
standards, requirements, and use. SAFECOM members also provide input on the challenges, needs, and best practices of
emergency communications, and work in coordination with OEC to share best practices and lessons learned with others.

The National Council of Statewide Interoperability Coordinators (NCSWIC) is comprised of Statewide Interoperability
Coordinators (SWIC) and their staff from the 56 states and territories. NCSWIC assists states and territories with promoting
the critical importance of interoperable communications and sharing best practices to ensure the highest level of interoperable
communications across the Nation.

This document was developed by the SAFECOM/NCSWIC Funding and Sustainment Committee, with the support of the
Department of Homeland Security (DHS) Office of Emergency Communications. This document reflects the expertise and
knowledge of SAFECOM and NCSWIC members, and the coordination efforts of OEC in bringing stakeholders together to
share technical information, best practices, and lessons learned in funding and deploying public safety communications
systems.

For more information on SAFECOM, see: http://www.dhs.gov/SAFECOM
For more information on NCSWIC, see: http://www.dhs.qov/SAFECOM/NCSWIC

Resources for Public Safety Agencies Investing in P25 Equipment

SAFECOM Guidance on Emergency Communications Grants

The SAFECOM Guidance provides information for grantees developing emergency communications projects for federal
funding. Decision makers and grantees should read the SAFECOM Guidance, coordinate proposals with the Statewide
Interoperability Coordinator, and encourage compliance with the recommendations contained therein. For Department of
Homeland Security (DHS) grants, grantees must comply with the SAFECOM Guidance as a condition of funding.

P25 Technology Interest Group (PTIG)
The PTIG website provides information on all topics concerning P25 standards. Free registration is required to view content.

P25 Suite of Standards

The Telecommunications Industry Association’s website contains P25 standards development activities that address all
technical matters for private radio communications systems and services, including definitions, interoperability,
compatibility, and compliance requirements. P25 standards documents are available for purchase. Qualified government
entities may obtain copies of P25 standards via the PTIG website.

P25 Compliance Assessment Program (CAP)

The P25 CAP establishes a process for ensuring that equipment complies with P25 standards and is capable of interoperating
across manufacturers. P25 CAP is helping emergency response officials make informed purchasing decisions by providing
manufacturers with a method for testing their equipment for compliance with P25 standards.

Questions on this paper can be directed to the DHS Office of Emergency Communications at oec@hg.dhs.gov.
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SAFECOM ACTION MEMO NCSWIC

TO: State and Local Decision-Makers/Elected and Appointed Officials
FROM: SAFECOM and the National Council of Statewide Interoperability Coordinators (NCSWIC)
SUBJECT: Sustaining Land Mobile Radio (LMR) Systems for First Responders and Public Safety Agencies

Purpose: To provide state and local decision-makers with an overview of the importance of sustaining public safety radio
systems.

Background: Public safety agencies (e.g., police, fire, EMS) use radio systems as the primary means of communication
for day-to-day operations and during emergency response. Land Mobile Radio (LMR) systems provide the most reliable
means of voice communications during response operations. While new technologies (e.g., cell phones) are being used to
supplement emergency communications, they do not yet offer the consistency and reliability of services provided by
LMR; therefore, it is critical for state and local officials to support and sustain LMR capabilities until the new
technologies can ensure the reliability LMR provides and responders need.

Timeliness: The First Responder Network Authority (FirstNet), established in 2012, is tasked with deploying a new
nationwide public safety broadband network (NPSBN) dedicated to first responder communications. Once completed,
this network will provide a single system that public safety stakeholders at all levels of government can leverage
during response operations. As FirstNet moves forward, leaders should know:

(a) Mission critical voice capabilities will not be part of the initial offering of FirstNet. FirstNet is focused on providing
data capabilities at first launch. “FirstNet can’t predict the arrival of mission critical voice in part because the
standards are still under development.”*

(b) FirstNet has advised public safety agencies to sustain current LMR communications systems throughout the
planning and deployment of the NPSBN to ensure responders have communication capabilities

SAFECOM and NCSWIC recommend that public safety agencies and their decision-makers:

e Continue to fund and maintain current public safety radio systems to ensure mission critical voice capabilities are
available for responders. Reducing or eliminating LMR funding could put lives at risk.

e Maintain awareness of FirstNet progress. Jurisdictions are being approached by vendors promoting broadband
solutions and devices that promise voice capabilities and seamless integration to the NPSBN. Government
leaders are encouraged to exercise caution when considering such purchases, as these devices have not been
thoroughly tested or vetted by FirstNet. FirstNet will announce publicly when such capabilities have been vetted.

o Develop a strategy and plan for managing vendors to carefully evaluate purchases. State and local leaders should
consult the FirstNet State Single Point of Contact (SPOC), Statewide Interoperability Coordinator (SWIC),
Statewide Interoperability Governing Body (SIGB), and/or Statewide Interoperability Executive Committee
(SIEC), and the Statewide Communication Interoperability Plan (SCIP), before purchasing broadband equipment.

e Share the strategy and plan among their public safety agencies. Such collaboration should help ensure purchases
support the overall plan to improve emergency communications in their respective states, as well as well as
support the state’s integration into the NPSBN (if applicable).

A unified strategy established in advance will guarantee public safety communications purchases support the statewide
plan to improve interoperability; avoid costly investments in solutions and devices that may not provide comparable voice
services; ensure funds are maintained for LMR systems; and ensure mission critical voice capabilities are available for
first responders. For more information on this issue, see the additional resources provided below:

e LMR Trio — three papers on LMR technologies, at: https://www.dhs.gov/safecom/funding
o For more information on FirstNet, see: http://www.firstnet.gov/
e To find the SWIC for your state, see: https://www.dhs.gov/safecom/contact-information

Douglas M. Aiken Mark Grubb Robert Symons
SAFECOM Co-Chair SAFECOM Co-Chair NCSWIC Chair, Wyoming SWIC, Wyoming
National Public Safety National Council of Statewide Office of Homeland Security, Wyoming Public

Telecommunications Council Interoperability Coordinators ~ Safety Communications Commission

! http://www.firstnet.gov/content/firstnet-will-enhance-public-safety-communications-delivering-mission-critical-data-and
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Funding Public Safety Communications Systems

HOW STATES AND LOCALITIES ARE FUNDING COMMUNICATIONS SYSTEMS

State and local governments and their public safety agencies are leveraging a variety of funding mechanisms to build,
improve, expand, and support ongoing costs of public safety communications systems. Government and public safety
officials must work together to develop strong project proposals, educate elected officials on the need for such improvements,
and work together to identify and secure viable funding sources to maintain public safety communications systems, and

sustain core communications capabilities, in order to ensure operability and interoperability? between public safety agencies.?

The following is a list of funding mechanisms that have been used by states, territories, and localities to support initial capital
investments in public safety communications projects, as well as ongoing operational costs. In addition, there are links to
specific examples of each type of funding mechanism, and how it was used in select states and localities. These examples are
intended to help public safety and government officials learn how other states and localities are funding their public safety
communications systems. This document can be used to serve as a starting point for discussions on how improvements could
be funded. The document will be updated, over time, with new and innovative methods and examples, as they emerge.

FUNDING MECHANISMS

BONDS State and local governments use bonds as a funding source to support public safety -
communications projects. Bonds are debt obligations, repaid through taxes or fees, over time, with "
interest. Bonds are often used by state and local governments for capital costs, typically construction

and large procurement purposes. In some scenarios, if the tax or fee revenue exceeds the costs of -
paying down the debt, state and local governments have made the funds available as grants; put the

money into a public safety communications contingency fund; or, designated funding to other

options, as determined by the state. The amount of bonds can be limited if the state has a mandated debt ceiling, if the state
has sub-standard credit, or if the bond depends on the successful passage of a referendum by citizens. As an example,
Minnesota funded their public safety communications system using State-issued 911 Revenue Bonds. For more information,
click here.

PUBLIC-PRIVATE PARTNERSHIP Many states have utilized partnerships with private
companies to build and sustain public safety communications systems. Partnerships are mutually
beneficial. One example of a state’s partnership with a private company includes the sharing of
state-owned communications infrastructure with a private partner in exchange for the ability to use
the private companies’ radios and radio accessories. Partnerships usually include signed contracts
with expiration dates, and include terms and conditions for use and maintenance of the equipment.
South Carolina has utilized a public-private approach to support its communications system. For
more information, click here.
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USER FEES Some state and local entities charge end-users directly for the use of emergency
communications products or systems. Fees can be used toward operations, maintenance, and capital
equipment costs for public safety communications-related investments. A best practice for instituting
user fees is to conduct an analysis to determine the cost of building a communications system, and
then use this analysis to determine an appropriate user fee structure based on state and local needs and z

the number of applicable users. Fees can be charged for data® or voice service, but may not cover the full cost of operations.
Michigan charges user fees for its public safety communications system. For more information, click here.

9-1-1 SURCHARGE FEES States can bring in substantial funding in support of statewide public
safety communications by attaching a minor fee to each phone line able to use 911 services.’ States
can attach fees to wireline,® wireless,” and VVoice-over-Internet Protocol, ® commonly referred to as
VoIP, phone numbers. Most states utilize this funding mechanism for a variety of purposes, including
paying bond debts, expanding/improving dispatch services and technology, and augmenting state
governing body staff.

As the general public continues to decrease the use of wireline/landline phones, states are taking action to levy similar fees
against other types of communication devices (e.g., cell phones) to cover 911 costs. Establishing a surcharge on other
communication devices may require state and local legislative approval, and public vetting® and approval of regulatory
language governing the use of such funds. Many state and local governments have passed legislation levying charges against
landline phones, and added cell phones and other devices to cover increasing 911 costs. Many states have specific language
in legislation related to surcharges, ensuring that fees levied against users for a specific purpose (e.g., 911) may not be
diverted to other purposes. Recently, Pennsylvania changed its law to raise funds to cover costs of 911 Centers. For more
information, click here.

TRAFFIC TICKET AND VEHICLE SURCHARGE Similar to 911 surcharges, state and local
governments may increase fees for traffic tickets and vehicle registration to support emergency
communications. While these fees are an excellent way to supplement other funding sources, they are
not enough by themselves to support network operations and construction due to the fluctuation of
revenue that is generated. Traffic and vehicle surcharges also provide an ongoing source of income
that can be utilized for staff costs, operational costs, enhancements to the system, or other costs that
require an ongoing supplemental income stream. Florida is one state that uses traffic fines to operate
and maintain its statewide communication system. For more information, click here.

LEASING EQUIPMENT Occasionally, state and local governments will lease communications equipment from companies
to help spread the cost over several years, and to be eligible for upgrades, as they occur. One option is for a state to sign a
“lease-to-own” contract; these contracts stipulate that at the end of the contract term, the state will
gain ownership of the property. A different option is for a state to utilize leasing for a set period of
time, where the state returns the equipment at the end of the lease, or signs a new lease for more
updated equipment. Either option allows states to spread costs out over the term length, instead of
purchasing equipment for a substantial up-front fee. State and local governments should ensure that
the leasing and eventual purchase of equipment complies with applicable procurement regulations
(e.g., competitive bidding). For more information on lease-to-own options, click here.

November 2015 Page 23



LEASING TOWERS AND OTHER INFRASTRUCTURE TO PUBLIC AND PRIVATE
ENTITIES States that have built networks with statewide coverage may have the ability to lease
infrastructure™ and excess tower capacity to public and private entities to pay for payment on debt
service bonds, or for ongoing operational, maintenance, and upgrade costs. The leasing of state-
owned towers and infrastructure can help to extend service to underserved areas. Prior to leasing
infrastructure, states should conduct an assessment to analyze fair market value, and future tower
space needs. The ownership and leasing of tower space may be regulated by the state. Interested
entities should ensure that leasing agreements are compliant with state, local, and environmental laws governing the use of
towers. For examples of states and localities that have leased towers and other infrastructure, click here.

SPECIAL TAXES Some public safety agencies have been successful in lobbying their state and local government for
special taxes™ specifically designed to pay for improvements to public safety systems. This method has several advantages,
in that it establishes a specific stream of funding set aside for public safety improvements, enables

public safety agencies to provide elected officials with specific costs and a set budget for the " O
project, and allows elected officials to control the rate and duration of the tax or tax increase to / %\
cover those costs. Most of these taxes require a special vote from the citizenry, and public "
education and outreach on the purpose and terms of the proposed increase, but may be an effective "-\ ; J
means to raise awareness of public safety needs, and initial capital costs for improvements, if the \ /
public is adequately educated and engaged in the referendum. For examples of Special Tax I

initiatives, click here.

UNIQUE FUNDING STREAMS Some states have identified unique funding streams that they have leveraged to support
emergency communications systems. For example, Kansas City, Missouri has dedicated $10.5 million in gaming money,*?
revenue that comes from an area casino, to support the deployment of a new broadband network. Stakeholders should
identify unique funding streams in their states, and determine if a portion of the funding can be used to support public safety
communication systems, especially if public safety is needed to support the industry, event, or landmark where revenues are
collected. For information on Kansas City, click here.

GRANTS Grants are often used to pay for capital cost related to emergency communications systems, upgrades, and
equipment. Each year, OEC produces a list of federal grants funding emergency communications. State and local public
safety agencies should work with state-level grant officials (e.g., State Administrative Agency) to identify grants and other
sources of funding, and opportunities for joint procurement with entities interested in investing in
emergency communications projects. DHS grantees should be aware that recipients (including
sub-recipients) who receive federal funding for communication projects and related activities
must comply with the SAFECOM Guidance for Emergency Communication Grants (SAFECOM nmunications:
Grant Guidance)."”® The SAFECOM Grant Guidance provides information on national policies,
eligible activities, best practices, and technical standards that are common to most federal
emergency communications grants.

Office of Emergency

BREAKDOWN OF FUNDING METHODS

Table 1 (below) provides a breakdown of the various funding methods by category, showing how the funding methods are
typically used — toward initial capital costs, ongoing maintenance and sustainment costs, and/or as a method of cost savings.
Stakeholders can use this chart to discuss the need for initial costs and ongoing costs, and to provide examples of how other
states and localities are using various funding methods to support emergency communications systems.
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Table 1. Breakdown of Funding Methods by Category

Capital Costs Ongoing Costs Cost-Savings

Bonds User Fees Public-Private Partnerships
Grants 9-1-1 Surcharges Leasing Equipment

State and local funds Traffic Ticket Fees Leasing Towers/Infrastructure
Unique Funding Streams Vehicle Surcharges/Fees

PLANNING AND COORDINATION NEEDED TO MAINTAIN COMMUNICATIONS

Emergency communications stakeholders need to work closely with state and local legislators and officials, and technical
experts and financial experts, to develop and gain support for emergency communications projects. Stakeholders should
clearly define and prioritize emergency communications needs, and help identify potential methods of funding — not only for
initial capital costs, but also for ongoing maintenance costs, and upgrades. Additionally, stakeholders should seek out cost-
saving methods, and ways to reduce duplication in spending, and highlight these methods in project proposals for decision-
makers and their constituents.

State leaders are aware of the importance of emergency communications for public safety; however, they are charged with
creating a budget that addresses a variety of state and local needs beyond emergency communications. Therefore, it is
important that emergency communications officials prepare clear and concise budget options that identify multiple revenue
streams (e.g., federal, state, local, in-kind) and potential matching sources, that lessen the burden on taxpayers, and are valued
by legislators and state executives during budget discussions. Each state and territory has a unique fiscal environment based
on varying laws, traditions, priorities, and existing programs and it is important that emergency communications officials
tailor their funding mechanisms for their specific location and need.

Additionally, stakeholders should participate in the development of grant applications, and be prepared to demonstrate
funding methods for initial capital costs, and for ongoing costs. Stakeholders should highlight contributions to a project by
the state, public-private partnerships, cost-saving methods, any contribution of in-kind services or state-owned assets, and
methods of providing a sustainable funding stream for maintenance and operations. To maximize the use of federal grant
funding, it is essential that emergency communications stakeholders and state officials work together closely to:

= Work with the Statewide Interoperability Coordinator (SWIC) to define and prioritize communications needs in the
Statewide Communication Interoperability Plan (SCIP)™

= Share the SCIP and critical emergency communications needs with statewide leaders

= Engage in the Threat and Hazard Identification and Risk Assessment (THIRA) process™ to understand threats and
hazards of the state to establish informed and defensible capability targets

= Work to incorporate emergency communications needs in the State Preparedness Report*® based on current capability
against capability targets established via the THIRA process

= Seek out potential federal funding sources for both capital and operational needs
®  Participate in the State Senior Advisory Council (or equivalent) to prioritize projects for funding
® Identify and apply for multiple sources of funding to support public safety communications improvements

Stakeholders are encouraged to leverage this document, which was developed by, and with the input from public safety
stakeholders, and members of SAFECOM and the National Council of Statewide Interoperability Coordinators (NCSWIC).
This document provides examples and ideas for funding emergency communications projects, and can be used to
demonstrate how other entities have funded improvements.
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ABOUT SAFECOM/NCSWIC

SAFECOM is comprised of more than 70 members representing federal, state, local, and tribal emergency responders, and
major intergovernmental and national public safety associations, who aim to improve multi-jurisdictional and
intergovernmental communications interoperability through collaboration with emergency responders and policymakers
across Federal, State, local, tribal, territorial, and international partners. SAFECOM members bring years of experience with
emergency communications during day-to-day operations, and natural and man-made disasters. SAFECOM members offer
insight and lessons learned on governance, planning, training, exercises, and technologies, including knowledge of equipment
standards, requirements, and use. SAFECOM members also provide input on the challenges, needs, and best practices of
emergency communications, and work in coordination with OEC to share best practices and lessons learned with others.

The National Council of Statewide Interoperability Coordinators (NCSWIC) is comprised of Statewide Interoperability
Coordinators (SWIC) and their staff from the 56 states and territories. NCSWIC assists states and territories with promoting
the critical importance of interoperable communications and sharing best practices to ensure the highest level of interoperable
communications across the Nation.

This document was developed by the SAFECOM/NCSWIC Funding and Sustainment Committee, with the support of the
Department of Homeland Security (DHS) Office of Emergency Communications. This document reflects the expertise and
knowledge of SAFECOM and NCSWIC members, and the coordination efforts of OEC in bringing stakeholders together to
share innovative methods, best practices, and lessons learned in funding and sustaining public safety communications
systems. The Funding and Sustainment Committee will continue to monitor state and local methods for sustaining
communications systems, and publish updates as needed.

For more information on SAFECOM, see: http://mwww.dhs.gov/SAFECOM
For more information on NCSWIC, see: http://www.dhs.qov/SAFECOM/NCSWIC

For more information on available funding mechanisms, please contact SAFECOMGovernance@hg.dhs.gov or
NCSWICGovernance@hg.dhs.gov.

STATE AND LOCAL FUNDING EXAMPLES

Funding Public Safety Communications Systems with Bonds

Minnesota Funding Improvements with 911 Revenue Bonds. As an example, the State of Minnesota issues bonds for the
purpose of financing all or a portion of the cost of certain programs and capital projects, including public safety projects.
Specifically, the State issued 911 Revenue Bonds to finance portions of their public safety communications system. “The
pledged revenues are derived from fees imposed by the State on each customer of a telephone service provider that furnishes
service capable of originating a 9-1-1 emergency call. The system will enable emergency response organizations to utilize a
single, integrated, and highly structured digital radio communications system, known as the Allied Radio Matrix for
Emergency Response System (ARMER System). Phases 1 and 2 provided nine counties in the Minneapolis-Saint Paul
metropolitan area with the radio system infrastructure for the ARMER System. Phase 3 extended the ARMER System to the
St. Cloud and Rochester State Patrol districts which encompass twenty-three (23) counties. Phases 4, 5 and 6 extend the
ARMER System to the remaining counties of the State.”*’
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Using Public Private Partnerships to Build Public Safety Communications Systems

South Carolina Leveraged Public-Private Partnerships to Improve Communications. In 1989, Hurricane Hugo ravaged
parts of South Carolina. As first responders from other areas arrived, incompatible radio systems made it difficult to
communicate or coordinate public safety efforts. State and local response agencies recognized a need for a reliable, statewide,
interoperable system, but struggled with the projected $100 million cost.'® At the same time, Spartanburg County and
SCANA, a local power company that owns electrical utilities in South Carolina, North Carolina and Georgia, joined forces to
build a system they could both use, and leveraged SCANA'’s existing 800 megahertz (MHz) trunked radio network."
Spartanburg County would provide the towers and generators for new antenna sites, and SCANA would provide the radio
frequency equipment and manage the network. User fees would finance operations. Over time, more state and local agencies
joined the network, and still more were interested in joining, when and if infrastructure could be expanded into those areas.?

In operation since 1992, the network continues to expand and evolve to meet public safety needs. The South Carolina
Division of Technology administers the system with the support of an elected advisory committee created in 1994 to ensure
the system is administered with the input of its users. In 2001, with approval from the State, SCANA agreed to sell the
network infrastructure to its vendor, which would operate the system and fund its expansion (South Carolina also contributed
some capital), under a contract with the State Division of Technology. The South Carolina Statewide 800 MHz Radio and
Mobile Data System (commonly referred to as the “Palmetto 800,” or “PAL 800”) has continued to grow and today is one of
the largest shared statewide public safety radio systems in the nation.?*

The goal of the shared network is to provide statewide coverage, enhance statewide and regional interoperability, coordinate
the State’s response to emergencies, and to provide an economical solution for stand-alone public safety radio systems.

Additionally,

®  The Palmetto 800 Network serves South Carolina and Augusta-Richmond County, Georgia

®  The system serves over 40,000 voice users from over 750 different agencies representing State government, federal
government, local government, law enforcement agencies, fire services, emergency medical services (EMS) and power
utilities in South Carolina, North Carolina and Georgia participate in the shared statewide 800 MHz radio system.

= Qver 94 percent of the State’s population is serviced by sheriff’s departments with access to the statewide 800 MHz radio
system. And, 100% of county emergency management agencies and 9-1-1 Centers have access to the system for
interoperability and disaster coordination.

®  The State continues to receive top rankings for its interoperability efforts with the statewide shared public safety
system.”

®=  Through the use of public-private partnerships, South Carolina has been able to reduce costs and improve interoperability
for all system users.

Leveraging User Fees to Build and Update Public Safety Communications Systems

Michigan Charging User Fees to Sustain Public Safety Communications System. The implementation of the Michigan
Public Safety Communications System (MPSCS) began in 1984 when the State police were seeking to replace its 1940s two-
way radio system. Officials decided the new network should be large and flexible enough to support all State and local public
safety agencies. In 1992, after several years of system design planning and cost studies, specifications for a request for
proposal were finalized and sent to potential vendors. In June 1994, the Michigan Legislature approved the funding for the
system, and a contract was awarded to build the MPSCS.*

Today, MPSCS provides a stable, secure framework for interoperable communications among local, State, federal, tribal and
private first responders. MPSCS handles the second-largest trunked communication system in the world, including
administration of a statewide 800/700 MHz digital trunked radio communication network spanning 59,415 square miles and
including more than 244 radio towers and 66,000 radios.?* To sustain this large system, Michigan charges fees to members
and non-members:
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" User Fees. Fees are levied twice a year on members, for voice and for data communications (per device). MPSCS may
credit a portion of local infrastructure costs, against local voice subscriber fees.

= Collocation® Fees — Members. In addition, members (i.e., public safety agencies that use MPSCS as a primary means
of mobile radio communications) are charged a fee if they want to collocate a service (e.g., a VHF radio system) that
MPSCS does offer. Members are currently not charged a fee to collocate on a MPSCS tower if they are requesting a
service that MPSCS does not offer (e.g., paging).

®  Collocation Fees — Non-members. Non-members that do not use MPSCS as a primary means of mobile radio
communications are charged a fee for collocating equipment on a MPSCS tower.”®

This system and approach provides rapid response and facilitates cooperation of emergency personnel through statewide
coverage and advanced technology. It is a reliable, easy-to-use system and adheres to national standards. Additionally,
system operation is monitored 24 hours a day to ensure its readiness to assist Michigan’s first responders. As important, this
system and approach promotes asset sharing and cost sharing, which reduces costs to individual agencies and to the State.?’

Ohio Charges User Fees to Support its Multi-Agency Radio Communication System (MARCS). “MARCS is a 700/800
MHz radio and data network that utilizes state-of-the-art trunked technology to provide statewide interoperability in digital
clarity to its subscribers throughout Ohio and a 10 mile radius outside of Ohio. The MARCS development contract required
97.5% mobile voice and data in-street coverage.” 99.71% aggregate voice coverage was realized and 98.13% aggregate data
coverage was achieved. This allows maximum statewide interoperability and enhanced safety and protection for public safety
service providers through secure digital transmissions. The MARCS network operates on three system components:

® Mobile Voice — operating on the 700/800 MHZ digital trunked technology

= Mobile Data — allowing data transmissions, Law Enforcement Agencies Data System (LEADS)? inquiries, reformatting
of data from Mobile Data Terminals (MDT)*

= Computer Aided Dispatch® - providing GPS [Global Positioning System]-based auto vehicle location, resource
recommendation and GGM* display...”*

The system is supported exclusively by user fees, which are divided between different agencies and are designated for
specific purpose, as established in Ohio Revised Code, more specifically:

= Section 4501.16 provides for a MARCS maintenance fund, which “shall consist of moneys received by the State highway
patrol from users of MARCS. The fund shall be used to provide maintenance for MARCS-related equipment located at
both the MARCS facilities and tower sites.”

" Section 4501.28 provides for a MARCS operations fund, which “shall consist of moneys received by the emergency
management agency established under section 5502.22 of the Revised Code from users of the multi-agency radio
communications system (MARCS).”

" Section 4501.29 provides an administration fund directing the Department of Administrative Services to “collect user
fees from participants in the multi-agency radio communications system (MARCS)” for administrative purposes.®

There are currently over 47,500 voice units® and over 1,800 mobile data units* on the MARCS system with over 1200
public safety/public service agencies statewide. This includes local, State and federal agencies. In a 2010 Report, the
MARCS Task Force reported that there was a need to upgrade to Project 25 (P25) standards,*’ yet there was no funding to
meet recurring needs to upgrade, extend or expand the system.*® Most recently, one county — Montgomery County —
approved spending $13.4 million to switch to a digital P25 radio system from the current 800 MHz analog technology.*
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The State of Ohio will reimburse the county for half of the cost of the new equipment via credits from user fees, which will
take more than five years to repay. The agreement, which was approved in July, 2015 spells out the relationship between the
county and MARCS, and how the State will own, operate and maintain the new radio system.*

Using 9-1-1 Surcharges to Support and Sustain Public Safety Communications Systems

Pennsylvania Funds Improvements by Raising Rates on 9-1-1 Surcharges. Recently, Pennsylvania lawmakers enacted
changes to its law — the 911 Emergency Telephone Act — and voted to raise the monthly per device fee to $1.65 per device
per month to cover increasing costs of State and local 911 centers. Under the law, the Pennsylvania Emergency Management
Agency (PEMA) will collect the wireless fees from service providers and then distribute that revenue to the counties.

As part of the new legislation, 80 percent of the funds will be distributed to counties through a formula yet to be finalized; up
to 15 percent will be used for competitive incentive grants for system improvements, consolidation and system efficiencies; a
flat 3 percent will be divided uniformly among the counties and the two city-based systems; and, PEMA will keep 2 percent
for administration and support. PEMA has up to 18 months to develop the formula with the advice of a State 911 advisory
board; once decided, funds will be distributed quarterly.* Previously, fees were based on population, where 5 counties paid
$1 per device per month; 30 counties paid $1.25 per device per month; and 34 counties paid $1.50 per device per month.**

According to the County Commissioners Association of Pennsylvania, the communication centers throughout the State
require about $292 million a year to operate but the previous fees only generated about $190 million. It was up to individual
counties to come up with the rest of the funding. In 2014, the county had to draw about $350,000 from a reserve account to
pay operational costs for the second half of the fiscal year after State funding fell short of projections.* The new bill is
expected to generate $314 million for State communication centers. Revenue from the increased fees will cover maintenance
and improvements to emergency call centers, and create an infrastructure that would support text-messaging, video calls, and
nonhuman calls (e.g., OnStar).*

Using Traffic Fines to Supplement Costs for Public Safety Communications Systems

Florida Covers Costs of Public Safety System with Vehicle Registration Fees and Traffic Fines. Florida is one of many
States utilizing this funding mechanism. “The Department of Management Services (DMS) entered into a public/private
partnership with [its vendor] to implement the Statewide Law Enforcement Radio System (SLERS). DMS conveyed selected
State-owned communications tower and tower assets to [the vendor], and received $26.4 million in credits for radio
equipment and accessories. [The vendor] also provided additional credits to replace 6,000 State mobile and portable
radios...and was paid a $40 million advance payment per the service contract.”*®

“To operate and maintain the SLERS network, [the vendor] is paid $15 - $18 million annually based on motor vehicle and
vessel registration surcharge.”® To enhance the SLERS network, DMS receives $3 per criminal offense and moving traffic
violation under section 318.18(17) of the Florida Statutes. The revenue stream brings in about $1.5 million annually to
enhance SLERS such as radio coverage, capacity, and operation of the radio system. In addition, DMS receives from [the
vendor] 15 percent credit of all net revenues received from SLERS Partners on communications towers and 5 percent credit
for each SLERS Partner radio on the SLERS network.”*” While revenues generated from traffic tickets and fees for criminal
offense are not sufficient to support network operations on their own, they can reduce operational costs, the savings of which
can be passed on to public safety agencies.

Using Lease-to-Own Options to Purchase Equipment

City of Concord, California. In 2010, the City of Concord was facing a situation in which their legacy UHF radio system
for public safety communications was nearing the end of its useful life. In 2010, the City Council adopted Resolution No. 10-
77 authorizing participation in the East Bay Radio Communications System Authority (EBRCSA) issued bond, and
participation in the regional interoperable radio system for all responders in Alameda and Contra Costa Counties. This would
require the City to purchase digital P25 radios that would operate in the 700-800MHz frequency range.*®
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The cost of replacing the 84 subscriber units was approximately $381,000. City staff proposed a “lease-to-own” option
whereby the City would enter into an agreement with the vendor to receive the units immediately, spread the payments (with
nominal interest) out over time, and, own the units at the end of the lease. “The proposed lease agreement includes seven
years of manufacturer provided maintenance and support at an annual charge of $75,768.35 [approximately $60,000 for
equipment and $15,000 for maintenance], and the City will own the units at the end of the lease.”* This option allowed the
City to budget for the costs,™ spread costs out over time, and avoid having to pay a substantial fee up-front. The City was
also able to combine its purchasing power with a neighboring jurisdiction and receive a bulk discount on each subscriber unit
from the vendor.

Leasing Towers and Other Infrastructure to Raise Revenue

Leasing Tower Space in Michigan. The Michigan legislature passed a law allowing public and non-public users to collocate
equipment on the Michigan Public Safety Communication System (MPSCS) towers. The legislation stipulated that all costs
associated with planning, installing, and maintaining colocation equipment are the responsibility of the agency or entity
wishing to collocate on the MPSCS towers. Government agencies could collocate on the MPSCS towers immediately;
nonpublic safety government entities were required to wait three years after the law went into effect to collocate on the
MPSCS towers for any “commercial or business purposes.” Legislation further required that costs associated with collocating
on MPSCS paid by a public safety agency or a legal entity be comparable to the costs charged to other public safety agencies
or entities. Fees for members (i.e., governmental agencies) are waived if the entity is requesting a radio service that MPSCS
does not offer.>

Revenue collected from leasing the MPSCS tower space is to be used for the payment of debt service for bonds that financed
the construction of the MPSCS towers. Further, the State reserved the right to deny requests to co-locate if the installation,
attachment, or collocation will interfere with the “optimum operation” of the MPSCS.>

Missouri Leasing Dark Fiber to Raise Revenue. In another example, several cities have engaged in deployment of
municipal broadband. As these cities continue to build out infrastructure, a few have been able to work with private industry
to secure long-term lease agreements, allowing commercial providers to leverage dark (i.e., unused) fiber in order to expand
their services to unserved areas, for a fee. The private entity gains access to needed infrastructure and the City gains a steady
stream of revenue to support the network.

As an example, Kansas City, Missouri developed LiNKCity, which offered high-speed internet access for residents. North
Kansas City spent $10.5 million in gaming money,* the revenue that comes from Harrah's Casino, to build the network. It
was supposed to be an attractive amenity to residents and a lure to outside businesses to move to North Kansas City. It was
also set up as an enterprise fund, a segment of the city's budget that's supposed to operate as a business and generate its own
profit. But with the rapid advancement of high-speed internet, and the introduction of even-faster fiber, projections for
LiNKCity use were over-estimated. Facing revenue shortfalls, the City decided to enter into a 20-year lease agreement with
[a major Internet provider] to use city-owned dark fiber. [The private Internet provider] would be able to use the dark fiber as
a pass-through to surrounding areas, and Kansas City would receive approximately $3.2 million in leasing fees. The steady
stream of funding would help to stabilize the finances for this municipal network, and expand access to high-speed internet in
surrounding areas.>

This example demonstrates the complex nature of building and funding communications systems. Here, Kansas City
leveraged a unique revenue stream — gaming revenue — to build the municipal broadband network, counted on a wide variety
of users to support the network through user fees, expected the user fees to generate a profit, adjusted the approach to
accommodate unexpected short-falls, forged a public-private partnership with the [private Internet provider], which leased a
segment of the infrastructure, providing a steady stream of funding for the municipality, and enabling [the private Internet
provider] to expand access to surrounding areas. It is critical that any network development or expansion project include a
wide array of experts including public safety users, technical experts, and financial experts to ensure the long-term viability
of communication systems.
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Using Special Taxes to Fund Emergency Communications Improvements

Whitfield County, Georgia. Whitfield County, Georgia proposed a Special Purpose Local Option Sales Tax (SPLOST) to
pay for infrastructure improvements, including a $12 million P25 700/800 MHz radio system for county first responders. The
county is currently on an analog VHF radio system. The SPLOST was approved, and the county is in the process of planning
the transition and implementation of its P25 radio system, which includes upgrades that will link its public safety
communications system to a regional P25 system in Tennessee.

The SPLOST raised the sales tax by one percent (1%) each year for four years, beginning July 1, 2015 and ending June 30,
2019. The proposal had to be approved by the voters. Public safety representatives held a series of educational town hall
meetings on the need for improvements to the public safety communications systems. In April 2015, the proposal passed
(67% in favor). As aresult, the County is expected to collect $63.6 million. Thirty-eight percent (38%) of that will go toward
public safety, including the new P25 emergency radio system for first responders, new trucks for the Whitfield County and
Dalton fire departments, a new fire station in the northwest part of the county and new vehicles for the Cohutta and Varnell
police departments and the Whitfield County sheriff’s office. Forty-one percent (41%) of the revenues will go toward
improvements to roads and other infrastructure.>

In an effort to save costs and maximize impact, the County decided to join the Tennessee Valley Regional Communications
System (TVRCS) and leverage their infrastructure and systems, and join other Georgia counties operating on this regional
system. In this scenario, the County was able to gain approval for a designated stream of funding for its public safety
communications system by educating the public on system needs, and maximized opportunities for cost-saving by linking to
a near-by regional system.*®

Funding Improvements through Special Tax Districts. Some localities have special districts which levy taxes to fund
infrastructure costs, such as water, sewer, and fire services. In the State of Connecticut, there are Fire Districts which have
authority to tax to support public safety needs. “The City of Norwich has a career fire department in a city district which
levies a tax to pay for the career fire department. Norwich also has five volunteer fire departments in a town district which
levies a tax to pay for the volunteer fire departments. Each department operates cooperatively, but independently. The city
owns the career fire station and two of the volunteer fire stations. While three stations are owned by the volunteer fire
departments, the town funds the operational and maintenance of these stations. The city owns all functional fire apparatus of
all the fire departments.”™’ Already-existing special tax districts could be a means to seek constant funding for emergency
communications costs (e.g., maintenance, operations, upgrades, user fees, Internet services).

Stakeholders are invited to send additional examples to OEC at oec@hqg.dhs.gov.
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End Notes

! The 2014 National Emergency Communications Plan (NECP) defines operability as, “The ability of emergency responders to establish
and sustain communications in support of mission operations.” For more information, see: http://www.dhs.gov/national-emergency-
communications-plan.

2 The 2014 NECP defines interoperability as, “The ability of emergency responders to communicate among jurisdictions, disciplines,
frequency bands, and levels of government as needed and as authorized. System operability is required for system interoperability.” For
more information, see: http://www.dhs.gov/national-emergency-communications-plan.

® The 2014 NECP describes public safety entities as “An entity that provides public safety services that include services provided by
emergency response providers.” For more information, see: http://www.dhs.gov/national-emergency-communications-plan.

* Data can include texts, images, and sounds.

®> The Federal Communications Commission (FCC) developed a 9-1-1 Fees Congressional Report providing information on
State collected 9-1-1 and E9-1-1 surcharges from across the Nation.

® Wireline refers to telephone and data service that is provided on cables — both copper and fiber. For more information, see: Newton,
Harry. Newton’s Telecom Dictionary: Telecommunications Networking, Information Technologies, the Internet, Wired, Wireless,
Satellites, and Fiber. (New York: Flatiron Publishing 2013).

" Any system transmitting and receiving information without wires. Newton’s Telecom Dictionary.

& Voice over Internet Protocol (VolIP) is the transmission of voice using Internet Protocol (i.e., computer-based exchanges).

Traditionally, voice services make use of circuit switching to transmit voice signals. This means that a channel is set up and maintained
between the calling party and the called party for the duration of the call. In VolP, the voice signal is encoded and divided into packets of
data. Each packet is sent separately through the network. Packetizing of the voice signal means that nothing will be sent when the caller
is not speaking. This allows for a reduction of the total bandwidth required. Another benefit of VVolP is the ability to route voice traffic
over the Internet. (Telecom ABC: http://www.telecomabc.com/v/voip.html).

° Public vetting may include referendum, public hearings, and other voting requirements, depending on state/local laws.
1% Infrastructure can include towers, equipment, and other assets.

1 Special taxes can be increases to existing tax rates, or a separate tax to pay for certain improvements. Many times, these special taxes
have a limited term, and are levied for only a certain number of years (long enough to pay for improvements).

12 Some states have unique revenue streams that are used to support public safety, such as gaming (i.e., casino) revenue. In Kansas City,
officials used gaming revenue for the initial capital investment in municipal broadband; in Indiana, a portion of entry fees to Riverboat
Casinos are used to support county services, including public safety.

3 All other federal grantees investing in emergency communications are strongly encouraged to comply with the requirements in the
SAFECOM Grant Guidance to ensure investments are compatible and interoperable, but should consult the specific grant guidance, as
well as the federal granting agency to understand grant requirements.

' For more information on the SCIP or to find the SWIC for your state, please contact OEC at oec@hg.dhs.gov

15 For more information on the THIRA, and the THIRA process, see: http://www.fema.gov/threat-and-hazard-identification-and-risk-
assessment.

1% For more information on the State Preparedness Report, see: https://www.fema.gov/state-preparedness-report.

17 State of Minnesota. Department of Management and Budget. State of Minnesota 9-1-1 Revenue Bonds (Public Safety Communications
System Project) Series 201: 16 Aug. 2011. http://www.beta.mmb.state.mn.us/doc/bonds/statement-revenue/8-16-11.pdf.
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'8 Douglas, Merrill. "South Carolina's Public-Private Partnership Brings Interoperability to State Public Safety
Communications." Government Technology (2010): 17 Mar. 2010. http://www.govtech.com/public-safety/South-Carolinas-Public-
Private-Partnership-Brings-Interoperability.html?page=2.

9 An 800MHz trunked radio system is a communications system that is managed by a computer. These systems are really a blend of two-
way communications technology and computer-controlled technologies. The system is computer controlled, and the radios are computer
controlled. In conventional radio systems, users must wait in the “que” for a free channel before they can transmit. A trunked radio system
offers users a “pool” of channels that users can access, so they do not have to wait to transmit, and offers the capability to develop talk
groups, that can share channels. All of these features can be controlled and managed through the Central Controller, allowing for great
flexibility in communications, providing access when and where it is most needed. For basic information, see:
http://www.mctx.org/departments_d-k/departments_g-z/radio_shop/docs/Trunking_101 7 11 07 _CM_RAC.ppt. Trunked systems can
only operate in certain segments of the radio spectrum. The network in South Carolina operates in the 800 MHz frequency band, and state
and local agencies must be licensed by the FCC to operate on this band.

20 »palmetto 800 Radio System | Department of Administration - State of South Carolina." Palmetto 800 Radio System.

http://www.admin.sc.gov/technology/technology-operations/palmetto-800.

2! palmetto 800 Radio System. http://www.admin.sc.gov/technology/technology-operations/palmetto-800.

22 palmetto 800 Radio System. http://www.admin.sc.gov/technology/technology-operations/palmetto-800.

2 nAbout MPSCS." MPSCS. http://michigan.gov/mpscs/0,4640,7-184-58837-71405--,00.html.

24 nAbout MPSCS." MPSCS. http://michigan.gov/mpscs/0,4640,7-184-58837-71405--,00.html.

% This refers primarily to colocation of antennas on state-owned towers.

% «Ahout MPSCS.” MPSCS Fee Structure: 4 Nov. 2011. http://www.michigan.gov/documents/mpscs/1.1.1 MPSCS Fee Structure-w-
DATA_FINAL 396499 7.pdf.

2l About MPSCS." MPSCS. http://michigan.gov/mpscs/0,4640,7-184-58837-71405--,00.html.

% |n-street coverage is typically defined as coverage outside, around, or between buildings. For more information, see: Desourdis, Robert.
Emerging Public Safety Wireless Communications Systems. (Artech House: Norwood 2002).

# LEADS is a shared computer system that allows authorized law enforcement agencies to share records with each other.

% Mobile data terminals are typically computerized devices (e.g., laptops) in vehicles (e.g., police and fire vehicles) which are used to
communicate with dispatch centers and to access data from central computer systems (e.g., mapping, records search). For more
information on mobile terminals and computers, see: http://www.cops.usdoj.gov/default.asp?ltem=632.

%1 Computer Aided Dispatch typically consists of a suite of software packages used to initiate public safety response, dispatch, and to
maintain the status of responding resources in the field. It is generally used by emergency communications dispatchers, call-takers, and
911 operators in centralized, public-safety call centers, as well as by field personnel. For more information on CAD, see:
http://www.cops.usdoj.gov/default.asp?ltem=632.

% Gigamedia (GGM) Display refers to a commercial offering of a display screen, designed for security purposes, that is said to provide
high resolution, crisp, clear display, for use with CAD and GPS systems in this example.

% "MARCS News and Information." Department of Administrative Services Divisions Information Technology MARCS Services.
http://das.ohio.gov/Divisions/InformationTechnology/MARCSServices/tabid/124/Default.aspx#33220-home.

% MARCS Task Force. http://www.das.ohio.gov/LinkClick.aspx?fileticket=JIQ6gnAbyJY%3d&tabid=538. 1 Apr. 2010.

% Typically hand-held devices.
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% Typically in-vehicle computers.

%" Project 25 (P25) is the standard for the design and manufacture of interoperable digital two-way wireless communications products.
Developed in North America with state, local and federal representatives and Telecommunications Industry Association (T1A)
governance, P25 has gained worldwide acceptance for public safety, security, public service, and commercial applications. P25 is
applicable to LMR equipment authorized or licensed, in the U.S., under the National Telecommunications and Information
Administration (NTIA) or FCC rules and regulations. (Project 25 Technology Interest Group: http://www.project25.org/).

% MARCS Task Force. http://www.das.ohio.gov/LinkClick.aspx?fileticket=JIQ6gnAbyJY%3d&tabid=538. 1 Apr. 2010.

¥ Analog systems have one way of transmitting voice, data, and signals, while digital systems offer a different way of transmitting and
receiving voice, data, and other information. Traditionally, public safety agencies utilized analog systems which enabled two-way
communications. With more advanced technologies, public safety agencies are moving toward digital systems, which offer more features
(e.g., computer-controlled radios, talk groups), greater coverage, capacity, and clarity.

“0 *Montgomery County to Upgrade Emergency Radio System." PSC E-news: The Official Magazine of APCO International. 17 July
2015. http://psc.apcointl.org/2015/07/17/montgomery-county-ohio-to-upgrade-emergency-radio-system/.

“ Gilger, Mark, Jr. "Gov. Wolf Raises Charge for 911 Calls." Republican Herald (n.d.): 2 July 2015.
http://republicanherald.com/news/gov-wolf-raises-charge-for-911-calls-1.1906862.

“2 Scala, Kristina. "State: 911 Emergency Telephone Act Overhaul Discussed."MainlineMediaNews. 18 Feb. 2015.
http://www.mainlinemedianews.com/articles/2015/02/18/region/doc54e35¢7990797025992493.txt?viewmode=2.

8 Scala, Kristina. “State: 911 Emergency Telephone Act Overhaul Discussed.” MainlineMediaNews. 18 Feb. 2015.
http://www.mainlinemedianews.com/articles/2015/02/18/region/doc54e35¢7990797025992493.txt?viewmode=2.

“ Gilger, Mark, Jr. "Gov. Wolf Raises Charge for 911 Calls." Republican Herald. 2 July 2015.

> »Department of Management Services." SLERS Funding.
http://www.dms.myflorida.com/business_operations/telecommunications/radio_communications_services/statewide law enforcement ra
dio_system slers/slers_funding.

“® See Florida Statute 318.21(9) at: http://www.flsenate.gov/Laws/Statutes/2012/318.21

T "Department of Management Services." SLERS Funding.
http://www.dms.myflorida.com/business_operations/telecommunications/radio_communications_services/statewide law_enforcement ra
dio_system_slers/slers_funding.
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http://www.rd.usda.gov/programs-services/community-connect-grants
http://www.rd.usda.gov/programs-services/community-connect-grants
http://www.rd.usda.gov/programs-services/community-facilities-direct-loan-grant-program
http://www.rd.usda.gov/programs-services/community-facilities-direct-loan-grant-program
http://www.rd.usda.gov/programs-services/telecommunications-infrastructure-loans-loan-guarantees
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IMPROVING GRANT MANAGEMENT: SAFECOM
Recommendations for Public Safety Agencies

Based on Guidance from the U.S. DHS Inspector General

INTRODUCTION

Each year, the U.S. Department of Homeland Security (DHS) Office of Inspector General (OIG) audits grantees to monitor
compliance with laws, federal regulations, and program guidance. In 2014, the DHS OIG audited grant recipients in 13 states
and five territories which received State Homeland Security Program (SHSP) and Urban Area Security Initiative (UASI)
funds.' The OIG report found, in most instances, states and urban areas administered grant programs effectively, efficiently,
and in accordance with federal regulations and program guidance; however, in its findings, the DHS OIG identified two
major areas for improvement—strategic planning before grants are awarded, and oversight of grant activities.

This document provides an overview of the Department of Homeland Security (DHS) Office of the Inspector General (OIG)
recommendations for grantees, and recommendations from SAFECOM for public safety grantees. The intent is to establish
best practices and methods that enable grantees to effectively report on the impact of the grant and their progress toward
targeted communication goals. Grantees should use the information to develop strong proposals and effectively manage
grant-funded projects.

AUDIT FINDINGS

The DHS OIG identified two major areas for improvement -- strategic planning before grants are awarded, and oversight of
grant activities. To improve these areas, the DHS OIG recommended grantees perform the following:

® Strategic Planning, which should contain broad, long-term goals and corresponding short-term objectives addressing
areas of prevention, protection, mitigation, response, and recovery enhancements within the state or urban area.
Specifically, the DHS OIG recommended that grantees strengthen or improve upon:

! DHS 01G-14-22: https://www.oig.dhs.gov/assets/Mgmt/2014/01G_14-22 Dec13.pdf.
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— Risk Assessments that provide a process for identifying potential hazards and analyzing what could happen if an
incident occurs. Done correctly, risk assessments give states a clear view of the variables to which they may be
exposed, whether internal or external, retrospective or forward-looking. Once variables are identified, states must
monitor and measure threats in relation to the objectives established in the risk assessment.

— Performance Management which defines a tangible and measurable target level of performance, over time, against

which actual achievement can be compared, including goals expressed as a quantitative standard, value, or rate.
Once a risk assessment is completed and target capabilities set, grant applicants should work to specify proposed

activities; identify outcomes, impacts, and performance measures for the proposed activities; tie outcomes, impacts,

and measures to long-term goals; obtain appropriate evaluation expertise and determine evaluation methods; and
develop a data collection plan, including the procedures for implementing the evaluation.

® Oversight of Grant Activities, which is the full responsibility of grantees. The grantee assumes accountability for
conduct of project activities and is held responsible for meeting federal and state standards in the areas of allocating,
obligating, and expending grant funds; monitoring sub-grantee activity; financial management, internal controls, audit,
and timely and accurate reporting; and complying with procurement and property management requirements.

SAFECOM RECOMMENDATIONS FOR PUBLIC SAFETY GRANTEES

DHS OIG’s findings and recommendations provide beneficial guidance for all federal grantees. SAFECOM and the National

Council of Statewide Interoperability Coordinators (NCSWIC) worked closely with the DHS Office of Emergency

Communications (OEC) to analyze the DHS OIG recommendations and apply them to public safety stakeholders. The intent

of this paper is to inform public safety grantees of lessons learned and best practices in grants management, in order to
strengthen grant applications, and increase the impact of federal funding on improving emergency communications
nationwide. Below are four recommendations for improving grant management, customized for public safety stakeholders.

Recommendation 1: Align Projects to Strategic Plans

The public safety community has engaged in strategic planning for many
years. Since 2008, all 56 states and territories have developed Statewide
Communications Interoperability Plans (SCIP) — stakeholder-driven
strategic plans aimed at improving emergency communications.” The DHS
OIG reported that strategic planning is critical; states can improve strategic
planning by developing fully measurable goals and objectives, as well as
by conducting capabilities and risk assessments. These recommendations
are consistent with the SAFECOM Guidance on Emergency
Communications Grants (SAFECOM Guidance), in which grantees are
encouraged to align proposed projects to strategic plans and target funding
where there is the greatest risk or need. Best practices for grantees
planning emergency communications projects include:

Statewide Communication
Interoperability Plans

Stakeholder-driven, multi-jurisdictional, and multi-
disciplinary statewide plans that outline and define
the current and future vision for communications
interoperability within the state or territory. It is a
critical strategic planning tool to help states
prioritize resources, establish and strengthen
governance, identify future technology
investments, and address interoperability gaps.

% To find your SCIP, contact OEC at oec@hq.dhs.gov or your SWIC at: http://www.dhs.gov/safecom/contact-information.
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®  Review national and statewide strategic plans for emergency communications (e.g., National Emergency
Communications Plan, SCIPs)

= Coordinate with statewide governance bodies and Statewide Interoperability Coordinators (SWIC)® to document needs,
align proposed projects to national and statewide strategic plans, identify funding options, discuss asset sharing, and set
strategic goals and measures

® Review requirements in the federal program guidance and consult with the federal granting agency, spectrum authorities,
and SAFECOM Guidance when developing projects

= Reference alignment to the SCIP in grant applications

Recommendation 2: Participate in Risk Assessments

DHS OIG wrote that for risk assessments to yield meaningful results, grantees must consider the Presidential Policy
Directive 8 (PPD-8): National Preparedness, which is the Nation’s approach to preparing for threats and hazards that pose
the greatest risk to the security of the United States. Risks include such events as natural disasters, disease pandemics,
chemical spills, and other man-made hazards, terrorist attacks, and cyber-attacks. A risk assessment should begin by
identifying community-specific threats, and setting targets for each

core capability identified in the National Preparedness Goal, as Threat and Hazard Identification and Risk
set forth by PPD-8. Assessment

Required by several DHS grants, the THIRA process
helps communities understand their threats and hazards
and how the impacts may vary according to time of

Operational Communications is a core capability and should be
considered in the risk assessment process. DHS requires that states

and territories complete a Threat and Hazard Identification and occurrence, season, location, and numerous other
Risk Assessment (THIRA) as a condition of grant funding. community factors. The THIRA process results in whole
Developing and updating the THIRA requires active involvement community-informed capability targets and resource

requirements necessary to address anticipated and

from the whole community to ensure assessments and planning L .
unanticipated risks.

efforts are representative of all needs.

Thus, public safety stakeholders should be actively engaged in the THIRA process to convey the impact of various threats
and hazards on emergency communications, and the needs of emergency communications users during all hazards.
Participation in the THIRA process will ensure that emergency communications needs are known and considered for funding
in future years.* Best practices for grantees participating in risk assessments include:

®  Perform regular analysis, with participation from the whole community, of the state’s strategy in identifying
communications gaps, excesses, and deficiencies and preparedness to meet such challenges

= Use the THIRA process to identify communications-specific threats and hazards and set capability targets for each core
capability identified in the National Preparedness Goal as required in PPD-8

® Ensure updates to THIRA include desired outcomes as required by program guidance
= Participate in the development of their State’s State Preparedness Report

¥ SWICs provide leadership on interoperability issues in states and territories. For information, see: NCSWICGovernance@hg.dhs.gov.

* The THIRA is submitted by the State Administrative Agency (SAA). For your SAA, see: http://www.fema.gov/media-library-
data/1426254849515-5f5df4ed92d2e90af450afa2d43a5312/SAA Contact List March_2015.pdf.
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Recommendation 3: Develop Strong Performance Measures

The DHS OIG found that many states and urban areas did not have strong performance measures which, as a result, affected
their ability to demonstrate the impact of grant funding. To strengthen performance measures for emergency communications
grants, DHS recommends that the public safety community consult the Communications Interoperability Performance Guide.
SAFECOM Guidance also encourages grantees to use existing documentation and data (e.g., strategic plans, risk
assessments) to measure performance and demonstrate how gaps in capabilities will be addressed through the use of grant
funding. Best practices for grantees developing performance measures include:

= Develop project and budget milestones to ensure timely completion

®  Consider potential impacts of federal or program requirements (e.g., Environmental and Historic Preservation [EHP] for
construction projects) on implementation timeline and plan accordingly

= |dentify performance measures that demonstrate the impact of funding, including measures at the start of the grant and
benchmark measures to gauge progress throughout the project

® Track performance regularly and report the impact of the funds on the improvement of emergency communications

Recommendation 4: Provide Oversight of Grant Activities

Policies, procedures, and guidelines governing federal and state grants are in place to ensure sound accounting and oversight
practices and provide consistency in grant administration. Acceptance of a grant establishes a legal obligation on the grantee
to use grant funds in accordance with the grant terms and conditions. Best practices for grantees overseeing grant activities
include:

" Establish policies and procedures for monitoring project milestones and financial performance

® |dentify and train staff to manage financial reporting and programmatic compliance requirements (e.g., fair and
competitive procurement process, EHP, and relevant technology standards)

®  Ensure proper mechanisms are in place to avoid commingling and supplanting of funds

= Evaluate clearly the ability of sub-grantees to manage federal funding

CONCLUSION

The DHS OIG’s recommendations are consistent with best practices in the SAFECOM Guidance which is developed by DHS
OEC, SAFECOM, and NCSWIC members. The SAFECOM Guidance is updated annually to provide current information on
emergency communications policies, eligible costs, best practices, and technical standards for state, local, tribal, and
territorial grantees investing federal funds in emergency communications projects. Emergency communications leaders and
grantees are encouraged to consult SAFECOM Guidance when developing grant proposals.

By following DHS OIG and SAFECOM Guidance recommendations, grantees will strengthen their applications and increase
their chances of receiving federal funding for emergency communications projects. More importantly, these
recommendations will ensure that federal funds are targeted where they are most needed and have the greatest impact on
response operations.
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ABOUT SAFECOM AND NCSWIC

SAFECOM was formed in 2001 after the terrorist attacks of September 11, 2001 as part of the Presidential E-Government
Initiative to improve public safety interoperability, allowing emergency responders to communicate effectively before,
during, and after emergencies and disasters. SAFECOM’s mission is to improve designated emergency response providers’
inter-jurisdictional and inter-disciplinary emergency communications interoperability through collaboration with emergency
responders across Federal, State, local, tribal, and territorial governments, and international borders.is a public safety
stakeholders. SAFECOM’s membership includes 70 members representing federal, state, local, and tribal emergency
responders, elected and appointed officials, and major intergovernmental and national public safety associations, who provide
input on the challenges, needs, and best practices of emergency communications.

The National Council of Statewide Interoperability Coordinators (NCSWIC) was established in July 2010. The NCSWIC is
comprised of Statewide Interoperability Coordinators (SWIC) and their staff from 56 states and territories. NCSWIC assists
State and territory interoperability coordinators with promoting the critical importance of interoperable communications and
the sharing of best practices to ensure the highest level of interoperable communications across the nation.

This document was developed by the SAFECOM/NCSWIC Funding and Sustainment Committee. This document reflects the
expertise of SAFECOM and NCSWIC members, and DHS OEC coordination efforts to share innovative methods, best
practices, and lessons learned in funding and sustaining public safety communications systems. The SAFECOM/NCSWIC
Funding and Sustainment Committee will continue to seek best practices for emergency communications grantees and share
updates as they become available.

For questions on this document, please contact SAFECOM or NCSWIC:

SAFECOM: SAFECOMGovernance@hg.dhs.gov
NCSWIC: NCSWICGovernance@hg.dhs.gov

Resources

SAFECOM Guidance on Emergency Communications Grants

The SAFECOM Guidance provides information for grantees developing emergency communications projects for federal funding.
Decision makers and grantees should read the SAFECOM Guidance, coordinate proposals with the Statewide Interoperability
Coordinator, and encourage compliance with the recommendations contained therein. For DHS grants, grantees must comply with the
SAFECOM Guidance as a condition of funding.

National Emergency Communications Plan (NECP)

The 2014 NECP provides information and guidance to those that plan for, coordinate, invest in, and use operable and interoperable
communications for response and recovery operations. The Plan sets forth five strategic goals based on the SAFECOM Interoperability
Continuum. Collectively, the NECP goals aim to enhance emergency communications capabilities at all levels of government and across
disciplines in coordination with the private sector, non-governmental organizations, and communities across the Nation.

Communications Interoperability Performance Measurement Guide

This guide is designed to help those in public safety planning. Interoperable capabilities have improved in recent years through a multi-
dimensional view of the issue, statewide strategic plans across the nation, and a national plan presenting a practical vision. National goals
today target practical outcomes and impacts rather than mere means to these ends. This guide addresses current performance measurement
efforts and presents a step-by-step process to build a performance management framework, apply it, and use results to refine strategy.

DHS OIG Annual Report to Congress on States’ and Urban Areas’ Management of Homeland Security Grant Programs
Fiscal Year 2014 This report provides detailed audit findings and recommendations as summarized in this paper.
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SAFECOM Guidance for Public Safety Entities
Interested in Purchasing Broadband Equipment

BACKGROUND

For many years, public safety agencies have relied on traditional land mobile radio (LMR) systems to communicate
during day-to-day response, large-scale emergencies, and natural and man-made disasters. LMR systems are “the primary
means of voice communications among public safety personnel. These systems typically consist of handheld portable
radios, mobile radios, base stations, and repeaters. Figure 1 below illustrates the basic components of a land mobile radio
system.”*

® Handheld portable radios are typically carried by public safety personnel and tend to have a limited transmission
range

" Mobile radios are often located in vehicles and use the vehicle’s power supply and a larger antenna, providing a
greater transmission range than handheld portable radios

® Base station radios are located in fixed positions, such as public service access points or dispatch centers, and tend to
have the most powerful transmitters.

® A network is required to connect the different base stations to the same communications system.

® Repeaters are used to increase the effective communications range of handheld portable radios, mobile radios, and
base station radios by retransmitting received radio signals. Figure 1 below illustrates the basic components of a land
mobile radio system.?

Figure 1. Basic Components of a Land Mobile Radio System

Portable radio user Repeater station Transmitter Mobile radio user

tower

Source: GAO-07-301
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Radio systems are classified as either conventional or trunked. Conventional radio systems have dedicated frequencies—
also referred to as channels—assigned to individual groups of users. When a user makes a call, and selects a channel,
other members of the group cannot use the channel until the call is over.® In contrast, trunked systems are computer-
controlled, and assign a pool of channels for use by multiple individuals. When a call is made by a user on a trunked
system, an available channel is automatically selected by the system from the pool of channels, leaving the remaining
channels available for others. While trunked systems are more complex and require more infrastructure than conventional
systems, they allow for the sharing of channels among a large group of users, increase capacity and interoperability,
reduce congestion, and enable the more efficient use of communication channels.”

Over time, many public safety agencies have migrated towards more advanced communications systems — first, from
conventional to trunked systems, and now toward Internet Protocol (IP)-based systems. IP-based networks are computer-
based networks that allow states to connect radio sites across the state or across the region. Figure 2 provides an example
of a regional or statewide IP network.

Figure 2. Example of a Regional or Statewide IP Network
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Source: GAO-07-301 to

These statewide networks or regional networks provide a means for multiple agencies, disciplines, and responders to
communicate during day-to-day operations, as well as during large-scale disasters. These systems have allowed agencies
to increase capacity (i.e., the number of users on a system), enhance capabilities, and improve interoperability.

Public safety agencies are also leveraging broadband networks to improve communications. Public safety agencies are
leveraging commercial wireless broadband services,” and some have developed and deployed their own local or municipal
broadband networks® for mission critical data communications. The use of broadband networks will transform how public
safety stakeholders communicate. Such networks will provide unparalleled connectivity and bandwidth,” allowing
agencies to access and share more information (e.g. data, text, photos, and video), greatly enhancing situational
awareness.
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LOOKING AHEAD: UNDERSTANDING THE PUBLIC SAFETY BROADBAND NETWORK

In 2012, the Middle Class Tax Relief and Job Creation Act was enacted, which established the First Responder Network
Authority (FirstNet), authorizing it to establish a single, nationwide public safety broadband network for public safety.
The Act set aside spectrum in the 700 megahertz (MHz) band® to deploy the network,® and designated funding to build
and deploy the network nationwide. The goal of this project is to ensure that first responders, at all levels of government,
across all disciplines, and jurisdictions can communicate as needed during emergencies.”® While public safety agencies
are looking forward to, the deployment of a single, nationwide network, dedicated to public safety, there are several issues
that state and local officials must be aware of when making funding decisions.

First, the development and deployment of the nationwide public safety broadband network (NPSBN) is expected to take
several years. Therefore, it is necessary for state and local governments to continue to sustain LMR systems throughout
the development and deployment of the NPSBN, to ensure first responders can continue to communicate during
emergencies and natural and man-made disasters.

Secondly, while the NPSBN is expected to offer advanced data capabilities and data features, such as messaging, image
sharing, video streaming, data storage, and applications, it will not offer mission critical voice capabilities from the outset.
Therefore, it is necessary for state and local governments to continue to support current systems and solutions that support
mission critical voice, until reliable and secure voice capabilities can be offered through the NPSBN.

Figure 3 below depicts the eventual convergence of LMR networks with broadband technologies at some point in the
future, but acknowledges that the timeline for the transition is undetermined and indefinite. Public safety agencies argue
that current systems providing mission critical voice and communication capabilities (i.e., LMR systems) must be
maintained and sustained until similar capabilities can be offered through broadband networks (e.g., commercial wireless
networks, or the NPSBN). State and local officials should be aware that while regular voice capabilities are available
through commercial broadband networks, technologies that ensure more reliable, robust, and secure mission critical voice
capabilities needed by public safety are not yet available, and will not be available initially on the NPSBN.

Figure 3. Public Safety Communications Evolution

Public Safety Communications Evolution
CURRENT TRANSITION DESIRED EVOLUTION

Indefinite Time Frame Long Term

Land Mobile Radio Networks REQUIREMENTS
GENERAL

Mission Critical Voice « Funding

- Governance
Mission Critical Data - Planning
- Partnerships S,

Nationwide Public Safety - Policy
Broadband Network = Research, Development,

Dedicated Spectrum (Long Term Evolution) Testing and Evaluation Convergence of

TECHNICAL n Critical
Public Safety Missi - Guaranteed Access nd Data
Data Applicat . .
« Quality of Service

« Reliability
« Resiliency -

Commercial and Unlicensed Wireless Broadband Netwaorks + Roaming

« Spectrum Effidency N
and Capacity
Public Safety Data Applications - Coverage

- Standards
« Talk Around/Simplex

Source: DHS Public Safety Evolution Brochure
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GUIDANCE FOR ENTITIES INTERESTED IN INVESTING FEDERAL FUNDS IN BROADBAND

With the recent commencement of the NPSBN planning, many public safety agencies have expressed interest in investing
federal funds in broadband-related projects. However, there are many aspects of the NPSBN that are still under
development, including network architecture, coverage requirements, technical requirements, deployment and operations
plans, and funding strategy.'* Therefore, many federal granting agencies are advising grantees to avoid acquisition of
broadband equipment (i.e., Long Term Evolution [LTE] equipment),*? until there is further guidance from FirstNet on
network architecture and requirements. Following this guidance will help to ensure that any investment of funds in
broadband technology will complement the deployment of the NPSBN and will support state broadband plans currently
being developed by states in consultation with FirstNet.®

Entities are encouraged to target grant funding toward planning and outreach activities (e.g., community outreach,
documenting user needs), and to work with the State Single Point of Contact (SPOC)* and other state officials (e.g., State
Administrative Agency, Statewide Interoperability Coordinator [SWIC])™ in planning for broadband and other advanced
technologies. Such planning activities may include, but not be limited to:

= Attending statewide or regional broadband planning meetings
®  Establishing a governance structure, or expanding existing structures, to consult with FirstNet

®  Preparing a comprehensive plan as part of the existing Statewide Communication Interoperability Plan (SCIP), or
similar plan, describing the public safety needs that the State/territory expects FirstNet to address in its design of the
NPSBN'®

® Developing procedures to ensure regional, local, tribal representation and participation in the FirstNet consultation
process

®  Ensuring that all necessary planning and tribal consultation for Federal environmental, historic preservation and
cultural resources statutory compliance will occur

®  Creating and implementing a process for education and outreach among regional, local, and tribal officials, public
safety users, and other stakeholders about the NPSBN

EXCEPTIONS TO THE RULE: ENTITIES HOLDING SPECTRUM LEASE AGREEMENTS

There are certain entities that have approval from FirstNet to proceed with broadband acquisition and deployment. These
entities have been granted spectrum access and permission to proceed with planned broadband projects funded under the
Broadband Technology Opportunities Program (BTOP) and/or the Department of Homeland Security (DHS), awarded
prior to the Middle Class Tax Relief and Job Creation Act. They have been granted spectrum management lease
agreements, and have been asked by FirstNet to fulfill specific Key Learning Conditions (KLC) that will inform the future
deployment of the NPSBN.

FirstNet made a determination that these “early builders” of broadband projects could offer valuable lessons learned that
could help inform the development and deployment of the NPSBN. Entities with lease agreements include:

® Los Angeles Regional Interoperable Communications System (LA-RICS)
®  State of New Mexico

®  Adams County, Colorado

= State of New Jersey

" State of Texas
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Because these entities had projects underway, and have authority to operate in the FirstNet spectrum, these entities may
use federal funding to support their broadband deployment. These investments continue to be reviewed carefully to ensure
they support the statewide plan to deploy broadband and the federal goals for these pilot projects.

All other entities without authority to operate in the spectrum (i.e., those without a lease agreement with FirstNet), should
not be requesting federal funds for broadband LTE) infrastructure equipment. Entities should be targeting funding toward
broadband planning, governance, outreach, and education. Once the state plans are complete, and once FirstNet has more
formal plans for the network, federal funds may be able to be used for broadband projects.

GUIDANCE TO ENTITIES INTERESTED IN INVESTING IN OTHER-THAN-LTE EQUIPMENT"

In the past, some public safety agencies have leveraged non-LTE wireless broadband technologies (e.g., Wi-Fi, ®
WiMAX,™ mesh networks?®) and other commercial broadband services to supplement their current communications.
These solutions, which are either agency-owned or provided by a commercial carrier, allow agencies to access non
mission critical voice, as well as data, video, and other applications.

However, given ongoing advancements in the NPSBN deployment, public safety entities should consider the overall
impact of leveraging other-than-LTE broadband technologies at this time. First, LTE has been identified as the chosen
standard for public safety broadband communications. The Middle Class Tax Relief and Job Creation Act established
LTE as the standard for the NPSBN. LTE was endorsed by public safety organizations for economies of scale, radio
frequency use, and spectral efficiency reasons. Moreover, major wireless service providers chose LTE for their broadband
data services and in 2010, the FCC designated LTE as the required technology for the NPSBN.** Secondly, it is important
to note that other wireless broadband technologies do not interoperate with LTE.

With these cautions, public safety entities should consider the impact of other-than-LTE investments in broadband and
focus on activities and solutions that will help agencies plan and prepare for the deployment of the NPSBN. Entities are
strongly encouraged to work with their state’s SWIC, the FirstNet SPOC for the state,? federal granting agencies, and
commercial providers to ensure grant-funded systems are compatible and interoperable with current and future solutions.

CONCLUSION

Planning for the NPSBN is underway. Public safety agencies interested in investing in broadband technologies should
engage in planning for broadband, but understand five important points regarding acquisition and deployment of
broadband equipment:

The NPSBN is in the early stages of development; public safety agencies should engage in planning efforts. The
federal government is in the planning stages for the NPSBN; public safety agencies should coordinate with state
broadband planners, participate in planning sessions, and discuss whether the proposed project supports the state’s plan
for public safety broadband use.

Agencies with lease agreements with FirstNet may be able to use grant funds for acquisition and deployment. Some
public safety agencies have permission (i.e., a lease agreement) to deploy a public safety broadband project. These
projects are expected to inform the future deployment of the NPSBN, and may be able to use grant funds to support their
project.

Many federal agencies will not support acquisition and deployment if the grantee does not have a lease agreement
in place. Many federal agencies will not support acquisition and deployment of broadband equipment and systems unless
agencies have access to the 700 MHz public safety spectrum (i.e., a lease with FirstNet) or until there is further guidance
from FirstNet.
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Public safety agencies leveraging commercial networks to supplement public safety communications should
exercise caution on major acquisitions, as they may not integrate with the NPSBN. Many public safety agencies are
using commercial broadband services, and investing in other broadband technologies to support public safety
communications. Agencies should exercise caution in investing in non-LTE equipment that may not integrate into the
NPSBN.

Public safety agencies should continue to sustain LMR systems. Public safety agencies should continue to sustain
LMR systems to ensure first responders can access mission critical voice communications, as these capabilities may not
be immediately available on the NPSBN.

ABOUT SAFECOM AND NCSWIC

SAFECOM was formed in 2001 after the terrorist attacks of September 11, 2001 as part of the Presidential E-Government
Initiative to improve public safety interoperability, allowing emergency responders to communicate effectively before,
during, and after emergencies and disasters. SAFECOM’s mission is to improve designated emergency response
providers’ inter-jurisdictional and inter-disciplinary emergency communications interoperability through collaboration
with emergency responders across Federal, State, local, tribal, and territorial governments, and international borders.is a
public safety stakeholders. SAFECOM’s membership includes 70 members representing federal, state, local, and tribal
emergency responders, elected and appointed officials, and major intergovernmental and national public safety
associations, who bring years of experience and expertise to the public safety community, and who provide input and
feedback on the challenges, needs, and best practices of emergency communications.

The National Council of Statewide Interoperability Coordinators (NCSWIC) was established in July 2010. The NCSWIC
is comprised of Statewide Interoperability Coordinators (SWIC) and their staff from 56 states and territories. NCSWIC
assists State and territory interoperability coordinators with promoting the critical importance of interoperable
communications and the sharing of best practices to improve interoperable communications across the nation.

This document was developed by the SAFECOM/NCSWIC Funding and Sustainment Committee. This document reflects
the expertise of SAFECOM and NCSWIC members, and the coordination efforts of DHS OEC. The SAFECOM/
NCSWIC Funding and Sustainment Committee will continue to update and provide information for decision-makers
responsible for funding emergency communications systems and equipment.

For questions on this document, please contact SAFECOM or NCSWIC:

SAFECOM: SAFECOMGovernance@hg.dhs.gov
NCSWIC: NCSWICGovernance@hg.dhs.gov
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Resources for Entities Interested in Investing in Broadband Technologies

2015 SAFECOM Guidance for Emergency Communications Grants

The SAFECOM Guidance provides information on the current state of broadband, federal guidance for grantees interested in
investing in broadband, and broadband activities that grantees can pursue in the near-term. Decision makers and grantees
should read the SAFECOM Guidance carefully, encourage compliance with the recommendations contained therein, and
should encourage coordination with the SWIC and the FirstNet SPOC for any projects proposing investment in broadband.
Decision makers should ensure that grant applicants comply with the recommendations in the SAFECOM Guidance, as it is a
condition of grant funding for grants, and represents best practices in emergency communications.

Information Bulletin #386
This is formal guidance to DHS grantees regarding the use of DHS funds for broadband investments.

Public Safety Communications Evolution Brochure

The DHS Office of Emergency Communications (OEC) developed this brochure in collaboration with SAFECOM and the
National Council of Statewide Interoperability Coordinators, with the support and input of public safety officials at multiple
levels of government across the country. This brochure: (1) helps educate the public safety community and elected and
appointed officials about the future of emergency communications; (2) Describes the evolution of emergency communications
and how traditional LMR communications used today may converge with wireless broadband in the future, if specific
requirements are met; (3) discusses some of the most important requirements to achieve the desired long term state of
convergence with LMR networks.

FirstNet Elected Officials Fact Sheet
This fact sheet prepared by FirstNet provides an overview of FirstNet, the nationwide public safety broadband network, and
roles and responsibilities.

April 2015 FirstNet Stakeholder Presentation
This presentation provides an update on FirstNet activities to date, including updates on state consultations, progress toward
milestones, and development of Request for Proposal for acquisition and deployment of the NPSBN.

Interoperability Planning for Wireless Broadband
Technical Guide for public safety practitioners planning for broadband.

Application of Emerging Wireless Broadband Technology for Public Safety Communications
FCC Tech Topic #22 on broadband applications to public safety, and recent trends.

Standards for Other Broadband Technologies: FCC Tech Topic #11: WiMAX Applications for Public Safety

Broadband Technology Opportunities Program (BTOP)
Department of Commerce grant program, that was funded under the American Reinvestment and Recovery Act (ARRA), and
which funded seven public safety broadband projects, four of which are serving as pilot projects for FirstNet.

FirstNet LMR Fact Sheet
This Fact Sheet discusses how the FirstNet Network will work with current LMR systems, and the need for continued
investment in legacy LMR systems to preserve voice capabilities while the network is being developed.
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End Notes

! GAO-07-301: First Responders Much Work Remains to Improve Communications Interoperability.p.6.

2 GAO-07-301: First Responders Much Work Remains to Improve Communications Interoperability.p.6.

¥ GAO-07-301: First Responders Much Work Remains to Improve Communications Interoperability, p.7.

* GAO-07-301: First Responders Much Work Remains to Improve Communications Interoperability, p.8.

® Broadband refers to high-speed data transmission in which a single connection can carry a large amount of data at once. Broadband
allows users to access information via the Internet through one of several high-speed transmission technologies (e.g., cable provided by a
cable TV provider, DSL provided by a local telephone company, fiber provided by an Internet Service Provider). The Federal government
was charged in 2012 with building a nationwide public safety broadband network (NPSBN).

® These are networks that are typically owned and operated by a municipality, public utility, or by a council of governments in a region.
" Bandwidth is the width of a communications channel, and determines the information-capacity of a telecommunications channel.

® The 700 MHz band is a segment of the radio spectrum that has been designated for public safety use, as stated in the Middle Class Tax
Relief and Job Creation Act.

® The 9/11 Commission Report made a recommendation that Congress should support pending legislation which provides for the
expedited and increased assignment of radio spectrum for public safety purposes (p. 397). See: http://www.9-
11commission.gov/report/911Report.pdf.

1% The nationwide network was established by law, through the enactment of the Middle Class Tax Relief and Job Creation Act which
authorized the creation of FirstNet, and the establishment of a single, nationwide network for public safety. For more information see:
http://www.gpo.gov/fdsys/pka/PLAW-112publ96/content-detail.html.

111 FirstNet is in the process of developing formal documents for the procurement of the NPSBN. See:
https://www.fbo.gov/index?s=opportunity&mode=form&id=0a78db17dc3ade1848a16f168fa697dd&tab=core& cview=1.

12 Long Term Evolution (LTE) is a standard for wireless communication that supports high-speed data and roaming for mobile phones
and handheld devices. LTE was established by the 3™ Generation Partnership Project (3GPP), and was adopted as the standard for which
the nationwide public safety broadband network will be built.

3 For more information on the state consultation process, see: http://www.firstnet.gov/consultation.

1 States that received Department of Commerce State and Local Implementation Grant Program (SLIGP) funds have a SPOC in place. To
find your SPOC, see: http://www.firstnet.gov/consultation#State Single Points of Contact (SPOC).

15 To find the SWIC for your state, contact OEC at oec@hq.dhs.gov.

18 For more information on the SCIP, see: http://www.dhs.gov/statewide-communication-interoperability-plans

" This guidance is included in the 2015 SAFECOM Guidance on Emergency Communications Grants, Appendix B-8.

18 Wi-Fi stands for “wireless fidelity.” Wi-Fi allows for the deployment of local area networks (LANSs) without wires for connecting
devices, typically reducing the costs of network deployment and expansion. Wi-Fi is a low power wireless system that uses unlicensed
radio frequency that is attached to a LAN, which is then attached to the Internet through a cable modem, DLS router or phone line. These
are often the systems used in coffee shops, hotels, airports.

9 WiMAX operates similar to Wi-Fi but at higher speeds and over greater distances and for a greater number of users. For WiMAX, users
can access the Internet from farther away, without a phone line or other wired line, using a card inserted in their laptop, or can access the
Internet through a modem that is attached to, for example, an antenna on the roof of a house. WiMAX has the ability to provide service in
hard-to-reach areas. WiMAX can enable two hotspots to be created and linked, creating a mesh network.

% Mesh networks are like ad-hoc networks, where individual nodes (hotspots) are deployed and linked, providing an ad-hoc network for
users, who may not have service.

2L ECC, 700 MHz Public Safety Spectrum: http://www.fcc.gov/encyclopedia/700-mhz-spectrum.
22 Eor the FirstNet SPOC list, see: http://www.firstnet.gov/consultation#State Single Points of Contact (SPOC).
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