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DHS Transition Issue Paper
Big Data

OVERVIEW - Generating Value from DHS Data — Making DHS Data a Strategic Asset

¢ The Department of Homeland Security (DHS) is working to make its data a strategic asset for the
homeland security enterprise. Following two years of the Unity of Effort policy, both headquarters and
mission component leaders are increasingly prepared to integrate data management into their normal
business and decision making. The DHS Data Strategy will provide a foundation of enterprise data
management values, guidelines, and principles. However, the full potential of DHS enterprise data
management will not be realized without decisive leadership and investment from the next
administration. With leadership and resource support, DHS will be able to leverage its data assets to
create added value in five (5) major areas:

Mission Risk-based priorities requiring enterprise-wide data management including, but not
limited to: screening and vetting, threat assessment, and distribution of assets for
preparedness, response and recovery. Early successes have been achieved in this
area through leading projects like the DHS Data Framework for the Homeland
Security Intelligence Enterprise, DHS Office of Policy’s Immigration Data
Integration Initiative, and S&T Homeland Security Advanced Research Projects
Agency’s (HSARPA) Data Analytics Engine (DA-E).

Management Enterprise priorities for understanding, organizing, analyzing and making
management decisions. Early success in this area has already been seen with the
Management Directorate’s Management Cube, an innovative solution that brings
together essential management data to enhance decisions and performance.

Planning Supporting and driving DHS strategic planning by using enterprise data
management to support risk assessment, resource allocation, and performance
assessment.

Research Rapid evaluation of emerging big data and advanced computational techniques that

are relevant to significantly improving the leveraging of DHS data, and prioritized
delivery of enterprise services. HSARPA’s DA-E works across industry, academia
and government to understand rapid technical innovations that create opportunities
and risks for homeland security mission.

Enterprise The DHS OCIO, with Component partners, plays a lead role in delivering
Service Delivery  enterprise services for data management.

Coursc of action:
Leadership and | Enterprise data management shall be governed under the Information Sharing and
Priorities Safeguarding Governance Board (ISSGB) and establish a network of component-
level Chief Data Officers (CDOs), to be coordinated under the oversight of the
ISSGB.

Policy Standards | DHS shall define and enforce policy standards for enterprise data management.
and Enforcement
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Compliance The Department must ensure that it complies with all legal and policy requirements
in the maintenance collection, storage, use, dissemination, archival and disposal of
its data (e.g., Privacy Act of 1974, 5 U.8.C. § 5524a).

R&D S&T leads the Department's efforts to innovate and evaluate emerging big data
solutions and related technologies to provide technical guidance, consultation and
potential solutions for missions of Homeland Security Enterprise.

Enterprise DHS carefully develops, leverages and deploys efficient technologies to meet
Technology current data management needs. The DHS OCIO, with Component partners, will
Development play a key role in delivering enterprise services for data management.

Communications | DHS effectively communicates, and understands, the value of data management,
from not only leadership, but from operators, analysts and planners who know what
they need from our DHS data.

DETAILED DISCUSSION

¢ As the DHS Data Strategy directs, DHS Enterprise Data Management must be directly tied to
our strategic, mission priorities as a Department.

¢ The FY2017-2021 DHS Data Strategy provides a foundational set of principles and guidelines
that can be used to efficiently drive data management.

¢ DHS S&T works directly with industry, academia and other government organizations to
challenge, understand, leverage and adapt rapidly changing technologies to meet homeland
security mission needs such as self-service data, virtualized data collection, point and click data
wrangling, geo-coding, entity resolution, social media analytics, real-time intelligent systems
and automated reporting in a manner that is consistent with legal authorities and privacy, civil
rights, and civil liberties policies, and adequate intellectual property rights.

¢ The DHS OCIO works directly with all members of the homeland security enterprise to capture
prioritized, mission requirements for data management, and then, leveraging the
groundbreaking research and development of S&T, partners with the enterprise to deliver
essential services and platforms.

Issue Background
¢ DHS manages significant data holdings across a broad set of missions and activities, many of
which are public facing and occur in a rapidly evolving threat environment. With the establishment
of the Department in 2002, each of its legacy Components retained ownership and management of
its own data, often with decentralized data systems supporting the various operational missions of
DHS.
¢ Assuch, DHS data is complex and must be managed appropriately. This includes ensuring that
the Department protects the privacy, civil rights and civil liberties of individuals whose
information we maintain. This also includes ensuring that the Department obtains adequate
intellectual property rights to meet its missions.
¢ (urrent data management challenges and gaps include, but are not limited to:
» Keeping pace with enterprise wide, cross component, mission needs;

» Different policies on how to maintain what is otherwise similar data.
7 Development of intelligence insights from multiple transactional screening systems;
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# Analysis and reporting of immigration and other statistics across multiple immigration
and other data systems that are not necessarily linked;
» Strengthening and maturing the oversight of DHS finances and spending; and

» Bottlenecks in hining of human capital resources to address operational gaps.

¢ In order to provide strategic value to the homeland secunty enterprise over the next four (4) years,
DHS will need to operationalize the principles of the DHS Data Strategy, focusing on strategic
priorities for Mission, Management, and Planning.

Course of Action — Moving from Data Management Principles to Data Management Execution

Leadership, First and foremost, we need a way to set our data management priorities
Governance and to link our business and mission needs to our data needs. In practice, this
Priorities means establishing a DHS enterprise-wide management role that is

operated at the highest levels of the Department. This entity will listen to
the real-world needs of our operators, our analysts, our managers, and our
planners, and obtain decisions on the priorities from our Department senior
leadership. Further, 1t will ensure that DHS has the agility and tlexibility to
apply its limited resources on a prioritized, risk-informed basis. This
oversight should be led by the Information Sharing and Safeguarding
Executive and supported by a network of component level Data Officers,
in turn supported by a network of data scientists and managers.

Policy Standards Second, DHS must set and enforce pragmatic data and data science policy
& Enforcement standards that efficiently create manageable network effects across DHS
strategic data sources. These standards will make it easier for data owners
to adopt and lead to improved accessibility for authorized use at the scale
demanded by homeland security applications.

Compliance Third, we need to ensure that Department-wide, our enterprise data
management priorities, methodologies, uses and implementation controls
are in line with legal authorities, and, privacy, records management, civil
rights and civil liberties laws and policies, and adequate intellectual
property rights.

R&D Fourth, technology evolves at a rapid pace requiring that DHS quickly
assess and understand both opportunities and threats that emerge from new
capabilities. DHS S&T hosts an internal Data Analytics Engine (DA-E)
laboratory where DHS components and the Homeland Security Enterprise
can examine the impact of emerging technology on current and future
missions. This consolidated research and development activity makes
experimentation, prototyping and piloting of technology efficient in a
manner where lessons learned and best practices can be easily shared across
homeland security organizations.

Enterprise Service Fifth, the DHS OCIO manages a series of enterprise services and platforms
Delivery which, in direct partnership with DHS components, actively seek out and
deliver on the prioritized requirements of the homeland security enterprise
for mission-based data management solutions.

Communications Sixth, we need clear communication of priority technical, policy and
management directions to DHS executives, managers, and most
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importantly analysts, responders, and operators to effectively implement
enterprise data management

Major Risks Whar Happens if We Don’t Make Data a Strategic Asset at DHS?

¢ DHS risks generating huge inetficiencies, and associated financial costs, in how data are
collected, shared, transferred, and vsed, with components creating their own, walled oft
data management solutions.

e DHS risks using data in inappropriate and illegal ways.

s DHS risks not achieving our actual mission and obligations to the American people by
failing to identify and mitigate a security threat, missing a vital lead or a critical link, or
failing to deploy an essential asset. Without rapid assessment and deployment of
technology, DHS systems can quickly become ineffective against sophisticated threats.

Key Partnerships
» Intelligence Community
Other Federal agencies
State, Local, Tribal, Territorial stakeholders
International partners
Non-Governmental Organizations
Public / Private agencies
Data Analytics and Advanced Computing Industry
Computer Science, Engineering, Math and Science Academic Organizations
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Science and Technology

The Science and Technology Directorate is the primary research and development arm of the
Department. It provides federal, state and local officials with the technology and capabilities to
protect the homeland.

The Under Secretary for Science and Technology acts as the principal science and technology
advisor to the Secretary and his/her Cabinet.

S&T has resident scientific expertise and capabilities in the following domains including, but not
limited to:

s Situational Awareness and Decision Support Engine (SANDS)
¢ Communications & Networking Engine (CNET)

e Data Analytics Engine (DAE)

o Identity & Access Management Engine (IDAM)

¢ Behavioral, Economic & Social Sciences Engine (BESSE)
s Modeling & Simulation Engine (MSE)

¢ Manufacturing Engine (MANE)

s Mission & Operational Systems Analysis

e Test and Evalvation

s Application of Standards

e Systems Engineering & Transition

o Human Systems Integration

¢ Architecture Engineering

Technology Foraging & OpEx

Tech Transfer & Commercialization

Partnership Coordination

Sponsored R&D

¢ Intellectual Property Management
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S&T owns and operates national laboratories which perform research and scientific and forensic

analysis. S&T works with the broader R&DD community to identify and adapt existing R&D

investments to meet operator needs and challenges in four general areas:

¢ Technological capabilities for addressing DHS operational and strategic needs or that are
necessary to address evolving homeland security threats.

¢ Systems-based analysis for introducing streamlined, resource-saving process improvements
and etficiencies to existing operations.

« Improvements for enabling more effective and efficient operations and avoiding costly
acquisition failures and delays by leveraging S&T’s technical expertise to improve project
management, operational analysis and acquisition management.

« Opportunities for collaboration across departmental, interagency, state and local and
international boundaries to advance knowledge and understanding of existing and emerging
threats and help identify a path forward.

From border security and biological defense to cybersecurity and explosives detection, S&T is at
the forefront of integrating R&D across the public and private sectors and the international
community. By working directly with responders and component partners across the nation, S&T
strives to provide advanced capabilities and analytics to better prevent, respond to and recover from
the major threats to homeland security.

Mission

S&T’s mission is to deliver effective and innovative insight, methods and solutions for the critical
needs of the Homeland Security Enterprise.
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Budget

Total Budget Authority

$776,653,000 $758,743,000 -17,910,000

FY17 PRESIDENT'S BUDGET - COMMON
APPROPRIATION STRUCTURE

Operations &

Support,
$278,733,000
37%
Research & 'J
Oevelopment, Procurement
$469;869,000 Construction, &
2% Improvements,
$10,141,000
1%

S&T - 5-Year Funding Trend

$1,220,079,000
51,400,000,000

$1,087,931,000
$1,200,000,000
$776,653,000
$1,000,000,000  $793 982 000 $758,743,000
$800,000,000
$600,000,000
$400,000,000
$200,000,000
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Workforce
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Strategic Priorities

¢ DHS R&D Coordination and Prioritization through Integrated Product Teams (IPTs):
With increased, complex threats, in an anstere fiscal environment, we must be strategic
about our R&D work and how we prioritize our investments. The IPT process, managed by
S&T and staffed by the components, will improve acquisition across DHS by identifying
technological capability gaps and coordinating R&D to close those gaps across the
Department’s mission areas. Through an integrated investment process, S&T will explicitly
tie its investments to specific areas, including: Presidential-national, Departmental, and
other priorities as they arise.

s Advancing Cyber & IT Security: Cyber adversaries have presented a full spectrum of
threats not only to the U.S. government, but also to private organizations and critical
infrastructure sectors. All systems must be protected, and have processes in place to obtain
and implement upgrades in real-time to secure mission-critical systems. S&T partners with
national and international leaders in cyber security to leverage our resources and capabilities
for optimal results.

s Keeping Pace with Technology: Government’s ability to discover and implement new
technologies is commonly outpaced by adversaries and the private sector. Processes for
acquisition and security, for example, are typically not designed to keep up with the rapid
pace of technology, leaving little choice but to manage unaddressed threats with inadequate,
last-generation tools. Through S&T’s technology foraging, operational experimentation,
unique partnerships, research and development agreements between governments and the
private sector, prize challenges, accelerators and public outreach, we are better positioned to
address gaps in capabilities by mobilizing the Homeland Security Industrial Base.

e Energize the Homeland Security Industrial Base in support of providing leading,
cutting-edge solutions to operational Components and first responders. Because DHS
has largely utilized commercially available, off-the-shelf products to achieve its mission,
partnership with industry is essential. We are striving to create a private sector community
around homeland security challenges that sees the DHS mission as a joint mission. The use
of prize challenges, accelerators, public outreach and other vehicles has generated
significant interest in the private sector in being part of a Homeland Security Industrial
Base.

¢ Support technology assessments for all major acquisitions in the Department to ensure
technical maturity: S&T conducts a systems engineering review and technology
assessment of the technical solutions in DHS major acquisition programs and provides 4
report to the Chief Acquisition Officer and Joint Requirements Council prior to the decision
to enter the “Obtain” phase of the Acquisition Life Cycle. Integrated with the 1PTs, this
ensures that S&T is involved early in the acquisition process to assess the technical maturity
of the technologies that DHS major acquisitions intend to acquire. S&T is poised to play 4
larger role in this mission space.

o Integrating Technology as an Element of Change to all Risk and Threat Calculations:
All risk and threat calculations take current or next-generation technologies into account, yet
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few run the same calculations on potential future threats. By doing this, we can keep up with
threats but not get ahead of what 1s to come. S&T will look to provide this future view
through supporting technological risk assessments of Technology Readiness Levels 3, 4, 5,
and more generations down the road.

¢ Instilling a Homeland Security Enterprise Approach since Threats Know No Borders:
Today’s threats come in all shapes and sizes, yet none are restricted by borders. Therefore,
detecting and managing these threats must be done in partnerships that cross government
entities, state/local/tederal jurisdictions, and international borders. S&T scouts opportunities
to build solutions directly with the operational front lines of homeland security.

¢ [Establish the future National Bio- and Agro-Defense Facility (NBAF), and its
supporting enterprise-wide ecosystem, as the leading biocontainment facility for the
study of foreign animal and emerging zoonotic diseases that threaten animal
agriculture and public health in the United States: The first laboratory facility in the
United States of its kind, this $1.2 billion facility will allow researchers to study zoonotic
diseases that affect livestock and other large animals. In preparation for its completion in
2022, S&T is focusing on construction of the 570,000 square-foot biocontainment facility
with leading-edge capabilities and security; transition planning of operations from the Plum
Island Animal Disease Center (PIADC) in New York; and the creation of an ecosystem that
attracts partners and fosters innovation to tackle the biggest threats facing our animal
agriculture.

e Shape a Workforce Culture Specifically Formulated for R&D: A workforce specifically
focused on R&D 1s composed of very different attributes than that of operational
organizations. Achieving the required skills, mindset, and balance/composition of the team
are all critical to its success. S&T will craft a workforce plan and build its worktforce by
continuously reviewing and mining data to inform hiring and development investments in
the near term, and yield the right mix of knowledge, skills and capabilities over the long
term that will be necessary to accomplish our R&D mission.

Ao B aled
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Key Partnerships/Stakeholders

Interagency

Partner Description
Interagency Relationships S&T partners with many agencies across
government to support its missions
operating laboratories and Centers of
Excellence, interfacing with the intelligence
community, identifying capability gaps and
requirements, and supporting test & evaluation
in areas such as explosives, Counter-
Unmanned Aerial Vehicles, and First
Responders.

Stakeholder Groups and Federal Advisory Committees (FACA)

Partner Description
S&T’'s Homeland Security Science & S&T manages its own FACA compliant
Technology Advisory Committee advisory committee that is comprised of

citizens from academia, the private sector, and
former governmental officials. The USST
ntilizes the HSSTAC to assist in bringing in
new opinions and ideas to foster the best
effectiveness and direction of the Directorate.
Stakeholder Groups S&T partners with multiple stakeholder groups
In various topic areas such as first responders,
communications, preparedness, explosives, and
intelligence. These partnerships are helpful to
identify requirements, assess needs and
capability gaps, conduct operational field
assessments, and collaborate with the larger
community.

Industry / Public-Private / Academia

Partner Name Description
Academic Institutions S&T establishes and manages the DHS Centers
of Excellence and partners with other academic
institutions in support of projects and programs
such as Small Unmanned Aerial Systems.
Industry Relationships S&T partners with industry for technology
transition, conducting pilots, developing
technologies, supporting the Transportation
Security Laboratory and many important
programs and projects within the Directorate.
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International Engagements

Partner Description

International Agreements/Relationships S&T works with many countries via bilateral

and other agreements to leverage international
resources in the science and technology, and
research and development community.

Legislative Priorities

infemation, and cleiland foe crbminal flnes and pmwl!irnc

Other Transactional Authority (OTA). Currently, OTA is set to expire with the end of
the Fiscal Year on September 30, 2016. In the past, it has been renewed via the annunal
appropriations bill. S&T leadership has been working with authorizing committees to insert
langunage that would extend OTA by five years and provide stability for the programs that
use 1t.

Personnel Hiring. Section 1101 of the Strom Thurmond National Defense Authorization
Act for Fiscal Year 1999 (5 U.S.C. 3104 note; Public Law 105 261) provides for a special
hiring authority for agencies to bring onboard personnel with highly specialized and
leadership backgrounds for select positions. Currently, per the Homeland Security Act of
2002, this authority resides with the HSARPA Director. S&T 1s seeking legislation which
would move that authority to the Under Secretary for Science and Technology.

Integrated Product Teams (IPTs). At the direction of Secretary Johnson, the [PTs were
re-instituted by Under Secretary Brothers as a way for S&T to assist operational components
with determining their technology requirements and planning for the long-term
implementation of technological solutions. S&T is seeking legislation that would
specifically call out the IPTs to ensure the long-term viability of this critical mechanism.

R&D Funding. By nature, R&D necessitates different funding structures than
infrastructure. For successful R&D programs to truly deliver disruptive, impactful products
for operators, they must be funded with an eye toward consistency over the term of
development. Infrastructure, on the other hand, is funded annually and can be managed as
such. Therefore, S&T is seeking to earn an understanding that R&D funding needs to be
separated from infrastructure funding so the very different needs of each can be applied.

National Bio and Agro Defense Facility (NBAF). Due to the heavy investment which
USDA is making in the agricultural threat, DHS and USDA have begun preliminary
discussions as to which agency should manage the NBAF once it becomes operational.
Although S&T is not seeking any legislative action at this time, the Senate mark up of both
the DHS and Agriculture Appropriations Bills included language for S&T and USDA to
have these discussions.
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Government Accountability Office / Office of the Inspector General
Audits

GAOQO Audits

Title

Description

Final Report
Due

Microbial Forensics: DHS and
FBI Biological Attribution
Capabilities (Engagement Code
460639)

Objective to answer the following questions:
(1) How have the DHS and FBI assessed the
technical and scientific needs for attribution
of a biological attack since 20107 (2) What
scientific and technical gaps remain, if any,
in DHS and FBI capabilities to attribute the
source of a biological attack, including an
attack using a novel synthetic biological
weapon?

11/15/2016

Multiplex Point-of-Care
Technology (Engagement Code
100311)

The committees seek to do an assessment of
multiplex point-of-care technology (POCT)
to address the following: (1) Has your
agency funded work to develop or test such
technologies, and if so, at what stage of
development or testing is the technology, and
what are the known performance
characteristics (for example, sensitivity,
specificity, and limits of detection) of the
technology? (2) What is known about the
performance characteristics of multiplex
POCT 1n the industnal sector? (3) What
technical issues are associated with
multiplexing assays used in such
technology? (4) What are the known
benefits, costs, and implementation
challenges of this technology?

4/10/2017

OIG Audits

Title

Description

Final Report
Due

Review of the DHS Science and
Technology Directorate’s
Eftorts to Protect Information
Systems from Insider Threats
OIG Project No. 15-107-ITA-
S&T

The objective is to determine the current risk
by assessing the effectiveness of steps S&T
has taken to protect its IT assets and data
from potential unauthorized access,
disclosure, or misuse by its employees,
contractors, and business partners

especially those with special or elevated
access based upon their job descriptions or
functions.

AuditOn
Hold as of
10/21/2015
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DHS Transition Issue Paper
Research and Development Profile

OVERVIEW

¢ Many of the Department of Homeland Security’s (DHS) 240,000 employees are on the front
lines addressing border and maritime security, immigration, disaster response, or protecting
the nation’s leadership. The Department also provides support for its vast homeland security
network at the state, local, and tribal levels. As such, the DHS research and development
(R&D) profile is modeled to serve this customer base with solutions that link directly to their
technological needs.

s DHS has three entities appropriated to conduct R&D: the U.S. Coast Guard (USCG), the
Domestic Nuclear Detection Office (DNDO), and the DHS Science and Technology
Directorate (S&T).!

e  S&T coordinates R&D efforts across the Homeland Security Enterprise (HSE), which
includes DHS Components and others with a homeland security mission.

* USCG conducts research across all eleven USCG statutory mission areas. This includes joint
research, development, and testing with the Department of Defense (DoD).

¢ DNDQO focuses its R&D on national detection and forensics technologies and capabilities for
nuclear and radioactive materials.

* DHS works closely with Components to transition solutions into the field through a
coordinated R&D approach that best serves DHS and the HSE.

¢ The Under Secretary for S&T serves as the science advisor for the Secretary to provide
guidance on current and emerging threats and provides mitigation strategies.

¢ The Director of DNDO advises the Secretary regarding R&D efforts and priorities related to
radiological and nuclear detection and countermeasures in support of the Department’s
MIS$10nSs.

e S&T contributes to the Unity of Effort by coordinating R&D across the Department to
inform a wise investment strategy and realize efficiencies across Components.

DETAILED DISCUSSION

Role of DHS in R&D

Within DHS, R&D is predominantly performed by the Science and Technology Directorate, the
U.S. Coast Guard, and the Domestic Nuclear Detection Office. USCG and DNDO have specific
mission areas of focus while S&T maintains a broader scope of R&D to support the Department
and HSE at large, which can include the private sector and first responders who also have a stake
in homeland security. As the mission space 1s vast across DHS and the HSE, S&T, USCG, and

! Beginning in FY 2017, additional Components and Dircctorates will have R&D funding under the Common
Appropriation Structure (CAS). These include the Transportation Sceurity Administration, National Prolection &
Programs Dircelorale, Uniled Siates Secrel Service, and the Under Sceretary for Managemenl. Reforms under the
CAS have resulied in grealer transparcney of R&D activitics thal are occwring within other Components as part of
acquisition programs. Because these projects are smaller scale and more largeted, they are not included for
discussion n this paper.

1




UNCLASSIFED//FOR OFFICAL USE-ONLY

DNDO have focused attention on core areas in order to provide R&D for the highest priorities as
well as emerging threat areas as they arise.

Organlzation R&D Focus Areas

Science and Technology Directorate e  Borders and Maritime Security
¢  (Critical Infrastructure and Resilience
e Counterterrorism
s  Countering Violent Extremism
¢ Cybersecurity
¢ Mass Transit Security
o Big Data
®  First Responders
s Explosives Detection
¢ Chemical and Biological Security
s Emerging Homeland Security Threats
U.S. Ceast Guard « Ports, Waterways, and Coastal Security
¢  Drug Interdiction
e Aids to Navigation
¢ Search and Rescue
o Living Marine Resources
e Marine Safety
¢+ Defense Readiness
= Migrant Interdiction
*  Marine Environmental Protection
s |ce Dperations
*  Maritime Law Enforcement
DNDOQ s Cost-effective equipment to ensure widespread deployment
¢ Detection of heavily-shielded special nuclear material
s Enhanced wide-area monitoring and search
¢  Monitoring challenging pathways
¢ Nuclear forensics signatures of interdicted material

The DHS Science and Technology Directorate (S&T) was established by Congress in 2003 to
deliver effective and innovative insight, methods, and solutions for the critical needs of the HSE.

S&T facilitates and supports its R&D process through its four groups.

s First Responders Group (FRG) identifies, validates, and facilitates the fulfillment of first
responder capability gaps through the use of existing and emerging technologies, knowledge
products, and the acceleration of standards. FRG manages working groups, teams, and other
stakeholder outreach efforts to better understand the needs and requirements of state, local,
tribal, and federal first responders, including those on the front lines of border protection and
transportation security.

« Homeland Security Advanced Research Projects Agency (HSARPA) works with all DHS
Components to understand and address their high-priority R&D requirements and operational
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needs through the analyses of current missions, systems, and processes. HSARPA's goal is
to integrate knowledge, technologies, and science-based solutions into the DHS enterprise.

s Capability Development Support Group (CDS) instills the rigor and analysis needed to make
smart investment decisions that deliver enhanced capabilities to HSE operators. 1t focuses on
capability-based assessments, operations analysis, risk management, standards, systems
engineering, the systems engineering life cycle (SELC), SELC tailoring, and test and
evaluation.

» Research and Development Partnerships Group (RDP) provides the HSE with access to
science-based capabilities and solutions through a vast network of trusted partnerships, and
manages instrumental tools that sponsor critical research and development activities. RDP
forges partnerships with five primary advanced research communities that include the private
sector, academia, national laboratories, other departments and agencies, and international
partners.

S&T has shaped its portfolio around operator, Department, and Executive Branch needs, while
positioning itself to provide rapid response to emerging threats that occur in the ever-evolving
security landscape. DHS has galvanized a network of partners that are essential for expanding
R&D investments and finding next generation solutions that could solve homeland security
challenges quicker or at a lower cost to the government. By leveraging traditional and non-
traditional partnerships, the end goal is to find near-term, incremental solutions while continuing
to research longer-term goals.

In recent years, S&T has implemented new programs and initiatives that address longstanding
needs outlined in statute and by the Government Accountability Office. The new approach
applies focus to the Directorate’s R&D portfolio, while also finding increased inroads into
Components to accurately gather needs and requirements. Furthermore, S&T has adopted a
rigorons approach to review its R&D programs. With new processes in place and strengthened
relationships among DHS Components, the Directorate looks to continue its role of delivering
solutions to the front lines.

Visionary Goals

To focus its portfolio, S&T developed Visionary Goals that map to the Quadrennial Homeland
Security Review and Executive Branch priorities. The visionary goals are set for 20 to 30 vears,
and are a vector for the organization to work toward. This model recognizes that reaching these
goals will take time and a suite of solutions, including both technologies and knowledge
products. The goals are:

¢ Responder of the Future: Protected, Connected, and Fully Aware

s Resilient Communities: Disaster-Proofing Society

¢ Enable the Decision Maker: Actionable Information at the Speed of Thought
s Trusted Cyber Future: Protecting Privacy, Commerce, and Community

s Screening at Speed: Security that Matches the Pace of Life
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To support the Visionary Goals, S&T has developed programs that address issues in the short
term and bring together core capabilities to deliver solutions on an accelerated schedule.
Identified as Apex programs and engines, they are designed to provide solutions into the mission
space within a short amount of time. For example, the Apex Border Enhancement Analytics
Program, which utilized the core capabilities from the Apex Data Analytics Engine, delivered a
tool to Immigration and Customs Enforcement to enhance their weapons counter-proliferation
investigation capabilities. S&T delivered the tool in approximately three years.

Given the constantly evolving security landscape, S&T also understands that it needs to be
prepared to take on rapid response projects. In addition to its core focus areas, S&T stands ready
to support the Secretary and the Executive Branch to address emerging needs. In recent years,
S&T has assisted the Secretary and the administration in addressing non-traditional aviation
technology, smart gun technology, social media analytics, and countering violent extremism in
response to national events.

The United States Coast Guard (USCGQG) Research, Development, Test and Evaluation (RDT&E)
Program conducts research to support all eleven of the USCG’s statutory mission areas. This
includes joint research, development, and testing with DoD.

¢ The mission of the USCG RDT&E Program is to provide innovative technologies,
premier analysis, and decision support to enhance operational performance, develop new
capabilities, inform the acquisition process, and reduce risk across the vast USCG
mission space both as a part of the HSE and as a Military Service. As a military service,
the USCG provides a vital link to DoD and other military R&D programs and services.

e The USCG Research and Development Center (RDC), located in New London, CT, is the
project execution and demonstration laboratory for the CG. It houses the Joint DHS and
USCG S&T Innovation Center, and the Modeling & Simulation Center-of-Excellence.
The RDC also oversees the Joint Maritime Test Facility with Naval Research Lab in
Mobile, Alabama, for conducting full-scale ship fire safety and oil spill response
technology testing.

The Domestic Nuclear Detection Office (DNDQ) focuses its R&D on national detection and
forensics technologies and capabilities for nuclear and radioactive materials.

s DNDO continues to develop breakthrough technologies that increase performance and
reduce the operational burdens of our frontline operators and improve their mission
performance.

s  DNDO works closely with U.S. Customs and Borders Protection (CBP), USCG, TSA,
and state and local partners to identify key operational requirements for the design of
next-generation nuclear detection devices that can be used by law enforcement and
technical experts during operations.

e  DNDO also advances fundamental knowledge in nuclear detection and forensics through
a sustained long-term investment in basic and applied research as well as academic
research supporting the next generation of scientist and engineers.

4




Conducting R&D for the Department of Homeland Security

In August 20135, the Secretary requested that an [PT Process be instituted to ensure the highest
R&D priorities were being addressed through a process tocused on Components, while fostering
collaborative efforts and capabilities regarding research and development. The IPTs are aligned
to the Department’s core missions as identified in the Quadrennial Homeland Security Review.
They represent mission-focused teams of Component operators and DHS technical experts in key
threat areas. The IPT Process is a unity of effort imtiative that empowers the Department to make
sound R&D investments. These decisions are based on a plan that comes directly from the
Component front lines and is informed by technical experts. This is also intended to de-conflict
duplicative efforts.

While S&T oversees the overall effort, the specific IPTs are led by operational Components,
with subject matter experts from DHS headquarters participating as members. Together, they
identify capability gaps to gain a better understanding of current and emerging needs at DHS
Components. For example, FRG is a part of this process through its own [PT, the First
Responder Resource Group (FRRG). The FRRG is comprised of State, Local, Tribal and
Territorial first responders and emergency management personnel from across the nation. Its
findings are published to industry, academia, and the HSE. The IPTs are also fed by other
processes such as the Joint Requirements Council (JRC).

The JRC is chartered by the Secretary as a Component-composed, Component-chaired council to
develop and lead the Department's Component-driven joint operational requirements process. It
oversees and manages the Department’s process to generate, validate and prioritize capability
needs through the establishment and management of functionally-aligned portfolio structures.
This oversight includes prioritization of joint operational requirements, as well as mandating
joint development of requirements documentation. The JRC also supports and informs the DHS
[PT Process with JRC-collected operational capability gaps containing technology or R&D
needs. The JRC and IPTs serve as the mechanisms for identifying, prioritizing, and addressing
operational capability and technological capability gaps, respectively.

A Nctwork of Partncerships

DHS depends on a vast network of partnerships
and 1s building new relationships with creative
problem solvers such as start-ups, incubators,

DHS’s Network

and accelerators. DHS leverages these networks . L]
to convene experts, demonstrate technologies, . : .‘.'
find emerging solutions, and commercialize *ty . g "
technologies. This network includes: n ¢ A
# Five DHS laboratories and as many as 13 ]
Department of Energy national laboratories;
e Ten Centers of Excellence that extend to a
consortium of hundreds of universities; .
¢ Direct grants to over 30 universities;
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s (Contracts with nearly 30 companies;
¢ 13 international partners;
s  Other federal departments and agencies and Federally Funded R&D Centers; and

¢ Homeland Security Innovation Programs in premier regional hubs for innovation.

Courses of Action

With a balanced porttolio and improved processes in place, DHS looks to execute its strategic
vision to provide solutions for the most pressing homeland security problems. To achieve this,
DHS will strengthen relationships within the Department and expand valuable partnerships
externally to more rapidly meet homeland security needs. As the R&D organizations for
homeland security and its operators, DHS S&T, DNDO, and USCG will play multi-faceted roles
that continue to evolve as the security landscape changes. Specifically, potential courses of
action include:

1.
2.

Mharnin

Adjust the DHS R&D budget to more robustly address operational and capability gaps.
Establish a funding mechanism to address unforeseen threats so investments in current
projects can come to fruition.

Decrease the variability year-to-yvear in R&D funding so investments in current projects
can come to fruition.

Advance the work of the JRC and [PTs by supporting and further institutionalizing their
work as a strong policy of the Department.

Maintain a status quo of all R&D efforts and budget.

6

= i doeiment s e st e e s et OSBRI I ECHERIA TN, 2 et Feorn eologse wthe pnh]iu‘ by {ederal




#149 - Please provide a list of all S&T personnel in international positions, where they are
located, and the associated costs.

Response: S&T Personnel in International Position: S&T Attaché, U.S. Embassy London

Associated Costs: $345,000

e [International Cooperative Administrative Support Services (1CASS) - $90,000.
This is paid to embassy for all shared services such as security guards,
normal-hour motorpool, routine health visits, phone operators, printing, etc.

e Capital Security Cost Sharing (CSCS) Program (Annual Costs) - $50,000
This is for cost sharing across DHS for all personnel posted overseas.

¢ London Housing- $80,000
This is housing for the detailee in London.

e London Locally Employed Staft (LES) - $85,000
This is for a full-time employee that works for [CPO at the London Embassy
Office.

¢ London Miscellaneous — $40,000
This is for the detailee’s housing bills (i.e. Water, Gas, Electric) as well as the
London office I'T, Shipping, Over-time Motorpool, etc.






#150 - Please provide final FY 2016 measures of effectiveness used by S&T’s senior
leadership team along with any weekly/monthly/quarterly updates throughout the vear.

Response: The Portfolio Analysis and Review (PAR) for the Science and Technology
Directorate (S&T) has been used to support strategic decision making regarding the health of the
S&T investment portfolio. This is the process by which S& T measures metrics, technical merits,
program execution, and strategy moving forward. PAR along with the standard efforts
examining budget and human resources is just one of the tools used to establish a baseline where
yearly evaluations are made. The FY 2016 data were captured in the areas of metrics and
measures, program gaps, alignment to goals, risk, and milestones. The FY 2016 results revealed
that a number of programs at S&T needed to improve the metrics to ensure measurability and
alignment. The data were used to work with all projects to improve metrics and measures, such
that now 95 percent of the R&D programs have solid metrics. This improvement helps to ensure
that our programs/projects have measurable performance outputs, outcomes, and eventually
impacts. FY 2016 1s a step forward in insuring coverage of the vast majority of S&T’s
investments and forms a good baseline for measuring overall program/project health. Through
this effort S& T measures the degree to which its programs/projects are successful.

A quantified answer to each of the following questions was computed for each of the R&D
programs in FY 16. This assessment directly impacted program execution and an updated
assessment 1s underway for FY 17.

¢ s the portfolio aligned with our customer’s mission?

s s our R&D investment positioning the organization for the future?

s Are we sufficiently innovative in the way we approach our challenges?

¢ Are we working with the right partners and leveraging external resources?

¢ Are we clear on what we are trying to achieve and using measurable performance parameters
to track outcomes?

¢ Are we transitioning relevant products to the field?

* Do we have a consensus on the health of the program/project?

Lastly, in addition to programmatic measures, human capital and financial execution measures of
effectiveness are also critical for S&T leadership to monitor.

PAR data updates, which includes programmatic and financial execution measures, are collected
quarterly from all S&T investments. PAR quarterly data is compiled, analyzed, and the results
are reported to leadership. PAR results inform leadership’s strategic program decisions and
supply content for weekly reports to the Office of the Under Secretary of S&T. All PAR data and
reports including these measures of effectiveness are pre-decisional and For Official Use Only
(FOUQ), and therefore are not externally releasable.

The newly established Research, Development, and Innovation (RD&1) Process is expanding on
the strategic PAR process to ensure all investment types get appropriate oversight at the strategic
and tactical levels. The updated RD&I process is led by the Executive Steering Council and



includes group-level and division-level regular reviews of programmatic and technical progress.
The result of the process is a performance based budget and strategically aligned plan for
executing the resources appropriated to S&T, as well as a prioritized list of unfunded programs
and other support functions. This prioritization is captured in an S&T Integrated and Prioritized
Project List which is submitted to the Under Secretary of Science and Technology for approval
and used to formulate budgets and develop annual execution and spend plans. This procedure
links the policies and processes needed to integrate Directorate R& D planning, execution, and
budget cycles.



#151 - Please provide a copy of S&Ts 2016 and 2017 strategie plans, including all progress
and status updates.

Response: The S&T directorate released a visionary strategic plan in 2015 to describe the
mission and approach for 2015-2019. S&T has been focused on its implementation since its
publication.

S&T’s annual Portfolio Analysis and Review (PAR) process collects and analyzes data from all
R&D, non-R&D, and R&D infrastructure investments to allow leadership to evaluate the
strategic direction. The findings and recommendations from the PAR and other leadership
oversight activities result in portfolio adjustments, but maintain consistency with the direction
provided in the published Strategic Plan.

On June 8, 2016, the Office of the Chief Scientist (OCS) led the annual PAR Strategic Review,
which included Group-level presentations of their updated strategic plans. Additionally, a
strategic discussion was facilitated where key questions were discussed and next step directions
were given. A few examples of the strategic discussion points are as follows:

1. Of the total DHS R&D budget, what is the appropriate fraction of investments to make n
projects that could fundamentally change the nature of a capability and create
opportunities that have unprecedented impact (high-risk/high-payoff)? Must these be
aligned with the 1PTs?

o  OCS was tasked with conducting this study. A growth horizon model was used to
evaluate best practices from other private sector and public sector organizations.
An analysis of what the split of S&T s current portfolio is underway.

2. The natural investment dollar “churn rate” where projects come to an end (e.g., go/no-go
Key Performance Parameters, natural, etc.) and the funding is up for reinvestment in new
projects starts appears to be low at the project level. What 1s the appropnate percentage of
S&T’s funding that is available for project-level new starts each year?

o OCS was tasked with conducting this study. An initial version was conducted at
the program level. Additional work is required to get a higher fidelity result.

3. What is the appropriate fraction of the S&T projects that should have independent Test
and Evaluation (T&E) (by $ and/or by #)? Or, what is the appropriate criteria? Should a
responsible party (e.g. Developmental Testing and Evaluation Office within the
Capability Development Support Group or OCS) be asked to certify all S&T’s T&E
results for 100% of the projects and prioritize projects for third party T&E?

e An RD&I process, overseen by S&T’s Executive Steering Committee (ESC), has
been established to address this issue. The portfolio has been split into three
categories based on the yearly budget. The level of review appropriate to each
investment level is currently being defined by the ESC.

All the updates to the strategic review currently contain For Official Use Only / Pre-Decisional
information.



The Directorate has continued in its strategic planning with Group-level strategic plan
development. These plans are currently being drafted and will form the basis of a holistic update
to the formal Strategic Plan during 2017. The Office of the Chief Scientist has been directed to
lead this integrated update for DHS S&T, which will incorporate the Group-level plans, results
from the PAR, and Integrated Product Teams (IPTs) guidance.

Attachment 1: S&T FY 15 Strategic Plan



#156 - Please provide the number of SAFETY Act applications proeessed over the last 3
years and the average processing time.

Response: The number of SAFETY Act applications processed over the last 3 years and the
average processing time are as follows:

FY 14 101 received, 65 approved, 119 days average processing time
FY 15 106 received, 87 approved, 110 days average processing time
FY 16 144 received, 76 approved, 117 days average processing time

Please note: Evaluations of applications received during the last 3-4 months of each FY are
normally completed during the first part of the following FY. For example, at the end of FY 16,
41 of the 144 applications filed during FY 16 were still under review. The primary remaining
ditference between applications filed and those approved are applications that are determined to
be incomplete, need further work, and then are resubmitted.






#157 - Regarding the IPTs, What is the proeess used to engage the whole Homeland
Seeurity Enterprise (HSE) (ineluding state and locals)? What priorities have been
established by the operational eomponents, HSE?

Response: The IPT Process gains input from the state, locals, and tribal organizations by
engaging first responders at all levels. This is accomplished by the R-Tech - First Responder
Resource Group (FRRG) - which serves as a mechanism for continuous dialogue and the
coordination of research, development, and delivery of technology solutions to first responders at
the federal, state, local, tribal, and territonal levels. The FRRG is comprised of over 100 fire,
emergency medical service, emergency management, and law enforcement first responders. The
members provide personal insight into the unique requirements and needs of their cities, states,
and regions. The FRRG helps to identify, validate, and facilitate the fulfillment of first
responder needs through the use of existing and emerging technologies, knowledge products, and
standards. The group meets annually in person and virtually throughout the year. The FRRG
members are responsible for identifying and prioritizing the criticality of multiple capability gaps
drawn from the DHS Project Responder 4 report and defining the requirements associated with
each potential technology solution. Project Responder 4 identified gaps between current
emergency response capabilities and those capabilities required to respond to a catastrophic
incident. The input from the FRRG 1s helping S&T’s First Responder Group align funding to
address the highest priority needs of responders at all levels of government.

The primary goals of the FY 17 Integrated Product Team (1PT) Process 1s to identify and
prioritize research and development (R&D) technological capability gaps within the core
missions of the Homeland Security Enterprise and coordinate DHS research and development
efforts to close those gaps. The objectives for the FY 17 1PTs are also consistent with [PTs
strategic alignment, as follows:

¢ Ensure the Department is investing in non-duplicative R& DD efforts to develop solutions
that address the highest-priority technological capability gaps.

¢ Enhance the mechanisms that result in the Department’s High-Priority Technology
Solutions document — including the continned refinement of metrics to transition
technology solutions and improve mission capabilities.

¢ Continue to develop and refine DHS acquisition and funding profiles and align them to the
highest-priority gaps.

¢ Provide a standardized data collection and reporting process to capture all ongoing R&D
activities that constitute the DHS-wide R&D profile.

The entire Homeland Security Enterprise is incorporated into the 1PT process through a series of
Sub-IPTs (32 in FY-17 managed at the DHS component level) that consist of DHS and non-DHS
participants (FBI, National Institute of Standards and Technology, U.S. Navy, etc.) depending on
the IPT mission space. These Sub-1PTs meet and determine the highest prionty R&D gaps that
may prevent a high profile or high risk project/program from achieving its objective.



The Sub-IPTs submit their input to the [PTs (DHS Leadership level) who refine the input to the
top ten items. In FY 17 a total of 64 gaps were submitted to the Senior Research Council, which
consists of Senior DHS leaders who vote on the highest priorities for the Department. This

resulted in 16 items to be reviewed

and researched for solutions. This is all-component driven

and S&T-coordinated. The FY 16 IPT Report is attached; the FY 17 Report i1s due in Jannary

2017.
IPTs include:
IPT Name Component [Homeland Security Enterprise Membership
[PT
Chairs/Co-
Chairs

Enhance Security TSA

Prevent Terronism: OHA
CBRN

Secure Borders CBP

Prevent Terrorism [&A

Secure Cyberspace NPPD and
MGMT/CISO

Incident FEMA
Management

Attachment 3: FY 16 [PT Report

CBP, DHS HQ, FEMA, FPS, NCTC, TSA, USCIS, USSS,
DNDO, NPPD

Non-DHS: DoD, DOJ, DOT, FBI, White House CVE Task
Force

CBP, DHS HQ, S&T, DNDO, FEMA, OCHCO, OHA, TSA,
USCG, USSS

CBP, DHS HQ, ICE, S&T, USCG

CBP, CRCL, DHS HQ, DNDO, FEMA, [&A, ICE, NPPD,
MGMT/OCIO, OGC/ILD, OPS, PLCY, TSA, USCG, USCIS
CBP, DHS HQ, S&T, FEMA, ICE, TSA, USCG, USCIS

Non-DHS: NASA, DOJ, HHS

CBP, DHS HQ, FEMA, ICE, NPPD, TSA, USCG, USSS,
S&T

State, Local, Tribal, and Territorial representation by
DHS/FRRG

Attachment 4: Project Responder 4 Report
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.s* MESSAGE FROM THE UNDER SECRETARY

The Science and Technalogy Directorate's {S&T) mission is to deliver
effective and innovative insight, methods, and solutions for the critical
needs of the Homeland Security Enterprise. The successful execution of
this mission rests significantly on whether we can transiorm our approach
to research and development (R&D). This plan serves as the dircctorate's

roadmap for how it plans to serve as a model for federal R&D.

In crafling this plan, | made four observations that | think are important
ta keep in mind as we implement this plan and pursue this goal.

First, the Department of Homeland Security's operational and oversight
responsibilities are enormous. As a department, we face complex
operational threats and provide a range of solutions rom lactical niche
solutions to vast national-level capabilities. Scecond, | belicve a balanced
R&D portfolio teeming with innovative and force multiplying solutions is
critical 1o ensuring the safety, security, and resilience of the homeland.
Providing frontline operators with tools thal secure them the upper

hand in theoir respective environments is paramount, Third, S&T has a
passionate and dedicated workforce. Walking the halls, | am invigorated
by the widespread enthusiasm for our mission. Our workforce is hungry
lo conlribule, and we have the technical expertise and depth 1o work
hand-in-hand with operators and end uscrs. Fourth, the federal
government is no longer the majority provider of R&D funding, and

we can no longer assume we have access 1o the best minds if we work
exclusively through who and whal we already know. To be a 21si-century
R&D organization, we must tap innovation cngines in the venture capital

wiarld, Silicon Valley, and universities. The more vehicles there are {0

work with those performars, the more effectively and efficiently 3&T

can develop security solutions.

To turn these observations into action we will look Lo this Strategic

Plan and our five Visionary Goals—Screening At Speed, a Trusted Cyber
Future, Enable the Decision Maker, Responder of the Future, and Resilient
Communities—to guide our resource investments and unite our staff,
These goals serve as gur “North Star” and the basis for S&T's sirategy.
Equally important is how we deliver on these goals. We will choose
projects strategically, ensuring they are force multipliers that address
critical end-user needs and are aligned with the investments of our
partner R&D organizations and industry. We will focus on energizing the
Homeland Security Industrial Basc to invest in future capabilitics that will
ensure the safety, security, and resilience of aur nation. Finally, we will
establish a strong and healthy leadership culture within the directorate,

I fully endorse the implementation of the S&T Strategic Plan 2015-2015.

>

Dr. Reginald Brothers
Under Sceretary for Science and Technology

Department of Homeland Security
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SCIENCE AND TECHNOLOGY DIRECTORATE | STRATEGIC PLAN 2015-2019

.s* EXECUTIVE SUMMARY

The Scicnee and Technology Directorate (S&T) plays a critical role in addressing major
homeland security threats for the Department of Homeland Security {DHS). S&T uses the
knowledge of science and tools of technology to make our country, our communities, and
our families more secure across the broad spectrum of threals facing the homeland—Irom
counterterrorism to natural disasters. As the rescarch and development {R&DS arm of DHS,
S&T is responsible for leading R&D, demonstration, testing, and evaluation activities (o
ensure a safer, more secure nation.

S&T developed the S&T Strategic Plan 2015-2015 to outline strategic abjectives, initiatives,
and activities for the next five years. Through the implementation of this plan and investment
in a balanced portfolio of work, S&T will position the department to address the challenges
of both today and tomorrow. Part | of this plan introduces the directorate and characterizes
the strategic cantext it operates within, Part 1| of this strategic plan details the specific
objectives, initiatives, and activities S&T will conductin the next five years. Finally, Part Il

of this plan details S&T's R&D Capability Roadmaps, which will guide investments in the
years to come.

PART I - Introduction and Strategic Context

S&Tis one of a handful of DHS components created from whole ¢loth under the Homeland
Security Act of 2002, In the last 12 years, the directorate has grown into a trusted partner
for DHS operators and siate, local, tribal, and lerritorial first responders. 11 is important

to recognize that although R&D is the backbane of this organization, S&T maintains a
diverse and complex set of roles and responsibilities that extend beyond a traditional R&D
organization. These roles and responsibilities enable the directorate to serve as the glue
between operational elements.

This strategic plan serves as the directorate's roadmap for how it will become a model for
federal R&D. The plan’s three strategic objectives were specifically designed to address
the environment the directorate operates within today. Additionally, pursuani 1o guidance
outlined in Sccretary of Hameland Scecurity Joh Jahnson's “Strengthening Departmaental
Unity of Effort” memo, the directorate established Visionary Goals. These goals will serve
as 30-year horizon points to drive innovation within S&T and its ecosystem of technical

expertise inside and outside of government.




PART Il - The Strategy

To keep pace with evolving threats and security challenges, S&T will implement several
strategic objectives and initiatives, Through this work, S&T will ensure DHS is poised
Lo bridge current capability gaps as well as anlicipale homeland security challenges
20 to 30 years ahead.

The strategic plan details specific activities S&T will lead to achieve the objectives and
initiatives laid out here:

Deliver Force Multiplying Solutions: S&T must focus its limited resources on delivering
force multiplying solutions designed to address the highest priority needs. S&T's framewark
{0 achieve this objective involves the following interdependent initiatives:

itfentify and Prioritize Operatignal Requirements and Capability Gaps - S&T actively
participates in departmental and interagency governance bodias, as well as actvities
fhat enable direct engagiement with operators, fo identify and priorilize operational

requirernents and capability gaps.

Make Strategic Investments in High-impact, Priority Areas - The directorate’s abiiity
fo make strafegic investments in high impact, priority areas is dependent upon the
cultivation of a halanced RED portfolio and continued investment in national and

directorate capabliities that enabie R&D.

Partner with the Homeland Security Enterprise (HSE)  S&T must continuously invest

in the creation and maintenance of partnerships with DHS components and othor R&ED
arganizations. Internal and external partnerships are a care element of our strategy and
serve as the foundation of S&T's innovative ecosystem.
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Establish a Strong &

Healthy Leadership Culture

The
Strategy

Energize the Homeland Security Industrial Base (HSIB): S&T will employ a robust array
of togls to enhance privale sector gutreach, technology awareness, and R&D contracting.

Ta achicve this objective, S&T will exceute the following initiatives:

Dptimize Markets by Pooling Demand and Devetoping Standards - S&T is working to
integrate markels with inlernational partners and to develop standards jointly with

industry to better coordinate RED investments, pool demand, and reduce costs.
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Engage the H5IB through & Deliberate, Continuous, and Transparent Approach -
S&T will facilitate regular idea exchange between operational users and industry-based
technofogists by deploying new, non-traditional outreach mechanisms,

trnprove Programs Designed to increasc Collaboration with innovative Comparnics -

S&T will develop new approaches to engage non-traditional companies and revamp
existing programs to become more timely and dynamic. Additionathy, S&T will reengineer
inlernat forecasting capabifities to beller understand where lo capitalize on industry

investmoent trends.

Establish a Strong and Healthy Leadership Culture: S&T's ability to achieve the
alorementioned strategic objectives depends upon commaon wdentity, clarity of mission,
and leadcrship at all levels of the organization. With crnpowerment, responsibility,

and accountahility as cultural values, S&T strives both to create an innovation-frigndly
environment and to give staff the tools and opportunities to grow and succeed within it,
The [ollowing initiatives will enable S&T to fulfill this objective:

Empower the Workforce - S&T will give a stranger voice to staff and foster a broader
sense of ownership and attachment to the organization and its direction. S&T values
our workforce's perspective and believes thal none of us individualty is as smart as alf

of us callectively.

Provide Meaningful Leadership Devefopment and Professional Growth Opportunities -
Diffusing feadership throughout S&T gives staff more inpul in and power over the

dircction of the organization. To make this possible, S&T will make targeted investments

in toofs and capahifitics that ensure our workforce has the skiffs, competencics, and
knowledge required to advance S&T's mission at all fevels. S&T will further enable our
staff by providing substantive training and workforce development opportunities.

Engincer a Pipcling for the Next Generation of Homeland Sceurity Professionals -

To ensure that its future workforce sustains and huilds on successes, S&T Is committed
to growing a pipeline far the next generation of staff. This two-part activity involves a
conlinuous assessment of the organization that ncludes analyzing where staff needs
wilf grow or dechine and making long-term investments in growing arcas to cnsure that

emerging workforce needs are addressed.

PART IIl - 5&T Research and Development 5trategic Priorities

Each of S&T's five Homeland Security Advanced Research Projects Agency divisions,

three First Responders Group divisions, and Apex programs and Technology Engines have
developed Capability Roadmaps aligned to the needs of their gperational end users. These
high-level roadmaps formalize a vision, wentify strategic drivers, provide future capatulity
descriptions, and list R&D objectives for the next five years, In collaboration with HSE end
users and HSIB partners, S&T's investment in projects aligned to these roadmaps will
prepare the department for the challenges of both today and tomorrow.
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.s* INTRODUCTION AND STRATEGIC CONTEXT

The Science and Technology Directorale {S&TY is one of a handiul of componentis in the
Departrnent of Homeland Security {OHS) ereated from whole cloth under the Horneland
Security Act of 2002. In the last 12 years, the directorate has grown into a trusted partner
for DHS operators and state, local, tribal, and territonial first responders. It is important

o recognice that, although research and development {R&D} is the backbone of this
organization, S&T maintains a diverse and complex set of oles and responsibilities that
extend beyond a traditional R&D organization. These nontraditional R&D organization roles
and responsibilities include, but are not limited 10: {a) the coordination and adminisiration
of operational test and evaluation for all major DHS acquisitions; (b} the implemaentation
of the Support Anti-Terrorism by Fostering Effective Technologies Act of 2002; (¢} in
collaboration with the Office of the General Counsel, the management of the department’s
intellectual property portfolio; {d} in collaboralion with all elements of DHS, the mainlenance
of the department's compliance with treaties such as the Biological Weapons Convention,
and (e} the operation and maintenance of enduring national capabilities such as
laboratories. These roles and responsibilities enable the directorate to serve as the glue
between operational elements.

Through considerable work and dedication from its workforge, S&T has made the most

of an industrial-age toolbox in a digital-age R&D landscape. This strategic plan serves

as the direclorale's roadmap for how it plans Lo serve as a model for federal R&D—hyper-
connected, capable of meeting increasing demand for return on taxpayer dollars, and
tailored to the digital age. The plan's three strategic objectives were specifically designed
to address the strategic context of the environment the directorate operates within today.

Given the eurrent and projeeted threat envirenments, technology and R&D are the bridge to
the future of homeland security. The most effective and efficient changes will come with the
smart application of science and technical expertise to develop force multiplying solutions.

These technology-based solulions will provide homeland security operators and first
responders the upper hand in their respeetive operational spaces. Thoy will also cnable the
Homeland Security Enterprise (H3E) to expand capabilities and security coverage, despite
limited funds. Thus, the directorate’s strategic objective to deliver force multiplying solutions
15 critical in the department’s abilily 1o fulfill its mission and operational demands.

HOMELAND SECURITY ENTERPRISE

Homeland secunty 15 a widely distributed and diverse national encerprise, The Zerm enzerprise refers to he
collective cfforts and shared respoensibilitics of those ivoled inoinaintaining crivical honeland sccurily
capahities, S&T considers the HSE and curinternational partrers as our constituency those we work with and
for—le enhance our nation's scourity and resilieney.

DHS Components and Staff First Responders

Federal Partnerships,/the Interagency International Community

Industry Academia

Private Citizens Critical Infrastructure Owners and Operators

S&T and the Homeland Security Industrial Base {HSIB} serve an enterprise that has a
diverse set of needs, operates in a resource-constrained budget environment, conducts

procurements in a sometimes fragmented way, and is ofien criticized [or transparency and

11
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information sharing. These attributes are further eomplieated by the fact that teehnology
evolution today outpaces federally funded R&D. Therefore, it is critical that S&T develops
and sustains effective engagement with the HSIB to capitalize on externally funded
investments and innovation. A private sector engine that is well-informed, incenlivized,
highly agile, and networked ean better serve the HSE and improve the averall safety and

security of the nation.

In order to achieve the directorate’s mission, S&T must establish a strong and healthy
lcadership culture that recruits, develops, and cmpowers a 21st-century R&D workforce.

To function in the new digital age, the directorate needs scientists who can break down

STRENGTHENING THE
DEPARTMENTAL UNITY OF EFFORT

firewalls and are fluent in the language of operators. These "multi-lingual™ program
managers must be empowered 1o make risk-informed decisions and manage a halanced
R&D portfolio. To equip this workforce with the requisite skills, competencies, and
knowledge to advance S&T's mission, the directorate must invest in tools, capabilities,

training, and developmaent opportunitics.

Finally, itis important to highlight ong additional element of S&T's strategic context. To
efiectively and efficiently address the range of challenges our nation faces, the department
rceently cormmenced an initiative entitled “Strengthening Departmental Unity of Effort.”

In this 2014 memorandum, Secretary of Homeland Security Jeh lohnson directed a series

Then, we used a crowdsourcing collaboration platform to foster
discussion and solicit community feedback.

In early 2014, in collaboration with the DHS components, Congress, industry, and
academia, we challenged ourselves to develop a set of Visionary Goals.

12




of actions to create a more cohesive department while preserving the professionalism,

skill, and dedication of the people within, as well as the rich history of the DHS components.

Pursuant to this guidance, the directorate established Visionary Goals to better unify staff.
The goals provide 30-year horizon points Lo drive innovation within S&T and ils ecosystem

of technical cxpertise inside and outside of government.
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.:* A MORE BALANCED APPROACH

BASIC MEMBER DATA
{1.298 Total Usars)

In order te maximize unity of offort, S&T needed to create Visionary Goals that could

- State, Local, Tribal
- Federal Government
B not Specified

- Acadeniia

Non-Government

- Private Sector

unify the directorate and provide strategic direction for years to come. Before developing
the Visionary Goals, S&T leaders agreed the goals must satisfy the following requirements:
{a} align with DHS doctrine and policy; (b) address strategic challenges and threals
priotitized by opcrators and ond users in the HSE; and {c} inspire the scicnce and technology
ecosystem to collaborate on and invest limited resources in foree multiplying solutions.

With these requirements in mind, S&T launched an inclusive, transparent, and dynamic
collaboration porial designed to facilitate the development of S&T's Visionary Goals.

In the end, nearly 1,300 people within the HSE and HSIB contributed ideas.

Total :Users

Comments
308
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A MORE BALANCED APPROACH CONTINUED

1953 FIK TOTAL RECALSTI_LLRERSCSDJCZD wITF PRI ISSION.

Based on input fram S&T staff, stakcholders, and the public, S&T created the fallowing

Visionary Goals, which will serve as S&T's North Star:

SZPRODLCES W TH PEFMISSICY =300 "HZ 2990 FILM TOTAL SECA_L

Screening At Speed: Security that
Matches the Pace of Life

MNoninvasive screening at speed will provide
for comprehensive threal protection while
adapting sceurity to the pace of life rather

than life to security. Unobtrusive screening

of people, baggage, or cargo will enable the
seamless detection of threats while respecting
privacy, with minimal impact to the pace of

travel and speed of commerge.
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& Trusted Cyber Future: Protecting Privacy,
Commerce, and Community

In a fulure of increasing cyber connections,
underlying digital infrastructure will be self-
detecting, self-protecting, and self-healing.
Users will trust that mformation is protected,
illegal use is deterred, and privacy is not
compromised. Sceurity will aperate scamlessly

in the background.
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Enable the Decision Maker: Actionable Information at the Speed of Thought

Predictive analytics, risk analysis, and modeling and
simulation systems will enable ¢ritical and proactive
decisions 1o be made based on the most relevant
information, transforming data into actionable
[ information. Even in the face of uncertain envirgnments

imvolving chemical, biological, radiological, or nuclear

incidents, accurale, credible, and contexl-based

infermation will ermpowcer the aware deeision maker Resilient Communities: Disaster-proofing Society

to take instant actions to improve critical outcomes. Critical infrastructure of the future will be

designed, buill, and maintained 1o withstand

Responder of the Future: Protected, naturally oceurring and man-made disasters,

Connected, and Fully Aware Decision makers will know when a disaster is

The responder Uf the future s threat-adaptive commgl an‘nclpate the effectsl and use a|[ead).l_

and cross-functional. Armed with comprehensive in-place or rapidly deployed countermeasures

physical protection, interoperable tools, and

1o shicld communitics fram negative consequences.

sl E N nctworked threat deteetion and mitigation Resilient communities struck by disasters will not

Capabili‘[ies, responders of the future will be only bounce back, but bounce forward,

better able to serve their communities.

AR P TR

1
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.s* THE STRATEGIC FRAMEWORK
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DELIVER FORCE MULTIPLYING SOLUTIONS

Given the gperational demands on the department and the evolving landscape of threats
and natural hazards, S&T must focus its limited resources on delivering force multiplying
solutions designed to address the highest priority needs. S&T's framework to achieve this
obyjective involves three interdependent initiatives: {a) identify and prioritize operational
requirements and capability gaps; (b} make strategic investments in high-impact, priority
areas; and {c) partner with the HSE to increase technology transition, reduce programmatic
risk, and repurpose other agency investments. Each of these initiatives emphasizes more
collaborative, active, and enduring parinerships with the HSE, By updaling its approach to
R&D, S&T will cultivate a highly relevant, diversified, and value-creating investment portfolio

that delivers forge multiplying solutions.

Identify and Prioritize Operational Requirements

and Capability Gaps

No matter how big or small, the needs and ideas of the HSE are the seedlings of all current and
future R&D at S&T. The directorate leverages numerous sources 1o collect these operational
requiraments and capability gaps. Employing a multi-pronged, expedient, and user-friendly

approach, S&T actively participates in governanee bodies and directly engages with operators.

The resulting awareness and understanding of the HSE's operational needs allows S&T to
identify cross-cutting requirements, set priorities, and make strategic investiments. A few
aclivities thatl exemplify this initiative include the following:

18

Departmental and Interagency Governance Bodies - The dircctorate participates in
several standing executive steering committees (ESCs) and councils whose primary purpose
is threefold: {a) to communicate requirements and set priorities; (b} to develop strategies
and plans; and (c) lo manage execulion and report on the progress of critical DHS programs.
Forcxample, S&T is a critical participant in the DHS loint Requirernents Council (IRCY The
JRC is a jointly staffed departmental bhody tasked with managing portfolio teams chartered
to advance the unity of effort goals and objectives set forth by the Secretary of Homeland
Security. The portiolio teams focus on eritical missions such as cybersecurity; information
sharing; chernical, biological, radiolagical, and nuclear surveillance; aviation security; and
information-based screening. S&T's role is to support select portfolio teams with identifying,
coordinating, and assessing departmental capabilities, as well as to recommend courses

of actions 1o address gaps. As a resull of groups like the JRC, S&T's understanding of
operational requiremaents and capability gaps increases and the dircetorate is able to

propose and implement force multiplying solutions across DHS.

Direct Engagement with Opcrators - There is no substitution for direct engagement with
operators on the frantline of homeland security. Facilitating opportunitices for the dircetorate's
scientists, engineers, and program managers to work alongside and communicate directly with
the HSE is eritical to the success of all projects. The trust built through these relationships
and gperational insight gained is why S&T continues to invest resources inlo these activities.
Throughout these engagements, S&T employs a systems development life-cyele approach 1o
identify and characterize the operational challenges; design a future state for operations and
processes, and conduct test and evaluation activities. Two examples of ways S&T engages with
operators are: {a) the Partnering for Innovation and Operational Needs through Embedding
for Effective Relationships {PIONEER) program and (b) the First Responder Resource

Group {(FRRG)Y. PIONEER is comprised of three programs designed to increase the number
and depth of relationships between S&T and DHS components. Through participation in



PIONEER's Special Advisor, Exchange Officer, and Embed programs, S&T program managers

will experience firsthand a component’s operalional context and increase their network

of aperational users, At the same time, the components will gain valuable insight into

the directorate's priorities, state-of-the-art technologies, and innovative research. While

the PIONEER program focuses on DHS components, the FRRG targets the first responder
community. Comprised of active duty and retired first responders, the FRRG is an all-volunteer
working group that helps S&T identify the tap-priority needs of responders in the field.

The group, whose members are drawn from a broad range of disciplines, sectors, and regions
of the country, also support the solution development process.

Make Strategic Investments in High-impact, Priority Areas

The direclorate's abilily 1o make strategic investments in high-impact, priority areas s
dependent upon three prercguisites: {8} the successful exccution of activities designed to
identify and prigritize requirements, as described in the previous section; {b) the cultivation
of a balanced R&D portfolio; and (c) the continued investment in national and directorate
capabililies that enable R&D. The latter two prerequisites are described in more detail in

the following sections.
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Balanced R&D Portfolio

Apex Pragrams - The strategic focus of S&T's Apex programs is directly linked to our
Visionary Goals. Given the complexity and range of issues involved, these high-profile and
multidisciplinary programs span three to five years and undergo quartery roviews by an ESC.
Each Apex program consists of a balanced portfolio of projects with scientifically feasible
risk that span basic research to advanced technology development. Deliverables range
from game-changing technical capabililies to cost-saving business processes, In fiscal
year (Fy) 2015, S&T dedicated raughly one-quarter of its discretionary R&D budget 1o
eight Apex programs—Air Entry and Exit Reengineering, Border Enforcement Analytics,
Border Situational Awareness, Cybersecurity in Critical Infrastructure, Relational Adaptive
Processing of Information and Display, Nest Generation Firsl Responder, Real-Time
Biological Threat Awareness, and Screening at Speed. Through these programs, S&T

will tackle the nation's toughest security challenges—both today and in the future—

with strategic and innovative solutions.

Technology Engines - A new S&T eancept, the Technology Engines arc ecntralized funetions
that will provide the same suite of services 1o all Apex programs and 10 S&T at large; however,
they will tailor their work based on a program’s individual focus and capability needs. Drawing
on the expertise of S&T stafl and external scientific, technical, industrial, and academic
gommunities, the Technology Engines will proactively monitor emerging capabilitics and state-
of-the-art technigues in specific capahility areas such as communication and networking
iools, data analysis, human systems, and situational awareness. Based on this information,
the Technology Engines will prowide the Apex programs with best praclices, reusable products
and solutions, lessans lcarned, and technical services. The Apex programs will rely on the
Technology Engines to produce high-quality solutions that keep pace with advances in the
market, ensuring that investments are wisely made.
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Innovation and Acquisition - Innovation and acquisition projects are designed to fulfill one
of two purposes: {a) to discover breakthrough and disruptive technology that can transition
within one to three years or (b) to inform and enable future end-user acquisition programs,
In doing so, the innovalion and acquisition projects maximize S&T's effectiveness through
the research and development of force multiplying selutions. This portfolio invelves applicd

research and advanced technology development.

Quick Reaction - Periodically, S&T receives urgent need stalements from end users
oringuirics from leadership regarding emerding threats and natural hazards. In these
situations, S&T launches quick reaction projects to address these high-prigrity needs.
Working with subject matter experts and leveraging off-the-shelf technologies, S&T aims {0
deliver capabilities and knowledge products to operators within 12 manths.

Capabilities that Enable Research and Development

Capability and Solution Enablers (CaSEs) - For a technelogy project to be successtul,
leaders and developers must look beyond traditional R&D activities. Areas such as
technology foraging, operational experimentation, technology transfer, commercialization,
partnership management, systems analysis, test and evaluation, standards, systems
cngincering, and solution transition are critical to cnhancing the results and cutcomes of an
R&D effort. Known collectively as CaSEs, S&T provides these enablers to ensure gur R&D
solutions are better utilized, transition maore easily, and ¢an integrate with existing solutions.

Enduring Natienal Capabilities - S&T manages five national laboratories that develop or
enhance science, technology, and engineering capabilities. While each has a specific focus—
chemical security, biodefense, urban security, animal diseases, and transportation security-

the labs work to ensure efforts are coordinaled, are not duplicative, and supporl investiments

in high-impact, priority arcas.
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Partner with the Homeland Security Enterprise

S&T must continuously invest in the creation and maintenance of partnerships with DHS
components and other R&D organizations. Intermal and exiernal partnerships are a core
clement of our strategy and scrve as the foundation of S&T's innovative ccosystem. Whether
through international agreements with allied foreign nations, grants to academic institutions,
or Cooperative Research and Development Agreements with industry, S&T continually
pursugs new opportunities and instruments to formalize relationships with innovalive
arganizations. Benefits from these partnerships are numerous and include diversifying
investments across a broader range of operational neads, increasing technology transition,
reducing programmatic risk, and leveraging other agency investrments. In turn, these benefits
position S&T to have the financial and analytical resources Lo deliver force mulliplying

solutions. The following activitics highlight the cxceution of this initiative:

Innovation Centers - The Innovation Centers aim to transition capabilities to end users
through cutting-edge R&D projects. Dwned and gperated by the DHS components, the
centers will be jointly funded and staffed by S&T to provide R&D support. The Innovation
Centers perform three critical functions that complement S&T's mission space and strategy:
{a) coordinate internally funded component research with related S&T and DHS projects;
{b} enabile and/or execute technology transition aclivities such as lale-stage technology
developrnent, rapid prototyping, and test and evaluation; and (c) foster an innovative and
entrepreneurial culture that inspires new ideas, promotes stakehaolder engagement and
transparency, and cultivates an enduring ecosystem focused on solving critical homeland
security challenges.
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In-Q-Tel {10T) - 1QT serves as a bridge between federal agencies and start-up firms on the
leading edge of technological innovation. In 2011, S&T formalized a strategic partnership
with 1QT. Pooling resources from nine federal agencies, 1QT identifies, adapts, and delivers
innovalive lechnologies that solve some of the department's highest priority operational
needs at a fraction of the cost. In fact, for every S1 invested by S&T we have leveraged
52.66 from other U.S. government agencies; as a result, S&T has been able to partner with
the HSE for an even greater impact and return on investment,

Federal Partners - S&T partners with other federal R&D organizations ta develop innovative
and game-changing solutions to advance the homeland security mission. As part of this
effort, S&T maintains strong partnerships with national laboratories, such as those of the
Department of Energy and Department of Defense, and reaches oul o olher pariners in

arcas such as agriculture, enviranment, health, and transpartation.

Academia - S&T partners with the nation’s colleges, universities, and |eading academic
researchers to develop customer-driven, innovalive 1ools and technologies thal solve real-
world challenges, as well as to train the next generation of hameland sceurity professianals.
As part of these efforts, S&T funds 10 Centers of Excellence {COEs) that address spegific
homeland security challenges. For example, the newest COE—the Critical Infrastructure
Resilience Center—will conduct research Lo understand how businesses determine
aceeptable risks; develop scalable, cross-scetor solutions that meet national needs; pilot
solutions in the real world; and prepare business cases for investing in resilient critical
infrastructures and systems,
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ENERGIZE THE HOMELAND SECURITY INDUSTRIAL BASE

Unlike many other industries with well-defined sets of produets, technologies, and
custarners, the H3IB is a highly fragmented federation of product and scrvice providers
serving a broad constituency. Customers and their neads vary widely, from ships for the

U.S. Coast Guard to protective gear for first responders to eyber defense tools for power
plants. This degree of fragmentation means that many companies with leading-edge
technelogics are often small and more challenging to locate and engage. Simultancously,
federal, state, and local agencies are spending less on R&D for next-generation technologies.
Therefore, itis critical that S&T collaborate with the HSIB to capitalize on industry investments
in R&D and cncourage the dovelopment of force multiplying selutions that defend, defeat,

and mitigate threats to the nation.

In order Lo energize the HSIB, S&T will revamp existing programs so industry can more easily
partner with S&T. We will also develop now appreaches to engage non-traditional companics.

The following initiatives highlight specific activities that will help us achieve this objective.

Optimize Markets by Pooling Demand and Developing Standards
Our partners around the globe share a common mission—to ensure the safety and security
of the people they serve. Most countries collaborale at an inlernational level but largely
address their challenges independently; as a result, they have limited funding to handle
complex challenges and often create duplicative efforts or struggle to gain traction in a
fragmented global market, S&T is working to integrate markets with international partners
to draw down industry risks and incentivize produet development. S&T is also working with
the HSIB to consolidate R&D investments, pool demand, and aceelerate the development of
standards. This will improve the interoperability of technology and allow the HSIB to better
plan and reduce costs. The following activities highlight the execution of this initiative:
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Intcrnational Engagement - S&T is in the process of creating the Intemational Forum

10 Advange First Responder Technology. The forum will serve as an international platform
to discuss responder challenges and issues. Responders will be able to partner on R&D
initiatives through the forum and, when possible, align procurements 1o drive industry
investments in innovative technologies and manufacturing capabilitics. The forurm will give
responders a global voice and use commaon challenges and standards to create or broaden
global markets for first responder technologies, Ultimately, this lowers risk for industry and
incentivizes investment in more robust capabilities and product lines.

Standards Development - S&T plays a leading role in accelerating the development of
standards for use by the HSE. Standards are vital in estabilishing best practices, achieving
interoperabilily, supporting acquisitions, and defining grant guidance. In an effort 1o achieve
carlicr adeption of standards and inclusion in commercial products, S&T will cngage industry
throughout the standards development process. This approach will ensure that technologies
from different manufacturers can interoperate through the use of open-source, non-proprigtary
solutions and standards-based approaches. Today, S&T is working on both information

technology standards and physical standards.




Engage the HSIB through a Deliberate, Continuous,

and Transparent Approach

S&T brings together interested parties—including responders, operational users, citizens,
and academia—to engage the HSIB. Working together, each community plays a eritical

role in shaping the future of homeland security technology. S&T s launching new gutreach
mechanisms, such as online forums, to foster understanding of the hameland security
market and build progress toward outcomes that will keep us all safer and minimize
disruption to the pace of daily life. Additionally, S&T will use new funding vehicles like prize
compelilions to atlract innovalors who have notl historically partnered with the federal

government. The fallowing activitics highlight the execution of this initiative:

National Conversation on Homeland Security Technolugy - S&T is initiating idea exchange
between operalional users within the HSE and industry-based technologists. Using an
anline, open platfoerm and in-person diseussians, S&T is enabling end users to connect
directly with technology developers. The goal of these discussions is to help industry better
understand the homeland security market and create innovative and sustainable homeland
security solulions,

HSIB Research and Development Coordination - $S&T is exploring ways to better coordinate
R&D across the HSIB, including with large commercial manufacturers and small businesses
with niche capatilities. Improving coordination with this diverse community of industry
partners will provide 3&T insights into emerging technalogios and how they can fill capability
gaps. Further, S&T will work with private sector partners on rapid prototyping and identify
lessons learned to better foster mnovation.
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Dutreach Mcchanisms Designed to Engage Non-traditional R&D Porformers -

The landscape of technology R&D is changing as federal agencies and large corporations
arg no longer the dominant driver of innovation. Increasingly, advances are being discovered,
developed, and distributed by non-tradilional performers across every technology space,
However, many of these nan-traditional performers do not consider foderal agencies as a
potential customer market or source of funding because of the resource-intensive nature

of doing business with the government. To ensure that the HSE remains on the cutling edge
of lechnology capability, S&T musl employ new methods to engage these non-traditional
porformers. In this regard, S&T leverages key partnerships with trade associations,
innovation and start-up foundations, accelerators, inguhators, the venture capital
community, and entrepreneur groups to engage non-traditional partners. In partnership
with these key hubys, S&T will lead interactive workshops with new communities 1o discuss
homeland sceurity needs that may drive technology development. S&T will also cneourage
new ideas from industry by launching prize competitions. Teams of companies, students,
and hobibyists will be able to compete to provide viable and marketatile solutions for prize
funding. Additionally, S&T will host hackathons where technology developers come together
to tackle a homeland security challenge in a rapid, iterative, and collaborative way. We also
aim to become a leader in the broader technology scene by hosting innovation talks on
scientifie, cultural, and academic topics. An example of such innovative series of talks are
TED Taiks™ run by the Sapling Foundation and Virgin Disruptor discussions run by the Virgin
Group. The goal with each of these efforts is to bring new energy, resourccfulness, and ideas

1o the homeland security landscape.
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THE STRATEGIC FRAMEWORK CONTINUED

Improve Programs Designed to Increase Collaboration

with Innovative Companies

S&T and the HSIB exist in an environment of rapidly evolving threats and opportunities, and
the accelerating pace of risk and technological development [oom over every mission in the
department. U.S. government funding remains a strong influence on basic research, but
private scctor investment focused on late-stage development surpassed the government’s
total annual R&D investments in the 19805 and has continued since then. In homeland
security, innovation cycles in areas like advanced analytics, communications, additive
manufacluring, and cybersecurity occur s0 quickly that traditional government vehicles for
investment and acquisition struggle to keep up with advanecs and changes in technology.
In order to leverage these accelerated advancements, S&T will revamp existing programs

50 industry can more easily partner. S&T is seeking ways to engage the investor community
with an acceleralor component. This program will provide S&T with insight into a range of
innovation companics that can provide near- and long-term capabilitics. S&T will reengineer
our technology foraging approach and add a forecasting component to capitalize on industry
investment trends and influence emerging technology. S&T will establish ¢lose working
relationships with innovators to reduce development risk and facilitale early evaluations

of solutions by operational users. S&T will also provide a flexible envirenment for validating
and guiding the development of game-changing products and services as they approach
market readiness. The following activities highlight the execution of this initiative:

Targeted Innovative Technelogy Acceleration Network (TITAN) - Using an arsenal

of engagement tools, TITAN seeks to discover and engage innovators who are creating
technologies that will enable homeland securnity operators to carry out their missions in new,
unprecedented ways. TITAN will unify and coordinatle formerly disparale aclivities within S&T

into a cohesive program for engaging the HSIB. TITAN removes barricrs that impede industry
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partners from working with S&T. TITAN also seeks pathways for S&T to work with industry and
small businesses in a more synchronized, strategic fashion to improve the pace and quality
of solution development,

COLLABORATIVE
INNDVATION
EXPERIMENTS
INDUSTRY SHIR

ACCFLERATOR FUTURES &
FUNCTIRN FORECASTING
NATIONAL INTERNATIONAL
LABDRATDRIES PARTNERS
BESIGN PRIZE
THINKING AUTHDRITY

ACADEMIA

TARGETED INNOVATIVE TECHNOLOGY
ACCELERATION NETWORK

Responder Teehnology Alliance {RTA) - Through unigue, strategic partnerships with first
responders, the industry and investment community, and R&D organizations, RTA is tackling
the most difficult and complex responder challenges. RTA will take a systems-based life-¢ycle
approach Lo first responder technologies, integrating industrial design, syslems engineering,
cast and supply chain analysis, and rmarket assessment. RTA is developing short-, mid-, and

long-term scalable solutions that can be integrated into responder operations to strengthen



responders’ health, safety, and effectiveness. Further, RTA is leading an accelerator program

1o creale solutions al market speed. Individuals or small companies with promising solutions
will be able to work directly with angel investors, venture capitalists, and responder cquipment

manufacturers to increase their odds of commercial success.

ESTABLISH A STRONG AND HEALTHY LEADERSHIP CULTURE

S&T's ability 1o achieve the aforementioned strategic objectives depends upon a common
identity, clarity of mission, and lcadership at all levels of the organization. With empowerment,
responsihility, and accountability as cultural values, S&T strives hoth to create an innovation-
friendly environment and 10 give staff the tools and development opportunities to grow

and suceeed within it, S&T's work environment will be educalional and entrepreneurial.

The workforee will be agile, inquisitive, and cager to find and exceute new ideas, take
informed risks, and engage external partners. To instill this culture, S&T will focus on three
initiatives: (a) empower the workforce; () provide meanmingful leadership development

and professional growth opportunities; and (c) engineer a pipeline for the next generation

of homeland sccurity professionals.
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Empower the Workforce

Empowering the workforce means giving a stronger voice to S&T staff and fostering a
broader sense of ownership and atiachment 1o the arganization. $&T values our workforce's
porspective and believes that nonc of us individually is as smart as all of us collectively.
Moving forward, leadership will continue to integrate staff input into initiatives that affect
the immediate and long-term course of the organization, such as the National Conversation
on Homeland Security Technology. The following activities are intended as platforms (or

S&T cmployees to influcnee the organization's dircction:

Employee Council - S&T will charter its inaugural Employee Council 1o act as a voice

for S&T's workforce, Compnised of federal non-supervis0ry representatives, the council

will identify and communicate cmployee perceptions on S&T programs and policics and
discuss issues faced by the S&T workforce. Through the council, S&T staff will advise senior
leadership on these issues and make recommendations on potential solutions. The council's
recommendalions and commumcation with semor leadership will be transparent and available
to the entire workforee. The council will foster more open and clear cornmunication between

leadership and staff and ultimately make S&T's workforce more invested in the organization.

Broadening S&T Decision Making - In addition 10 giving stalf a greater say over S&T's
prograrms, the Under Seeretary has made it a priority to decentralize decision making and
delegate certain authorities to managenal levels throughout the organization. This will have
the dual effect of minimizing bottlenecks for decisions that can be made at lower levels and
expanding ownership of S&T's strategic direction. Examples of supporting efforts include
the Apex ESC and the Project Prioritization process. The Apex ESC oversees the planning
and execution of the Apex programs and Technology Engines. Chaired by each of 5&T's
group leads, the ESC reviews, approves, and provides resources for the Apex programs and
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serves @s the primary liaison between Apex efforts, S&T staff, and the Under Seeretary, In
the Project Prioritization process, representatives from across the directorate review and
prioritize S&T's research, development, and innovation mvestments—first independently and
then colleclively—belore presenting their recommendations to S&T leadership Tor approval.

Provide Meaningful Leadership Development and

Professional Growth Opportunities

To arm our workforce wilth the skills, competencies, and knowledge to advance S&T's
mission, the dircctarate must invest in tools, capabilitics, training, and workforee
development opportunities. Qur robust program, which includes relevant courses at
universities and colleges, encourages employees to enhance their R&D, leadership,

and management skills. Specific aclivilies to support this initiative include the following:

Assessments - S&T offers a broad range of assessments to help staff members better
understand how they think and behave and how that affects them in the context of their
work environment. These include 360-degree reviews and numerous popular private-sector

afferings that nat anly improve self-awarcness but also give managers tools to increase team

productivity and cohesion.
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Intcrnal Opportunitics Network - S&T has created a Web-based portal to advertise short-
term developmental assignments within S&T and DHS to enhance employees' careers.
Exposing our workforce to new experiences within the direclorale and the depariment helps

our staff develop new abilities, expertise, and relationships outside their home office.

Leadership Development - S&T offers several opportunities for leadership development,
including a coaching program and leadership cohorl. These opportunilies emphasize
personal accountability and teach participants how to model leadership through onc's

actions and how to create a vision.

Apex Training Program - S&T developed a unique training program lor Apex program managers
and team memboers to learn best practices and lessans learned from the original faur Apex
programs. Following the training program, participants understand how to use all of the
organization's tools to support the execution of an Apex program.



Engineer a Pipeline for the Next Generation of Homeland
Security Professionals

To ensure that the directorate continues to build on successes and evolve to meet new
challenges, S&T is committed to growing a pipeline for S&T's next generation of staff,

Part of this effort includes continuously assessing the arganization and performing a
forward-looking analysis of where staff needs will grow or deeline. Based on this data,
S&T will determine what expertise is needed to support S&T's mission and make long-term
investrents in those areas to ensure that appropriate hires are prepared to join S&T. The
following two aclivilies describes S&T's efforts 1o plan and develop s future workforce;

Strategic Workforce Planning - S&T will develop an enduring institutional capability to
ensure projects and teams are properly resourced. This planming effort will continuously
assess S&I's workforce requirements, taking into account S&T's complex mission, unique
staff requirements, and the operational demands of today as well as the forecasted necds
of tomarrow. S&T will also assess internal workforce-related business processes and use of
hirng autharities v grder to eliminate unnecessary delays while still ensuring compliance
with appropniate rules and regulations.

Sourcing Talent More Effectively - As S&T begins to plan and shape its workforge more
effectively, we will begin adding or connecting to talent that fills described gaps or enriches
efforls already underway. This imiliative will require S&T Lo mare effectively and efficiently
interface with non-government sources of expertise, build on existing relationships (c.g.,
use of American Association for the Advancement of Scienge fellowships), and take
advantage of DHS's full range of career and term-limited hiring autharities. As S&T becomes
more transparent and public-facing, for example through our updated website and mare

informative Internet presence, we will also expand our ability to connect to outside expertise.
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Shaping S&T's Next Generation - Faced with rapidly aceelerating technologies and

increasingly complex homeland security threats and challenges, S&T must prepare a

future workforce that is capable of delivering specific competencies as new needs emerge.
S&T will leverage its significant investment in universities to ensure a pipeline of young

new employees. S&T's 10 COEs, along with our Minonty Serving Institution grants and
awards programs, will cngage thousands of students directly in hemeland sceurity-specific
coursework, scholarships, fellowships, and research opportunities. S&T will also continue to
use career development grants, summer internships, and summer research teams to develop
needed staflf and skill sets for the future,
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.2* IMPLEMENTATION PLAN

Intensity of Activity (FY 2015 FY 2019)
FY 2015 FY 2018 | FY 2019
Identify and Prioritize Operational Requirements and Capability Gaps

Deliver Force
Multiplying Solutions

Make Strategic Investments in High-impact, Prionty Areas

Partner with the Homeland Security Enterprise

Optimize Markets by Pooling Demand and Developing Standards

Energize the Homeland

. . Engage the HSIB through a Deliberate, Continuous, and Transparent Approach
Security Industrial Base

Improve Programs Designed to Increase Collaboration with Innovative Companies

Empower the Workforce

Establish a Strong and
Healthy Leadership Culture

11 | Provide Meaningful Leadership Development and Professional Growth Opportunities ‘

Engineer a Pipeling for the Next Generation of Homeland Security Professionals

Color Legend Intensity Levels
Surge Effort
Steady-slate Effort

S&T's implementation plan is phased gver the next five years with specific levels of effort

committed to the objectives, initiatives, and activities outlined in this strategic plan, Efforts

committed in the first few years are designed Lo finish planning, including key actions and
success measures, and jump-start activitics designed to cnable future related offorts, S&T
is committed to remaining on track with the implementation plan. Quarterly reporis will be
provided to S&T leadership in order to assess the directorate’s progress against key actions.
Using this information, S&T leadership will reexamine the strategic plan on an annual basis
and make any required course corrections.
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RESEARCH & DEVELOPMENT STRATEGIC PRIORITIES

S&T sels R&D priorities through participation in
governance bodies and discussions with mission
owners. (nce an investment decision has heen
made, S&T engages the whole of government and
HSIB in order 1o develop a Capability Roadmap.
Each of the five S&T Homeland Security Advanced
Research Projects Agency (HSARPA}) divisions, the
three First Responders Group divisions, and Apes
programs and Technology Engines have developed
Capability Roadmaps aligned to the needs of their
operational end users, These high-level roadmaps
formalice a vision, idenlily strategic drivers,

and list R&D objectives for the nest five years.
The roadmaps are constantly evolving documents
and serve three primary organizational functions:
{a} 1o build consensus among a diverse sel of
end users with similar operational requirements;
{b} 1o develop a framework that directly links a
strategy to tactics; and (c) to provide a framework
lo coordinate planning, research, development,
and acquisition activitics across the various

groups involved.
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e
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HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS

Borders and Maritime Division (BMD)

Vision - Our long-tenm vision 1s to create a single Border and Coastal nformation Systen (BACIS) that provices & horder security irformation sharing environment. The BACIS wil aliow users to stare data and toois across
the entire HSE and will ercompass all borders ard transporzation medes, includirg the rorthem and sceuthemn land borders. the ceastal/marizime border. carge anc vehicles atthe 2oris of Entry (POES). and peeple at the 20xs,

Strategic Drivers - BMD's future w'forts will be guided by 2023 Quacrernial ~orlane Seouarity Review (QHIR] Missian 20 Sceure ard Manage aur 3orders (specifically geals 2.1, 2.2, ard 2.3), 2013 QHSR Mission 3: Sn'aree ard
Aomurnster ot Iryrigration Laws (specdically geal 3,23 and S&1's Visiorary Goals of "Screerirg at Speen: Secunty that Matcres the Pace of Life™ and "Enanie the Decision Maker: Actionatie Irformation at the Spead of 1Pought.”
Br D% effarts will alsa be in'luenced by the 2014 QHSR™S strategic aim wa Mature sne Strerether Hameland Scuewrity by focesing an {2 integrating intelligence. infarnsatian sFaring, ane aperatiors; (21 crbancing pardnerships and
outreach: aro {3) by conowcting Homeiana Secunzy Kesearch ard Development, in adoton, the execution of BMLYs research will *ocus on (1) operations, innovaszior. anc partrerships, specificaily by transitioning maturz ard rapidry
deplayable selutions we DHS eperationsl corpancr iz (20 developing technalagies toal Fave o pasitive inpact or aperatiors and edaen or ineestoees or aur cestosers; (33 callaboraticg with DHS camponents, aller governrnoent
adencies, anc intemational partners to reduce H&D costs ane e to denivery: ane (4 partnennd with nmcustry to trarsitior new tecknelegies and guoe their irvestrents,

Description of Capabhilities:

+ Land Border Security - Deveiop and transition technica capahilities that strengthen (50 lard borcer secoritsy by safegnarding iawhin srade ane traven and helping to pravent illzgal goods anc peopls from crossing the horder.
Maritime Border Security  Dovclop and trarsitior techrical capabilities that erhance WS, maritime border secoerity by sa*cgrarding law*el trade and travel and proversing illegal use of the maritime cnvirorment te transport
illicit goods and peope.

PDE Securty Develop anc transition technologics w ensure the integrity of people ard carge that enter the wnited $tates threugh the POzs, including seaports, airports. and lane border crossings. Erharce the enc to crd
serLrity ofthe supply chair, from the manufacturer of goods So final celrary, writg ensuring econorric throwghpot forthe W5 ecoramy.

FY 2015 FY 2018 FY 2017 FY 2018 FY 2019
Objective: Land Border Security

Perform operatioran assesamar s of srral Trarstigr the Maovirg Targes noicator Transition {3ysterm 23 Unattended Grourd Transzition Fadio Trequenay Sensing Deliver a firar prototype of the Tunnel
unmanred aerial sysems (SUAS) ‘or 5015 10 CBP. Detection System ard technical data
improved detertion, identification, ard to CRF's Office of Inrovation and

classitication of illicit activity and improved

Trarsitior the Antarmaice Scene storepor. and

Transitian & profofype

ituasi ) p Honal Jncerstardings Caracian .5, Sersor Slash Camerarcle o CBIL technical cata “orthe lurner Detecton 0 T T
asituatiorar awarenass in and ocperationa ) ) - e o ;
e U e P ns Shiaring 2ilos capahilivg 1o CBR - R . System e CB2. Transilion welnaloeics e defec:, locae,
seenarics. Publish reports, Transition Low Rate Initial @rocuctior Turncl y
et e e e e o . . b Wi . . and disrupt border spotters empioyed

) ; Trarsition {Syatem 1) Unattended Grounc Age Kits. a test report, and terrnical data A
Transitian the Shash Canct ale {ore-pole by traflickers alang the Sauthwest bareer

) _ Sensors 1 CBP to C-,
configuratior to W3, Customs ano Soroer o .

Profection (CB2). Install & (hree-pale Tiele e
configurator and commence operational
ABSESENIENTS,

Transition technelegics and tools o
increase tre safety and ef*ertivensss
af HEE operational end uscrs,

lab develapeenal prototype

Transition the Southwest Border Ouried

the lunner dge Kitto o S, Ifridration ard
Custams Cofarceren SICC.
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HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS CONTINUED

Borders and Maritime Division (BMD)

FY 2015

Ohjective: Maritime Border Security

| FY 2016

| Py 2017

FY 2018

| FY 2019

Install Coastal Surveillance Syswen (S5
strategin iocations to
o5, |‘1¢,r|L|mc domain awarcncss

aperatioral rodes a;
|mpro,

IMEIeYEC SItUATION G &wWarenass in manimes
apratioral scemarios. Publish reparss,

Ohjective: Ports of Entry Security

fransition Integratee Maritime Jemain
Frvironmert to RIS as ar enterprize.

Perfurm CS5 operational demorstrazions,

Instc,ll C85 operztioral rodes at additional
locations wnimprove o 5. maritirme
domain awarancss.

Cantirue T perform operaticnal
assessrents of SUAS i mantire
operatiansl seenanias, Publisl reperls.

Transiticn the LSS initial operating
rapability to the loint Task Torce, Airard
Yaring Operatiens Center and the U5,
Coast Guard (L5000

|n3'a|l CS5 operational nooes at acdisioral
locations Lo improve WS maritime
dormair awareness,

Deliver tn -5 ar integration plattarm tor
agile informatior shanng and o

L)en.-erm CBP: USCG; anc sate, reforal,
ard local parteers a coastal maritis
sensar ‘Lsinr systerr that enaklas
cacperalive marnlite awareness of nan-
emithing vessels anc the sharnd of time

crilival, rissian-useiul seesarinformalian,

Integrate G55 inte USCG's
Watchkespe tert.

IranS|.|on technclogy to enhance tre
Llilizationr o' SCAS in the marilime damain.

Finalize the Uniled States-Europesan Unian
(U5 B Mantime Cargo Security Pios lest
Plan ane prelimicary assesseent af e
efficacy of various cargo secunty devices
far use in e US-EU. Concuc:
CchG Security pilot.

A naritinne

Cordeet an enc te end aralysis that will
influence glectronic chain-n*-ausinoy
processes. proccdures. and technelegy
||np|z-'r“|Pntr'1tim1C.

Complete CE2 rraritime anc truck demos
and Phase | Tederal Profective Service
deros of the govermmen: Jeusatile
Eleetronic C[1|“u[:;.-u|'[:1: Seourily Deviee.

Devernp a Borcer Wais Tuneg Supply Chair
security Roadn‘ap

P|Iul barder wail Hime fechralogics.

Transilion 1o CBP ane FPS & lest and
evaluatior analysis, a cost/nenefit analyais,
accuisilior recen nendations. and

a verdors hst of piloten FECONS,

franamun to CBP anc the Eovernmeants
Uf Mexico and Canada guideiines fortre
seoof commercial RECONS,

Tm| silian prover barder wait fire
tecrnoloma

LJeu.-er a ponen forensic techroiody ton CBR

Desliver e Mobile Backsealter Scarning
S,Stem updrade o CEP

Deliver the Conveyance Voic Anemaly
Detertor to CRE

lJeIluer currercy netection tecknologies
1o CBR.

Deliver irvasive spacies detertion
techrologies 1o C3P.

Dl)|lu[)| coLnterfeil goads detectian
techromdies o CH1%

Delivier 1o 3-8 law en'arcerien sgencies
2.8, C31% 10k a secure cammunications
ard catabase archileclure L enable ey
enforcement officers o access and share
irformation scourely.

Deliver ar enbanced poller farensic

Feaction colection efficierty technoogy
to CBR
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HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS CONTINUED

Chemical and Biological Defense Division (CBD)

Vision - CRD's work will enabie society to be resiiert to events involving chemica and bielogica agents through rapid awareress of the reles

se of agents, efactive response guicance, and efficient recovery o irfrastructure.

Strategic Drivers  Muitipie Presidertian directives ard rational secunty strategies rery on know edge, technoiogies, ard Auvicance from DHS to ensure natioral readingss ang preparecness for cherican and iowgical threats.
To conmer the threats alead, C30 s takive indo corsideration the "allowing strategic drivers:
Anmcreasing arrgy 0f emargding threats acded to lond recodrizec agents enrances the camplexisy o the threatiandscape.
Irformed assessnoent o’ Uhe risks pased by e st landscape is recuiree o sllocate resaurces wisely,
& national bissurveinarce sratedy places a preeuum on the integration of data from mutipe sources, ircluding pumic health and enviranmertal senscrs, to erable rapid. wel inforrec 0ecisiars o reduce exposuras
and minieige cantarination spread.
Anvancing aetector techroiody rust recognize cost relatao barners tooamplamentation.
The: broad setof potential causative sgents af disease requires innaeatian e assay develapnrend worecogrize more agers with fewer assavs and edend wicentifying agerss tbal may proesently be nknasn.
Lremaonstratirg recceyvery techrolodles in aperational enviromiments i corcert with 1ocal, 37ate, and national response entities 15 essential o oeveloping Anoance that can be readily absorbed by anc transitioned
Loy thiase entifics.

Dascription of Capabhilities:

- Threat Awareness  Zevelop and promats risk based appreaches wointormr effective prevention. preparedness. and resporse and recovery actions 1o biclegical and chemical terrenism cvar s,
Surveillance, Detection, and Diagnostics - Fromate in“ormatior integration ard reai-tire situationa awareness to radure agent sprea
Govelop trusted toels tor the rapid identificatior and corfirmation ot a threat to guide appropriate respense actiors,

Respaonse and Recovery - Deveiop and ircorporate & rarge of activities trat enhance the return to norealoy after a chemica or biologica contaminatior or arimal disease evens, such as deveioping cecortamination
technologics enc guidelines, ervirormental sampling and estir @ wethodelogios. requirgm ents for key infrastructure. ane brozd spoctrun medical countermeszseres te Falt the trarsmission of animal dispases,

FY 2015 FY 2D1& FY 2017 FY 2D18 FY 20159

Dhjective: Threat Awareness

anc enahie eany actions to minmize corseqlences to paopls ane propearsy.

Cormplese material threat 2sscsamerts Geploy the Bio Knowledge Managament kstzblish an independent S&f risk Cieliver risk mitigation studies o 2-5 Develop an ardersianding o new detense

for prigrity agentsir concert with Jysterr to al Tusion Centers. ] amart modeirg rapository. stakeroiders for resource aloratior in rapabilities that may recuce tre nsk and
. : ; P cherical, bislegical. radiological. and inflLence of biodetense investmenss,
Ligliver updaten biological, cremical, ano Delver a rew chemical hazaros knowledge daf € gical. @ . N ; : ;

: ) . nueiear defense. . ;
Refine the: Connerreasure: A irteerated risk AsSessnTenl e porE, FANEERNICL sysiem. o Desliver the 20702 Irwegrated Terrarisne
and Plarmng 1eon ane mict with T, o Lietiver the 2018 Hiciogical lerronsm Risk AssESSMENT.

: 7 &nc ! Complate fieid tests o® large-vonane Deliver the 2017 Iregratad Terrorism . o :
imeragoeney partners. . . Rizk Aszussmoent and bric® stakel olders
! releases of chlenre. [Risk AssE85MENT. ) )
o raKiTize awareress and wilty
of the praduct.
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HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS CONTINUED

Chemical and Biological Defense Division (CBD)

FY 2015

| FY 2016

Ohjective: Surveillance, Detection, and Diagnestics

| Py 2017

FY 2018

| FY 2019

Complets test, cvaluator. and. valication
of rapd real-tinre polyrerase char raaction
{PCR), antigen, detection/diagnostics
asrays, anc hard-heid Srst resporder

avs ror saveral lior 1 prionty ag,

lncatiors to further develep bicsurveillarce
reguiretiens,

{bjective: Respanse and Recovery

Demansirate the feasibility of low cost,
sLstanahie environmental detection
architccture,

Camplete developnrent of rapie deteation
assays for lier 1 prority agenss and rap
acb-rmorabeal wests o pronty o aeents,

Conduct a *full scale kiosurillarce
EXErmEe N concers with puLhhic hezlth
ENC rCEp0rse Commuritics.

Transdion vaheatee, laboratorg-hase

real me PCR and antiger /toxin cetection

ys ‘or high consequuenoe (Tier 2)
viral anc nacterial agenis to the Centers
Tar sease Coctrol and Preventen (COCH
Lanaratary Besponse Metwork (L3

Tar ceploynent,

an

Liemanstrate acalvtics of disparate data
relevant to hinsurvedlarce ohjes

Iranzition vahoated, laborazory based
rzal-fome: PCR and acbgen o deteahian
assays for Lier 2 bactenal threat agerts to
Ue GO0 RN for deplayisent,

Complete ransitien of validated. laberatery
hazed real-time PCR and artgen/tosr
deteenior assays tor lier 2 bactenal viral
anc town threas agents totre GO0 1IN

tar depleyront.

Conduetindeperdent fest aed evaluatian
of a detection system “or surface
fransparliahior selunly.

Ineinte evaluiatioe of decantamosation
techrolofies and advanced sarpling ard
analvas weehrcues 1 eapedie the recovery
of a bie contamirated subway system.

Camplete a craf nfenm gudance
AOCUMENT “OF SUIWaY rRcovery,

genome sequerting to mid forensies.

It Fnal gudance on e restarhion
of ungergrourd traNsporaticn sysiems

Icantify cormron viral targess to enahle
coenstruction of & foot and meuth ciscasc
paralent vaccire.

Complete the fratyear ot anintematioral
fizldl znal of foot and mMouth cisease
saGt ey ane dingroshes,

Demrorstraie in vitro ctficacy of a broad
spectrum of agricuitural bio therapeusic
cancizales.
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HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS CONTINUED

Cyber Security Division (CSD)
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Description of Capabliitics:
Cybersccurity Research infrastructure  =r
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Mabiic, Web, and Cioud Sceurity 10
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anlivilies, &0 :
ArH APPOIAEEDE 1SR PR, By Cybersecurity for Law Enforcement  Dievelop rew
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Objective: Cybersceurity Research Infrastructure
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HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS CONTINUED

Cyber Security Division (CSD)

FY 2015 | FY 2016 | FY 2017 FY 2028 | FY 2019
Ghjective: Mohlle, Weh, and Cloud Securlty

Wa date e ang as of rleereticates taroaga
i apeatioral Lsg ot tac Resauoe Pug
Aoy irtrastractae

Seg'n estirg arc evalvator o ar "vit al ead-a- AL5055 AOCICCS £ 0.0 FOreasics ana zaoitian hazess the e'tectivenass o' developad sc atara
ol s teoralegy appreackas a0 se T ars

Lliarae-

oo arck nesane.

Gbjective: Identity Management and Privaey

[FHR = BT
L nert 1y raad ard

et ar e S (NI D

£ ek cort
RURTARIITEN RS

o arinr
s e fennr, s .
snpgonh P Er e ety

LORBRT S
I e A gioha leseraten dernty
el s g e e ey riovdy ol o sp

LI H I

ST T

Ghjective: Cybersecurity Edueation and Training

FAT Laraew 1ecrolo ek olugies Test S&T ended e og ey e

Tent SET Unded tenl e ag es e nruer oybar Test SET fended tenr e og es i svbes Tasl SAT L

lalleiges. A zanir g lalleg (BT ERCI 2 Llallew
Trargizar C3IRT best aractices w0 LS. ard
et cia CEIRT partae:.
Ghjective: Securing Critlcai infrastructure
rtate Cebar Plhes'ca Sy "L SeC ity ldeati's regaine neats ard 1ew satecs ror cart'fy racy e arts aic raw pactres fam leleati'e requiterents a9 18w aa1ers ‘rom gart'fy ecaiarerts ard rew patie s tam
spa-tator 20 wata se arzamtation erer, tes getn raticn. erarfe. ard wate' s

‘aseaicl
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a5 SLASCIAr ard atrar seotars, a5 iocatit 2o,
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BES0IN A0 GICT S2CheOs. 23 icert fics 25 SLASCCtY s ard atrar sectars, as ideatitao,
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P ool tbrae s sy e produsnion ervirentie oy

leart'fy 2 ate 10 techaalegies 1at are carc'2ates o0 1415107 &3

Ghjective: Cybersecurlty For Law Enforcement
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HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS CONTINUED

Explosives Division (EXD)

Vision - TXD pros ritizens anc our counteg's infrastruciore agminst the devastating ef'ects of explozives by seeking nnovative approaches in detectior and counsermeasores. TAD provides corcepts. science. techroogies, anc
syslams wincredse the HSE'S ability te detect cxplosives and mitigate the effects of an caplesive blasts EXD will
Rapidiy develop and deiiver knowiecge. analvses, ard innovative solutions to counter the shreat of improvised explosive cevices ¢ FDs) agairst domestic targess
Leverage teclnical eeporiise to 2555t the of*arts o the ransportation Sccurity Administratior (1541 ard otber 2-5 comporents to establisk operatioral reguirements anc seleet anc acyuin needed teehnologiss,
Concues, catalvre, ard sureey sciertrfic discovenes and irventions reievart to existing ard emrerging explosres materials anc devices.

Strategic Drivers  Freguent and devastating atzacks agairst LS, commercial aviation ane ozher dermestic targets begar in 1988 with the bombirg of Pan am nght 203 over Lockerkie, Scotlane, [hreats tocay ircluoe attacks rot
Justagairstaviation but alsa agairst rass racsit fegd., Nacrid, _oedand, SGeed iefrostruetore {e g, Murrab Tederal Buildicg), ane public gatherirgs feoe, Times Square. Bostor Marallor), EXD endeavars wa courter these threats

ny iMpemarting the first goa of the 2014 Q=5H: to prevert terrorist atzacks, Or Septerrner 3, 2012, the onder Secretary for Science aro 1echnology testif ec nefore the House Comnuttes on Homelaro Securizy thal "norinyasive
sereening ol spreec will provice for canprebensive threat protectior while adapling sceurity o the pace o' Dife rsther thae Dile wseournity, Shether sereening people, baggaee or carga. unabinsive fechalogies ane impravec
processes will enanie the seamiess detection of threats while respectirg privacy, with miniran wrpacs 10 the speed of travel ane the pace of commerce.” More specific stratedic suoance comes from the 2003 HSAH?A/ 154 B&D 185t
aned Evinluatior Strategic 2lan, whicl states that SET shoold endesvorfo "secelerate e process of delivering nes capabilitics w the uger thal improve el eciveness and elficieney™ and "suppars risk-criver aperations o provice
effectrve ard efficient security.”

Description of Capabilities:
+ Aviation Selutians - Deveinp cost-effective systems for snreerirg air cargo, checken haggage, narred iters. and peopie 8% checkponts that wil improve detectior capabinties. redure false marmre rates, and irrprove the overal)
CLELGMEE CXROrienCe,
Intermedal Sclutions and Facilities Protection - Devewp tectnogies capahle of scragnirg in high-throwghput areas where tracitional checkpoints are necher ef*ective nor gff cient. Enhance toos to improve corrent canine
and trace detectior screcning methods.
Foundational Science - Deterrune the explosives and blast phenomrenalogy that mrakes appiec RED possible. Ths inciides the study of explosive materian characteristicog reievart to disarimiration ard detectior and the
assessMant of blast e*fects on aircraft and infrastructure,

FY 2015 FY 2016 FY 2017 FY 2018 FY 20159

Dhjective: Aviation Solutions

Develop an air cargo screcring capability Study adcitional air cargo [ED threats Impro»Ld algorithms tor checkee baggage. Extend AlT dcmlo.menl 0 sLppart "walk Transizien air cargo ETD.
for X-ray ima of the ar : at spead” s

Retral'taire s ETD sysien.
CUFEIL.CI air cargo [ED studies onosix Figk MUdlfv 1EasT risk bomb location procedures, - o ; Eonnrue cevelopmert of checkpomnt

0 Devernp Dynarric Risk Screering interfanes ; ; Tier 3 oo ;
I AVETTIHIES systems 1o sLppart Tier 3 cuplosives ane
F £ Jc.pclog K ard W bard” systems with tor checkpoint syste s, = HE PILSIVES &

T T reach foal of 500 bags per hour,
Deveinp a checked haggages wtype with | 2 threat d ti : o
eveinp a checked haggage prototype wi Alta threat detection. Fxierd Acvanced I lagieg Techology (4 Th

C[]I tinue AIT developre:
automatic threat wentification.

btm d checkpeint baggage
suppor: TSA goa o® 600 hags per hour and

an automated targal recognitior algarithm. iy ) . . '. fork with [SA wintcgrate all and detection ot Tier 1 ceplosives.

........................................................ .)evelcp ar acvarced rgltn view develcpmen ar “no divestiture” screarirg. ;

chackpon: sechnalogy witk TSA connept

Dl" clop o Coded Apcrure X-Roy Insaging K-resy prmm'-p[' . . d
Suet {estate with Al sestoms. | e e Develop scarning techrology to extend ot epcrations.

ystar, r i ren; PACIER L

SIEM. MERFATE With cufren: Al systems Create a (‘rJrer ,-prartureI Micro Mass checkpoint acreeming to cover ricuid

Spectrometer Explesives Trace Detection explosives and thin shects,

ET protosype.
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HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS CONTINUED

Explosives Division
FY 2015

D)

| FY 2016

Ohjective: Intermodal Solutions and Facilities Protection

| Py 2017

FY 2018

| FY 2019

Evaluate Departmert ot Zefense (DOD)
HprJanr&‘d standn*f detention =

bvaluate a widely tunable irfrared trace
AULrGE []I(] aly [)l‘

meur l;tr 2B 3 [Rrsor- hrJrnz-I sta nrufr
detection technelegy,

P[ rlarn: laberalory testand o
of an |I1Ie|IIFer‘t"I[IeU algorizhm .wtr 3
realistic sl

Curduct cperational pilos of forensic vices
foals providing leave-behivd detectior and
surveillance for sizuational assessment.

Dermansirate velicle eye sac wrace
tion advanced “easihility.

Trs meTIrJn inserim star rIrJ‘ftr< e rlntz-'-"tmn
capabilities from 200,

seiclop s Ueder Rail Screening Systen
prototvpe

Cantirue ceve 1 viduo
algorithms for leave belinc improvised
cuplosive deleclion.

dwvan

DE-‘.T"IGH.‘n\rr]TE-‘. system ahility to detert
leave belird, replay video, as socu,tc 0
ird rlml rlnrl trlg' i

L)eplo, an inzelligart

2o |:|rc|tt|t',fpe.

Demorstrate 2nd down scloet a vehicle
re detection design.

DE"eIUp a layered system prototype
ine: mpunnu i rllineler wave |n|<.|,|| 1y arTay.

'Jr-\plrJ, ar intelligen: '.|rlpu systenir
or\erc,um al envirenmer L

Corducl operaticnal l[,n ¢ oeealualion
of the Urder Kail Screening Syserr.

fest ang evaluate volicle oye sa'c race
tion privotypes.

)emun

srate perscn bome standof*
ceteclion advanced ‘easibilivy,

Pilot a vehicle oye safe trace cotectior
prrJ noype syRtem at federal facilities.

Leploy a laverec system proolpeir
an eperatianal envicanmeen.
Derronst & nor-irva Snreerirg

sl Specd protetype systen tor stancotf
explosive datectior in the mass trarsit
Snvirenmert.

Objective: Foundationai Science

DP"&‘Ier explosive safety stardards.

l)emurstra £ EXPIosive data intedration.

Provide cata “or high-risk chemical
facilitics regulation.

Reduie vulrerabilities by cenying resaurces
throudl precursor irtimon, arproving
detestion sl largel leeatiors, and enhancirg
Ela'a irtegranon,

Develup capahilities to crarac
cxplosive detection Sigratures
Dzl campanerd decisian supparl laols
forfrssresponcers ard emergarcy plannars
reearding henecrade cxplasives irciden
plarning and mitigaticn measuras.

DP"&‘Ier a desktop FTD prototype.

Establish cata shanrg praciices with
inferageney anc industry pariners,

Dmelop 1pahilits 'tuthamrterw
axplosive detection signatures.

Develop porsatle TTRs with tools and

Develop cuplosive deleclion sigratures
|che brary irterface for DHE> partners

Dovelop capabilities Lo EI arac
&w.plnw-e detertion signasures.

Levelop nsk based analysis and
sillatianal winreniess aols ‘or the
LHE hatienal Protection and Srograms
Directorate anc the intaragercy.

Develnp erhanced capahilities to
charactenze crplosive cetection

Sigratures,

39



SCIENCE AND TECHNOLOGY DIRECTORATE | STRATEGIC PLAN 2015-2019

HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS CONTINUED

Resilient Systems Division (RSD)

Vision - 350 15 charged with identifying and cevewpirg innovative and pract

2al sonsions to enharce the ration's resinence to ol harards.

Strategic Drivers HSU's sirategic drivers are hased or national Presinersian Policy Jractives (R0 & ard 20 21), the 2024 Q=53 ~ederal bmergency Maragement Agency (FEMAS and DHS National Fretection aro “rograms
Circelorale priomics, ard the eperational capabilitics of the cser camnmily, Based or these deivers, RS0 will develop ineovalive salitiors thal are readily ceployable and 1ailared 2o the needs of BHS apenvicenal campanends ane
feceral. state, aroocal users. A50 wil cohaborate with =5 compaorents and other federal ard nternational partrers o raduce costs anc accelerate technology transicier. Sinnlany, K52 wil strengtren exnstirg and buid rew
partnerships with the =5 B Ao lrarsilior R&D saluticns inta ceoronically visble coromersial praducls.

RS2 RED strangly sepperls three ceparinrenl-wice stroteeic goals as defined in e 2003 Q=530 Insupparl of Missian 1 Preser) Terrarisne and Erhance Sceeurily, RSB por®alia ircludes RED o help provent lerrarist atlacks and
recuce risk to the nation's critical irfrastructure, key ieacership, ard events. ror GHSH Wissior 4; Sa‘eguaro ard Secure Cyberspace, KSD's projects heip strengthen critican infrastructure securizy ano resiience: cybersecunty: anc
T crforcener s, incicenl resporse, and repodivg capabilitios. Finally. RS2 sepporls GHSR Mission 5 Strenglhen Mational Treparedress ard Resilioneo through RAD aclivities gimoed ot enhancicg cational prepanceness. noidigaling
hazarcs ard vurrerabilizias, ensuring ef‘ective emeargency response, and enat:ird rapio recovery ‘oliowing an ncident.

K51 conducts enaming activities ir support of missicr achievemens, such as builchnd aro sustaining imzergovernmantal ard pubnic privaie partrerships aro ‘aciltasing cuireach ano irfermation shanng to enhance comrunity
resilicree and improve public swoareness ond prepareeness, RS2 alsa applies social and behasiaral science fo improse threat deteation and Courlering Vialeod Calremizm (SVE) ard develops innovalive approaches aed efective
selutions to Fomelard security challenges.

Description of Capabhilities:
+ Cyher-Physical Systems [CPS) in the Critical Infrastructure - Transfom CPS in critical inrastructire into safe, secure. and self-heaing ervirorments. Frharce the security anc contiroity of critical irfrastroctore, with special
emphasis or lifeling functiors ard the asseciatee interdepencencics and cascading otfeots,
Disaster Response and Recovery - Vake disaster managemens routing, agile. anc risk-irformrac. norease the agility of disaster response and strengtren tre capahiity of commuonizies to recgver rapicly from incidents and avenss.
Resilient and Risk-tolerant Communities Change communities into resilient anc risk tolerant arganizatiors. mpreve public proparceness. awaeness, ard community resilicnce threugh the integratior and applicatior o
sacial and hehavioral sniences.

FY 2018 FY 2D16 FY 2017 FY 2D18 FY 2019

Objective: CPS in the Critical Infrastructure
Create a 075 framewark, architectore, DJapiny 8 CPS framework for tre electric Fxterd CPS framework to communications Transzition anc depioy a CPS framewnrk Transition to mutipie sectors ane condoat
aric: cencucs figle test ard &4 and water; conduct fgld tosts ard nel power seCLer, ficld caercises.

. Bviallation. |

Crasane sysler moacels of crass-seetar Jeplay svsten nrodels for lifeline ‘Lnetions.

cascading e‘fects, lcentify anc 0evEIGD 2CONGITIC iNCentives

Gevelop ard redire WISER,

Develop Wearables for Infrastructure
Securty ard Resilience (WISTR).
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HOMELAND SECURITY ADVANCED RESEARCH PROJECTS AGENCY DIVISIONS CONTINUED

Resilient Systems Division (RSD)
FY 2015 | FY 2016

Ohjective: Disaster Response and Recovery

| Py 2017

FY 2018

| FY 2019

Create & system ot systems decisior
support tanl to entance flood response
and racaviry,

Gicvelep comrunity ratirg merics
for the Matiora Preparedness anc
Response programs,

chal Hurricane 2ragram
PMHIM to speec evacuaTIOr IANring,

Deplay risk-based madeling and simualatian
tos for natural hazarcs plarning.

{bjective: Resilient and Risk-tolerant Cemmunities

Develop tusior algarithms tor
flond managarrent.

eviacuation degisian tree ol far
FEN A regiors,

Integrate data sets *or e Mational
Praparedness and esporse programs
ard corduct eperational field tests
ard evallLation.

Inzegrate models and daza for YH? ano start
Lrarsitior o TZRA aperation s,

Conduct field testing on the Jelational
Adaptive Processing of Inforrr ation ard
Dizplay Apax program.

Deploy upeatee MHP system within TZMA
ANC 3tate anoiocal regiors,

bstaklish an irtematioral community
for e,

Develep a CVE swratcgy,

Briid a knowiecge rapository on OV trencs,
irdicators, ard lessons learree.

Vinenee ir the United States
P1=VUS) catabasc.

Research social ard belavioral e
related to puniic messafirg and
CNVE activities.

Srart CVE ergagerrends with dustralia,
1grzel, ard the Lniten 4ingcom,

Excoute *urther rescarch to uncerstard,

Buile community colcsicn and
aommuricate 4 counter narrative.

relited 1o public messaging ad
CWE activizies.

Seale ard cxpard CVE engagemert with
Five I 15i0nNs.

Apply resulzs of social and belavioral
researnh toinprove the ef'ertivenass
of public Messaging anc govcmmMeant
CYE artivities,

Deploy CVz procucts *orthe law
enforcemars corrunsy, fusion cartars,
anc other tederzl agercics.
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FIRST RESPONDERS

GROUP DIVISIONS

First Responder Technologies (R-Tech)

Vision - Tirst responders wil have the farce

Strategic Drivers

“utiprin g tools

and salLtiors that ahiow them o sz

2 lives ane rraximize praparadness.

& rrajor strategic dnver 13 consistency with departmart wide strategic frameworks, incucing the #cals undar the 2014 GHSKE Mission 5 Strengthen Mational “reparedness ard Besilence (i.e., enhance natioral

preparedness, mitigate hazsords and vulnerabilities, cesore effective enrergeney response, aneenasble rapid reeoveryt deditiorally, 2-Teeh's strateeic priaritics are driver by the needs of first resperders whe wasnt noare silaatioral

Fuareness ard proection whan they approac

Foan mgicent.

Description of Capabhilities:

Persanal Protective Equipment (PPE} and Taels - Develop advanced PFF ard tonls for first responders to protect iives, increase their sa‘sty. and mitigate damage.

3-D Location and Response Awareness

Deliver geo location irtegrated teclnalegies that rack first responders. threats, and resources available 10 SLRPert resporse operatiors,

Techneology Clearinghouse - Provide a fras responcer tecknology clearinghouse that enhances technical irformation exchanges. delivers acvarced trairing tools, and ensures the vahdity o® software.

FY 2015

FY 2018

FY 2017

FY 2018

FY 2019

Objective: PPE and Tools

Devernp Prase | Muti-Threat Textig to
provide frazrespencers with erhanced
protectior from stahbirg. fra, biologica,

Cordue performames wslire an praaype
ratenals aro write report,

Javelop a Therrran Imaging Camera that
can be integrated into @ selt contained
breathirg apparatus (30RA) o provice
‘irst responders with cnlanced on scend
imagery whils ing 4

Conduct an cperational Seid assessmert of
s thernsal inaging carera and write repart.

Cormmerzialize Tinding noivicnals for
Disaster and Brergercy Response (FINDERS
taal, which provides orhan searck and
rescue TEAMS with the ability o detect
himan heartheats in r,hbee or boildings
during a disaster.

Develop wo01s to incredse sxposure
dezaction of unkrowr threats such as
toxinz, himogica agents, or contamirants
during respense operatiens,

L operatianal field ;
of deteczior toms.

Create seif-decontaminating PFF i
provide protectior against biclegical
agents, hy providirg an ef*enctive harrier
to bacteria, which is inrocuous to

the buman wearer anc is lightweight

Corduet performance westing an 2PC
and whize report.

Objective: 3-D Locatlon and Response Awar

Cormrercialize rnproved Strociur
Firefighting Glove to provioe on scene
fraf ghtars with enhanced dexerity anc
dann/doft ability.

Objective: Tech

logy Clearingh

eness

Desvelap erhanced mohile Bicreiics.
w0 provice on scere frazrespondars
with ins, face, anc f ngarprns readers
w0 assist them in abtaining accurate
near real-tirre icentif cations.

Condu
of mabile bignetric wals.

Devilop Last Person Lecatar Taal far
first responders to Lse when searching
for st irdridi s,

far the Tast persen lecatar acl

Devwelop a syster o detect, moritor, and
aralyze passive ano active threats ano
ards at ircicent scenegs.

Conduct an operational fieid assessmert
of ahave sysiem.

Dewelap persistert sureeillance wols
to erhance a ‘irat responders awarenass
of nn-acere threats and hasards.

af persistent surveillange foels ane
whte repors,

Begin wransitior o* the Virtal 1rzining
mrocime. to provide first resporders
with realistic Training scorarnices that
enhanae thar skills and conf dence
te respond erfectively ard efficiently
during rezl-ii'e incidents.
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miralize transition of the Virtual frainic g
madile to the first responcer cormunisy.

Upgrace First Respencer Suppert Teols
(MRSTY app to irclode enharced situatiora
awarenesss of explosive threats.
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FIRST RESPONDERS GROUP DIVISIONS CONTINUED

H

Vision - Tirst resporders and the public will amways have the emergenay praparedness, mitigatior, response, ard recovery informatior they need.

Strategic Drivers A rajor stratedic dnver 13 consisency with department v

Zide stratedic frameaworks, mending

the goals wnder the 2012 QHSK Mission 5 Strengthen National Preparedness ano Jesilience ii.e., erhance national
preparedress, mitigate hasards sneovulnerabilities, cnsure cffective enrergeney resporse, ane enable rapid recovery] Blse, O Cs stralegio priceilics are corsistenl with the Qne BHS Cieeulive Canrmilice S

ey Geal 1o Drleerale

and enFance erargency communicatiors capabnities throudk commaen enterpnse architecture. Aoditionaly, 0ICs stratefic priorities are dnyven by the needs o first respondars who seek nteroperamiity and compatitulity research,
developrrent, festing, and evaluation expedise Ual facuses an bridging land mobile radio (MR} ane brosdbane networks anc impravirg LW nelwark efficieney.

Dascription of Capabilities:
Yoice and Data Communications

information Sharing - Fnzable ‘irst respondars to securely exchange nse’ul, actionahie informr ation ir time to make a differerce.

Ajerts, Warnings, and Notifications [AWN)
FY 2015 FY 2016

Articulate a ratioral, integrase

Objective: Voice and Data Communigations

approacl to AWN for all hazarcs ard 2l threats,

FY 2017

Erpewer first respanders to talk te ¢ach other and share data without worreirg about underying technology.

FY 2018

FY 2019

Develop capakilitios tor ¥R Lang ferm zstablish @ 700 VHz demo netwerk.

Tvanrsion (LT7) interoperatb

Transilian LMR-LTZ inferaperabilily
capabllmes W frslresponGers.

lJE"eIUp Concents ‘or a kirst Kesponcer

Prrsanal Arca Melwark (PAM)
N ) Cevelop ard test the initial architectore

Nrevaiop a bLsiness process moda to af the Tirst Responder PAN.
establish bascline costs of Project 25
(P251 performance, conforrrarce, and

interoperakilizy testing,

Quppcrt punnic safesy nroaoband {hirsthes)
archileature develaprren.

Fatahiisk tezting capahilities wo determing
LER contormance with the P25 suie
of standards.

Conduet security research anc testing
of 700 MHz natwork and . MR-1TT
|nILrU|’\eraI’\|I|L\r

Integrate e Firsl Respancer AN
technoio th LWE cnd L|

bupr‘ur[ FirstMet arcl IIL,C ure dcﬂ.lounkn'

Transition e First Respancer 2AN
tebhnmo;v for operational use.

Iniziate @ 223 corfermance esting pragram.

Add or capabilizies for LMA, ircludirg audio
ard video rualiw snnls.

f,oncur,' ’2ﬁ estl ng.

Cancue:

225 tesling.

elezse the Video Quality in Public Safoty
Handhaook w3,

CUH[ILCt 1#25 testing,

bupnor[ FirstMet arclhiteciure developm

Objective: information Sharing

Transilion CAD and mulual aid
stancarmzatior teols.

DCalgl arclitecturzl corcepts for the public
sa‘ety cloun (PSCY, ircluding icentity anc
access Managemerst {(dAV) requinemerts.

Slandardize campuser-aided dispaleh
{Can; and mutual ad nformatior shanng,

1r¢,n iticn first responder
coliahoration togs.

Dl‘wlup PsC ﬂdl dards ane derro pr[)l[‘[ 5

Corduet 1dAR appiication rpmmm tinng,
including a Backend Attribute Exclange Piloz,

Cundl,l.i an hetermnet of Things demoenstralionr.

Transilian PSCAcchrologics far
operauonal use.

D[:'.-' op stardards far nieree: of Things
use by first responcers.

Develap ane ransilion fechnalagies o
ahiow first responders o securely excharge
infarrationr as reedoed.

Objective: Alerts, Warnings, and Notifications

Corduet Sreess T
Alerss webirars,

Dl:-.-[:lup A pblic BN el eelure,

T BrERNc) Reieaze the Errergency Data Dxcharge
¥ &1 ¥ 3

Langrage Comman Alerting Protocal Report.

Devernp gen-targeted AWN.

lJeﬂne the rexs fereratior 311 interface.

Develop approaches ard standards for
CiTizen 10 goverrment A

Derrorstrate nitizer -to-govemrent
AWM, ircludic @ next generation 911
anc thar metkods.
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FIRST RESPONDERS GROUP DIVISIONS CONTINUED

National Urban Security Technology Laboratory (NUSTL)

Vision - Tirst responders will have the tes;

Strategic Drivers

=yl ation, and azsessment services and radinogican ruclear response renovery toois they need.

& rajor strategic drver 13 conslsiency with arger department wide siratedic frameworks, ircluaing the goais under the 2024 Q=54 Mission b: Srergiher haticnal Preparedness and Hesilience {1.e., entance

natianal proparcdness. mitigale Fazards and vuinerabilives, ensure ellecive emergenuy respanse. and erable rapid recovery), Adeitionally. NUSTLS strategic priaridies are criver by the neces of st resporders whe want 1o

understanc and irform the devaiopirent of emerding technongdies for the publc sa‘ety comrunizy

in yanous operational fizin ervirormants.

Description of Capabhilities:

Tasts, Evaluations, and Assessments - Froure effactiveness. perfannarce, anc suitabiity of sechnologies foroperatioran deploymers,

Technical Advisors to First Responders  3ridge the knowledge gap botween technelogy developers and ond ugers,

Radiclagical Nuclear Response and Recovery - Save nves. mirinure economic impact, and entanre resiiercy foliowing a raciologica or nuelear geent.

FY 2015

FY 2018

FY 2017

FY 2018

FY 2019

Objective: Tests, Evaluations, and Assessments

Corduc; NLSTI Urhan
Gperational Experimaniation.

mprove the impac; of the System
AssessMant anc Valication for
Trrergency Responders program.

Objective: Technical Advisots to First Responders

Test first respondar techromngies
for -SATPA divisions.

Conduct SAFFTY Act wmidation
ard venf catien Lestirg.

Serve az a FEMA grart accoisition
and guality assurance test agent,

Rostthe hew York Arca Science
and Technology Farlm.

Arovide wraining ard crercise suppert
o frst responcers.

Upgrace the Sensitive Comparinentec
Irfonmation Taciity.

Develep stzncards for st
resporder tenknologies,

Develop ane lead alliarce o* laboratories
supporsing first resparders.

Objective: Radiclogical Nuclear Response a

Esiabhsh wyrprovisec nuciear geyice
decision ruking skill reguiren enis.
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nd Racavery

Javelop snience nasen actical
respense guidance for s Racialoeical
Jspersian Device,

Kesearch disaster rasinent communications
AN pasl-cvent messaging.

Lievelop 10018 ‘or genisior makirg hasen

welop gindelires for raciologica
nperational sLpport specialist positiers wnder
the Matinnal Incicent Managemart Syatem.

Provide erergency dosimetry guinance
far radiclogical cneergenaics,
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APEX PROGRAM

S

Apex Program - Air Entry/Exit Re-engineering (AEER)

Vision - Tte Apex ATER program wiil sransform imrngratiors ard o ms nspections of inserrationan air travergrs travelirg through the husiess L5 intemnational airports. The program is a colaborative e*fort between CRP ano
& multi disciplirary team from 541 o analyze cxisting CBP Ofice o =iele Uperatiors precesses ard identity, cevelop, test, ard evaluate new cencepts of eparations and appreachas to enhance and facilitate traveler screenirg
processes. The program wil mso develop recormmended approaches and sechnologies to provide CEP with cost-effective ard integrated hiometric entry and exit capahinsies. With these sawtions, CR7 win he ahle to increase
izs ability 1@ contirm the idertity o* persens entering and coparzing the United States: tulf 1 its obligation 1 implamwent a kienreric air exit selution mancatee by Congress: ane ensure that processas are oficiert ard centinue te
faciizate intemational sravel, soursm. and ecorarus growth

Strategic Drivers  C217 15 resporsinie for enoreir g LS, nrrigration ard cusoms iaws, whie aiso faciitatirg nternational trade ard traver hereficial to our economy, INCrEASES in INTErraticnal air travel are stranmg CBIY resources,
resulting inincreasee wiail inees ane delays for passeneeres o clear Teceral Inspection Service areas, Additianally, DHS s steutarily recuired by 8 US.CO13E5{d) to provice Bioretis eotey aed exit cotaaed by 8 LS.C 21870,
which recuires an exi system that razcres biometric mformration of ‘oreign ravelers agamst relevant watch 1ists anoorurigration irformation, urihermore, the fresicential Yatonal ravel ard lounsm Straepy requires DHS o take
additioral steps o expoedite the entry pracess acd recuae wais times fordrselers, Theee are three privary divers foe SCCR: &) facilivate trade ane travel; B inepleneet nes and improsed operatianal copabilities required by fedoral
ledisi@tion: and ¢ support the Presidential National rravel ano lourism SIratagy.

Description of Capabhilities:
- Maryland Test Facility and Scenario-based Testing - Provides o iow-coss, adaptive. and conf guratle corsrolled arvicorment foraboratary and scenano-hased testing to svan.ate hometiic technoogiss. pronesses. and
concepis of operatior Lnder realistic. simelated airpert entry and exit conditions.
Business Case Analysis - Assess proposed biometne anc nor-hioresnn solutiors ard seiect those that are deerren mrost suitabe for an operational fieid Srige Jevelop a Busingss Case Anaysis that contains nost estir ates,
such asin*rastructure enfarcements. statting. and technelogy te in*orm petertial CB2 busincss process trans*ermation. syster covelopmert, and techrology acquisition.
Dperational Field Trial - Conduct a fend Srial at an air 707 to desemune the performance of a corpiete hiometrin exit syster under rea-worle conditions.

FY 2015 FY 2016 FY 2017 FY 2018 FY 2019

Ohjective: Maryland Test Facility and Scenario-based Testing

Corpiet
and oval

enarin-hased test upport preparations fara fSeid tnain an thpey AFTR ends in Y 2078) S S
. npcrational settirg,

-
z,
=
Z
b
i

: Trarsitian entry busicess fransformation
nitiatives o CAn iritiatree to CB1IY

Ohjectlve: Business Case Analysls

Deliver biom et axit husiness case Deiiver a Business Case Analysis to CR2 for e Coe R
analysis inputs. accuisition tollow v anc develeprent of
draft aequisition documentation.

Ohjective: Operational Field Trial

Select airport site candidates ferfeld  Initiate and complate feld trial svaluation, oo e e
svauation; seleat hinmetric technomngy

cancidates for figld evaluation,

Transitian &
specif cations to CBR

45



SCIENCE AND TECHNOLOGY DIRECTORATE | STRATEGIC PLAN 2015-2019

APEX PROGRAMS CONTINUED

Apex Program - Border Enforcement Analytics Program (BEAP)

Vision - 2F AP comhines emerging data analvtins capahiities with IGT serior agert knowledge o create cata-driven methadomgies shat directly suppors key goals for the Admeimstration’s Txpors Contron Eeform iritiaties. coonter
proliteration ef*orts led by ICE's Hemelane Security nvestigatiors (HS0, and the irteragency Export =n*orcement Coercination Cerer (E2C25 1he program flatters acoess o relevant data sources ard makes tocls available that

enahig rapid arcess to information nsec in enforeemens actions. Usirg the BEAP mocel *or courter-proii‘eration investigation suppors, S&T 15 sranslatir g capahilities to additional relevant investigation dorrairs witkin B30

Strategic Drivers 1here are three primary orivers for BEAIY ap improving expor: correls “or cnitical corrocities ard technoiogies; bi Presinersiar kxecotive Oroer 23b5E, which establisted £2C2: and ) Uritec haicns Security
Cotneil Resolution 1540 regarcing nan-proliteration certrels far materials related loweapors of mass cestuetian, ICE =5 leads E2C2 ard e lains uricue autherilies To access dala sowreces relatec Lo experl enfarcen enl.
Dascription of Capabhiiities:

Expioratory Methods Mapping (EMM)  Record knowledge frem retiree ICE agerts with more than 30 years of cxperieree in order toidertify methods anc algorithms that can identity illicit activity in data sots,

S&T Enciave {STE} - Create an expioratory lahoratory where technical capanilities are mapped to agent-created methods and algorithms. Conduct perfarmance assessments to i prove the compuation ard acouracy of resoits.

Big Data Environment (BDE}  Deploy development oporatior s and operatiors supQort SyS1ems to irtagrate successful algerthms that are successfulin the 5&T envirenmert,

FY 2015 FY 2016 FY 2017 FY 2018 FY 2019
Dhjective: Exploratory Methods Mapping

Demenstrate ncw algonthms te Trarsitior EMI opeoratiens to ICE -5 (Apex BzA=2 ends inFY 202y | s
ICF lzacership anc Special Agant ard 247,

Transitian three key slgerithngs a B2C
to support =S and E202 operations.

Ohjective: S&T Enciave

Corplete stucies of nferned Protacol Trarsitior STZ aperalionrs ta the HRARPA R S RERERENE
esclution “or ICE, Jata Arawtics kngine portfono.

sifian gea-coding and enlily resolulian
resuims 1o BOE,

Ohjective: Big Data Environment

Compiese the transition ard integrasior Trarstigr BDE operations to 1CT 1131, R R R
0* BDOE to CE HSI eperations. Clriet ntorratien O*ficer. and E202.

investigaticr nomams.
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APEX PROGRAMS CONTINUED

Apex Program - Border Situational Awareness (BSA)

Vision - CRP anc partrer law enforcement agencies at the feceral, state, locan, tnbal, ard interrationan levels reed improved siuational axararess wo maore 8fe v ard efficiently deploy resolrces to the areas of highest risk,
particularly aleng land barcers or the U5, Southwest border. The Apex BSA program will enable the HSE te increase border situational awarencas. lcading to increased border incarsior detection, interdictiors, ard deterrerce, The
Apex BSA prograrm wil improve horder situational awarenass by establishing an enterprise capabiity to a} aceess more da
znd intclligence: and ci slare that actionable information ard intelligerce with parmcr law enforcemert agercics.

a sources; bl make availae decizion suppors woois o transiate sealabie data into actionahle in‘ormation

Strategic Drivers - B3& [uture effars will be guided by 2014 Q-5R Mission 20 Zecure and Maroge our Barders Sipecileally goals 2.2 and 2.3), 2014 QHER Missian 30 Erforee and Scmivister aur mmigration Laws (specifically
Foal 3.2), ano S&1's Visicnary Goal “=natie the Decisior Maker; Acliorable inforration at the Speec o® though " 354°5 eforts will &lso be inf uercec oy the 2012 QHSE's strategic aim to Mature ano Strendthen Homelard Security
by ferLsing or (20 iregrating intellicence. informatian skarnng, and operations; (2} enhancive pannerships and outreact; ane (33 canducticg Foreland scourity 3&00 354 will cerive niweh o” its reguirerents Trens the DHS Campaien
ian for Secunng the 0.3, Southern Border ano Approaches (Jan 23, 2010, in aocdition, the execution of BSA's research will focus or (1; operations. inrovaton, and partnerships, specif caily by transittonng maturz ano rapicly
deplayable selutions w DHS eperational compenents: (23 develaping techoalagies Ual Fave o pesitive impact onaperatiors aed retaen o ineestmenrt for aun custarmers; (33 callabarading witl BHS campanents, aller governeneent
afencies, anc international parners to reduce K&WD. operation, and mantenance Gosts, as well as time to deleery: ard 4] partnaning wich inoustry to transition new techroigdies anc guide thairinvestmearts.

Description of Capabhilities:
+ Enterprise Information Sharing Architecture - Zuiid the system architerture: leverage existing Irtelligence Commiunity. BOD, and DHS imeestrents. Irgest gxisting cata sources aurrently in operational use. [riegrate exstirg
cost o*fective decision suppart taols {e.g., aralysis, *usion, visvalization).
Tactical Decision Suppart and Mobile Communications Salutions - Focus on border pasrol station-level tactican use cases defined through fieid stakeholcer workshops. Integrate secknalogies forow bardwictt /maohile wsers
[c.g.. tactical rechnologics). ntegrate emorging cocision support tools ta inforn tactical level decisions.
Strategic Planning and Resource Decision Suppert Solutions - Fooos on DHS nse ases defirec through stakeholcer workstops. Integrate risk assessment toals to inform manpower and ecuipment resource alonation.
Irtegrate strategic planning ard resource decision suppert tools as needed.

FY 2015 FY 2D1& FY 2017 FY 2D18 FY 2D159

Ghjective: Enterprise Information Sharing Architecture

Initiaze the program anc cbtain ESC approval.  Dewelep Erserprise Infarmation Saring Filat. valicate. and trarsition Enterprise S
o e Arrbitectire capahility. Informr ation Shanng Arctiteciure capability.

Porlarer recuirerens analysis af Enterprise
information Sharing Arcriteciure capakalty.

Ohjective: Tactical Decision Support and Moblle Communications Solutlons

s s Perform requirgmenss aralysis ard initinse Develop, pilot. and validate Tartica Transitior Tactical Decision Support
developrent of lactical Jecision Suppertanc Decisien Support and Kobile zhc Mobile Corirunications Soluticns
YMohile Communications Saitiors capahiity.  Commuorications Somtions capahility. rapahility.

UTTCTCFL T Co Perform requiremonts analysis ot Strategic | Develop Strategic Plarning and Acscurce
Plarning and Resouree Decisior Suppor; Derision Support Solutions capahiity.
Selutions capability,
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APEX PROGRAMS CONTINUED

Apex Program - Relational, Adaptive Processing of Information and Display (RAPID)

Vision - Ttis Apex program will make communities more resiient to disruptive evenss throngh the creation and appication of & deision suppors system-of-syatems “or commiunity risk asseszment and resihence planming. Tris
PIOgrarm 2ims to save lives, reduce property 10sses, ard crhance overall resilience, 1Fe food Fazard is the ‘irst use case.

Strategic Drivers - & neajar strafegic driver is cansisieney with lareer deparosen-wide strategic fran eworks, ircleding e goals under 2023 QHSR Missian 30 Strecgther Bdional Preparceness and Resilicree (e, enharee natiansl
preparedness, mitigate hazaras and wimerabilities, ersure effective emargency response, anc enanie rapid reccvery), &30, ~=MA anc partrer comrmuntes (state, locan, trnal, terrizorian} neen beler guan:
awareness oneare effectively respord 1o ard plan for foad events inosepporto® TEMA Sreafegic Priority 40 Cnable Disaster Reductian Matarally,

v AT ano irproved

Thee FAPID Apcx prograe supparss ivplemertatior of Presidertial Palicy Dircetives 8 ane 21=-Natianal Preparceness. and Critical Infrastrocire Scearity ane Resilicnee, respectively—as well as FOVIAS Federsl Tlaod Risk
Management Szaroard ano zxecutive Groer 13890, kstablshing a ecerar hooo Jisk Managemer: Standaro ard & Ifrocess for Further Soiiciting anc Considenng Stakeholder input. 1he BA2I0 Apex prograr mractiy tirks to
S&ETs Visianary Goals, which were irformed aed validated by the stakehaleer coroounivy.
Description of Capahilities:
- Community Rating System Demenstration Study  Identi*y indicazors of resilicnee ir hational Fleoc Irseranee Program commarities participatic g in the Commurity Jating System (GRS
Data Readmap - Create a data roacrap icentifying critican data sournes suffinient to suppors resilience indicators anc alerrergency sLpport furctions.
Community Performance Benchmarking  {a} Conduct pilot stadies in sis CRS communities with historic food pertormance cata; (hd valicate resilieree indicators from a CRS demo study; anc (ch icentify any now
rezilience indinators.
Community Pilets  Condoct threg regional pilots wdetermire the effectiveress of the resilience indicaters acress scales (o.g. mutual aidi.
Technology Portfelio - (2) Study the impart o® tecknelogy selutions or comimurities ard garerate rost/berefit metrics and () quantify shres to fue critica technology somsions for sact critinal irfrastructore lifeline functior
farlow _eecivr, and Fighorisk/oost telerances by FEMA region.
Decision Support Logic - () Create aigorithms to suppors cormon decision suppert ne2eds: (b} create backene interfaces with agorishms, data sets, anc analytics; anc (c) create a userinterface.
Transition to Use  -iclc test applications in thrae to five ceents and cxercises ir two FEMA regions, lerate develepment of the veerinter*ace based on feedback.
FY 2B15 FY 2D15 FY 2B17 FY 2D18 FY 2B19

Dhjective: Community Rating System Demonstration Study

Idertify incicaters of resilience in e e e e
rommunitias parsicipatig in she National
Fleoc Insurance Program's C58,

Ohjective: Data Roadmap

Create a data reacmap idertifving s B s

fi
resiligrce indicators and ail emerdarcy
suppon functians.

Lriti ssourees sufficient to sLppor
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APEX PROGRAMS CONTINUED

Apex Program - Relational, Adaptive Processing of Information and Display (RAPID)
FY 2015 | FY 201¢ | FY 2017 FY 2018 | FY 2019

Ohjective: Community Perfermance Benchmarking

Conduct pilol stucics in six CRS S e e
commMunities wizh mstoric f ood
performance dali.

Yanidate resilience irdicators rom a GRS
deme study.

ldene

Qbjective: Cemmunity Pilats

IR Cancuct three regional pilots te detenrine Cortinue regioral pilots, s IR
the effentiveness of the rasiierce indirators
across scales (o8, mataal aid},

Objective: Technalogy Partfolie

ERNEE Study the impart of tacknology Quartify three wo fue criticar technomgy R
solutiors or communitics and gencrate solutions for cach critical infrastructure
costs henefit metrnes. litelire furctior for iow-, mediom-, ard high-

risk/cost tolerances by ~=RA region,
Objective: Decision Suppart Lagic

s Create algorithms to support corman O s

diecisior suppon recds.

Qbjective: Transition ta Use

e e e s Field test apalications in <hree to five
evpnts anc gxeraizes in two TV A regions.
Irerate development of the Lsarinterace
hazed or feadhack.
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APEX PROGRAMS CONTINUED

Apex Program - Next Generation Cyber Infrastructure
“htte Finann

Vision - SAT partners al Servines:

Cross secter lovels,

Jartorto cevamp and delrer advanced sensing technmogies, situational urde

sanding, resporse and recovery, anc network protectiors o the institutionan sector and

Strategic Drivers - Thu S&T Visionary Goal "8 Trsted Cyber Fulure: 2ratecting Priviacy, Cammmeree, and Cammurity™ ard the 2004 QHSR gaals 4.3 ane &L il guide CSB'S researcl in the sears Lo canse, CSOD will ain o improge
the vndarlying irfrastructure o the digital world ano ersiure in‘ermation s protectad, inggar use of irformation 15 ceerrec, and phyacy is not comprorisec. Primary technomgicar anc threat dnyvers inciude:
Thes continnee grawth of the Interned af Things. which will resul e hereo’ore arcanneestee devices inferacting vio Le Inteeee
the nterconnection of mutme aspects of ii'e (e g, cnical mfrastructure, madical cevices, avomohiles) that gepard on cifgital cevices anc informaion. &s tlis continues to expand. the impac:s ard consecugrces of these
carretionrs will hecan cincreasingly diffica i 1o predictl.
the barrigrs to entry for cyner cririnals, “hacktivisss,” ard cyher terrensis il decrease, expandir g the poon of those who can cisrupt the cyber infrastructure.

1Policy cireciives ano nrpiemeartasion wil 150 contirue to impact C52°s research port‘olio. Recent legisiation ard exacutivs orders have, for exarmpie, estanished requirements for & hational CISKE H&D plan. launched & hational
Cyher Threat Intelligence Inteeralior Center, ard called "ara Feceral Cyberseeurily R&D plan (Cyberseewrity Enharcement dcl of 20243, Policy, Fowover, will continue La lag behind lechnology aeearces, thus crealing seams ar gaps
in the reguiaticn ano erforcemeant of gybersecunty norms and developrent of tachnical souticrs,

Description of Capabilities:
- Advanced Sensing Technelogies - Improve measurement and atiestation to reveal the presenre ar absence of attacker mocificatiors to network infrastructure anc mocer reswork betavior.

Situational Understanding  Dovelop sensor correlation capabilitics (alerts and Fuman irguwist to presartrelevant obsarvations of huran understarding and the capability 1o characterize the uneerlying digital irfrastructure
fram the rontir g to netwark layers.
Response and Recovery  Develop the capabilite to execate rapic. policy basad, ard situation specitic respenses. including but rot limited w recontigering sensor grics to clarity @ situation, reconf guring systems and networks
to mairtair operatioraly critica services, anc returning a network to 55 last krowre vand ane secure state.
Network Protection  Advance network cortrol plancs, including Lt not limited te secure routir @ tor Zistribeted Denial Of Service protection, secure reute origivation ard end te end routirg. secure cynamic enclaves, or
derrand azset control to mrairtair network gssential sevices. and secure hrowsing.
Dperational Exercises  Zeliver the capability and capacity to run realistic exercises from the instite foral lovel up to seotar wide,
Camman Messaging and Interfaces - Develop or leverage nomman mezsage traff r protocos to inprove infarm ation skarng, manding cyber threat incizators,

FY 2018 FY 2D16 FY 2017 FY 2D18 FY 2019

Objective: Advanced Sensing Technelogies
Fxpanc rurrent insider threat hody

0* knewledge ard initiate improvec
reasremart mechanisms rasearch.

dentify, pitns, and tranzition ane o two
advanced sensing technologies.

Icantify. pilot, ard Sransition ore to two
advanced sensicg techrologies,

Idantify, pitos, anc transition one o twn
advanced sensing sechnologies.

Icantify, pilot, and Sransition one to two
advanced sensicg techrologies,

Dhjective: Situational Understanding

Characlerize networks based o passiv
tra*f ¢ analysis and other attributes.

dentify, pilas, and Lransition ane to Lsa
sittational unoerstandir g techroigdies,

leentify. pilel, ard transition ore Lo fwe
Situanonal Lncerstarding ecknologizs.

ldentify, pilas, ane ransilion ane Ta lwva
sitLaticnal unoerstancirg techroindies,

leentify, pilel, and Sransition one Lo fwe
situatwonal uncerstarond tecknclegies.

Ohjeetlve: Response and Recovery

Identify. pilot, ard transition gre to two
response and recevery technologics.

50

dentify, pitns, and tranzition ane o two
respense and recovery technologics,

Icantify. pilot, ard Sransition ore to two

response ard recevery techrologios,

Idantify, pitos, anc transition one o twn
resperse and recovery technologics.

Icantify, pilot, and Sransition one to two

response ard recovery techrologies,
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APEX PROGRAMS CONTINUED

FY 2015 | FY 2016

Ohjective: Network Protection

| Py 2017

FY 2018

| FY 2019

Identify, pilot, 2nd transition one to two
neswnrk protention tectrologies.

lcertity, pilet. and transition one 1o wo
retwork protectior sechnomgies.

Idertity. pilet. anc ransition one  wo
retwork protection sechnomgies.

ldentify, pilot, &rd trarsition one 1o two
neswark protecton techrologies.

ldertity. pilot, anc TaNSitor ore o wo
retwark protertion tachnoogies.

Ohjective: Operational Exercizes

Concucl ore L Lo operational geercises, Corducl one 1o dwo oporalioral erercises.

{bjective: Cemman Messaging and Interfaces

Ensure, 10 the maxmLm extent possibie,
developed and ransitioned fechologies use
O on messaging aro inerface standards.

Ensure, to the raximum extent possible,
developed and fransilioned lechnelogics use
CoMmon messadirg anc irterface standards,

ConcLet one L lwe operational gesrises,

Ensure, to the raximum extent possible,

developed ane fransilioned lechnologics use
comman messafing anc interface s:andaras,

Corducl one 1o fwo oporalioral sxereises

Ensure, 1o the maxirur extant possinie,
developee ard ransilioned fechnologics use

comTon Mmessaging ard nerface standarcs.

Conduet one Ly Ly operational i

Ensure, to the raximum extert possible,
developed ane transilior ed lechnologies use
comman messaging and interface s:andars,
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Apex Program - Next Generation First Responder (NGFR)

Vision - Tte NGFR Apex program envisions a rasponder of the future who s proten

], conrected, ang fiily

= fnmed with corrprehensive physical protection, irseroperabe toms, and networked shreat detectior and mitigation

capabilitics. cress furctional responcers of the *uture will be beter able 1o serve their commurities. The WNGFR Apes program will irsegrate cxistirg and emcrgirg communicatiors technelogics and sensors into responders’ protective
garrrents anc stardard equipment, makirg sach responcer 2 mahile, wiraiess corrunications toboand sensor pasfonn hinkee automatcaly to s wide-rargirg mesh netwark.

Strategic Drivers

nalianal preparedness, mitigale Fazards and vulnerabilities,

& rajor strategic driver 13 conslztency with arger department wide siratedic frameworks, ircluaing the goais under the 2024 Q=54 Mission b: Srergiher haticnal Preparedness and Hesilience §.e., entance
snsure effective crnergency respanse. and erable rapid recavery). Alsoc the NGPR Apex pragram is cansisters will the One DHS Exeentive Carmniilles Strategy Gaal 1:

Irtegrate ard enhance emerdercy cormurications capabinties through coruron enterprise arcriteciure, Morzover, the KNGEE Apex program is airectly linkad to 5&1's Visionary Goals, which were informed aro valdated by the

srakehalder connanity,

Dascription of Capabhilities:
Real-time Situational Awareness

sOUrces (e, crowdsourning, social media) irto incidens command ard operations.
Duty Uniferms and PPE  Provide detection, monitering. and aralysis of passive and active thieats and hazards atircident scenes ir real time.
Responder Technology Alliance - amess the 11513 and venture capital to enabie coliaborative commercinization of techromgies.

Develop game changing toels tar wearable, interoperakle coMmmMunications systema: indoor racking ot 4st reaponders; anc incorperation of informaticn from mulziple ard rontraditionzl

FY 2015

FY 2018

FY 2017

FY 2018

FY 2019

Ohjective: Real-time Situational Awarenass
Nevainp haselire requirements. assess
tcchrologics, defire an architecture, ard
huitd a technmogy roadmap.

Jemaonstrate wearahie technology, Mohile
Ac Hoo Metworking, ard Lorg lenr
Tealution protosype.

Ohjective: Duty Uniforms and Personal Pretective Equipment {PPE)

Provide toos for rea-tir e trackie g
ot incidents anc units.

Develop a “Lly aware hancs-‘ree cisplay
Lhat provides cynamic data ard is
wnice-artivated.

Demaorstrate fui. tyo-way cata sharirg
botween first respondar agencies
and practitioners.

Pefine parforrance critena anc identify
aperatioral, festing, ard evaluatian
requirerrents for cuty uri‘orms ano PPk,

Produce 150 "America’s Missing: Broadcast
Sneereeney Response” prololvpe gamen?
ersemrnies for -5,

Concuct exzerdec operational fizid
asaesanenls ard down-seleo protalypes.

Conduct wearable tecrnolegy pilos,

Corouct wearabie techrolody pilots.

Ohjective: Respender Technelegy Alliance

Pevelop Responder of the Future: Irdustrial
Yisiarnry Doesign.

52

Jevelop systems engireered solulon
[IIEHIE.‘.I;(Z'HI[JII‘ [)|i.]l|5 ane launel I’(Z‘C‘ip[)l'd[}r
echnolofy accelerators,

lrevaiop responoer of the future enterpnse
Lechralagivs to link respanderns ane
Operaticn Centers.

Achigve commergialization anc supply

chain acceplaree af resporder fechnalogy
thrzugh responders, indus:ry, the investmeant
carnrnrity, and R&D crganizations.

Achigve comimerciaizaticn aro suppy

chain aveeplanee of respander lechrology
througl respenders, mdustry, the mvasirent
conmunily, ane BED arganizations.



SCIENCE AND TECHNOLOGY DIREGTORATE | STRATEGIC PLAN 2015-2019

APEX PROGRAMS CONTINUED

Apex Program - Real-time Biothreat Awareness

Vislon - Tae Rza -time Biotnea: sarass Apea G OZtan & T8 L M mize the coqsedaerces ron e eleage ¢f clamice e bic ag cal ageats, Tae sragraa will ed
Toaroved 3 1aast’ate awareress of 9 3 g-avert corsistent messanira 207055 fadecal. sate aad lace sta<eno caisesultirgir eect've iegpoase oo dance. aad ef

cetie tira ttakes ‘o
Cracovery of AIEITALTIe WO raTmE Lie

CisSieT Mass i take acar, " g w  ba accenaliskac thaval

Strategle Drivers - CB2 s fpex coreequamerts cigw fon we e e ratioral po oy deceneats iaclodicra, Hezoral Siczavaillarce 5c eqce aqc Teck o cgy Roacrap (2023) Hat'aral Stiatap.
rearatad Cartar Soeateg’s P aq 09 Biosarveillarcs (20272,

SEicSuwe’ arce 20120 2014 GHE3 ara vataral Siczavzillaace

“Paarimacy T

SR T N T | B T B oL T W [

Far ever. ard Tie coolifesation of taclhaolegy nas Tade t2as @ forror-state actoes 1o @r129ce ex 290 2&1N00815,. ar 810 1es zted 2y tadit aral detactior arethacls,
ez ticat’aq ot 2 gaitcat Pea tn acidets irvo v g ratag ¢ ocoe g cartal ¢ rar-made tareats w0 farm &1 ale-t 2acisic) N5,
c'sars age e thairteg atior 2° coqsateal Mfermaticn desved tary M e 2 data gawCes fam ay

e meat doorat gagoepsta data ard irtorn cacisica Ma42sic a tinaly nmar e

Treast agarts are mare A S pATICERr L allowirg the 1 e air vades

255 1

Reac Mess ard prapasscieid 204imss 26
W -irfarmed o

CLrartoapar tasirtha Ui g

coaealy reswanks gad e o arta aersais e raac v real T me.

Description of Capabilities:

+ Regulrements - 2etermira tha afarmat'cars
sert-tarm acticns that aclude rzoid cartinraza
Integration - T2 evart ecaracted geqsoe
Analytles - Expat ie-corracted qeiwarks ‘o 2iosaee

Demonstrations 5w radnsad L o alar cessorsas be des s o wakes,

taetect bic-tlaats 2 ave s calevant ‘oo aue o eg Tatiet o terartate radc e grbe G o-agenti cemcastrata ecrala
el detact ar c2asl’ ty artnepens te PR icertify tne ceateatual data aeaded tairfarm dec 2 or Takess qoica te 2ancaate v
aeacad toirton @ egpease troagn cartagiag zatar 2' tha Jio-avent,

virigaers 212t e

drezs tne casied esgarae.

e Sats 20E egis 20 vsaE Za o0 10 T £ACIST T Me e s, Tare'e e cata to krawleaga that 1facme dec ziar rakira,

FY 2D15 FY 2016 FY 1D17 FY 2018 FY 1D13

Ghjective: Regulrements

Complets &oequiiements gsiassnart Lased ar s

[:0”]' N gré 1.1.1.'|g e ) operanivE st g e end asers aes wavtices.
o ate g taillaed -

b illance

[rezerm e tha cocision
irtarmatar recds,

Ghjective: integration

2218 SALICES (0 f. et o s

ratarchk teetu e francwark fgea atara [e vesa pretatype arch tectu s Capamc 97 ‘psiag Leainats alteral
OS5I IS SYFICT 1S TIRErITEs A0 C T et TR ST 0ats Tegs Sies tar anc nay detectior TMirEs, SCCINMSC 2.0 agInsics),
zl ratwarks,

ard Lo mrmer

Ghjective: Analytics

iy nIpEgE ot Serarsicale R NEN-LCIRE Trars v dzia aggregalion ars ¢ sealicalion R

50 colrp o da

Ohjective: Demanstratians

[[HINERIE i ean fur

ESENIIEAT-H S

Lotk 1l e s,

TUEITRETEIN A
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Apex Program - Screening at Speed

Visian - The aviation cherkpoirt o the

rrinireal o
used w0 resol

e will eff riently detec:
and assigrec & risk level The passergarwill place their carey onitems on a comny
re of carried items. Tre aystems wil be dynamically conf gured aceordir g to the passenger's riskogvel. A very smal mumher of passengers will he divertec to secondary
W EIIMS from the cary on inspoctior system or the screenirg portal, Transportation secerity officers atthe checkpoint will spend less time searching complicated two dimersional images and wore time obserying ard

rreats 1o av

]

er belt leadicg 1o an entanced X ray

SiOr Security WHIE FInirizIng ncorveniences to passengers. Fassengers will approact the checkpoint anc he identif ed eventoaily throwgh hinmetres)
vice with autematic threat recogritior software. fhe passenger will ther walk through & screcring portal with
nspartion where ron-me i

senrnicquas will he

assisting passengers ard resolving alarms idertif e by the automatic threat recognition software. In skars, re Screering at Speed Apex program il enhance security, entance gfficienay, ard irprove passengars’ experienre.

Strategic Drivers
Iz

Frequens anc oevastatnd atiacks agairst LS, commercial aviation anc other demestic targets begar in 1985 with the bombirg of Pan Am wight 203 over Lockerkie, Scotlanc. Since then, there have beer a:
A L0 aterpss wa destray aireraft with 1E2s, Pee ofwlich trgeled G50 aiteraf o LS -boeund airee o A1 ere of these Sve plang callee for suicide Beeibers to snougale EDs threngh an aviafian checkpoint., Do Sepiember 9,

2014, the Uroer Secretary for Scence anc lechromdy testfien be‘ore the =ouse Comrnitee on =cmelane Security that ‘nonmyasive screening at spead will provide “or compretensive threat protection while anaptird secunty to
the paces af Dife rather thare life wsccurnity, Shoether sereening people, baggage ar cargo. unabirusive fechnolagies ord improved processes il enable the seamless detecian of threats while respecting privacy, with minisal inepact

te the speec o travel ana the pace of commerce,” More specifi

delivering nes capabilities (o e user thatimprase e'fectivencss ane e'Peieney” ane "suppor risk-diven operations e pravide effectiee aed efficien sceurity”

Dascription of Capabhilities:

ategic guicance comes from the 2003 HSARRAS 1548 HALD lest ard kvaluation Strategic 1f1an, which states that S8 shown erdeavor to "acceierate the process of

Carry-on Bag Screening Devclop enhanced Acvarcec Techrology (174120 carry or bag screening systems with autenatic throat recognitior [AFT capabilizy, Jevelep new more capable cany on bag screcning technelegics
capable of three dimensionarimaging ard inproven matenan discrmiration.
Passenger Screening Erhance Advanced maging 1echnolegy (AITY passendor screanir g capabilitios to mininvize divestore &ne rerove the need to "stop and pose.”

Secondary Screening - Fnrarce seconcary snieering processes anc techrongies so detent a hroader ranga of threats with greater cersanty ard a 0w “alse marm rate.

Application Program Interfaces
FY 2015

Dhjective: Carry-on Bag Screening

FY 2018

FY 2017

FY 2018

Design & set o* application grograr interfaces for checkpoint screcning systoms that enable inplemertatior o* FSA'S risk Basee screcning programs.

FY 2019

Corduct west and cealugtior o*a carry or
hag soreening system with 3-D i aging.

Dhjective: Passenger Screening

Jevelep ar acearcec "A12" X ray prototype.

Enkance mMulti encrgy X ray sysems,

Develop X ray systems with dyramically

carf guratile detection trrasholds.

Dermaonstrate a prototype witl *ully functional
antomatic threat detection softw

re.

Demenstrate the AT K bard with dynaimic
apertlre anc autoratic threat detection.

Dhjective: Secondary Screening

ntegrate "47 and "W systens with auto
shreat detectior.

Demorstrase walk through of 2n
AT procatype with ansomatin shreas
deteetion saftware,

Demenstrate an cloctrenic devics
ACATNING 5

Dhjective: Application Program Interfaces

Jevelop a coded aperture micro mass
spactrormeter (ET prototype.

Dewelop more efficient samplicg techricucs
fior explosive srare detection.

Release ar enkanced trace library,

Develop & prototypc *or a noan contact
[T systerr.

54

Jra‘t application program inzerface
requiremearts.

Demenstrate Sceurity lechnelegy Integratad
Prograrm (STIPY-compuart primary and
scConcary screcning products.

Demorstrate a fully intzgrated chackpeint
that can respond to exteman risk inpuot.
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TECHNOLOGY ENGINES

Technology Engines

Visian - Technology MTngines are centraized functions that wil provice standardized services o ah Apex projects and across 3&T. They will tailor theirwork hased or 2ach Apex program’s indivicua focus, as weil as requirerr ents ard
future corcepts, fhrough input trom S%1 subject neatter cxperts and technalogy developers, the Tecknelogy kngires will provide best practices, weohnical services. expertise. lessens learred, reusable procucts, and selutions ‘or Apex
programs ard other projects and inisiasives.

Strategic Drivers  S&1's five visiorary gozals coalesced hoth i the expanoen Apex program anc the stano vp of the lechromdy Endmes, whek augrent S&1 core capabilties through the provision of cross cutting capabinizias;
icenli ion of near-lermn echnalagy salutiors cevelopoed by exlemal pariners, including noen-sraditional perarsers
techrowdical mnovation.

and delivery of pragram and sechnaleey aralysis, knawledge pracoets, aed recorm endations an the *Lore af

Description of Capabhilities:
+ Situational Awareness and Decision Support (SANDS} - F=siablist standarcs, sperrfications. napabiities. and best practices that aliow secure, compatihle. and relevant inforreation staring across the HST and assured, secure
access o databases. krowlecge bases, modeling and simulation wols, ard sharcd sitLational awarcress products.
Communication and Network Technologies (CNET) - Provide Apes programs with integrated coemunications anc networkic g solutions that ersure operahility and interoperahingy across ail netwark platforms, ensurirg the
e eicrtard cf*ective esclangs of voice, video, ard data intormatior.
Data Analyties (Big Data) - Frable Apex prograr s to leverage emerging storage, seaurity, oo pusation. and aragtics techroogies to create infarmatior analysis and sharirg capahilties and rapidiy convert data to derisigns
far Famelard sccurity systems. wissiors, ard aperations,

Four additional lecknelegy Ergives are crerging as "start ups™ for =¥ 2015: Hun-an Systoms. Identity Access and Wanagemer:, Medeling and Sirulation, ane Manufacturing.
FY 2015 FY 2D16 FY 2017 FY 2D18 FY 2019

Dhjective: SANDS - Geospatial Analytics and Processing; Dpen Data Standards and Exchange: Information Sharing and Integration: System Architecture Interoperability Visualization: Decision Support Services;
Interoperable Voice and Data Communications

Swand up a fLly functioning and irtegrated | Ganspatiae Arartics, Processing, Defing SANDS requiremerts for emrerging R R
SAMDS Tngine. ard Visuzlization: Apex prioritics.
e i 11 dentify operational ard

‘Lnetienal capabilitics.
21 Aszess satellite cata

Cuefine Apex SANDS decision suppar:
reguirerrents for;
2y Real-lime Biothreat Awareness

1akiizy too

Sestan Architccture [rteroperability .
Visuahratior: nformatior Sharing and ntegratior:

cpen standards for dala ard sersors.

2y Perfor BSA S0A Awarcross Coordinate with the inforrratien sharing
commnity forindeperdert vandation ard

slure rderaperastilily

Visuatization: Leterrine dpex BS54

es: Develop mrusiua
aid resoLree access capabkilitics.
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Technology Engines
FY 2015
Ohjective: CNET -

| FY 2016

Standards and Compliance; Wireless Infrastructure Medeling

Stand up a fully functioning and irtegrated
CHET Enging.

nteroperable Voce and Jata
Coemmunications: Integrate VR, conrmergial
LTI networks, anc the Matiorwide "ubhc

‘b fL,' Brozdband Metwork,

Levelop a waaranig heads up cisplay with

crihared realily,

Puklir. Gafety Broadhane Viden Quality
Applications and Services: Dovelop
ancelgrated cuality platforms supporting
largs volume \|dLU applications.

P25 Star [1<.'. 15 ane Cor |p|m
Deliver assessmer T program maximizirg
radio inseroperability

Wiraigss nfraatructure Motleur? GUIde
ulilizatian of public salety wireless.

| Py 2017

Dafire CHET raquiremants for emerging

Apes priorities,

FY 2018 | FY 2019

Interoperahle Voice and Data Communications; Indoor Lacation and Communications; Puklic Safety Broadband Video Quality Applications and Services; Audio Quality for Public Safety; Land Mohile Radio

{bjective: Data Analytics - S&T Data Analytics Lab; Expleratery Methedolegy Mapping (EMM}; Rapid Experimentatien, Pretetypes and Pilets {Rapid); Assessment of Emerging Technelogies {Emerging}; Strategic Research

and Development Engagement (Strateglc}

Sorvur "'1| I1i-'1‘nun

L an-sife I<1\|I|1.

Thate:

hapm Strearing cata SEIS, NIEMTET
Prmut ol geovading, erlity re w[)|IJlI[]II

b[ratLglc Ottice of bEIL,ﬂEL ang Techrology
Policy, Rerkelay AMPlab (Algartiims,
Waehires znd Peopla)

Server Mulli-lenanl. on-sile ‘ac |I|l\

F"“I"“I [“mmtz-'r pmlnerr]tmn

sets, intemet
Prostecal geacodir |:, ety rl‘t,uh o

HEI|JI[| Streanmurg nata

b rasegic: 0ice of Seicnee ard Teclrology
Palicy. Tarkeisy AMZlab Cgaristra.
IV ackines anc “cople

LI
?< pd:

. r]rf.,&‘ SCEIE SETROF ‘%TI’Pr]I"H‘-\

Lru Menting the analy sL

%tmt&'glr

nterrational ¢ rJunhanmn

Cy h[ T <.rm|.'s 5, bmlhr[ al assesseen

Wabsile Distributee File Systom, bybric
ccn"mercual. o cleud

Seile Sirgle Men-ory Model, ransilian
of 1ab operatiors to the gov cloud

I:d W Disaster respense in
ir%trl merted envirgrments

E| erging: nslrueenice Coviranmeends Em['rgu g Mikee Reality Ane

aro Objects




CONCLUSION
RE | W -/

This strategic plan demonstrates the directorate’s eammitmeant to deliver effective

and innovative insight, methods, and solutions for the critical needs of the HSE. Taking
intg consigderation the ever-changing nature of threats, R&D advances, and stakeholder
needs, S&T leadership considers this plan to be a living document. As a result, S&T will

continuously manitor progress on efforts deseribad within the plan and update it as nccded.

In conclusion, S&T helieves that with sufficient resourcing, this strategic plan will enable
us to continue building upon a distinguished track record of excellence in delivenng results
to our HSE end users.
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#152 - Provide methodology and return on investment (ROI) analysis that S&T conducts to
determine whether HSARPA funding is yielding the desired results.

Response: S&T has implemented in-depth data collection and an analytic approach to internal
measures through the annuval Portfolio Analysis and Review (PAR). The PAR considers the
program/project alignment with key mission and visionary goals, budget, Integrated Product
Teams (IPT) alignment, metrics & measures, milestones, risk, and major accomplishments.
Using this rich dataset along with internal and external review empowers leadership with a
greater understanding and capability for data-driven optimization of the portfolio to maximize
return on investment (ROI). S&T continues to develop and improve the analytic analysis of the
portfolio.

The PAR provides a holistic view and context for all investments, provides accountability and
transparency to senior leadership and the program managers, supports decision making, captures
key data and lessons learned, and reduces redundancy.

One measure of the PAR 1is to assist leadership in understanding ROI, considering R&D and
Non-R&D investments across the Directorate. This is a process by which S& T measures metrics,
technical aspects, program execution, and strategy moving forward. S&T broadly considers
budget, people, and work in determining the optimal portfolio investment. PAR, along with the
standard efforts examining budget and human resources, is just one of the tools used to establish
a baseline, where yearly evaluations are made. Determining the return on investment consists of
several courses of action, including ensuring mission capabilities are maintained, ensuring 4
balanced portfolio, and focusing on key partnerships and mission sets.

In addition to using the PAR to measure strategic alignment, the Executive Steering Committee
oversees an independent technical assessment of all Apex Programs to measure programmatic
execution. This assessment reviews the program’s scope, schedule, risks and transition likelihood
to establish a baseline for and continuous tracking of program health. With these assessments,
S&T ensures that its Apex programs are using funding effectively and delivering expected

results to customers, or otherwise make necessary adjustments to do so.






#153 - Please provide details on what S&T has accomplished through the Silicon Valley Oftice;
including what it costs on a yearly basis to maintain the office (salaries, benefits, contractors, etc.
the total cost) and how its effectiveness is measured.

Response: Since launching in December 2015, the Silicon Valley Innovation Program (SVIP)
has had a number of key accomplishments and built traction both with the tech start-up
community and internally within DHS. The publishing of the Innovation Other Transaction
Solicitation marked the first time that DHS S&T has leveraged the Other Transaction Authority
for a procurement focused on non-traditional contractors/technology start-ups. The SVIP
engages a number of DHS operational components and critical infrastructure partners to
understand and communicate their needs and technology gaps to the start-up community and
work with them to decide which innovative startups to fund. The SVIP provides accelerated
non-dilutive funding (up to $800k over 4 phases) for product development to address DHS's
needs and provides test environments and pilot opportunities to selected companies. This
engagement has led to the release of 6 specific topic calls addressing a range of Department and
critical infrastructure objectives. In particular, the SVIP is currently addressing national security
areas in counterterrorism, border security, and aviation security with 4 Customs and Border
Protection (CBP) focused topics.

As of December 15, 2016, more than 110 applications have been received across all 6 topic calls,
while 9 Phase | awards (with 4 more pending) and 3 follow-on Phase Il awards have also been
made. The SVIP has also built awareness with 1500+ startups, accelerators and venture
capitalists through S&T-hosted outreach events (e.g. Homeland Security and Industry Days) as
well as participation in panels, roundtables, conferences, and Startup Meet Ups. In order to
appropriately measure effectiveness, the SVIP has put together strategic and implementation
plans laying out key performance measures. In FY 16, the SVIP had an operating budget of
approximately $5.0M, including approximately $210k in Federal Salary/Benefits/Travel,
approximately $970k in support contracts, and approximately 54.02M dedicated for research
awards. The SVIP uses space in a U.S. Secret Service office in San Jose, CA, under the terms of
a Memorandum of Understanding (MOU). There is no cost to S&T for use of this space.

FY16 Budget (including Federal Salary/Benefits/Travel)

Budget
Management and Administration
Federal Staff
{Salary/Benefits/Travel}  $210,000
Total M&A: 5$210,000
Research, Development and

Innovation
Support Contracts $970,8565
Research Awards 54,029,135

Total RD&I: $5,000,000



Silicon Vallev Innovation Program Accomplishments as of 12/15/16

¢ Innovation Other Transaetion Selicitation (OTS) published in December 2015
o The Innovation OTS marked the first time that S&T has leveraged the Other
Transaction Authority for a procurement focused on non-traditional
contractors/technology start-ups and provided the umbrella solicitation for individual

calls addressing specific requirements

o 6 topic calls have been released under the Innovation OTS to date (4 in support of
CBP requirements)

* Internet of Things (1oT) Security (Closed 12/11/16)

* (CBP) Small Unmanned Aircraft Systems (SUAS) Capabilities

(CBP) Enhancing CBP Airport Passenger Processing
(CBP) K9 Wearable Technologies
(CBP) Enhancements to the Global Travel Assessments System (GTAS)
Financial Services Cyber Security Active Defense

117 Applieations received (112 Phase I; 5 Phase II)
¢ 9 Phase I awards have been made

o 5 under the [oT Security topic call

o 3 under the sUAS Capabilities topic call (supports CBP requirements)

o 1 under the Enhancements to the GTAS topic call (supports CBP requirements)

o Geographic breakdown of Portfolio Companies: 3 from Silicon Valley, 2 from
Southern California, 1 each from Texas, Georgia, Massachusetts and Washington

(state)

o *Note: 4 additional Phase 1 awards are pending

Company

Pulzze Systems Inc.
Machine-to-Machine
Intelligence
Corporation (M2Mi)
Whitescope LLC
Factom Inc.

[onic Security
Echodyne
Corporation

Goleta Star LLC
Shield Al Inc.

Tamr

Total:

Award Amount
S200,000
574,925

$200,000
$199,350
$119,250
S118,721

$200,000
$199,960
$162,302

$1,474,508

Topic Call
loT Security
[oT Security

loT Security
[oT Security
loT Security
sUAS Capabilities

sUAS Capabilities
sUAS Capabilities
Enhancements to the
GTAS

Location
Sunnyvale, CA
Moffett Field, CA

Half Moon Bay, CA
Austin, TX

Atlanta, GA
Bellevue, WA

Los Angeles, CA
San Diego, CA
Cambridge, MA



s 3 IoT Security companies have been selected for a Phase II award following the
successful completion of their Phase I work and a successful Phase II application and
oral pitch (*Note: the other 2 current Phase 1 [oT awardees applications for Phase II are

under review)

Company Award Amount Topic Call
Pulzze Systems Inc.  S200,000 loT Security
Machine-to-Machine  §199,500 loT Security
Intelligence

Corporation (M2Mi)

Factom Inc. S199,980 loT Security

Total: $599,480

Location
Sunnyvale, CA
Moftett Field, CA

Austin, TX

o S&T SVIP has built awareness with 1500+ startups, accelerators, and venture
capitalists through S&T-hosted outreach events (¢.g. Homcland Sccurity and Industry

Days) as wcll as participation in pancls, roundtables, conferenees and Startup Mcet Ups

o Homeland Security Day  Customs and Border Protection  Silicon Valley, CA

April 2016,

» The SVIP received a lot of positive feedback from startups, investors and
traditional entities after the event. Many of the startups that attended sent follow
up notes thanking us for holding the event, noting that it was really great that
DHS is taking an active role in reaching out to their community, asking for help,
and being transparent and open to improving the way we can work with them.
They were also very impressed at the breadth of DHS’s mission and had no idea

that even a single agency (CBP) did so much. This feedback validates our need to

educate the community about who DHS is and what our challenges are.
= QOver 25 applications have been received in response to the CBP topic areas.
o Homeland Security Day — Finance Sector Cybersecurity — Boston, MA — November

2016.

»  This was the SVIP's first event in Boston, helping to increase the reach of the
program to the Boston tech community, while also providing a venue for
attendees to hear directly from finance sector representatives and gain an
understanding of DHS's relationship with the finance sector.

o Speaking engagements: the SVIP tries to get the word out as much as possible, from

widely-attended events like the RSA Conference to smaller, trade-specific forums and

meet-ups with venture firms and accelerators (e.g., JetBlue Technology Ventures,

Plug N'Play, etc.).
o Targeted social media outreach.



Pcrformance Mcasures

Short Term 16 & FY1

Measure

Outreach

Influence

Leverage

Speed

Startup
Success

Geographic
Diversity

Measure

Type
Output

Qutcome

Qutcome

Output,
QOutcome,
Impact

QOutcome,
Impact

Output

Measure Description

Ability to identify and educate
startups, enhance awareness of
DHS challenges

Shape product development in
companies to align with the
needs of DHS operational
components

The “leverage” of DHS funds
with private sector investment

Streamline and accelerate the
funding process to startups

Success in developing product
needed by DHS while surviving
the commercial market

Ensure diversity of innovation
and support economic
development throughout all U.S.
regions

Metric

# startups attending SVIP
events, # startups responding
to SVIP solicitations, and #
referrals of startup
companies to SVIP

Degree of product shaping
relative to a set of product
attributes

Ratio between DHS
investment and private
sector investment

# days between publishing a
call, submission of
applications, notification of
funding selection, and OTA
contract start date

# startups that complete each
phase, # startups that
proceed to the next phase,
and ultimately the # startups
completing the program

# startups per state and
country submitting
applications

Longer Term (2 — 3 years

Measure

Component
Acquisition

Operational
Enhancement

Valuation

Measure

Type
Outcome

Outcome,
Impact

Outcome,
Impact

Measure Description

Ability to identify and educate

startups, enhance awareness of

DHS challenges

Mission enhancement resulting

from deployment of SVIP

funded mnovative technologies

and solutions

Startups achieve growth in

valuation in investment rounds

based upon successful
execution of milestones

Metric

# startups DHS components
onramp into programs of
record or direct acquisition
Component defined
improvements, generally
operational effectiveness or
efficiency (e.g. agent patrols
more area in less time)
Percentage increase in
valuation of a company’s
stock following initial SVIP
funding



#154 - Please provide a break down on what S&T spends to fund COEs, along with a list of
projects funded jointly with the operational components.

Response: Congress established the DHS-created university-based Centers of Excellence
(COEs) in the Homeland Security Act of 2002, and provides a specific annual appropriation to
enable the S&T Office of University Programs (OUP) to fund 10 COEs. OUP provides research
funding for COEs in topical areas that are linked to the DHS missions. In FY 2016, total base
grant funding for the COEs was 530,081,765, For each COE, DHS stakeholders develop research
topics and questions relevant to their missions. OUP has established both contract (basic ordering
agreements) and grant (cooperative agreements) mechanisms to enable DHS and other federal
agencies to fund research at a COE  within scope  that addresses federal priorities. Funding
from non-OUP sources (supplemental funds) totaled $16,631,714 in FY 2016. The Basic
Ordering Agreements (BOAs) enable DHS to write task orders that will benefit DHS’s missions,
while the grant mechanisms enable research projects that do not have a pre-specified outcome.
The BOAs and grants allow DHS and other federal agencies to jointly fund COE projects with
OUP using their own funds. OUP provides the base funding for COE management, as well as
most indirect costs, graduate students, and prior research on which supplemental studies are
based.

The COEs are attractive to external funding sources because these affiliated costs are supported
by OUP base funds, leaving operational components and others to pay only the marginal project
costs. For example, in fiscal years 2014 through 2016, the Center for Risk and Economic
Analysis of Terrorism Events (CREATE) at the University of Southern California received over
S5 million of BOA task orders and supplemental grant funds from DHS components for focused
research, development and analysis. CREATE s reputation and OUP’s funding vehicles will
enable CREATE to continue its work for DHS years past the end of its grant performance period
in FY 2017.

Attachment 2: FY 16 COE funding breakdown






#155 - Please provide a list of explanation of the top 5, by total dollar value, big data projects
funded by S&T and which components they are for.

Response: Big Data projects are managed by the HSARPA Data Analytics Engine and target the
development of next generation computation and analytics capabilities for S&T Apex Programs
and for homeland security applications in DHS components and the Homeland Security
Enterprise. The top program investment areas for 2017 are:

1)

DHS Social Media Screening and Vetting for USCIS, CBP, and TSA. DHS S&T is
providing social media analytics technologies for use in USCIS Refugee, CBP ESTA visa
walver, and TSA credentialed population screening and vetting pilot operations at the
direction of the DHS Social Media Task Force and with re-programmed funding provided
by the U. S. Congress. FY16: 54.6 M.

Live Stream Media Exploitation Tool development for Law Enforcement in partnership
with NYPD Counter-terrorism Division and NPPD Office of Infrastructure Protection
Commercial Facilities Sector. With increasing terrorist and criminal use of live streaming
social media technology to expand the impact and/or establish command and control
comes an urgent need to develop tools for law enforcement to exploit and counter these
communications. FY16: ~$200k.

ICE Big Data Environment analytics for Homeland Security Investigations supporting
ICE enforcement domains and with emerging applications for DNDO to meet
requirements for the next generation Global Nuclear Detection Architecture, including
advanced analysis of technology import data sources. FY16: $1.9 M.

Computation and analytics research and development support to the DHS S&T Border
Sitnation Awareness, Next Generation First Responder and Real-time Bio-threat
Assessment APEX programs. Moving public safety, border and bio-surveillance analytics
to the cloud. Developing next generation real-time analytics for metro-scale, multi-party,
multi-latency data networks. FY16: S1.6M.

Data Analytics Consulting for the re-design and implementation of the FEMA U. S. Fire
Administration National Fire Incident Reporting System including fire service clond
analytics engagements with Chicago, Los Angeles, and NY Fire Departments.

FYl6: $100k.






#1358 - Please provide the status of the DHS wholly owned laboratories, including those under
construction, and the measures used to determine effectiveness.

Response:

Chemieal Security Analysis Center

The Chemical Security Analysis Center’s (CSAC) scientific and technical activities provide
analysis and scientific assessment of the current and evolving chemical threat against the
American homeland. This expertise includes basic chemical sciences related to chemical threats,
hazard and risk analysis, and chemical threat characterization. CSAC currently maintains a high
level of readiness.

CSAC is 150 9001 complaint for all of our technical and business processes. CSAC maintains all
of the necessary certifications to operate a DHS and DIA certitied SCIF, as well as the
certifications for operating the JWICS and HSDN computer networks within the SCIF. All are
current.

National Biodefense Analysis and Countermeasures Center

National Biodefense Analysis and Countermeasures Center (NBACC) is a Federally Funded
Research and Development Center (FFRDC) formed by DHS in 2006 that is operated and
managed by the Battelle National Biodefense Institute, LLC (BNBI). The NBACC operations
and management contract has been competed twice (2006 and 2015) with BNBI being selected
both times. A documented process is used for NBACC strategic planning, annual planning, and
the flow of requirements and priorities from DHS to the NBACC FFRDC. A DHS-approved
Quality Assurance Surveillance Plan is utilized to assess performance multiple times each
program year.

The NBACC is mission ready, addressing requirements identified in presidential directives,
legislation, and national planning documents and guidance. The NBACC mission is to provide
the scientific basis for characterization of biological threats and bioforensic analysis to support
attribution of their planned or actual use. NBACC provides 24x7 operational support to federal
law enforcement investigations and key scientific information for planning and responding to
traditional and emerging biological threats.

NBACC has all required registrations and certifications required to meet mission goals. These
include Biological Select Agents and Toxin registrations with the CDC and USDA for biosafety
levels 2, 3 and 4 (4 being the highest level available). In FY 16, NBACC has successfully
renewed registrations with AAALAC International (animal care) and AZLA (1SO 17025).

National Biologieal and Agro-Defense Faeilitvy — Construction Project

The National Bio and Agro-Defense Facility (NBAF) mission will be to provide an enduring
capability to enable the United States to conduct comprehensive research, develop vaccines, and
provide enhanced diagnostic capabilities to protect against foreign animal, emerging, and
zoonotic diseases that threaten our nation’s food supply, agricultural economy, and public health.
NBAF will ultimately replace Plum Island Animal Disease Center (PLADC) and all of its
essential functions as well as provide additional capabilities for early development of medical
countermeasures and the study of zoonotic diseases that affect livestock and other large animals.




NBAF will be located on the campus of Kansas State University (KSU) in Manhattan, Kansas.
Based on the current schedule, construction activities will be completed in December 2020,
facility commissioning activities will be completed in May 2021, select agent registration will be
achieved in December 2022, and the mission will transition from Plum Island in 2023,

The National Bio and Agro-Defense Facility (NBAF) Acquisition Project is a Level 1 DHS
Acquisition currently under construction in Manhattan, Kansas. The $1.25B cost baseline
includes the planning, design, construction, and commissioning of the facility. To date, $222M
worth of construction has been completed on schedule and on budget, and the project is on
schedule to meet the established schedule baseline of a May 2021 completion. Considering all
planning, design, and construction effort performed to date, the project 1s 35% complete.

National Urban Sccurity Technology Laboratory

Located in New York City, the National Urban Security Technology Laboratory (NUSTL) 1s the
only national laboratory focused exclusively on supporting state and local first responders
capabilities to address the homeland security mission. The Lab provides First Responders the
necessary services, products, and tools to prevent, protect against, mitigate, respond to, and
recover from homeland security threats and events. More specifically, the Lab is mission ready
to support the national first responder community by: by: 1) Conducting test & evaluation of
First Responder technologies and systems, 2) Advising first responders on homeland security-
related technology solutions and use, and 3) Developing science and technology-based solutions
for response and recovery from a radiological/nuclear incident. NUSTL manages its performance
and progress through its key performance parameters (KPPs) which specify performance goals
on the Lab’s operations, services and products. The Lab ensures KPPs are met through its
Quality Management Systermn (QMS) and Safety Health and Environmental Management System
(SHEMS) which are compliant with International Standards Organization (ISO) 9001:2015
Quality Management, [SO-14001 Environmental Management and American National Standards
Institute Occupational Health and Safety standards. These management systems have been found
to be highly efficient, effective and suitable by external auditors. In 2016, the Lab’s QMS
received a near flawless audit score with the laboratory meeting 176 out of 182 requirements
met, a 96.7% conformance. Also in 2016, the laboratory’s SHEMS was rated highly effective
and was noted as the benchmark in which all labs should follow.

Plum Island Animal Disease Center

The PIADC mission is to protect the nation’s livestock from foreign animal diseases. PIADC is
mission ready to provide diagnostic support services and also provide research support with the
exception of using livestock for vaccine and diagnostic testing. Currently, the laboratory’s liquid
waste decontamination plant has limitations on the amount of liquid waste it can heat treat and
this prevents the use of livestock for research as the current plant cannot support this additional
waste stream.

To ensure mission readiness until NBAF comes on-line in 2022, targeted sustainment projects
valued collectively at approximately $10.2M include the installation of two new water wells,
replacement of an exit autoclave, salt water system modifications, and bio containment
ventilation and building management enhancements. All projects are currently anticipated to be
completed by FY 18.



PIADC 1s registered for select agents with the USDA and is a tier one level 5 security lab. The
operations and maintenance contractor 1s [SO9001 registered for higher risk service activities.

Transportation Seeurity Laboratory

The Department of Homeland Security’s Transportation Security Laboratory (TSL) performs test
and evaluation of explosives detection technologies to support Transportation Security
Administration (TSA) and other DHS acquisition efforts. All explosives detection screening
equipment currently used by TSA at US airports has been rigorously tested and formally certified
by the TSL. The TSL also works directly with systems developers to ensure fast and efficient
transition of emerging technologies to TSA and other public and private Homeland Security
Enterprise (HSE) agents.

The TSL is fully operational and 1s meeting its mission to test the explosives detection
performance of screening equipment used at all U.S. airports. The TSL measures its productivity
by examining the cost and duration of Test and Evaluation (T&E) activities.

The current construction plan is to apply $27.5 million in FY 18/19 to expand physics and
chemistry laboratories to enable more efficient and comprehensive testing of explosive detection
devices required by the Homeland Security Enterprise.

The TSL maintains [SO 9000 and ISO 17025 certification through yearly audits, maintains a
license with the Nuclear Regulatory Commission for operation of X-ray based detection and
analytical equipment, and provides the Bureau of Alcohol, Tobacco and Firearms (ATF) with
annnal summaries of the Lab’s explosives and weapons inventories and operations.



COE Total FY16 OUP
Funding
Center for Awareness and Localization of S  3,876,163.00

Explosives-Related Threats (ALERT)

Center for Border, Trade, Immigration Research S 3,600,000.00
(CBTIR)

Cross-Border Threats Screening and Supply Chain | $ 200,000.00
Defense (CBTS)**

Center for Homeland Security Qualitative Analysis |$ 250,000.00
({CHSQA)**

Center for Criminal Investigations and Network S 250,000.00
Analysis (CINA)**

Criticial Infrastructure Resilience Institute (CIRI) S 3,762,845.39
Coastal Resilience Center (CRC) S 3,840,000.00
Center for Risk and Economic Analysis of Terrorism |$  1,520,000.00
Events (CREATE)**

Center for Visualization and Data Analystics S 1,530,000.00
(CVADA)**

Food Protections Defense Institute (FPDI)** S 1,302,778.00
Maritime Security Center / Arctic Domain S 4,600,000.00
Awareness Center (MSC/ADAC)

National Consortium for the Study of Terrorismand |$  3,600,000.00
Responses to Terrorism {START)

Training Institute for Qualitative Analysis (TIQA)* |S 350,000.00
National Center for Zoonotic and Animal Disease S 1,399,979.00
Defense (ZADD)**

Total $30,081,765.39

* Training institute, not a COE
** COE starting or ending, partial-year funding




Fiscal Year

2016

Sum of Amount Invested

Column Labels

Row Labels BOA Coop Grand Total

DHS CBP 750000 750000
DHS DNDO 1154698.38 1154698.38
DHS 1&A $ 10,000.00 | S 10,000.00
DHS OHA S 726,781.40 S 726,781.40
DHS TSA S 179,246.40 S 179,246.40
DOD $ 1,953,750.00 | $ 1,953,750.00
NCTC S 499,978.00 |S  499,978.00
S&T CDS S 3,547,000.00 S 3,547,000.00
S&T FRG S 1,995000.00 |S 265,000.00 |$ 2,260,000.00
S&T HSARPA CBD S 659,515.00 | & 582,201.00 | S 1,241,716.00
S&T HSARPA CSD $ 1,200,000.00 |$ 100,000.00 | $ 1,300,000.00
S&T HSARPA EXD S 1,234,221.00 | $ 1,324,323.01 | $ 2,558,544.01
S&T OSAl S 450,000.00|S  450,000.00
Grand Total S 11,446,462.18 | § 5,185,252.01 | $ 16,631,714.19




Center of Investing Amount Funding Project Name / Description
Excellence Organization Invested Vehicle
CREATE DHS CBP S 750,000.00 | BDA Perform a study to recomend improvements to CBP's
strategic resource assessment process
START DHS DNDC S 23,000.00 [BOA South and Central Asia Architecture Analysis
START DHS DNDD S 707,698.38 |BDA Developing integrated radiological and nuclear
detection architecture for the interior and internation
mission space
START DHS DNDOC 3 424,000.00 [BOA Developing and Validating an International
Commercial Air Cargo Insider Threat Tool
S5TART DHS 1&A s 10,000.00 |Coop Scientific Method Development to Limit Chemical
and Biological Weapons Threat S5pace
FPDI DHS CHA s 139,206.40 |[BOA ICLN Web Portal
ZADD DHS OHA S 254,457.00 | BDA Analysis of Chagas disease epidemiclogy in working
dogs
ZADD DHS OHA 5 333,118.00 |BOA Initgilal structure and capability of National Livestock
Readiness Program
NTSCOE DHSTSA 5 146,752.00 |BOA
START DHS T5A s 32,494.40 |BDA Seminar Series for TSA
START DOD s 214,750.00 |Coop SMA EUCOM Support: Threats and Cpportunities
for Conflict and Cooperation within Eurasia
START DoD s 245,000,00 |Coop SMA EUCCM Support: Timed Influence Net [TIN)
Model
START DOD s 544,848.00 |Coop SMA Support to SOCCENT
START DOD $  949,152.00 |Coop EUCCM Gray Zone
START NCTC S 499,978.00 |Coop ICONS Project
MSC S&T CDS $ 597,000.0C [BDA Counter Unmanned Aerial Systems
MSC S&T CDS $  2,950,000.00 |BOA Counter Unmanned Aerial Systems
CVADA S&T FRG S 1,995,000.00 |[BDA ICIF and Project Interoperability 2.0 Project
START S&T FRG s 265,000,00 |Coop Supplemental funding for TEVUS and PIRUS
projects added to continuation funding
START S&T HSARPA CBD S 10,000.0C | Coop Scientific Method Development to Limit Chemical
and Biological Weapons Threat Space
START S&T HSARPA CBD 5 274,496,00 | Coop Profiling the Chemical Biological Adversary
START S&T HSARPA CBD 5 297,705.00 |Coop CBD Division Strategy Development
ZADD S&T HSARPA CBD 5 259,935,00 |BOA
VECTOR-BORNE VIRUSES REPOSITORY MATERIALS
FOR PUBLIC HEALTH ACTIDNABLE ASSAY (PHAA)
VALIDATION
ZADD S&T HSARPA CBD S 399,580.00 |BDA AGConnect APEX Integration Effort
CVADA S&T HSARPA C5D $  1,200,000.00 |[BDA Identity Management and Data Privacy
FPDI S&T HSARPA CSD 5 100,000.00 | Coop Cyber Food Project
ALERT S&T HSARPA EXD s 75,000.00 |Coop Improvised Explosives Trace Analysis and Mass
Transfer {vapor characterization and signature
study of selected Homemade Explosives {HMEs)
ALERT S&T HSARPA EXD S 99,377.01 |Coop NYPD Counter Terrorism Division
ALERT S&T HSARPA EXD s 950,000,00 |Coop Develop alorithmic methods for tracking
passenger travel at airports
ALERT S&T HSARPA EXD 5 g9,946.00 |Coop Eesttand Evaluation with the NYPD Counterterrorism
ep
ALERT 5&T HSARPA EXD 3 100,000.00 | Coop Equipment Test and Evaluation with the Boston
Police Department (BFD), Boston Fire Department
{BFD]J, the Boston Emergency Services Unit (ESU)
and Fenway Park Personnel
ALERT S&T HSARPA EXD $  1,234,221.00 |BOA Research and Development of Algorithms for

Improved Image Quality for Checkpoint Explosive
Detection Systems




[cvaDA

S&T O5A|

$  450,000,00

Coop

Economics Security Project

$ 16,631,714.19
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To be gquicker, smarter, and meore adaptable to all hazards, the Department
of Homeland Security (DHS) relies on innovative and effective technologies.
As a result, our approach to research and development {R&D} must support
identifying and implementing the best soluticns for the homeland security
enterprise. This is a complex but necessary endeavor that keeps our field
personnel safe while also protecting our homeland.

To ensure this is happening in the most efficient and effective way across
the Department, | signed a memo in August 2015 re-establishing integrated
product teams (IPTs) to coordinate R&D efforts across DHS. The initial IPTs
covered the following mission areas: Aviation Security, Biological Threat,
Counterterrorism, Border Security, and Cyber Security.

The IPTs brought together some of the best operational and technical minds in the Department, and the governance
structure established for the IPTs truly embraced a culture of collaboration. Drawing on expertise resident in the
IPTs, sub-IPTs, and the Science and Technology Research Council, the IPT process compiled information on R&D
gctivities across DHS in g way that was unprecedented until now. This information provides an invaluable tool for
DHS as we work together to manage our vast mission space and make wise technological investments,

This report describes the structure, methodology. and results of the fiscal year 2016 {FY16) IPT process. In my
August 2015 memao, | directed the IFTs to identify 1} ongoing R&D activities across the Department; and 2} high-
priority capability gaps and corresponding technology solutions. The BHS Science and Technology Directorate
compiled and submitted this information to me earlier this year. Due to the sensitive nature of the homeland
security mission, this information must be protected from broad public release. As a result, this report does not
include all the supperting information generated through the FY16 IPT process but it does inform the public of the
important work being done by the IPTs to coordinate DHS R&D activities to address pricrity homeland security
needs.

In years to come, the structure that the IPTs bring to DHS R&D efforts will continue to identify effective and
innovative solutions to address the most pressing challenges facing the homeland.

Sincerely,

IS .
Jeh Chiales Johason
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Executive Summary

As the homeland security mission continues to evolve, the Department of Homeland Security (DHS) must focus

its research and development (R&D) efforts to develop technology solutions that address the most critical needs.
The breadth and complexity of the DHS mission space pose challenges for tracking all ongoing R&D efforts and
aligning those efforts to Department goals and priorities. In late 2012, the Government Accountability Office (GAQ}
recommended that DHS develop policies for coordinating R&D activities and establish a mechanism for tracking
R&D projects. The DHS Science and Technology Directorate (S&T) worked with other DHS components to improve
R&D tracking and coordination, including issuing a DHS Directive and Instruction that provide definitions for R&D
and establish policies for coordinating R&D activities across the Department.

To reinforce these ongoing efforts, the Secretary of Homeland Security issued @ memorandum in August 2015
directing S&T to establish Integrated Product Teams (IPTs) to identify and coordinate DHS R&D efforts in

priority mission areas. The initial IPTs covered the following DHS missions: Aviation Security, Biological Threat,
Counterterrarism, Border Security, and Cyber Security. In response to the Secretary’s direction, S&T estahlished
an operatignal framework and process to support the stand-up. governance, and gngoing operations of the IPTs,
The IPTs are explicitly linked to the work of the DHS Joint Requirements Council (JRC) and will serve as the central
mechanism by which the Department identifies technological capability gaps and coordinates R&D efforts to close
those gaps. The level of direct interaction between the IPTs and the JRC will increase over time as hoth processes
evolve and the JRC processes for joint assessment of requirements and operational capability gap prioritization
continue to mature.

The IPT process facilitates improved R&D coardination hy:

= Promulgating a standardized approach for identifying and tracking DHS R&D efforts, thereby addressing GAO's
recommendations 10 improve R&D coordination across the Department;

m Establishing a common mechanism and pracedures for gathering and reporting priority gaps and corresponding
R&D efforts to develop solutions;

m Providing a technology review platform to identify and mitigate duplicative and overlapping R&D efforts within
DHS: and

= Helping to fulfill longstanding statutory requirements for DHS and S&T to align Departmental R&D efforts with
DHS acquisitions.

The IPT process was designed 1o be a truly collaborative, cross-component endeavor. While S&T is responsible
for leading the overall effort, the individual IPTs were led hy senior executives from DHS components, with
representatives of the JRC participating at various levels, In this way, the IPT process supports and strengthens
the Department’s Unity of Effort Initiative. Table ES-1 shows the component leads and members of the fiscal year
2016 (FY18) IPTs and sub-IPTs.




IPT Name Component IPT Chairs/Co-Chalrs Component Membership

Aviation Security TSA CBE DNDG, NPPD, USCG, USSS

Biological Threat FEMA and OHA CBP MGMT, NPPD, TSA, USCG, USSS

Border Securnity CBP DMD3. ICE USCG

Counterterrorism I&A CBP, DNDQ, ICE, NPPD, TSA, USCG, USSS

Cyhersecurity NPPD and MGMT/CISO CBPF. CRCL, FEMA, 1&4, ICE, PLCY, Privacy, TSA, USCG, USCIS, USSS

Table ES-1. Component Representation on the IPTs and Sub-IPTs

The IPT process established for FY16 included three main implementing bodies—sub-1PTs, IPTs, and the S&T
Research Council (SRC)—plus an advisory body, as illustrated in Figure ES-1. The IPT process informed products
that were provided 10 the Under Secretary of S&T (USST) for review and ultimate delivery to the Secretary of
Homeland Secunty.
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Figure ES-1. IPT Governance Structure

The sub-IPTs included component and S&T representatives with expertise in specific topcal areas within the

broader mission area of each IPT. JRC representatives also participated in the sub-1PTs to ensure alignment with
the JRC process and the consideration of operational capability gaps at the sub-IPT level. IPTs consolidated the
gaps identified by their sub-1PTs and determined the top high-priority technological capability gaps within their IPT
mission areas.



During the FY16 cycle, the SRC included the senior component leads of the IPTs, a senior representative of the
JRC, and a chair from S&T. To ensure broad unity of effort, the SRC convened a Technical Advisory Board (TAB)
consisting of senior representatives from DHS HQ offices that were not represented on the IPTs. The TAB reviewed
and provided expert input on SRC recommendations and draft products. The SRC reviewed the top-priority gaps
from four of the five IPTs~ and then voted to identify the highest-priority gaps across the IPTs.

The highest-priority DHS technological capability gaps identified in FY16 are listed in Table ES-2.

"Due to time limitations durng the FY1E cvcle. the SEC identified hugh-priority technological capahility gaps across four of the five IPTs.




[ 4) Technological Capabllity Gap

Aviation Security Capability 1o accurately identify and screen checked baggage based on the owners Passenger Clearance
Ranking

Capability to venfy a passenger's identification

Enhanced ability to conduct primary screening of passengers in aviation security screening checkpoints
{currently performed by advanced imaging technology and walk-through metal detectors) that provides the
ability to distinguish threats from non-threats that are placed on the body

Enhanced risk-based screening algorithms development for security technology to support operator and
associated policy decisions

Improved capability 10 allow operalors to screen passengers' carry on and checked bags for prohibited ilems to
protect against sophisticated [ED altacks (various explosive types)

Improvement needed for screening methods against attacks using cargo IED, one or more, when in flight
{various explosives types)

Biological Threat Compact Personal Protective Cquipment (PPL): Emergency/ Escape Hood
Decision Support for Operational Oecision Making, including PPE use

Means for field agents to detect, identify and classify the presence of biological agents

Biological dispersion event modeling
Data assimilalion and prediclive analysis 1o inform decision making in the field and operations cenlers
Advances to allow for better imeliness to verify a biological attack
Border Security Biometric Cntry and Exit {counting and measuring}
Improve performange of non-intrusive inspection (NI} detectors and/ or sources
Small Dark Aircraft Delection and Timely Inlerdiction
Sensor and Intelligence Information Sharing and Data Analytics
Land/In-Between Ports-of-Entry Situational Awareness
Tunnel Detection, Surveillance, and Forensics
Maritime Surveillance and Communications in Remote Enviranments
Small Qark Vessel Oetection
Cyhersecurity Distributed Cloud-Based Communications and Monitoring
ICS Control Systems, Cyber Sensors, Analytics, and Prevention Capabilities
WMethod for forensic examiners 10 capture user data from networked devices (the “Internet of Things™)

Lack of cybersecurity effectiveness, severity, and comparative metrics

Tahle ES-2. Highest-Priority Gaps Resulting from the FY16 [PT Process




The Secretary also charged the IPTs with identifying R&D activities being performed across DHS. The sub-IPTs

and IPTs documented R&D efforts as they worked to identify pricrity capability gaps within their mission areas.

In addition, S&T initiated a data call to all DHS components requesting information on ongoing research and/or
development activities. The information compiled through these efforts represents the Report of Coordinated DHS
R&D, which S&T delivered to the Secretary in March 2018, in accordance with the August 2015 memorandum.

The IPTs then identified R&D efforts that addressed the

high-priarity gaps. The SRC reviewed these R&D efforts and

recommended ongoing analysis of the technical solutions
far high-priority gaps. The SRC also recommended that
additional or new R&D be considered for high-priority gaps
with insufficient ar no associated R&D. The identified high-
priority gaps and the R&D efforts that address those gaps
are captured in the High-Priority Technology Solutions
document, which S&T also delivered to the Secretary in
March 2016.

The results of the FY18 IPT process will inform a DHS
acquisition profile aligned to the highest-priority gaps.
thus providing a blueprint that will support a common
appropriations structure to Congress. This will ultimately
lead to full transparency of R&D activities and benchmark
the necessary steps for producing a comprehensive and
integrated DHS-wide acquisition program for R&D.

During the Bio Threat sub-IPT meetings on
Detect, Mentify and/ or Classify,
representatives from CBP, FEMA, and USSS
identified the requirement for rapid waming,
identification, ant characterization of
biological threats. While these components
would field such technology for differing uses,
including force protection, public safety, and
degision support, the Bio Threat IPT chose to
consolidate

these otherwise independent requirements
into joint projects. This resulted in improved
communication among components and a
more focused R&D acquisition profile.

The IPTs worked closely with legal, policy, civil liberties, and privacy advisors to ensure that appropriate protections
were built into planned outcomes and issues were addressed through review and adjudication cycles,

The IPT process estahlished for the FY18 cycle is both repeatable and flexible and provides a strong foundation for
future evolution of the process. To enhance future iterations of the IPT process, an independent after-action review
will follow each annual cycle to identify lessons leamed and recommend process improvements for implementation
in future years.

Perhaps most important, the IPT process facilitates cross-Department collaboration. Executives from across DHS
now have an established mechanism for coordinating and prioritizing R&D activities that will result in effective
solutions for near- and longer-term mission challenges,




I. Introduction

The Department of Homeland Security {DHS) relies on innovative and effective technology solutions to address
the priority needs of the homeland security enterprise (HSE). Title Il of the Homeland Security Act of 2002, as
amended, gives the Under Secretary for Science and Technology the responsibility for identifying priorities and
coordinating research and development (R&D) activities in support of the Department’s mission.

The size and scope of the homeland security mission make it difficult to track all R&D efforts across DHS and

align those efforts to Department goals and priorities. In 2012, the Government Accountability Office (GAQ)
recommended that DHS establish policies and guidance far defining, reporting, and coordinating R&D efforts
across the Department. The DHS Science and Technelogy Directorate (S&T) worked with other DHS components to
improve R&D coeordination through various means, including developing a DHS Directive and Instruction that define
R&D and establish policies for identifying and reporting R&D activities.

Building on the efforts to date, the Secretary of Homeland Security issued a memorandum in August 2015
establishing Integrated Product Teams {IPTs) as the central mechanism by which DHS identifies and coordinates
its R&D efforts in priority mission areas, The initial IPTs focused on the following DHS missions: Aviation Security,
Biological Threat, Counterterrorism, Border Security, and Cyber Security. Supparting the broader Unity of Effort
Initiative, the IPTs brought together cross-component teams to align the Department’s R&D investments with
priority technological capability gaps. While S&T was charged with leading the overall effort, the individual IPTs
were led by senior representatives of the components. Subject matter experts from the DHS Joint Reguirements
Council {JRCY also participated at various levels. Figure 1 illustrates the cross-component collaboration and unity
of effort inherent in the IPT process.

In addition to the five IPTs established for fiscal year 2016 {FY16), S&T continues to support the First Responder
Resource Group (FRRG), a working group that helps to identify the priority needs of State and local responders in
the field, as well as the Domestic Nuclear Detection Office {DNDO}. Given the breadth and depth of DHS mission
space and the associated R&D needs, the IPT process will continue to be refined to meet the most pressing
hoemeland security demands.

The FY16 IPTs identified technological capability gaps to gain a better understanding of current and emerging R&D
needs. The IPTs then identified R&D efforts to develop selutions that address the most critical gaps to support the
security and resilience of the Natign,
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Figure 1. Integrated Product Teams Unity of Effort

The results of the FY16 IPT process informed the following two products identified in the Secretary’s August 2015
memao:

m The Report of Coordinated DHS R&D, which captures ongoing DHS R&D activities.

m The High-Priority Technofogy Solutions document, which captures high-priority gaps and the R&D efforts to
develop solutions that address those gaps.

The outcomes of the IPT process outlined in this report will focus DHS R&D to reflect the evolving landscape of
homeland security threats and hazards. By identifying R&D efforts that address high-priority gaps, the component-
driven IPT process will influence resource allocation for DHS R&D activities.




Il. Goals and Objectives

While many DHS components provide methods and solutions to address homeland security challenges, previous
efforts to coordinate DHS R&D activities were limited to ad hoc arrangements that were not necessarily aligned to
specific mission areas or compaonent acquisitions. Within DHS, only DNDO, the United States Coast Guard {USCG),
and the S&T Directorate are granted R&D responsibilities by law. Other DHS components may pursue and conduct
their own R&D, s0 long as those activities are coordinated through S&T. As responsible stewards of taxpayer
dollars, DHS has made it a priority to identify and coordinate R&D efforts across the Department to ensure mission
alignment and the proper use of Federal Government appropriations,

Going forward, the IPT process can assist the Department in prioritizing its essential R&D programs and core
capabilities, which will ultimately lead to a traceable and executahle DHS R&D plan. From a funding perspective,
IPTs provide information that supports the development of & DHS acquisition profile that aligns to the highest-
priority gaps, thus providing a blueprint that will support a common appropriations structure to Congress. Most
important, the IPT process facilitates broad collaboration across DHS components, opening new channels for
executives to discuss and coordinate R&D activities to address the highest-priority needs of their operational staff.

The Secretary outlined five objectives for the IPTs overall Goal of IPT Effort
{presented in the box on the right}, which provide a

roadmap for achieving the overall goal of the effort. Coordinate DHS-wide R&D to address priority missions.
They are designed to promote understanding of the

Department’s most pressing R&D needs and how best to Objectives for the IPTs

meet those needs. These objectives foster transparency Identify and prioritize DHS technological capability gaps

and collaboration to validate technology solutions and and corresponding solutions to close those gaps.

leverage R&D investments for the greatest benefit to DHS Identify R&D work being performed across DHS, both

missions. in traditional R&D funding lines and that occurring
within component acquisition programs.

The IPT process was designed to achieve each of Ensure technology being acquired will meet DHS and

these ohjectives and will help to address the GAD component mission needs.

recommendations to improve coordination of DHS R&D

o Identify and de-conflict duplicative R&D efforts.
activities.
Develop and report metrics for the transition of

technological solutions to cl bilit ’
While delivery of the two documents identified in the August sennological solutions to close capaoilty gaps

2015 memo addresses the first two objectives, the IPT process
established for FY16 provides the foundation to achieve the
remaining three objectives in future annual cycles.



Ill. Integrated Product Team Process

In response to the Secretary's direction, S&T established an organizational framewaork and functional process in
FY16 to support the stand-up, governance, and pngoing operations of the IPTs. Figure 2 shows the gpvernance
structure and the main entities invblved in implementing the IPT process. More details bn the structure and
functions of the IPT process are provided in Appendix A.
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Figure 2. IPT Governance Structure

Definition of R&D
For purposes of identifying R&D activities acrpss DHS, the IPT process used the follpwing definition of R&D:

m Basic and applied research includes systematic study directed toward greater knowledge or understanding of
the fundamental aspects of phenamena and/or observable facts. The difference between basic and applied
research is that basic research is normally eonducted withput specific applications toward prpcesses pr
products in mind, while applied research is conducted to determine the means by which a recognized and
specific operational need may be met.”

= Development is the systematic application of knowledge toward the production of useful materials, devices,
and systems or methods that leverage the results of applied research activities. Development activities
include the following: validation and demanstration of a chosen technology in laboratory, representative, and
operational environments; improvement pn research prototypes: integration into systems and subsystems:
addressing manufacturing, producibility, and sustainability needs; and independent pperational test and
evaluation.?

=Id. Depatment of Home and Sccurity Instractior GED-02-001. Revisior (31 [DRAFT), Juae 2016, Sec also Delegat on 1o the Lnder Secretary for
Seeree and |Ronology: Anves A DHS Delegaton 10001 Revigior 1, Apri 28, 2014,

.




IV. Technological Capability Gaps and
Corresponding R&D

Technological Capability Gaps

In keeping with the Secretary’s direction, the IPT effort engaged R&D stakeholders from across DHS in identifying
technological capability gaps that impact priority homeland security missions. Knowledge of these gaps provides
context for understanding gngoing and needed R&D activities across the DHS enterprise.

Sub-IPT and IPT Identification and Priority Ranking. IPTs were tasked with identifying technological capability
gaps in need of research and/or development in their respective mission areas. The initial identification of gaps
oceurred at the sub-IPT level. To guide and structure this effort, S&T provided the sub-IPTs with a template for
consistent data collection. The sub-IPTs ranked each of the identified gaps as a high, medium, or low priority for
R&D-based capability development within their specific topic area.

Moving up one level, the IPTs performed a second round of priority ranking of identified gaps. Compiling the priority
gaps from across their sub-IPTs, each IPT validated the lists and identified additional gaps as applicable, The IPTs
then assigned a ranking of high, medium, or low pricrity to each gap on the list.

Real-world events in 2015 (i.e., the attacks in Paris and San Bernardino) delayed the establishment of the
Counterterrorism (CT} IPT. As & result, the CT IPT did not submit gaps for consideration by the SRC in FY16, though
some of the CT sub-IPTs did convene to identify priority gaps within their specific topic areas.

SRC Priority Ranking. The SRC performed the final priority ranking of gaps from each IPT that completed the
process for FY16. As aresult, the SRC voted on the high-priority gaps submitted by four of the five established
IPTs. The SRC convened a meeting to review and discuss the top-priority gaps from each IPT to identify the gaps
determined to be most important for DHS R&D investment. As part of the SRC voting process, each IPT chair
presented the high-priority gaps nominated by his/her IPT and the SRC members voted 1o validate each gap as a
high priority or re-designate it as medium or low. Through this process, the SRC identified a total of 24 high-priority
technological capability gaps in need of research and/or development across the IPTs, General descriptions of the
high-prigrity DHS technelogical capability gaps identified for FY16 are provided in Table 1.



IPT

Aviation Security

Bivlogical Threat

Border Security

Cyhersecurity

Technological Capability Gap

Capability to accurately identify and screen checked baggage based on the owners Passenger Clearance
Ranking

Capability to verify a passenger's identification

Enhanced ability to conduct primary screening of passengers in aviation security screening checkpoints
{eurrently performed by advanced imaging technology and walk-through metal detectors) that provides the
ability 10 distinguish threats fraom non-threats that are placed on the body

Enhanced risk-based screening algorithms development for security technology to support operator and
associated policy decisions
Improved capability to allow operators to screen passcngers' carry-on and checked bags for prohibited items to

protect against sophisticated IED attacks (various explosive types)

Improvement needed for screening methods against attacks using cargo IED, one or more, when in flight
(various explosives types)

Compact Personal Protective Equipment PPE; Emergency/Escape Hood

Decision Support for Operational Decision Making, including PPE use

Means for field agents to detect, identify and classify the presence of biological agents
Biological dispersion event modeling

Data assimilation and predictive analysis to inform decision making in the field and operations centers

Advances to allow for better timeliness to verify a biological attack

Biometric Entry and Exit {counting and mecasuring)

Improve performance of non-intrusive inspection (NI} detectors and/ or sources
Small Dark Aircraft Detection and Timely Interdiction

Sensor and Intelligence Information Sharing and Data Analytics

Land/ In-Between Ports-of-Entry Situational Awareness

Tunnel Detection, Surveillance, and Forensics

Maritime Surveillance and Communications in Remote Environments

Small Dark Vessel Detection

Distributed Cloud-Based Communications and Monitoring

ICS Control Systems, Cyber Sensors. Analytics, and Prevention Capabilities
Method for forensic examiners to capture user data from networked devices {the “Internet of Things™)

Lack of cybersecurity effectiveness, severity, and comparative metrics

Tahle 1. Highest-Priority Gaps Resulting from the FY16 IPT Process




The following section provides amplifying information about the gaps listed in Tahle 1. This includes a description
of the relevant IPT mission area and the need(s) associated with each high-priority gap. Taken together, this
information provides context to help industry and the public understand the Department’s priority needs, which
can lead to the identification of potential technology solutions that address our most pressing homeland security
challenges.

Aviation Security: The aviation security envircnment presents a constant demand to detect evolving threats while
prometing a positive passenger experience. The end goal is to reach non-invasive security screening at our naticn's
airports while meeting its mission of preventing terrorist attacks and ensuring speedy and lawful trade and travel.
The aviation needs of the department focus around detection of threats on passengers and in baggage, in addition
to authenticating the identity of passengers.

m As passengers receive a Transportation Security Administration {TSA}-defined passenger clearance ranking,
it would be advantageous to link the ranking to a passenger’'s checked bagpage to assist operators in the
haggage screening process.

m Passengers can present a variety of forms of identification to Transportation Security Officers for security
screening at the airport. The ability to quickly and accurately identify and verify these multiple types of
identification is a key part of aviation security. Improved capabilities to verify a passenger's identity against
the provided identification would help to expedite this process.

m Screening of passengers for threats concealed under clothing allows Transportation Security Dfficers to identify
and mitigate threats to aviation security. DHS seeks an enhanced capahility to conduct primary screening of
passengers at aviation security checkpeints that results in reduced divestiture and expedited screening,

m TSA has shifted to a risk-hased, intelligence-driven security model. TSA looks to improve capabilities to support
operator decision making in passenger and carry-on baggage screening and enhance the ahility to adjust
security posture based on risk.

m Security threats are constantly evolving and present new challenges in screening passengers and baggage.
DHS is looking to improve its efficiency in screening passengers’ carry-on and checked baggage for prohibited
itemns.

m Cargo secunty threats continue to evolve, making it necessary for DHS to identify enhanced screening methods
against cargo threats.

Biological Threat: Biclogical threat security focuses around the prevention of release as well as detection of
and protection against prigrity biglegical threats and hazards known to pose particularly high risk to the nation,
Operators related to this threat area play a variety of roles and require personal protective equipment, detection
and warning tools, and modeling and predictive analytics capabilities.

m |n the event DHS operators are exposed to a biclogical threat, improvements in current escape hood personal
protective equipment (PPE) will be beneficial. The PPE must he compact, portable, and quickly deployable
while providing a full spectrum of protection.



m |n the event of a higlogical attack or release, knowing what to do next is key and requires improved decision
support tools, Improved decision support systems that integrate planning assumptions, formulas, and
algorithms into one tool are required to translate situational awareness and intelligence into guidance to inform
decision making. This alsg includes the use of PPE.

m For a wide range of DHS field agents, identifying a biological agent is critical to the overall response. The
Department is interested in identifying improved means for field agents to detect, identify, and classify the
presence of specific agents in a variety of settings. The overall process must be cost-effective and must not
impede operations,

m The way a hiological agent behaves once released is a major factor in responding to an event. Dispersion event
modeling is needed across various media and environments for a wide array of hiolpgical agents, as well as
human and animal diseases that are transmissible via air, water, and non-organic hosts. The modeling must
include the transport of hiological agents within the soil, surface, and atmgsphere continuum, and provide
numetical estimates and graphical analysis of their dispersion.

m |t is essential that the Department expand its data assimilation and predictive analysis to inform decision
making in the field and operations centers. This includes assimilation and analysis of situational awareness,
models, planning assumptions, and surveillance data in a manner that provides real-time trend analysis and
intelligence to predict operational risks and capability requirements. The capability must include a scalable,
mathematical algerithm that estimates risks for individual trade and travel entities and provides: 1) "pattern
of concern” recognition; 2} associations between entities from various port of entry environments {(e.g.. cargo,
passenger, express consignments, international mail}; and 3) alerting capabilities,

m The Department is seeking advancements in its ahility to quickly verify biological attacks or releases hy
improving technologies and processes from the point of sampling and detection to testing. This capability
should include the ahility to obtain immediate confirmation of a bislogical incident that will allow for improved
protective measures and deployments.

Border Security: DHS is responsible far securing our borders while expediting lawful trade and travel. This
includes the security of 7,000 miles of terrestrial border with Mexico and Canada, air domain awareness within
the United States, the security of the maritime approaches of the United States, and security of the nation’s air,
land and sea ports of entry. Border security presents complex challenges due to geographic locations, modes of
transpartation, trade and travel volume, and transnational criminal organizations,

m The Department is seeking to strengthen security and increase efficiency of DHS Traveler Inspection Operations
at entry to and exit from the country by more effectively using information, new technologies, and process
optimization 1o recognize dangerous individuals and facilitate rapidly growing lawful travel, trade, and
tourism, Advancements in biometric and identity technologies, mobile capabilities, and other complementary
capabilities will enable access to real-time information, increase situational awareness, and enahle holistic
improvements for travelers and DHS officers as well as airport, aitline, and other stakeholders. The capabilities
must be suitable for use by a demographically diverse traveler population, cost-effective, simple, transparent,
and able to integrate seamlessly into the inspection/travel process.




Non-intrusive inspection technologies allow DHS border agents and officers 1o detect contraband and illegal
activity at air, land, and sea ports of entry while expediting lawful trade and travel. The Department is looking
to increase the performance of existing inspection systems while also developing new non-intrusive inspection
capabilities.

Criminal organizations fly small aircraft at low altitudes across U.S. borders and within the U.S. to transpart
illegal drugs and suppart other illegal activity. The Department is looking to expand its ability to detect these
aircraft and enable their timely interdiction. This ability must provide reliable and accurate detection, tracking,
and classification of small, low-flying aircraft, including unmanned aircraft systems (UAS) and non-traditional
aviation technologies (NTAT). such as ultralights or gyrocopters. Additionally. once a UAS/NTAT has been
captured, law enforcement needs the ability to perform farensics to aid in the investigation and prosecution of
any criminal activity.

DHS is looking to increase the Department's sensor and intelligence information-sharing and data analytics
capability. The goals include: 1} providing the ability to collect, identify, prioritize, characterize, and integrate
existing maritime, land, air, and port of entry data from Federal, State, local, tribal, and international sources;
2} performing data analytics 1o turn the data into actionable intelligence; and 3) sharing that actionable
intelligence with Federal, State, local, tribal, and international law enforcement partners.

Border security along the narthern and southern terrestrial borders of the United States presents a host of
challenges. DHS is seeking to expand its situational awareness of the land border in-between land ports

of entry. Improvements should include proficiency in detecting, tracking, and classifying illegal smuggling or
immigration activity in difficult terrain, during harsh weather, and in remote locations algng the northern and
southern borders.

Cross-border tunnels are dug by transnational criminal organizations to smuggle contraband, people, and
potentially weapons of mass destruction into and out of the United States. The Department is seeking to
improve the detection of cross-border tunnels, exploit them after they are found, and perform forensics and
other investigative actions required to identify the organizations and people responsible.

Remate maritime smuggling routes present challenges for DHS law enforcement. The Department is looking

to advance its maritime surveillance and communications capability for remote, off-shore, illegal smuggling
routes and U.5. statutory areas of responsibility, including the Atlantic, Pacific, Gulf of Mexico, Great Lakes,
and Arctic regions. This includes improving shore-based sensors and exploiting offshore detection capabilities
to increase DHS's maritime situational awareness.

Small vessels can go undetected by law enforcement and be used to smuggle people or contraband, perform
reconnaissance, or convey weapons of mass destruction. The Department is seeking enhancements to its
small vessel detection capabilities to religbly and gecurately detect, track, and classify small vessel threats
fincluding pangas, semi-submersibles, go-fast boats, and other vessels) 10 enable their timely interdiction.



Cybersecurity: Cyher-threats could have detrimental impacts to the nation’s economy and security. Integrated
into aur nation's critical infrastructure across the government and the private sector, cybersecurity is a top concern
for DHS. The growth of the Internet of Things, cyber criminals, and a growing dependence on digital devices bring
layers of complexity to cybersecurity that require technelogical advances.

m To ensure the security of cloud-hased solutions, it is essential to have the capability to identify malicious and/
or anomalous behavior and quickly mitigate the potential damage that behavior could cause, The Department
is seeking to increase and improve distributed cloud-hased communications and monitoring agents for
identifying the malicious hehavior of other entities within a distributed system. In addition, DHS would like
an expanded ability to characterize the limitations of actionable analysis of different levels of administrative
access; develop algorithms capahle of operating at different privilege levels; and provide the capability to
identify and characterize threat vectors specific to use and communicate with cloud-based computational
clusters and storage.

m Securing industrial control systems that enable the operation of the nation’s critical infrastructure is an
essential element of gur nation’s security. DHS is logking for more robust sensor data collection, analysis, and
prevention capabilities for industrial control systems and their associated systems.

m To solve cases, forensic examiners increasingly rely on the data stored on a variety of digital devices. To
expand its support for law enforcement operators, DHS is looking to improve existing or develop new methods
to extract and analyze data from networked devices (the “Internet of Things™} for examination and use as
evidence in criminal cases.

= Understanding the effectiveness of cybersecurity efforts is essential to any successful cybersecurity program.
The Department is logking for improved methods to measure cybersecurity effectiveness, including the ability
to measure incident severity and to compare security metrics. DHS is seeking methodologies that can compare
security metrics {algorithms, efficiency, completeness, and correctness) such that disparate metrics can be
combined to improve security situational awareness and help inform future capability deployment and funding
decisions.




R&D Efforts to Develop Technology Solutions

The FY16 IPT process also identified existing R&D efforts that address the highest-priority technelogical capability
gaps. DHS R&D efforts were identified in two ways. The sub-IPTs and IPTs documented R&D projects as they
worked to identify priority capability gaps within their mission areas. In addition, S&T initiated a data call to all
DHS compenents requesting information on ongoing research and/er development activities. The information
compiled through these efforts represents the Report of Coordinated DHS R&D.

The IPTs then identified R&D efforts that address high-priority gaps. For gaps with insufficient or no corresponding
R&D, the SRC recommended additional or new R&D investments to address those gaps. The specific additional or
new R&D will be addressed through various S&T and compenent resource allocation processes and is expected

to influence the Resource Allocation Plan for FY18 and beyond. The SRC-identified high-priority technological
capahility gaps and the existing R&D efforts that address those gaps are presented in the High-Priority Technology
Solutions document.

Resilience as a Factor in Priority Ranking

Resilience continues to evelve as a factor influencing R&D efforts across multiple DHS missions. Resilience is
defined as the ability to prepare for and adapt to changing conditions and withstand and recover rapidly from
disruptions.’ The IPTs identified technological capability gaps and ranked them as high, medium, or low priority
within their specified mission areas. As the IPT process evolves, the priority ranking methodology will incorporate
an ability to evaluate gaps and related R&D efforts based on the extent to which they enhance resilience at a
national, community, or individual asset level.

During the FY16 IPT cycle, DHS conducted an additional analysis focused specifically on identifying resilience-
oriented efforts. Each of the described gaps and corresponding R&D efforts was evaluated for its contributions
toward building resilience. An initial set of weighted resilience indicators aided in the process of identifying and
classifying these efforts. This analysis lays the groundwork for linking resilience considerations to the priority
ranking of gaps in future IPT cycles.,

‘Presideqtia Policy D rect ve 21, Critical Infrast-ucture Secur ty and Resilience, Fea-uary 2013,



V. Implementation: A Department-wide Approach

The IPT Process in Future Years

The IPT process outlined in this report proved effective in producing results in FY16, despite the abbreviated
timeline and the effort required in establishing the IPTs. Consistent with the Secretary’s guidance, the process
must be repeatable and flexible to provide a robust foundation for current IPT operations and future evolution of
the process. Figure 3 illustrates how the IPT process will continue as an annual cycle,
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Figure 3. IPT Annual Process and Timeline

It is important to note that the timeline depicted here reflects only the sub-IPT and IPT efforts that focus on
developing final lists of high-pricrity gaps for consideration and ranking hy the SRC for g given fiscal year. The
IPTs and sub-IPTs are free to meet throughout the year, as they deem necessary, to collaborate on identifying and
consolidating high-priority technological capability gaps within their mission areas.




The DHS enterprise continues to strive toward institutionalizing a systematic, component-driven approach that
leverages a well understood and accepted definition of R&D to provide consistent outcomes in successive years.

The DHS IPT process is designed to:

® [dentify duplicative DHS R&D activities and recommend ways to reduce duplication;

= Provide an oversight platform to coordinate cross-component collaboration and track the investment profile of
each project to ensure progress and schedule maintenance; and

m Result in the development and transition of effective solutions to address priority technological capability gaps
across the Department.

Because the priority ranking of gaps may lead to R&D investment decisions involving multiple components, it is
critical that the process for determining priorities be credible, transparent, and as ohjective as possible. This will
help to instill confidence among component and external stakeholders that DHS is identifying and addressing
critical homeland security research needs.

Ensuring Continuous Improvement through Future Cycles

IPTs are used effectively across the Federal Government to bring together diverse stakeholders to work
collaboratively toward a common goal. Despite the success of many well executed IPTs, the IPT approach is often
poorly understood, defined, designed, and implemented. The DHS IPT process includes a series of steps to ensure
the identification, prigritization, and coordination of all R&D within the Department. These steps include:

m Defining clear objectives and outcomes for the IPTs;
m Developing a common process and approach for the IPTs;

m [Establishing a governance structure that allows for growth and improvement while maintaining foundational
guidance and metrics to achieve targeted outcomes;

Executing IPT activities, which requires gaining component consensus while maintaining IPT process integrity; and

Providing ongoing management and evaluation to ensure that the process remains effective over the long term.

The last step above is the most critical to the sustainability of the DHS IPT process. The IPTs and S&T
representatives will document lessons learned throughout the process. Because evaluation of the IPT process
should not rest with one entity, S&T initiated an annual, independent After Action Review {AAR} of the IPT process.
The AAR will provide an objective assessment of the process and validate linkages to the priorities of DHS
components, to demonstrate credibility with internal and external stakeholders.

The AAR will provide recommendations for ensuring a sustainahle, defensihle IPT process for future years by:

m Evaluating the priority ranking methodology and any metrics used to assess component needs, for validity and
transparency,



® Evaluating the results of each IPT cycle, to assess whether it produced a reasonable set of high-priority gaps
and corresponding R&D efforts {investments); and

m |dentifying lessons learned and providing recommendations for corrective actions and process improvements
that can be implemented in future IPT cycles.

Alignment of the IPT and JRC Processes

The IPTs and the JRC follow two distinct but mutually suppeortive and interdependent processes. The IPTs focus on
R&D efforts while the JRC focuses on operational requirements, hut there are several touch points that present
important informatign-sharing opportunities for the IPTs and JRC. Figure 4 on the next page illustrates the touch
points hetween the two processes.

Through the Joint Requirements Integration and Management System (JRIMS) process, the JRC reviews and
validates component-submitted operational capability gaps, associated requirements, and proposed courses of
action to mitigate those gaps.

As noted earlier in this report, during the FY16 cycle, JRC representatives participated in the sub-IPTs and had
a voting seat on the SRC to provide expertise in requirements and gap identification and facilitate information
sharing between the two processes.

By sharing information, the IPTs and JRC can leverage one another’s expertise and reduce the reperting burden
on DHS components. As the JRC builds out processes for operational capability gap collection and requirements
validation and prioritization, resulting information outputs can be shared with the IPTs, Similarly, the IPTs can
inform the JRC of capability gaps that may require R&D.

R&D efforts identified by the IPTs may develop solutions that are transitioned to component users through
acquisition programs or used to fill a JRC-identified operational capability gap. In future cycles, the IPTs will
continue to share information on current and planned R&D efforts and inform the JRC of technologies that are
approaching transition readiness.

The JRC continues to mature its processes for joint assessment of requirements and operational capability gap
prioritization, The level of direct interaction between the IPT and JRC processes will increase over time as the JRC
assumes a lead role in prioritizing joint cperational capability gaps and requirements. Future iterations of the IPT
process will leverage existing analysis from other organizations in DHS to enhance the translation of JRC-identified
operational capability gaps to IPT-identified technological capability gaps.
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Development and Transition of Solutions to Address Priority Gaps

The Secretary charged the IPTs with developing and reporting metrics for the transition of technological

solutions to close capability gaps. To support this objective, DHS developed a process (see Figure b) for assessing
high-priority gaps to inform decisions on solution development and transition. Each step in the process requires
cogrdination among the three appropriated R&D entities within DHS {DNDO, USCG, and S&T) and other DHS
components with equities in a given gap.

The first step ensures an understanding of the mission need associated with a priority gap to support further
analysis. During the second step, analysts identify existing technology opportunities and market information that
may support a gap.

Problem Solution Transition

Definition Development of Solutions

Detine the problem Canductinitial tech & Determing if additional Pursue development Facilitate the delivery
{need} associated with market analysis using  analysis is needed; and/or  options, based on the of sustainable and
each gap in sufficent available information Review options and end use & maturity of marketable
detail ta suppart tech & and resources determine path forward for a solution capahilitics to HSE

market analysis solutions to close gaps

Figure 5. Assessing High-Priority Gaps to Support Solution Development and Transition

A decision point occurs between the second and third steps in the process, when sufficient information exists to
support decisions on solution development or refinement. If sufficient information does not exist, g decision ¢an be
made to perform additional analysis. Based on initial findings, component and S&T representatives will coordinate
with other DHS and external partners to review options and support an appropriate path forward to close priority
gaps. Transition planning is an integral consideration throughout the process to ensure the proposed solution can
and will he appropriately transitioned for use.

Appendix B provides more infarmation on developing and transitioning solutions to address high-priority gaps.

Technology Assessments and Acquisition Programs

In the August 2015 memo, the Secretary directed S&T to conduct a systems engineering review and technology
assessment of the technical solutions in major DHS acguisition programs and provide a report to the Chief
Acquisition Officer and the JRC prior to the decision to enter the “obtain” phase of the Acguisition Life Cycle.
The results of the IPT process can inform a DHS acquisition profile that aligns to the high-priority technological
capability gaps across DHS mission areas. Technology assessments help to ensure the technical readiness and
feasibility of solutions intended to address those high-priority gaps.




S&T has begun to conduct technical assessments on proposed and estahlished Department acquisition programs.
A technical assessment is a combined system engineering review of an acquisition program and an assessment
of the technologies that are necessary to realize the capability that the acquisition program intends to deliver.

S&T will conduct technical assessments of ongoing acquisition programs in FY16 and will conduct additional
assessments in FY17 and beyond. In the future, where an assessment determines that major technical risk and/
or overall program risk is high, follow-on technical assessments may be conducted during the acquisition cycle to
manitor these risks.

Systems engineering technical assessments provide greater understanding of the technical maturity of solutions
that DHS intends to acquire, The results of these assessments provide information on;

® The ability of an acquisition program to deliver the needed capability on schedulg;
m Potential opportunities to augment the program with new or additional capabilities; and

m Potential new gaps and associated R&D efforts that could he addressed through proposed and existing
acquisition programs,



VI. The IPTs in Summary: Current and Next
Generation

In August 2015, the Secretary issued a memorandum directing the establishment of IPTs to identify DHS
technological capability gaps and coordinate R&D efforts to close those gaps across the mission areas of the
Department. Consistent with the Secretary's guidance, S&T developed an initial IPT process that delivered

results in FY16 and provides a solid blueprint for future evolution. The initial IPT level of effort established an

IPT governance structure, guidance, data collection templates, and an outreach platform available across the
Department. DHS components implemented the process through three main bodies—sub-IPTs, IPTs, and the SRC-
and incorporated feedhack from additional DHS HQ organizations through the Technical Advisory Board (TAB). The
process supports Departmental unity of effort by facilitating cross-component collaboration and traceability of
R&D efforts.

The Secretary outlined the following primary objectives for the IPTs:

= [dentify and prioritize technological capability gaps and corresponding efforts 1o develop solutions to close those
£aps,

Identify R&D being performed across DHS, both in traditional R&D funding lines and in component acquisition
programs;

Ensure that technology being acquired meets DHS and compaonent mission needs;

Identify and de-conflict duplicative R&D efforts; and

Develop and report metrics for the transition of technological solutions to close gaps.

The two documents delivered 1o the Secretary address the first two objectives. The IPT process established for the
FY16 cycle provides the foundation to achieve the remaining three objectives in future cycles. In 30 doing, the IPT
process will address the GAQ recommendations to improve R&D tracking and coordination across the Department.

S&T established five chartered IPTs in FY16, all of which had active sub-IPTs that met and identified mission-focused
capability gaps. Four of the five IPTs completed the process by providing priotity gaps 1o the SRC.

During the FY16 IPT process, DHS conducted an additional analysis focused specifically on identifying cross-cutting,
tesilience-oriented efforts. Because resilience influences R&D activities across multiple mission areas. DHS evaluated
the IPT-identified priority gaps and corresponding R&D efforts for their contributions toward enhancing resilience.

Building on the process established to date, the IPTs will continue to evolve as the central mechanism by which
the Department identifies and coordinates its R&D efforts to DHS priority missions. To ensure a sustainable and
defensible process for future years. S&T initiated an annual, independent AAR of the IPT process. The initial AAR
will assess the effectiveness and transparency of the methodology and results from the FY16 process and identify
lessons legrned to support recommendations for improvement in future cycles.
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ICE
IED
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U.S. Citizenship and Immigration Services
U.3. Secret Service
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Appendices

This section contains appendices that provide supporting information on topics referenced in the report, as follows:

= Appendix A: Integrated Product Team Structure and Functions - Describes the IPT governance structure and
functional process established in FY16.

m Appendix B: Development and Transition of Solutions to Address Priority Gaps - Outlines the process by
which DHS will assess high-priority gaps to support decisions to develop and transition solutions to address
those gaps: and describes DHS activities that support solution development and transition.







Appendix A - Integrated Product Team Structure
and Functions

In response to the Secretary’'s August 2015 memorandum, S&T established an operational framework and process
for FY16 to support the stand-up, governance, and ongoing operations of the IPTs. Composed of three main
implementing bodies—suhb-IPTs, IPTs, and the S&T Research Council (SRC}—plus an advisory hoard, the FY16 IPT
process engaged executives and staff from acrpss DHS to identify technplpgical capability gaps and priority R&D

efforts to close those gaps.

Identify gaps hased on Prioritize technological Prioritize gaps and
mission neets and capabiiity gaps and corresponding R&D
operational requirements corresponding R&D across IPTs

LO

Provido export input &
guidance to SRC

Figure 1. IPT Governance Structure

Sub-IPTs

The sub-IPTs included comppnent and S&T staff with expertise in a specified tppic within the larger missipn area of
their respective IPT.

The bulk of work performed as part of the IPT process was accomplished at the sub-IPT level. A representative
from the IRC participated on each sub-IPT to ensure alignment with the IRC process and consideration of the
requirements identified through that process. In FY16, the suh-IPTs performed some pr all of the following
activities:

m |dentifying high-priority technological capability gaps based on mission needs and operational regquirements;
®m Documenting ongoing DHS R&D activities within their area of focus; and

m |dentifying R&D effprts that address high-priprity gaps.

Integrated Product Teams

The IPTs were composed of senipr-level staff and executives from acrpss DHS whp are emppwered tp act pn hehalf
af their components. IPT members worked collaboratively to conduct same or all of the following activities in FY16:

m Considering the technplpgical capability gaps identified hy the sub-IPTs and develpping a list of high-priprity
gaps acrpss the IPT mission space;

m Validating any ongping DHS R&D activities identified by the sub-IPTs; and




® Reviewing R&D activities identified by the sub-IPTs and generating a list of R&D efforts that address high-
priority gaps across the mission space.

In addition to inputs from the sub-1PTs, the IPTs considered additional component needs that fell within the scope
of the IPT mission, as well as any new or emerging priorities identified by Department leadership or dictated by
real-world events.

The IPTs worked closely with legal, policy, civil liberties, and privacy advisors to ensure that appropriate protections
were built into planned outcomes and issues were addressed through review and adjudication cycles.

S&T Research Council

For FY16, the SRC included the companent senior executives who chair the IPTs, a chair from S&T, and a senior
representative of the JRC. Each IPT provided the SRC with a list of high-priority mission-focused gaps and
corresponding R&D efforts. The SRC reviewed the consolidated inputs from the IPTs and generated a list of high-
priority technological capability gaps and corresponding R&D efforts across the IPTs,

A seniar representative of the FRRG also participated in the SRC, to ensure alignment and awareness of top-
priority needs of responders in the field. The FRRG identified priority capability gaps and R&D efforts for the State
and local responder community and submitted this information to the SRC. The FRRG provided input to SRC
deliberations as appropriate, but did not vote on the DHS component-driven priorities identified by the IPTs.

To ensure a broad view across the full spectrum of DHS R&D, the SRC required input from many stakehaolders
within DHS, beyond the information provided by the IPTs. This report reflects that additional input, gleaned
primarily from two sources:

1) A data call te all DHS components to identify ongoing research and/or development activities across the
Department; and

2} A Technical Advisory Board (TAB) that reviewed and advised on SRC recommendations and draft products.

Technical Advisory Board

The TAB included senior representatives from DHS HQ components and offices that did not participate in the
IPTs. Chaired by the DHS Oifice of Policy, the TAB provided advice on key milestones and recommendations, as
requested by the SRC.

In FY16 and going forward, the TAB may conduct or support the following activities;

B Reviewing and commenting on draft SRC products;
m Responding to queries related to the technical content or execution of the IPT process,

m Providing input to a consensus-hased process for ranking gaps and corresponding DHS R&D activities in
accordance with SRC guidance.



Appendix B - Development and Transition of
Solutions To Address Priority Gaps

The Secretary identified several objectives for the IPT process, including develaping and reporting metrics for the
transition of technological solutions to close capahility gaps. To this end, DHS developed a process to assess
the high-priority gaps identified by the SRC 1o inform decisions on how best to move forward in addressing the
gaps. This process, illustrated in the figure belaw, requires coordination across DHS ta ensure that all component
equities are represented and that appropriate programs are leveraged to support process objectives.

Problem Solution Transition

Definition Development of Solutions

Detine the problem Conductinitial tech & Determing if additional Pursue development Facilitate the delivery
{need} associated with market analysis using  analysis is needed; and/or  options, based on the of sustainable and
each gap in sufficent available information Review options and end use & maturity of marketable
detail ta suppart tech & and resources determine path forward for a solution capahilitics to HSE

market analysis solutions to close gaps

Figure 1. Assessing Priority Gaps to Support Solution Devefopment and Transition

The first step ensures an understanding of the mission need associated with a priority gap to support further
analysis. Analysts then identify existing technology apportunities and market infarmation that may support a gap.
A decision point occurs between the 2nd and 3rd steps, when sufficient information exists to support decisions on
solution development or refinement. If more information is needed, additional analysis may he pursued.

To implement the process effectively, a dedicated team will he formed to focus on each gap. These teams should
include compaonent and S&T program managers and other subject matter experts with working knowledge of

the gap, as well as representatives of DHS activities that support the development and transition of solutions to
address the gap. The technology scouting and technology transition activities play a role throughout the process,
as described below.

Technology Scouting and Market Analysis

Technology scouting and market analysis provide critical information about technologies that are or have been
developed, deployed, and utilized in a given market sector. This information enables DHS to make better decisions
about how it invests in R&D. This information can:

m |dentify existing technologies that could he adopted or modified;
m Determine what technologies are being used and/or acquired in a given market;

m Pravide informatian on legacy systems, buying patterns, lifecycle and maintenance costs, and regulatory and
policy issues; and

m |solate early adopters of new technologies.




Technology Transition

DHS provides mechanisms and services that support the conversion of technologies, standards, and knowledge
products to the operational environment. This process includes leveraging the technology scouting and market
analysis activities described above; designing formal transfer agreements, employing tools such as Partnership
Intermediary Agreements (PIA} and Cooperative R&D Agreements (CRADA); assisting with patent applications; and
tracking and managing intellectual property for DHS and its partners.

Brief descriptions of other programs and activities that support solution development and transition are presented
below, in alphabetical order.

Center of Innovation. S&T manages the United States Air Force Academy (USAFA) Center of Innovation (Col),
which is designed to create novel capabilities from emerging industry research technologies that will eventually
enable commercial off-the-shelf {COTS) products. The Col enables the Federal Government to canduct cooperative
research with leading private industry technology companies. The Col 15 in the process of integrating several
industry technologies to examine alternatives for better communication and collaboration among Federal
Government organizations.

In-Q-Tel. In-Q-Tel {IQT} is an independent, not-for-profit organization that invests in venture capital startup
companies that support intelligence and homeland security needs. IQT provides a conduit through which DHS can
anticipate and leverage technology trends to support near-term development and piloting activities that address
priaritized capability gaps.

Interagency Programs. DHS develops trusted partnerships with other Federal Government agencies to leverage
combined investments and resources in support of R&D programs and initiatives. The Homeland Security Act
of 2002 gives 5&T the responsibility to coordinate with other appropriate executive agencies in developing and
carrying out the science and technology agenda of the Department to reduce duplication and identify unmet
needs.

International Programs. DHS develops partnerships with foreign governments and international organizations
to enhance scientific and technical knowledge for the homeland security enterprise (HSE). These partnerships
will provide HSE stakeholders with access to innovative R&D knowledge, funding, and other unigue capabilities
and resources. S&T currently manages partnerships with Australia, Canada, France, Germany, Israel, Mexico, the
Netherlands, New Zealand, Singapore, Spain, Sweden, the United Kingdom, and the European Commission.

National Labhoratories. DHS maintains critical laboratory assets and coordinates related activities to support
technological innovations, scientific breakthroughs, rapid response capabilities, and solution deployment, S&T
aversees a network of five DHS laboratories and coordinates with 13 Department of Energy (DOE) National
Laboratories in support of DHS priorities and missions. The DOE Labs can support the gap assessment process by
helping to validate capability gap analyses and improve requirements generation.

Operational Experimentation. Operational Experimentation (OpEx) is a method of operational analysis designed
to generate end-user feedback on operational requirements and technologies to support a broad range of
homeland security stakehglders. This process demonstrates technologies in real-world scenarios to determine
operational constraints and the efficacy of a spansored technology in a given mission space. |deally, there will be



OpEx events centered on specific capability gaps identified by each of the IPTs. The results of these events will be
coordinated with the Joint Reguirements Council to inform DHS acquisitions that address priority needs.

PIONEER. The goal of the Partnering for Innovation and Operational Needs through Embedding for Effective
Relatienships (PIONEER) program is to develep better relationships and enhance interaction between S&T and
DHS compenents to increase understanding of research and development processes. This program embeds

S&T scientists inte the operational environments of DHS components, enabling current-state awareness of the
components’ most critical needs. Concurrently, DHS component personnel are embedded into the S&T research,
development, test, and evaluation processes.

Prize Competitions. DHS prize competitions engage a broad range of talent through public crowdsourcing to
produce ideas and solve tough homeland security challenges. Prizes are most effective when there is a well-
defined preblem and the results of a competition can preduce change. DHS announces a problem or guestion to
the public (usually through publication in the Federal Register}, aleng with specific criteria for evaluating entries. A
diverse group of judges then assesses the submissions against stated criteria and ensures that desired results are
achievahble,

Research & Development Accelerators. The DHS Accelerator program is designed to attract innovators, while
keeping pace with the speed of technological advancement. Accelerators provide DHS with visibility and allow for
engagement with startup companies that are developing cutting-edge technologies. Accelerators and their private
sector networks provide a cost-effective way to engage a multitude of high-guality companies and influence their
development to align with DHS priority needs.

SAFETY Act Implementation. DHS has an office devoted to implementing the SAFETY Act, a law that may limit the
legal liability of companies that manufacture or sell technologies and services that have anti-terrorism capabilities,
The "Support Anti-Terrorism by Fostering Effective Techneologies” (SAFETY) Act was enacted by Congress as a direct
result of 2/11 and as part of the Homeland Security Act of 2002 (Title VII, Subtitle G). By capping liability, the law

promotes the creation, deployment, and use of anti-terrorism technologies to protect the homeland and save lives.

Small Business Innovation Research (SBIR). The DHS SBIR Program provides early-stage funding, based on
scientific merit, to U.S. small businesses to develep new technologies and innovations that have the potential

to meet DHS R&D needs. DHS S&T's SBIR program is focused on near-term commercialization and delivery of
operational prototypes to Federal, State, and local emergency responders and managers, as well as intemal DHS
entities. In addition, techneology solutions resulting from SBIR funding provided by other Federal agencies can be
leveraged through the S&T SBIR Program’s Other Agency Technology Solutions {OATS} pilot program, helping to
reduce the time from proof-of-concept feasibility to demonstration.

University Centers of Excellence. DHS manages 10 university Centers of Excellence (COE) that conduct research
and education in support of DHS majer mission areas. DHS components can use the COEs to answer research
guestions, access advanced capabilities and technical solutions, and find highly skilled future workers. COEs are
broadly based in DHS mission areas and have the flexibility to address new problems or unexpected challenges,
including those identified through the IPT process.




BIV

Research priorities for the COEs originate with the DHS components, which staff the Federal Coordinating
Committees {FCCs) for each COE and select the most mission-relevant projects. The FCC process is focused on
long-term challenges with uncertain outcomes, compared to the shorter term, better defined priorities addressed
by the IPTs. Technological capability gaps prioritized through the IPT process will inform new research questions for
the COEs. These guestions will be considered annually and biennially in COE reviews, during which some research
projects are discontinued and replaced by new ones.
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EXECUTIVE SUMMARY

Project Responder 4 (PR4) is the fourth in a series of studies begun in 2003 to focus on
identifying capability needs, shortfalls and priorities for catastrophic incident response.
The approach for the PR4 study allowed a longitudinal look at 11 years of enduring gaps
and needs, and distinguishing them from emerging needs and technology. The results of
this study are captured in this Project Responder 4: 2014 National Technology Plan for
Emergency Response to Catastrophic Incidents.

PR4 identifies a set of enduring and emerging capability needs, frames them into
technology objectives and assesses the state of science and technology to meet those
needs. Findings are based on discussions with federal, state and local first responders as
well as technical subject matter experts (SMEs). These interactions ensure that potential
solutions reflect operational considerations and are based on an actionable and achievable
technology path.

Capability Needs

This document identifies 14 capability needs that responders believe represent the highest
priorities for improving their ability to respond to catastrophic incidents. Each of the
capability needs may be improved, in whole or in part, through the application of
technology solutions. The capability needs include enduring needs that were identified
across the previous phases of Project Responder and emerging needs that will allow
responders to leverage technological advances occurring in other fields. Responders
prioritized these needs based on their impact on responder safety, population safety.
consequence mitigation, decision-making and utility across multiple incidents.

Response Technology Objectives

This plan identifies 42 response technology objectives (RTOs) that address the 14 PR4
capability needs. The RTOs translate the capability statements into actionable,
technology-centric objectives. Each identifies a high-level technology solution (or part of
a solution} designed to improve the capabilities of the response commnunity. Each
capability need has at least one corresponding RTO, and some RTOs can address multiple
needs. The RTO descriptions include projects that represent a proposed path forward for
increasing capability. This plan also contains a series of technology road maps that
ittustrate the project timelines and resource requirements suggested by the SMEs for each
RTO. In addition, the road maps highlight synergies and dependencies in the
development process. This plan is intended to inform FRG as it makes investment
decisions and proceeds with an acquisition strategy designed to address enduring and
emerging emergency response needs. The capability needs and the related RTOs also
provide DHS and other government agencies, academia and private industry with a vision
toward which they can direct their efforts.



INTRODUCTION

Background

Responding to a large-scale catastrophic incident requires the coordination of personnel,
equipment, communications, tactics, regulations and priorities, as well as the sharing of
information and intelligence among many agencies and entities. This coordination and
information sharing is difficult under normal circumstances but is exacerbated when the
event is traumatic, the damage is widespread and the threats and dangers evolve.
Inevitably, a catastrophic incident exceeds the resources of locatl jurisdictions, requires
regional or national mutual aid and entails long-term response and recovery operations.
There are gaps between what response agencies can currently do and what they feel is
necessary for successful large-scale incident response. These gaps can be attributed to
insufficient resources, procedures or training necessary to accomplish missions, or to
changes that alter the response environment.

The Oklahoma City National Memorial Institute for the Prevention of Terrorism (MIPT)
funded an effort in Aprit 2001 to identify these gaps and improve the capabilities of {ocal,
state and federal emergency responders. That effort, called Project Responder, focused on
identifying capability needs. shortfalls and priorities for catastrophic incident response.
Because the response environment is constantly changing, Project Responder has
periodically reevatuated capability needs by engaging emergency responders from a
diverse set of disciplines and jurisdictions. Project Responder 4 (PR4) represents the
latest iteration in this continuing effort.’

The purpose of Project Responder is to identify gaps between the current capability of
emergency response agencies and what they consider necessary to respond to large-scale
catastrophic incidents.” These gaps are prioritized and analyzed to produce actionable
recommendations that have been used by DHS, other government agencies and private
industry to guide development efforts that specifically address articulated operational
needs. This effort is unique in its dedication to capturing the voices of responders from
both traditional and nontraditional response agencies as they describe their needs and
goals for policy, procedures and technology.3

It 1s beyond the ability of a single local or state agency to fund the development of new
equipment, set universal standards for processes and procedures, facilitate the integration
of existing resources and coordinate information-sharing protocols. State and local

1 - - - - -
See Appendix A for a history of Project Responder.

- Catastrophic incidents are defined in this document to include large-scale natural disasters and man-made
events (terroristic and accidental) that exceed the capabilities and resources of a local jurisdiction or
region.

" Project Responder uses the terms “emergency responders™ or “emergency response agencies” (o be
inclusive of raditional and nontraditicnal agencies that are necessary (or response (o calastrophic
incidents. This includes public safety entities (i.c.. law enforcement, fire, emergency medical services,
emergency management) and supporting entities (e.g., public health, public works, transit).



budgets are tight, and threats and hazards are numerous. It is the mission of the
Department of Homeland Security (DHS) Science and Technology Directorate (S&T) to
provide support when capability gaps cannot be satisfied at the state and local levels and
when 1nvestments in science and technology can provide advances to responders
throughout the country. S&T has an office specifically designated for this purpose. The
Support to the Hometand Security Enterprise and First Responders Group (FRG)
strengthens the response community’s abilities to protect the homeland and respond to
disasters.” The FRG does this through the development of existing and emerging
technologies, knowledge products and standards. To this end, FRG needs to understand
the capability gaps and priorities of the emergency response community as well as the
potential solutions to fill those gaps. This ensures that their investments are made
efficiently and effectively.

Previous iterations of Project Responder identified the capability needs of emergency
responders through multiple changes in the response environment over more than a
decade. PR4 builds on these efforts by examining the state of science and technology for
opportunities to address the most persistent and highest-priority capability needs and
develops a plan to address those needs. The FRG tasked the Homeland Security Studies
and Analysis Institute (HSSAT) to resume its efforts on Project Responder and to develop
this plan.” This document, Project Responder 4: 2014 National Technology Plan for
Emergency Response to Catastrophic Incidents, 1dentifies a set of enduring and emerging
capability priorities, frames themn into technology objectives and describes an incremental
and actionable approach to technology development. This approach is illustrated through
a series of technology road maps. Decision-makers, planners and acquisition personnel in
the FRG are the intended audience for this document. However, the contents of this plan
can atso be used by other DHS and government agencies, academia and private industry
to pursue targeted technology development opportunities.

This plan is based on an understanding of the capabilities needed to respond to
catastrophic incidents. The technology programs identified as part of this plan correlate to
the capability needs. HSSAI created this plan with the involvement and input of
emergency responders, who have ultimate responsibility for response operations. and
technical subject matter experts, who provided insight about the state of technology for
these capabilities.

* “Science and Technology Directorate Support 1o the Homeland Security Enterprise and First
Responders,” U.S. Department of Homeland Security, last modilication: n.d., htp:dfwww.dhs.govist-lry.

*In April 2004, the {irst Project Responder effort produced the Project Responder National Technology
Plan for Emergency Response to Catastrophic Terrorisn following an extensive eftort to understand the
capability needs of the emergency response community and identify potential solutions for those needs.
The 2004 plan focused on technology investment to improve capabilitics and included the development
ol technology road maps comprised ol initiatives 10 close gaps in responder capabilities. This document is
a second iteration of that document.



Methodology Overview

This section provides a brief overview of the analytical processes used to obtain and
assess data and to develop the plan’s findings. Appendix B provides a more detailed
description of each phase in the methodology.

The methodology consisted of data gathering and analysis based on HSSAI's research
and structured discussions with the response community and Subject matter experts. This
occurred through four phases: (1) identification and validation of enduring and emerging
capability needs; (2} identification of technology ohjectives to meet those needs; (3)
identification of potential science and technology solutions; and (4) development of a
technotogy plan and corresponding road maps. The graphic below iltustrates this process:
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Figure 1. PR4 Mcthodology

The goal of phase 1 was to identify the capability needs that should be addressed in the
plan and to validate those needs with a group of emergency responders. To do so, HSSAI
facilitated a series of virtual focus group meetings with members of the First Responders
Resource Group (FRRG) and InterAgency Board (IAB).> 7 During the meetings,
participants reviewed the capability priorities identified during Project Responder 3
(PR3) and suggested new or evolving needs. HSSAI identified a set of 14 capability
needs after analyzing the virtual meeting results. HSSAI then developed and distributed
an online prioritization tool that responders could use to prioritize among the PR4

® Virtual focus group meetings were held using a collaborative Web-based system, allowing participants to
review materials simultancously and provide input and feedback verbally and through posted comments.

7 The FRRG is distinet from the FRG. The FRRG is a mulii-disciplinary group of responders established to
provide input and feedback in support of the FRG’s development efforts. The 1AB is a federally chartered
advisory group ol state and local emergencey responders. 1ts mission is (o “strengthen the nation’s ability
to prepare for and respond salely and effectively 10 emergenceies, disasters, and CBRNE incidents.” For
further information. sec hitps:fiab.guy.




capability needs. Participants rated the capability needs according to overall priority,
criticality of need and other contributing factors.®

Simply identifying emergency response capability needs is not sufficient for technology
development decisions. It 1s iinportant to understand the actual capability gaps. These
gaps represent the difference between current capability and what responders believe 13
required to effectively and efficiently complete their tasks and mission. This requires a
clear articulation of the baseline capability—what responders have now—and the
quantitative and qualitative goals that describe what they believe is needed. To gather
initial data on baseline capabilities, HSSAI facilitated discussions with members of the
[IAB’s Strategic Planning Subgroup. Participants reviewed the 14 PR4 capability needs
and provided information and data about their current capabilities (technology, policy,
procedures and training) available for response operations.

The goal of phase 2 was to translate capability needs into technology objectives.
Technologists require an understanding of what is specifically needed before they can
pursue new and innovative solutions. They also need to understand the problems that
responders are facing and why current capabilities are insufficient. In phase 2, HSSAI
conducted a focus group that included emergency responders and technical Subject
matter experts to facilitate this understanding and identify RTOs. RTOs translate the
operational capability needs into technical terms.” Federal, state and local emergency
responders with experience in catastrophic incident response and recognized Subject
matter experts in fields related to the capability needs participated in the focus group,
held in Washington, D.C.. in November 2013. Responders described each capability need
and explained the operational 1ssues that they face. Technologists translated the needs
into RTOs that, as a whole, should address the capability needs.

Technologists are better able to identify a proposed path to address needs if they have a
concrete understanding of responder goals for each RTO. HSSAI conducted a workshop
in San Antonio, Texas, in March 2014 to capture these goals. Federal, state and tocal
responders participated in a series of facilitated discussions describing both their current
capabilities and what they believe is necessary to achieve mission success for each RTO.

The goal of phase 3 was to evaluate the state of science and technology to identify
potential technology solutions that meet responder needs. HSSAI conducted a series of
in-person and telephone interviews with Subject matter experts who work in fields related
to the RTOs. These experts were from national laboratories, government agencies,
academia, private industry and standards and professional organizations. HSSAI
conducted interviews with several experts in each field to obtain multiple perspectives
and inputs. The interviews produced information and data about the state of technology.
proposed paths to meet responder goals, associated resource needs and potential barriers.

% See Appendix C for a discussion of the PR4 Prioritization Process.
? See Figure 4 in the section on Key PR4 Concepts for a more complete definition of key terms used in the
development of this plan.



In the fourth and final phase of this effort, HSSAI assessed and integrated the information
from responders and Subject matter experts to identify actionable programs for increasing
capability. HSSAI also developed technology road maps that illustrate an integrated
pathway for capability advancement.

Enduring and Emerging Needs

The first Project Responder National Techrology Plan, published in 2004, was a unique,
multi-disciplinary examination of emergency response capabilities required to respond to
catastrophic events. It reflected a comprehensive review of capability needs across the
totality of the emergency response mission. Subsequent iterations of Project Responder
updated and prioritized those capability needs to reflect changes in the response
environment because of a focus on all-hazards response, the introduction of foundational
response doctrine, evolving threats and a constrained fiscal environment.

The second and third iterations of Project Responder did not provide recommendations of
potential technology solutions to meet the identified needs. There have not been
significant changes to the response environment since the PR3 report was published in
December 2011. Consequently, another comprehensive review of capability needs was
unnecessary. A number of capability needs have endured across all phases of Project
Responder. A review of results fromn the three previous Project Responder efforts
indicates that participants consistently rated a number of capabilities as a high priority.
Although the threat and response environments have changed over the intervening 12
years, many of the previously identified capability needs and gaps endure. Figure 2
ittustrates the continuity in prioritization of some capability needs.



Capability Priorities Across Time '’
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Figure 2. Projeet Responder Capability Prioritics, 200F to 2011

As depicted in this graphic, responders consistently 1dentify body protection, responder
location, interoperable communication (voice and data), logistics management and threat

"™ A color coding system is used throughout this report to provide an organizational structure whereby color
cues may help the reader understand which topic is being addressed (for example.. information related to
communications consistently uses red font or shading). Pages 15 to 17 illustrate the coloring assigned to

each capability need.

"' There were three capability needs related to communications in the 2008 Project Responder Review of
Emergency Response Capability Needs.

" There were two capability needs related 1o lagistics support in the 2008 Project Responder Review of
Eniergency Response Capability Needs.




assessment as priorities for capability advancement. HSSAI chose these enduring needs,
and the others identified as high priority during the PR3 effort, as the starting point in
identifying capability needs to address in PR4.

The other high-priority needs from PR3 include:

¢ Readily accessible, high-fidelity simulation tools to support training and exercises
in incident management and response

¢ The ability to remotely monitor the tactical actions and progress of all responders
involved in the incident in real time

¢ Communications systems that are hands-free, ergonomically optimized and can be
integrated into PPE

¢ The ability to detect, monitor and analyze passive and active threats and hazards
at incident scenes in real time

¢ The ability to rapidly identify hazardous agents and contaminants

¢ The ability to remotely scan an incident scene for signs of life and decomposition
to identify and locate casualties and fatalities

[t 1s also important to capture emerging needs—those that have arisen or increased in
priority because of technological advancement, social or cultural change or other drivers.
While the response environment has not changed significantly, changes and innovation in
other areas have the potential to influence changes in response doctrine and operations.
HSSAI identified two emerging needs from the responder inputs during the virtuat focus
group meetings:

s The ability to incorporate information from multiple and nontraditional sources
(for example, crowdsourcing and social media) into incident command and
operations

¢ The ability to identify, assess and validate emergency-response-related software

apphications

The first of these emerging needs was identified during PR3 but was not ranked among
the highest-priority needs. The second emerging need was newly identified by responders
in PR4.

Figure 3 illustrates the sources of the final set of 14 PR4 capability needs:
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Figure 3. PR4 Capability Needs

Key PR4 Concepts

This plan is based on the concepts defined in figure 4. These concepts provide a structure
to understand the capabilities needed for catastrophic incident response. The structure is
hierarchical, with one level of the structure providing inputs to the next.



Definition: broad operational categories of
emergency response where similar needs are
consistently identified

Crigin: commonly held objectives of emergency
response

Capability Needs
Definition: statements regacding the ability to Origin: identified through inpur from emergency
petform specific emergency response tasks responders

Technology Objectives

Definition: the wranslation of capability Origin: identified through collaborative
statetnents into actionable, technology-centric discussions between responders and subject
objectves matler experts

Technology Programs

Detinition: development and transition of
programs that will result in measurable
improvements in capabilities

Qrigin: identified through input from subject

matter experts and research

Figure 4. Key Concepts—Definitions and Origins

Capability domains represent broad operational categories of emergency response where
similar needs are consistently identified. These domains provide an organizational
construct to allow structured discussion around capabilities instead of disciplines or
Jurisdictions. The capability domains in this plan were originally described and defined in
the PR3 report. 3

The domains are as follows:

o Situational awareness: the capability to provide and distill specific
knowledge concerning emerging threats, hazards and conditions in a

" The capabilily domains were derived from the FEMA Core Capabililics List, previous Project Responder
reporls, Presidential Policy Direclive-8 and other relevant documents.



timely fashzon to support incident management decisions across all phases
of catastrophic incident response

o Communications: the capability to seamlessly and dynamically connect
multiple persons/entities and convey meaningful and actionable
information to all relevant parties

s Command, control and coordination (€3): the ability to identify incident
prioritzes, allocate scarce resources and exchange relevant informatzon to
make effective decisions in a stressful environment

s Responder health, safery and performance: the ability to identify hazards
to public safety personnel and develop appropriate mitigations to reduce
morbidity and mortality associated with response activities

o Logistics and resowrce management. the capability to identify, acquire,
track and distribute available equipment, supplies and personnel in support
of catastrophic incident response

o  Cusualty management: the capability to provide rapid and effective search
and rescue, medical response, prophylaxis and decontammation for large
numbers of mcident casualties and identify approprzate sheltermg and
transportation options

s Training and exercise: the ability to provide instruction on necessary skiltls
for catastrophic incident response and coordinate and practice
implementation of plans and potential response prior to an incident

Capability needs are statements that describe an essentzal ability required to perform a
critical response function. They are identified through data-gathering efforts with the
emergency response community. Participants in the virtual focus groups vetted the list of
capability needs, examming each of the 40 needs identified during PR3 and suggesting
emerging needs. Responders used an onlime prioritization tool to rate the capability needs
according to several factors. Each of the capability needs fits into one of the capability
domains.

RTOs translate the capability statements into actionable, technology-centric objectives.
An RTO identifies a high-level technology solution {or part of a solution) for a capability
need. HSSAI developed draft RTOs using data gathered during the focus group held in
November 2013. Subject matter experts who participated m the data-gathering interviews
vetted the RTOs and provided mput on ongomg development efforts, technical
challenges, potential technology programs and associated resource requirements. The 42
RTOs in the Findings section are described in terms of relevance, responder
requirements, a summary of the state of technology, anticipated benefits and potentzal
challenges or barriers to improving the capabilities.

Technology programs describe potential solutions for each RTO. The subject matter
experts who participated in the mterview process suggested programs to address the



operational requirements articulated by the responders. The technology programs in this
plan are listed in the Path Forward section of each RTO and illustrated in the technology
road maps.

Participation

" Stau_u_vith FR4
It has been a fundamental ' parertpants

. A 3 ] Statewith no PR+
component of the Project St T participants
Responder effort over all i
four iterations to involve
responders—the men and
women who will ultimately
be responsible for
responding to catastrophic
incidents—in the
identification and
prioritization of capability
needs and the development
of proposed technology
paths. Actions taken to
address gaps in capability
require the involvement of
responders to 1dentify potential impacts on operations. Development of technology
solutions without responder input can result in wasted resources and tools or equipment
that go unused because they do not meet operational requirements. While responders may
not be able to identify technology solutions, they are able to describe in detail what they
need to be able to execute their mission successfully. It is important to obtain this input
from a set of participants diverse in terms of discipline, size and location of jurisdiction
and level of government. Capabilities for emergency response vary significantly across
the country and incorporating multiple perspectives helps ensure that the overall level of
capability 1s understood.

Figure 5. Geographical Distribution of PR4 Participants

HSSALI identified responders on the basis of their participation in the IAB and FRRG,
previous participation in the Project Responder process, and experience with response to
or management of large-scale incidents, as well as recommendations from some of the
nation’s most experienced and well-respected responders. Participants from traditional
and nontraditional disciplines participated in the PR4 process, including the fire service,
law enforcement, emergency medical services (EMS), emergency management, urban
search and rescue, public health, public utilities and transit services. Federal, state and
local 1‘eSﬂ0nders from 34 states and the District of Columbia participated in the PR4
process.

" This numher does not include those respanders who participated in the prioritization process. All
members of the IAB and FRRG received an invitation te the anline taol. Basic demographic infermation



HSSALI gathered input from Subject matter experts from national {aboratories,
governinent agencies, academia, private industry and standards and professional
organizations who work in technology fields related to the RTOs. A group of 11 Subject
matter experts participated in the focus group and more than 40 participated in the
interview process. HSS Al identified Subject matter experts through review of technical
documents, journals and conference proceedings; open-source research of available
products; and recommendations by other experts. A list of all PR4 participants can be
found in Appendix D.

Scope

This plan describes proposed development paths to improve high-priority capabilities for
emergency response to catastrophic incidents. Catastrophic incidents include natural
disasters and man-made events (terroristic and accidental) that exceed the capabilities and
resources of a local jurisdiction or region. Project Responder is not focused on daily
response activities (for example, fighting a house fire or conducting an investigation). >

In this plan, HSSAI identified science- and technology-based products and solutions (in
other words, equipment, knowledge products, and standards) that can address responder
needs. When applicable, this plan mentions potential non-technology solutions but does
not address them in detail.

The Subject matter experts who participated in the focus groups and interviews estimated
costs assoclated with the technology programs. HSSAI did not conduct an independent
cost development effort or perforin a formal cost and benefit analysis. In addition, HSSAI
did not do a detailed assessment of technical risks associated with these programs.

The rationale and methodology for this plan were based on a capabilities-based planning
approach. According to a RAND study for the Departinent of Defense, “[c]apabilities-
based planning is planning, under uncertainty. to provide capabilities suitable for a wide
range of modern-day challenges and circumstances while working within an economic
framework that necessitates choice.”'® Capability-based technology planning begins by
asking the operators—the users of technology—what they need to do that they cannot do
today. This planning method focuses on the functions that need to be performed and
provides technologists with a clear set of prioritized operational goals toward which they
can direct their efforts. One linitation of engaging operators 1s that each has personal
biases that may impact their input. To mitigate this concern, HSSAI used experienced

was collected from the 129 responders who participated, hut their results were ananymous. Therefore, it
is not possible to determine the numher of responders wha also participated in anather PR4 event.

'3 Although Project Responder is not focused on the capahilitics needed for daily respanse activitics, it is
timportant that new technologies that are developed for emergency response are also integrated into daily
use cquipment whenever possible.

' Paul K. Davis, Analvtic Architecture for Capabilities-Based Planning, Mission-Svsrem Analysis, and
Transformation, prepared by RAND National Defense Research Institute for the Office of the Secretary
of Defense.



facilitators during the focus group and workshop discussion sessions and invited
participants from multiple disciplines, agencies and jurisdictions to obtain varied
perspectives.

HSSALI attempted to identify both the appropriate Subject matter experts and ongoing
technology initiatives for the data-gathering effort. However, not al invited technologists
were able to attend, and other experts or technology programs may not have been
identified through HSSATI's research. Further, it is possible that some research and
development in the areas addressed by the RTOs is classified and therefore cannot be
included in this plan.

In the first Project Responder report {(published in 2004}, leading responder associations
were given the opportunity to review and endorse the findings. This endorsement is
valuable because of the implied concurrence with the study findings by a much larger
group of responders. The period of performance associated with PR4 did not allow for the
independent review and validation by these associations before the final plan was due to
DHS. However, HSSAI did invite members of key associations to participate and
obtained their input during the data gathering phases of this effort.



FINDINGS

This section details the findings from the PR4 effort. First, it identifies the PR4 capability
needs by domain and summarizes the results of the prioritization process. Second, it
describes somne crosscutting considerations for technology development. Third, it
describes each of the 42 RTOs that correspond with the PR4 capability needs.

Project Responder 4 Capability Needs

There are 14 capability needs for emergency response to catastrophic incidents that are
addressed in this plan. As described in the Enduring and Emerging Needs section above,
the capability needs were 1dentified through analysis of capability needs consistently
identified throughout all phases of Project Responder, other high-priority needs identified
in PR3 and emerging needs suggested by emergency responders. The 14 needs are listed
below. They are depicted in colored boxes by capability domain. This color coding
system 18 used throughout this report to provide an organizational structure whereby color
cues may help the reader understand which domain is being addressed.

Situational awareness is defined as the capability to obtain and distill specific
knowledge concerning threats, hazards and conditions in a timely matter to support
incident management decisions across all phases of a catastrophic incident response.

The ability to know the location of responders and their proximity to risks and

hazards in real time

The ability to detect, monitor and analyze passive and active threats and hazards
at incident scenes in real time

The ability to rapidly identify hazardous agents and contaminants

The ability to incorporate information from mulftiple and nontraditional sources

(for example, crowdsourcing and social media) into incident command operations
Communications is defined as the capability to seamlessly and dynamically

connect multiple persons or entities and convey meaningful and actionable
information to all relevant parties.

Communications systems that are hands free, ergonomically optimized and can
be integrated into PPE



Command, control and coordination is defined as the ability to identify incident
priorities, allocate scarce resources and exchange relevant information to make effective
decisions in a stressful environment.

The ability to remotely monitor the tactical actions and progress of all responders

involved in the incident in real time

The ability to identify trends, patterns and important content from large volumes
of information from multiple sources (including nontraditional sources) to support
incident decision-making

The ability to identify, assess and validate emergency-response-related
software applications

Responder health, safety and performance is defined as the ability to 1dentify hazards
to public safety personnel and develop appropriate mitigations to reduce morbidity and
mortality associated with response activities.

Logistics and resource management is defined as the ability to identify, acquire,
track and distribute mission-specific equipment, supplies and personnel in support of
catastrophic incident response.

The ability to identify what resources are available to support a response
(including resources not traditionally involved in response), what their capabilities
are and where they are, in real time

The ability to monitor in real time the status of resources and their functionality
in current conditions

Casualty management is defined as the ability to provide rapid and effective search and
rescue, medical response, prophylaxis and decontamination for large numbers of
incident casualties and identify appropriate sheltering, transportation and destination
options.



Training and exercise 1s defined as the ability to provide instruction on necessary skills
for catastrophic incident response and coordinate and practice implementation of plans
and potential response prior to an incident.

Readily accessible, high-fidelity simulation tools to support traimng and
exercises in incident management and response

Previous Project Responder efforts used a technique called Q@ methodology to prioritize
the capability needs arising from the facilitated discussions. This methodology enables a
group of participants to rank order a large number of opinion statements relative to each
other. While Q methodology was well suited to rank order the larger number of
capabitities identified in previous Project Responder iterations, it is less suitable for
understanding the underlying factors necessary to prioritize a smaller subset of enduring
and emerging capability needs. For PR4, HSSAI sought to identify and understand the
specific factors that make each capability a priority. HSSAI asked emergency responders
to 1dentify the factors that cause one capability to be ranked higher than another. The
factors were then used as the foundation to develop an online tool. The online tool
provided a uniform assessment path for responders to follow when they evaluated each
capability statement.

In the prioritization tool, responders were asked several questions, and the responses to
each question were based on a seven-point scale. The full question set included the
following questions:

¢ How would improvements in this capability improve responder safety?

* How would improvements in this capability improve the safety of the affected
population?

¢ How would improvements in this capability improve the ability to mitigate
incident consequences’!

¢ How would improvements in this capability improve decision-making for incident
managemem?

¢ Can improvements in this capability be used in multiple types of incidents?
s Overall, how important a priority is this capability?

Participants were also asked to rank what they perceived to be the three most critical
capabilities and the least critical capability. The prioritization tool was distributed to all
members of the FRRG and [AB. It was available over a two-week period. More than

125 responders participated, with a 90 percent response rate for each question. The results
from the prioritization process indicate that six needs rank the highest in terms of overall
priority. Figure 6 presents the overall priority ranking of the top six capability needs.'’

' Appendix C provides more detail about the development and results of the PR4 prioritization process.



Capability Need Mean Score

The ability to communicate with responders in any environmental

conditions (including through barriers, inside buildings and 6.3
underground)

The ability to know the location of responders and their proximity to 6.1
risks and hazards in real time '
The ability to detect, monitor and analyze passive and active threats 6.0
and hazards at incident scenes in real time ’
The ability to rapidly identify hazardous agents and contamninants 5.9
The ability to remotely monitor the tactical actions and progress of all 57
responders involved in the incident in real time ’
Protective clothing and equipment for all responders that protects 54
against multiple hazards '

Figure 6. Capability Needs by Overall Priority Ranking

HSSAI also examined the criticality rankings of the capability statements. This
assessment yields results that are similar to the rankings of overall priority. Three
capability needs received significantly more votes than the other capability needs.
Figure 7 presents the criticality ranking of the capability needs.

Number of
Capability Need
P y Votes
The ability to know the location of responders and their proximity to 25
risks and hazards in real time
The ability to communicate with responders in any environmental
conditions {including through barriers, mside buildings and 70
underground)
The ability to detect, monitor, and analyze passive and active threats 39
and hazards at incident scenes in real time i

Figure 7. Capability Needs by Criticality Ranking

The same capability needs are consistently ranked highest given the two ranking
methods, with the primary difference being that the highest ranked swap the first and
second positions. Although the abifity to communicate with responders in any
environmental conditions is ranked higher in overall priority, responders assessed the
ability to know the location of responders and their proximity to risks and hazards in real
time as more critical to address first. Overall, the consistency of these rankings indicates
their degree of importance to the responder community.



Considerations for Technology Development and Adoption

Participants in the PR4 process, both responders and other Subject matter experts,
identified a number of issues that should be taken into consideration when reviewing the
RTO descriptions. These issues address overarching or crosscutting factors that affect
both the response community and those interested in pursuing the proposed programs
described in this plan.

Big data. Addressing the capability needs identified in this plan may create significant
big data challenges for the response community. Big data problems exist when large
amounts of data are collected from multiple sources and the data sets become too large or
complex to transmit, filter and process in a timely manner. Many of the devices or
systems discussed in this plan will create data streams that must be transmitted in real
time to incident command to be useful. Telemetry data showing the location of hundreds
of responders on the incident scene, for example, will be less useful if the data
transmission overloads existing communications infrastructure and 18 not received in real
time. Responders and the population may be in jeopardy if sensors that detect the
presence of hazardous agents cannot transmit pertinent information in real time. This
issue 1s exacerbated during emergency response to catastrophic events because network
connectivity and available bandwidth can be severely hampered. Big data problems
persist once information is received by incident command. Numerous advances in
technology will be useless if the transmitted information is so complex or extensive that it
cannot be processed by incident command or the appropriate responder. The big data
challenge transcends many of the technology programs and can impede the
improvements promised by these new tools.

Crosscutting requirements. Each RTO described below includes a list of responder
goals. These goals describe attributes that responders believe are necessary as part of the
new tools, devices, systems and platforms developed to address the PR4 capability needs.
There are a number of attributes that responders mentioned during nearly every RTO
discussion. Instead of listing these goals repeatedly, they are addressed here as a set of
base requirements:

e Power source — Availability of power sources can be a significant issue in
catastrophic incident response, as the nature of the incident can damage or destroy
the power infrastructure. Responders need tools that can utilize multiple power
sources (for example, accessing the power infrastructure of on-scene buildings,
generators and batteries). Portable power systems should be long-lasting and
hightweight and should not use proprietary interfaces or components.

s User interface — The interaction between the responder and the device must be
intuitive and easy to use. Responders do not want complex or cluttered displays.
Components should be clearly labeled and the system should be based on a
logical construct derived from responder requirements.

o (st — Cost is a significant issue for the response community. The current fiscal
environment dictates that budgets for public safety agencies are tight and



available funding for capital purchases 1s limited. Affordability should be a key
factor during technology development, including initiat costs and recurring
maintenance and calibration.

s Daily use — Responders do not want a separate set of equipment that 1s only used
during response to large-scale incidents. Responders may not have the time to re-
familiarize themselves with equipment that has specialized functionality and is
not used on a daily basis. Tools and systems developed to address the PR4
capability needs should be, to the extent possible, used during routine operations.

e Training — Training should be clear and concise. When possible, and appropriate,
training should be available via Web-based instruction or provide a train-the-
trainer option, where one staff member can learn to teach others about the specific
topic.

Spiral development. The responder goals described for each RTO do not constitute a
minimum set of requirements that must be met before new tools, devices, platforms or
systems can be released. Responders stated that they would prefer incremental,
continuous advancement over waiting several years for a piece of equipment that meets
all of the stated goals at the same time. Not only do requirements change as the response
environment evolves, but even minor advancements in capabilities can Iinprove response
operations. Likewise, some of the goals described below are quantitative in nature. They
describe a specific weight or distance. Responders do not want these specifications to be
construed as a minimuin requirement. Being able to locate responders indoors to within
10 feet (instead of the one-foot goal described below) still represents a significant
improvement over what is available today. Quantitative goals should also be subject to
the spiral development methodology.

Reach goals. Some of the goals described below can be considered “reach goals,” with
quantitative criteria that exceed what technology can deliver today. During the workshop
discussions, responders were asked to describe the attributes that they believe are
necessary to complete their tasks and missions effectively, without consideration for cost
or technical feasibility. The goals represent what responders believe that they need in
terms of capability. As with the discussion on spiral development, these reach goals
should be viewed as goals. not as minimum requirements before new products are
released to the response cominunity. As technology continuously advances, what was
previously infeasible may become possible and the reach goals may someday be
achievable.

Responder involvement. The criticality of involving the emergency response community
during all phases of technology development should not be understated. Too often,
products are developed without a ¢clear concept of operations or understanding of
operational realities. This results in tools and equipment that do not meet the demands of
the user comnmunity and potentially wasted investinent. Responders cited examples where
buttons were too small to push while wearing gloves, devices were not ruggedized to
withstand heat and humidity or responders were put in greater danger when trying to
deploy a device. Responders can provide iterative input and feedback from requirements
generation through testing and evaltuation.



Resistance to change. The response community as a whole can be resistant to change.
Many of the goals described in this document bring the capabilities of the response
community in line with what is already available in other fields. However, responders
often like to do things the way they have always been done. Responders reported that
there 1s an internal struggle within the response community, and perhaps within each
individual responder, between honoring tradition and culture and wanting improvements
in capabilities. This struggle is not limited to only one discipline; there are multiple
examples where advances in technology. even those that could improve responder safety,
are rejected because they conflict with tradition. One important consideration for
technotogy developers is that they will not be able to force change. Developers and
manufacturers need to understand their customer and the motivations for why things are
currently done as they are. Responders rely on whiteboards and grease pencils because
that is what has worked in the past (and in some cases because that is what they could
afford). The response community needs to embrace technology, but this may not be an
easy sell. A younger generation of responders may embrace technology to a much greater
extent, but new technologies introduced now may have to demonstrate not only that they
can withstand the extreme conditions on the incident scene, but also that they can
measurably improve capability.

Personnel qualifications. Greater use of and reliance on technology may mean that
personnel qualifications may change or new staff positions may be necessary. Currently,
many public safety agencies do not have a separate staffed position focused on
information technology (IT). Often, IT work is assigned as an additional duty to a
responder interested in the field, or IT issues are addressed through support contracts with
outside fums. However, the need for an on-site, skilled, and dedicated IT staff becomes
more acute as the number of networked devices on the incident scene increases.

Changes in doctrine, In addition to potentially changing the necessary skill set of public
safety agencies, many of the technology advancements identified in this plan have the
potential to notably change the tactics, techniques and procedures (TTP) used in
emergency response today. For example, being able to remotely detect the location of
casualties may change the current practice of sending out separate teams to search for
trapped victims. Likewise, the ability to conduct virtual training and exercises may
reduce the number of full-scale exercises that need to be held. A larger, multi-disciplinary
body should periodically assess how TTP can evolve as a result of advances in
technology.

Project Responder 4 Response Technology Objectives

Each of the 42 RTOs identified during the PR4 efifort 1s described below. The RTOs are
grouped by domain, and each domain is a separate section or chapter. The color coding
system used above continues here (for example, all of the RTOs pertaining to situational
awareness have blue shading and text boxes) to provide the reader with organizational
cues.



Each domain chapter contains an introduction identifying the corresponding capability
needs and describing each need as i1t applies to catastrophic incident response. Each RTO
contains a number of components:

s Relevance — This paragraph describes how the RTO addresses a necessary
component of catastrophic incident response.

s Current capability — This paragraph describes the equipment and resources that
response agencies currently have available.

* Responder goals — These bullets list responder-articulated attributes that, taken as
a whole, describe the increase in capability that responders believe 1s necessary.

o State of technology — This section provides a qualitative description of existing or
proven capabilities in this or refated areas, as well as ongoing development
efforts.

s Potential challenges — These bullets 1dentify conceivable technology and non-
technology barriers that could inhibit development or operational implementation.

s Anticipated benefits — This graphic iltustrates expected operational improvements
associated with meeting responder goals.

Responders described current capability and identified goals over the course of multiple
focus group meetings, a workshop and several other data-gathering sessions. Subject
matter experts described the state of technology and suggested annual milestones and
estimated potential costs during the interview process. HSSAIT did not develop costs
independently. and further refinement of costs should be among the initial steps taken
during the acquisition process.

HSSAI gathered much of the information described below, including the current
capability and state of technology sections in particular, from an amalgamation of
sources. Specific citations are provided for all DHS and other efforts funded by federal
agencies. For commercial programs and products, HSSAI chose to describe the state of
technology in more general terms to avoid the perceived endorsement of specific
products or manufacturers.



SITUATIONAL AWARENESS

Situational awareness is defined as the capability to obtain and distill specific
knowledge concerning threats, hazards and conditions in a timely matter to support
incident management decisions across all phases of a catastrophic incident response.

There are four capability statements in this domain:

Since Project Responder began in 2001, emergency responders have consistently stated
there is a need to precisely identify the location of responders in real time. Incident
commanders and teamn leaders need a tool that displays the location of responders and
their proximity to threats and hazards. During a catastrophic incident, responders may
operate over an extensive geographic area without adequate knowledge of the hazards
and threats. The ability to geolocate responders (identify their location on the incident
scene tied to latitude, longitude and altitude coordinates or area-specific designations
such as a street address), n all environments (in other words, indoors, outdoors and
maritime), combined with simultaneous awareness of incident hazards. could greatly
improve the safety of emergency responders. As an example, precise geolocation of
responders may have prevented the catastrophe that occurred in Arizona on June 30,
2013, when 19 Granite Mountain Hotshot crewmeimnbers were killed after being
overtaken by an approaching wildfire threat. Incident command did not have adequate
situational awareness or the ability to communicate with the crew to alert them of the
impending hazards.

Subject matter experts identified five RTOs that correspond with this capability:

e Indoor (Above and Below Ground} Responder Geolocation
¢ Outdoor Responder Geolocation

e Maritime (Above and Below Water) Geolocation

e Infrastructure Standards for Technology Integration

e Rapid Building Characterization, Generation and Display

The ability to rapidly identify hazardous agents and contaminants

Upon arriving at an incident scene, responders may have little or no awareness of the
hazardous agents or contaminants that may be present. This lack of awareness places
responders at increased risk of exposure to a range of threats, including unknown toxins,
biotogical agents or contaminants, during response operations. Catastrophic incident
response only amplifies this issue, as the scale and scope of a catastrophic incident
increase the likelihood of numerous hazardous agents on the scene. Even minimum
exposure to many of these agents can cause significant health concerns. Responders need
the ability to detect hazardous agents remotely and understand pertinent information
regarding protective actions or treatments.

SITUATIONAL AWARIINIESS




SITUATIONAL AWARENESS

Subject matter experts identified three RTOs that correspond with this capability:

e Improved Standoff Detection and Identification of Multiple Hazards
¢ Muli-Sensor Integration and Analysis
o Risk Assessment and Decision Support to Command

The ability to detect, monitor and analyze passive and active threats and hazards
at incident scenes in real time

Threats and hazards during a catastrophic incident can change rapidly. Dangers detected
at incident onset may increase, decrease or evolve over time, while new and unexpected
hazards can emerge. Both passive and active threats and hazards can exist simultaneously
on incident scenes, particutarly during catastrophic incidents, increasing the potential risk
to civilians and responders. Responders need the capability to continuously detect,
characterize, monitor and analyze threats and hazards. On-scene, rapid detection and
timely alert of changes to the threat environment is critical for responders to take timely
protective actions. Broad understanding of threats and hazards, and real-time changes to
them. would inform response operation decisions.

Subject matter experts identified three RTOs for this capability:

¢ Remote Monitoring of Threats and Hazards
o Combined Effects Assessment
¢ Automated Red-Force Tracking18

The ability to incorporate information from muftiple and nontraditional sources
(for example, crowdsourcing and social media) into incident command operations

Emergency managers rely on multiple information inputs to make decisions. These inputs
include field observations, sensor data, model outputs, images and video, media reports,
databases and other sources. With advances in technology, responders are exploring ways
to integrate nontraditional sources of valuable data (for example, sensors attached to
infrastructure, road cameras, social media data) into decision-making processes.
Responders noted the increasing importance of information from nontraditional sources
and the need to integrate these information streams into a comnmon operating picture.
Although responders see value in systems that could aggregate and analyze nontraditional
information sources, they also emphasized the need to verify information. To be
actionable, responders need to be confident that data has been validated and obtained
from a verified source. At present, nontraditional data are not fully incorporated into
incident command common operating pictures for decision-making.

s - g - -
Red forces denote a specific threat or hazard and could be a person or persons (for example. active
shooters or suspects), or an ilem such as a4 weapon or an explosive device.

SITUATIONAL AWARIINIESS




SITUATIONAL AWARENESS

Subject matter experts identified two RTOs that correspond with this capability:

e All-Source Collection and Integration of Data
e All-Source Information Validation

Indoor (Above and Below Ground) Responder Geolocation

Relevance: Responders frequently operate inside buildings, underground (for example,
basements, subway systems) and under debris and rubble. Responders may not have
adequate knowledge of their own location or those of other responders indoors, especially
if the environment is impaired by smoke or lack of light. Moreover, incident commanders
who are managing the response may not know the location of personnel deployed on-
scene. These circumstances become exacerbated during a catastrophic incident when
individuals are responding from multiple jurisdictions, further degrading situational
awareness. Incident command needs the ability to locate, evacuate or rescue at-risk or
trapped responders, identify personnel at key locations and notify responders if they are
in proximity to threats and hazards. This requires precise location of responders on-scene.
Geolocation 1s the geographical position of an object, usually defined by latitude,
longitude and altitude. Knowing the coordinates of responders and their proximity to
hazards is critical for responder safety.

Current Capability: Currently, most agencies do not have the capability for real-time
automated geolocation of responders on the incident scene. Responders often transmit
their location coordinates verbally, using hand-held radios. Real-time geolocation
requires the responder to wear a device that broadcasts global positioning system (GPS)
coordinates. GPS works by constantly transmitting a signatl to satellites in orbit to
calculate a position. These signals contain metadata on the exact time the signal was
transmitted and where the satellite was when the signal was sent. The device then
calculates the time it takes for four or more of these signals to reach the device from a
satellite to tritaterate the focation.'” These signals are not powerful enough to penetrate
building walls or even a thin piece of metal, which makes indoor and below ground
geolocation very difficult, even with the most sophisticated technology available. Even if
a responder knows his or her own GPS coordinates, they must then be transmitted in real
time to incident command. Incident commanders generaltly rely on the last known
position (as communicated by the responder or approximated based on tasking) to
identify the location of personnel in GPS-denied environments, such as inside buildings.
In an emergency situation, it is possible to “ping” the smartphones carried by many
responders to identify their {ast known position. However, because GPS signals are
obstructed indoors, this position may be temporally and geographically out of date. The

"In addition 1o Standalone GPS, described above, Assisted GPS (A-GPS) also represents a capability 1o
support geolocation. A device can report multiple data points (for example, the location af Wi-Fi points,
satellite data. other provider inlrastructure) back 1o the network. The carrier can use this information 1o
identify the approximate location of the device. Similarly. the carrier can provide wireless phase locations
to public salely agencies to support the location of devices. These capabilities are currently available, but
are not used [requently by response agencies in Lime-sensilive silualions.
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newest generation of land mobile radio systems can automatically transmit a GPS signal
at a rate determined by the system administrator if connected to a digital trunking system.

Responder Goals:

Accurate geolocation of responders to within one to three feet for x, y and z
coordinates

Real-time and recurring transmission of responder location to incident command
Graphic display of the location of all responders on the incident scene
Integrates with graphic display of on-scene hazards and threats

Integrates with 3-D display of buildings and structures to identify the room or
specific area in which the responder is located

Integrates with other information about the responder’s condition (in other words
physiological data, personal alert safety system [PASS] alarm activation)

Integrates with cominon electronic situational awareness tools

Location transmitters should be ruggedized, sunple and transparent and users
should not be able to turn themn off

Integration of transmitters into PPE or other existing equipment with minimal or
. . . 2
no net weight gain for the responder‘U

Size, weight and power (SWP) suitable for responder operating conditions

Assumes no prior knowledge of the environment (for example, no maps available
or prior information about the building)

Incorporates a confidence level to indicate the accuracy of location
Affordable to outfit entire workforce

Caches data when connectivity is offline and automatically forwards when
connection is restored

State of Technology: Significant advances have been made with regard to responder
location and hazards sensors, but there are still significant limitations with existing
technologies. It 1s not currently possible to pinpoint a responder’s location within one
foot (the 1deal metric identified by responders). Indoor geolocation, particularly when
the subject is underground. is a harder technology issue to address than outdoor
geopositioning, largely due to the lack of GPS accessibility indoors.

*' PPE is defined here 1o include all garment layers and associated protective equipment (for example, a
scll-contained breathing apparatus) designed to provide body and respiratory protection for emergenc
g ¥ 3 fency
responders.
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Technologies said to be state of the art
work 1n controlled testing environments
but experience issues when operating in
realistic emergency-response-like
conditions. For example, accuracy
decreases when individuals wearing
geolocation devices perform actions
that are common during an incident
such as crawling, climbing or even
Jjumping. Ongoing research continues to
advance the state of the art, but most
systems available today are considered
to have a relatively low readiness level.

MY B

The Geospatiat Location Accountability

and Navigation Systen] for Elnergency Figure 8. GLANSER - Indoor Location System
Responders (GLANSER), largely

supported by DHS. is being developed to provide geclocation for emergency
responders.”’ GLANSER includes a geospatial locator unit that fuses information from
inertial, barometric pressure, Doppler velocimeter and radio frequency (RF) ranging to
compute the responder’s 3-D location. That information is sent to the incident
commander base station, which could be mounted on a responder apparatus, such as a fire
truck, over an ad-hoc mesh radio network. The commander can then view a two-
dimensional or three-dimensionat display of a responder’s focation and status.

Other organizations, including the Department of Defense (DOD), also rely on GPS
technology in difficult operating environments such as inside buildings, in urban
canyons, under dense foliage, underwater and underground. The Defense Advanced
Research Projects Agency (DARPA) is currently funding the Adaptable Navigation
Systems (ANS) program.22 As with GLANSER., the goal is to establish GPS-like
information irrespective of the operating environment.

Industry has developed location systems that could be ready for distribution with minimal
additional time and funds. These are primarily proximity systems, which provide the
general vicinity of a responder’s location based on networked sensor data from the
responder and from other nearby responders. Other commercial providers are
transitioning capabilities developed for the U.S. military, using inertial measurement
units (IMUs) affixed to the user’s footgear for localization in GPS-denied environments.

! “GLANSER: A Scalable Emergency Responder Locator System,” Worcester Polytechnic Institute
Workshop, 2011, htup:/www.wpl.edu/Images/CMS/ECE/GLANSER_- WPI PPL 2011 -
AnitKulkarni-Avg [{1).pdf.
2 “Adaplable Navigation Systems™, DARPA: Strategic Technology Ollice, last updated: n.d.,
http:/fwww . darpaanil/Our Work/STO/Programs/Adaplable Navigation Systems (ANS).aspx.
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Research is also ongoing to
identify other innovative methods
for indoor geolocation, such as Wi-
Fi fingerprinting. This approach
measures the signal strength of
nearby Wi-Fi networks in range
along with cartographic knowledge
of the network and calculates a
relative position. The accuracy of
such systems depends on various
factors such as walls and the
numnber of people in the room also
using Wi-Fi. Currently, the
precision of this type of
technology can be as good as three
meters when there is sufficient Wi-
Fi infrastructure and the facility
has been pre-mapped. It also has some of the same affordability issues as other
approaches and assumes there are available Wi-Fi networks nearby. In the absence of
available networks, the technology is ineffective.

Figure 9. Graphic Display of Responder Location and
movement

Software is currently available to create point-to-point encryption for data, chat, photo
transfer, location data and voice communications. The software uses existing sinartphone
hardware for cetlular, GPS and atmospheric sensors (for example, air-pressure changes)
to determine geolocation. The use of external sensors (either tethered or wireless) can be
integrated to improve location accuracy or report personnel well-being. The software has
an alert capability that can notify other personnel, as well as display the alert within a
common operating picture (COP). The alert can provide location data, and the
transmission of personnel vital information is in development. The alert is manually
activated but could be automatically triggered by predetermined criteria (for example,
heart rate too high, oxygen saturation levels too low). The software operates over Wi-Fi
networks (including mesh) and cellular data, from 2G Edge up to long-term evolution

(LTE).

Although multiple products are in development and have shown advancement toward
responder geolocation requirements, there are still significant tradeoffs with each type of
technology being used. Some of the limitations that are being addressed include:

s Radio frequency — Fundamental technological problems include reflection and the
significant signal interruption caused by barriers and construction materials such
as metal. Addressing this issue is essential if a solution uses RF.

o [nertial navigation — Small inertial sensors (for example, accelerometers or
gyroscopes) that are affordable to responders currently do not have low enough
drift to altow precise geolocation based on inertial sensors alone. The goal is to
make small, affordable sensors that have the same performance outcomes of

SITUATIONAL AWARIINISS




SITUATIONAL AWARENESS

existing sensors that cost thousands of dollars. To this end, DARPA has
established the Micro-Technology for Positioning, Navigation and Timing
(Micro-PNT) pmgram.23 The goal of this program is to develop technology for
self-contained, chip-scale inertial navigation and precision guidance for
munitions, as well as for mounted or dismounted warfighters. This program
addresses size, weight, power and cost concerns and may ultimately allow for the
development of a single unit that comprises all necessary devices (for example,
clocks, accelerometers and gyroscopes).

s Low-frequency signals — These signals can be used to bypass the issue of other
high-frequency technology. However, construction materials such as wiring and
pipes in a building may produce false readings and throw off the device. In
addition, power line noise, caused by sparking or arcing utility pole hardware, is
usualtly most disruptive to lower frequencies.

¢ Video — Video data can be used to sense where an individual is located in a
building. However, it has varying levels of effectiveness, particutarty in darkness
or smoke-filted environments. Research is ongoing to use infrared technology to
improve accuracy in these conditions.

A recent influx of indoor responder location technologies has raised concerms among the
standards development community. Many of these technologies carry very precise
accuracy claims, but when placed in conditions designed to mimic response
environments, they do not perform to the levels asserted. As a result, the International
Organization for Standardization (ISO) and International Electrotechnical Comnmission
(IEC) 18305 standard was drafted to address requirements for indoor responder focation
and tracking systems. For this standard, “indoor” responder location is defined as any
environment where there is no “line of sight to the sky.” Under this definition, responders
working within or under rubble piles would qualify as “indoor,” even though some
response entities would classify such activity as “outdoor” since there is no standing
structure.

ISO/IEC 18305 is stitl in the development phase, currently under ballot for validation
from the response community. Final publication of this standard 1s expected sometine in
2015; however, the standard is already in use in some European nations. Once finalized,
ISO/IEC 18305 will be the first standard to address responder location systems and will
join only a handful of other standards refated to location and tracking (including a
National Institute of Justice standard on offender tracking).

# “Micro-1echnology for Positioning, Navigation, and Timing.” DARPA: Microsystems Technology
Office, last updated, n.d.. htipyfwww darpa.mil/Our Wark/MTO/Programs/Micro-
Technology_for_Posinoning, Navigatuon_and_Tinung_(Micro-PNT).aspx.
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Potential Challenges:

s There 18 a correlation between the size, cost Anticipated Benefits

o~ . iy *
and accuracy of sensor technologies. Responder Safety Rl
Responders need small, affordable and Population Safety
accurate Sensors. Consequence Mitigation

Decision Support
Multi-incident Utility

¢ Subject matter experts stated that current
technologies 1npose trade-offs in reaching the
goal of geolocation to within one to three feet. Experts estimated that devices built
to meet this parameter could be very expensive (tens of thousands of dollars per
device).

* *
| e

¢ Systems that rely on inertial navigation require initialization, often achieved using
GPS. However, GPS accuracy is, at best, within 10 to 15 feet (and worse near
buildings). This further impedes the goal of geolocation to within one to three
feet.

¢ Compensating for a lack of GPS access indoors and underground with accurate
location technology may require a higher bandwidth than proximity {ocation. This
requires the use of more sophisticated devices than some of the radio and
communications technology currently used on incident scenes.

s Insufficient bandwidth and cross-traffic interference may hinder the transmission
of responder location data in real time.

¢ Each location system assumes different levels of infrastructure already present in
the building. Some systems require Wi-Fi capabilities be present in a structure,
while others assume no Wi-Fi capabilities.

s Systems must be tested against a variety of construction materiats and building
types to truly mimic reality. Finding a suitable environment that meets these needs
may be difficult.

Outdoor Responder Geolocation

Relevance: Responders often operate outdoors across extensive geographic areas and in
austere conditions. When deployed to these areas. responders are often unaware of the
location of other nearby responders unfess it 1s verbally communicated. In addition,
incident commanders who are tasked with managing the response also may not know the
location of the response teams in the field. Knowing the location of these responders and
their proximity to threats is extremely important for outdoor incidents that span long
distances, such as wildland firefighting. There have been instances where the lack of
location information and communications has resulted in severe injury and death. In
addition to safety benefits. incident commanders may also be able to allocate resources
more effectively and monitor the progress of those in the field.

Current Capability: The military’s blue force tracker systems provide an outdoor
geolocation capability but are not designed or deployed for emergency responder use.
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Currently, responders use hand-held radios (for example, 700/800 MHz, VHF, UHF) to
verbally communicate coordinates to dispatch and other responders on-scene. Real-time
responder geolocation can be done using GPS units, but they are costly and not widely
deployed at the individual responder level. If used, these GPS locators are typically fixed
to an apparatus such as a fire truck or police cruiser, which does not provide adequate
location information for each responder on the incident scene.

Responder Goals:

s Accurate geolocation of responders to within one to three feet for x, y and z
coordinates 1n hazardous outdoor environments and in remote areas

¢ Real-time and recurring transmission of responder location to incident command
s Graphic display of all responders on the incident scene

s Integrates with graphic display of on-scene hazards and threats

¢ Incorporates terrain and building information

s Integrates with common electronic situational awareness tools

s Location transmitters should be ruggedized, simple, transparent and users should
not be able to turn them off

s Integration of transmitters into PPE or other existing equipment with minimal or
no net weight gain for the responder

s  SWP suitable for responder operating conditions
s Incorporates a confidence level to indicate the accuracy of tocation
* Affordable to outfit entire workforce

s Caches data when connectivity 1s offline, and automatically forwards when
connection is restored

State of Technology: Numerous locator devices exist for markets such as outdoor
recreation. For example, hikers often use personal locator beacons (PLBs) that can send
out a geolocated distress signal. PLBs communicate via military satellites on a
recognized distress frequency. PLBs that rely on GPS can guide searchers to within

100 meters of the user’s position.24 Other devices, called satellite transmitters, can
transmit GPS location and data messages to an e-mail. cellphone short message service
(SMS) or emergency response center with a pre-scripted message to convey that
assistance 1s needed or that the user 1s okay. These devices only operate with a clear view
of the sky and without interference from other RF signals. Therefore, being in close
proximity to other GPS devices can decrease accuracy. The concern is that many of the
commercial systems are not ruggedized to the response environment, do not transmit a

# “PLBs and Satellite Messengers.” REI, last updated: n.d.. hip/fwww rei.cam/leam/expert-
advice/personal-locator-beacons.html.
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location continuously or in real time and cannot be networked together to provide an
integrated picture of responders on scene.

DARPA has a project to help address the issue of RF interference called Advanced RF
Mapping (RadioMap). This effort provides real-time awareness of radio spectrum use
across frequency, geography and time. The goal is to provide a map that gives an accurate
picture of spectrum use in complex environments. > RadioMap allows individuals to
identify when the spectrum is jamned or clear, thus adding to the confidence level of
how accurate a location is.

As mentioned above (“Indoor Responder Geolocation™), DARPA 1s also working on a
geolocation program catted ANS, which establishes GPS information irrespective of the
operating environment.™ Specifically, DARPA is working to develop improved IMUs,
alternate sources to GPS for external position fixes and new algorithms and architectures
for rapidly reconfiguring a navigation system with new and nontraditional sensors.”’

Potential Challenges:

Anticipated Benefits
s Responders are concerned about the cost of

outfitting an entire response unit with GPS Responder Safety -

devices and sensors that are not precise Population Safety

enough to improve responder safety during Consequence Mitigation

rescue missions. Decision Support &
Multi-incident Utility R

Maritime {(Above and Below Water)
Geolocation

Relevance: Responders often operate in maritime environments with limited knowledge
of the location of responders either on or below the surface. Having the capability to
remotely monitor the location of responders, including divers beneath the surface, will
improve safety and responder tactics during swift-water rescues or incidents involving
maritime conveyances. Responders need the ability to know the geolocation of
responders in three dimensions in maritime conditions in fresh and salt water.

Current Capability: Few technologies exist to geolocate emergency responders in the
maritime environment. For geolocation on the water, GPS devices are fixed to an
apparatus (for example, a rescue vessel) and not the individual responders. Therefore,
incident commanders do not have a precise location of all responders at the incident
scene. Most agencies do not have the capability to conduct underwater geolocation of

% «Advanced RF Mapping,” DARPA: Strategic Technology Office, last updated: n.d.,
http://www . darpa. mil;Our_Work/STO/Programs/Advanced RE_Mapping_(Radio_Map).aspx.

26 *Adaptable Navigation Systems,” DARPA: Strategic Technology Office, last updated: n.d.,
htep:/www.darpa.mil/Our Work/STO/Programs/Adaptable Navigation_Svstems_{ANS).aspx.

7 Ibid.
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responders. Sophisticated dive teams may utilize fiber-optic umbilical cord cables
tethered to a diver for location, underwater communication and safety purposes.

Responder Goals:

s Accurate geolocation of responders within three feet for x, y and z coordinates in
hazardous outdoor environments and in remote areas

s Real-time and recurring transmission of responder location to incident command
¢ Graphic display of all responders

¢ Integrates with graphic display of on-scene hazards and threats

¢ Incorporates information pertaining to the body of water

o Integrates with common electronic situational awareness tools

o Location transmitters should be ruggedized, simple, transparent, and users should
not be able to turn them off

s Integration of transmitters into PPE or other existing equipment with minimal or
no net weight gain for the responder

e SWP suitable for responder operating conditions
¢ Incorporates a confidence level to indicate the accuracy of location
* Affordable to outfit entire workforce

s Caches data when connectivity 1s offline and automaticatly forwards when
connection is restored

State of Technology: Technology for maritime geolocation is primarily focused on
emergency position indicating radio beacons (EPIRBs) and personal automatic
identification systems (AISs). EPIRBs work in the same manner as the PLBs described in
the RTO above. The beacon broadcasts a distress signat and location coordinates via
sateltite. The satellite can determine the user’s position to within three mites.” An AIS is
used for tracking marine vessels. The system uses an indigenous navigation system to
identify the location and speed of the vessels. Both EPIRBs and AISs are attached to the
vessel, not to individuals on the vessel. Personal ALS beacons that will notify the vessel if
the user is in distress have been developed for divers and boaters. The beacons use a
combination of AIS and GPS signals to transmit location information but must be turned
on manually. Personal AIS beacons can work at depths up to 60 meters.

* “YWhat is an EPIRB?.." last updated: n.d., http://www.epirb.com/how_does_an EPIRB_ work.php.
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Potential Challenges:

. . Anticipated Benefits
s Locating responders or victims underwater

does not necessarily mean that the remains can

.

L)
*

Responder Safety

Population Safety

be retrieved, especially if the depth or hazards T
Consequence Mitigation

in the water impede rescue efforts.

*
* e
*

Decision Support

*
* e
*

Multi-incident Unility

Infrastructure Standards for Technology Integration

Relevance: There are multiple opportunities for responders to leverage the information
technology, surveillance and power infrastructure in buildings on an incident scene.
Responders desire improved situational awareness with regard to buillding tayouts,
elevator shaft locations, structural properties and any other characteristics that may
impact their response (for example, enhance or degrade communications). The collection
and consolidation of this data would benefit the development of responder indoor
location and communication technologies. Being able to leverage the infrastructure (for
example, cameras, antennas, electrical systems) inside a building during an incident could
help improve signal strength and bandwidth issues for improved indoor geolocation.

In addition to technology integration benefits, construction standards such as backup
generators, pressurized stairwells, hardened elevator shafts and centralized hose plug-ins
for gross decontamination efforts could improve resilience to natural and man-made
events.

Current Capability: There is currently no standard for infrastructure mapping of new or
existing buildings in cities across the country. Specifically. there is not a standard
requiring building construction to include technology (such as radio frequency
identification [RFID] tags) that would facilitate the use of responder locating devices
inside structures. The International Building Code (IBC), developed by the International
Code Council, addresses the inclusion of fire prevention measures during building and
construction. The Nationat Fire Protection Association (NFPA) developed an alternate
code, NFPA 5000 Building Construction and Safety Code.” These general codes are
adopted and amended by state and local jurisdictions. Revisions to these codes could
include guidance on the integration of technology elements into newly constructed
buildings.

* “NFPA 5000 Building Construction and Safety Code.” National Fire Protection Association, last
updated: n.d., hup://www .nilpa.orgicodes-and-standards/docurment-information-
pages?mode=code&code=5000.
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Responder Goals:

¢ Building code requiring:
Two-way communications systems for newly constructed buildings
Bi-directional antennas and repeaters for high rises and tunnels
One-way paging or intercom system to commmunicate with each room in the
building
Responder access to camera systems
Secondary generators for sustained power loss
Integration of networked sensors to detect the structurat integrity of the
building

¢ Requirements to submit digital copies of all building blueprints for integration

into situational awareness systermns

State of Technology: The next steps for achieving responder location, rather than
proximity, are dependent on the integration of multiple existing pieces of technology
rather than new development. This includes installing light infrastructure (such as time-
of-flight beacons and anchor sensors) in buildings before incidents occur, using LTE
networks instead of radio networks, and integrating preexisting maps and building
specifications into the location system. Each of these technological devices or data would
greatly enhance the ability to locate a responder indoors within a narrow radius.
Integrating these items would also cut down on the size and expense of any final location
device, particularly the inclusion of light infrastructure in buildings before an incident.
Without the hight infrastructure system, sensors have to be bigger, stronger and, by
extension, IOre expensive.

Potential Challenges:
Anticipated Benefits

s The addition of technology into building Responder Safety
design will result in higher costs during
construction. The building industry fought
strongly against the home sprinkier
requirement, and it is anticipated that 1t
will oppose other proposed standards that
Increase costs.

Population Safety
Consequence Mitigation
Decision Support
Multi-incident Utility

* * * *
0.0 0.0 0.0 0.0

.
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*

¢ There is a question of who will maintain digital copies of all building plans. The
agencies responsible for maintaining residential and commercial building plans
may not have systems that integrate with response agencies.

Rapid Building Characterization, Generation and Display

Relevance: Responders often arrive at an incident scene with mited knowledge of
building layouts and information. Only those with extensive experience of a geographic
area may be familiar with building characteristics. Responders would benefit from
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knowing the location of doors, exits, stairwells, power and technology infrastructure and
known hazards in the building (for example. gas lines). Better understanding of building
layouts would provide a significant advantage when trying to rescue a trapped or
unresponsive responder as well as during other tactical operations. Responder positioning
could be notably enhanced if combined with a 3-D rendering of buildings on the incident
scene. Being able to quickly understand the building layout in a readily available format
and the {ocation of responders within the building can greatly iinprove tactical operations
and decision-making.

Current Capability: Responders use open-source imagery to gain insight about target
buildings. Images are typically lunited to external visualizations of a building and do not
provide indoor mapping capability. Digitized building blueprints are not readily available
in most jurisdictions. Available blueprints have not been collected or integrated into a
usable format that is accessible to responders.

Responder Requirements:

s Rapid 3-D rendering of interior and exterior features
* Readily accessible blueprints of buildings

¢ Includes attribute data of buildings (including the number of rooms or estimated
residents living in apartinent building)

s User-friendly display of information (for example, heads-up display)

State of Technology: Several technologies exist that can rapidly characterize, generate
and display a 3-D visualization of a building. These technologies are not autornated and
require human interaction.

Multiple software platforms allow a user to rapidly create a two- or three-dinensional
model of individual buildings and populate the modetl with known data about the
building. For example, upon arrival at an incident scene, a user could identify the
impacted building on a map and build a model of that building based on in-person
observations such as shape, number of stories and building material type. These tools use
available street-level and overhead satellite imagery as inputs for the creation of the
models. Integrating up-to-date maps and preexisting building data can help improve the
technology’s output and provide greater detail for the response community.

These 3-D renderings can be integrated into other software programs that illustrate
incident effects. The Defense Threat Reduction Agency (DTRA) funded the development
of NucFast, a software platform that uses National Geospatial-Intelligence Agency
(NGA) building footprint data to model the 3-D structural components of buildings. The
system Incorporates data sets from the Federal Emergency Management Agency’s
(FEMA) Hazus program to model the effects of a nuclear detonation. The system can
display a range of effects (for example, rubble pile distribution, thermal loads. structural
failures, probability of fire mnitiation) at the individual building level. The outputs of this
system could be used to significantly iinprove the safety of responders and the
population.
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Potential Challenges:
Anticipated Benefits

s Many existing building plans are not

S . : i Responder Safety &
digitized and it may require a significant - - S
e L Population Safety RS
effort to convert existing files. ~——— .
Consequence Mitigation RS

¢ Digital building plans will need to be Decision Support &
updated as buildings and structures are Mutlti-incident Utility <

renovated. Responders need access to the

most recent copy of the plans. However, there is a question {(as mentioned above)
regarding which agency is responsible for obtaining and maintaining these
updated plans in each municipality.

o Responders noted that there may be privacy challenges related to estimating the
number of residents hiving in apartment buildings or multi-family dwellings.

Improved Standott Detection and Identification of Multiple Ilazards

Relevance: Responders face a large number of diverse hazards during a catastrophic
incident, including caustic gases and volatile organic compounds (VOCs). radioactive
contamination, hiological agents, deficient oxygen levels and explosives and secondary
devices. These hazards can be detected, characterized and measured using sensor
technotogy. Specifically, sensors that measure the quantity, volune and concentration of
these hazards provide the basis for making time-sensitive decisions that impact the health
of responders and the public. This RTO focuses on the initial detection of hazardous
agents and characterization of criticat information. Ongoing surveillance and monitoring
of threats is covered in a separate RTO called “Remote Monitoring of Threats and
Hazards.”

Current Capability: Responders currently use a variety of sensors and detectors to
detect hazardous agents, including personal radiation detectors (PRDs), multi-gas
chemical detectors, infrared sensors, medical infection control sensors and motion
detectors. However, accessibility to and availability of these devices varies depending on
Jurisdiction. For example, all New York City responders (law enforcement, fire and EMS)
carry PRDs, but only district-level law enforcement supervisors in other jurisdictions
carry these devices. Cost is one of the most prohibitive factors impacting availability.
Additionally, the spectral range for available devices is limited. For example, the majority
of PRDs detect gamma signatures but do not have the ability to identify individual
isotopes or neutrons. Conversely, chemical sensors can identify a specific agent but
cannot provide concentration levels from a safe distance. Responders reported that they
have no sensor or detector for real-time biological agent detection or identification. Most
of the current detectors and sensors can be mounted to various platforms, including
manned and unmanned ground vehicles and aircraft. Other technologies utilized for this
capability include building security systems, acoustic sensors and multu-spectral cameras.

Resources such as the Radiation Emergency Medical Management (REMM) tool and the
Emergency Response Guidebook (ERG) provide a consolidated repository of approved
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information and aid in the characterization of hazards. These resources provide guidance
about radiological and chemical incidents, including information about individual
isotopes or toxins, standoff distances, relevant protective actions and basic medical
treatinents or countermeasures.

Responder Goals:

o Detects hazardous agents in real time, including chemical, biological, radiological
and explosive particles and signatures, within a set perimeter around response
personnel

s Identifies the specific agent or isotope

¢ Detects or measures other pertinent data (for example, oxygen displacement) that
impacts hazardous conditions

s  Measures the current concentration and records exposure over time

s Provides pertinent information, including modes of exposure, protective action
information (for example, appropriate PPE, standoff distances, inmediate
treatments, decontamination requirements)

¢ Generates automated alerts in multiple formats (in other words, audible, visible,
tactile) when preset or site-specific thresholds have been reached

o Integrates personal detectors into PPE, communications devices or other daily
equipment

s Affordable to outfit entire workforce

¢ Relays information in real time to incident command, caches data when
connectivity 1s offline, and automatically forwards when connection 13 restored

¢ Integrates with common electronic situational awareness tools

s Deployable on multiple platforms (for example, manned and unmanned ground
and aerial vehicles, fixed and mobile)

s Comphant with relevant standards

¢ Equipment should be intrinsically safe and ruggedized
State of Technology: There are multiple technologies in development that could improve
capabitities for identifying and characterizing hazards on the incident scene.
A commercial manufacturer developed a chemical detection armband that uses a
customizable set of chemical detector cassettes. The system uses a color-changing
detection system that alerts the user to the presence of a toxic gas. The U.S. Coast Guard
uses the system extensively. The company developed preconfigured Kits for hazardous

materials (hazmat), clandestine methamphetamine labs and other specific incidents to
expand use to the response community.
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Other applications are being developed specifically for the response community. S&T
recently developed Chem-Tag, a small, lightweight, low-cost unit that alerts users when 1t
detects carbon monoxide, methane or hydrogen (:yamidt:.30 S&T anticipates that Chem-
Tag could be integrated into responder garments or equipment. A related program, in
development by S&T's Homeland Security Advanced Research Projects Agency
(HSARPA). is the Cell-All sensor, designed to continuously “sniff” the air around the
user for volatile chemical compounds.‘q1 S&T envisions that it will be integrated into
publicly available smartphones, providing alerts to individual citizens when it detects that
they are in the presence of hazardous chemicals and alerting authorities after identifying
specific threats such as chemical warfare agents. Similar technologies use a smartphone’s
camera to detect radioactivity. The current version of the system allows users to monitor
personal radiation exposure, but it 1s anticipated that users will soon be able to compare
their measurements with others in their area. Radiation measurements can also be
transmitted to response personnel.

The DHS Domestic Nuclear Detection Office (DNDQY} 1s developing technologies for
spectroscopic personal radiation detectors that can better detect, identify and locate
radiological or nuclear sources. The devices use advanced scintillating materials, which
help to better identify specific sources than can be done with current materiats. > DNDO
is also supporting the development of domestic capability to produce stilbene, an organic
scintillator for the passive detection of neutrons. ™

DARPA leads many of the advances in this area and is primarily focused on addressing
deficiencies in current systems. For example, DARPA has funded a program catled the
Compact Mid-Ultraviolet Technology (CMUVT} program.34 The goal of this program is
to develop ultraviolet (UV) components that will improve the size, weight, power and
capability of chemical- and biological-agent detectors. Another DARPA program, the
Advanced Wide FOV Architectures for Image Reconstruction and Exploitation
(AWARE), is using innovative camera designs and distributed aperture sensors to create a
gigapixel camera small enough to be deployed on a small unmanned aerial p]atform.}ﬁ

* “Smartphones now capable of detecting gas,” Homeland Security News Wire, October 3, 2011,
http:/Awvww homelandsecuritynewswire. cominode/33274.

L «Cell-All: Super Smartphones $niff Out Suspicious Substances,” DHS, last updated: December 26, 2012,
hitp://www.dhs. govicell-all-super-smartphones-sniff-out-suspicious-substances.

= *Advanced Radiation Monitoring Device,” DHS, last updated December 31, 2013,
hitp://www.dhs goviadvanced-radiation-monitoring-device.

* Stilbene. an Organic Scintillator for Fast Neutron Detection,” DHS, Tast updaled June 16, 2014,
hitp:/www.dhs, sovistilbene-oreamic-scintillator-fas t-neutron-detection.

'” “Compact Mid-Ultraviolet Technology.” DARPA: Microsystems Technology Office, last updated: n.d.,
http:/Awww . darpaanil/Our Work/MTO/Programs/Compact Mid-
Ultraviolet Technology (CMUNVT).aspx.

e Advanced Wide FOV Architectures far Image Reconstruction and Exploitation (AWARE).” DARPA:
Microsystems Technalogy Office. last updated: n.d,
http/Awww darpamnil/Qur Work/MTO/Programs/Advanced Wide FOV Archilectures lor Image Reco
nstruction and Exploitation (AWARE).aspx. The acronym FOV in the title refers 1o lield of view.
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Real-time detection of biological agents remains a challenging problem. DHS S&T
funded the Detect-to-Protect (D2P) program to assess multiple sensors that have been
designed to identify and confirm the release of biological agents within minutes. The D2P
prograqulmheld a series of tests in 2012 to detect biological agents in the Boston subway
system.”

Potential Challenges:

¢ Responders did not specify a precise Anticipated Benefits

desired standoff distance. Subject matter Responder Safety &
experts stated that this is a critical point as Population Safety &
the size, weight and cost of the sensor rise, Consequence Mitigation »
and performance degrades, as the distance Decision Support >
is extended. Multi-incident Utility &

¢ Responders are continuously concerned about false positives and negative rates,
which in turn could lead to distrust and disuse of technology.

+ Similarly, there are concerns about false positives and inaccuracies from
cellphone applications that detect radiological signatures. The public may not
have sufficient understanding of the measurements, other potential sources of
radiation (for example, nearby persons receiving nuctear medicine treatinents) or
the effects of background radiation to properly assess and understand alerts from
these applications.

s The accuracy of sensor systems 1s increased when the measurements are analyzed
against normal background levels for agents and contaminants. However, few
communities cotlect such data.

Multi-sensor Integration and Analysis

Relevance: Responders need to be able to assess their current level of risk from multiple
threats. For individual responders, this generally involves carrying multiple types of
sensors on their person as part of their PPE, in their hands, or deployed on an apparatus
(for example, radiation pagers, five-gas meters). Incident command also relies on
measurements from muttiple types of fixed and mobile sensors deployed on nuinerous
platforms. However, the measurements and readings from these sensors are rarely
integrated, and analysis of the results is done individually. This RTO focuses on the
integration and miniaturization of sensors so they can be deployed on a smaller number
of platforms and the analysis of those sensors can be combined to provide a
comprehensive picture of hazards on the incident scene.

i

“DHS using Boston subway systen to test new sensors (or biological agents Homeland Security News
Wire,” Homeland Security Newswire, August 27,2012,

http:/fwww hamelandsccuniynew swire.com/dr20 12082 7-dhs-using-boston-subway-s ¥ S1em-1o-test-new-
sensors-for-biological-agents.
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Current Capability: There is limited integration of sensors and analysis conducted in
the response community. The primary exception is the multi-gas meter, which is a single
system that can identify oxygen levels, lower explosive limits {LELs) and concentrations
of the most common VOCs (for example, ammonia, chlorine, hydrogen cyanide,
phosphine, and sulfur dioxide). Advanced models include radiation detection and the
ability to interchange toxic sensors. These are available in hand-held devices or larger,
mobile devices that aHow standoff detection and monitoring of hazardous agents.

Responder Goals:

s Appropriate SWP for integration of multiple sensors and Imaging systems into
several platforms, including:

o Personal device (size and weight of a deck of cards)
o Man-portable systems (backpack size, less than 25 pounds)
o Unmanned aerial systems (under six pounds)

Unmanned ground vehicles (weight unspecified)

¢ Includes a common hub or interface, allowing interchangeable sensor
configuration

¢ Ability to adjust or tune sensors for different environments {for example, smoke,
steam}

¢ Ability to network sensors and integrate outputs and data measurements for
combined assessment of existing hazards

s Integrates with common electronic situational awareness tools

¢ Relays information in real time to incident command, caches data when
connectivity is offline and automatically forwards when connection is restored

State of Technology: Subject matter experts advised that nanotechnology might offer
substantial enhancements in the development of new and smatler sensors. Scientists from
the Center for Nanotechnology at the National Aeronautics and Space Administration
(NASA) Ames Research Center developed a chemical-sensing. platform-based
nanotechnology.ﬂ Each sensor in the array consists of a nanostructure, chosen from many
different categories of sensing material that can measure the concentration of chemical
molecules. Researchers believe that lightweight and compact sensors can be made at low
COst.

DARPA is also investing in miniaturized sensors. One example is the Low Cost Thermal
Imager-Manufacturing (LCTI-M) program.?‘x Researchers are trying to develop very low-
cost, high-performance thermal imagers that can be can be inserted into hand-held units,

T «Carbon Nanotube Sensors for Gas Detection,” NASA, last updated: March 29, 200%,
http:/fwww.nasa. sovicenters/ames/research/technology-onepagers/cas_detection.himl,

™ “Low Cost Thermal Imager-Manufacturing,” DARPA: Microsysiems Technology Office, last updated:
n.d. hitp:dwww . darpaamliQur. Work/MTO/Programis/Low  Cost Thermal  Imager (LCT1-M).aspx.
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modified cellphone products, rifle sights. helmets. eyeglasses, micro-Unmanned Aerial
Vehicles (UAVs) and other small form-factor devices for real-time target recognition,
acquisition and network sharing of data. The goal is for the devices to be made available
for every vehicle, surveillance device and dismounted warfighter, significantly unproving
situational awareness.

HSSAI research found few ongoing efforts to develop a standardized plug or hub for the
integration of sensors onto a commeon platform. The chemical arinband described in the
RTO above represents one success in this area. The system includes 14 different sensors
that can be interchanged on the armband to create a configuration that best meets the
needs of the user. The sensors are packaged in cassettes that plug into the armband base.
The form factor for each cassette is the same, allowing it to take any place on the base.
While integrated onto the same armband. the sensors are not fused together to give an
integrated indication of hazards. Other manufacturers have developed bridging devices
with multiple connectors attached via wires to a central hub. Such devices atllow sensors
from different manufacturers to be used on the same platform. One issue is that there are
limited connectors of any one type, restricting the number of sensors from the same
manufacturer that can be attached.

Potential Challenges: Anticipated Benefits

Responder Safety
Population Safety
Consequence Mitigation
Decision Support
Multi-incident Utility

e Participants stated that manufacturers might be
unwilling to use a standard hub or plug
configuration for their sensors, citing
commercial advantages in having proprietary
interfaces.

* * * * *
0.0 0.0 0.0 0.0 0.0

Risk Asscessment and Decision Support to Command

Relevance: The sensors and imaging systems involved in the identification,
characterization and monitoring of threats and hazards may produce large amounts of
technical data and require analysis of complex information. These data include sensor
readings. model projections, reporting of conditions from the incident scene and other
pertinent information. In many cases, command staff members cannot incorporate the
large amounts of data coming in or do not have the technical training to understand the
data and information. This makes it difficult for incident command to assess the level of
risk and make appropriate life-safety or operational decisions. Responders stated the need
for a decision support system that will improve their understanding of the threats and
hazards on the incident scene and support accurate decision-making. This RTO is
important because increased understanding of pertinent data and information will alttow
command staff at all levels to make decisions that improve responder and population
safety.

Current Capability: There is no single source of information that incident command can
use to make key decisions about hazards and threats. Information is available in multiple

SITUATIONAL AWARIINIESS




SITUATIONAL AWARENESS

sources and formats, but it is not integrated with a tool that guides incident command
staff through response.

Responder Goals:

¢ Guides incident command staft through key decisions points, integrating actual
and projected data and information (including sensor readings, model outputs,
technical calculations, first-hand accounts from the scene, ete.)

s Provides recommended decisions or courses of action for each decision point and
confidence levels for those recommendations

s Indicates where key inputs are missing that could improve confidence levels
s Provides cues and checklists for additionat support

s Integrates all risk alerts onto one common display

¢ Integrates with common electronic situational awareness tools

* Incorporates the criteria levels (for example, established exposure limits)
established during pre-planning efforts

s Includes pre-populated and user-defined decision points

State of Technology: Several decision support systems are commercially available to the
emergency response community. These systems integrate incident-specific measurements
with modeling capability to provide specific operational recommendations and guidance.
One example is the Chemical Companion Decision Support System, funded in part by the
Technical Support Working Group (TSWG) and the U.S. Marine Corps Systeins
Command.”*" The software is accessible via mobile devices and desktop and laptop
computers. The chemical companion offers decision support capability. such as a
respiratory protection tool that guides users through a series of questions about
environmental conditions and hazardous materials and delivers a recommendation on
what type of respiratory protection is required. A detection tool helps the user determine
which detectors should be used and aggregates the results of multiple devices. The
chemical companion is free to law enforcement and fire departments.

Decision-makers face challenges in rapidly evolving environments when there may be a
lack of communication or situational awareness. In an attempt to overcome these

* The Technical Support Working Group conducts the national interagency R&D program for combating
terrorism thraugh rapid research, development, and prototyping. “Our Missions.” Combaling Terrorism
Technical Support Office, last updated: n.d . hitpfwww. tswe. gov/Ty=missions.

* <“Chemical Companion Evolves from Information Resource to Sophisticated Decision-Support System,”

Georgia Institute of Technology, last updated February 19, 2014,
hitp:/Awww.news. catech.edu/2014/02/19/chemical -companion-cy olves-infurmation-resource-
sophisticated-decision-support-svsten,
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challenges, DARPA established the Distributed Battle Management (DBM)}) program.“
The goal of this program is to develop automated decision aids to assist airborne battle
managers and pilots with managing air-to-air and air-to-ground combat. While this
particular application 1s DOD-specific, the research and conceptual application of
automated decision aids could also have applications for the civilian response
community.

Potential Challenges:

¢ Responders may be hesitant to rely on Anticipated Benefits

computer-generated recommendations. Responder Safety
Population Safety
Consequence Mitigation
Decision Support
Multi-incident Unility

s Participants stated that liability concerns might
hinder development of this system.
Developers will not want to expose
themselves to criminal or civil liability if the
guidance 1s Inaccurate or inconclusive.

* * * * *
0.0 0.0 0.0 0.0 0.0

Remote Monitoring of Threats and Hazards

Relevance: It is inportant for emergency responders to have the ability to continuously
evaluate existing, emerging and potential hazards in areas affected by a catastrophic
incident. Areas that may need monitoring include a broad radius around an incident
scene, areas where response and recovery actions are underway or specific ingress/egress
routes. Remote monitoring provides the necessary input for incident cominand to assess
the present dangers and emerging threats over time without exposing responders to
additional risk. This RTO focuses on the development of multiple platforms to support
monitoring of threats and hazards on the incident scene and potentially affected areas.
This RTO is important because real-time, continuous surveillance improves the safety of
emergency responders and the affected population still in those defined areas. This RTO
focuses on the ongoing surveillance and monitoring of threats through the development
of mutltiple platforms. Initial detection and characterization of hazardous agents is
covered in a separate RTO (see “Improved Standoff Detection and Identification of
Multiple Hazards™).

Current Capability: Responders currently rely on several fixed and mobile platforins
for remote monitoring of the incident scene. In many cases, man-portable systems are
placed throughout the incident scene and affected area, but this involves risks to the
personnel placing the system. Sensor systems are also often attached to manned aircraft
to provide aerial images and measurements. Responders also rely on traffic and
surveillance cameras to remotely monitor key areas. In addition, some Special Weapons
and Tactics (SWAT) teams use unmanned ground vehicles (UGVs) for remote assessment
of threats (primarily explosive devices), but these are cost-prohibitive for many agencies.

* “Distributed Batile Management,” DARPA: Strategic Technology Olffice, last updated: n.d.,
http:Awww . darpaanil/Our Work/STQO/Programs/Distributed Battle Management (DBM).aspx.
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The Federal Aviation Administration (FAA) currently prohibits the use of most unmanned
aerial systems (UAS) for response operations, but they are used to a limited extent.™ In
addition, many states have enacted laws prohibiting or significantly miting the use of
UAS by law enforcement.

Responder Goals:

s Platforms to remotely capture threat- and hazard-related data in multiple
topographies (for example, inside buildings, at various depths and elevations, over
rubble and across different terrains)

¢ Operates within multiple environments (for example, smoke, humidity)

¢ Equipped with configurable sensor packages (see the “Multi-Sensor Integration
and Analysis” RTO)

¢ Platforms in various sizes and configurations (for example. UGVs, UAVs, mobile
and man-portable systems)

¢ Uses a common hub or interface for sensors and imagers

s Continuously integrates captured data with geographic information system (GIS)
location of platform

s Able to operate multiple platforms in networked and/or swarm configuration
s Equipment is ruggedized, intrinsically safe and nondegradable due to hazard
s Sufficient power supply to support duration of monitoring (variable by platform)

State of Technology: Unmanned aerial and ground systems are well suited to carry
sensors that detect threats and hazards. Use of these systems for emergency response 18
currently lmited by government restrictions, liability concerns and cost.

UAS technology is mature, and the platforms are used regularly by DOD in its operations
outside of the United States to conduct many of the same tasks that emergency
responders would perform. The systems can provide sustainable monitoring of threat and
hazard conditions over the incident scene and affected areas and regularly carry
traditional remote sensing payloads, such as hazard sensors or multispectral cameras.

Advances in UAS may provide significant improvements in capability once regulatory
issues are resolved. UAS that can be used for domestic missions range in size from the
large Predator (27 feet long, 2,250 pounds toaded and unit cost of approximately

$4 million) to hand-launched platforms that weigh less than 10 pounds. DHS S&T is
currently funding the Robotic Aircraft for Public Safety (RAPS) project to test and
evaluate Small Unmanned Aircraft Systems (SUAS) equipped with sensors, including
various imaging systems.

1 : : o T . .
The term wnnmnned aeriaf vehicle has largely been replaced with the term unmmanned aerial system 1o
reflect the lact that the vehicles are complex svstems controlled by human operators.
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Small unmanned ground vehicles (also referred to as robots) are able to enter buildings
and other structures that may be inaccessible for aerial systems. Advanced robots are able
to chlimb stairs, open doors and move over uneven terrain, including rubble. The BigDog
robot, funded by DARPA, can transport heavy loads of remote sensing payloads over
terrain that cannot be traversed by wheeled or tracked UGVs.™ There are ongoing
DARPA efforts to improve the bullet resistance of BigDog, which could allow it to
operate during an active shooter incident. Other developers are focused on using
microrobotics to create small platforms (some only a centimeter across) that can be
deployed to reach small areas or confined spaces.

Robots are regulated by Occupational Safety and Health Administration (OSHA)
requirements, which ensure that their electronics will not ignite fuel or cause an explosion
(referred to as intrinsically safe). Subject matter experts stated that complying with these
requirements adds significantly to the cost of the platform. making the price unreachable
for many response agencies.

Developers are also working to reduce the costs of UAVs and UGVs through the
application of 3-D printing for on-site manufacturing of platform components. Agencies
will be able to rapidly print the non-electrical parts of these platforms to build low-cost
parts. Printable components include wheels, cases, wings and braces. Developers
envision a “Kkit in a box” option that would enable users to purchase a set of electronic
components and print the other required pieces for the UAV or UGV, Parts can be printed
on-scene with commercially available 3-D printers (which are becoming less expensive
and more accessible for response agencies).“

Potential Challenges:

. . Anticipated Benefits
o Federal and state regulations and restrictions

Responder Safety
Population Safety
Consequence Mitigation
Decision Support
Multi-incident Utility

hinder the application of UASs for emergency
response missions within the National
Airspace System.

* * * *
0.0 0.0 0.. 0.‘

*
o

»,

Combined Effects Assessment

Relevance: Large-scale incidents typically present multiple threats and hazards to
emergency responders. The initial hazard often causes secondary or cascading effects,
each presenting a unique challenge for responders and presenting unforeseen risks to both
responders and the public. The tsunami that hit Japan in 2011 illustrates the potential for
multiple and combined effects. This natural disaster caused radiological and chemical

H *BigDog — The Most Advanced Rough-Terrain Robot on Earth,” Boston Dynamics, last updated: n.d.,
http://www.bostondynamics.comirobot_bigdog. himl.

* On-sile 3-D printing has additional applications (or emergency responsc outside of UAV or UGV
platforms. Responders will be able (o print spare or replacement parts for multiple pieces of equipment on
SCEnC.
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incidents, numerous fires and the collapse of a dam.™ Incident command needs to
understand the potential for secondary effects, the conceivable impacts of all incident
eifects and how those effects combine to mitigate or exacerbate the situation. This
information will allow incident coinmand to assess the priorities of threats and make
appropriate PPE and protective decisions for responders and the public. Responders want
to address the most critical impacts without ignoring the potential for secondary issues or
consequences.

Current Capability: There is little integrated capability to understand and assess
combined incident effects. In many cases, jurisdictions identify potential hazards and
potential effects through pre-event assessments, but do not include incident-specific
information based on actual conditions. There are several tools available for
characterizing hazards during an incident, including the Hazard Prediction and
Assessment Capability (HPAC), Computer-Aided Management of Emergency Operations
(CAMEQ), and HotSpot. These tools can be used for both pre-event planning and post-
incident overlay of data to indicate hazards. In addition, many tools use GIS overlays that
allow “painting” of hazards on a map of the incident scene.

Responder (roals:

¢ A multi-layer graphic display that illustrates individual and combined hazards on
a GIS-enabled street-level map, including critical infrastructure and key resources
(CIKR)} and known hazards

s Calculates combined effects supported by sensor measurements and model
outputs

¢ Integrates outputs with digital situational awareness tools

¢ Includes decision support materials to prompt consideration and analysis of
potential secondary effects

¢ Includes predictive modeling functionality to illustrate the impacts of potential
secondary or combined effects

State of Technology: Advances in technology for this RTO are primarily focused on the
graphic display of threats and hazards for improved situational awareness. The Idaho
National Laboratory, for example, is developing a robotics platform that will both map
the interior of a structure and display the presence of chemical or radiological hazards on
the map. The system uses lasers to create a two- or three-dimensional map of the building
infrastructure, and the presence of each hazard is illustrated through a series of colored

¥ On March 11, 2011, an undersea carthquake triggered a tsunami that caused extensive damage, resulting
in nearly 25,000 casualtics and damage to more than one millipn structures. The tsunami also caused a
nuclear accident at the Fukushima Daiichi nuclear plant after seawater flpoded the rooms where
emergency generalors were stored, diminishing power available lor the coplant system. Lack of electrical
or backup power sources led 10 a meltdown in three of the seven reactors. Chemical explosions pecurred
in two ol the reactors al Fukushima due 1o high concentrations ol hydrogen gas. The tsunami also caused
a separale, large explosion at a petrochemical plant.
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layers. This system would potentially allow responders to avoid hazardous areas when
conducting operations inside of structures. The robotics platform could also carry a
camera, allowing responders to see images of threats or hazards before they enter.

A number of other systems have been developed to display multiple threats on GPS
maps, helping to create a common operational picture of the threats and hazards present
on the incident scene. These systems attow the user to import digital images of the
incident scene, many of which are readily available on the Internet. The user builds
shapeforms onto the image and customizes a graphic display of buildings and structures
on the incident scene. The user can then overlay threat and hazard data and other
information onto the 3-D map, including plume models and images. Advanced systems
incorporate additional modeling capability, such as rubble pile distribution, thermal loads
on infrastructure, structural failures and air-blast effects.

Potential Challenges:

¢ Despite advances in graphic display of Anticipated Benefits

threats and hazards, there are deficiencies in Responder Safety R
the ability to assess the impact of threats Poputation Safety *
and hazards on each other and the resulting | Consequence Mitigation K
impacts on response operations and Decision Support X
responder health. Mulu-incident Utility o

¢ Building and customizing shapeforms to create a 3-D display of the incident scene
1s not complex, but does take time {(depending on the size of the incident scene).
The utility of existing systems would be significantly improved if communities
develop 3-D image files of structures before an event.

Automated Red-lorce Tracking

Relevance: In the military realm, hostile or opposing forces are referred to as “red
forces” and friendly forces are referred to as “blue forces.” The emergency response
community uses a similar concept. Red forces denote a specific threat or hazard and
could be a person or persons (for example, active shooters, suspects) or an item such as a
weapon or an explosive device. In a hostile situation, responders and decision-makers
need to know the location and movement of these threats and their proximity to other
response personnel, critical resources and infrastructure. Real-time tracking of red forces
can allow incident command to improve the safety of response personnel and enable
more efficient neutralization of the threat.

Current Capability: On an incident scene where there are red forces such as active
shooters, it is ¢ritical for responders to have situational awareness and know the location
of the threats. Responders do not currently have an integrated red-force tracking
technology platform. Instead, they utilize a host of tools, including closed-circuit
television (CCTVY and other video cameras, soclal media, visual surveillance and facial
recognition software to identify and track threats. Red-force tracking technology is used
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to identify and monitor the movements of enemy forces on the battlefield, but these
technologies have not been adapted for domestic use.

Responder Goals:
s Integrates with responder location/tracking system
¢ Identifies red-force elements
¢ Generates covert alerts to responder regarding proximity to red force

¢ Integrates red-force tracking into situational awareness tools for tactical decision
support

¢ Identifies when a red force approaches high-risk areas/targets
* Ability to covertly place surveillance tags on a red force
¢ Displays data in heads-up field of view

State of Technology: The U.S. military funds a number of development efforts to
identify and track threats. Primarily designed for blue-force tracking, several systems
allow warfighters to visualize friendly and hostile forces on a graphic display.

The U.S. Army’s Force XXI Battle Command Brigade-and-Below/Blue Force Tracking
(FBCB2/BFT) provides advanced situational awareness to warfighters.% Warfighters see
blue icons on a computer screen inside their vehicle, indicating the {ocation of their
teammates. They can also plot improvised explosive devices and enemy locations with
red icons on the same computerized topographical map, which are visible by all team
meinbers.

A similar capability is available in helmet-mounted heads-up display (HUD) units that
allow users to identify and tag persons thought to be a threat. The tagged persons are
shown with an icon that is continuously visible in the field of view, even if the threat 1s
not. The system 1s able to calculate and display the distance of the warfighter from the
identified threats.

DARPA is funding the Urban Leader Tactical Response, Awareness and Visualization
(ULTRA-Vis) program, which is focused on creating a prototype for an augmented reality
system.ﬂ Augmented reality 1s accomplished by superimposing a computer-generated
image onto the user’s view of the real world. This should allow warfighters to overlay
full-color graphical iconography onto the {ocal scene as observed by the soldier. The
augmented reality system 1s a lightweight, low-power holographic see-through display

¥ Army fields next-generation blue force tracking system,” U.S. Army, last updated July 15, 2011.
http://fwww. army . anilfarticle/6 16247

" “Urban Leader Tactical Response, Awareness and Visualizatinon,” DARPA: Informatipn Innpvation
Oflice, last upated: n.d.,
http:/Awww . darpaanil/Qur Wark/120/Prosrams/Urban Leader Tactical Response, Awarcness,  Visu
alization (ULTRA-VIS).aspx.
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with a vision-enabled position and orientation tracking system that the warfighter wears.
In doing so, warfighters are able to significantly increase their understanding of the areas
and visualization of threats.

DARPA is also focusing on advances in imaging systems to support red-force tracking.
For example, the Autonomous Real-Time Ground Ubiquitous Surveillance-Infrared
(ARGUS-IR) is a 1.8 billion-pixel sensor system for persistent tracking of threats.*
ARGUS-IR can be deployed on UAS or UGV

platforms.
Anticipated Benefits

Potential Challenges: Responder Safety o
o Responders reported concerns with mis- Population Safety *
identification of threats when using a red-force | Consequence Mitigation K
tracking system. In addition to the potential Decision Support X
for labeling friendly forces as hostile, there Multi-incident Utility o

could be significant liabilities associated with taking actions against innocent

civillans.

* Law enforcement officers currently face legal and privacy issues with using
technologies such as facial recognition for red-force identification and
surveillance of red-force actors.

All-source Collection and Integration ol Data

Relevance: The ability to incorporate information from multiple and nontraditional
sources into incident command and operations is a well-defined need from the emergency
responder communities. There has also been an increase in disaster-affected populations
that utilize social media platforms to communicate and self-organize to identify needs,
threats, and solutions during an incident. Emergency responders at the federal. state and
local levels have voiced interest in using nontraditional sources of information to improve
decision-making through increased situational awareness and public information needs.
This information could take the form of crowdsourced information or social media data,
for example. The response community would like to use this information in conjunction
with traditional information sources (for example, sensor readings, 311 data, weather
maps, traffic camera feeds) to improve decision-making during emergencies.

Current Capability: Responders are currently facing data overload. Most information
coming from the incident scene is collected, analyzed and disseminated by individuals,
with little help from technology. Making sense of large volumnes of information can be
difficult and time consuming. Some agencies use social media in imited ways, including
monitoring individual tweets, posts and other content. However, they do not use high-
performance analytics to rapidly make sense of large quantities of information, so they do

*¥ < Autonomous Real-Time Ground Ubiguitous Surveillance — Infrared,” DARPA: Information Innovation
Oflice, last updated: n.d., hitp2/www . darpa.mil/Our Work/120/Programs/Autonomous Real-
time_Ground Ubiquitous_Surveillance_-_[nfrared (ARGUS-[R}.aspx.
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not gain adequate situational awareness from these sources. Overall, the capability to
collect and analyze big data is limited, and the emergency response community has not
developed or endorsed a standard operating procedure for collecting, analyzing and
integrating social media data into operations.

Responder Goals:

¢ Ingests data in multiple formats (for example, keyhole markup language [KML].
keyhole markup language zipped [KMZ], Javascript object notation [JSON])

¢ Automates the collection and display of data streams

¢ Identifies those individuals that the public relies on for information and/or whose
messages have more influence over the actions of others

¢ Determines sentiment of social media messages

¢ Automates the classification of information and dissemination of threat
information

¢ Ensures the security of collected information

¢ Integrates and overlays social media data on top of existing data sources

¢ Provides a customizable search function with simple queries

¢ Automates queries and alerts responders for anomalies or results that need to be
investigated

s Conducts analysis (for example, trend and pattemn, link, sentiment, keyword
alerting) in real time

* Displays confidence levels to inforin decision-makers of information accuracy

+ Filters exigent social media content from metadata (for example, embedded
exchangeable image file format [exif] data)

¢ Produces customized reports and visualizations in different formats for
dissemination

State of Technology: There are numerous tools available to assist emergency responders
with visualizing data, including platforms that allow a user to view data in different
layers. State emergency management offices are also working in this area to build virtual
systems that collect and display information to make it accessible for responders (for
example, Virtual Alabama). Tools that mash up data can be useful, yet data collection and
analysis are time consuming and largely dependent on the responder. Without the aid of
technology that can automate some of the analytics to reduce cognitive {oad, responders
may quickly get overwhelmed with the large volume of incoming data during a
catastrophic incident.

A lot of progress has been made in the past few years on technologies to automatically
collect, analyze and disseminate data, including that from nontraditional sources such as
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social media content. These tools, however, are not immediately available or ready for
use by the emergency responder community. Furthermore, data from nontraditional
sources {for example, audio, photo, video, sensors} has not been effectively combined,
and its fusion remains a technical chatlenge. Emerging technologies have been used in
pilot studies and ad hoc experiments, each resulting in mixed results. Many of these
technologies do not easily integrate with other systems and are not “responder friendly”
or able to be used in realistic operating conditions without significant assistance from
developers.

To date, most existing social media and other data fusion technologies have not been
developed with an emergency response application in mind. As a result, the outputs yield
limited actionable information that is in formats that are not easy for the response
community to quickly analyze and use to make decisions.

Similar to emergency responders, DOD systems have difficulty managing the vast
amount of information intake. Therefore, DARPA started a program catled XDATA to
enhance the ability of software tools to process and analyze large and incomplete data

sets.” The goal of this research is to enhance the
ability to use timely and actionable information to Anticipated Benefits
make well-informed decisions. Responder Safety

Population Safety

Consequence Mitigation

¢ Building collaboration with the public and Decision Support
private sectors to share information and input Multi-incident Utility
can be challenging.

Potential Challenges:

* * * * *
| 0| | |

¢ Sharing information is often hindered more because of human barriers (for
example, existence of or lack of reciprocal trust, commitment to keep information
in shared databases current) than technology barriers. These issues will not be
resolved through the development of new technology.

¢ Technology in development needs to keep up to date with evolving social media
and other nontraditional source information.

¢ There are privacy concerns with using personally identifiable information that
need to be addressed.

e There are technical challenges with the collection and integration of unstructured
data not available in a standard application programming interface (API) with
other data streams.

¥ “XDATA.” DARPA: Information Innovation Office, last updated: n.d..
http:Awww. darpaanil/Our Wark/[I20:/Prosrams/ XDATA aspx.,
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All-source Information Validation

Relevance: There are many different situations where responders have difficulty
validating information that comes in through 911 or social media, including unverified
calls or reports, until a responder adjudicates the information on-scene. The ability to
validate information, tips from the public or other incident-specific information 1s
important when responding to an incident. The ability to validate information becomes
harder when responders attempt to incorporate nontraditional information sources, such
as social media, with traditional sources.

Current Capability: Currently, there are very limited examples where crowdsourcing or
technology aids the verification process of incoming information. To date, validation of
incident scene data is largely a human-based capability from responders on-scene. In
industry, however, there are examples of data (for example, traffic reports} being
validated through crowdsourcing. This type of third-party validation might have
application in the emergency response enterprise.

Responder Goals:

¢ Automated validation of nontraditional information and data

¢ Includes confidence level indicator for how vahlid data might be

s Validates the user, time, and location of the information

s Validates content including text, photos, and videos

* Analyzes patterns, behavior, and history of user

s Integrates historical and environmental trends and alerts when aberrations occur

State of Technology: Technology to automatically collect, integrate and analyze data is
stil emerging, and so is the ability to validate that information. Currently, the state of the
art for data validation relies mostly on contributions from large groups of people, called
crowdsourcing.

Crowdsourcing is increasingly used by responders to gain situational awareness and
validate information. For example, one mobile application uses crowdsourcing as a way
to identify and confirm road status, hazards, police activity and other pieces of data to
help drivers gain better situational awareness. This type of crowdsourcing 1s done in real
time: drivers can easily plot points of interest, and other drivers nearby are asked to
confirm the information. Once the data points have been confirmed multiple times, they
are plotted on a map. If the data points are disputed multiple times, they are removed
from the map. This creates a dynamic map of crowdsourced information that maintains
itself with other users keeping it up to date.

DARPA has also incorporated crowdsourcing into a process that more effectively
evaluates commercial off-the-shelf (COTS) software. This process, called the Crowd
Sourced Formal Verification (CSFV) prograin, uses large numbers of non-experts to
perform formal verification faster and more cost-effectively than the traditional approach
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. . - . a0 . . . .
of a few specialized engineers.” To accomplish this, DARPA has developed a simulation
game that ¢creates a fun and interactive environment to help complete formal verification
proofs.

Other technologies exist that validate whether a post or photo has been edited or
published elsewhere using a photo’s exif data. This data is embedded within the image
file itself and contains location information. Similar to how online iinage gallery
prograins recognize this data and can display the date and location of a photo, other tools
can use this to detect false or uncertain information

that is published following an event.
Anticipated Benefits

Potential Challenges: Responder Safety

Population Safety
Consequence Mitigation
Decision Support
s There may be issues related to gaining access Multi-incident Utility

to information necessary for verification.

s Given the nature of crowdsourcing, it is
difficult to validate certain data in real time.

* * * * *
0.0 0.0 0.0 0.0 0.0

" Crowd Sourced Formal Verification.” DARPA: Information Innovation Office, last updated: n.d.,

http:Awww . darpaanil/Our. Work/[120/Programs/Crowd Sourced Formal Verification (CSFV).aspx.
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Situational Awareness Path Forward:

Subject matter experts 1dentified the following technology programs as necessary to meet
some or all of the responder goals listed in the situational awareness RTOs above.

Continue enhancement of sensors and other technologies to improve signal
strength around and through barriers

Transition existing state-of-the-art technologies for outdoor responder geolocation
Transition existing technotogies and improve signal transmission in maritime
environments

Obtain necessary consensus to develop infrastructure and construction standards
for newly constructed buildings

Integrate responder geolocation technologies with systems for automated 3-D
rendering of interior infrastructure from digital blueprints

Continue development of detection and identification devices

Continue development of sensor technologies, including miniaturization (to
integrate with small UAS and UGVs)} and modularization

Develop standard public safety UAS platform (total weight under 55 pounds;
payload weight under 6 pounds; hand-launched; low power supply; simple data
transmission; standardized payload interface; under 400-foot altitude) and a low-
cost standard public safety robot (standard payload interface)

Encourage adoption of legislation that authorizes public safety use of UAS
platforms

Enhance and integrate modeling outputs to display multiple threats on a common
operating platform

Transition existing state-of-the-art technologies used for military application to
emergency response use

[dentify information needs and requirements, resources and data streams for data
integration

Identify data streams that need to be validated using training set of human and
historical data; develop algorithms to assess data sources for validation signatures
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SITUATIONAL AWARENESS ROAD MAP

Year ] Yoear 3 Year 4 Year 5

RTO - Indoor Responder Geolocation

RTO - Outdoor Responder Geolocation @

RTO - Maritime Responder Geolocation

RTO ~ Infrastructure Standards for Technology Integration

RTO - Rapid Building Charactenization, Generation and Display

RTO —Standoff Detection of Multiple Hazards L

RTO — Multi-Sensor Integration

RTO - Risk Assessment and Decision Support to Command L
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Figure 10. Situational Awarcness Technology Road Map
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Communications is defined as the capability to seamlessly and dynamically
connect multiple persons or entities and convey meaningful and actionable information to
all relevant parties.

There are two capability statements in the communications domain:

The ability to communicate with responders in any environmental conditions

(including through barriers, inside buildings and underground)

The ability to communicate with responders in any environinental condition is crucial
because communications enable safe and effective catastrophic incident response.
Coordinating the efforts of emergency managers, civic leaders, responders and the public
depends on tinely, reliable and effective modes of communication. During a catastrophic
incident, communications will involve an increased number of responders, jurisdictions
and systems across a vast geographic area. Deficiencies in communications capacity,
interoperability or infrastructure can strain or overwhelm steady-state capabilities; all of
these deficiencies are exacerbated during large-scale incidents. Responders’ ability to
communicate with each other has a significant impact on operational efficiency and
safety. Message transmission or ¢larity can be substantially reduced when operating in
certain environments, particularly inside buildings, tunnels, underground spaces or over
long distances. Significant research has been done to help improve communication
systems that operate effectively in all environments; however, most response agencies
still lack this capability.

Subject matter experts identified three RTOs that correspond with this capability:

¢ Voice and Data Communications Through All Physical and Electronic Environments
e Disaster Resistant Communications Systems
e Graceful Degradation of Communications Signals

Communications systems that are hands-free and ergonomically
optimized and can be integrated into PPE

Most response agencies rely on land mobile radio systems that require a push button to
transmit messages and use an attached speaker to broadcast received communications.
While these systems may function effectively most of the tine, 1t may be difficult to use
thermn during tactical activities. Some radio systems offer a hands-free option, but
responders continue to report that communications systems hinder their ability to perform
tasks. In addition, radio systems add weight to the burden already carried by many
responders. Integrating communications systems with PPE garments and equipment has
the potential to improve the efficiency and effectiveness of response operations, inprove
communications clarity, and reduce the number of devices responders need to carry.
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Subject matter experts identified one RTO that corresponds with this capability:

e  Multi-sensory Communications Systems Integrated with PPE

Voice and Data Communications Through All Physical and Electronic
Environments

Relevance: Some environments are conducive to sending and receiving communications,
but others pose significant challenges. For example, communications can be difficult
inside buildings, tunnels or underground spaces. Communications may also be degraded
it equipment and infrastructure have been damaged by the incident. Regardless of the
operating environment, emergency responders must be able to seamlessly send or receive
orders and information, provide tactical updates, request help and receive warnings about
hazardous or changing conditions. Therefore, the need to ensure verbal and digital
communication through all physical and electronic environments is essential.

An additionat component of this RTO is the transmission of sensor and other field-based
data to incident command. An effective response requires the availability of pertinent
information for decision-making. This information must be accurate. actionable and
received as quickly as possible in an evolving response environment. Advances in
technotogy will produce additional data streams, all containing information that may be
necessary for incident command or on-scene responders.

Current Capability: The ability to transmit verbal and digital communications through
all physical and electronic environments varies widely among response agencies and
Jurisdictions. Most jurisdictions own the hardware and equipment to communicate via
push-to-talk radios and maintain himited network connectivity within their system.
Agencies with larger budgets are able to deploy integrated repeater networks to transmit
and amplify signals in areas where there otherwise would be a dead zone or degraded
communications. These repeaters amplify signals so that it can be retransmitted over hills
or past barriers. New York City has invested in a private long-term evolution (LTE)
network to provide coverage for nearly the entire city. However, the ability to deploy a
series of repeaters and utilize a private network is not the typical standard in atl U.S.
Jurisdictions. In fact, most jurisdictions simply do not possess the capability to
consistently communicate in all environmental conditions.

Despite advances in this field, new technologies are not often developed or tailored for
the unique needs of the field of emergency response. Many state-of-the-art technologies
are available to the general public (for example, smartphones that provide network
connectuvity and immediate access to data). However, these technologies were not
developed to address the unique conditions of emergency response, so they cannot be
effectively utilized in unpredictable and varying response conditions.

Responder Goals:

e Communicate through all environments, including inside buildings, underground
and through physical barriers
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o Rapidly-deployable (within 15 minutes)
¢ Portable components
¢ Powered using multiple sources including those on the incident scene

o Utilizes the existing infrastructure within buildings to enhance or amplify signals
or clarity of communications

o Uses different bands across multiple systems without having several pieces of
equipment

s Encrypted and secure

¢ Separate frequencies for emergencies and mayday-type alerts (for example,
PASS)

s Effective communication in remote areas

s Provides enhanced quality and clarity of voice communication m all verbal
transmisszons

State of Technology: Many advances in the communications field have applicability to
the operational needs of the response community. Technology is continuously being
improved to include stronger signals capable of transmitting through challenging
operational environments, such as through barriers and underground. The state of the art
for verbal and digital communications includes various types of technotogy, mcluding
cellular and satellite communications, repeaters, mesh networks and cellular on wheels
(COWSs). All of these technologies have benefits and limitations with regard to
responders being able to communzicate in catastrophic conditions.

Radio frequencies (for example, cellular and satellite communications) —
Communications devices such as a responder hand-held radio, walkie-talkie, cellphone,
or satellite phone use RFs to connect with either terrestrial towers or a satellite m orbat to
support voice, SMS and low-bandwidth Internet access. These devices operate using
ultra-high-frequency (UHF) radio waves that propagate by line of sight. These radio
waves can be easily degraded or blocked by hills, buildings. multipath radio wave
interference or other barrzers on an incident scene. Although satellite devices require line
of sight, they are typically used in remote areas where cellular towers are not available,
but there 1s access to open sky without obstruction. When barriers exist, a signal can be
enhanced with the use of signal repeaters. However, there is a trade-off between
transmisszon power and the available data rate. To maintam a given signal strength,
power needs to be mcreased as distance between the device and the transmitter increases.

Mobile cell sites — Mobile cell sites such as COWs, cell on light trucks (COLTs) and cell
in a box (CIAB) can be used in areas where cellular network coverage needs to be
expanded or established. These technologies are simzlar to fixed ceHular towers but are
temporary installations. They are available in different sizes that can handle a range of
signal loads and are deployable on varying platforms, such as a box or a truck. The range
of a cell tower depends on a number of factors, including the height and direction of
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antennae, frequency of signal, power strength, ambient weather and absorption of
environment {for example, building, vegetation).

Signal repeaters {also known as breadcrumbs) et ]

- Wireless communication devices that utilize L el e T e
radio waves can be boosted using signal o %\\\ %
amplifiers or perpetuated usmg various types ) {JQH i

of antennas. Repeaters are used to continue a o TS
signal in areas where it would otherwise be /7 T S

1|
blocked or degraded (for example. inside a :_! J ‘,_..%
buildimg or around a barrier). The repeaters = i:)
work by collecting a signal and then =l
retransmitting it in a much smaller scale to a T e %

cellular tower. Repeater use is increasing
rapidly, and so are advances i the technology
of size, weight and signal strength. For
example, DHS i1s investing in a project to
develop a very small (one-inch square, half-inch thick) repeater that is both waterproof
and heat-resistant up to 500 degrees. This type of signal repeater was designed
spectfically to develop a network in signal-denied environments for the emergency
response community.

Figure 11. Mesh Network Diagram

Mesh networks — Sumilar to repeaters that propagate
stgnal, devices such as laptops, cellphones and other
wireless devices can link as radio nodes. This is called a
mesh network. This means that only one node needs to be
wired or connected to a network connection and other
wireless devices can link to it (instead of a cellular tower)
and act as routers to send data using the built-in Wi-F
transmitters. Each device, or “mesh node,” uses routing
protocols to determine whether to keep the data it
recerves or pass it along to the next device unti a
destination is reached. Therefore, each device only needs
to transmit the data as far as the next node in the network
instead of to a cell tower or satetlite. If one node drops
out of the network, the data can quickly find another.
There are two main advantages for responders to use
mesh networks. First, they can leverage radio physics to pass information through signal-
denied environments and across long distances. Second, they can use sophisticated
trzangulation and time-of-flight algorithins to determine the location of nodes and users in
the network., such as responders on an incident scene. The limitations of mesh networks
include the sophistication of the network setup, maintenance and the availability of nodes
In a grven area.

Figure 12. Cell on Wheels

In addition to these technologies, an effort is underway to
@. Fi N ~ | revolutzonize multiple aspects of emergency responder
e irstiet
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communications. The First Responder Authority Network (FirstNet) 1s an independent
authority within the National Telecommunications and Information Administration that is
tasked to “provide emergency responders with the first nationwide, high-speed,
broadband network dedicated to public safety."5|

FirstNet is focused on enhancing and optimizing operational capability through the
development of a new Band Class 14 network. To devetop this network, Congress
atlocated 20 MHz of radio spectruin to FirstNet, and responders will have priority or
preemptive access to the system during response operations. Each state will develop an
individual radio access network that connects to the FirstNet core network.

FirstNet will employ LTE technology that incorporates a radio access network (RAN).
RAN is the component of LTE that includes cell towers as well as mobile hotspots in
vehicles that can connect to the core network over satellite or other types of wireless
infrastructure.™ This technology should improve communication coverage for emergency
responders, including coverage in challenging operating environinents.

Improving the ability to transmit information in challenging environmental conditions is
a shared goal among many disciplines. The U.S. military is funding muttiple efforts that
may benefit the response community. A smatl number of the most pertinent efforts are
described here. DARPA currently has a funded program called the A-to-I Look-Through
program to help advance this complex issue.” The goal of this program is to improve the
operational bandwidth, hinearity, and efficiency of electronic systems when the desired
outcome Is to receive and transinit information using electromagnetic {radio} waves,
especially under extreme size, weight, power and environmental conditions. This
program will rely upon developing new electronic processing subsystems methods and
architectures based on new understandings of mathematical principles and embedded
signal processing.

DARPA often initiates challenges to motivate teams of researchers to make progress in
certaln areas. It has initiated the Spectruin Challenge to help develop mnovative
approaches to adaptive, software-based radio communications in multi-user
environments. The Spectrum Challenge was issued to address the fact that “first
responder radios need to be able to communicate reliably in such congested and contested
environments and to share radio spectrum without direct coordination or spectrum
preplanning."54 The ultimate goal 1s to develop protocols for radio software that will
indicate the best communication channels when there are multiple interfering signals.

St Ahout FirstNet,” First Respander Network Authority, last updated: n.d., http:/fwww tirstnet.gov.
57 .
" Ind.

i *Analog to Information Look Through,” DARPA: Microsystems Technology Office. last updated: n.d,
htep:/Awvww . darpa.mildsOur_Work/ MTOPrograms/Analog-to-Information_(A-TO-I_Look_Through.aspx.

™ $pectrum Challenge,” DARPA: Information Innovation Office, last updated: n.d.,
http:fwww darpaand/Our Work/[20/Prosrams/Spectrum  Challenge.aspx.
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Potential Challenges:

s FirstNet is still in the early development stage, Anticipated Benefits
and the time frame until implementation has

Responder Safety

Population Safety

Consequence Mitigation

Decision Support

s Each state faces political, governance and Multi-incident Utility
local control issues for management of their
radio access network.

*
"

not been determined. Different states are
exploring different approaches to create the
required radio access networks.

»,
L

*
"

*
"

¢ Manufacturers will have to develop devices that have access to the new frequency
band.

¢ FirstNet will initially focus on data transmission and interoperability. Response
agencies will continue to use land mobile radio systems for voice
communications. Voice over LTE (VoL TE) will likely replace land mobile radio
systems at some point, but this capability will require longer-term development.

¢ Responders anticipate significant challenges with building the backhaul
infrastructure large enough to support public safety requirements an efficient
atlocation of the spectrum.

Disaster Resistant Communications Systems

Relevance: Eifective response requires the capability to provide reliable, coordinated
communications—inctuding secure and nonsecure data, video and voice—among and
across levels of the government and response community. However, catastrophic
incidents have the ability to significantly damage or completely destroy the
communications infrastructure and systems used by emergency responders. For example,
incidents such as a nuclear detonation produce an electromagnetic putse (EMP). An EMP
can cause serious disruption and widespread damage to electronic devices and networks,
including communications systems and technology equipment.

A nuclear detonation or use of an EMP device 1s a low-likehhood incident, but even
incidents that involve more routine threats or common operating environments can have
devastating effects on communications systems. Extreme heat or cold, high winds or
water can also critically damage equipment and networks.

Current Capability: Public safety radio systems are ruggedized to provide protection
against commonly encountered hazards. Radios used by the fire service generally have a
higher degree of thermal protection, while radios used in marine environinents are
waterproof or water resistant. However, standard radio systems used regularly by
emergency responders do not protect against EMP or extreme conditions. Further,
communications systems include more than just the radios. The towers, repeaters and
other equipment must also be disaster resistant. In many cases, this part of the
communications infrastructure 18 most vulnerable. Following Hurricane Sandy, for
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example, 25 percent of cell towers were inoperable within 12 hours of the event. One
solution is for radios to be stored in boxes hardened to shield the effects of an EMP.
However, it 1s not operationaltly feasible to place all daily-use radios in boxes when not
being actively used. Purchasing a separate set of radios that can be stored in preparation
for an event is not financially possible for most jurisdictions. Many jurisdictions maintain
a cadre of amateur radio (also called ham radio) operators. Amateur radio has dedicated
bands, reserved by the Federal Communications Commission (FCC), that have frequently
been used to support response operations.

Technologies including communication facilities, towers, radios, repeaters and other
equipment are hardened against adverse effects from catastrophic incidents at varying
levels. For example, some facilities have taken measures to include using flaine-resistant
materials, carefully selected locations that are elevated yet stable and resistance to high-
powered winds. Other disaster resistant technologies include repeaters that are built with
heat resistance for use in firefighting scenarios. Most cell towers also include backup
batteries and sometimes generators to withstand power outages.

Responder Goals:

¢ Public safety grade communications infrastructure (including radios, towers,
repeaters and other necessary equipment} against conditions such as
- 5"
electromagnetic pulse, heat, blast, water and extreme temperatures™

# Rapidly deployable (within 15 minutes)
¢ Intrinsically safe and ruggedized components
o Easily portable components

State of technology: DOD maintains a number of military standards regarding EMP
preparedness. Many critical defense systems comply with nuclear survivability and
hardening requirements, which protect against EMP threats. DTRA continues to conduct
EMP assessments on the critical power infrastructure, specifically the power grid and
telecommunications networks. However, there has been limited transition of military
capability in this area to emergency response applications. Research has also been done
to develop electrical cables that are insulated and shielded from electromagnetic
interference to protect electronic devices. For devices that are not hardened, storage
options offer protection to critical items. However, because it is not possible to predict the
size, strength and proximity of an EMP, it 1s unclear what level of protection exists.

DARPA has programs dedicated to enhancing reliable, secure and resilient
communications. One such program is the Safer Warfighter Communications (SAFER)

= “Public salely grade” refers o the hardening of network components (o ensure that the communications
systems of emergency response agencies will remain operational during and immediately following a
major natural or manmade disaster pn a lpcal. regional, and nationwide basis. “Delining Public Salety
Grade Systems and Facilities”, National Public Salety Telecommunications Council. May, 2014
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program.j ®The goal of this program is to develop technology that enables safe and
resilient communication over the Internet. The technology will also enhance applications
such as instant messaging, email, social networking, streaming video, voice over Internet
protocol (VoIP), video conferencing and other media that promote effective
communication.

Additional research is ongoing to develop survivable cominunications networks that can
provide connectivity in the absence of power and network connectivity. One system relies
on creating open-source tools that will allow citizens to use their existing infrastructure as
part of a rapidly deployed network to meet basic communications needs. The system
includes small modules powered by small solar panels or previously powered large
electronic devices (such as a hybrid motor vehicle) that can be acquired by citizens or
civic groups to provide ad hoc communications capability when needed.

Potential Challenges:

¢ Responders are concerned about the costs of ..
. S Anticipated Benefits
an EMP-hardened radio system, anticipating

high costs for a low-probability event. Responder Safety o
Purchasing these radios may not be feasible in | Population Safety
the financially constrained environment that Consequence Mitigation
currently exists for many jurisdictions. Decision Support KX
1117 111 o
s Public safety communications may rely on Multi-incident Utility hd

commercial cellular or wireless networks and equipment, which are also not
hardened against EMP effects. Development of a civilian standard will be
sufficient only if commercial carriers also harden their systems.

Gracclul Degradation ol Commuunications Signals

Relevance: While responders rely on communications for incident response, they are
aware that there are times when the communication signal will becomne so weak, or
completely lost, that transinission 1s no longer possible. However, it 1s not possible to
predict when the communication signal will be lost, and responders are often in the
position of not realizing they are no longer transmitting until they do not receive a
response. This “no-notice” loss of signal can cause a lack of transmission in critical
incident information and can place the responder’s {ife in danger.

There is a need for responders to have more notice on the status and degradation speed of
their communication signal and a more graceful degradation of the signals. This would
attow responders to adapt quickly to the pending lack of communications and transinit
critical pieces of information before losing connectivity.

¥ Safer Warlighter Communications,” DARPA: Information Innovation Oflice, last updated: n.d.,

http:Awww. darpaanil/Our Work/I120/Programs/SAFER. Warlighter Commumications {(SAFER).aspx.
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Current Capability: Responders described the current degradation as “a point where
communication just falls off.” meaning that there is currently no capability, with limited
exception of a screen display similar to the reception bars on a typical cellphone, to alert
the responder to a diminishing signal. A screen display is not ideal, as emergency
responders cannot constantly look at a visual indicator while simultaneously transmitting
information.

The strength signal itself does not allow for reduced cornmunications, it sunply goes from
fully functioning to not transmitting anything. Responders are not atforded an
opportunity to transmit shorter or more concise verbal message as the signal degrades.
There 1s no gradient or step-wise loss of functionality.

Responder Goals:

s Alerts for the degradation level with corresponding effectiveness level (an
indication of how well messages are being transmitted)

¢ Audio indicator when the signal is lost completely
¢ Directional interface that guides responders toward stronger signal strength

* Ability to poll on-scene radios for signal status to determine if the user is losing
reception

¢ Enhanced capability that functions with current technologies

State of Technology: Some radios and cellphones have preset text messages that can be
used in lieu of voice transmission when signals become very weak. These devices
typically switch to a text system and can send out a small amount of texts that are
preprogramimed with short commands, alerts or maydays. In addition, some radios can
automatically switch bands and search for the strongest repeater or tower every

15 seconds, depending on the strength of the signal, helping to maintain signal strength.

DARPA established the Adaptive RF Technology (ART) program to advance the
hardware used in hand-held communication radios.”” DARPA is developing a fully
adaptive and reconfigurable framework that is agnostic to specified waveforms and
standards. DARPA believes that this will enable the individual warfighter, using a small-
scate uninanned platform to analyze and characterize the signal environments. This will
allow the warfighter to determine the signal strength and changing conditions.

"< Adaptive RF Technologics,” DARPA: Microsystems Technology Office, last updated: n.d.,
http:www. darpaanil/Our Work/MTQO/Programs/Adaptiive RF Technolosices (ART)Laspx.
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Potential Challenges: Anticipated Benefits

¢ Responders are concerned that adding Responder Safety *
features or improvements may increase the Population Safety
size and weight of existing systems. The goal | Consequence Mitigation
is to increase the performance of PPE, Decision Support RS
including communication devices, without Multi-incident Utility &

adding size or weight.

Multi-sensory Communications Systems Integrated with PPLE

Relevance: The standard communications platform employed by the vast majority of
response agencies 1s a hand-held push-to-tatk radio used for verbal communications.
These types of radios clip onto the exterior uniform or protective garments of responders.
Recent developments in multimodal interfaces and displays are expanding the possibility
of more sophisticated communications mechanisms that rely on multiple senses, such as
sight, hearing and touch. As part of this RTQO, responders would like to receive and access
information visually. They would like to see a display of key operational and
physiological data and information. This could include life-safety data., such as the
amount of oxygen remaining in a self-contained breathing apparatus (SCB A} tank or
blueprints or schematics for the building in which they are working. They would also like
to be able to identify the location of other responders, resources and hazards/threats, both
within and beyond their field of view. Responders could also receive just-in-time training
or instruction via visual display.

Current Capability: As mentioned, most response agencies rely on land mobile radio
systems that require a push button to transmit messages and use an attached speaker to
broadcast received communications. Responders reported that it is often difficult to use
these radios during tactical activities. For example, a firefighter operating n full
protective gear, including breathing apparatus and heavy gloves, may find it difficult to
transmit a message while dragging a hose line or carrying tools or to receive a
communication due to sound dampening from the SCBA mask and loud ambient noise.
Radio devices currently exist that can be operated using hands-free features, often
through the use of bone-conduction microphones that transmit sound through the bones
of the skull into the inner ear. However, performance is often still degraded by the noise
of the incident scene. Some headgear worn by firefighters or SWAT teams integrates
communications equipment, but other factors degrade the clarity of these
communications.

Responder Groals:

¢ Equipment integrates into PPE or other existing equipment with minimal or no net
weight gain for the responder

COMMMUNICATIONS
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¢ Hands-free activation

¢ Multiple configurations based on the needs of each discipline

¢  Minimal SWP

¢ Noise-filtering mechanism that accounts for significant ambient noise

¢ Multi-sensory display of information. including key operational and physiological
data and information

¢ Ruggedized, waterproof, thermal resistant, intrinsically safe, simple, and not able
to be turned off by the user

¢ Integrates into PPE for all disciplines

State of Technology: The technology to support a heads-up display (HUD) for
responders to send and receive information is widely avaitable. HUDs are also used by
the general public for a variety of purposes, such as displaying speed and distance on a
car on the windshield while the car is in motion. They are also used extensively in aircraft
to display needed pieces of information.

While HUDs are not routinely used in
emergency response, the technology could be
tailored to the unique needs of each response
discipline. DHS S&T, for example, has
funded the development of a thermal HUD
for use by firefighters. This HUD helps to
address the need for firefighters to be able to
monitor their internal and external Figure 13. Information Available in HUD
temperatures, which is difficult when they

don level-A hazmat suits. When dangerous thermal levels are reached, this particular
HUD provides the firefighter with an alert. >

There are several other opportunities for advancement in this area, including the
transition of HUD systems developed by DOD for the warfighter, as well as commercial
development of products such as Google Glass. Users can see information such as maps,
temperature and logistical information in their line of sight while wearing the glasses.
Applications have already been developed specifically for the fire and law enforcement
disciplines using the Google Glass platform. Researchers are exploring the integration of
this technology into the face shield of responders™ helmets and headgear.

The U.S. military continually invests in programs that help to advance the way in which
warfighters are able to visualize their operating environments. As part of this effort,
DARPA established the Urban Leader Tactical Response, Awareness and Visualization

<8 &T Project Roundup What We Worked on in September 2013,” FirsiResponder.gov, last updaled:
n.d.. htpfwww . firstresponder. goviSitcPases/ResponderNew sAArticle.aspx Ps=Artcles &ilemID= 192,
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(ULTRA-Vis) program.sg Under this program, a prototype for an augmented reality
system was developed. Essentially, soldiers are able to use this prototype to overlay full-
color graphical iconography onto the local scene observed by the soldier. This is
accomplished by integrating a ightweight, low-power holographic see-through display
with a vision-enabled position and orientation tracking system on the solider. In doing so,
warfighters are able to increase their understanding of the areas and visualization of
threats.

Advances are also expected in the use of bone-conduction technology. Commercial
providers expect to release headsets that incorporate a bone-conduction microphone,
allowing two-way communication. This would allow responders to send and receive
communications without a device blocking the ear and preventing the reception of other
ambient sounds.

Potential Challenges: Anticipated Benefits

. Relspong?ll:s are (;011cer1_1ed afbout the o Responder Safety X
vulnerability and security of communications Population Safety
when using wireless connectivity. e
Consequence Mitigation
¢ Google Glass 1s not ruggedized for the Decision Support
requirements of the incident scene. Mutti-incident Utility

*
"

*
o

»,

Communications Path Forward:

Subject matter experts identified the following technology programs as necessary to meet
some or all of the responder goals listed in the communications RTOs above.

¢ Develop public safety grade VoLTE systems for public safety use

¢ Develop a civiian EMP survivability standard to which public safety
communications systems can be buift

s Collect requirements for and integrate a signal indicator into existing radio
equipment

¢ Transition adaptive RF technology being developed for military applications to
emergency response applications

* “Urban Leader Tactical Response, Awarcness and Visualization,” DARPA: Infprmativn Innpvation
Oflice, last updated: n.d.,
http:/fwww.darpaanil/Qur Wark/120/Prosrams/Urban  Leader Tactical Response, Awarcness, — Visu
alization (ULTRA-VIS).aspx.
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COMMUNICATIONS ROAD MAP

Year | Year 2 Year 3 Year 4 Year 3

RTO - Voice and Data Communications Through All Environments*

RTO - Disaster-Resistant Communications Systems

RTO — Graceful Degradation of Communications Signals

—

Projected Cost  Less than S500k 300k - $IM  + More than S1M (T

* Projected cost for this RTO may exceed S3M

Figure 14, Communications Technology Road Map
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Command, control and coordination is defined as the ability to identify
incident priorities, allocate scarce resources and exchange relevant information to make
effective decisions in a stressful environment.

There are three capability statements in this domain:

The ability to remotely monitor the tactical actions and progress of all responders

involved in the incident in real time

Incident conmanders are responsible for setting objectives and assigning tasks to
efficiently respond to emergencies. The number of tasks and personnel scale with the size
of an incident; therefore, catastrophic events may be difficult to manage without the aid
of technology. Incident commanders need the ability to know the progress of tasks and to
have up-to-date situational awareness to manage within a complex workflow
environment. Incident commanders can effectively re-task personnel or allocate
additional resources if they can monitor responder actions and tasks. Idealy, incident
commanders would be able to achieve this level of command and control with hittle
burden on the responders in the field. Therefore, tactical actions of responders and other
information should be remotely collected without impeding or degrading the performance
of existing comimunications. Responder actions also need to be monitored in real tiine
and integrated into a holistic workflow management systein that tracks the level of
completeness for each assigned task.

Subject matter experts identified two RTOs that correspond with this capability:

¢ Real-time Monitoring of Responder Actions
e Intelligent Integrated Workflow System

The ability to identify trends, patterns and important content from large volumes
of information from multiple sources (including nontraditional sources) to support
incident decision-making

The digital age has increased the availability of and access to data that could help inform
emergency response operations. During catastrophic incidents, responders can be
overwhehmed by the amount of incoming data from both traditional and nontraditional
sources. Successful utilization of this data depends on the ability to collect, aggregate,
validate, analyze and disseminate incident-specific data and information. Responders
require a system capable of ingesting large amounts of data, 1dentifying emerging trends
and patterns and filtering for key information. Such a system would not replace human
analysis, but would act as a decision support tool to assist both analysts and decision-
makers.
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Subject matter experts identified three RTOs that correspond with this capability:

e All-source Information Analysis Systemn
¢ Real-ume Predictive Analysis and Modeling
® Incident-scene Information Recognition and Pattern Analysis

The ability to identify, assess and validate emergency-response-related
software applications

As technology advances, so do the support tools available to emergency responders.
Although some of these support tools are hardware, many are in the form of computer
software, including applications that help the responder prepare for. respond to and
recover from catastrophic incidents. Software designed to support emergency responders
provides timely, critical and accurate information regarding a range of threats and
response actions. Responders need to be able to trust that these applications provide valid
information, function when necessary, operate on all relevant platforms and protect
sensitive information.

Subject matter experts identified three RTOs that correspond with this capability:

e Core Requirements Standard for Response-related Software Applications
e Software Development Kit for Integration of Response-related Software Applications
e Platformn for User Evaluation of Response-related Applications

Real-time Monitoring of Responder Actions

Relevance: Incident command is responsible not only for developing strategic and
tactical plans, but also for ensuring that those plans are implemented and the associated
tasks are carried out. Incident commanders may be overwhelmed by the complexity of
catastrophic incidents and may not be able to effectively monitor the actions and progress
of the response. Incident command would like to be able to track the progress of teamns
and individual responders in completing the missions to which they have been assigned.
This would allow decision-makers to identify when a mission needs more resources and
when responders can be directed to other tasks.

Current Capability: At this time, there 1s no commonly used tool for monitoring
responder actions on scene. Existing capabilites rely largely on voice communication
between responders and the incident commander, particularly through the transmission of
information requests and progress reports. While this practice allows the incident
commander to receive on-demand updates, the reliance on voice commmunication can
detract from overall mission success and responder safety.
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This is due to two main factors:

+ Potential unrefiability of comnmunications systems in certain situations (such as
when operating in wide geographic areas or inside buildings)

s Continuous changes in the incident scene (potentially limiting the accuracy of
transmitted messages)

The capability to remotely monitor actions and progress could resolve these concerns by
providing real-time information and increased reliability that improve decision-making,.

Commnonty used computer-aided dispatch (CAD) systems are able to visually monitor the
progress and location of emergency response vehicles. These systems use a transponder
affixed to the apparatus to provide real-time updates of the location of vehicles. CAD
systems also work with mobile data computers {(MDCs) that are installed in many
response vehicles. Responders are able to update their status via the MDC, which
provides updates in the CAD system.

Responder Goals:

¢ Automated system to collect tactical inputs from individual responders in real
time

¢ Includes preset command features to translate verbalized tactical actions into
status updates (for example, need more resources, task complete) to limit the
burden of effort on the responder to use push-to-talk radios during an incident

s Integrates the status of all responders into a common operating picture on a
dashboard for command visibility

o Displays tasks in an automated sliding scale that adjusts based on task completion
¢ Includes customizable settings, including task lists and timers for each task

¢ Includes an override feature for an administrative user to update the status when a
responder cannot make updates

¢ Relays information in real time to incident command, caches data when
connectivity 1s offline and automatically forwards data when the connection is
restored

s Does not interfere with other radio communications

s Provides appropriate SWP to provide functionality but does not place an extra
burden on the responder

¢ Interoperable and easily integrated with other monitoring or comnunications
equipment

o Scalable to quickly add responders during an incident

State of Technology: Development efforts are underway to extend the visual display of
vehicles that exists with modern CAD systems to personnel. Existing systems are able to
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notify personnel that they have been called into service via an application on their mobile
device. Responders confirm receipt, and the system tracks their progress toward the
incident scene via cellular and wireless networks. Responders are able to send and
recelve communications, which can be used to relay and update tasking orders. Current
products are unable to track the completion or activities at the task level. However,
development efforts underway include products that can incorporate pre-plan
information, which could potentially be used to track tactical progress, and can be
integrated with other electronic situational awareness systems.

Other commercially available software systems help manage and track resources,
including personnel, throughout incident response. As described above, tracking the
progress of personnel working on assigned tasks requires check-ins from the field. These
check-ins can be automatically categorized and updated on an incident manager’s status
boards, which include event logs, unit logs, operating procedure status tables and
situation reports. These systems altow cornmanders to establish incident objectives (for
example, organizational or division assigninents, medical plans, communications
strategies, safety messages).

Note: The state of technology for real-time tracking of responder location and display on
a common operating platform can be found in the “Indoor Responder Geolocation™ and
“Outdoor Responder Geolocation” RTO discussions.

Potential Challenges:

.. Anticipated Benefits
o Current systems rely on connectivity at the

Responder Safety
Population Safety

.

L)
*

incident scene, but this 1s far from
guaranteed. Developers are currently S S
working on offline options that will allow Con:\;e.quence Mitigation
information to be cached and then Decision Support
forwarded when connectivity is restored, Multi-incident Utility
but that functionality is not yet available.

*
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*

.
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Intelligent Integrated Workflow System

Relevance: When on scene, responders are focused on tasks related to saving lives and
mitigating threats. The role of an incident commander is, in part, to monitor task progress
and the workflow until the objectives are met. The term intelligent integrated workflow
refers to a system that automates portions of the monitoring and management to expedite
the process. With insight into the workflow, incident commanders can anticipate resource
demands or reassign assets to other tasks. Incident commanders must be able to visualize
this information in real time on a common operating platform. This capability could
reduce the amount of time an incident commander spends analyzing vast amounts of
incident data and situational awareness reports to focus on managing the response.

Current Capability: Research and responder input uncovered no known intelligent
workflow systems focused on the emergency response mission. Task progress is typicatly
communicated using hand-held radios or MDCs from responders in the field to incident
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commanders and dispatch operators. Some CAD systems are able to analyze response
data to produce helpful information and statistics, such as average response time until
units are on scene, but responders currently have no capability to automate or provide
decision support to workflows.

Responder Goals:

¢ [Identifies and collects key tasks associated with incident response for integration
into an electronic workflow system

¢ Incorporates data from previous incidents for machine learning and prediction
¢ Integrates with logistics situational awareness systems

¢ Automates task management where possible to reduce responder interaction
where applicable

o Tracks responders’ previous system inputs

¢ Automates user choices or proposed next steps based on task progress

¢ Generates alerts to inform or predict the next actions that should be taken
o Includes customizable graphic displays

¢ Customizable to allow administrator to input jurisdiction-specific standard
operating procedures

¢ Includes a confidence or quality control feature to assist decision-makers

State of Technology: Intelligent workflow systems are used extensively in other fields,
for both automated and manual processes to capture and digitize processes and standard
operating procedures and provide an audit trail of activities. Many of these systems are
able to monitor the submission, processing and real-time tracking of requests. They can
designate and prioritize the status of tasks (for example, assigned. past due, completed),
provide alerts when processes are delayed or interrupted and provide graphic displays of
workflows with real-time visualization.

Some of the commercially available incident management systems can provide
commanders with support for workflow management and automate parts of the process,
but these tools need to be customized for use at the jurisdictional tevel. For example,
technologies are being developed that can help automate workflows based on the
progress of tasks in the field and a specific jurisdiction’s pre-planned standard operating
procedures. The systems suggest courses of action that are aligned with local operating
procedures, National Incident Management System (NIMS) and Incident Command
System (ICS) processes and that incorporate FEMA’s resource management life-cycle
information. The workflow automation converts incoming messages from the field into
action-based message types such as status update, request for action and resource request.
These messages can then be tracked and managed within the system. Incident command
can then make official requests and follow up to ensure tasks are being completed.
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Potential Challenges:

e The ability to automate the content of L.
notifications beyond binning into message Anticipated Benefits

categories is limited. Responder Safety o
e Verifying that tasks are complete is still Population Safety

reliant on responder reporting. Some Consequence Mitigation

systems include the ability to upload Decision Support >

images, but this functionality is not yet Multi-incident Utility >

automated for responder applications.

All-source Information Analysis System

Relevance: A catastrophic incident generates a ot of information that needs to be
collected, analyzed and stored for decision support. This information is necessary for
critical lifesaving and operational decisions, but it is transmitted in a multitude of
different formats. Some require advanced knowledge or training to interpret. Response
agencies will be held accountable for using this information, and it must be available in a
comprehensible and concise format. Responders would like a common platform that can
filter, aggregate and correlate data into an output that is relevant and usable for the
decision-maker. Outputs and visualizations should be in a format that can translate the
analysis of the data into actionable information.

Current Capability: Many response agencies use electronic incident management
systems to support decision-making during response operations. The most commonly
used systems utilize a dashboard system, which attows incident command to view
different functions in a series of layers or tabs on the display. When this information is
aggregated, incident commanders have a better common operating picture. However, they
still tack the analytical and decision support modeling function requested by responders.
State and major urban area fusion centers provide additional capability for information
integration and analysis. Fusion centers are collaborative efforts hetween multiple
agencles to share information among federal, state, local and tribal organizations. The
fusion centers are primarily focused on the analysis of threat-refated information to
prevent incidents but can be used to improve situational awareness and decision-making
during response operations.

Responder Goals:

¢ Integrates a baseline set of business rules for every emergency management
agency with the ability to customize for specific events or types of incidents

e Automatically filters, aggregates and correlates data
e Ability to graphically display and visualize data

o Includes predictive analysis to optimize courses of action (for example, rerouting
assets, choosing to shelter versus evacuate)
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¢ Aggregates data at a speed to inform real-time decision-making

¢ Integrates natural language processing to aggregate large amounts of text data to
ease decision-making

¢ Customizable business rules for discipline-specific needs

¢ Filters information to ensure relevant, actionable information

¢ Includes a customizable graphical user interface (GUI)

o Includes next-step suggestions or considerations based on analytic outputs

State of Technology: Integrated tools that provide all-source information management,
analysis and decision support either are in development or require customization, testing
and evaluation before being used by emergency responders. Existing COTS systems do
not meet the responder requirements, which include real-time aggregation, analysis and
optimization of decision-making with predictive analyses. Most existing systems can
automate functions for ingesting and mashing data but are very limited with regard to
analysis and decision support. In addition, many of these functions are not rapid and
require special programining support from developers.

The volume of incoming data increases during times of crisis, and systems need to be
designed to rapidly detect changes in the data patterns and trending topics as events
unfold. These technologies should provide meaningful analysis of streaming social media
and other data to the end user in real time. To this end, DARPA has been developing a
tool called Insight to consume and process information and provide mission-relevant,
timely insights to incident commanders.®” The goal of this program is to use technology
and automation to enhance an individual’s ability to support real-time operations with
actionable data. Insight is designed to receive. index and store incoming data from
multiple sources and analyze and correlate that information. Furthermore, DARPA is
working to incorporate behavioral learning and prediction algorithms to help analysts

discover and identify potential threats and

“orres . Lctivities. -
corre pOl’ldll’lg acnvities EDGE ANALYTICS - ]

Natural {anguage processing (NLP) can assist
analysts in understanding the content of social | swmeov
media data for the purposes of sentiment "
analysis, topic modeling, trend analysis and
soclal network analysis. NLP uses machine
learning algorithms to enable software to

derive meaning from a user’s input. The ability [~
to use NLP lends itself to many different
system features such as custom alerts, changes o

Resufts

fung

Figure 15. Edge Analytics Interface

" “INSIGHT.” DARPA: Information Innovation Office, last updated: n.d.,
http A www. darpaanil/Our Wark/[120:/Programs/Insishiaspx.
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in data patterns, understanding local context, sentiment analysis and topic modeling.

Although real-time analytics technologies are still maturing, many of the features that
emergency responders desire (such as sentiment analysis, filtering based on geolocation,
social network representations, identifying influencers, custom alerting. trend and pattern
analysis and topic modeling} already exist. An example of this i1s shown in figure 15
using a tool called Edge Analytics (EA). EA was initially developed by a DOD Federally
Funded Research and Development Center (FFRDC}) and has been piloted in various
environments to conduct social media analytics. Figure 15 displays EA’s real-time
filtering and topic modeling capabilities. Advancements are still necessary in the areas of
data fusion, natural language processing and real-time analysis to create a robust all-
source analysis tool. These research areas are currently in development.

Anticipated Benefits

Responder Safety

Population Safety

Consequence Mitigation

Decision Support

¢ The accuracy of machine learning and NLP | Multi-incident Utility
needs improvement.

Potential Challenges:

s The appropriate entity to provide
governance and maintenance support for an
all-source information analysis system is
undetermined.

*
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*
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Real-time Predictive Analysis and Modeling

Relevance: Response agencies conduct pre-planning efforts and exercises to improve
their ability to respond to an incident before it happens. From these activities and past
operations, they are able to predict certain factors in how an incident might unfold.
However, there are many incident-specific variables that significantly impact incident
action planning, including the population of the affected area, the existing and evolving
hazards posed by the type of incident and the presence of other effects or hazards. There
are ongoing and well-established efforts by the federal government to conduct predictive
analysis for various types of threats including hurricane. flood and earthquake modeling.
However, the emergency response community is tacking a baseline, customizable, all-
hazards predictive analytic approach and integration strategy. Responders would like the
ability to easily integrate incident-specific information with available models into
decision-making processes in near real time.

Current Capability: There are many sophisticated models that can estimate effects
related to natural and man-made incidents, including hurricanes, wildland fires,
earthquakes, disease outbreaks, evacuations and population behaviors. Generally, each of
these models 1s developed by different organizations or agencies working from disparate
information sources. One example of modeling software used to estimate natural events

is from the National Hurricane Center (NHC). This software creates hurricane track and
intensity models and is used to inform emergency response efforts. NHC is an example of
a modeling source that incorporates historical data and real-time information to develop
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alerts, warnings. forecasts and predictive analyses that help inform decision-making
related to potential weather threats.

Some of these models can be accessed through an integrated suite called Standard
Unified Modeling, Mapping, and Integration Toolkit (SUMMIT). The goal of SUMMIT
is to create a collaborative environment that links the leading modeling and simulation
tools and data to help emergency responders train for and respond to incidents. "'
SUMMIIT has been used to support federal, state, regionat and local exercises and
operational planning efforts.

Another modeling resource for
emergency responders is the
DHS-led Interagency Modeling
and Atmospheric Assessment
Center (IMAAC). The IMAAC
coordinates and disseminates
federal atmospheric dispersion
modeling and other hazard-
prediction produc:ts.'f’2 These
products provide information
during actual or potential
incidents involving hazmat
releases.™ The IMAAC

afrasliuciure Effccls

Inlrestructures.

Review second simuiation
on

provides emergency responders

with predictions of hazards

associated with atmospheric Figure 16. Standard Unified Medeling, Mapping, and
refeases to aid in the decision- Integration Toolkit

making process to protect the
public and the environment.”

Responder Goals:

¢ Enhances model fidelity for threats such as chemical, biological, epidemiological,
radiological, EMP, nuclear, explosives, fire and population dispersion.

s Incorporates high-performance analytics modeling of multiple data streams

¢ Conducts predictive analysis for specific incidents in near real time (for example,
within one hour)

BLegUMMIT,” DHS, last updated: n.d., https://dhs-summit.us.

5 “Interagency Modeling and Atmospheric Assessment Center,” DHS, last updated: October 23, 2013,
http:/fwww.dhs pov/imaac.

* Ibid.
“ Ibid.
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o Integrates outputs into decision support tools and existing electronic situational
awareness tools

¢ Enhances social network analysis
¢ Improves the fidelity and validity of data

: : 65
e Generates and runs customized stochastic models”

State of Technology: Operations research and the science of simulating scenarios to
inform decisions have been around for decades. Modeling has been used for predictive
analysis for large and small events and continues to evolve in many different industries,
including the military, space exploration, weather forecasting, and homeland security.
The Department of Energy national laboratories have done extensive modeling in various
areas that have application to catastrophic disaster response including fallout, blast effects
in an urban environment, mass sheltering and evacuation and EMP effects from a nuclear
event. These models are not operational at the local responder level to help inform
immediate response actions.

To this end, S&T, in conjunction with FEMA and in collaboration with Sandia National
Laboratories, is developing a geo-agile platform called SUMMIT that enables responders
to use and integrate models to improve response planning, training, and exercises.” The
tool has already been used in various international, national and regional exercise
scenarios. Eventually, the goal is to utilize this suite of models to inform decision-making
during response operations for catastrophic incidents. The SUMMIT framework is
described as platform-neutral. which allows users to access the models from a Web
browser and mobile applications.

SUMMIT is deployed through FEMA’s National Exercise and Simulation Center (NESC)
to provide state-of-the-art modeling and simulation capabilities to support national,
federal, state, local and tribal exercises. Once SUMMIT has undergone the Software
Engineering Life Cycle (SELC), Security and Comphiance transition process through
DHS S&T. the emergency management community will be able to utilize the tool. During
this transition period, research and development efforts will continue to advance
SUMMIT capabilities in preparation for future deployments to the FEMA NESC.%’

% Stochastic models include at least one random variable. Stochastic models are used to estimate the
probability of different outcomes.

6 «SUMMIT,” DHS. last vpdated: n.d., htips://dhs-summit.us.

“7 Jalal Mapar, Keith Holtermann. et al., “The Role of Integrated Modeling and Simulation in Disaster
Preparedness and Emergency Preparedness and Response: The SUMMIT Platform™, Department of
Homeland Security, 2012,
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Potential Challenges:

Responders would like model projections and Consequence Mitigation

updates in real time. Delays from real time can Decision Support

Population Satety oo
Multi-incident Uttlity X

be caused by interruptions in the currency and

quality of sensor data and other pertinent information, some of which comes from
third parties.

o [Enhancements of model projections require continuous and real-time updates of
sensor data from the incident scene. Commmunication system failures following a
catastrophic event may constrain the transmission of sensor data.

Incident-scene Information Recognition and Pattern Analysis

Relevance: Responders must quickly make informed decisions based on credible
incident-scene information, reports from the field, and historical data. The sheer volumne
of information that needs to be considered and analyzed can present challenges,
especially during a catastrophic event. This RTO is related to a response organization’s
ability to identify specific information being developed on the incident scene and conduct
pattern analysis to validate and inform tactical decision-making. This type of analysis can
improve situational awareness and help forecast an incident’s evolution. The evolution of
an incident dictates what, where, and when additional resources should be deployed.

Current Capability: Human initiative and analysis are the principal tools utilized for
this capability. This type of information recognition and pattern analysis 1s done in some
law enforcement agencies with the integration of sensor technologies, such as light
detection and ranging (LIDAR). geotagging or ground sensors, to monitor specific
locations. However, it is not widely used by the responder commnunity. Joint fusion
centers act as one resource to encourage data aggregation and information sharing among
agencies. Responders in the field employ methods such as predictive policing and social
network monitoring depending on the initiative of the agency. * Data synthesis and
analysis systems currently exist, but they have not been specifically customized for and
used by the response cornmunity.

Responder Goals:
¢ Collects incident-specific information to provide enhanced situational awareness

* Analyzes information to provide predictive clues as to what cascading effects of
the incident may occur

¢ Rapidly analyzes aggregated incident-related data

“ Predictive policing is a {orecasting lechnique to identify likely targets for police intervention. These
analylic lechniques are Lypically statistical prediclions and guantitative in nature.
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¢ Fuses data streams across various information sources {(including soft and hard
Lk
sensors)f’)

¢ Collects and analyzes metadata of streaming information

e Integrates information protocols and agreements

e Calculates a level of confidence in data

¢ Includes multiple sources of validated information

¢ Displays trend data statistically and across the incident timeline

State of Technology: The development of a disaster management system that can detect
trends and patterns has been a topic of interest in the technology community over the last
decade. Technologies exist that can 1dentify trends over space and time, monitor
resources and displays results for a specific geographic area. However, none fully address
responder requirements for an all-inclusive incident scene trend and pattern analysis tool.

DHS has invested in several infrastructure protection and disaster inanagement projects
that relate to this RTO with regard to collection, analysis and visualization.” Specifically,
advancements are being made to develop tools that rapidly collect, process, present and
understand massive amounts of data from multiple sources. including database
information, message traffic, text documents, imagery, video, sensor, and instrumentation
data from an incident scene. These analytical tools deal with large amounts of dynamic,
streaming data and enable real-time understanding and decision-making. However, they
still require a significant amount of developer knowledge and skills to operate. A
combination of these technologies will enable the creation of new analytic techniques for
a responder to develop situational awareness, whether they are in the field or at the
command center.

Potential Challenges:

- . . o Anticipated Benefits
o The ability to validate information from

S . A . . e
the incident scene in real time can ;R)esp;m(.ler zd?ty :
. . . 2 2 - e

become an issue, particularly if opulation sa et'yv _ -
- - - - - . a . - e

responders will be using this information | COnsequence Mitigation >

*
"

Decision Support

to inform response operations. it _
Multi-incident Utility

*
"

* Soft sensors include data streams that are available to the public (for example, Twitter). Hard sensors
include data streams that are not public information {for example. radiological and biological sensor
data).

" “Infrastructure Protection and Disaster Management Projects,” DHS, last updated: December 27, 2012,
htip:/fwaww . dhs. rovintrasiructure-protectivn-and-disaster-managemeni-projects.
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Core Requirements Standard for Response-related Software
Applications

Relevance: Responders have multiple concerns about the response-related applications
they currently use. For example, they are concerned that the applications may not
properly protect their personal information, may not be available at critical times or may
not provide technically accurate information. A core requirements standard would create
an open standard where developers are able to build applications for the response
community that meet a set of minimum requirements. These requirements might include
levels of encryption, offline access and verified enrollinent, among many others.
Development of a core requirements standard would not require all software developers
to adhere to the standard, but emergency responders would be aware of which
apphications did incorporate the standard and could make an informed choice of
apphications based on this information.

Current Capability: Emergency responders have access to hundreds of software
applications, but there is not a core requirement standard that must be incorporated into
response-related applications. Essentially, applications are developed by individual
entities, and it is the responsibility of the responder to ensure the validity and
functionality of actual applications. While responders are experts in their discipline. they
may not be able to verify the level of security of these applications or whether they were
developed based on the latest science, models and algorithms needed to produce the most
accurate information.

Responder Goals:

o Core set of standards that response-related software applications should meet
¢ Reduces variation between devices

¢ Standards that address user validation, data standards and validation, functionality
validation, operational suitability, ease of use, data security, compatibility and
transferability, adaptability for discipline and jurisdictional needs, communication
standards and scalability (catastrophic versus daily use)

State of Technology: Requirements standards for applications provide the documentation
for developers that govern data outputs (in other words, all measurements must be
provided using metric designations). They ensure that data are presented to the user in the
format that is expected. The intended audience for an application requirements standard
would be the application developer, but the standard would be developed in conjunction
with the response community. Such standards are developed routinely and are not
technically challenging.

There are several requirements standards pertinent to information exchange that are
relevant to the development of an applications standard. The National Information
Exchange Model (NIEM) provides a framework for Extensible Markup Language
(XML}-based effective and efficient information sharing across all levels of government
and private industry. There are multiple schemas within NIEM, especially the support
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schemas, which apply to application development.?I In addition, the Unified CAD
Functional Requirements document identifies a comprehensive set of functional

. . 2
specifications for CAD systems.’

The concept of recognizing components that meet standard requirements is used in other
sectors. For example, the DHS SAFETY Act certification and the U.S. Environmental
Protection Agency’s (EPA) Energy Star designation provide recognition of compliance
with standard requirements. Compliance with these standards provides incentives to
manufacturers such as protection from lability and the availability of tax incentives for
consumers. A similar designation could also be displayed on all response-related
apphications that follow the standard requirements.

Potential Challenges: Anticipated Benefits

Responder Safety &
s None identified Population Safety

Consequence Mitigation

Decision Support e

Multi-incident Utility RS

Software Development Kit for Integration of Response-related Software
Applications

Relevance: A software development kit (SDK) is a set of software tools that allow for the
development of applications for a specific platforin or software package. A response-
related SDK would be used by software developers tasked to develop applications for the
response community. An SDK is necessary to ensure that response-related applications
are available on common platforms, as responders do not want an application that is
available on only one of the common platforms.

Current Capability: Research and responder input uncovered no known SDK or hosted
set of services readily available for the adoption of responder-related applications.

Responder Goals:

s [dentifies the necessary and optional common feature sets for response-related
applications

s Provides protocols and common features for use of responder-related apphications
on common platforms

" “National Information Exchange Model,” National Institutes of Health, last updated: n.d.,
https://www.niem.gov/Pages/detault.aspx.

& Unified CAD Functional Requivemments (APCO International, 1JIS Instituie, UCAD Project Commitiee,
August 20123, hup:dwwwijis.orgfdoces/Unifiecd CAD Functional Requirements FINAL pdL
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¢ Backend that can be leveraged by existing and future responder applications to
address common backend functionality (for example, registration, user validation,
content security, data sharing)

State of Technology: Developing an application requires four steps. First, a developer
identifies the necessary features of the application, commonly called a feature set.
Second, software developers code the features. Third, developers expose features that
will be seen by the user through APIs. APIs allow a developer to provide functionality to
users without giving them full access to information on the application. For example, if
an application provides encrypted messaging or a secure login, there is protected
information that is not shared with all users. All applications that are developed for use on
iPhone, Android and Web-based platforms must adhere to a set of stated requirements.
Some of these requirements mandate a certain programming language, while others
govern the interface design. These requirements are typically contained in an SDK. In the
fourth step. the SDK is built on top of the APIs to ensure that the application can reach
the most readily used platforms. An SDK would contain all of the features that responder-
related applications should provide.

Backend services support specific user requirements such as registration, content
administration and user data-sharing services. Developers of new responder applications
currently need to “recreate the wheel” and develop unique solutions to address backend
services. For example, each application developer must develop the means to vahidate
whether the user is a responder (or otherwise authorized to use the application). The
S&T-funded First Responder Support Tools (FiRST) is one application that provides
backend services to support user registration, content administration and user data-
sharing services; however, these backend services are not available for use with other
applications. Although not technically challenging, there is currently no hosted set of
common services that can be adopted by responder-related applications or an SDK to
support the adoption of core requirements.

Potential Chall 52
ofentia arienges Anticipated Benefits

s The appropriate entity to provide responsible Responder Safety

ownership and maintenance of an SDK and Population Safety
response-related common services is Consequence Mitigation
unknown. Decision Support &

*
o

Multi-incident Utility

»,

Platform for User Evaluation of Response-related Applications

Relevance: Many of the applications developed for responders are tailored to provide
specific recomimendations or guidelines to improve the safety of responders or the
population (for example, bomb standoff distances). It is essential that these applications
provide information and outputs that are accurate based on up-to-date science and official
operating procedures. These applications also must be tested to perform as designed and
function in realistic conditions. User reviews in a traditional app store (or other review
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forums} are often unregulated where individuals are able to post positive or negative
reviews and ratings without verification that they have purchased or used the application.
Responders believe the sensitive and critical nature of the response-related applications
requires input from verified responder users. Therefore, responders would like a
mechanism where they can purchase, rate and review the response-related applications.
These reviews could include a standard set of criteria by which applications can be
“certified” for use, such as data inputs, content outputs, usability and functionality.
Responders desire a combination of a Consumer Reports ™ -style repository with the
functionality of a traditional app store in a private forum.

Current Capability: Responders currently purchase applications through traditional app
stores or through vendor websites. There is no formalized approach for end-user
evaluation of response-related software applications. This is currently done by word of
mouth between responders and is very ad hoc¢. Online forums contain reviews of some
apphications, and traditional app stores contain reviews and ratings of functionality, but
neither the identity of the reviewer nor the verification of purchase is required or
available. Some app stores provide verification that the app contains no malicious code,
but the validation does not relate to the content or functionality.

Responder Requirements:

s Non-anonymous platform for use review (attributed with name, discipline, rank,
location, etc.)

s Includes a mechanism to directly purchase response-related applications
¢ Compares applications based on qualitative and quantitative factors

s Develops criteria for a “responder-approved” application, including compliance
with core requirements and minimum threshold of validated user reviews and
ratings

¢ Designates an entity to issue an “approved” software application list

State of Technology: Private business-to-business (B2B) sites currently exist that restrict
the purchase and review of applications to a defined set of users. Subject matter experts
who participated in the interview process stated that there are no technical barriers to
creating a protected forum for responder review and purchase of applications. The
Responder Knowledge Base (RKB) used to provide a forum for users to provide reviews
on response-related equipment, but that functionality is no longer available.

Potential Challenges:
Anticipated Benefits

¢ State and local policies may govern the use of Responder Safety
certain applications on agency-purchased Population Safety
equipment. Although an important factor in a Consequence Mitigation
purchase decision, it is not feasible to capture Decision Support
and maintain information about these policies Multi-incident Utility
for all agencies and jurisdictions.

* *
| e
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¢ There are legal liability concerns if user reviews are seen to constitute a
recommendation or to represent the opinion of the responder’s agency instead of a
personal opinion.
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Command, Control and Coordination Path Forward:

Subject matter experts 1dentified the following technology programs as necessary to meet
some or all of the responder goals listed in the command, control and coordination RTOs
above.

s Develop a system to collect automated data and tactical inputs from responders in
real time

o Integrate responder geolocation and communication technologies into common
operating platforms

¢ Develop an emergency response workflow of response tasks and objectives

¢ Develop a workflow system to ingest remote tactical monitoring inputs and
customize to execute “intelligent” predictive analysis algorithms

¢ [Establish a program to extract usable data from multiple sources (traditional and
nontraditional) and develop machine {earning algorithms to produce visualizations
of actionable information

¢ Transition models used in training exercises for rapid deployment and use during
response activities

¢ Develop a platform with integrated sensors and other data streams to collect,
mash, analyze and display incident scene information

¢ Create a requirements standard that defines the format for data and outputs in
responder-related applications

s Develop platform-specific SDKs that govern the development of response-retated
applications

s Create a developer portal with a common backend for user authentication

s Design and manage a forum for review, comparison and purchase of response-
related applications
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COMMAND, CONTROL AND COORDINATION ROAD MAP

Yoear | Year 2 Your 3 Year 4 Year S

RTO - Real-time Monitoring of Responder Actions .
RTO - Intelligent Integrated Workflow System o

A 4

Projeeted Cost  Less than S500k S500k - S1M s More than $1M '."

* Core Requirements Standard tor Respense-related Soltware Applications
" Sottware Development Kit tor Integration of Response-related Seftware Applications
¢ Plattorm for User Iivaluation of Response-related Appltcattons

Figure 17. Command, Control and Coordination Technology Road Map
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Responder health, safety and performance is defined as the abitity to
identify hazards to public safety personnel and develop appropriate mitigations to reduce
morbidity and mortality associated with response activities.

There 1s one capability statement 1n this domain:

Protective clothing and equipment for all responders that protects

against multiple hazards

The purpose of protective clothing and equipment is to shield responders from injury
while operating efficiently in hazardous environments and provide the highest level of
protection against a range of possible threats.” Body protection against individual threats
has improved over the last decade; however, it has largely remained {imited to the
discipline-specific threats that are most likely to be encountered. This stovepiped
approach to PPE development and implementation poses several issues. Most notably,
responders face a myriad of known and unknown threats during incident response.
Therefore, emergency responders often find themselves in situations where they are not
outfitted with the best PPE available against the possible range of threats. This approach
also does not provide efficient levels of protection across the body and does not allow
response agencies to capitalize on economies of scale in purchasing. Responders who
participated in PR4 workshops consistently expressed a desire for a modular system built
upon a duty uniformn that provides hmited protection and physiological benefits {for
example, moisture wicking) in combination with a series of modular, mission-specific
layers to provide specialized protection.

A systems or modular approach allows emergency responders to move beyond a “one
size fits all” solution and allows for the customization of their PPE ensemble in varied
response environments. This provides several advantages. including preserving comfort
and flexibility until the situation demands the next level of protection be employed. This
helps ensure that responders are not in the position of choosing between their safety or
mission effectiveness. Further, the use of modular layers has the potential to he the most
cost-effective option, hecause only certain layers may become damaged or be in need of
decontamination foltowing an incident.

™ The responders who participated in PR4 focused on body protection from all hazards. However, some
reviewers af this document commented that respivatory pratection may be more important than protective
clothing and ensembles. Respiratory protection (in other words, SCBA. air-purilying respirators, powered
air-purilying respirators, escape masks) is not addressed in this document, but has been consistently
identificd among the priorities in previous Project Responder reports and represents a significant focus of
standards and technology development.

RESPONDER HEALTH, SATETY AND PERFORMANCE
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Subject matter experts identified five RTOs that correspond with this capability:

e Duty Uniform with Limited Protection Across Threat Spectrum

e Modular Mission-specific Protective Layers

¢  Wearable Materials and Systems That Can Be Easily Decontaminated
e  Wearable Integrated Sensors

e  Multi-threat Performance and Testing Standards for a Modular PPE System

Duty Uniform with Limited Proteetion across Threat Speetrum

Relevance: The duty uniform is the standard clothing ensemble worn by responders on a
daily basis. In many cases, particularly for law enforcement officers and emergency
medical technicians (EMTs), it may be the only clothing worn while on duty. The
development of a PPE duty uniform that provides limited protection against a range of
hazards is a well-established need with the emergency responder community. Responders
function in unpredictable environments and may encounter threats before they can don
the most appropriate PPE. Ideally, the duty uniform should help protect responders
against the most likely threats encountered. including fire, blood-borne pathogens,
extreme weather and projectiles. Additional layers can subsequently be donned,
systematically and incrementally increasing the threat protection for the emergency
responder.

Current Capability: While there are variances in color and style among disciplines and
agencies, the duty uniform is generally made of cotton, wool or polyester. These uniforms
provide little, if any, protection against hazards. For example, EMTSs report an increase in
Methicillin-resistant Staphylococcus Aureus (MRSA) infections on their knees and
elbows from moving bedridden patients. Their duty uniforms provide no barrier against
these bacteria. Further, the uniforms themselves could cause additional mjury.
Responders cited multiple instances where polyester uniforms have melted onto the
wearer after being exposed to toxic chemicals or high heat. Duty uniforms in the fire
service are often composed, in part, of flame-resistant polymers, which provide some
additional protection from thermal, chemical and radiological hazards. Many responders
wear a T-shirt and other undergarments under their duty uniform. Some commercially
available T-shirts have moisture wicking functionality that helps the responder feel
cooler, drier and more comfortable during operations. However, commercially available
pieces do not adhere to existing uniform standards.

Responder Goals:

e Integrates into a modular PPE system

e Provides basic protection from most likely encountered threats (for example, fire,
blood-borne pathogens. weather extremes, contamination, slashing)

¢ Provides increased localized protection as needed (for example, knees, forearms)

¢ Enhances comfort (for example, body temperature regulation, moisture wicking)

RESPONDLER HEALTIHL SATETY AND PERFORMANCE
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¢ Provides an affordable option that can be utilized across disciplines

¢ Enhances, does not degrade, responder performance

¢ Balances wearability, comfort, durability and dexterity

s  Accommodates differences in gender and body size

¢ Able to be laundered repeatedly and frequently

¢ Ensures visual appearance is still in line with discipline and public iinage

State of Technology: Efforts are underway to achieve advances in functional design for
responder garments. Researchers are developing distributed protection that provides
enhancements where most needed (for example, reinforcements to elbow and knee areas).
improved placement of pockets and other components to minimize bulk and enhance
functionality and the integration of passive and active polymers into the material. Passive
polymers are chemical compounds that provide a constant set of properties to the garment
and could be applied as a coating to reduce the permeability of the material. Active
polymers provide, receive and respond to signals from their environment and could
enable a garment to change color based on physical conditions, such as exposure to
toxins.

There is no single material that meets all of the goals listed above. However, there are
opportunities to integrate innovative materials with improvements in functional design to
provide advances that responders are looking for as part of a duty uniform. Unitary knits
allow for the construction of garments with no seams or variance in thickness; 3-D
weaving allows for lightweight molded and shaped fabric panels that use ultra-high-
performance fibers; phase-change materials are able to store or release heat for the
wearer; and shape memory alloys expand or contract based on exposure and then retum
to their original shape when heated.

Potential Challenges:
Anticipated Benefits

¢ Responders rely on the comfort, flexibility Responder Safety <
and functionality of their duty uniform and Poéulation Safety
do not want these attributes sacrificed for Consequence Mitization
greater levels of protection. Decisi?m Support =

e There is no standard for a modular PPE Multi-incident Utility g
system, and response agencies may be
unwilling to purchase an ensemble that does not meet applicable standards.

e  Manufacturers will need to develop training curricula regarding expected levels of
protection and himitations of enhanced duty uniforms.

s Some of the modular systemns used in other fields are expensive on a per unit basis
(in excess of several thousand dollars for standard components). If responder
modular components are priced similarly, this could be cost prohibitive for many
departments.

RESPONDER HEALTH, SATETY AND PERFORMANCE
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Modular Mission-specific Protective Layers

Relevance: Responders don additional garnments to protect themselves against specific
threats. Firefighters, for example, use an ensemble of a thermal-resistant jacket, pants and
boots called “turnout” or “bunker” gear. Many law enforcement officers regularly wear
ballistic vests over their duty uniform to protect against projectiles. Responders who
participated in the PR4 process consistently expressed a desire for a modular system built
upon a duty uniform that would provide limited protection with a series of modular,
mission-specific layers.

Current Capability: The current approach to developing
and utilizing PPE is highly discipline-specific and is not
currently viewed as a systems (or modular) approach. This
stovepiped approach to PPE development and s
implementation poses several issues. Most notably, ‘ﬁ
responders face a myriad of known and unknown threats that e

may not be within their discipline. This means that
emergency responders may find themselves in situations
where they are not outfitted with the best possible PPE
available against the possible range of threats. In addition,

current PPE often unnecessarily exceeds the recommended

protection factor, in some areas by 400 percent, while still e
leaving other areas of the body under-protected. This occurs L B
.beca.u.se of the way ip which current PPE is layel:etl, th.e Figure 18. Firefighter
inability to systematically employ the concept of localized Turnout Gear
protection and the manner in which PPE is evaluated.

Localized protection integrates selective areas of the modular PPE in which critical
additional protection is most needed. For example, additional localized protection may be
added at the arms and chest, rather than the whole garment. Localized protection also
includes the selective use of advanced material technoltogies, such as superhydrophobic
finishes. These finishes provide the ability to absorb or draw off Liquids, such as sweat.
The selective use of localized protection, including advanced material technologies, can
dramatically decrease cost and increase wearability.

Currently, PPE evaluation to assess the level of the protection factor is done at the
component (individual piece) level. However, there is a need to transition to an approach
that produces a modular PPE ensemble that can be holistically evaluated for overall
protection. This would enable emergency responders to both understand how they can
incrementally increase their protection factors by adding layers and understand the
limitations of the PPE.

Responder Goals:

o Integrates into a modular PPE system

¢ Easily donned and removed

RESPONDER HEALTIL SATETY AND PERFORMANCE
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¢ Includes next-to-skin layers and outer layers to provide varying levels of
protection as needed

¢ Uses a universal interface between layers (in other words, no proprietary
interfaces that require responders to purchase all modules from the same
manufacturer)

¢ Enhances comfort (for example, body temperature regulation, moisture wicking)
s Provides an affordable option that can be utilized across disciplines

s Enhances responder performance

¢ Balances wearability, comfort, durability and dexterity

¢ Accommodates differences in gender and body size

Easily maintained, stored and decontaminated. and has a long shelf-life
¢ Ensures visual appearance corresponds with discipline and public image

State of Technology: Subject matter experts reported
that many of the mission-specific garments that
responders use are technically mature, with
mcremental improvements possible to reduce weight
and thickness. Advances can be made in the definition
and development of a responder-specific modular
PPE system. Modular garment systems are generally
designed around three primary layers: a base or next-
to-skin layer that is designed to wick moisture away
from the body; an insulation layer that provides
volume and allows warm air to be trapped between
the body and the outer garment; and the outer shell
layer that protects the wearer from the elements.
Additional layers and accessories can be added to increase protection or versatility.

Figure 19. Layers of the ECWCS

The U.S. Army Natick Soldier Research, Development and Engineering Center
(NSRDEC) designed the Extended Climate Warfighter Clothing System (ECWCS) as a
modular ensemble for variable combat conditions. Now in its third generation, it includes
seven layers of clothing, from lightweight undergarments to extremne cold/wet weather
Jackets and trousers. ' The Flame Resistant Environmental Ensemble (FREE) is a PPE
system that provides complete fire-resistant protection for the Army. In combination with
additional outer layers, it builds on a fire-resistant base layer that provides moisture
wicking to ensure comfort and breathability in all climates.”

* “Extended Climate Warlighter Clothing System,” U.S. Army Natick Soldier Rescarch, Development and
Enginecring Center, http:/Awww.military .comfequipmentéexiended-climalte-warlighier-clothing-system-
gen-ii.

* “Fire Resistant Environmental Ensemble (FREE),” ADS. hitp:/adsine.comfequipmentifree.
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In the commercial arena, multiple manufacturers are developing modular ensembles that
allow the wearer to vary his or her level of protection. Advanced hunting apparel, for
example, includes a system of multiple pieces that help regulate body temperature, wick
moisture, protect against environmental elements and provide insulation. Some of the
garments are composed of high-performance {ayers and membranes that provide hiquid
barriers and antimicrobial properties. Several of these systems are transitioned from
combat gear developed for the U.S. military.

Sporting apparel companies currently produce garments worn next to the skin that
provide moisture wicking functionality. These garments help to keep moisture from
collecting near the wearer’s skin and do not absorb the moisture itself. This helps the
wearer feel cooler, drier and more comfortable during physically demanding operations.
However, the materials developed for sporting apparel do not adhere to existing uniform
standards required for emergency responder PPE.

Potential Challenges:

o Modular layers must be designed to meet Anticipated Benefits

operational conditions of the incident scene, Responder Safety R
which may vary from warfighters to Population Safety
responders. Consequence Mitigation
. . Decision Support
¢ There is no standard for a modular PPE Multi-incident Utility Y

system, and response agencies may be
unwilling to purchase an ensemble that does not meet applicable standards.

Wearable Materials and Systems That Can Be Easily Decontaminated

Relevance: Each of the response disciplines faces different primary hazards. Law
enforcement often responds to clandestine narcotics laboratories; EMS personnel are
exposed to a spectrum of biological hazards; hazmat teams face numerous chemical and
incendiary threats; and firefighters are exposed to unknown hazards, as they often do not
know what is present on the fire ground. During response operations, PPE is exposed to
multiple agents, toxins and contaminants, many of which adhere to or absorb into the
materials. If the contaminants are not removed, the clothing may pose an ongoing hazard
to the responder during later uses. The contaminant and the properties of the garment
determine whether the garment can be decontaminated, as well as the correct process to
do so.

Current Capability: Decontamination involves in-station laundering or sending the PPE
to an alternate site for cleaning. Often, public safety agencies decide to dispose of
contaminated items rather than risk additional exposure, despite the high costs of
repurchase. This is primarily because they are not familiar with the appropriate
decontamination techniques or do not fully trust that the process will keep the responder
safe. Determining what type of decontamination strategy to employ 1s at the agency’s
discretion and is dependent on its experience and level of risk aversion. This subjectivity
can be costly, especially when decisions are made to throw the equipment away or
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decontaminate them at an ofi-site location. Responders have {inited nondestructive
techniques for testing the exposure levels of their PPE. They often are unable to identify
all contaminants absorbed into their garments and do not know what decontamination
processes are necessary. They also remain uncertain whether decontamination was
effective in removing atl contaminants. In addition, PPE exposed to certain hazards (for
example, asbestos, HIV, MRSA) carry an additional stigma and are more likely to be
disposed of, regardless of whether decontamination procedures are available.

Responder Goals:
s Materials that resist absorption of containinants (for example, coatings)
s Materials that more easily release containinants
e Materials that indicate the level of contamination
o Garments that can more easily be decontaminated in the station

State of Technology: The potential exists to reduce the contamination on PPE through
the application of coatings or treatinents during manufacturing. The ability of a liquid to
be absorbed into a fabric is dependent on the contact angle of the droplet.
Superhydrophobic surfaces resist absorption because the angle created between the
surface and the liquid causes droplets to roll off. Superhydrophobic nanoparticles can be
apphied as a coating to a garment, allowing contaminants to roll off. This creates a self-
cleaning property. Use of these finishes in textiles has been demonstrated. The Alinghi
sailing team used superhydrophobic jackets that had a microparticle treatment applied
during the manufacturing process to increase water repellency during the 2010 America’s
Cup. Research in this area has primarily focused on absorption of liquids, but Subject
matter experts stated that additional work 1s necessary for particle resistance.

Applying finishes to clothing is an established field, but many advances in this field have
not been adapted to responder PPE. Ongoing research is focused on applying advanced
textiles to meet responder needs. Recent successes include a hazmat boot made of new
textile materials and surface treatments that can be fully decontaminated in the station.
The boots are made, in part, of a leather material that repels toxic chemicals. It is possible
that finishes could also be reapplied during the decontamination process, actually
extending the usable life and protection provided by PPE.

Responders need to understand whether their PPE can be decontaminated for subsequent
use or disposed of because the hazards cannot be removed. Responders also need to
understand the appropriate methods for decontamination. As stated above, responders
believe that they do not have clear guidance about decontamination protocols and
procedures. The Technical Support Working Group (TSWG) of the Combating Terrorism
Technical Support Office (CTTSO) is currently funding a project to create a decision tool
for responders that would enable them to identify the appropriate means for
decontamination. This does not address the ability of materials to be decontaminated but
should provide advancement in the standardization and reduction of subjectivity in
decontamination decisions.

RESPONDER HEALTIHL SATETY AND PERFORMANCE
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One key factor for this RTO is that there are {united guidelines for maximum skin
exposure to contaminants. All current guidelines are based on inhalation exposure. The
absence of guidelines results in a de facto “no permissible exposure” limit, despite the
fact that the inherent barrier properties of human skin can tolerate much higher
concentrations of exposure. DOD has identified skin-exposure levels for chemical and
biological warfare agents, but there are no guidelines for emergency response. Subject
matter experts reported that compliance with existing standards and guidelines creates a
paradigm of providing a greater level of protection than may be necessary, causing trade-
offs that reduce comfort, functionality and the ability to decontaminate. They stressed the
need for the development of responder-appropriate skin exposure guidelines to facilitate
the identification of decontamination protocols for PPE.

Potential Challenges:

s The lack of skin exposure guidelines Anticipated Benetits

inhibits the development of Responfler Saff:ty K
decontamination protocols that provide Population Safety
appropriate levels of protection for Consequence Mitigation
responders. Decision Support &
Mutlti-incident Utility &

s The lack of nondestructive sampling
techniques prevents responders from being able to identify all hazards present on
garments.

¢ It may be difficult to overcome psychological resistance to wearing garments that
were previously contaminated, especially for certain hazards.

Wearable Integrated Sensors

Relevance: Responders experience significant physiological stress during response
operations. In addition, they can be exposed to a myriad of hazards. Sensors can be used
to monitor responders and relay important physiological and operational data to incident
command. Specifically. sensors attached to or carried by responders ¢can provide
command with information about their individual health status (for example, responder
inactive, physiological factors exceeding set parameters) and specific threats and hazards
on the incident scene. Improved awareness of these factors helps incident command make
decisions that increase the safety of responders and the population. This RTO focuses on
sensors integrated into responder garments or body-worn equipment and does not address
hand-held hazard detection devices.

Current Capability: The use of wearable sensors by the response community is limited.
Other than specialized units, law enforcement and EMS personnel have no existing
sensor systems or physiological monitoring devices integrated into their garments. Most
firefighters use a PASS device that provides an audible alert when the firefighter is
immobile. The PASS device is integrated into the firefighters’ SCBA system.

RESPONDER HEALTH, SATETY AND PERFORMANCE
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Other sensors are available, but are not universally used within the fire service, including
those capable of monitoring responder heart rate, blood pressure and oxygen levels. Other
sensors monitor lack of oxygen. carbon dioxide levels, radiation, temperature and
combustible gases. Additionally, there are sensors currently available to monitor general
disaster environment elements, such as temperature and smoke presence and position.
These sensors often adhere to the outside of responders’ PPE. However, sensors that are
externally placed are often damaged or rendered unusable during response operations due
to the conditions of the response environment. In addition, the sensors do not necessarily
provide immediate or actionable information based on the data collected.

Responder Goals:

o Integrates sensors into PPE rather than adhering sensors externally

¢ Enhances the robustness of sensors, including protection from common threats
(for example, chemical. thermal)

o (enerates data outputs that provide direct operational relevance

¢ Provides sufficient SWP without a net increase in the weight of the total PPE
ensemble

¢ Ensures ease 1n calibration
o Further develops biological hazard detection capability
¢ Wearable sensors that can be laundered and decontaminated frequently

¢ Relays information in real time to incident command, caches data when
connectivity 1s offline and automatically forwards when connection 1s restored

State of Technology: A wearable sensor system has three components: the sensor, the
transimission of data measured by the sensor and the display that translates data into
actionable information.” Many of the sensors identified by the response cominunity have
already been developed for other applications. Over the past decade, NASA has been
developing and refining the Lifeguard system to monitor the health of astronauts during
space flight missions. The Lifeguard systemn monitors vital signs (in other words,
electrocardiogramn, temperature, heart rate, respiratory rate, oxygen saturation and blood
pressure) and transmits the data wirelessly to a portable base station. Multiple
commercial entities are designing and producing compression clothing that has sensors
woven into the fabric. These products were initially designed for athletes (for example, a
shirt with an integrated bioharness was worn by participants in the 2011 National
Football League Combine), but the applications are expanding into other fields.

There are a number of systems in developient that are specifically designed to monitor
the physiological signs of responders. The Wearable Advanced Sensor Platform (WASP)

" “In-Q-Tel Quarterly: What Arce Wearables?,,"Zephyr Technology Corporation. last updated: n.d.,
hitp:/zephvranvwhere. comypress/in-g-tel -quarter] y-whal-arc-wearables/.
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system includes a flame-resistant T-shirt worn next to the skin. Physiological sensors
mounted on an embedded strap track heart rate, heart rate variability, respiration rate,
activity levels, posture and other factors. The system transmits data via Bluetooth over
commonly used responder radios, cellphones and Wi-Fi1 networks. There is a portable
command station that analyzes the physiological response of individual responders over
time. A multi-disciplinary team funded by the U.S. Army NSRDEC is developing WASP.

The Center for Nanotechnology at NASA’s Ames Research Center recently developed
flexible textiles woven with computer memory. This material could be integrated into a
wearable sensor system for the response community, advancing data processing. It could
allow sensor readings to be compared with baseline physiological data, allowing for user-
specific alerts.

Potential Challenges:

s The FDA regulates sensors that measure some medical data and may have
regulatory authority over a wearable sensor system designed for responders.

¢ The fidelity of physiological measurements is significantly improved when

compared with user-specific baseline data. However, it would be a significant and
costly effort to gather baseline data on all

responders across multiple conditions. Anticipated Benefits

Responder Safety o5

s There may be significant resistance by _ k
responders to wearing a device that may cause | Population Safety

them to be removed from the incident scene Consequence Mitigation
3 H i e
due to physiological measurements. Decision Support 4
Multi-incident Utility 4

¢ The transition from laboratory conditions to
real-world operating environments 1s critical to ensure that accuracy and
functionality is maintained.

Multi-threat Performance and Testing Standards for a Modular PPE
System

Relevance: A number of performance and testing standards apply to the PPE worn and
used by emergency responders. These standards are in place to ensure minimum levels of
protection, consistency in performance and uniform testing criteria. Multiple standards
development agencies have authored these standards. obtaining input from responders,
associations and manufacturers. Response agencies often place greater trust in materials
and equipment that meet these standards, and grant funding 1s often tied to purchasing
equipment that complies with applicable standards. In addition, some states have adopted
and enforced select PPE standards as law. Responders stated the need for performance
and testing standards for a modular PPE ensemble.

Current Capability: No standards currently exist for multi-threat performance and
testing of modular PPE system. While performance and testing standards exist for
individual items of PPE, there are concerns that some do not reflect actual operational
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conditions, are not based on performance criteria or do not address technological
advancements. The NFPA has two noted standards that relate to body protection for
responders, but not necessarily modular PPE: NFPA 1971 and NFPA 1975.7

NFPA 1971 is the standard for protective ensembles for structural firefighting and
proximity firefighting. This standard “protects firefighting personnel by establishing
minimum levels of protection from thermal, physical, environmental, and blood borne
pathogen hazards encountered during structural and proximity firefighting operations."?8

NFPA 1975 is the standard for station/work

uniforms for emergency services. This standard

Tt “safeguards emergency services personnet on the
NEPA 1971

job by establishing requirements for flame-

resistant station uniform clothing that won't cause
b H " L}

or exacerbate burn injury. !

Existing standards may not be adaptable to a
modular PPE system, however. NFPA 1971, for
example, assumes the responder has no garments
on betow the structural firefighting garments
(turnout gear) and does not account for the
incremental increases in protection from multiple
layers.

Figure 20. NFPA Standards Manuals

Responder Goals:

s Performance and testing standards that account for a modutar PPE systemn
s Common interface for integration of modular PPE component

s Operationally appropriate performance and testing criteria

¢ Includes recommendations for the retirement of systems

State of Technology: The standards development process and revision cycle do not
represent a technical challenge. The design of a modular PPE systemn and development of
prototype enseinble pieces 1s a prerequisite for the development of this standard.

" Two other standards NFPA 1977 (Standard on Protective Clothing and Equipment for Wildland Fire
Fighting) and NFPA 1951 (Standard on Protective Ensembles for Technical Rescue Incidents) have some
relevance to this RTO, but are not addressed here in detail.

M “NFPA 1971: Standard on Protective Ensembles for Structural Fire Fighting and Proximity Fire Fighting
2013 Edition,” National Fire Protection Associalion,
htep://www.nipa.org/catalog/product.asp?hink_type=buy_box&pid=1971 | 3&icid=A647.

*“NFPA 1975: Standard on Station/Work Uniforms for Emergency Services, 2014 Edition,” National Fire
Protection Association,
htp:/fwwwanipa.org/catalog/product.asp?link tvpe=buy box&pid=1975 14&ic1id=A647.
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Potential Challenges: Anticipated Benefits

¢ Introducing a new standard can be difficult if Responder Safety 4
there is only one entity producing a prototype Population Safety
because there is limited opportunity for Consequence Mitigation

reproducibility of findings or inter-lab testing. | Decision Support
Multi-incident Utility

*
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Responder Health, Safety and Performance Path Forward:

Subject matter experts 1dentified the following technology programs as necessary to meet
some or all of the responder goals listed in the responder health, safety and performance
RTOs above.

s Design a duty uniform that can be used across disciplines and that provides a
defined level of protection from identified hazards

¢ Develop a modular PPE system incorporating next-to-skin layers, duty uniform
layers. mission-specific layers and environmental layers that work together

¢ Develop a cleaning extraction program, initially focusing on a small number of
the most common contaminants (six to ten) to evaluate optimal methods for
extracting contaminants

s Develop a prototype garment (for example, vest) as a proof of concept for field
performance testing and evaluation of wearable integrated sensors

¢ Develop performance and testing standards for a modular PPE system inclusive of
a next-to-skin layer, a duty uniform layer and functional layers

RESPONDER HEALTH, SAFETY AND PERFORMANCE ROAD MAP

Year ] Year 2 Year 3 Year 4 Year 8

RTO - Duty Uniform with Threat Spectram Protection @

RTO - Modular Mission-specific Protective Layers ¢

RTO — Wearable Systems That Can Be Decontaminatedgy

RTQ — Wearable Integrated Sensors

RTO — Multi-Threat Performance and Testing Standards for a Modular PPE System .

Projeeted Cost Less than $500k SS00Kk - SIM - More than S1M 'A

Figure 21. Responder Health, Safety and Performance Technology Road Map
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Logistics and resource management is defined as the ability to identify,
acquire, track and distribute mission-specific equipment, supplies and personnel in
support of catastrophic incident response.

There are two capability statements in this domain:

The ability to identify in real time what resources are available to support
a response (including resources not traditionally involved in response),
what their capabilities are and where they are, in real time

Catastrophic incident response typically involves the participation of a large number of
federal, state and local response agencies; National Guard units; volunteer organizations;
and private individuals. Each participating party has resources available to 1t. [t 1s
difficult for the logistics section within incident command to understand which resources
are needed, which resources are available to meet those needs and the proximity of those
resources. Each agency or organization generally maintains a separate list of assets and is
not able to readily share resource data with incident command. Additionally, incident
managers may have hmited information regarding nontraditional or specialized resources
that are available or are operating on-scene. Responders would like a logistics
management system that allows resource data to be exchanged and provides a clear
resource-related common operating picture. This capability need is focused on the
availability of resources for response operations.

Subject matter experts identified two RTOs that correspond with this capability:

o Integrated Logistics Management System
¢ Data Ownership and Exchange Standards

The ability to monitor in real time the status of resources and their functionality
in current conditions

Many resources are brought to bear to support incident response operations, including
personnel, supplies and equipment needed to stabilize the area, mitigate additional
consequences, protect responders and the public and restore the use of critical resources.
It is difficult for the logistics section in incident command to understand which resources
are on-scene, who is using them, when they need maintenance or rehabilitation, when
they are available for subsequent use or tasking and how the resources can be identified
and returned to their home agency. Many of the requirements for this capability can be
addressed with the development of a resource management system as mentioned above.
However, data concerning the functionality of specific resources could improve the
incident command’s ability to make resource allocation decisions. This capability need 13
focused on the management of resources already on the incident scene.




Subject matter experts identified one additional RTO that corresponds with this
capability:

¢ Remote Collection of Resource Data

Integrated Logistics Management System

Relevance: Logistics involves the procurement, transportation, storage and maintenance
of resources. A logistics management system provides automation and organization of
these processes. When applied to catastrophic incident response, it includes tracking the
movement of inbound units, ordering new equipment, staging supplies, ensuring the
functionality of on-scene equipment and predicting future event needs. Responders would
like an integrated logistics management system (ILMS) that illustrates the resources that
are available to support a response, the specifications of those resources and where they
are located in real time, regardless of the incident’s size. They would also like an
integrated picture of the status of all resources at the incident scene, regardless of
Jurisdiction or discipline.

Current Capability: The logistics section is responsible for nanaging resources during
incident response. The logistics section chief and staff are tasked with requesting
resources, managing staging and distribution of resources on the scene and maintaining
the functionality of those resources. Responding agencies frequently rely on static,
outdated spreadsheets to 1dentify the resources available to support a response, making it
difficult for the logistics section to develop a clear picture of available resources. In
addition, there is inadequate visibility into the status of inbound units or equipment.
Responders reported that on-scene staging 1s frequently ad hoc, with himited predefined
organization for placement of resources when they arrive. The use and status of
equipment is often managed through paper check-out cards. Sharing resources often
relies on having an emergency mutual aid compact in place. It is also difficult to share
resource information when the data formats of resource databases are incompatible. The
logistics chief can use situational awareness software to request resources and see
inventories, but the data cannot be shared with other users to create an integrated picture.

FEMA uses a Logistics Supply Chain Management System (LSCMS) during federal
emergencies to track shipments from distribution centers to the federal staging area. A
logistics chief places a request into the system, and FEMA supply chain managers
validate the order and decide where it will be sourced. If the item needs to be transported
from a FEMA warehouse, it is fitted with a GPS transponder that allows the user to track
its movement. The logistics chief must place a second order to move the resources fromn
the staging area to the incident scene. At this time, LSCMS cannot be used to track some
larger items (for example, vehicles) and is only available to approved users at the state
and federal levels.

There are a number of other systems to manage resources on the incident scene, but they
are generally task- or region-specific. For example, some jurisdictions use a Medical
Emergency Response Center (MERC) to manage the availability of hospital beds and




specialized care; the Texas Regional Resource Network (TRRN) was developed for the
Governor’s Division of Emergency Management to track the state’s emergency response-
related resources within the state; and the National Wildfire Coordinating Group
developed the Resource Ordering and Status System (ROSS) to track all tactical,
logistical, service and support resources. All of these systems provide significant
improvements in resource management, but the utility and functionality are not universal
ATONgE response agencies.

Responder Goals:

s Integration of systems to aggregate existing resource information, process
resource requests, track the logistics process and record necessary financial
information

¢ Tracks inventory levels, available suppliers and resources, qualified response
personnel and transport and distribution information in real time

¢ Graphic display of real-time resource status at the incident scene (for example,
fuel levels, battery life)

s Generates alerts when disposable supplies hit predetermined fevels or automatic
reordering of supplies given preset parameters

¢ Models burn rates on a range of resources

s Generates alerts for incompatibility of supply components

s Generates alerts when a resource 1s scarce on a local, regional or national basis
s Integration of supply chain and product integrity

s Compatibility between incident-retated decision support and management systems
and financial management requirements or systems

s Resilient stand-alone systern that is not reliant on the Internet to function
s Operates using multiple platforms

s Provides visibility of resources at all levels (for example, federal, state, local and
private sector)

State of Technology: Commercial logistics nanagement systems address many of the
responder goals listed above. These systems focus primarily on supply chain management
and provide visibility into the status and transportation of ordered items. Consumers also
enjoy advances in this area. As an example, an individual can order, pay for and watch
the approach of a requested item {for example, a taxi cab) in real time using an
application on his or her smartphone. Much of this utility has not been transitioned to
emergency response needs, but several efforts are in development. For example,
commercial developers are creating a software application that tracks the movement of
inbound personnel. The application can notify a responder that he or she has been
activated and can then track inbound movement to the incident scene using cellular and
wireless networks.




The National Guard Bureau developed the Civil Support Team Information Management
System (CIMS) to coordinate the command and management needs of Civil Support
Teams (CSTs). One component of CIMS focuses on logistics. The system 1s tied to a
database of equipment with associated costs. It allows the CST to track individual pieces
of equipment by serial number to the user. The system then categorizes the disposition of
equipment (for example, lost, returned, damaged, non-recoverable, disposed of) after an
incident to support financial accounting. CIMS supports emergency response operations
but is not available to the civilian response community.

Potential Challenges:

¢ Entering inventory data is time consuming, Anticipated Benefits

and it is difficult to ensure that the information

) : X Responder Safet %
1s current. ILMS will not be as useful if the P - = Y ”
. o Population Safety >
data 1s not maintained. —
Consequence Mitigation
s Data and resource typing remains an issue Decision Support “
despite expansion of the NIMS classification Multi-incident Utility %

of types and resources. If agencies do not use

the same naming conventions when entering resources into a repository, an
integrated system will be less effective in identifying all of the resources available
to support the response.

Data Ownership and Exchange Standards

Relevance: Data exchange is the process of sending and receiving data so that the
information content or meaning assigned to the data is not altered during the
transmission.® When large numbers of agencies come together to respond to a
catastrophic incident, there 1s no common picture of the resources available to support
response operations. The logistics section relies on mventories provided in multiple data
formats, many of which cannot be integrated automatically. In a basic example, two
spreadsheets may contain the same types of data, but if the column headings are not the
same, merging the data can be problematic. This problem grows in proportion to the
number of agencies that arrive to support the response. Data ownership and exchange
standards govern how information is distributed and provide a common structure, or
scherna, so that information contained in the data set can be integrated seamlessly. This
will provide the logistics section with a unified picture of all resources available to
support the response.

Current Capability: Each response agency maintains its own inventory of assets. This
inventory is often recorded in simple spreadsheets or documents. Other agencies enter
resource data into commonly used situational awareness software. Some regional entities
developed data-sharing protocols for resource data. Additionally, response agencies may

¥ “Data Exchange,” Organization for Economic Cooperation and Development, last updated: June 2013,

http:Astats.occd.org/slossarvidetallasp?1D=13535,




not be willing to share all of their assets to support the response. An agency may need to
retain some assets to cover routine operations, may be unwilling to commit all available
assets for fear that the items will not be returned or may want to provide only specific
types of resources to the response.

As mentioned in the “Core Requirements Standard for Responder-Related Software
Applications” RTO above, there are several requirements standards pertinent to
information exchange. That NIEM provides a framework for XML-based effective and
efficient information sharing across all levels of government and private industry. In
addition, the Unified CAD Functional Requirements document identifies a
comprehensive set of functional specifications for CAD systems.

Responder Goals:

s A schema that defines the format and structure for sharing resource data

¢ Originator of data retains ownership (read-only for users of the data)

s Nonproprietary solutions

s  Accommodates different platforms, browsers, combinations and software
upgrades

s Addresses firewalls and other network security

s Secure and encrypted system

¢ Low transition barriers or incentives for participation

s Intuitive to use

s Simple governance structures

State of Technology: The development of data exchange and ownership schema is not
technically challenging, and there are multiple examples in the commercial domain as
well as the federal government. The U.S. military developed the DOD Architecture
Framework (DoDAF) to facilitate information sharing across the department. Within
DoDAF, the Meta Model (DM2) provides information needed to collect, organize and
store data In a way that 1s easily understood.®' The DM2 has three levels: a conceptual
data model that defines the high-level data constructs in nontechnical terms; a logical
data model (LDM), which adds the technical attributes; and a physical exchange
specification (PES) that defines how data will be exchanged.® The LDM generates the
PES schema definitions in XML, which is a neutral format for sharing data.

I “DoD Architecture Framework Version 2.02,” U.S. Department of Defense, Chief Information Officer.
last updated: n.d.,
http:/fdodeio.defense. sov/TodavinClO/DoDArchitecture Framework/dodaf20_background.aspx..

2 -DoDAF Meta Madel (DM2),” U.S. Depariment of Defense, Chief Information Officer, last updated:
n.d.. hup:fdodeio.delense. sov/TodavinCIODoDArchitecturc Frumework/dodal20) dm2.aspx.




Through the Health Information Technology for Economic and Clinical Health
(HITECH) Act in 2009, Congress mandated the use of electronic health records (instead
of paper records) for medical practitioners who provide Medicare and Medicaid services.
In response, health information exchanges have been created to facilitate the secure
sharing of electronic patient files. As part of the federal health architecture, the U.S.
Department of Health and Human Services developed a Nationwide Health Information
Network (NwHIN) that provides common specifications, standards and governance that
enable secure health information exchange.m

Potential Challenges:
¢ As mentioned above, some agencies may be Anticipated Benefits

unwilling to share resource data in a digital Responder Safety
format. Population Safety
Consequence Mitigation
Decision Support
Multi-incident Utility

e The cost and complexity of transferring
existing resource data into the format
governed by the schema may be a
significant barrier to transition.
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Remote Collection ol Resource Data

Relevance: The functional status of equipment is an important factor in the success of
response operations. Generators may run out of gasoline, chain saw blades become dull
or broken, SCBA tanks run out of oxygen and medical treatment supplies are consumed.
Responders would like the ability to remotely track on-scene resources for improved
situational awareness of the equipment already deployed and its status. Graphically
displayed location of resources, status updates and usage alerts can be extremely helpful
to inform logistics and resource allocation decisions. This RTO pertains to the equipment
used or worn by responders and does not include physiological monitors that measure the
health status of personnel.

Current Capability: On-scene resources are generatlly managed through ICS form 219
(more commonly known as T-cards). which record the status and location of equipment
on the incident scene. T-cards include a set of eight status cards that are color-coded
based on the type of resource (for example, equipment is recorded on a yellow card,
while helicopters are recorded on a blue card). Responders write on the T-card both the
time they are checking the equipment 1n and out and the location they intend to use the
resource. The anticipated location of personnel teams or crews is also recorded on T-
cards.

Response agencies use dispatch systems to deploy units or response vehicles (commonly
called apparatus} to meet response needs. Some systems have the ability to graphically

# “Nationwide Health Information Network,” HealthIT. gov, last updated: n.d..
hitp:/ www. healthit. sov/policy-rescarchers-implementers/natonwide-health-information-network-nwhin.




display the location of a particular apparatus. Responders use ratio relay to verbally
communicate resource information and needs from on-scene. Many hospital systems are
able to automatically track the use of supplies and automatically order new supplies when
inventories are reduced to preset levels.

Responder Goals:

s Jdentifies resource status (in other words, onhine, offline, 1n use, idle),
functionality (for example, maintenance requirements. resupply needs) and
location (in three dimensions}

¢ Transmits resource status data to incident command
o Integrates into larger Logistics Management System

¢ Graphic display of real-time status. functionality and location on a GIS-enabled
platform

o (Compares resource data against typical, optimal and emergency operating
parameters and consumption rates

s Generates alerts when disposable supplies hit predetermined levels and automatic
reordering of supplies given preset parameters

s Generates alerts when maintenance and resupply are needed
e Automatic population of financial accounting forms

¢ Two-way functionality and communication between field and command (in other
words, the ability to “command” equipment to reduce consumption rates as
necessary)

o Tags or chips attached to equipment should be ruggedized to withstand the heat,
humidity, debris or other environmental conditions on an incident scene

State of Technology: Remote site monitoring involves tracking the status of equipment
at distant locations. It 1s done regularly in multiple industries, such as railways and
utilities. It is even possible for the manufacturer to remotely diagnose problems occurring
in household appliances. Remote site monitoring relies on remote telemetry units (RTUs)
that assess functionality, collect system alarms and monitor the environment for critical
factors. The data are then aggregated and displayed for the user.

The field of human-machine interface (HMI) design is focused on the interaction between
users and mechanical systems. A number of commercially available remote HMI systems
are designed to allow users to monitor the status of machines and even control the
machine from a smartphone or tablet. These systems use sensor data to provide a graphic
display of supply levels, operating parameters and other factors. Although these systems
are not focused on response equipment, the technology could be transitioned to meet
responder needs.




Fleet tracking and management systems are commercially available that use sensors to
track vehicles (using GPS} and report their location, extract vehicle status information,
relay maintenance and diagnostic information and transmit alerts and notifications to and

from the driver. These systems are in use by some L.
public safety agencies but have not been adopted Anticipated Benefits
across the nation. Responder Safety &
Population Safety
Consequence Mitigation
e A solution to this RTO may present another | Decision Support
big data problem as many assets on the Multi-incident Utility
incident scene transmit status data in real time.

Potential Challenges:
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Logistics and Resource Management Path Forward:

Subject matter experts identified the following technology programs as necessary to meet
some or all of the responder goals listed in the logistics and resource management RTOs
above.

s Develop a comprehensive public safety logistics management system that
addresses resource availability and on-scene resource status

¢ Develop an open API for the integration of resource data

¢ Design a standard data collection and transmission HMI appropriate for response

resources
Year | Year 2 Year 3 Year 4 Year 3
/
\ 4
_/J
Projected Cost Less than 5500k 8500k - S1M - More than S1M A

Figure 22. Logistics and Resource Management Technology Road Map




CASUALTY MANAGEMENT

Casualty management is the ability to provide rapid and effective search and
rescue, medical response, prophylaxis and decontammation for large numbers of mcwdent
casualties and identify appropriate sheltering, transportation and destination options.84

There s one capability statement i the casualty management domain:

The purpose of search and rescue is to locate and extricate victims who may be trapped.
This misston s primarily achieved by organized search and rescue teams but is also
performed by other responders, volunteers or even victims themselves. The search and
rescue process can be labor intensive and time consuming, with activities including

(1} locating and verifymg the presence of a victim; (2} performing necessary stabilization
of the surrounding structures or debris; (3) removing the victim; and (4} performing
initial medical stabilization efforts. Deceased victims are generally removed following
the immediate active search and rescue efforts for living victims.

There are several reasons why responders would like to be able to remotely detect the
presence of casualties on the incident scene. First, there may be areas that are hazardous
for responders to enter (such as a radiological or chemical environment or if a structure is
unstable). Incident command would like to confirm the presence of living victims m a
geographic area before they deploy their personnel mto a potentially dangerous
environment. Second, a catastrophic incident scene may be geographically expansive,
making it very time consuming to search for individuals in every structure or building.
Third, current search and rescue protocols require the location of a victim to be verified
by touching or hearing the voice of the mdividual. Therefore, if a person is unconscious,
he or she will not be able to signal to responders. If responders could determine whether
there are injured or trapped individuals from a standoff distance, they would be able to
locate and rescue victims more quickly, improving ther chance of survival. Likewise,
responders would be able to more quickly retrieve deceased victims to enable processing
(for example, autopsy, identification} and disposition (for example, burial, cremation), as
well as decrease health hazards from decomposing remains.

Subject matter experts wdentified six RTOs that correspond with this capability:

¢ Remote Sign of Life and Death Detection

e Incident-specific Casualty Modeling and Prediction

¢ Data Integration and Decision Support for Casualty Detection
e Indoor Casualty Geolocation

¢ Outdoor Casualty Geolocation

e Subsurface Maritime Casualty Geolocation

* A casualty is defined as a person. living or deceased. who has been directly affected by an incident.
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Remote Sign of Life and Death Detection

Relevance: A key factor in remotely locating individuals is the ability to detect signs of
life (for example, heartbheat, respiration, body heat) or death (for example, gases emitted
by decomposing remains). Responders would like positive verification of the existence
and location of casualties to unprove the efficiency and effectiveness of their search and
rescue efforts by focusing on verified locations. They would also like to obtain this
verification from a standoff distance to improve the safety of those engaged in the
process.

Current Capability: Responders currently use several methods to remotely identify the
existence and location of casualties. The options include the use of animals, sensors and
camera systems. Animals are primarily used to detect human scent or movement. Dogs
are predominantly employed, but others include bees, sea lions and dolphins. Sensors that
detect living victims include heat-sensing forward-tooking infrared (FLIR) or multi-
spectral cameras, ground-penetrating radar (GPR), carbon dioxide detectors and acoustic
equipment that can detect signs of life or movement. These sensors are frequently
mounted on aircraft, boats, vehicles or robots. Side-scan sonar 1s used to detect the
presence of remains in water. GPR can also be used to detect the presence of remains
underground.

Responder Goals:

¢ Displays the location of signs of life/death on a GIS platform

¢ Distinguishes between signs of life and signs of decomposition

¢ Identifies signs of life up to 100 feet below ground

¢ Differentiates the number of victims in a given location

¢ Authenticates the identification of victims

¢ Scalable and adjustable to meet the parameters of the incident scene

¢ Incorporates survival factors (for example, exposure, dose, weather factors)
¢  Transmits data in real time

State of Technology: Recent advances have been made in the ability to remotely
determine whether living victims are trapped within a structure. As an example, S&T
funded the development of the Finding Individuals for Disaster and Emergency Response
(FINDER) system. FINDER uses low-power continuous microwave radar technology to
detect movements as small as a millimeter within a standing or damaged structure.
Algorithms transtate this movement to identify respiration and the heartbeat of victims.
The system then creates a Keyhole Markup Language (KML} file that can be uploaded to
create a GIS display. The equipment is relatively small (approximately the size of a
pelican case) and works with a laptop or tablet. Recent tests demonstrated that FINDER
was able to locate victims to within five to six feet from a standoff distance of up to 40
feet from the structure. The algorithms can differentiate between human and animal
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heartbeats and respiration within most parameters.g’5 Prototypes of FINDER are currently
being tested in the field. This program transitions work completed by NASA's Jet
Propulsion Laboratory (JPL} for DOD to detect heartbeats in battlefield applications. In-
progress refinements to the system include adding the ability to specify the scan range
and working to integrate the device with other platforms, possibly unmanned aerial or
ground systems. Additional work is being done to try to identify victims by
differentiating between different heartbeat signatures to compare with an exemplar and
identify trapped victis.

HSSAI research indicates several approaches are currently being explored to remotely
detect the “smell of death.” The development of synthetic nose hairs to detect the gases
emitted by decomposing bodies and the use of lasers and remote sensing platforms to
identify these gases are the subject of ongoing research efforts.

Interview participants also stated that additional advances in remote detection of signs of
life or decomposition are possible through the miniaturization of sensors and their
integration with small, hand-launched UASs. Efforts to miniaturize sensors are underway
for other applications, but Subject matter experts stated they could be easily transitioned
to create an integrated standoftf system to detect signs of {ife and decomposition.

Potential Challenges:
Anticipated Benefits

Participants stated there are no technological

. . SN Responder Safety %
or regulatory barriers for remote sign-of-life - N ,
. Population Safety >
detection. —
Consequence Mitigation
¢ Advances in technology may result in Decision Support &
changes in tactics, techniques and Multi-incident Utility KX

procedures. Responders may put more faith
in current processes that rely on the experience of search personnel.

s  UASs need expanded approval by the FAA for increased use in public safety
missions.

Incident-specifie Casualty Modeling and Prediction

Relevance: To deploy search and rescue personnel more effectively. incident command
needs an accurate estimate of how many casualties to expect, the location of the injured
and deceased and an estimated time window to rescue a casualty before he or she dies.
These projections may be based on various incident-specific variables, including the
population of the affected area at the time of the incident (due to variances in population
at different times of the day), the size and scope of the incident and the presence of
hazards and threats. This information will allow for a more informed requisition and

" The FINDER algorithms arc able 1o differentiate between human and animal signatures except in thosc
instances where they are similar. For example. a large dog and a small child have similar heart and
respiralion rates.
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deployment of resources. allocation of victims to functioning health care facilities and
establishment of priorities for search and rescue operations.

Current Capability: Tools for casualty modeling and prediction rely heavily on subject
matter expertise and census data input. Models and prediction technology are often
incident- or domain-specific. For example, there are several models currently employed
in the public health arena, including ones that predict the epidemiological impact of
communicable diseases. Others provide specific trauma care predictions. Incident-
specific modeling exists for weather events (e.g.. hurricanes, tornados), which can
provide input to casualty-specific modeling tools. Responders also utilize traffic flow and
community GIS data when available, although data accuracy 1s a concern.

Responder Goals:

s Generates probable locations and estimates of casualties based on specific
characteristics of the incident

¢ Integrates information on areas of high-density population in the affected area or
path of the incident

¢ Displays information and analysis on a GIS platform

State of Technology: There are several software applications available to project incident
casualties, but they are generally not used by state and local response agencies because of
significant training requirements. The Hazard Prediction and Assessment Capability
(HPAC) modeling tool, developed by DTRA, models the dispersion of chemical,
biological and radiological materials through the atmosphere and predicts casualties
based on these calculations. The Consequence Assessment Tool Set (CATS) is another
tool that calculates risks to the exposed population using inputs such as HPAC data and
other model outputs.

There are other hazard-specific casualty models that can be applied to emergency
response. For example, the U.S. Geological Survey developed the Prompt Assessment of
Global Earthquakes for Response (PAGER) system that uses global earthquake fatality
and loss models to estimate casualties from earthquakes.

Potential Challenges:

s Accurate census data on affected populations L.
at the time of the incident are not always Anticipated Benefits

available. Some jurisdictions have overall Responder Safety oo
population estimates for set times throughout Population Safety EX
the day, but the specificity requested as part of Consequence Mitigation

this RTO is not data that are traditionally Decision Support ot
collected by jurisdictions. Multi-incident Utility &
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Data Integration and Decision Support for Casualty Detection

Relevance: There are multiple factors that influence the number of persons directly
impacted by an incident, including their ability to be rescued, survivability and
vulnerability to additional threats. Examples include time of day, weather elements,
condition of transportation routes and other critical resources and likelihood of secondary
hazards. Incident command needs the ability to integrate available data and information
to deploy responders more effectively. including search and rescue teams, to those areas
designated as a priority for casualty location and removal. Outputs of this RTO would
also allow incident command to equip responders with the appropriate PPE, rescue gear,
transportation and evacuation vehicles and medical supplies.

Current Capability: The preponderance of this capability is based on the experience of
incident command staff. Responders cited there was no decision support capability
focused on casualty detection. Systems exist that provide multi-layer integration of
pertinent data, but there are no applications or modules in those systems that focus
specifically on casualty detection.

Responder Goals:

¢ Provides guidance on the location of potential casualties and the resource
requirements to remove them from the affected area
s Graphically displays data and recommendations on GIS-enabled maps at a street-
level scale
s Integrates key data sources, specificatly including:
o Location of CIKR within the projected area or path (for example, schools,
hospitals)
Location of known and vulnerable hazards
Ongoing community events and activities
Location and information about special needs populations (for example. the
number of bottled-oxygen-dependent persons)
Projected weather forecasts and data
Real-time traffic data showing congestion on critical transportation routes
Resource availability and specialized capabilities of hospitals and medical
centers
s Integrates pre-event and incident-specific risk assessments
State of Technology: Recent efforts to fuse incident-related information have been
apphied specifically to the integration of search-related data. Using systems transitioned
from a DARPA effort to provide information coltection and sharing capabilities for
warfighters, incident command is able to see the location of all search teams on the

incident scene. In the field, teams are able to collect observations and information during
the search (in multiple formats, including video files} and the data are visible to all users.
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This capability 1s currently used by the U.S. Army and is being transitioned to public
safety missions,

Potential Challenges:
Anticipated Benefits

s Duata on special needs populations are not Responder Safety o
centrally collected by most jurisdictions. Po‘ {ation Safet -
When collected, the information is not DARAION STy -
necessarily integrated with electronic Coqs equence Mitigation .
situational awareness systems. ﬁi‘ﬁ?ﬂti&i‘;%ﬁi“ty .:.

“ine KX

Indoor Casualty Geolocation

Relevance: Natural disasters and explosive events can cause extensive damage to
structures, trapping people or rendering them incapable of leaving the scene or receiving
medical attention. Likewise, chemical or biological events may leave victims
incapacitated and unable to help themselves. This RTO is focused on the ability to
identify the location of victims in three dimensions inside standing structures and below
ground level. A key consideration for this RTO is that the victims are not wearing a
tagging device to aid in the identification of their location. The indoor location of
casualties is more difficult than the outdoor location, because GPS does not currently
function effectively indoors and building materials shield the body from other sensors.

Current Capability: Responders have several options for locating responders inside
structures or below ground. As described in the “Remote Sign of Life/Death Detection”
RTO, responders use animals and multiple sensor platforms—including multi-spectral
and infrared cameras, microphones, radar and sonar—to detect casualties. These sensors
can be attached to manned or unmanned platforms. There are commercially available
comprehensive systems developed specifically to detect and locate victims inside
buildings; however, these systems generally use networked microphones or GPR to
detect movermnent and vibrations of victims. Using this technology is labor intensive and
depends heavily on responder experience and expertise.

In some instances, responders have demonstrated the use of smartphone technologies to
identify the number or {ocation of victims. Search teams use this technique to “ping”
cellphones to obtain a head count of potential casualties or identify approximate
locations. This capability is generally available in the short term, as most phones have a
24- to 48-hour battery life.

Responder Goals:

s Precisely locates victims (including latitude, longitude and height or depth) within
one foot, up to 100 feet below ground

s Graphically displays data and recommendations on GIS-enabled maps at a street-
level scale

¢ Transmits location data to incident command in real time
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¢ Differentiates between single and multiple individuals, humans and animals,
living and deceased

¢ Locates casualties from a standoff distance

¢ Includes confidence levels or margin of error (for example, person located at
specific coordinates, margin of error within three to five feet)

s QOperates continuousty for a minimum of 12 to 24 hours

State of Technology: As described above, the S&T-funded FINDER system will allow
responders to remotely determine whether living victims are trapped within a structure.
Once the technology is commercially licensed and refined, search teams will be able to
identify the location of individual physiological indicators within approximately five feet.

The potential exists to focate individuals using components or signals from personal
cellphones. Most cellphones. particularly more advanced smartphones, are enabled ©
transmit a GPS location. Specific applications allow the user, or others, to find the
approximate location of the phone as long as the location-tracking feature i1s on. The
phone {ocation is determined via the GPS signal in combination with triangulation data
from nearby cellular towers. If these towers are damaged by the incident, or if bandwidth
is overloaded by other communications, this capability may be degraded. Geolocation
using cellphone tracking is restricted within buildings due to GPS signal blockage and
provides limnited data on height or depth.

Project Tango. a multi-entity collaboration, may address some of these deficiencies. The
goal of Project Tango 1s to track the 3-D motion of a mobile device. Sensors in the device
take millions of measurements each second to create a 3-D map of the space around the
user.*® The system uses simultaneous location and mapping (SLAM} technology
originally developed for the U.S. military to track friendly forces. The system has the
potential to locate devices enabled with this technology to within centimeters, including
height or depth. Subject matter experts who participated in this study stated that phones
enabled with this capability may be available in the near term.

Additional advances in this capability can be achieved through the integration of existing
sensors onto alternate platforms such as UASs or UGVs. See the “Remote Monitoring of
Threats and Hazards” RTO for a detailed description of the use of these platforms for
emergency response missions.

 “Project Tango,” Google, last updated: n.d., https://www.google.comiatap/projecttango/.
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Potential Challenges:
' Anticipated Benefits

¢ Current limitations on the use of UASs and ) : .
Responder Safety ">
UGVs prevent the deployment of search- - ;
) . . o Population Safety ">
related sensors on these platforms. T
Consequence Mitigation
e The limited functionality of GPS within Decision Support RS
buildings hinders the use of devices that Multi-incident Utility <

transmit GPS data,

¢ The use of personal devices to identify and locate individuals has several
challenges. First, recurrent pinging drains the battery on these devices,
diminishing the window that they can be used for geolocation. Second, many
persons carry multiple devices, which may provide an inaccurate count of
potential victims.

Outdoor Casualty Geoloeation

Relevance: Casualties may be dispersed across large geographic areas following a
catastrophic incident. For example, a tsunami or tornado can disperse casualties over
many square miles, and an airline disaster could create a significantly large debris field.®’
Therefore, searchers need to identify the location of casualties across expansive areas and
across varied terrain. As with the “Indoor Casualty Geolocation™ RTO. the victims are
assumed not to be wearing devices that aid in location identification, although personat
property (for example, smartphones) may be used for detection. This RTO also addresses
the location of casualties on the surface of bodies of water.™

Current Capability: Because outdoor geolocation is not bound by the samne structural
impediments as indoor geolocation, responders have more options at their disposal. In
addition to the baseline capabilities used for indoor geolocation, responders may also use
aerial line-of-sight searches, sensors (for example, FLIR) attached to airborne platforms
and UGVs, satellite and aerial imagery and GPS locators. The technologies used for
finding victims on the surface of bodies of water are similar to those for outdoor
geolocation on land, although equipment may be mounted on marine vehicles.

Responder (roals:

¢ Precisely locates victims within one foot

" The ground search area for the Columbia space shuttle disaster covered a 25.000-square-mile search area.
The 1errain of this scarch area included four national (prests, two large bodies ol water and large portions
of land uninhabited and inaccessible by paved roads. While this 15 three times larger than most other
National Transportation Safety Board investigations, it illustrates the expansive nature of potential search
and rescue efforts.

% Subsurface casvalties are covered in the following RTO: “Subsurface Maritime Casuvalty Geolocation.”
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o Graphically displays data and recommendations on GIS-enabled maps at a street-
level scale

¢ Transmits data in real time to incident command

¢ Differentiates between single or multiple individuals, humans and animals, living
and deceased

s  Locates casualties from a standoff distance

¢ Includes confidence levels or margin of error (for examnple, person located at
specific coordinates, margin of error within three to five feet)

s QOperates continuousty for a minimum of 12 to 24 hours
s Incorporates terrain information

State of Technology: As discussed in the preceding RTO, many of the advances in search
technology could result in the integration of sensors with advanced platforms. Subject
matter experts interviewed for this study discussed the potential for integrating advanced
sensors on UAS and UGVs. For example, Predator-sized UAS fitted with FLIR can be
used to search wide areas. However, restrictions on where UAS can fly, the size of UAS
used for domestic missions and the design and use of robots and other UGV hinder
advancement in this area.

Responders can use the electronic devices on victims for outdoor location, much more
eifectively than for indoor location. The transmission of GPS coordinates in cellular
telephones. in combination with triangulation of proximity to cellular towers, can provide
responders with a more accurate location. This capability can be used to query the
cellphones of specific individuals who may be missing or can be targeted across a
specific area to determine how many “pings” are returned and therefore approximate the
number of victims. Advances in SLAM capabilities will provide significantly more data
and could allow geolocation to within centimeters.

Potential Challenges:
' Anticipated Benefits

e Current limitations on the use of UASs and

Responder Safet &
UGYVs prevent the deployment of search- port J X
) . . o Population Safety ">
refated sensors on these platforms. —
Consequence Mitigation
s Ay mentioned in the RTO above, the use of Decision Support B
personal devices to identify and locate Multi-incident Utility oo

individuals presents several issues, including
battery life and the potential for inaccurate victim counts.

Subsurface Maritime Casualty Geolocation
Relevance: Catastrophic incidents that occur in, over or near water can result in victims

being trapped below the surface. Underwater geolocation involves different challenges
than location on the surface: water conditions (for example. currents, floating debris) and
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depth often impair visibility; the survivability of victims is significantly diminished if
they are trapped below the surface; water can mask signs of life and decomposition; and
flow can transport victims over long distances. This RTO addresses only the {ocation of
casualties below the surface of the water.

Current Capability: Specially trained and equipped search and rescue dive teams
currently exist to perform this function. Searches are carried out in specific patterns {for
example, circular, spiral box)}. Team members on the surface may help guide the
searchers if the water is clear. These teams use a variety of passive and active sonars. Sea
mammals such as sea lions and dolphins are occasionally used to assist search and rescue
teams. Technology currently used for underwater search and rescue also includes
cameras, microphones and self-initiating GPS locators. The U.S. Coast Guard also
employs water-current mapping and models using dummies and dye packs to help with
underwater searches.

Responder Goals:
s Precisely locate victims within one foot
s Graphically displays data and recommendations on GIS-enabled maps
¢ Transmits location data to incident command in real time

¢ Differentiates between single and multiple individuals, humans and animals,
living and deceased

s Locates casualties from a standoff distance

¢ Includes confidence levels or margin of error (for example, person located at
specific coordinates, margin of error within three to five feet)

State of Technology: Remotely operated vehicles (ROVs) can conduct underwater
searches without endangering the lives of divers. ROVs have multiple applications,
primarily for offshore drilling, but the technology has recently adapted to underwater
search and rescue. Responders used ROVs to search for victims of the South Korean
ferry accident in April 2014.

Potential Challenges:
Anticipated Benefits

s Water characteristics {(for example, salinity, Responder Safety
clarity, wave size) significantly impact the Population Safety
effectiveness of subsurface search efforts. Cons & Mitizali
There 1s limited ability to controf these OIBEYUEnce figation
characteristics and improve search Decn.;u.m Suppon‘t. .
conditions. Multi-incident Utility
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Casualty Management Path Forward:

Subject matter experts identified the following technology programs as necessary to
meet some or all of the responder goals listed in the casualty management RTOs above.

s [terative design improvements for technologies in development and obtain special
temporary authorization from the FCC for use of unlicensed spectrum for search
and rescue training

o Develop algorithms that model casualty density and locations based on real-time
incident data and specific to GIS-correlated segments of the population

¢ Develop algorithms that produce recommendations for search and rescue
priorities and integrate with a comprehensive decision support system

¢ Continue development of SLAM technology to locate persons using personal
hand-held devices

¢ Continue development of untethered ROV platform and sensor packages

Year | Year 2 Year 3 Year 4 Year §

Projeeted Cost  Loss than 8500k $500k - $1M - More than SIM A

Figure 23. Casualty Management Technology Road Map
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Training and exercise is defined as the ability to provide instruction on
necessary skills for catastrophic incident response and coordinate and practice the
implementation of plans and potential response prior to an incident.

There 1s one capability statement in this domain:

Readily accessible, high-fidelity simulation tools to support training
and exercises in incident management and response

The efficacy of responders 1s improved through training and exercises. However, training
and exercises for response to catastrophic incidents often fail to replicate operational
needs and incident effects in a cost-effective manner. Issues with cost, participation and a
lack of realism impact the efficiency and effectiveness of the full-scale live exercises
held most frequently to prepare for large-scale incidents. Responders would like
simulation capabilities that include realistic missions, tools and decision points. Such
simulations could allow a large number of responders to train repeatedly and frequently
and provide them the opportunity to test their performance in a wide variety of scenarios.
Training could be conducted by a variable nuinber of participants, from a single
individual to thousands of responders in an agency or region. Virtual training and
exercises cannot replace the valuable personal interactions that live training provides for
emergency responders. However, virtual training does provide numerous opportunities to
significantly reduce infrastructure, equipment and manpower costs and increase
responder proficiency.

Subject matter experts identified four RTOs that correspond with this capability:

e Multi-user Virtual Simulation for Training and Exercise

e Artificial Intelligence for Responder Roles and Responsibilities
e Physics-based Operational Elements

e User-specific Simulation Control and Customization

Multi-user Virtual Simulation for Training and Exercise

Relevance: Responders would like high-fidelity virtual simulation tools that allow
participants from multiple agencies, disciplines and jurisdictions to train for coordinated
incident response. A virtual simulation platforin can decrease the costs associated with
planning and executing full-scale exercises: increase participation across shifts, stations,
agencies, jurisdictions and levels of government; and decrease artificial constraints, such
as compressed timetables and always-available resources, that hamper training and
exercises today. This RTO is focused on a simulation environment that allows a number
of users to engage in scenarios that improve or test the skills needed for emergency
response. Other RTOs (see below) address realistic roles and responsibilities, operating
conditions and control and customization.

TRAINING AND EXERCISE



Current Capability: The technology for multi-user virtual training and exercise is
readily available through commercial massive multi-player online games. These games
provide the immersive environment that responders believe they need, but few systems
have been adapted to response needs. Responders cited several platforms currently used
for virtual training and simulation. While some provide detailed and highly realistic
training and exercise experiences, none provide the ability for geographically dispersed
responders to participate in large-scale response scenarios. For example, scenarios may
be presented in two dimensions, aHowing users to see icons moving on a map, but do not
create an immersive experience. Other systems require participants to travel offsite to a
central location, limit the number of users or roles or present a limited number of specific
scenarios.

Responder Goals:
* Allows single, multiple player and/or massive multiple player interoperability

s Simuftaneous and seamless interaction between two or more communities,
agencies or entities from dispersed geographic locations

e Nearly real-time, simultaneous interaction between the simulation and all players
¢ On- and offline capability

s Browser-neutral platform

s (pen-source programming

e Scalable virtual space to altow short-duration mini-events through complex
incidents

¢ Low- or no-risk environment for players, creating no public record

*  Assesses results against 1dentified scoring or evaluation systems

* Ability to demonstrate and verify competency

s Includes real-time, faster than real-time, fast forward and rewind options
s Includes audio, visual and tactile feedback

* Ability to inject changes into the scenario

¢ Includes deterministic and stochastic effects

s Includes standardized and user-defined metrics of performance

¢ Provides opportunity for individual and collective after-action reviews

s Provides in-play trainee feedback

State of Technology: There have been significant advancements in virtual training and
exercise over the past several years. Several systems have been developed or transitioned
specifically for the emergency response community.

TRAINING AND EXERCISE



The U.S. Army’s Simulation and Training Technology Center (STTC) has extensive
experience in the development of advanced simulation-based training for warfighters,
DOD’s Joint Improvised Explosive Device (IED) Defeat Organization funded an effort
known as the Enhanced Dynamic Geo-Social Environment {(EDGE) through STTC to
train warfighters for counter-IED missions. DHS S&T is now leveraging EDGE to create
a simulation platform for emergency 1‘esponde1‘s.89 The ongoing program recently
completed a training platform for law enforcement, EMS, fire, unified command and
dispatch to virtually train on a simulated active shooter response. The prototype 1s built
on a well-known game engine that is also used in many consumer first-person shooter
and online role-playing games. The goal of the program is to create a customizable,
multi-player online game that is interoperable with multiple user interfaces.

DHS also funded a similar effort to develop training for EMS personnel. Zero Hour:
America’s Medic is a single-player immersive simulation tool for training in triage,
treatment, and incident command.™ Users can choose from multiple scenarios, inctuding
mass casualty chemical, biological and explosive incidents and natural disasters.

Several commercial entities also offer emergency response and disaster management
virtual training platforms. Currently, providers offer either virtual training at the corporate
location or on location in the community. These platforms meet many of the responder
goals listed above and offer some capabilities that might enhance an online virtual
training and exercise system. For example, some commercial providers include simulator
elements, such as vehicle controls, that can enhance the training experience. While much
of this virtual training is not within the domain of the online multi-player simulation that
responders are looking for, there are multiple components that may be integrated.

Potential Challenges:

¢ Equipment owned by public safety agencies Anticipated Benefits

may be insufficient to run state-of-the art Responder Safety 2
gaming engines. Subject matter experts Population Safety oo
stated that systems developed for the Consequence Mitigation o
response community should assume the use | pacision Support oo
of “trailing edge” hardware. Response Multi-incident Utility )

agencies should not have to purchase new
platforms to use the system.

B¢ *Training First Responders for Active Shooter Response,” DHS, last updated: November 21, 2013,
http:fwww.dhs, govist-snapshot-traning -first-responders-active-shooter-response.

" Zero Hour: America’s Medic,” Applied Research Associates, last updated: n.d.,

htp:/fwww ara.conyProjects/p zero hour.hun.
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Artificial Intelligence for Responder Roles and Responsibilities

Relevance: During sinulated training and exercises, some of the roles of responders will
need to be filled by simulated players. For example, if a single law enforcement agency
would like to conduct an exercise, the simulation system will need to replicate the actions
of firefighters and EMTs. The decisions and actions of virtual players must mirror those
of a real-life responder. Players must be able to interact with simutated responders in the
same manner that they do with real participants.

Current Capability: Simulated players are known as non-player characters (NPCs).
They are constructed using artificial intelligence (Al} that mirrors the actions and
decisions of other players. Commercial online games incorporate highly detailed
simulated players, but development of NPCs that mimic responders has been limited.

Responder Goals:

s Ability to create a discipline-specific avatar that can interact with NPCs
controlted by Al

s Development of NPCs representative of:
Traditional response agencies (fire, law enforcement and EMS)
Nontraditional entities (public health, hospital systems and nongovernmental
organizations)
o Hostile forces (for example, an active shooter)
o Victims and members of the public
s Avatars that accurately represent a gender-specific hurnan form
¢ Includes physical and mental stressors for players
* Ability for users to play the role of Mother Nature, hostile forces or victims
s Vertical integration and sunulation of governinent roles
¢ Option for Al to assume role of users who leave the simulation

State of Technology: Subject matter experts report that the development of Al is one of
the most complex areas in online simufation and gaming. NPCs have to not only mirror
the actions of characters, but also correctly execute a range of decisions. For example, a
simulated firefighter must make the same choice as a real firefighter when confronted
with the choice between rescuing a baby on the third floor and responding to a fire on the
second floor. NPCs that do not act appropriately can degrade the user experience in the
training and exercise environment.

The complexity of NPC development depends on several factors. The first 1s whether the
scenario 1s intended for part-task or full-task training and exercise. It 1s easier to develop
a triage-only NPC for EMT training than one that mirrors the full knowledge and
experience of the EMT. The more complex NPC can be used in a wider range of
scenarios but is more difficult to develop. The second factor 1s whether the NPC will be
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used in a single-player environment or a mult-player environment. NPCs in single-player
environments often act as “buddies” who provide advice and recommendations to
players. NPCs in multi-player environments play a less prominent role. A third factor 1s
the number of scenarios in the simulation environment. Responders perform different
actions depending on the type of incident, which must be mirrored in the development of
the NPC. For example, responders don different PPE when responding to a chemical spill
than they do when rescuing trapped persons after a bullding collapse. The NPC must
choose the correct actions that correspond with the scenario.

Potential Challenges:
Anticipated Benefits

¢ Thelevel of detail embedded in the Al is a Responder Safety
function of cost. Available funding largely Population Safety
dictates the realisin that can be portrayed Consequence Mitigation
through the NPCs. Decision Support

Multi-incident Utility
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Physics-based Operational Elements

Relevance: The virtual simulation environment must be built on appropriate models to
replicate realistic responses and actions. Users will need to identify courses of action,
make decisions and act on those decisions within the framework of the scenario.
Responders cannot learn from training or exercise if the system does not generate
realistic consequences of their actions. For example, virtual triage training for a mass
casualty incident will not be effective if simulated victims do not have appropriate
physiological responses. The scenario and environment should set the incident conditions
to reinforce operational and management skills that will be necessary during a real-life
incident response.

Current Capability: Some of the advanced simulation-based training available to
responders incorporates physics-based models into the environment (for example, fire
and smoke propagation models). In addition, several systems developed for mission-
specific training rely on model outputs. For example, simulation-training systems for
explosive ordnance disposal (EOD} rely on blast propagation models to govern results
within the scenario.

Responder Goals:
e Realistically replicates all elements of incident response
¢ Realistically represents weather and incident effects

¢ Accurately portrays virtual objects, characters and environmental effects in three
dimensions

e Capability to vary volume levels to reflect cause and proximity of sounds
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o Developed with validated physics, chemistry, mathematics and biological models
and algorithms

¢ Ability to input historical data to improve the accuracy of effects

State of Technology: It is possible to incorporate scientific models into simulated
training and exercise environments. For example, one developer recently integrated a
destruction model, tying the extent of a building collapse in the scenario to variable
factors that can be manipulated in the environment. However, many physics-based effects
in simulation environments are scripted based on data points and flow charts. For
example, the flow rate of water through a fire hose can be accurately depicted in the
game without the development of a comprehensive model. The development timetable is
increased with the inclusion of physics-based elements. One commercial developer
created a fully physics-based gaming system. but it took four years to complete
development.

Potential Challenges:
Anticipated Benefits

¢ Coding and design errors in the representation Responder Safety X
of elements that have a varying value could Population Safety EX
prove detrimental to the efficacy of the Consequence Mitigation RN
training or exercise. Responders cautioned Decision Support = )
about the use of models unless vatidated by Multi-incident Utility <

Subject matter experts.

User-Specifie Simulation Control and Customization

Relevance: The utility of virtual training and exercise systems is improved if responders
are immersed 1n an environment that mirrors their own operating conditions. Individual
participants, agencies and jurisdictions would like the ability to design and produce
operationally realistic scenarios centered on their specific needs. Responders believe they
will be better able to prepare for catastrophic incidents if they can use the geography of
their own jurisdiction instead of a generic city. For example, a virtual exercise that
simnulates an explosion at a chemical plant will have a greater impact if responders are
familiar with the critical infrastructure (for example, schools, hospitals) in the path of the
chemical plume. The ability to customize the training and exercise scenarios will likewise
help responders prepare for the incidents that they may be most likely to encounter.

Current Capability: Responders reported that they are largely unable to customize
existing virtual training and exercise products. Classroom-based virtual training centers
are an exception, as they allow users to choose from a selection of scenarios,
environments and objects. There are image hbraries of customized towns, municipalities,
cities or localities for a limited number of locations that have been designed for large-
scale exercises. To date, virtual training and exercise systems have not integrated these
images. Existing simulation products generally contain a set number of universal
scenarios and offer a geo-typical instead of a geo-specific environment.

TRAINING AND EXERCISE



Responder Goals:
s Ability for user to design training and exercise scenarios

s Includes geographically correct infrastructure and terrain features derived from
GIS data

* Ability to incorporate jurisdiction-specific resources

s Presence of customizable skins (for example, coloring for uniforms, apparatus,
buildings)

* Ability to add the location of community-specific known hazards into the virtual
environment

State of Technology: Creating a geo-specific location for a virtual simulation requires 3-
D digital renderings of the selected infrastructure in that community. It is not technically
complex to create a 3-D rendering. One process for creating a rendering is to download
street-level 1magery, which 1s readily available online for large parts of the country at no
cost. Multiple providers maintain repositories of digital image files for buildings and
infrastructure in the United States. As an alternative to downloading imagery. a
Jurisdiction could purchase or rent a mobile LIDAR platform that could be driven
through the comnmunity to obtain ground-level images. The USGS produces digital
topographic maps of the United States, which are downloadable at no cost and can be
integrated into a 3-D rendering of a community.9I Location-specific images are uploaded
to a software program that altows the user to produce a 3-D rendering, complete with
accurate placement of exterior details (for example doors, windows). Some systems allow
users to include a high-degree of specificity, including the composition of construction
materials and the type of window glass on the structure. Some programs also allow users
to extend the rendering to include the interior of a structure, alttowing specific placement
of walls, stairways, doors and even furniture. A jurisdiction can produce 3-D renderings
at varying levels of detail.

A level designer integrates digital location data into the engine platforin to create a
polished visual display. Thls process 18 necessary to script how the Al elements will move
within the environment.”* C oding is necessary to define boundaries and movement
parameters. For example, characters cannot walk through walls. Systems recently
designed for DOD allow some scenario-editing capability, allowing users to define a set
of variables, such as the number of players per team or real-time injections of scenario
elements. However, the integration of customized or editable locations requires
specialized skills.

*! “The National Map,” U.S. Geological Survey, last updated February 27, 2014, hitp://nationalmap.gov.

A scripl is a series al instructions writlen into software code that are used by another soltware program.
The process of writing these instructions is called scripting.

TRAINING AND EXERCISE



Potential Challenges:

e Each jurisdiction will likely have to bear Anticipated Benefits

the costs of creating a 3-D rendering of the | Responder Safety
infrastructure in its community. Population Safety
Consequence Mitigation
Decision Support
Muliti-incident Utility

* Although not technically complex, it 1s
time-consuming and expensive to produce
3-D renderings. The combination of cost
and duration of the project may limit the scope of the effort.

* * * *
0.0 0.‘ 0.‘ 0.0

s Some jurisdictions may be able to afford “boutique™ map development, which
creates a customized rendering of a specific location within a simulation
environment. High costs make this option unaffordable to all but the largest
Jurisdictions.
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Training and Exercise Path Forward:

Subject matter experts 1dentified the following technology programs as necessary to meet
some or all of the responder goals listed in the training and exercise RTOs above.

s Continue development of multi-user simutation platform for emergency response-

related training and exercises

¢ Develop an initial set of five NPCs per disciphine to perform tasks or provide

feedback in a virtual simulation environment

¢ Identify those elements of the simulation environment that have a varying value

¢ Develop an integration standard for geospecific 3-D digital renderings

Year | Year 2 Year 3 NYear 4

.hj

Projected Cost Less than S500k SO0k - SIM

* Physics-based Operational Llements
+ 7 - - - . - - . -
"~ User-specitic Simulation Centrol and Customization

Figure 24. Training and Exercise Technology Road Map
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CONCLUSION

Technology Plan Summary

This document is the product of the PR4 effort. The purpose of this effort was to examine
the state of science and technology for opportunities to address the highest-priority
capability needs for emergency response to catastrophic incidents and to develop a plan
to address those needs. Two important groups of people made the development of this
plan possible.

The first are emergency responders, who respond to catastrophic and routine incidents
and who ultimately will use these improved tools, equipment and systems. The
responders who participated in PR4 were drawn from traditionat and nontraditional
public safety disciplines, jurisdictions diverse in size and location and multiple levels of
government. The responders identified, described and prioritized the capability needs,
and provided qualitative and quantitative goals for needed improvements in those
capabilities.

The second group includes Subject matter experts from fields related to the capability
needs. Subject matter experts from private industry, academia, federal research agencies
and national laboratories participated in the data-gathering efforts. HSSAI spoke with
individuals who gave generously of their time to discuss the state of technology and
proposed development paths to address responder needs. HSSAI relied on the input and
feedback of these groups to ensure that each RTO reflected operational considerations
and each was based on an actionable and achievable technology path.

Capability Needs

This document identifies 14 capability needs that responders believe represent the highest
priorities for improving their ability to respond to catastrophic incidents. Each of the
capability needs may be improved, in whole or in part, through the application of
technology solutions. The capability needs include enduring needs identified across the
previous phases of Project Responder and emerging needs that witl allow responders to
leverage technological advances occurring in other fields. Responders prioritized these
needs based on their impact on responder safety, population safety, consequence
mitigation, decision-making and utility across multiple incidents.

Response Technology Objectives

This plan identifies 42 RTOs that address the PR4 capability needs. The RTOs translate
the capability statements into actionable, technology-centric objectives. Each identifies a
high-level technology solution (or part of a solution) designed to improve the capabilities
of the response community. Each capability need has at least one corresponding RTO,
and some RTOs can address multiple needs. The RTO descriptions include projects that
represent a proposed path forward for increasing capability. The projects identified in this
plan range from short-term initiatives, requiring less than six months of effort, to multi-
year research and development programs that may cost tens of millions of dollars.

HSSAT’s anatysis for PR4 indicates that many of the technologies already exist, though
they may need to be customized to meet the operational needs of the response
community. Unfortunately, this is not always an easy process. The varying operational



environments of responders require tools and equipment that can operate in extreine
conditions {for example. high temperatures and humidity, lack of reliable power and
communications infrastructure)} for extended periods of time. Technologies developed for
other fields may need to be reengineered to function in these conditions, which often
results in added weight and loss of functionality. In addition, a product designed or
redesigned for responders may need to comply with a number of stringent performance
and testing standards, some of which should be updated or rewritten to reflect advances
in technology.

Key Finding

Many of the potential technology advances will not be possible without the ability to
transmit and integrate multiple sources of data. Many of these advances are dependent on
sensor systems that provide real-time data about the location of responders, victims,
hazards, and resources, the monitoring of physiological data and the progress of activity
on the incident scene. Leveraging this technology could significantly improve the safety
of responders and the public. However, without a data communications infrastructure,
sensors will be able to collect data but may not be able to transmit it to incident
command. Further, without a system to integrate the data, decision-makers may not be
able to effectively assimilate and understand the large amount of incoming data. For
example, the ability to identify the position of a trapped responder in three dimensions,
inside a building, 1s a useful capability only if that data can be quickly and clearly
transmitted to the appropriate persons.

Path Forward

Since 2001, the Project Responder mitiative has sought to identify and describe the multi-
disciplinary capability needs of the response community. This is important because the
unique structure of that community significantly influences the technology development
and acquisition process. The response cornmunity is made up of thousands of career and
volunteer agencies from multiple disciplines, each with different priorities and
requirements. There is no central coordinating body to gather requirements, obtain
economies of scale in procurement, or to fund the development of new capability needs.
Since 2003, DHS has sponsored Project Responder to identify the areas where federal
investment can make the greatest impact. This plan informs S&T as it makes investment
decisions and proceeds with an acquisition strategy designed to address the enduring and
emerging emergency response needs. The capability needs and the related RTOs also
provide technologists with a vision toward which they can direct their efforts.

The identification of the capability needs and response technology objectives described in
this plan are the first steps in providing emergency responders with the capabilities
needed to more effectively respond to a catastrophic incident. The responder goals histed
in this document provide a high-level overview of what the responders believe 1s
necessary for capability improvement. The projected costs and timetables contained in
the technology road maps describe resource requirements at a rough order of magnitude
based on those high-level goals. Subject matter experts were hesitant to project time and
resource requirements for the potential development programs without a complete
description of functional and operational requirements and a defined timetable to meet
objectives. For example, identifying overall development costs for an integrated logistics



management system is difficult without a detailed understanding of the required inputs
and outputs of the system.

There are two primary avenues that DHS can pursue to improve the capabilities of
emergency responders based on the information presented in this plan. The first is the
development of detailed requirements documents, preferably at the RTO level. The
second option is the solicitation of development proposals from private industry,
academia and national and federal laboratories that outline their solutions for addressing
capability needs.

The first option entails a full requirements-identification process to pinpoint technical
specifications. DHS could conduct or sponsor efforts to identify detailed quantitative and
quahitative requirements. For example, this process should identify specific thermal loads
or water resistance limits articulated by responders. The requirements process should also
determine detailed milestones, metrics of success, and costs at a more programmatic
level. The output of this process is often called an operational requirements document
(ORDj}. DHS can then solicit proposals to meet the specific requirements described in the
ORD.

In the absence of a full requiremnents analysis, the second option is the development of a
statement of objectives (SO0). An SOO 1s used by DHS to describe a requirement at a
higher level than an ORD. The SOO can provide technology developers with sufficient
information to allow them to suggest programs that may address responder needs.
Developers are not provided with the samne depth of information, but are able to propose
different solutions to address the capability need. Using the SOO process allows to assess
the proposed programs against available budgets to make annual programming decisions.

As technology developers consider responder capability needs, the goals listed in this
plan should not be viewed as a set of minimum essential elements that must all be
satisfied before new capability is introduced. Responders agree that incremental change
through spiral development would provide greater benefit than waiting until all
requirements can be satisfied. Finaly, technological advances should be integrated, to the
extent possible, into all-hazards equipment that 1s used on a daily basis. Equipment that is
used only for responding to and training for catastrophic events may not be used as
effectively, if responders are unfamiliar with its operation.
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APPENDIX A. PROJECT RESPONDER 2001-2014

The Project Responder effort over the past decade can be divided into four distinct
phases. The initial effort, from 2001 to 2004, was funded through a Departient of Justice
grant to the Oklahoma City National Memorial Institute for the Prevention of Terrorism.
The original purpose of Project Responder was to identify operational needs, shortfalls,
and priorities for response to catastrophic incidents and develop a technology investinent
plan to meet identified capability deficits. Shortly after inception, the focus of the effort
was fundamentally shifted by the terrorist attacks of September 11, 2001. During
development in the initial phase, emergency responders from multiple disciplines and a
wide range of jurisdictions and locations participated in a series of interviews and
responder workshops. The output of the data-gathering process was the development of a
set of 12 capability areas that, as a whole, defined and described the requirements for
response to a catastrophic terrorist event. The capability areas were referred to as
National Terrorism Response Objectives. Following the 1dentification of capability
requirements, a second series of workshops queried technologists from national
laboratories, academia and private industry to inform a national agenda for research and
development and a corresponding set of road maps detailing new initiative designed to
close gaps in emergency response capability.

The second phase of Project Responder was initiated in 2007 by the Department of
Homeland Security (DHS) Science and Technology Directorate (S&T). The purpose of
the follow-on effort was to examine changes in the emergency response effort since the
first report and identify new and enduring capability priorities. Despite the short time
frame between the first and second reports, significant shifts in the emergency response
mission and needs occurred as a result of an increased focus on “all-hazards” (due in part
to events like Hurricanes Katrina and Rita, failure of large-scale infrastructure like the I-
35 bridge collapse, pandemic influenza, etc.) and the evolution of national response
policy and doctrine with the release of the National Incident Management System and the
National Response Plan (which was later revised as the National Response Framework).
As a result, the second Project Responder report found significant changes to responder
capability needs and related priorities. Emergency responders from a wide range of
disciplines. jurisdictions and agencies participated in the effort through a series of
interviews and workshops. The findings from the second Project Responder report,
released in 2008, included a set of 15 capability priorities and associated challenges in
training. technology, management and policy that responders felt constrained the further
development of respective capabilities.

In 2011, a third Project Responder effort produced Project Responder 3: Toward the First
Responder of the Fuiure, examining capabilities needed to fill existing gaps and creating
a vision of emergency response in the future. Project Responder 3 was funded by DHS,
through a joint relationship between S&T’s Support to the Homeland Security Enterprise
and First Responders Group and the National Preparedness Directorate of the Federal
Emergency Management Agency. In the years since the second Project Responder report
was published, a number of economic, technological, infrastructural, and societal
developments—as well as a change in the number and type of major incidents facing the
nation—combined to change the response environment. DHS believed these changes



warranted a reevaluation of capability gaps and resulting investment priorities. As with
the two previous iterations. Project Responder 3 used facilitated discussions with a
diverse set of responders throughout the United States to identify existing response
capability gaps. Through these discussions, participants identified 40 capabilities needed
to fill existing gaps. Among these 40 capabilities, responders identified a subset of 12
capabilities as those of the highest importance. Project Responder 3 also produced a
compelling vision for potential capabilities that may be required in a future response
environment, unconstrained by present-day resource or technical considerations.

PR4 is focused on examining the state of science and technology for opportunities to
address the most persistent and highest priority capability needs and developing a plan to
address those needs. PR4 continued the interactive discussions with emergency
responders and subject matter experts to identify enduring and emerging capability needs;
assess the state of science and technology to meet those needs: identify potential
technology solutions: and develop road maps that illustrate a coherent technology path to
addressing the high-priority needs.



APPENDIX B. PROJECT RESPONDER 4
METHODOLOGY

As described in the body of this plan, the methodology for this effort consisted of data
gathering and analysis through four phases:

Phase 1: Identify and Validate Enduring and Emerging Capability Needs
Phase 2: [dentify Technology Objectives

Phase 3: Identify Potential Science and Technology Solutions

Phase 4: Develop a Technology Plan and Road Maps

This appendix describes the methodology in greater detail with the goals for each phase,
steps within each, and the activities needed to complete those steps.

Phase 1: Identify and Validate Enduring and Emerging Capability Needs

The phase | goal was to identify the capability needs that should be addressed in the plan
and to validate those needs with a group of emergency responders. Phase 1 was
completed using two steps: (1) identification of emerging and enduring needs, and

(2} prioritization of capability needs.

For step L. the Homeland Security Studies and Analysis Institute (HSSAI) facilitated a
series of three virtual focus group meetings with emergency responders to determine and
validate the set of capability needs to be addressed as part of Project Responder 4
(PR4).” The virtual meetings were held over a three-week period in August and
September 2013. Participants included more than 75 members of both the First
Responder Resource Group (FRRG}) and InterAgency Board (IAB). During the virtual
meetings, an HSSAI facilitator led participants through a review of the 40 capability
needs identified in the Project Responder 3 report and discussed the capability needs that
have been consistently rated as a high priority in previous Project Responder efforts. The
HSSAI facilitator also asked participants to suggest new or evolving needs that have
arisen or increased in priority because of technological advancements, social or cultural
changes or other drivers. After analysis of the virtual meeting results, HSSAI identified
14 capability needs for assessment during PR4.

Fiscal considerations dictate that there will never be enough federal funding to address all
emergency response capability needs.”* It is necessary to prioritize among them to
identify those where the need is greatest. For PR4, HSSAI wanted to identify those
factors that make each capability a priority. HSSAI asked emergency responders from
multiple disciplines to identify the factors that cause one capability to be ranked higher
than another. The factors that emergency responders consider most heavily when
prioritizing capabilities needs include the impact on responder safety. population safety,

* Virtual focus group meetings were held using a collaborative web-based system. allowing participants to
review materials simultaneously, provide input and feedback verbally and through posted comments.

* The first Project Responder National Technology Plan identificd 84 capability needs, many af which
have received litile ar na (unding for development ar advancement.



consequence mitigation, decision-making and use across multiple incidents. HSSAT used
these factors as the basis to develop an online prioritization tool.

In step 2, HSSAI developed an online tool that responders used to prioritize the PR4
capability needs and invited all members of the FRRG and [AB to participate.
Participants rated the 14 PR4 capability needs according to overall priority, the factors
identified above and the criticality of need.” The prioritization tool was distributed to all
members of the FRRG and [AB. It was available over a two-week period. More than 125
responders participated, with a 90 percent response rate for each question.

Phase 2: Identify Technology Objectives

The phase 2 goal was to translate capability needs into technology objectives. Phase 2
entailed three steps: (1} data gathering to better understand the capability needs,

(2) facihitation of a focus group meeting to identify draft response technology objectives
(RTOs) and (3) facititation of a workshop to identify responder goals for the RTOs.

It is not sufficient to simply state the emergency response capability needs. Without
additional information, technology developers cannot move forward to make
advancements. They need to understand the actual capability gaps—the difference
between current capability and what responders believe is required to properly and
successfully complete their tasks and mission. This requires a clear articulation of
baseline capability—what responders have now—and quantitative and qualitative goals
that describe what they believe is needed. In step | of phase 2, HSSAI facilitated
discussions with members of the [AB’s Strategic Planning Subgroup to gather initial data
on baseline capabilities. Participants reviewed the 14 PR4 capability needs and provided
information and data about their current capabilities (technology, policy, procedure and
training) available for response operations.

RTOs translate responder capability needs into technology-centric objectives. In other
words, an RTO should 1dentify a high-level technology solution (or part of a solution) for
a capability need. To develop the RTOs (step 2 of phase 2}, HSSAI facilitated a focus
group meeting in November 2013 between emergency responders with experience in
catastrophic incident response and recognized technical subject matter experts in fields
related to the capability needs. The purpose of the focus group was to 1dentify the RTOs
that correspond with the PR4 capability needs identified during phase 1. The HSSAI
facilitator asked responders to describe each capability need in detail. explaining the
operational issues that they face. Subject matter experts then translated those needs into
technology objectives. The Subject matter experts 1dentified 58 draft RTOs that
correspond with the 14 PR4 capability needs during the focus group meeting.

It is difficult for Subject matter experts to identify a proposed path for improving
capability untess they have a clear understanding of what the responders believe is
needed. In March 2014 during step 3 of phase 2, HSSAI facilitated a workshop with 26
emergency responders. The workshop’s purpose was for participants to characterize the
tools they currently have available and to identify goals for each of the RTOs. HSSAI

* See Appendix C for a more detailed discussion of the PR4 prioritization process.



facilitators fed participants through a detailed discussion of each RTO, asking themn to
comment on current capabilities, identify qualitative and quantitative goals and discuss
potential challenges that might hinder development or adoption of new technologies.
HSSAI mvited participants from multiple disciplines, areas of the country and levels of
governinent to obtain diverse points of view.

Phase 3: Identify Potential Science and Technology Solutions

The phase 3 goal was to evaluate the state of science and technology to identify potential
technology solutions that meet responder needs. Phase 3 consisted of two steps: (1) data
gathering and research on the technologies associated with the RTOs and (2) interviews
with Subject matter experts.

Some RTOs require advancements in basic and applied research. Some RTOs necessitate
new or continued development of existing technology programs, while others need only
the transition of existing technology to the responder applications. In step 1 of phase 3,
HSSALI researched the state of technology associated with the 58 RTOs to identify the use
of similar technology in unrelated fields as well as ongoing research and development
efforts. HSS AT analysts reviewed open source websites, publications, technical journals,
conference proceedings, and other relevant sources. The purpose of this research was to
provide contextual descriptions of the related technology and to identify Subject matter
experts for the subsequent interview process.

In step 2, HSSAI engaged Subject matter experts from the national laboratories,
academia, and private industry to provide input about each technology objective and to
identify quantifiable development requirements. During a series of in-person and
telephonic interviews, HSSAI asked the Subject matter experts to propose potential
solutions for each RTO. In addition, HSSAI asked thein to discuss anticipated costs and
timelines and anticipated risks and challenges for the potential technology solutions.
Subject matter experts were selected based on several factors including real-world
experience, academic background, publishing credits and overall recognition within the
domain. Based on the input of the Subject matter experts that some of the RTOs did not
entail technology solutions, HSSAI reduced the number of RTOs from 58 to 42,

Phase 4: Develop a Technology Plan and Associated Road Maps

The goal of phase 4 was to assess and integrate the information from responders and
Subject matter experts to identify actionable programs for increasing capability. Phase 4
entailed two steps: (1) characterization of proposed technology paths designed to improve
capabilities, and (2) development of consolidated technology road maps within each
domain.

In step | of phase 4, HSSAI assembled the inputs from the Subject matter experts and
developed a coherent description of each RTO. Each RTO was described in terms of:

s Relevance: why advancements in the technology objective are necessary,
including information on baseline capabilities and why the capabilities are
currently insufficient;



s A program description: including the goals articulated by the responders during
the workshop and a proposed path to achieve those goals based on the
technologists’ input; and

¢ State of technology: a description of the current maturity of the technology (in use
and in development) and potential technology barriers that may inhibit further
advancement.

In step 2 of phase 4, HSSAI developed a series of road maps that itlustrate the projected
timetables and estimated costs for each RTO. The road maps include new or transitioned
technologies and knowledge products that can result in a measurable improvement in
capability. HSSAI created one comprehensive road map for each domain.

HSSALI distributed a draft of the road map to and solicited comments and suggested edits
from the FRG and all responders and Subject matter experts who participated in this
eifort. To the extent possible, HSSAI incorporated this feedback into the final version of
this plan.



APPENDIX C. PROJECT RESPONDER 4
PRIORITIZATION PROCESS AND RESULTS

In previous iterations of Project Responder, participants engaged in workshops to identify
needed response capabilities and prioritize their importance. This approach was ideal
because it provided a logical path to (1} learn what responders believe to be critical gaps
in their ability to respond to catastrophic incidents, (2) identify specific capabilities
required to meet these needs, and (3) prioritize these capability needs according to how
urgent and important they are.

The Q methodology was well suited to rank order the large number of capabilities in
previous Project Responder iterations. However, this technique is not suitable for
understanding the underlying factors necessary to prioritize a small subset of enduring
and emerging capability needs. The Homeland Security Studies and Analysis Institute
(HSSAI) worked with survey experts to develop a uniform prioritization tool that is
tailored to the subset of Project Responder 4 (PR4) capability needs. This approach
analyzes specific factors that mnake each capability a priority. Knowing these factors will
help guide investments to meet the highest-priority needs and improve catastrophic
incident response.

This appendix provides a detailed discussion of the developmental steps and the
implementation of the PR4 prioritization process.

Methodology

The prioritization process is a uniform method that emergency responders used to
prioritize the PR4 capability needs. This process was developed and inplemented using a
four-step methodology, including (1) identification of prioritization variables,

(2) development of a question set, (3} design of an online tool and (4} distribution and
data collection.

Step 1. ldentification of prioritization variables

To identify the factors that emergency responders use when ranking capability
statements, HSSAI interviewed a group of responders from multiple response disciplines.
Each responder was interviewed by telephone and asked to identify the factors he or she
would consider when assessing the relative inportance of a capability. To assist in the
process. HSSAI used a small sample of capability statements to extract recurring factors
in a consistent manner.” Responders were specifically asked to consider the sample

" Sample capabilily statements used to extract prioritization factors during the interviews include: 1) The
ability ta know the locatiom of responders and their proximity ta risks and hazards in real time; 2) The
ability ta identify what resources are availahle ta suppart a response (inceluding resources not traditional ly
involved in response). what their capabilities are and where they are, in real time; 3) The ability o
communicale with responders in any environmental conditions (including through barriers, inside
buildings and underground); and 4) The ability (o remotely scan an incident scene lor signs of life and
decomposition to identify and locate casualties and latalities.



capability statements to determine “what makes this capability a priority” and “what
specific factors are considered when making this capability a priority.”

Responders identified six overarching variables that are considered when denoting a
capability need as a priority. They stated that a capability would be prioritized higher if it
accomplished one of the following:

Increased responder safety;

Increased the safety of the affected population;

Mitigated incident consequences;

Informed decision-making for incident management;

Improved the response for various types of incidents; or
Impacted the overall effectiveness or efficiency of the response.

Al e

Step 2. Question sel development

The study team worked with a subject matter expert to develop a question set that would
elicit the necessary information to prioritize the capability needs. The final question set
included a series of questions for each capability to determine what makes it a priority.
Participants were asked to rank each answer on a scale from 1 (lowest) to 7 (highest).

¢ How would improvements in this capability improve responder safety?

¢« How would improvements in this capability improve the safety of the affected
population?

¢ How would improvements in this capability improve the ability to mitigate
incident consequences?

¢ How would improvements in this capability improve decision-making for incident
management?

« Can improvements in this capability be used in multiple types of incidents?
o Overall, how important a priority is this capability?

Responders were also asked to rank what they perceive to be the top three (in other
words, most important) capability needs and the least critical capability need. Because
priorities are subjective, HSSAI also developed questions to identify the discipline, level
of government and jurisdiction of the participant.

Step 3: Online tool design

To conduct the assessment, the study team identified a customizable, online tool to walk
responders through a uniform assessment of each capability statement, HSSAI used a
research suite from Qualtrics.com that enabled the collection and analysis of responder
provided data.

For each capability statement the tool provided a seven-point, Likert-style scale, with 7
representing the highest level of improvement for each priority. Below is an example of
how the questions were presented to the responders.



Example

How would improvements in this capability improve responder safety?

1({notatall 2 3 4 5 6 7 {a great deal)
O O O O O O O

Figure 25. Sample Question From Prioritization Process

Step 4. Distribution and data collection

HSSAI invited all members of the First Responder Resource Group (FRRG) and
InterAgency Board (IAB) to prioritize the PR4 capability statements using the online
tool. FRRG and [AB members received a link to access the tool. The prioritization tool
was available from September 25 through October 7, 2013. A total of 135 emergency
responders participated in the prioritization process.g?

Responders from 31 states and multiple disciplines participated in the prioritization
process.

Emergency
Management
9%

Figure 26. Prioritization Participation by State Figure 27. Prioritization Participation by
Discipline
Results

The total mean score was collected for each of the questions in the prioritization process
and analyzed by HSSAL” The prioritization process results can be depicted in many

" Although there were 135 participants, not all completed the prioritization pracess. Each question received
between 117 and 128 responses (an average response rate of mare than 90 percent). In tatal, 129
individuals campleted the entire process.

" For the purposes of this study, the mean score is the average score of all the responses for a specific
question,



different ways. The following sections are select tables and visual representations of the
data that best reflect the objectives of this study.

The following table represents the top capabilities, based on the mean score of the
combined responses to the priority questions for each capability statement.

Capability Need Mean Score

The ability to communicate with responders in any environmental

conditions {including through barriers, inside buildings and 6.3
underground)

The ability to know the location of responders and their proximity to 6.1
risks and hazards in real time ’
The abihity to detect, monitor and analyze passive and active threats 6.0
and hazards at incident scenes in real time '
The ability to rapidly identify hazardous agents and contamninants 5.9
The ability to remotely monitor the tactical actions and progress of all 57
responders involved in the incident in real time '
Protective clothing and equipment for all responders that protects 54
against multiple hazards '

Figure 28. Top Capability Needs Based on “Overall Priority™

Responders were asked to rank each capability need on a scale of | to 7; a ranking of 7
meant that achieving this capability would be the largest inprovement to “overall
impact” of a responder’s ability to perform his or her job during a catastrophic incident.
Figure 28 shows the top capability needs based on the overall mean score (in other words,
combined average) for the responses to this question.

Most responders rated the following capability as having the greatest “overall inpact” on
their ability to respond to incidents.

e The ability to conmunicate with responders in any environinental conditions
(including through barriers, inside buildings and underground)



Capability in Rank Order Priority Areas

RS PS MIC DIM CC

The ability to communicate with responders in any
environmental conditions (inctuding through 66 |568| 6.13 | 624 | 634
barriers, inside buildings and underground

The abihity to rapidly identify hazardous agents and

6.24 | 6.13 | 6.02 | 6.08 | 5.62

contaminants

RS= Responder safety DIM= Decision-making for incident management
PS= Population safery CO= Crosseatting capability

MIC= Mitigate incident conseguences = Highest mean score for prinrity area

Figure 29. Top Capability Needs Per Variable

The mean scores shown in figure 29 provide additional insight as to why each of the top
capability needs is a priority. The following are the top three results for each priority area.

Most likely to improve responder safety during a catastrophic incident:

The ability to communicate with responders in any environmental conditions
(including through barriers, inside buildings and underground)

The abhility to know the location of responders and their proximity to risks and
hazards in real time

The ability to detect, monitor and analyze passive and active threats and hazards
at incident scenes n real time

Most likely to improve population safety during a catastrophic incident:

The abhility to rapidly identify hazardous agents and contaminants

The ability to detect, monitor and analyze passive and active threats and hazards
at incident scenes in real time

The ability to communicate with responders in any environmental conditions
(including through barriers, inside buildings and underground)

Most likely to mitigate consequences during a catastrophic incident:

The ability to communicate with responders in any environmental conditions
(including through barriers, inside buildings and underground)

The abhility to rapidly identify hazardous agents and contaminants

The ability to detect, monitor and analyze passive and active threats and hazards
at incident scenes in real time




Most hikely to improve decision-making for incident management during a
catastrophic incident:

e The ability to communicate with responders in any environmental conditions
(including through barriers, inside buildings and underground)

¢ The ability to detect, monitor and analyze passive and active threats and hazards
at incident scenes 1n real time

¢ The ability to know the location of responders and their proximity to risks and
hazards in real time

Most likely to apply to multiple incident types for catastrophic incident response:

e The ability to communicate with responders in any environmental conditions
(including through barriers, inside buildings and underground)

¢ The ability to know the location of responders and their proximity to risks and
hazards in real time

¢ The ability to detect, monitor and analyze passive and active threats and hazards
at incident scenes 1n real time

Additional metadata was collected for each participant, including his or her agency’s city
and state, level of government and emergency response discipline. Using specific
metadata, such as response discipline, HSSAI was able to determine which disciplines
ranked which capability needs highest. For example, the ability to know the location of
responders and their proximity to risks and hazards in real time ranked highest among
firefighters. The ability to incorporate information from multiple and nontraditional
sources (for example, crowdsourcing and social media) into operations ranked higher
among law enforcement personnel.
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Figure 30. Top Capability Need by Discipline



Figure 30 shows how each discipline scored the top capability needs on a scale of 1 to 7.
Each score depicted in the graphic is an average of the total responses from each
discipline category for the top capability needs that would make the greatest impact on
the overall response to a catastrophic incident.”

Top 3 Most Critical Capabilities

The ability to know the location of responders and their proximaty to

risks and huzards in real time 4722 | 16 85

The ability to communicate with responders in any environmental
conditions (including through barriers, inside buildings and 28 | 22| 20 70
underground)

The ability to detect, monitar and analyze passive and active threats
and hazards at incident scenes in real time

The ability to rapidly identify hazardous agents and contaminants S5 (1111 27

Protective clothing and cquipment for all responders that protects
against multiple hazards

Communications systems that are hands-free, ergonomically-optimized
and can be integrated into personal protective equipment

The ability to incorporate information from multiple and nontraditional
saurces (for example, crowdsourcing and social media) into incident 41 7] 6 17
command operations

The ability to remotely monitor the tactical actions and progress of all
responders involved in the incident in real time

The ability 10 remotely scan an incident scene for signs of life and
decompesition te identify and locate casualties and fatalities

The ability to identify in real time what resources are available to
support a response (including resources not traditionally involved in 1519 15
response), what their capabilities are and where they are, in real time

Readily accessible, high-fidelity simulation toals ta support training
and exerciscs in incident management and response

The ability to identify trends, patterns and important content from large
volumes of information from multiple sources (including nonfraditional | 2 | 4 | 6 12
sources) to suppert incident decision-making

oL : 1 -y . - . . . A - .
The “other’ discipline category consists of cither retired, homeland security, federal agency or other

emergency response professionals who are not afliliated with any of the other (our categories (fire, law
enforcement, emergency management and emergency medical services).



Top 3 Most Critical Capabilities

The ability to monitor in real ime the status ol resources and their
functicnality in current conditions

The ability to identify, assess and validate emergency-response-related
software applications

Figure 31. Most Critical Capabilitics

Participants were asked to consider atl capability needs and rank the top three they felt
were the most criticat to achieve advances for catastrophic incident response. Participants
selected a capability that was the single most (column 1), second most (column 2), and
third most {(column 3} critical. Figure 31 represents the responses ranked in order by the
highest total votes per capability.

The following capabilities ranked the highest in order of votes for the single most critical
capability need to address (column 1} as well as total number of votes for being either the
first, second, or third most critical capability need:

¢ The ability to know the location of responders and their proximity to risks and
hazards in real time

e The ability to conmunicate with responders in any environinental conditions
(including through barriers, inside buildings and underground)

¢ The ability to detect, monitor and analyze passive and active threats and hazards
at incident scenes 1n real time

Least Critical Capabilities Votes %

The ability to identify, assess and validate emergency-response-

A 70 59%
retated software applications

The ability to incorporate information from multiple and
nontraditional sources (for example, crowdsourcing and social 10 9%
media) into incident command operations

The ability to remotely scan an incident scene for signs of life

g . : . .. 9 8%
and decomposition to identify and locate casualties and fatalities ¢

Figure 32. Least Critical Capability Needs

There is no doubt that all 14 capability needs are high priorities to the emergency
response community; however, HSSAI asked participants to select the one capability they
would consider being the teast critical of the 14. Figure 32 shows three capabilities that
were rated as least critical.




The majority of participants (59 percent) considered the following capability to be the
least critical of the 14 capabilities:

s The ability to identify, assess and validate emergency response-related software
applications

The following section examines each capability need independently and shows results
using the mean score based on the seven-point scale for each variable.

Mean score
Owerall priority
Population safety m
Mitigate incident conseguences 5.72

Decision-making for incident management

4.8 5 5.2 54 5.6 5.8 6 6.2 6.4 6.6

Figure 33. Mean Scores: ability to know the location of responders and their proximily to risky and
hazards in real ime




Qverall priority

Responder safety

Population safety
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Witigate incident consequences

Decision-making for incident management

Cross-cutting capability

6.7 58 59 3 6.1 6.2 6.3 64

Figure 34. Mean Scores: ability to detect, monitor and analyze passive and active threats and hazardys at
incident scenes in real time

Owerall priority

Responder safety
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Figure 35. Mean Scores: abilify to rapidly identify hazardous agents and contaminants



Mean score

Crwverall priarity

Responder safety

-
=4
L=

Population safety

Witigate incident consequences

Decision-making far incident management

Cross-cutting capability

4.2 4.4 46 4.8 ] 5.2 54 56

Figure 36. Mean Scores: ability to incorporate information from multiple and nenfraditional sourcey
(for example, crowdsourcing and social media) into incident command and operations

Mean score

Owerall prionity

Responder safety

Population safety

Mitigate incident consequences

Decision-making for incident management

Cross-cutting capability

0.2 a4 4.6 58 5] 6.2 5.4 8.6 6.8

Figure 37. Mean Scores: ability to communicate with responders in any environmental conditions
(including through barriers, inside buildings and underground)



Mean score
Population safety m
Mitigate incident consequences m
Decision-making for incident management
s

Cross-cutting capability
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Figure 38, Mean Scorcs: communications systems that are hands-free, ergonomically optimized and can
be integrated into personal protective equipment

Mean score
Responder safety 6.07
Population safety 5.07

Witigate incident consequences

Decision-making for incident management

4.4 4.6 4.3 5 5.2 5.4 5.6 58 2] 6.2

Figure 39. Mean Scores: ability ta remotely monitor the tactical actions and progress of all responders
involved in the incident in real time



Mean score
Overall priority 4,99
Responder safety m
Population safety m
Mitigate incwent consequences m
Cecision-making for ncident management

Cross-cutting capability 5.37

Figure 40. Mcan Scorcs: ability to identify trends, patterns and important content from large volumes of
information from multiple sources (including nontraditional sources) to snpport incident decision-
making

Mean score

Owerall priority

Responder safety

FPopulation safety

Mitigate incident consequences

Decision-making for incident management

Cross-cutting capability

I‘ I
o

Figure 41. Mean Scores: profective clothing and equipment for all responders that protects against
multiple hazards



Mean score
Cverall priority m
Responder safety m
Population safety m
Mitigate incident consequences m
Decision-making for incident management

Crose-cutting capability 5.76

Figure 42. Mean Scores: ability to identify what resources are available to support a response (including

resources not fraditionally invelved in response), what their capabilities are and where they are, in real
time

Mean score

Orverall pricnity

Respander safety

Population safety

Mitigate incident consequences

Decision-making for incident management

Cross-cutting capability

4.2 4.4 4.6 4.8 5 4.2 54 9.6 a8

Figure 43. Mean Scores: ability ta manitor the status of resources and their functionality in current
canditions, in real time



Mean score

Crerall priority m
Responder safety m
Population safety m
Mitigate incident consequences m
Decision-making for incident management
)

Cross-cutting capability

4.8 43 5 5.1 5.2 5.3 5.4 5.5 5.6 5.7 5.8

Figure 44, Mcan Scorcs: ability to remotely scan an incident scene for signs of life and decomposition to
identify and locate casualties and fatalities

Mean score

Owverall prionty

Population safety 4.66

Mitigate incident consequences

Decision-making for incident management

Cross-cutting capability 547

4.

[

44 4.8 4.8 5 5.2 54 5.6

Figure 45. Mean Scores: readily accessible, high-fidelity ximulation tools to support training and
exercises In incident management and response



Mean score

Owerall priarity

Responder safety 4.27

Pcpulation safety

Mitigate incident consequences

Decision-making for incident management

e
-

Cross-cutting capability 7

36 38 4 42 44 4.6 4.8

Figure 46. Mean Scores: ability to identify, assess and validate emergency response-related software
applications

Results of this prioritization process provide insight from responders on what the critical
needs are for an effective response to a catastrophic incident. This insight should be used
to help focus additional research and investinent decisions for eventual technology
development, transition and implementation. Particularly, the priorities shown in figure
30 for each discipline may be helpful for developers to understand who their primary
customer may be for requirements generation and technology development. Other
visuahzations provided help decision-makers understand how the anticipated investments
align with responder priorities.



APPENDIX D. PROJECT RESPONDER 4
PARTICIPANTS

Name Organization

(b)) Los Angeles City, CA, Police Department

Miami-Dade County, FL, Emergency Management
National Aeronautics and Space Administration

Louisiana State University Health Sciences Center
Washington, DC, Capitol Police (Ret)

North Carolina State University

San Francisco, CA, Fire Department

National Institute of Standards and Technology

Texas Task Force |

Applied Research Associates

First Responder Network Authority

Christine Wireless, Inc.

Virtual Heroes

Fairfax County, VA, Emergency Management Agency
Milliken, CO, Police Department

Florida Department of Highway Safety and Motor Vehicles
University of Toledo, Public Health and Homeland Security
Carnegie Melton Software Engineering Institute

California Department of Corrections and Rehabilitation

Department of Homeland Security, Customs and Border
Protection

Idaho National Laboratory

Idaho National Laboratory

Intermedix

General Dynamics

Ohio State Department of Public Safety
Worcester Polytechnic Institute
Oolaga-Talala Emergency Medical Services
Point White Partners

Google

Idaho National Laboratory




Nime

(0)(6)

Organization

North Carolina State University

Arizona State Police

Worcester Polytechnic Institute

Honolulu, HI, Emergency Medical Services
Charlotte, NC, Fire Department

Arlington, VA, Fire Department

Seattle, WA, Fire Department

Chicago Fire Department

Central Islip Hauppauge Volunteer Ambulance
Carnegie Mellon Software Engineering Institute
Association of Public-Safety Communications Officials
Alexandria, VA, Emergency Management Agency
Ncoded Communications

Pennsylvania 3rd Civil Support Team

Boston, M A Fire Department

Nugenis, LLC

Department of Defense Office of the Secretary of Defense
Domestic Preparedness Support Initiative

Federal Emergency Management Agency/U.S. Fire
Administration

Massachusetts Department of Public Health

Salem, NY, Volunteer Fire Department

New York, NY, Fire Department

Seattle, WA, Fire Departinent

New Braunfels, TX, Emergency Management Agency

National Institute for Occupational Safety and Health, National
Personal Protective Technology Laboratory

Muskogee County, OK, Emergency Medical Services
Moore, OK, Fire Departinent

First Responder Network Authority

Applied Research Associates

New York, NY, Fire Department

Carnegie Melton Siticon Valley

Cal Maritime, California State University

Arlington, VA, Fire Department




Nime

(0)(6)

Organization

Resgrid

Applied Communications Sciences

San Diego, CA, Emergency Medical Services
Applied Research Associates

Association of Local Emergency Managers
Robotie Research, LLC

Oklahoma State University

Departiment of Homeland Security, Science and Technology
Directorate

Comatl County, TX, Emergency Management Agency
National Association of Emergency Medical Technicians
Jet Propulsion Laboratory (NASA)

Charleston County. SC. Sherift’s Office

Los Angeles Fire Department (Ret)

American Medical Response

Idaho National Laboratory

New York State Police (Ret)

NodeSource

Virtual Alabama

San Antonio Fire Department

New York, NY, Police Department

Defense Advanced Research Projects Agency
Huntingdon County, PA, Emergency Management Agency
U.S. Army Research Laboratory

National Institute of Standards and Technology
Department of Homeland Security, Office of Health Affairs
Globe

Plantation, FL, Fire Department

ConEdison

South Central Pennsylvania Regional Task Force

State of Alabama Fire Marshal

TRX Systems, Inc.

Departiment of Homeland Security, Science and Technology
Directorate




Nime

(0)(6)

Organization

Federal Emergency Management Agency

National Institute of Environmental Health Sciences
Apple

Applied Science Foundation for Homeland Security
Littleton, CO, Fire Department

Tualatin Valley Fire & Rescue

Louisiana State University-Stephenson Disaster Management
Institute

Arlington County VA, Fire Department

Homeland Defense and Americas’ Security Affairs
Metro Transit Police Department, Washington DC
Salve Regina University

National Highway Traffic Safety Administration
Society for Simulation in Health Care

New York, NY, Fire Department {Ret)
Environmental Protection Agency

National Institute of Standards and Technology
International Personal Protection, Inc.

National Sheriffs Association

Virginia Department of Emergency Management
Carnegie Mellon Software Engineering Institute
Texas Department of State Health Services

TRX Systems, Inc.

Public Safety and Homeland Security, Commonwealth of VA
North Carolina State University

Carrollton, TX, Fire Rescue

New York, NY, Fire Department {Ret)

Idaho National Laboratory

U.S. Forest Service National Interagency Fire Center
Delaware Emergency Management Agency

San Diego, CA, Fire Rescue

Seattle, WA, Fire Department

Department of Homeland Security, Inmigration and Customs
Enforcement, Office of the Chief Information Otficer




Nume Organization

(b)E) Idaho National Laboratory

Santa Clara County, CA, Sheriff
North Dakota Department of Public Health
Prescott, AZ, Fire Department







APPENDIX E. ACRONYMS

Acronym Delinition

AlS Automatic Identification Systems
ANS Adaptable Navigation Systems

Al Artificial Intelligence

API Application Programiming Interface

ARGUS-IR  Autonomous Real-Time Ground Ubiquitous Surveillance - Infrared
ART Adaptive RF Technology

AWARE Advanced Wide FOV Architectures for Image Reconstruction and
Exploitation

B2B Business-to-Business

C3 Command, Control, and Coordination

CAD Computer-Aided Dispatch

CAMEO Computer-Aided Management of Emergency Operations

CATS Consequence Assessment Tool Set

CCTV Closed-Circuit Television

CIAB Cell in a Box

CIKR Critical Infrastructure and Key Resources

CIMS Civil Support Teamn Information Management Systemn

CMUVT Compact Mid-Ultraviolet Technology

COLTS Cell on Light Trucks

COP Common Operating Picture

COTS Commercial Off-the-Shelf

COWS Cettular on Wheels

CSFV Crowd Sourced Formal Verification

CST Civil Support Teams

CTTSO Oftice of Combating Terrorism Technical Support Office

D2P Detect-to-Protect

DARPA Defense Advanced Research Projects Agency

DBM Distributed Battle Management

DHS Departinent of Homeland Security

DM?2 DoD Meta Model

DOD Departient of Defense

DoDAF DoD Architecture Framework




Acronym

Delnition

DTRA
EA
ECG
ECWCS
EDGE
EGVs
EMP
EMS
EMT
EOD
EPIRB
ERG
EXIF
FAA
FBCB2/BFT

FCC
FDA
FEMA
FFRDC
FINDER
FirstNet
FLIR
FREE
FOV
FRG
FRRG
GLANSER

GPR

GPS

GUI
HAZMAT
HITECH

Defense Threat Reduction Agency

Edge Analytics

Electrocardiography

Extended Climate Warfighter Clothing System

Enhanced Dynamic Geo-Social Environment

Unmanned Ground Vehicles

Electromagnetic Pulse

Emergency Medical Services

Emergency Medical Technician

Explosive Ordnance Disposal

Emergency Position Indicating Radio Beacons
Emergency Response Guidebook

Exchangeable Image File Format

Federal Aviation Administration

U.S. Army’s Force XXI Battle Cominand Brigade-and-Below/Blue Force
Tracking

Federal Communications Commission

Food and Drug Administration

Federal Emergency Management Agency

Federally Funded Research and Development Center
Finding Individuals for Disaster and Emergency Response
First Responder Network Authority

Forward-Looking Infrared

Flame Resistant Environmental Ensemble

Field of view

Support to the Homeland Security Enterprise and First Responders Group
First Responders Resource Group

Geospatial Location Accountability and Navigation System for Emergency
Responders

Ground-Penetrating Radar

Global Positioning System

Graphical User Interface

Hazardous Materials

Health Information Technology for Economic and Clinical Health




Acronym Deflinition

HMI Human-Machine Interface

HPAC Hazard Prediction and Assessment Capability
HSARPA Homeland Security Advanced Projects Agency
HSSAI Homeland Security Studies and Analysis Institute
HUD Heads Up Display

IAB InterAgency Board

IBC Internationat Building Code

ICS Incident Command System

IEC International Electrotechnical Commission

ILMS Integrated Logistics Management System
IMAAC Interagency Modeling and Atmospheric Assessment Center
IMU Inertial Measurement Units

ISO International Organization for Standardization

IT Information Technology

JPL NASA Jet Propulsion Laboratory

JSON Javascript Object Notation

KML Keyhole Markup Language

KMZ Keyhole Markup Language Zipped

LDM Logical Data Model

LELs Lower Explosive Limits

LIDAR Light Detection and Ranging

LSCMS Logistics Supply Chain Management System
LTE Long Term Evolution

MDC Mobile Data Computers

MERC Medical Emergency Response Center
Micro-PNT Micro-Technology for Positioning, Navigation and Timing
MIPT Mernoriat Institute for the Prevention of Terrorism
MRSA Methicillin-resistant Staphylococcus Aureus
NESC National Exercise and Simulation Center

NFPA National Fire Protection Association

NGA National Geospatial Agency

NHC National Hurricane Center

NIEM National Information Exchange Model

NIMS National Incident Management System




Acronym Deflinition

NIST National Institute of Standards and Technology
NLP Natural Language Processing

NPC Non-Player Characters

NPD National Preparedness Directorate

NSRDC U.S. Army Natick Soldier Research and Development Center
NTRO National Terrorism Response Objectives
NwHIN Nationwide Health Information Network

ORD Operational Requirements Document

OSHA Occupational Health and Safety Administration
PAGER Prompt Assessment of Global Earthquakes for Response
PASS Personal Alert Safety System

PES Physical Exchange Specification

PHASER Physiological Health Assessment System for Emergency Responders
PLB Personal Locator Beacons

PPE Personal Protective Equipment

PR3 Project Responder 3

PR4 Project Responder 4

RAN Radio Access Network

RAPS Robotic Aircraft for Public Safety

REMM Radiation Emergency Medical Management
RF Radio Frequency

RFID Radio Frequency Identification

RKB Responder Knowledge Base

ROSS Resource Ordering and Status System

ROV Remotely Operated Vehicles

RTO Response Technology Objectives

S&T Science and Technology Directorate

SAFER Safer Warfighter Communications

SCBA Self-Contained Breathing Apparatus

SDK Software Development Kit

SELC Software Engineering Lifecycle

SLAM Uses Simultaneous Location and Mapping
SMS Short Message Service

SO0 Statement of Objectives




Acronym

Delnition

STA
STTC
SUAS
SUMMIT
SWAT
TRRN
TSWG
TTP

UAS
UHF
ULTRA-Vis
USGS
uv
VOCs
VolP
VoLTE
WASP
XML

Special Temporary Authorization

U.S. Army’s Simulation and Training Technology Center
Small Unmanned Aircraft Systems

Standard Unified Modeling, Mapping, and Integration Toolkit
Special Weapons and Tactics

Texas Regional Resource Network

Technical Support Working Group

Tactics, Techniques, and Procedures

Unmanned Aerial Systems

Ultra High Frequency

Urban Leader Tactical Response, Awareness and Visualization
United States Geological Survey

Ultraviolet

Volatile Organic Compounds

Voice Over Internet Protocol

Voice Over Long Term Evolution

Wearable Advanced Sensor Platform

Extensible Markup Language
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Washington, 130 28528
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August 25. 2015

MEMORANDUM FOR COMPONLENT HEEADS

FROM: Jeh Charles Johnson™
Seeretlary
SUBJLCT: Establishment of Integrated Product Teams

As the Departiment continues to improve acquisition and research and develppment
(R&D} processes across DHS to deliver technologies and close identified capability
gaps. I am directing the re-cstablishment of the Science and Technology Directorate’s
(S& T} Integrated Product Teams (IPT) The IPTs will be aligned to the DHS mission
arcas and will incorporate an S& T-led technology assessment for all major acquisitions
in the Department. These efforts will broaden and deepen the Unity of I-ffort Initiative.

IPTs are cross-DHS entities that are tasked 1o identity DHS technological capability
gaps and covrdinate R&D to close those gaps across the mission areas of the
Department. The overall [PT effort will be led by S&T. but the individual IPTs will be
led by senior representatives trom the operational Components with representation {rom
Joint Reguirements Council Portfolio Teams and support trom S&T. The 1P topic
arcas will initially address: Aviation Sceurity (DHS Core Mission 1), Biological Threat
(Mission 1). Counterterrorisim (Mission 1), Border Security (Mission 2}, and Cyber
Seeurity (Mission 4.

Going forward. [PTs will be the central mechanisim by which the Department identifies
and coordinates its R&D eftorts to DHS priority missions. The IPT process will ensure
that the Department is investing in non-duplicative technologies that directly address
Component capability gaps as efficiently and effectively as possible.

Initially the IPTs will accomplish the following:

1. Identity and prioritize DHS capability gaps and corresponding technology
solutions to close those gaps.
Identify R&D work being performed across DHS. both in traditional R&D
funding lines and that occurring within Component acquisition programs.
I-nsure technology being acquired will mect DHS and Component mission neceds.
fdentity and de-contlict duplicative R& 1D eftorts.
Develop and report metries for the transition of technological solutions to close
capability gaps.
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Output of the 1P will be briefed to the JRC. These activities will culminate in two
products: 1} the Report of Coordinated DHS R&D. which will capture alt of the
Departiment’s ongoing R&D activities. and 2) the S&T Tligh Priority Technology
Solutions document. which will capture the priority solutions to capability gaps to guide
S&T s R&D work to meet the needs ot the operational Components.

S& T will conduet a system engineering review and technology assessment ol the
technicat solutions in DIS major acquisition programs and provide a report to the Chiel
Acquisition Officer and Joint Requirements Council prior to the decision to enter the
“Obtain™ phase of the Acquisition Life Cyele, This will ensure that S& T 15 involved
carly in the acquisition process to assess the techmical maturity of the technologics that
DS major acquisitians intend to acyuire.

I have instructed Under Secretary Brothers to meet with cach of vou to discuss the
details of the IPT process and gather vour feedback on how ta make this a suceessiul
mitiative. 1 ask that you give him vour full support in this process. In the coming
months. there will be an update to the appropriate Directives and Instructions tormaliy
codifying the IPF and Technology Assessment process.
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Science and Technology Directorate
Brief

Agency Review Team
December 14, 2016
Deputy Under Secretary Dr. Robert Griffin



High Level Description

Science and Technology

» Science and Technology Advisor to the Secretary, DHS Components, and First
Responders.

« |dentifies High-Priority Technological Capability Gaps to Meet Homeland Security
Threats.

+ Leads Engagement of Government, Industry, and Innovation Partners to Develop and
Leverage Needed Technologies.

» Transitions Technology and Knowledge to Meet Critical Homeland Security Needs by
Providing Cross-Cutting Technology, Subject Matter Expertise, and Knowledge
Products.

» Acts as the Test and Evaluation Agent for the Secretary on Major Acquisition
Programs.



S&T Impact on DHS Operations

+ Mitigating High-Profile National Threats — Brought expertise and new technology solutions to major operational
events. For example: Unmanned Aerial System Modeling and Simulation Capabilities with the USSS for the 2016
Political Conventions.

» Securing Airspace and Air Travel — Worked with components to categorize explosives, enhance innovation lanes in
airports, improve recruitment, retention and training at the Transportation Security Administration. For example: Assisted
in the development, deployment, and use of Biometric Entry with CBP at U.S. Air Ports of Entry.

+ Strengthening Immigration and Customs Processes — Worked across DHS to enable improved vetting of K-1 visa
and refugee applications. For example: Social media analysis with USCIS on applications from Syria and Iraq.

+ Securing Borders — Worked directly with CBP field offices to fill operational gaps at the border. For example:
Developed and deployed improved tunnel detection, communication interoperability, and low-cost ground sensors.

» Making First Responders Safer and More Effective / Responding to Natural Disasters — Enhanced first responder
capabilities and gear. For example: Developed and deployed Finding Individuals for Emergency Response “FINDER”
technology which identifies human heartbeat in rubble piles.

» Creating Cyber Solutions — Worked with cyber security industry to provide tools to prevent cyber attacks and crime.
For example: Developed a tool for law enforcement to extract evidence from vehicle infotainment and navigation
systems.

» Combatting Human Trafficking — Developed and deployed a non-cooperative biometrics capability to protect children.
For example: DHS Homeland Security Investigations used the imagery to identify and rescue 350 children from sex
abuse and human traffickers.



Linkage to DHS Priorities /Missions

* DHS-Wide R&D Plan
* First Responder R&D Plan

* Immediate Response to Emerging
Threats

 Directed R&D
» President
« Congress
 National Security Council
« Secretary

SECURE
CYBERSPACE

| COP.DHS.DHS S&T,
;. FEMA HHS, [CE, TSA,
. USCC.USCIS P8

PREVENT
TERRORISM

CBP. CRCL, DHS, DNDO,
i FEMA, 1&A.ICE, NPPO,
L MGMT/OCI0, 0GC/ILD,
_ OPS, FLCY, T5A, 4

o USCG. USCIS

. CBP, DH5 HQ. FEMA, ICE,
L. NPPD. TSA, USCE, USSS J

INCIGENT
MANAGEMENT

ENHANCE
SECURITY

P CBP. DHS HO, FEMA, FPS.
 NCTC.TSA,USSS 4

PREVENT TERRORISM: "
: CB/RN

. CBP, DHS, ONDO, FEMA,
: OQCHCD, OHA, TSA, 4
b UsC.usss

SECURE
BORDERS

CBP. DHS. ICE.
_ SETUSCG 4

DHS Integrated Product Teams



Other Areas of Focus

+ Asserting the Critical Role of Technology in Today’s Operations and Shaping Future
Operations.

« Increasing Efficiency and Effectiveness through Technology Foraging, Leveraging
Public/Private Partnerships, and Invigorating Industrial Base.

» Ensuring Technology Gets into the Hands of Operators by Linking R&D into Acquisitions and
Grants.

« Ensuring Timely Transition to Operations by Providing Robust Cradle-to-Grave Technical and
Cyber Resources.

* Increasing S&T’s Role in the Interagency to Encourage Collaboration/Partnership/Efficient
Development, particularly DOD, DOJ, DOE, DOT.

» Changing the Nature of S&T’'s Workforce.

« Additional S&T Assets: Laboratories; Federally-Funded Research and Development Centers;
University Centers of Excellence; Non-Traditional and Small Businesses; and International
R&D Partnerships.



Leadership Perspective:
Concerns/Challenges/Opportunities

» Pace of Technology Development Dramatically
Changing Operational Risk and Threat.

« Expanding Scope, and Potential Impact and
Vulnerabilities of Cyber Threat.

» Changing Needs of Forensics to Meet Technology
Adaptations and Malignant Innovation.

» Increasing Quantity of Data and Operational

Opportunities and Limitations of Big Data
Analytics.

» Changing Nature of Chemical & Biological
Threats.

* Inconsistent R&D Budget Levels.




Closing Takeaway

Science and Technology

« S&T's R&D is focused on improving operations today and tomorrow, not
just 10 years from now,

« S&T has a talented workforce - dedicated group of scientists, engineers
?n% program managers solving complex problems for the operators in the
ield.

« S&T has a rigorous process to identify technological capability gaps and
select proposed solutions to address DHS components’ high-priority
requirements.

« S&T is expanding tools, processes, and partnerships to accelerate
operational adoption and use of solutions.

* No matter the threat or challenge, S&T rapidly develops and delivers
IBnI_%vledge, analyses, and innovative system solutions to advance the
mission.



Background



S&T Stats At-A-Glance

- - - - - -

85 27 5 10

Current R&D Non-R&D Programs & DHS Labs University based
Programs Services Centers of Excellence

39 381 486 2

DHS Issued & Pending SBIR! Awards Federal Employees DHS Federally Funded
Patients as of FY16 as of FY16 R&D Centers (FFRDCs)

13 3869 +7% 100%

International Bilateral SAFETY? Act Total Improvement in FEVS Responsive to
Agreements Approvals {largest in DHS HQ) Secretary Requests

L Small Business Innovation Research (SBIR); 2 Support Anti-Terrorism by Fostering Effective Technologies (SAFETY)



Science and Technology Directorate

Under Secretary for
Chief Scientist (OCS) S&T(oUs)

Chief of Staff (COS}
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Anzatazqe Mat1ans T Etang
Aragest |7 sre Tanl Offce

PO
Comal ve Swosteey 2S00,
r--———"""" """ [ ]
Associate General Counsel Director of Finance and Director of Administration
(AGC) Budget (FBD) and Support (ASD)
[ 1 I 1
Directer of Support to the Directar af Hameland Security . Direclar of Research &
Homeland Securtly Enterprise _| Advanced Research Projects | CSaEablhlyGD;:el?grgth | Development Partnerships

and First Respenders (FRG) Agency (HSARPA} o P {RDF)
Ofice for interoperabiity and | | Borders & Maritime Security | | ©Office of Systams Enginearing "

Compalibinty (OIC) Division {BMO] {OSE) imeragency Offica {140}

Technology ChemicalBioingical Defansa Office of Test & Evauation International Cooperaive
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