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B.2 IDENTIFICATION OF GOVERNMENT OFFICIALS

'The Government Officials assigned to this contract are as follows:

y
Contract Specialisi:

Name: Meeka Tilahun

Phone: 202-646-3912

Email: Mecka. THlashun@z fema.dhs.gov

Contracting Otfficer:

Name: Veronica Key

Thone: 202-646-3253

Contracting Officer’s Representative:

Name: Nelson Claridge
Phone: 202-646-2896

E-mail: Nelson.Claridacig fema.dhs.gov

Section B
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B.3 PERFORMANCE WORK STATEMENT

CONTRACT CLOSEOUT SUPPORT

1. BACKGROUND

The Federal Emergency Management Agency, Office of Chief Procurement Officer, has identified a backlog of expired
“large” confracts awarded pursuant to FAR Parl 15) requiring review, closcout actions, and retirement to the Federal Records
Center pursuant to the Federal Acquisition Regulation (FAR) and 41 CFR, Subpart D. In addition to "large" contractual
instruments, the OCPO has identificd a significant backlog of simplified acquisitions, purchase orders, delivery/task orders
(under Federal Supply Schedule and Indefinite Delivery contracts) Blanket purchase agrecements, grants, interagency
agreements for closcout under this contract.

2. SCOPE

The Puipose of this contract is 1o oblajn contractor support scrvices in closing out current FEMA/OCPO contracts, backlog of
contracts, or de-obligating funds off inactive contracts. This support includes retrieving, reviewing, analyzing, validation of
files and finical records, obtaining required concurrences, preparing modifications/de-obligation modifications, coordinating
and interpreting DCAA audits, preparing contracting action completely for Contracting Officer review/signature, performing
distribution of (he closcout action and documentation, preparation and distribution of files for shipment and storage at the
Federal Records Center{FRC).

3. OBJECTIVES

3.1. Continue with the close-out of contracts and de-obligations of funds.

3.2. Establish a realistic plan and proccdure for contract closeout.

3.3, Establish, maintain, and make available to COR and CO, an effective closcout tracking system.

3.4. Close oul conlracts and de-obligate prior year funds in a manner consistent with acceptable contract close-out practices and
timelines

3.3. Coordinate with file room contractors to free up space in the designated file storage areas by moving closed [iles to be
archived at the Federal Records Center (FRC).

3.6. Bc ablc to respond to inquiries made by contracting personnel and CORs regarding the status and Jocalion of particular files
in the closeout process.

4. REQUIREMENTS

4.1. The coniractor shall perform independently at FEMA. Headquarters, but shall not represent itself as an Agent of the
Govermment. The contractor shall coordinale with offices within FEMA, other Governiment agencies, and other government
contractors in order to obtain complete and/or required documentation and reconcile contrael funding obiigations and
expenditures. All employee (clework scheduies must be submitted in writing to the Contracting Officer for approval. Employees must
receive written approval from the Contracting Officer prior to beginning telework schedules. '

4.2, Standard closeout procedures applicable to a variety of contracts and procurement methods shall be finalized
following contract award, subject to Contracting Officer’s Representative (COR) approval. FEMA/DHS — Office
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4.3.

4.4.

4.5.

4.6.

4.7.

HSFE40-15-C-0334 Section B
of the Chief Procus emcnt Officer’s, June 16, 2010, Memorandum: Contract Cioseout Standard Operating
Procedures sets forth the applicable operating procedures. The Contractor may modify the procedures, if the
appropriate provided proposcd changes are approved by the Contracting Officer’s Representative (COR) in
advance.

The coniractor shall maintain a FEMA unigue computer generated fracking system for tracking critical milestones of the
FEMA closeout process. I'he recommended tracking system (formats/screcns) shall be subject to Contracting Officer’s

Representative (COR) approval, The contractor shall complete a separate monthly and yearly inventory ol all physically
complete contracts and enter appropriate data into the tracking system. The government will enter data for any contract

"awards", the contractor shall cnter all data relative to the closeout effort performed under this contract.

Based on inventory results gathered in the initial analytical phasc, the contractor shall recommend a project plan for
effectively closing out all contracts in compliance with the FAR. This plan is subject to Contracting Officer’s Representative
(COR) approval. The plan shall specifically address the closure of all FEMA contract over the next year, focusing on the
period of performance ot the coniract.

The contractor shall manage the day-to-day closcout activitics over the life of the contract and subinit a “Monthly Status
Report” by calendar month, which shall be due to the Contracting Officer’s Representative (COR) five (5) business days after
to the end of the month (see Paragraph 3.8 bclow). The monthly report shall address accomplishments, work projections {for
the next 30 days), issues of concern, and recommended solutions and ¢ite slatistics on clesing contracts and meeting FAR
standards.

The timeframes specified under FAR 41-804, Closeout of Contract Files, contracts shall be closed within the following
timelraines in accordance with FAR 4.804-1:

Fixed price contracts (other than those using simnplificd acquisition procedures)- 6 months following evidence
of physical completion.

Contracts requiring settlement of indirect cost rates — 36 months following cvidence of physical completion.
All other contracts — 20 months following evidence of physical completion.

The contractor shall independenty perform the contract closeout process, which shall include, but is not limited to, the
following critical milestones:

4.7.1. Gather file documentation and ensure completeness of file documentation.

4.7.2,  Verify carrent name and address of contractor.

4.7.3. Prepare and forward Completion Memorandum te COR designated in the contract (fixed price and cost type
conlracts).

474, Coordinate with COR as needed 1o oblain required certifications. If COR cannot be located, coordinate with the
applicable program office division deputy director.

47,5, Lnsure that disposition instructions for governinent property and classified material are obtained from the COR, il

_ required, and provided to the contractor.

4.7.6. Coordinate throughout the closcout process with the COR and contractor, as needed, through resolution of any
outstanding issues.

A4.7.7. Prepare and lorward o the contractor, a request for: [Final voucher and suppomng documentation i.e. summary of
costs, payment history, certification concerning US Governincnt Property, list of classified materiais retained,
release of government liability, and assignment of claiins.

4.7.8. Coordinate with contractor, as needed, to obtain all required documentation.

A47.9. Coordinate as necessary with the in-plant Defense Contract Audit Agency {or olther Government cognizant audit
agency) to determine the status of indircel rales on cost-type contracts.

4,7.10. Recomnmend use of FAR Quick Closeout procedures when advantageous to (he government.




4711,

4.7.12.
4.7.13.
4.7.14.

4.7.15.

4.7.16.
4.7.17.
4.7.18.

4.7.19.
4.7.20.

4.7.21.

4.7.22.

4.7.23.
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Reconcile contract funding obligations and expenditures with final voucher amount and determine the amount due
the government or owed to the contractor. Coordinate research efforts will the comdractor, finance oftice, and
awditor when appropriate,
Coordinate with the program office, as appropriate, to obtain additional funds for contract closeout, if required.
Prepare and maintain a contract file checklist of completed closeout actions [or each expired coniract file.
Prepare a summary detailing the actions taken o effcct contract closcout pursuant to FAR 4.805 (a) and (b) for
Quick Closeout Procedures.
Prepate, in triplicate, final contract modifications to obligate funds ot de-obligate excess funds, as appropriate,
and closeout the contract, using the FEMA AAMS and IFMIS systems. The modilication shall be prepared for
Contracting Officer’s Representative (COR) review and Contracting Officer approval.
Coordinate with the contractor to obtain the contractor’s signature on supplemental agrcements prior 1o
Contracting Olficer cxceulion.
Retain an original, fully executed, final modification in the Official Contract File, and inake distribution to the
conlractor (original), Contracting Officer’s Representative (COR), and the finance office (original and copy)..
Box and prepare boxed files for transfer to the Federal Records Center. Prepate a typed list of contracts included
in cach box hy centractor name and contract number, and turn boxes over to Operations Support personncl.
'The contractor shall submit 2 Weekly Reporl to the Contracting Officer’s Representative COR or Contracting
Officer with the actual total amount of de-obligated funds, amount of contracts closed, and a forceast of total de-

_obligations and contract close-outs [or the [ollowing week. This report is due the first business day of the

following week.

The contractor shall closc a minimum of 125 contracts monthly with a minimwn of 1500 for the 12 month award
period. Contracts submitted for closeout will be randomly selected [rom inactive contracts and/or by request of
FEMA representative,

The contractor shall provide a Monthly Status Reports on all contracts assigned to the Close-out Team and the
performance against the Project Plan. Along with the status of issues relating to specific contracts al the
discretion of the Branch Chief, COR or Coniracting Officer, other refated information may also be required as
requested. This status report is due 5 business days after the end of the month. The contracior shall not only track
their assigned closeouts bul thosc initiated by Regions, COREs, and AQD personnel.

The Contractor shall Maintain a Database(lixcel spreadsheet) of all contract closc-ouls, contract de-obligations,
and fite location.

All close-out documents should be 90% fiee of errors.

5., APPLICABLE DOCUMENTS

5.1. Fedetal Acquisition Regulation (FAR) Part 4.8, Government Contract Files

5.2. Federal Acquisition Regulation (FAR) Part 45, Government Property

5.3, Homeland Security Acquisition Manual (HSAM) Subchapter 3004.804, Closeout of Contract Files

5.4. Homeland Security Acquisition Regulation (HSAR) Subchapter 3304.8, Closeout of Contract I'iles

5.5. Department of Homeland Security (DIIS) Management Dircetive Number (0550.1, Records Management

5.6. FEMA/DHS — Office of the Chief Procurement Officer’s, June 16, 2010, Mcmorandum: Contract Closeot
Standard Operating Procedures

5.7. COR ITandbook — Section 15 (Version 1, February 2009)

5.8. FEMA Office of Acquisition Management Instruction No. 107

5.9. Code of Federal Regulations - Subpart D

5.10. Monthly Close-out Report
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6. DELIVERABLES/PERFORMANCE REQUIREMENTS

Performance Standards

Section B

Delivery Schedule

Requirements Section 4,7.20

. I | Deliverables/Event
#
L0 | Prepare draft Project Plan Delayed no more than one business day beyond  { Duc by October 7, 2015
the due date (unless Government causes delay), _
2.0 | Prepare Final Project Plan Delayed no mare than one business day beyond | Due by October 14, 2015
' the due date (unless Government causes delay).
3.0 | Monthly Status Report See Delayed no more tI1a111 one business day beyond | The contractor shall submit the first
Requirements Section 4.6. the due date (unless Government causes delay). monthly report no fater than
Report must be approved by COR. November 3, 2065, and the 5th
business day of each subsequent
month
4.0 | Weekly Closc-out Report - Sce Delayed no more than one business day beyond | Contractor shall report in the
Requirements Section 4,7.19, the due date {unless Government causes delay). | Monthly Status Report Tofal
Report must be approved by COR. contracts closed and other request
information by the 5™ business day of
each month continuous throughout
the life of the contract
5.0 Contract Closeout Action-See Minimum 125 closed contracts per Month Contractor shall report in the

Monthly Status Report Total
contracts closed and other request
information by the 5" business day of
each month continuous throughout
the life of the contract

6.0

Batabase -see Requirements
33344722

Create Excel spreadsheet to track Contract de-
obligations and closeouts

7. PLACE OF PERFORMANCE

Shall be created and functioning by
Octobar 15, 2015

7.1. The Contractor shall work primarily at the FEMA 500 C Street SW, 3th Floor, Washington DC, 20023.
7.2. However, travel to and work al such FEMA permanent or temporary facilities as deemed necessary and

8. GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION

appropriate by the COR or Contracting Officer in fulfillment of the terms of the contract may be authorized.

8.1. FEMA will provide olfice space, six work stations, computer equipment, and related supplies for performance of

this contract.

8.2. Additional Government-furnished property (materials, equipment, and/or information) will be provided in

conjunction with required performance undecr confract as determined by mutual aprcement between the
Government and the Contractor, Contractor purchase ol hardware or soflware {ools arc not anticipated as pait of
this contract, but if required by the Contractor, must be pre-approved by the COR. At the written request of the
Government, the Contractor shall immediately return any property provided by the Government for the
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Contractor’s use to complete the assigned tasks under this contract. If not requested, the Contractor shall continue
to abide by FAR part 45 until completion of the contract.
8.3. The Contractor will coordinate with the government Contract Close-out Team on contract close-outs and de-
obligation projccts upon request from the Contracting Officer or Contracting Officer’s Representative (COR).

9. PERIOD OF PERFORMANCE

9.1. Base Period: September 30, 2015 — Seplember 29, 2016

10. SECURITY AND CONFIDENTIALITY OF INFORMATION

10.1.  The work performed is UNCLASSIFIED.

10.2. The Contractor may have access to information in the possession of the Government for which the Government’s right 1o
use and disclose the information is restricted, or which may be of a nalure that its dissemination of use, other than performance of
this contract, would be adverse to the interests of the Government or other parties. Therefore, the Contraclor agrecs 1o abide by
any restrictive use conditions on information and not (o (1) knowingly disclosc such information to others without written

| authorization from the Contracting Officer, or to (2) use the information for any other purpose than performance of this contract.

10.3. Contractor personnel werking under this contract will be required to pass a Federal Government background check (or
security clearance — Public Trusf). The contractor personnel shall interface with agency senior officers, internal staff and
employees; and other supportive contracted staff, at all Jevels, therefore, the contractor personnel must be flexible and adaptable to
changes and customer service expertise.

11. Required Capabilities
11.1. Minimum Qualification: Extensive experience in contract closeout to complete this requirement,

11.2.  The contract shall maintain capability of oversight for all contractor personnel assigned to the performance of
work. Shall provide senior level support and assistance I coordination of closeout as assigned by the Government,
shall have knowledge of all types of contract closeouts. Shall have knowledge of FAR, common busincss softwarc
applications, filing, shipping, inventory and distribution of documents and files.

11.3.  The contractor shall be capable of communicating effeclively both orally and in writing. The contractor shall
have, on hand, the ability to read and interpret Federal acquisition policy, regulations, dircctives and the ability to
apply those interpretations to all activities described in this PWS. The contractor shall maintain the capability of
clear leadership, technical dircction, and guidance on alf levels of acquisition.

12. Key Personnel

12.1. Key personnel are Contractor personnel considered csscntial to the performance of the contract and may only be
replaced with written approval of the COR or Contracting Officer in accordance with the terms and conditions of
the key personnel clause (HSAR 3052.215-70). No changes in Key Personnel will be made unless the contractor
can demonstrate the qualifications of the prospective replacement personnel are equal to or better Lhan the
personuel being replaced. The COR shall be notificd at least 15 calendar days 30 calendar days if security
clearance is to be obtained, in advance of the proposed substitution for cvaluation. Approval or disapproval will be
returned to the Confractor in writing within 15 business days after submission. All disapprovals will require
resubmission of another substation by the Contractor within 15 calendar days.
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Personnel identified in the quote as key individuals to be assigned for participation in the performance of the contract.
Individuals designed as key personnel by agreement of the Government and the Contractor. The Key position is: Senior Close -
| out Specialist/Program Manager

13. Quality Assurance Surveillance Plan:

The Contractor Point of Contact (POC) shall monitor contractor performance and complete the Quality Assurance
Surveillance Plan Worksheet provided below on a monthly basis, The following information shall be provided 1o the
Contracting Officer (CO) and the Contraciing Officer Representative(COR) to ensure service and/ or deliverables support the
PWS objectives. If the performance rating for any task in this order is “ Red” during any time in the performance period, the
contraclor shall provide the CO and the COR documentation and appropriate action shall be taken to remedy the deficiency.
We anticipate the POC utilizing the “Yellow” quality rating to alert the CO and thc COR of quality issues that have the
potential for a “Red” quality rating if corrective action is not taken.

The Quality Assurance Surveillance Plan Worksheet shall be submitted fo the Contracting Officer with a copy to the COR
foltowing the first month of performance. Future months shall be subinitted to the COR only, unless CO involvement is
warranted. The CO will assume a quality performance rating of “Green” on all measured deliverables unless otherwisc
notified. By approving service and deliverables that this form documents, the POC confirm the quality performance rating of
“Green” unless otherwise annotated,

The POC may submit a Quality Assurance Surveillance Plan Worksheet at any time and as ofien as nceessary to document
quality Ievels. 11 the POC's asscssment of & quality deficiency is unsatisfactory, the CO or COR will contact the appropriate
" contractor representative to implement a plan of action to remedy the identificd deficiency.

The Quality Assurance Surveillance Plan Worksheet will be used to defermine the annual CPARS rating as follows: A
Satisfactory performance rating for the closeout of 1500 contract actions. A rating of Very Good will result from the
closeout of 1700 contract action and mecting all capability requircments. For a rating of Exceptional a minimum of 1900
closeouts is required, along with the ability of meeting all required capabilities listed in the PWS.

The COR appointed, referred to in this QASP is Mr. Nelson Claridge, Neison Claridge/@FEMA .DHS.GOV | The Point of
Contact will be named by contractor,

Rating Description _ _
Green Yes performance and technical specifications are being met or exceeded at AQL.

Yes, performance and {echnical specification are currently being met at the
minimum AQL, but the following service/deliverable needs conlractor attcntion.
The Contractor shali ideniify what component of the deliverable and/ or
service requires attention,

Red No, performance and technical specifications arc not being met at AQL and the
following service/deliverable needs immediate contractor resolution. The
Contractor shall identify what component of the deliverable and/ or service
is below the minimum AQL and why,

N/A No requirements for this service this QA Rating period
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CONTRACT CLOSE SUPPORT
QUALITY ASSURANCE SURVEILLANCE PLAN WORKSHEET
Deliverable/Service Quality | Causative Factors Lffect on Action Required/ Date
| Rating Mission
Weekly/Monthly Grecn ol inecessary. for
Reports of total
coniracts de-obligate & Yellow
closeout (4.7.19
A.5.4721) Red
Closeout minimum of Green
the 125 contract actions -
for the month 4.7.20 Yellow
Red
Closeoui Documents Green
90% [ree of error
(4.7.23) Yellow
Red
| Ability of mecting all Green
required capabilities
listed in the PWS Yellow
Red |
Period of Performance: From_ to
Number of contracts closed-out: _ YTD
Amount of excess funds de-obligated YTD

Forceasted contract close-outs for next month

Forecasted contract de-obligations for next month

Concerns or suggestious:

Approved by(Point of Contaet):_ Date:
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WEEKLY PERFORMANCE REPORT

Period of performance: From _ to
Number of contracts closed-out: _ MTD
Amount of excess funds de-obtigated N MTD

Forecasted contract close-puts for next week

Forecasted contract de-obligations for next weelk

Concerns or suggestions:

Approved by: Date:
{Point of Contact)

n-10
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SECTION C - CONTRACT CLAUSES

C.1 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO TMPLEMENT STATUTES OR
EXECUTIVE ORDERS--COMMERCIAL ITEMS (MAY 2015)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR}) clauses, which are incorporated in
this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions of commercial items:

- (1) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Dec 2014)
(2) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(3) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004} (Public Laws [08-77 and 108-78 (19 11.5.C. 3805
note)).

{b) The Contractor shall comply with the FAR clauses in this paragraph {b) that the Contracting Officer has indicated as being
incorporated in this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of

commercial items:

[] (1) 52.203-6, Restrictions on Subcentractor Sales to the Government (Sept 2006), with Alternate | (Oct 1995) (41 U.S.C.
4704 and 10 U.S.C. 2402). '

[1 (2) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 201041 U.5.C. 3509).

[1 (3) 52.203-15, Whistleblower Proteclions under the Amcrican Recovery and Reinvestment Act of 2009 (JUN 2010)
(Scction 1553 of Pub. L. 111-5). {(Applies to contracts funded by the American Recovery and Reinvestment Act of 2009.)

[l (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Jul 2013) (Pub. L. 109-282) (31
LLS.C. 6101 note).

[1 €5 [Rescrved]
[1 (6) 52.204-14, Service Contract Reporting Requirements (JAN 2014} (Pub, L, 111-117, section 743 of Div. C).

[} (7)52.204-15, Service Contract Reporting Reqmrements for Indefinite-Delivery Coniracis (JAN 2014) (Pub. L. 111-117,
section 743 of Div, C).

[1 () 52,209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or
Proposed for Debarment. (Aug 2013) (31 U.S.C. 6101 note).

[] (9)52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Jul 2013) (41 U.8.C. 2313).
{1 (10) [Reserved]

f1d 1)1) 52.219-3, Notice of HUBZo0nc Sct-Aside or Sole-Source Award (NOV 2011) (15 U.S.C. 657a),

[T (i) Alternate I (Nov 2011} of 52.219-3,

[T (12)i) 52.219-4., Notico of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014 (if the ofteror
elects to waive the preference, it shall so indicale in its ofer) (15 {1.8.C. 657a).

[1 (i) Alternate I (Jan 2011} of 52.219-4.
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[1 (13) [Reserved]
[X] (14)(i) 52.219-6, Notice of T'otal Small Business Set-Aside (NOV 2011) (15 U.S.C. 644).
|1 (i) Alternate | (NOV 20E1).
[ (i) Alternate IT (NOV 201 ).
1 (15)() 52.219-7, Notice of Partial Small Busincss Set-Aside (June 2003) (15 U.S.C. 644).
[ (i) Alternate I (Oct 1995) of 52.219-7.
[1 (iit) Alternate IT (Mar 2004} of 52.219-7.
[X] (16) 52.219-8, Utilization of 8mall Business Concerns (OCT 2014) (15 U.S.C. 637(d)(2) and (3)).
[1 (17)() 52.219-9, Simall Business Subcontracting Plan (OCT 2014) (13 U.S.C. 637(d)(4)).
-I1 (if) Alternate T (Oct 2001) of 52.219-9. |
[] (iii) Afternate 11 (Oct 2001} of 52.219-9.
{] (iv} Alternate 11 (OCT 2¢14) of 52.21 9.9,
[1 (18) 52.219-13, Notice of Set-Aside of Orders (NOV 201 1) (15 U.S.C. 644(r)).
I1X] (19) 52.219-14, Limitations on Subcontracting (NOV 2011) (15 U.5.C. 637(a)(14)).
[1 (20} 52.219-16, Liquidated Damages--Subcontracting Plan {Jan 1999) (15 U.8.C. 637(d){(4)}(IN(1).
[1 (21) 52.219-27, Notice ol Service-Disabled Veteran-Owned Small Business Set-Aside (NOV 2011) (15 U.S.C. 6571).
[X] (22) 52.219-28, Post Award Small Business Pr(;granl Rerepresentation (Jul 2013} (15 U.S.C 632(a)(2)).

1] (23) 52.219-29, Noticc of Set-Aside for Economically Disadvantaged Women-Owned Small Busincss (FDWOSB)
Concerns (Jul 2013) (15 U.S.C. 637(m)).

I1 (24) 52.219-30, Notice of Sct-Aside for Women-Owned Small Business (WOSB) Concerns Eligible Under the WOSB
Program (Tul 2013} (15 U.S.C. 637(in)).

[X] (25) 52.222-3, Convict Labor (June 2003) (E.O. [1755).

[X] (26) 52.222-19, Child Labor--Cooperation with Authorities and Remnedics (JAN 2014) (E.O. 13120).
X1 (27) 52.222-21, Prohibition of Segregated Facililics (APR 2015). '

1X] (28) 52.222-26, Equal Opportunity (APR 2015} (E.0. 11246).

[X] (29) 52.222-35, Equal Opportunity for Veterans (JUL 2014) (38 U.S.C. 4212).

[X3 (30) 52.222-36, Equal Oppoertunity for Workers with Disabilities (JUL 2014} (29 U.8.C. 793).

[X] (31) 52.222-37, Einployinent Reports on Veterans (JUL 2014) (38 U.S.C. 4212),
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[X] (32) 52.222-40, Notification of Emplayee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496).
[X] (33)(0) 52.222-50, Combating Trafficking in Persons (MAR 2015) (22 11.8.C. chapter 78 and E.O. 13627).
[1 (ii) Alternate 1 {MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

IX] (34) 52.222-54, Employment Eligibility Verification (ATJG 2013). (Executive Order 12989). (Not applicable to the
acquisition ol commereially available off the-shelf items or certain other types of commercial items as prescribed-in 22.1803.)

[l (35)i) 52.223-9, Estimate of Percentage of Recovered Material Conicnt for EPA-Designated liems (May 2008) (42
U.S.C.6962(c)({A)i)). (Not applicablc to the acquisition of commercially available off-the-shelf items.)

[1 (ii) Alternate I (MAY 2008) of 52.223-9 (42 U.8.C. 6962(i)(2)(C)). (Not applicable to the acquisition of commercially
available off-the-shelf items.)

[1 (36)(i) 52.223-13, Acquisition of EPEAT-Registercd Imaging Equipment (JUN 2014) (E.O.s 13423 and 13514},

[] (ii} Alternate I (JUN 2014) of 52.223-13. |

] (37Xi) 52.223-14, Acquisition of FPEAT-Registered Televisions (JUN 2014) (E.O.s 13423 and 13514).

[1 (i) Alternate I (JUN 2014) of 52.223-14.

[1 (38)52,223-15, Encrpy Efficiency in Energy-Consuming Products (DEC 2007)(42 U.8.C. B259b).

[1 (39)(i) 52.223-16, Acquisition of EPEAT-Registered Personal Computer Produets (TUN 2014) (E.O.s 13423 and 13514).

] (i) Alternate | (JUIN 2014) of 52.223-16.

[X] (40)52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 2011)

[] (41)52.225-1, Buy American—-Supplies (MAY 2014) (41 11.5.C. chapter 83).

[1 (42)(i) 52.225-3, Buy American--I'ree Trade Agrcements--Tsraeli Trade Act (MAY 2014) (41 U.S.C. chapler 83, 19 US.C.
3301 note, 19 U.8.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 nate, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302,
109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.

[1 (i) AHernate T (MAY 2014) of 52.225-3.

[1 (iii) Alternate I1 (MAY 2014) of 52.225-3.

{1 (iv) Altemate 11 (MAY 2014) of 52.225-3.

[T (43) 52.225-5, Trade Agieements (NOV 2013) (19 U.S.C. 2501, et seq., 19 U.8.C. 3301 note).

[] (44) 52.225-13, Restrictions on Certain Foreign Pu1chascs (YUN 2008) (F.Q).'s, proclamations, and statutes administered by
 the Office of Forei gn Assets Conirol of the Department of the Treasury).

[] (45) 52,225-26, Contractors Performing Private Security Functions Outside the United States (Tul 2013) {Section 862, as
amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

[] (46) 52.226-4, Notice of Disaster or Emergency Arca Set-Aside (Nov 2007) (42 U.S.C. 5150).
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{1 (A7) 52,226-5, Restrictions on Subcontracting Qutside Disaster or Emergency Area (Nov 2007) (42 U.S.C. 5150).

[1 (48) 52,232-29, Terms for Financing of Purchases of Commercial ltems (Feb 2002) {41 U.S.C. 4505, 10 U.S.C. 2307(N)).
[1 (49) 52.232-30, Installment Payments for Commercial Ilems (Oct 1995) (41 U.S.C. 4505, 10 U.S.C. 2307(1)).
[X] (50) 52,232-33, Payment by Elcctronie Funds Translcr--Syslem for Award Management (Tui 2013} (31 U.5.C. 3332).

1 (51) 52.232-34, Paymeitt by Fleetronic Funds Transfer--Other than Syetcm for Award Management (Jul 2013} (31 U.S.C.
3332).

[J (52)52.232-36, Payinent by Third Party (MAY 2014) (31 U.S.C. 3332).
[J (53) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

(] (54)(1) 52.247-64, Preference for Privately Owned U.8.-Flag Commercial Vesscls (Feb 2006) (46 1.8.C. Appx. 1241(h}) and
10 U.S.C. 2631).

[1 (ii} Alternate 1 (Apr 2003) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (¢}, applicable to commercial services, that the
Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of faw or Executive
orders applicable to acquisitions of commercial items:

[] (1) 52.222-17, Nondisplacement of Qualificd Workers (MAY 2014) (F.Q. 13495).
[X] (2) 52.222-41, Service Contract Labar Standards (MAY 2014) (41 11.S.C. chaptcr 67).
[X] (3)52.222-42, Stalement of Equivalent Rates for Federal Hires (MAY 2014) €29 U.S.C. 206 and 41 U.S.C. chapter 67).

Employce Class Monctary Wage-Fringe Benefits

[] (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards--Price Adjustment (Multiple Year and
Option Contracts) (MAY 2014} (29 U.S.C. 206 and 11 U.8.C. chapter 67).

[X] (5)52.222-14, Fair Labor Standards Act and Service Contract Labor Standards--Price Adjustment (MAY 2014) (29 U.S.C
206 and 41 11.8.C. chapter G67).

f1 (6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance,
Calibration, or Repair of Certain Rquipmeni--Requircinents (MAY 2014) (41 1).5.C. chapter 67}.

[} (7)52.222-53, Excmption from Applicatian of the Service Contract Labor Standards to Contracts for Certain Services--
Requireinents (MAY 2014) (41 U.S.C. chapter 67).

[X] (8)52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2014} (EO 13658).
[1 {9} 52.226-6, Promoting Excess Food Donation to Nonprofit Qrganizations (MAY 2014) (42 11.8.C.1792).

[1 (10) 52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. S112(p)(1)).

C-4




HSFE40-15-C-0334 Section C

(d) Comptroller General Examination of Reeord. The Contractor shall comply with the provisions of this paragraph (d) if this
contract was awarded using other than sealed bid, is in excess of the simplificd acquisition threshold, and does not contain the
clause at 52.215-2, Audit and Records--Negetiation,

(1) The Comptroller General of the United States, or an authorized representalive of the Comptroller General, shall have access
to and right to examine any of the Contractor's directly pertinent records involving transactions related to this contract.

(2) The Contractor shall make available al ils offices at all reasonable times the records, materials, and other eyvidence for
cxamination, audit, or reproduction, untit 3 years after final payment under this contract or for any shoster period specified in FAR
Subpart 1.7, Contractor Records Retention, of the other clauses of this contract. If this contract is coinpletely or partially
terminated, the records relating to the work terminated shall be made available for 3 years after any resulting final termination
setrlement. Records relaling to appeals under the disputes clause or to litigation ot the settlemnent of claims arising under or
relating to this contract shall be made available until such appeals, Titigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, regardless of
type aud regardless of form. This does not require the Contractor to create or maintain any rccord that the Contractor does not
maintain in the ordinary course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (¢}, and (d) of this clausc, the Contractor is not
required to flow down any FAR clause, other than those in this paragraph (¢)(1) in a subcontract for commercial items. Unless
otherwise indicated below, the exient of the flow down shall be as required by the clause-- :

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010) (11 U.S.C. 3509).
(i) 52.219-8, Utilization of Small Business Concerns (OCT 2014} (15 U.8.C. 637(cd)(2) and (3)), in all subcontracts that offer
further subcontracting opportunities. If the subcontract (cxeept subcontracts to small business concerns) exceeds $650,000 ($1.5

million for construction of any public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer
subcontracting opportunities, .

(i} 52.222-17, Nondisplacement of Qualificd Workers (MAY 2014) (E.O. 13495). Tlow down required in accordance with
paragraph (1) of FAR clause 52.222-17.

(iv) 52"222“21, Prohibition of Segregated Tacilities (APR 2015).

(V) 52.222-26, Iiqual Opportunity (APR 2015) (F.O. 11246).

(vi) 52.222-35, Equal Opporlunily for Veterans (JUL 2014) (38 U.5.C. 4212).

(vii) 52.222-36, Equal Opportunity for Workers with Disabilities (JUL 2014) (29 U.S.CI. 793).
(viii) 52.222-37, Einployment Repotts on Veterans (JUL 2014) (38 U.S.C. 4212).

(ix) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 134906). Flow
down required in accordance with paragraph ([} ol FAR clause 52.222-40.

(x) 52.222-41, Service Contract Labor Standards (MAY 2014) (41 U.8.C. chapter 67).
(x1)(A) 52.222-50, Combating Trallicking in Persons (MAR 2015) (22 U.S.C. chapter 78 and F.O. 13627).
(B) Alternate I (MAR 2015) of 52.222-50 {22 U.S.C. chapter 78 and E.O. [3627).

(xil) 52.222-51, Exemption from Application of the Setvice Contract Labor Standards to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment--Requircments (MAY 2014) (41 U.8.C. chapter 67).
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(xiil) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services--
Requirements (MAY .2014) (41 U.S.C. chapter 67).

(xiv) 52.222-54, Employmenl Eligibilily Verification (AUG 2013).
{(xv} 52,222-55, Minimum Wagces Under Excontive Order 13658 (DEC 2014) (E.O. 13658).

(xvi} 52.225-26, Contractors Performing Private Security Functions Outside the United States (Jul 2013) (Section 862, as
amended, of the Nationa) Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(xvii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) (42 U.S.C. 1792). Flow down
required in accordance with paragraph (e) of FAR clause 52.226-6.

(xviii) 52.247-64, Preference for Privately Owned U.8.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx. 1241(D) and
10 U.8.C. 2631). Flow down required in accordanec with paragraph {d} of FAR clause 52.247-04.

(2) Whilc not required, the contractor may include in its subcontracts for commercial items a minimal number of additional
clauses necessary to satisfy its contractual obligations.

C.2 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates specified in the
contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the Secretary of
I.ahor. The option provision may be exercised more than once, but the total extension of performance hercunder shall
not cxeced 6 months. The Contracting Officer may exercise the option by written notice to the Contractor within 30

days.

C.3 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauscs by referenee, with the same force and effect as it they were given in full text.
Upon request, the Contracting Officer will make their full text available. Also, the full text of a clanse may be accessed
etectronically at this/these address(cs):

52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIRIER CONTENT PAPER (May 201 1)

52.204-7 SYSTEM FOR AWARD MANAGEMENT (Jul 2013)
52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL (Jan 2011)

C.4 HSAR 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (SEP 2012)

(a) Sensitive Information, as used in this clause, means any information, which if lost, misused, disclosed, or, without
anthorization is accessed, or modified, could adversely affect the national or homeland security interest, the conduct of
Federal programs, or the privacy to which individuals are entitled under section 552a of title 5, United States Code (the
Privacy Acl), but which has not been specifically authorized under criteria established by an Executive Order or an Act
of Congress to be kept secrel in the interest ol national defense, homeland security or foreign policy. This definition
includes the following categories of information:

(1) Protccted Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act of 2002
(Title I1, Subtitle B, of thc Homeland Sccurity Act, Pub. I.. 107-296, 196 Stat. 2135), as amended, the implementing
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regulations thereto (Title 6, Code of Federal Regulations, pait 29) as amended, the applicable PCIT Procedures Manual,
as amended, and any supplcmcntary guidance officially communicated by an authorized official of the Department of
Homeland Security (including the PCII Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, part 1520, as amended,
“Policics and Proccdures of Safeguarding and Control of SSI,” as amended, and any supplementary guidance officially
communicated by an authorized official of the }epartment of Homeland Security (including the Assistant Secretary for
the Transportation Security Administration or his/her designee);

(3) Information designated as “For Official Use Only,” which is unclassified information of a sensitive nature and the
unauthorized disclosute of which could adversely impact a person’s privacy or wellarc, the conduct of Federal
programs, or other programs or oporations cssential to the national or homeland security inercst; and

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or protections in accordance
with subscquently adopted homeland security information handling procedurcs. :

(b) “Information Technology Resources” include, but arc not limited to, computer equipment, nelworking cquipment,
telecommunications equipment, cabling, network drives, computer drives, network software, computer soltware,
software programs, intranet sites, and internet sites.

(¢) Contractor employees working on this contract must complete such forms as may be necessary for sceurity or other
reasons, including the conduct of background investigations to determine suitability. Completed forms shall be
submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the Contractor's employecs
shall be fingerprinted, or subject to other investigations as required. All Confractor employees requiring recurring
access to Governmeni facilitics or aceess to sensitive information or IT resources are required to have a favorably
adjndicated background investigation prior to commencing work on this contract unless this requircment is waived
under Departmental procedures.

(d) The Contracting Officer may require the Contractor to prohibit individuals from working on the contract if the
Government deems their initial or continued employment contrary to the public interest for any reason, including, but
not Himited to, carelessness, insubordination, incompetence, or security concerns.

(¢) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not disclose,
orally or in writing, any scnsitive information to any person unless authorized in writing by the Contracting Officer. T'or
those Contractor employees authorized access to sensitive information, the Contractor shall cnsure that these persons
receive training concerning the protection and disclosure of sensitive information both during and afler contract
performance.

(f) The Contractor shall include the substance of this clause in all subcontracts at any ticr where the subcontractor may
have access to Government facilities, scnsitive information, or resources.

.5 HSAR 3052.209-70 PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 2006)

(a) Prohibitions.

Section 835 of the Homeland Security Act, 6 11.S.C. 395, prohibits the Departinent of Homeland Security [rom entering into
any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as defined in this clause, or
with any subsidiary of such an entity. The Scerctary shall waive the prohibition with respect to any specific contract if the
Secretary delennines that the waiver is required in the interest of nafional sceurity.
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(b) Dcfinitions. As used in this clause:

Expanded Affiliated Group means an'affiliated group as defined in section 1504(a) of the Internal Revenue Code of 1986
(without regard to section 1504({b) of such Code), excepl that section 1504 of such Code shall be applied by substituting 'more
than 50 percent' for 'at least 80 percent' each place it appears.

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the Homcland Security Act,
6 U.8.C. 395, would be, treated as a forcign corporation for purposes of the Internal Revenue Code of 1986.

Inveried Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic corporation if, pursuant
to a plan (or a series of related transactions)--

{1) The entity completes the direct or indirect acquisition of substantially ali of the propetties held directly or indire.-.ctly by a
domestic carporation or substantially all of the properties constituting a trade or business of a domestic parinership;

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held--

(i) In the case of an acquisition with respect to a domestic corporation, by former sharcholders of the demestic corporation by
reason ¢f holding stock in the domestic corporation; or

(i) In the case of an acquisition with respect to a domestic partnership, by former partners of the domestic partnership by
reason of holding a capital or profits interest in the domestic partnership; and

{3) The expanded affiliated group which after the acquisition includes the entity does not lave substantial business activities in
the foreign country in which or under the law of which the entity is created or organized when comparcd {o the total business

activities of such expanded aflilialed group.

Person, domestic, and forcign have the meanings given such terms by paragraphs (1), (4), and (5) of section 7701(a) of the
[nternal Revenue Code of 1986, respectively.

(c) Special rules. The following definitions and special rules shall apply when defermining whether a foreign incorporated entity
should be treated as an inverted-domestic corpotation.

(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an invertcd domestic corporation
these shall not be taken into account in determining ownership:

(i) stock held by members of the expanded affiliated group which includes the foreigh incorporated entity; or

(ii) Stock of sueh cntity which is sold in a public offering related to an acquisition described in section 835(b)(1) of the
Homeland Security Act, 6 U.S.C. 395(b)(1).

{2) Plan deemed in certain cases. Il a foreign incorpotated entity acquires directly ot indirectly snbstantially all of the
propertics of a domestic corporation or partnership during the 4- year period beginning on the date which is 2 ycars before the
ownership requirements of subseclion (b)(2) arc mct, such actions shall be freated as pursuant to a plan.

(3) Certain transfers disrcgarded. The transfer of properties or liabilities (including by contribution or distribution) shail be
disregarded if such transfers are part of a plan a principal purpose of which is to avoid the purposes of this section.

(d) Special rule for related partnerships, For purposes of applying scction 835(b) of the Homeland Security Act, 6 U.5.C. 395(b}

to the acquisition of a domestic partnership, except as provided in regulations, all domestic partnerships which arc under common
confrol (within the meaning of section 482 of the Internal Revenue Code of 1986) shall be treated as a partnership.

(&) Treatment of Ceitain Rights.
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{1} Certain rights shall be treated as stocks (o the exlent nceessary to ceflect the present value of all equitable interests incident
to the transaction, as follows: (i) Warrants; (ii) Options; (iii) Contracts to acquire stock; (iv} Convertible debt instruments; (v)
Others similar interests,

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do so fo reflect the present value
of the transaction or to distegard transactions whose recognition would defeat the purpose of section 835.

() Disclosure. The offeror under this solicitation represents that [Check onc]:

[]it is not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the criteria of
(ISAR) 48 CFR 3009.104-70 through 3009.104-73; flitis a foreign incorporated entity that should be treated as an inverted
domestic corporation pursuant fo the critcria of (HSAR) 48 CFR 3009.104-70 through 3009.104-73, but it has submitted a request
for waiver pursvant to 3009.104-74, which has not been denied; or []itis a foreign incorporated cntity that should be treated as an
inverted domestic corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-73, but it plans to submit
a request tor waiver pursuant to 3009.104-74,

() A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been applied for,
shall be attached to the hid or proposal.

C.6 NARA RECORDS MANAGEMENT LANGUAGE FOR CONTRACTS

The following standard items relate to records generated in executing the contract and should be inchuded in a typieal Elcetronic
Information Systems (EIS) procurement contract:

1. Citations to pertinent laws, codes and regulations such as 44 1U1.8.C chapters 21, 29, 31 and 33; Freedom of Information Act (5
1).8.C. 552); Privacy Act (5 U.S.C. 552a); 36 CFR Part 1222 and Part 1228.

2. Contractor shall treat all deliverables under the contract as the property ol the U.S. Government for which the Government
Agency shall have unlimited rights (o usc, disposc of, or disclose such data contained therein as it determines to be in the public
interest.

3. Contractor shall not create or maintain any records that are not specifically tied to or authorized by the contract using
Governmnent IT equipment and/or Government records.

4, Contractor shall not retain, use, sell, or disseminate copies of any deliverable that contains information covered by the Privacy
Act of 1974 or that which is generally protected by the Freedom of Information Act.

5. Contractor shall not ercate or maintain any records containing any Government Agency records that are not speeifically tied
to or authorized by the contract.

6. The Government Agency owns the rights to ail data/records produced as part of this contract.

7. The Government Agency owns the rights to all electronic information (clectronic data, electronic information systems,
clectronic datahascs, cte.) and all supporting documentation created as part of this contract. Contractor must deliver sufficient
technical docuinentation with all data deliverables to permit the agency to use the data,

R. Contractor agrees to comply with Federal and Agency records management policies, including those policies associatcd with
the safcguarding of records covered by the Privacy Act of 1974. These policics include the preservation of all records created or
received regardless of format {paper, clectronic, ete.) or mode of transmission (e-mail, fax, etc.} or state ol completion (draft, final,
ete.).

9, No disposition of documents will be allowed without the prior written consent of the Contracting Officer. The Agency and its
contraclors are responsible for preventing the alienation or unauthorized destruction of records, including all forms of inutilation.
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Wiltful and unlawful destruction, damage or alienation of Federal records is subject to the fincs and penaltics imposed by 18
1J.8.C. 2701, Recards may not be removed from the legal custody of the Agency or destroyed without regard to the provisions of
the agency records schedules,

10. Contractor is required to obtain the Contracting Officer's approval prior to engaging in any centractual relationship (sub-
contractor) in support of this contract requiring the disclosure of information, documentary material and/or records generated
under, or relating to, this contract, The Contraclor (and any sub-contracior) is required to abide by Government and Agency
pnidance for protecting sensitive and proprietary information.

C.7 HSAR 3052,215-70 KEY PERSONNEIL OR FACILITIES (DEC 2003)

(a) The personnel or facilities specified below are considered cssential to the work being performed under this contract
and may, with the consent of the contracting parties, be changed from time Lo time during the course of the contract by
adding or deleting personnel or facilities, as appropriate.

(b) Before removing or replacing any of the specificd individuals or facilities, the Contractor shall notify the
Contracting Officer, in writing, before the change becomes elfective. The Contractor shall submit sufficient
information to support the proposed action and to enable the Contracting Officer lo ¢valuate the potential impact of the
change on this contract, The Contractor shall not remove or replace personnel or facilities until the Contracting Officer
approves the change.

‘I'he Key Personnel or Facilities under this Contract: Senior Close-out Specialist/ Program Manager

SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015)

(a) Applicability. This clause applies fo the Contractor, its subcontractors, and Contractor
cmployces (hereafter referred to collectively as “Contractor”). The Confractor shall insert the
substance of this clause. in all subcontracts.

(b) Definitions. As used in this clause—

“Personally Identifiable Information (P11)” means information (hat can be used to distinguish or

tracc an individual's identity, such as name, social security number, or biometric records, cithier alone, or when combined
with other personal or identifying information that is linked or linkable

to a specific individual, such as date and place of birth, or mother’s inaiden name. The definition

of PIT is not anchored to any single category of information or technology. Ratlcr, it requires a case-by-case assessment of
the specific risk thiat an individual can be identified. In performing this assessment, it is imporiant for an ageney to
recognize that non-personally identifiable information can become petsonally identifiable information whenever additional
information is made publicly available—in any medium and from any source—that, combined with other available
information, could be used to identify an individual.

PII is a subsct of sensitive information. Examples of PII include, but are not limited (o: name, datc of birth, mailing address,
telephone number, Social Sceurily number (SSN), email address, zip code, account numbess, certificate/license numbers,
vehicle identifiers including license plates, uniform resourcc locators (UR] s), static Internet protocol addresses, biometric
identificrs such as fingerprint, voiceprint, iris scan, photographic facial images, or any othcr unique identifying number or
characteristic, and any information where it is reasonably foreseeable that the information will be linked with other
information to identify the individual.
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“Sensitive Information” is defined in IISAR clause 3052.204-71, Contractor Employcc Access, as any information, which
if lost, misused, disclosed, or, without authorization is aceessed, or modified, could adversely allect the national or
homcland sceurity interest, the conduct of Federal programs, or the privacy to which individuals are entitled under section
552a of Title 5, United States Code (the Privacy Act), bul which has not heen specifically authorized under criteria
established by an Executive Order or an Act of Congress to be kept secret in the inferest of national defense, homeland
sceurity or foreign policy, This definition includes the following categories of information:

{1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act of 2002 (Title
17, Subtitle B, of the Homeland Security Act, Public Law 107296, 196 Siat. 2135), as amonded, the implementing regulations
thereto (Title 6, Code of Federal Regulations, Parl 29) as amendcd, the applicable PCII Procedures Manual, as amended, and
any supplementary guidance officially communicated by an aunthorized official of the Department of Homneland Security
(including the PCIl Program Manager ot his/her designee);

(2) Scnsitive Security Information (S81), as defined in Title 49, Code of Federal Regulations,

Part 1520, as amendcd, “Policies and Procedures of Safeguarding and Contrel of SS1,” as
amended, and any supplementary guidance olficially communicated by an authorized official of the Department of
Homeland Security (including the Assistant Secretary for the Transportation Security Administration or his/her designee);

(3) Information designated as “For Official Use Only,” which is unclassifted information of a sensitive naturc and the
unauthorized disclosure of which could adversely impact a person’s

privacy or welfare, the conduct of Federal programs, or other prograins or operations essential to the national or homeland
security intetest; and :

(4) Any information that is desi gnated “sensitive” or subject to other controls, safcguards or
protections in accordance with subsequently adopted homeland security information handling procedures.

“Sensitive Information Incident” is an incident that includes the known, potential, or suspected
exposure, loss of control, compromisc, unauthorized disclosure, unauthorized acquisition, or unauthorized access or
attempted access of any Government system, Contractor system, or sensitive information.

“Sensitive Personally Identifiable Information (SPII)™ is a subsel ol PIL, which if Jost,

compromised or disclosed without authorization, could result in substantial harm, embarrassment, inconvenicace, or
unlaimess to an individual, Some forms of P[] are sensitive as stand-alone elements. Examples of such PII include: Social
Security numbers (SSN), driver’s license or statc identification number, Alien Registration Numbers (A-number), financial
account number, and biometric identifiers such as fingerprint, voiceprint, or iris scan. Additional

cxamples include any groupings of information that contain an individual’s name or other unique

identifier plus one or more of ithe followinp cleinents:

(1) Truncated SSN (such as last 4 digits)

(2) Date of birth (month, day, and year)

(3) Citizenship or immigration status

(4) Ethnic or religious afliliation

(5) Scxual oricntation

(6) Criminal History

(7) Medical Information

(8) System authentication information such as mother’s maiden name, account passwords or personal identification numhers
(PIN)

Other PII may be “scnsitive” depending on its context, such as a list of employees and their
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performance ratings or an unlisted home address or phonc number. In contrast, a business card or public telephone
directory of agency employees contains PII but is not sensitive.

(¢) Authorities. The Contractor shall follow all current versions of Government policies and guidance accessible at
http://www.dhs gov/dhs-security-and- training-requiremcnts-contractors, or available upon request from the Coniracting
Officer, including but not limited to:

(1) DIIS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Usc Only) Information

(2) DIIS Sensitive Systems Policy Dircctive 4300A

(3) DHS 4300A Scnsitive Systems Handbook and Attachments

{4) DHS Security Authorization Process Guide

{5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information

(6) DIIS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and Sceurity Program
{7) DHS Information Security Performance Plan (current fiscal year)

{8} DHS Privacy Incident Handling Guidance

(9) Federal Information Processing Standard (FIPS) 140-2 Sccurity Requirements for Cryptographic Modules accessible at
http:f/esre.nist.gov/sroups/STM/civp/standards.html

(10) National Institutc of Standards and Technology (NIST) Special Publication 800-53 Sccurity and Privacy Controls for
Federal Information Systems and Organizations accessible at hitp://esre.nist.gov/publications/PubsSPs.htm!

{11) NIST Special Publication 800-88 Guidelines for Mcdia Sanitization accessible at
Iuttp://esre.nist.govipublications/PubsSPs. html

(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policics and procedures
described below, is required.

(1) Department of Homeland Security {DIIS) policies and procedurcs on Contractor persennel security requirements are set
forth in various Management Directives (MDs), Dircctives, and Instructions. MD £ 1042.1, Safeguarding Sensitive But
Unclassified (For Official Use On Iy} Iformation deseribes how Contractors must handle sensitive but unclassificd
information. DS .

uses the term “FOR OFTICIAL USE ONLY” to idcntity sensitive but unclassified information

that is not otherwise categorized by statute or regulation. Exainples of sensitive information that are categorized by statute or
regulation are PCII, SS1, etc. The DHS Sensitive Systems Policy Directive 43004 and the DHS 43004 Sensitive Systems
IIandbook provide the policies and procedures on security for Information Technology (IT) resources. The DHS Handbook
Jfor Safeguarding Sensitive Personally Identifiable Information provides guidelines to help safeguard SPII in both paper and
clectronic form. DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and
Securiry Program cstablishes procedures, program responsibilities, minimum standards, and reporting protocols for the DHS
Personnel Suitability and Security Program,

(2) The Contractor shall not usc or redistribute any sensitive information processed, stored, and/or transmitted by the
Contractor except as specified in the contract.

(3) All Contractor cmployees with access to sensitive information shall execule DHS Form 11000-6, Depariment of
Homeland Security Non-Disclosure Agreement (NDA), as a condition of access to such information. The Contractor shall
maintain signed copies of the NDA for all employees as a record of compliance. The Contractor shall provide copies of the
signed NDA to the Contracting Officer’s Representative (COR) no later than two (2) days after execution of the form.

(4) The Contractor’s invoicing, billing, and other recordkeeping systems maintained to support

financial or other adminisirative functions shall not maintain SPIL. [t is acceptable to maintain in these systems the
namecs, titles and contact information for the COR or other Governiment personnel associated with the administration
of {he confract, as necded.
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{e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit sensitive information within a
Contractor IT system without an Authority to Operate (ATO) signed by the Headquartcrs or Compaonent CIQ, or designee, in
consultation with the Headquarters or Component Privacy Officer. Unless otherwise specified in the ATO letter, the ATO is
valid for three (3) years. The Contractor shall adhere to current Government policies, procedures, and guidance for the
Scecurity Authorization (SA) process as defined below.
. (1) Complete the Security Authorization process. The SA process shall proceed according to the DHS Sensitive Systems
Policy Directive 43004 (Version §1.0, April 30, 2014), or any successor publication, DHS 43004 Sensitive Systems
THandbook (Version 9.1, July 24, 2012), or any successor publication, and the Security Authorization Process Guide
including templates.
(i) Securily Authorization Proccss Documentation. SA documentation shall be developed using the Government provided
Requircments Traceability Matrix and Government security documentation templates, SA documentation consisis of the
following: Security Plan, Contingency Plan, Contingency Plan Test Results, Configuration Management Plan, Sccurity
Assessment Plan, Security Assessment Report, and Authorization to Operate Letter, Additional documents that may be
required include a Plan{s) of Action and Milestones and Interconnection Securily Agrecment(s). During the development of
SA documentation, the Contractor shall submit a signed SA package, validated hy an independent third party, to the COR
for acceptance by the Headquarters or Component ClQ), or designee, at least thirty (30) days prior to the date of operation of
the IT sysicm. The Government is the final authority on the compliance of the SA package and may limit the number of
rcsubmissions of a modified SA package. Once the ATO has been accepted by the Headquarters or Component CIO, or
designee, the Contracting Officer shall mcorporate the ATO into the contract as a compliance document. The (Government’s
acceptance of the ATO does not alleviate the Contractor’s responsihility to cusure the IT system controls are implemented
and operating effectively.

(i) Independent Assessment. Contractors shall have an independent third party validate the security and privacy controls in
place for the system(s). The independent third party shall review and analyze the SA package, and report on technical,
operational, and management level deficiencies as outlined in NIST Special Publication 800-53 Security and Privacy
Controls for Federal Information Systems and Organizations. The Contractor shall address all deficiencics belore submitting
the SA package to the Government for acceptance.

(iif) Support the completion of the Privacy Threshold Analysis (PTA) as needed. As parl of the SA process, the
Contractor may be required to support the Government in the completion of the PTA. The requirement to cemplceic a
PTA is iriggercd by the creation, use, modification, upgrade, or disposition of a Contractor IT system that will store,
maintain and use PII, and must be renewed at Icast every three (3) years. Upon review of the PTA, the DHS Privacy
Office determines whether a Privacy Iinpact Assessment (PIA) and/or Privacy Act System of Records Notice
(SORN), or modifications thereto, are required. The Contractor shall provide all support necessary to assist the
Department in completing the PIA in a timely manner and shall ensure that project management plans and schedules
include time for the complction of the PTA, P1A, and SORN (to the extent required) as milestenes. Support in this
context includes responding timely to requests for information [rom the

Government about (he use, access, storage, and maintenance of PII on the Contractor’s

system, and providing timely review of relevant compliance documents for factual accuracy. Information on the DHS
privacy compliance process, including PTAs, PIAs, and SORNS, is accessible at http://www.dhs.gov/privacy-
compliance.

(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed every three (3) years. The
Contractor is required 1o update its SA package as patt of the A'TO renewal process. The Contractor shall update its SA
packagce by onc of the following methods:

(1) Updating the SA documentation in the DIIS automated information assurance tool for acceptance by the Headquarters or
Component CIO, or designee, at least 90 days before the ATO expiration date for review and verification of security
controls; or (2) Submitting an updated SA package directly to the COR for approval by the Headquarters or Component
CIO, or designee, al least 90 days before the ATO expiration date for review and verification of security controls. The 90
day revicw proccess is independent of the system preduction date and therefore it is imporiant that the Contractor build the
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rcview into project schedules. The reviews may include onsite visits that involve physical or logical inspection of the
Contractor environment to ensure controls are in place.
(3) Security Review. The Government may elect to conduct random periodic reviews to ensure that the security requirements
contained in this contract are being implemented and enlorecd. The Contractor shall afford DHS, the Office of the Inspector
Gencral, and other Government organizations access to the Contractor’s facilities, installations, operations, documentation,
dalabascs and pcrsonnel used in the performance of this contract. The Contractor sball, through the Contracting Officer and
COR, contact the Headquarters or Component CIO, or designee, to coordinate and participate in review and inspection
activity by Government organizations external to the DIIS. Access shall be provided, to the extent necessary as determined
by the Government, [or the Government to carry out a program of inspection, investigation, and audit to safeguard against
threats and hazards to the infegrily, availability and conlidentiality of Government data or the function of computer systems
used in performance of this contract and fo prescrve evidence of computer crime.
(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, and/or transmit scusitive
information shall meet or exceed the continuous monitoring requirements identified in the Fiscal Year 2074 DHS
Information Security Performance Plan, or successor publication. The plan is updated on an annual basis. The Contractor
shall also store monthly continuous monitoring data at its location for a peried not less than ene year from the date the data
is created. The data shall be cnerypied in accordance with FIPS 140-2 Security Reguivements for Cryptographic Modules
and shall not be stored on systems that are shared with other commercial or Government entities. The Government may elecl
to perform continuous monitoring and I'l" security scanning of Contractor systems from Government tools and infrastructure.
(5) Revocation of ATO. In the event of a sensitive information incident, the Government 1nay suspend or revoke an existing
ATO (either in part or in whole). 1f an ATO is suspended or revoked in accordance with this provision, the Contracting
Officer may direct the Contractor to take additional security measures to sccure sensitive information. These measures may
include restricting access o scasitive information on the Contractor I'T system under this contract. Restricting access may
include disconnceting the system processing, storing, or transmitting the sensitive inforination from the Internet or other
nctworks or applying additional security controls.

(6) Federdal Reporting Requirements. Contractors operating information systems on behalf of the Government or operating
systems containing sensitive information shail comply with Federal reporting requirements. Annual and quarterly data
collection will be coordinated by the Government. Contractors shall provide the COR with requested information within
three (3) business days of receipt of the request. Reporiing requircinents arc determined by the Government and are defined
in the Fiscal Year 2014 DHS Information Security Performance Plan, or successor publication. The Contractor shall provide
the Government with all information to fully satisfy Federal reporting requirements for Contractor systems.

(D) Sensitive Information Incident Reporting Requirements.

(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or Componcent Sceurity
Operations Center {8OC) within one hour of discovery in accordance with 43004 Sensitive Systems Handbook Incident
Response and Reporting requirements. When notifying the Headquarters or Component SOC, the Contractor shall also
notify the Contracting Officer, COR, Headquarters or Componcent Privacy Officer, and US-CERT using the contact
information identified in the contraci. If the incident is reported by phone or the Contracting Officer’s email address is not
immediately available, thc Contractor shal contact the Contracting Officer immediately after reporting the incident to the
Headquarters or Component SOC. The Contractor shall not include any sensitive information in the subject or body of any
e-mail, To transmit sensitive information, the Contractor shall use FFIPS I40-2 Securily Requirements jor Cryplographic
Modules compliant encryption methods to protect sensitive information in atlachments to omail, Passwords shall not be
communicated in the same email as the attachment. A sensitive information incident shall not, hy itself, be interpreted as
evidence that the Contractor has failed 1o provide adequate information security safeguards for sensitive information, or has
otherwise failed (o mcet tho requirements of the contract.

(2) If a sensitive information incident involves PIL or SPII, in addition to the reporting requirements in 43004 Sensitive
Systems Handbook Incident Response and Reporting, Contractors shall also provide as many of the following data elements
that are available at the time the incident is reported, with any remaining data clements provided within 24 hours of
submission of the inifial incident report:

(i) Data Universal Numbermg Systcru (DUNS);
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(i) Conlract numbers aflected unless all contracts by the company arc atfected;
(iif) Facility CAGE codc if the location of the cvent is different than the prime contractor location;
(iv) Point of contact (POC) if different than the POC recorded in the System for Award Management (address, position,
telephone, email); .
(v) Contracting Officer POC (address, telephone, email);
(vi) Contract clearance level;

(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor nctwork;

(viit) Govermment programs, platforms or systems involved,;
(ix) Location(s) of incident;
(x) Datc and time the incident was discovered;
(xi) Server names wherc sensitive information resided at the time ot the incident, both at the Contractor and subcontractor
level;

(xii) Description of the Government P1I and/or SPI contained within the systein;

(xiii) Numnber of people potentially affceted and the cstimate or actual number of records exposed and/or contained
within the system; and _

(xiv) Any additional information relevant to the incident.

(g) Sensitive Information cident Response Reguirements.

(1) All determinations related to sensitive information incidents, including responsc activitics, notifications to affected
individuals and/or Federal agencics, and related sorvices (c.g., credit monitoring) will be made in writing by the Contracting
Officer in consultation with the Headquarters or Component CIO and Headquarters or Component Privacy Officer.

(2) The Contractor shall provide full access and cooperation for all activities determined by the Government to be required
to ensure an effective incident response, including providing all requested images, log files, and event information to
facilitate rapid resolution of sensitive information incidents.

(3) Incident response activities determined fo be required by the Government may include, but arc not limited to, the
following;

(i) Inspeclions,

(if) Tnvestigations,

(iii) Forensic reviews, and

(iv) Data analyses and processing.

(1) The Governinent, at its sole discretion, may obtain the assistance [rom other Fedoral agencies and/or third-party firms to

aid in incident responsc activities.
(W) Additional PII and/or SPH Notification Requirements.

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII resided in the
‘Contractor IT system at the time of the sensitive information incident not later than 5 business days after being directed to
nolify individuals, unlcss otherwise approved by the Contracting Officer. The method and content of any notification by
the Contractor shall be coordinated with, and subject to prior wrillen approval by the Contracting Ofticer, in consultation
with the Headquarters or Component Privacy Officer, utitizing the DHS Privacy Incident Handling Guidance, The
Contractor shall not proceed with notification unless the Contracting Officer, in consultation with the Headquarters or
Component Privacy Officer, has determined in writing that notification is appropriate.

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor regarding any
resulting notification, the notification method may consist of letters to affected individuals sent by first class mail,
clectronic means, or general public notice, as approved by the Government. Notification may require the Contractor’s use
of address verification and/or address location scrvices. At a rminimum, the notification shall include:
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(i} A brief description of the incident; :
(1} A description of the types of PIl and SP! involved,

(iii) A statement as to whether the PII or SPIT was encrypted or protected by other means;
(iv) Steps individuals may take to protect themselves;
(v) What the Conteactor and/or the Government are doing to investigate the incident, to mitigatc the incident, and to protect
-against any future incidents; and
(vi) Information identifying who individuals may contact for additional information.

(i) Credit Monitoring Requirements. In the cvent that a sensitive information incident involves PII or SPIL, the Contractor
may be required 1o, as dirceted by the Contracting Officer:

(1} Provide notification to affected individuals as described above; and/or

(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor or resided in the
Contractor I'T system at the time of the sensitive information incident for a period beginning the date of the incident and
extending not less than 18 months from the date the individual is notified. Credit monitoring services shall be provided from
a company with which the Contractor has no afliliation. At a minimum, credit monitoring services shall include:

(1) Triple credil bureau monitoring;

(i1) Daily customer scrvice;

(iii) Alerts provided to the individual for changes and fraud; and

(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or

{3) Establish a dedicated call center. Call center scrvices shall include:

{i) A dedicated telephone number (o contact customer service within a fixed period;

(i) Information nccessary for registrants/enrollees to access credit reports and credit scores;

(iii) Weelkly reports on call center volume, issue escalation (i.c., those calls that cannot be handled by call center staff and
must be resolved by call center management or DHS, as appropriate), and othet key metrics;

(iv) Escalation of calls that cannot be handlcd by call center staff to call center management or DIIS, as appropriate;

(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the Headquarters or Component
Chicl Privacy Officer; and .

(vi) Information for registrants to contact customer service represcentatives and frand resolution representatives for credit
monitoring assistance. '
(j) Certification of Sanitization of Government and Government-Activity-Related Files and Information. As part of
contract closcout, the Contractor shalf submit the certification to the COR and the Contracting Officer following the

template provided in NIST Special Publication 800-88 Guidelines for Media Sanitization.

INFORMATION TECHNOLOGY SECURITY AND PRIVACY TRAINING (MAR 2015)

(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor
employees (hercafter referved to collectively as “Contractot™), The Contractor shall insert the
substance of this clause in all subcontracis.

(b) Security Training Requirements.

(1) All users of Federal information systems ave required by Title 5, Code of Federal Regulations, Part 930.301, Subpart C,

as amended, to he exposed to security awareness materials annually or whencever system security changes occur, or when the

uset’s responsibilities change. The Department of Homcland Sceurity (DHS) requires that Contractor employees take an

annual Information Technology Security Awarencss Training course before accessing sensitive information under the

contract. Unless otherwise specificd, the (raining shall be completed within thirty (30) days of confract award and be

completed on an annual basis thereafter not later than October 3 1" of each year. Any new Contractor employees assigned 1o
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the contract shall complete the training before accessing sensitive information under the contract. The training is accessible
at http://www.dhs.gov/dhs-security-and-training-requirements-conlractors. The Contractor shall maintain copies of training
certificates for all Contractor and subconiractor empleyces as a record of compliance. Unless otherwise specified, initial
training certificates for each Contracior and subcontractor employee shall be provided to the Contracting Oflicer’s
Representative (COR) not later than thirty (30) days after contract award, Subsequent training certificatcs to satisfy the
annual training requirement shall be submiited to the COR via e-mail notification not later than October 31 “of each year.
The e-mail notification shall statc the required training has been completed for all Contractor and subconiractor employees.

(2) The DIIS Rules of Behavior apply to cvery DHS employee, Contractor and subcontractor that will have aceess to DHS
systems and sensitive information. The DHS Rules of Behavior shall be signed before accessing DHS systems and sensitive
information. The DHS Rules of Behavior is a document that informs users of their responsibilitics when accessing DHS
systems and holds users accountable for actions taken while accessing DHS systems and using DIS Information
‘I'echnology resouices capable of inputting, storing, processing, outputting, and/or transmitting sensitive information. The
DHS Rules of Behavior is accessible at http:/www.dhs.gov/dhs-sceurity-and-training-requirements-contractors. Unless
otherwise specified, the DHS Rules of Behavior shall be signed within thirty (30) days of contract award. Any new
Contractor employees assigned to the contract shall also sign the DHS Rules of Behavior before accessing DHS systems and
sensilive information. The Contractor shall maintain signed copies of the DIIS Rules of Behayior for all Contractor and
subcontractor employees as a record of compliance. Unless otherwise specificd, the Contractor shall e-mail copies of the
sipned DHS Rules of Behavior to the COR not later than thirty (30) days aftcr contract award for each employee. The DS
Rules of Behavior will be reviewed annually and (he COR will providc notification when a review is required.

(¢) Privacy Training Requirements. All Contractor and subcontractor employees that will have access to Personally
identifiable Information (PII) and/or Scnsitive P11 (SPIN) are required to take Privacy at DHS: Protecting Personal
Information before accessmg P11 and/or SPIL. The training is accessible at http.//www.dhs.gov/dhs-sccurity-and-training-
I'e{]l.liI'CnlcntS—COﬂtI’aCtOl‘S.

Training shall be completed within thirly (30) days of contract award and be completed on an annual basis thercalter not

later than October 31 of each year. Any new Contractor employees assigned to the contract shall also complete the
training belore accessing P11 and/or SPII. ‘The Contractor shall maintain copies of training certificates for all Contractor
and subcontractor employees as a record of compliance. Initial training certificates for each Contractor and subcontractor
employee shall be provided to the COR not later than thirly (30) days after contract award. Subsequent training cer llﬁLdlLS
to satisfy the annual training requirement shall be submitted to the COR via e-mail notification not later than October 31"
of each year. The email notification shall state the required training has been completed for all Contractor and
subcontractor employees.
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SECTION C - CONTRACT CLAUSES

ADDENDUM TO FAR 52.212-4 CONTRACT TERMS AND CONDITIONS--COMMERCIAL ITEMS

Clauses that are incorporated by reference (by Citation Nuniber, Title, and Date), have the same foree and cffect as if they were
given in full text, Upon request, the Coniracting Officer will make their full text available,

The following clauscs arc incorporated into 52.212-4 as an addendum to this contract:
C.1 52,217-8 OPTION TO EXTEND SERVICES (NOV 1999)
The Government may require continued performance of any services within the limits and at the rates specified in the contract.
These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the Secretary of Labor. The option

provision may be exercised more than once, but the total extension of performance hereunder shall not exceed 6 months. The
Contracting Officer may exercise the option by written notice to the Contractor within 60 days.

(.2 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)
(a) The Government may cxicnd the term of this contract by written notice to the Contractor within 60 days; provided th'cif the
Government gives the Contractor a preliminary written notice of its intent to extend at least 10 days before the contract expires.
The preliminary notice does not commit the Government to an extension.

(b} If the Governmcnt exercises this option, the extended contract shall be considered to include this option clause.

(¢) The total duration of this contract, including the exercise of any optious under this clause, shall not exceed four (4) years.

C.3 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)
This coniract incorporates one or morce clauges by reference, with the same force and effect as if they were given in full text.
Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be accessed
electronically at this/these address(es):

http://www.amet.gov/far " ©

52.204-4 PRINTED OR COPIED DOUBLE-SIDED MAY 2011
ON RECYCLED PAPFR :

52.204-7 ' CENTRAL CONTRACTOR REGISTRATION . APR 2008

52.204-9 PERSONAL IDENTITY VERIFICATION OF JAN 2011

CONTRACTOR PERSONNEL
C.4 NARA RECORDS MANAGEMENT LANGUAGE FOR CONTRACTS

"The following standard items relate to records gcncratcd in cxceuting the contract and should be inclnded i a typlcal Rlectronic
Information Systems (EIS) procnrement contract:

1. Citations to pertinent laws, codes and regulations such as 44 U.S.C chapters 21, 29, 31 and 33; Freedom of Information Act (5
1.S8.C. 552); Privacy Act (3 U.S.C, 552a); 36 CFR Part 1222 and Part 1228,
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HSFEHQ-11-C-1099  Section C
2. Contractor shall treat all deliverables undcr the contract as the property of the U.S. Government for which the Government
Agency shall have unlimited rights to use, dispose of, or disclose such data contained therein as it detcrmlnes to be in the public
interest.

3. Contractor shali not create or maintain any records that are not specif 1(.dlly tied 1o or authorized by (he contract using
Government [T equipment and/or Government records. ,

4. Contractor shall not retain, use, sell, or disseminate copies of any deliverable that contains information covered by the Privacy
Act of 1974 or that which is gencrally protected by the Freedom of Information Act.

5. Countractor shall not create or maintain any records containing any Government Apency records that are not specifically tied
to or authorized by the contract. ' '

6. The Government Agency owns the rights to all datafrecords produced as patt of this contract.

7. The Government Agency owns the rights to all electronic information (electronic data, electronic information systems,
clectronic databases, etc.) and all supporting documentation created as part of this contract. Costractor must deliver sufficient
technical documnentation with all data deliverables to permit the ageney to use the data.

8. Contractor agrees to comply with Federal and Agency records management poticies, including those policies associated with
the safcguarding of rccords covered by the Privacy Act of 1974, These policies include the prescrvation of all records ercated or
received regardless of format (paper, electronic, etc.) or mode of transmission (e-mail, fax, etc.) or state of completion (draft, final,
etc.). '

9, No disposition of documents wil! be allowed without the prior written consent of the Conlracting Officer. The Agency and its
coniractors are responsible for preventing the alienation or unauthorized destruction of records, inctuding all forms of mutilation.
Willful and unlawful destruction, damage or alicnation of Federal records is subject to the fines and penalties imposed by 18
1U.5.C. 2701. Records may not be reinoved from the legal custody of the Agency or destroyed w1thout regard to the provisions of
the agency records schedules.

10. Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual relationship (sub-
contractor) in support of this contract requiring the disclosure of information, decumentary material and/or records generated

" under, or rclating to, this contract. The Contractor (and any sub-contractor) is required to abide by Government and Agency
guidance for protecting sensitive and proprietary information,

C.5 52.212-5 CONTRACT TERMS AND CONDIT[ONS REQUIRED TO IMPLEMENT STATUTES OR
EXECUTIVE ORDERS--COMMERCIAL ITEMS (MAY 2011}

(a) The Contracicr shail comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated in
(his contract by reference, to implement provisions of law or Execulive orders applicable to acquisitions of commercial itcms:

(1) 52.222-50, Combating Tralficking in Persons (FEB 20003 (22 U.S.C. 7104(g)).
Alicrnate T (AUG 2007) of 52.222-50 (22 11.5.C. 7104 (g)).
(2) 52.233-3, Protest Altexr Award (Aug 1996) (31 U.S.C. 3553).
€)] 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Pub, L. 108-77, 108-78)
(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as being

incorporated in this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of
commercial ilems:
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[ (1)52.203-6, Restrictions on Subconiractor Sales to the Government (Sept 2006), with Alternate I{Oct 1995) (41 US.C.
253g and 10 U.S.C. 2402).

1] (2)52.203-13, Contlractor Code of Business Fthics and Conduct (APR 2010)(Pub. L. 110-252, Titlc VI, Chapter 1 (41
U.S.C. 251 nofe)).

[]. (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUN 2010)
(Section 1553 of Pub, L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act of 2009.)

[} & .52.204—10, Reporting Executive Compensation and First-Tier Subconiract Awards (JUL 2010) (Pub. I. 109-282) 31
U.S.C. 6101 note).

1 (5)52.204-11, American Recovery and Reinvestment Act-Reporting Requirements (JUL 2010) (Pub. L. 111-5).
[ (6)52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or
Proposed for Debarment (DEC 2010) (31 U.S.C. 6101 note). (Applies to contracts over $30,000), (Not applicable to subcontracts

for the acquisition of wnuncmqli}r available off-the-shelf items).

[] (7) 52.209-10, Prohibition on Coniracting with Inverted Domestic Corporations (section 740 of Division C of Public Law
111-117, section 743 of Division D of Public Law 111-8, and section 745 of Divisicn D of Public Law 110-161)

[1 (8) 52.219-3, Notice of Total HUBZone Set-Aside or So]_c-Sourcc Award JAN 2011} (15 U.S.C. 657a).

{1 (9) 52.219-4, Notice of Price Evaluation Prefesence for HUBZone Small Business Concerns (JAN 2011) (il the offeror
elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

[1 (10) [Rescrved]

1 (1)) 52.219-6, Notice of Total Smalt Bnsiness Set-Aside (June 2003) (15 U.S.C. 644).
[]I (i) Alternate T (Oct 1995) of 52.219-6.,

11 (iii) Alternate IT (Mar 2004) of 52.219-6.

1 (12)(E) 52.219-7, Notice of Partial Small Business Sct-Aside (Tune 2003) (15 U.S.C. 644).
[1 (i1} Alternate I {Oct 1995) of 52.219-7, ‘

[ (iii) Altcmnate IT (Mar. 2004) of 52.219-7.

{X] (13) 52.219-8, Utilization of Smal.l Business Concems (JAN 2011} (15 U.S8.C. 637(d){2) and (3)).
[1 (L4)i) 52.219-9, Small Business Subcentracting Man (.TAN 2011) (-15 U.S.C. 637(dX4)).
[l (i) Alternate I (Oct 2001) of 52.219-9.

[} Gii) Alternate IT (Oct 2001) of 52.219-9,

[ (iv) Alternate 1T (JUL 2010) of 52.219-9,

[X] (15)52.219-14, Limitations on Subcontracting (Dec 1996) (15 U.S.C. 637(a)(14)).

N (16) 52.219-16, Liquidated Damages--Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d}{(4)EXi).
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[I (L7)(1) 52.219-23, Notice of Price Evaluation Adjustment for bmall Disadvantaged Busmcss Cunwma (OCT 2008) ( 10
U.S.C. 2323) (if the offeror elects to waive the adjustment, it shalf so indicate in its offer.)

[1 (i) Alternate I {Junc 2003} of 52.219-23,

[1 (18) 52.219-25, Small Disadvantaged Business Participation Program--Disadvantaged Status and Reporting (DEC 2010)
(Pub. L. 103-355, section 7102, and 10 U.5.C. 2323)

[1 (19) 52.219-26, Smali Disadvantaged Business Participation Program--Incentive Subcontracting (Oct 2000) (Pub. L. 103-
355, section 7102, and 10 U.S.C. 2323). -

[1 (20)52.219-27, Notice of Total Service-Disabled Veteran-Owned Small Rusincss Sct-Aside (May 2004) (15 U.S.C. 657 ).
X} (21)52.219-28, Post Award Small Busincss Program Rerepresentation (APR 2009) {15 U.8.C 632(a)2)).

Il (22) 52.219-29 Notice of Total Set—Aslde for Fconomlcaily Dlsadvanldged Women-Owned Small Business (EDWQOSB)
Concerns (APR 2011).

[1 (23)352.219-30 Notice of Total Set-Aside for Women-Owned Small Busmcss (WOSB) Concerns Eligible Under the WOSB
Program (APR 201 1). .

(X] 2 52.222—3, Convict Labor (June 2003) (E.O. 11755).
“[1 €25) 52.222-19, Child T.abar--Cooperation with Authorities and Remedies (JUL 20£0) (E.O. 13126).
X} (26). 52.222-21, Prohibitionlof Segregated Facilit_ies (Feb 15993,
[X] (27) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11é46).
[X] (28)52.222-35, Equai Opportunity for Veterans (SEP 2010) (38 11.5.C. 4212).
[X] (29) 52.222-36, Affirmative Action for Workcers ;vith Disabilities (Oct 2010) (29 U.S.C. 793).
[(X] (30)52.222-37, Employment Reports on Veterans (SEP 2010) (38 U.S.C. 4212),
[X] Q13 2;222—40, Nol:ificatiori of Employce Righis Undér the National Labor Relations Act (DEC i(}lﬂ) (E.O. 13496).

- [X] (32) 52.222-54, Employment Eligibitity Verification (Jan 2{][}9) (Executive Order 12589). (Not applicable to the
acquisition of commercially available ofF- the-shelf items or certain other types of commercial items as prescribed in 22.1803.)

{1 (33)(i) 52.223-9, Estimate of Per_centage of Recovered Matcrial Content for EPA-Designated Itenis (May 2008) (42
1.5.C.6962(c)(3)(A)(1i)). (Not applicable to the acquisition of commercially availablc off-the-shelf items.)

[1 (ii) Altcrnate I (MAY 2008} of 52.223-9 (42 U.5.C, 6962(1)(2)(C)) (Not applicable to the acquisition of commercially
available off-the-sheif items.)

[1 (34) 52.223-15, Energy Efficiency in Cnergy-Consuming Products (DEC 2007)(42 11.8.C. 825%b).

Il (35)1)52.223- 1 6, IEEE 1680 Standard for the Environ mcntal Assessment of Personal Computer Products (DEL 20[}?)
(E.O. 13423).

[1(ii) Alternate I (DEC 2007) of 52.223{6.
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[l (36)52.223-18, Contractor Dolicy to Bap Text Mcssaging_while Driving (SEP 2010} (E.O. 1.3513).

[1 37D 52.225-1,'B11y American Act--Suppiies (FEB 2009) (41 U.S.C. 10a-10d).

[T (38)(i)52.225-3, Buy American Act--T'ree Trade Agreements-- Israeli Trade Act (TUN 2009) (41 U.S.C. 10a-10d, 19
U.5.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S. C38{)5 note, Pub, L. {08-77, 108-78, 108-286, 108-302, 109-53 and 109-169,
109-283, and 110-138).

{1 (it) Alternate 1 (Jan 2004) of 52.225-3,

[1 (i) Alternate IT (Jan 2004) of 52.225-3,

0 | (39) 52.225-5, Trade Agreements (AUG 2009) (19 US.C. 2501, et seq., 19 U.S.C. 3301 note).

[ (40) 52.225-13, Restrictions on Certain Foreign Purchases (IUN 2008) (E.Q.'s, ploclamatlons and sfatu{cs administered by
the Office of Foreign Assets Conirol of the Department of the Treasury).

[1 (41)52.226-4, Notice of Disaster or Emergency Arca Set-Aside (Nov 2007) (42 U.S.C. 5150).

[l {42)52.226-5, Restrictions on .-Subcontracl:ing Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C. 5150).

(1 (43)52.232-29, Terms for Financing of Purchases of Commetcial Tteins (Feb 2002) (41 U.S.C., 255(5), 10 U.5.C. 2307(F).
[T (44)52.232-30, Installment Payments for Commercial Items (Oct 1995) (41 U.S.C, 255(1), 10 U.S.C, 2307(E).

[} (45) 52.232-33, Payment by Electronic Funds Transfer--Central Contractor Registration (ch 2003) (31 U.S5.C. 3332).

[X] (46) 52. 232 34, Payment by Electronic Funds Transfer--Other than Central Contractor Registration (May 1999) (31
TU.S.C. 3332).

[] (47) 52.232-36, Payment by Tbird Party (FER 2010) (31 U.S.C, 3332).
1 (48)52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

[1 (49)1) 52.247-64, Prcference for Privately Owned U.S.-Flag Commercial Vesscls (Feb 2006) (46 U.S.C, Appx. [241(b)
and 10 U.S.C. 2631).

[] (i) Alternate I (Apr 2003) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (¢), applicable to commercial services, that the
Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of lJaw or Executive
orders applicable to acquisitions of commercial items:

[} (1)52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).
[0 (2)52.222-42, Statement of Equivalent Rates for Federal Hires (May 1989) (29 U.5.C. 206 and 41 U.S.C. 351, et seq.).

Employce Class _ Monetary Wage-Fringe Benefits
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1 (3)52.222-43, Fair Labor Standards Act and Service Contract Act--Price Ad;ustmcnt (Mult:lplc Year and Option Contracts)
(Sep 2009) (29 U.S.C, 206 and 41 U.S.C. 351, et seq.).

i@ 52.222-44, Fair Labor Standards Act and Service Coniract Act--Price Adjustment (Sc p 2009) (29 U.S.C, 206 and 41
U.S.C. 351, et seq.). :

1 (5)52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration, or
Repair of Certain Gquipment—Requirements (Nov 2007) (41 U.S.C. 351, et seq.).

1 (6) 52.222-533, Excmnption from Application of the Service (‘ontract Act to Contracts for Certain Scrvmcs--Rt,qu ircments
(FEB 2009) (41 U.S.C. 351, et seq.).

1 Ch 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations'. (MAR 2009)(Pub. L. 110-247)
[1 (8)52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008} (31 U.S.C. 5112(p)(1)).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) if this
contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and does not contain the
clause at 52,215-2, Audit and Records--Negotiation.

- (1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall have access
to and right to examine any of the Contractor's divectly pertinent records involving transactions related to this contract.

(2) The Contractor shall make availablc at its offices at all rcasonable timces the records, materials, and other evidence lor
cxamination, audit, or reproduction, until 3 years after final payment ander this contract or for any shorter period specificd in FAR
Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this contract is completely or partially
terminated, the records relating to the work terminated shall be made available for 3 years after any resulting final termination
settlement. Records relating to appeals under the disputes clausc or to litigation or the setticment of ¢laims arisin g under or
rclating to this contract shall be made avajlable until such appeals, litigation, or claims are finally resolved.

{3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, regardless of
type and regardless of form. This docs not require the Contractor to creatc or maintain any record that the Contractor dees not
inaintain in tbe ordinary course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clau sés in paragraphs (a), {b), {c), and (d) of this clause, the Coniractor is-not
required to [low down any FAR clausc, other than those in this paragraph (e)(1) in a subcontract for commicrcial items. Unless

otherwise indicated helow, the extent of the flow down shall be as required by the clause--

(i) 52 203-13, Contractor Code of Business Ethics and Conduct (APR 2010) (Pub. L. [10-252, Title VI, Chapter 1 (41 U.S.C.
251 note)).

(i1) 52.219-8, Utilization of Smail Business Concerns (DEC 2010} (15 U.S.C. 637(d)(2) and (3)), in all subconiracts that offer
further subcontracting opportunities. If the subcontract (except subcontracts to small business concerns) exceeds $650,000 ($1.5
miilion for construction of any public facility), the subcontractor must include 52.219-8 in lower ticr subcontracts that offer
subcontracting opportunities,

{iii) [Reserved]

(iv) 52.222-26, Equal Opportunity (Mar 2007) (B.O. 11246).

(v) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212).
C-1
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(vi) 52.222-36, Allicmative Action for Workers with Disabilitics (Oct 2010} (29 U.S.C. 793).

(vii) 52.222-40, Notitication of Employee Rights Under the National Labor Relations Act (DEC 2010} (E.O. 13496). Flow
down required in accordance with paragraph (f} of FAR clause 52.222-40.

(viif) 52.222-41, Service Conlract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).
(ix} 52.222-50, Combating Trafficking in Persons (FER 2000) (22 U.S.C. 7104{g)).
Alternate [ (AUG 2007) of 52.222-50 (22 U.5.C. 7104(g)).

(x) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration, or Repair
of Certain Equipment--Requirements “(Nov 2007)" (41 U.S.C. 351, ct scq.).

(xi) 52.222-53, Exemption from Apphcation of the Service Contr: act Act o Contracts for Certain Services-Requirements
(FEB 20093(41 U.S.C. 351, et seq.).

(xii) 52.222-54, Employee Eligibility Verification (JAN 2009)

(xm) 52.226-6, Promoting Excess Food Donation to Nouprofit Organizations. (M AR 2009)(Pub. L. 110-247). Flow down
required in accordance with paragraph (e) of FAR clause 52. 226 6.

(xiv) 52.247-64, Prcference for Privatcly Owned U.S.-Flag Commercial Vcsscls (Fcb 2006)-(46 U S.C. Appx. 1241(b) and 10
11.8.C. 2631). Flow clnwn required in accordance with paragraph (d) of FAR clanse 52.247-64.

(2) While not required, the contractor may include in its wbcontrdcts for commcrmal ltems a minimai number of additional
clauses necessary lo satisfy its contractual obligations.

C.6 HSAR 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (JUN 2006)

(a) "Sensitive Information," as used in this Chapter, means any information, the loss, misuse, disclosure, or unauthorized access
to or modification of which could adversely affect the national or homeland security interest, or the conduct of Federal programs,
or the privacy to which individuals arc entitled under scetion 352a of title 5, United States Code (the Privacy Act), but which has
not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept sceret in the
interest of national defense, homeland security or foreign policy. This definition includes the following categories of information:

© (1) Protected Critical Infrastructurc iformation (PCII) as sct out in the Critical Infrastructure Information Act of 2002 (Title I,
Subtitlc B, of the Homeland Security Act, Pub. L. 107-2906, 196 Stat. 2135), as amended, the implementing regulations thercto
(Title 6, Code of Federal Regulations, part 29) as amended, the applicable PCII Procedures Manual, as amended, and any
suppleinentary guidance officially communicated by an authorized official of the Department of Homeland Security (inciuding the
PCII Program Manager or his/her designee);

(2} Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, part 15320, as amended, ““Policies
-and Procedures of Safeguarding and Control of SSL" as amended, and any supplementary guidance officially communicated by an
authorized official of the Department of Homeland Sceurity (including the Assistant Secretary for the Transportation Security
Administration or his/her designee);

(3) Information designated as ~"Tor Official Use Only," which is unclassified information of a sensitive nature and the
unauthorized disclosure of which could adversely impact a person’s privacy or welfare, the conduct of Federal programs, or other
programs or epcrations cssential to the national or homeland security interest; and
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(4) Any information that is designated “sensitive” or subject to other controls, safeguards or protections in accordance with
subscquently adopied homeland security information handling procedures.

(b) "Information Technology Resources” include, but are not limited to, computer cquipment, networking equipment,
telecommunications equipment, cabling, network drives, computer drives, network software, computcr softwarc, software
programs, intranet sites, and internet sites.

(¢) Contractor employees working on this contract must complete such forms as may be necessary for security or other reasons,
including the conduct of background investigations to detcrmince suitability. Completed forms shall be submitted as directed by the
Contracting Officer. Upon the Contracting Officer’s request, the Contractor's employces shall be {ingerprinted, or subject to other
investigations as required. All contractor employees requiring recurring access to Government facilitics or access to scnsitive
information or IT resources are required to have a favorably adjudicated background investigation prior to commencing work on
this contract unless this requirement is waived under Departmental procedures. :

(d) The Contracting Officer inay require the contractor to prohibit individuals from workin £ on the contract if the government
deems their initial or continued employment contrary to the public interest for any reason, including, but not limited o,
carelessness, insubordination, incompetence, or security concerns.

(&) Work under this contract may involve access (0 sensitive information. Therefore, the Contractor shall not disclose, orally or
in writing, any sensitive information to any person unless authorized in writing by the Contracting Officer. For those contractor
employees authorized access to sensitive information, the contractor shall ensure that these persons receive training concerning the
protection and disctosure of sensitive information both during and after contract performance.

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where the subcontractor may have
access to Governmenti facilities, sensitive inforrnation,_ Or resources. .

C.7 IISAR 3052_.209-70 PROIIIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 2006)
{a) Prohibitions.

Section 835 of the Homeland Security Act, 6-1.5.C. 393, prohibits the Department of Homeland Security from entering into
any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as defined in this clause, or
with any subsidiary of such an entity. The Secretary shall waive the prohibition with respect to any specific contract if the
Scerctary determincs that the waiver is required in the interest of national sceurity,

(b) Definitions. As used in this clause:

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue Code of 1986

(without regard to section 1504(h} of such Code), except that section 1504 of such Code shall be applied by substituting ‘more

than 50 percent' for 'at least 80 percent' each place it appears.

Foreign Incorporatcd Entity mcans any cntity which is, or but for subsection (b) of section 835 of the Homeland Security Act,
6 13.5.C. 395, would be, treated as a foreign corporation for purposes of the Intcrnal Revenue Code of 1986,

Inverted Domestic Corporation. A forejgn incorporated entity shall be treated as an inverted domestic corporation if, pursuant
to a plan (or a series of rclated transactions)--

{1) The entity completes the direct or indirect acquisition of substantially all of the propertics held dircctly or indirectly by a
domestic carporation or substantially all of the properties constituting a trade or business of a domestic partnership

(2} Aflicr the acquisition at least 80 percent of the stock (by votc or valuc) of the entity is held--
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(1) In the case of an acquisition with respect to a domestic corporation, by former shareholders of the domestic corporation by
reason of holding stock in the domestic corporation; or

(it) In the case of an acquisition with respect to a domestic partncrship, by former partners of the domestic partnership by
reason of holding a capital or profits interest in the domestic partnership; and

(3) The expanded affiliated group which after the acquisition includes the entity does not have substantial business activitics in
the foreign country in which or under the law of which the entity is created or organized when compared to the total business
activities of such cxpanded affiliated group.

Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4}, and {5) of section 7701(a) of the
Internal Revenue Code of 1986, respectively.

(c) Special rules. The following definitions and special rules shall apply when determining whether a foreign incorporated entity
should be treated as an inverted domestic corporation.

(1) Certain stock disregarded. For the purpose of treating a foreign incorporated entity as an inverted domestic corporation
these shall not be taken into account in determining ownership:

(i) stock held by members of the expandcd affiliated group which includes the foteign incorporated entity; or

(ii) Stock of such entity which is sold in a public offering related to an acquisition described in section 835(b)(1) of the
Homeland Security Act, 6 U.S.C. 395(b}(1).

(2) Plan deemed in certain cases. If a foreign incorporated entity acquires directly or indircetly substantially all of the
properties of a domestic corporation or partnership during the 4- year period beginning on the date which is 2 ycars before the
ownership requirements of subsection (b)(2) are met, such actions shall be treated as pursuant to a plan.

(3) Certain transfers disregarded. The transfer of properties or liabilitics {including by contribution or distribution) shail be
disregarded if such transfers are part of 2 plan a principal purpose of which is to avoid the purposes of this scction,

(d) Special rule for related partnerships. For purposcs ol applying section 835(b) of the Ilomeland Secufity Act, 6 U.S.C. 395(b)
to the acquisition of a domestic partnership, except as provided in regulations, all domestic partnerships which are under common
controd (within the meaning of section 482 of the Internal Revenue Code of 19806) shall be treated as a partnership,

~ (e) Treaiment of Certain Ri ghts_.

(1) Certam rights shall be treated as stocks to the extent necessary to reflect the present value of all equitablc interests incident
to the transaction, as foHows: (i) Warrants; (i) Options; (iii) Confracts to acquire stock; (iv) Convertible debt instruments; (v)
Othcrs simifar intercsts. .

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do so to reflect the present value
of the transaction or to disregard transactions whose recognition would defeat the purpose of section 835.

(f) Disclasure. The offeror under this solicitation represents that [Check oncl:

[Jit is not a foreign incorporated entity that should be treaied as an inverted domestic corporation pursuant fo the criteria of
(HSAR) 48 CFR 3009.104-70 through 3009.104-73; []it is a foreign incorporated entity that should be treated as an inverted
domestic corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-73, but it has submitted a request
for waiver pursuant-to 3009.104-74, which has not been denied; or []it is a foreign incorporated cntity that should be treated as an
inverted domestic cerporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-73, but it plans to submit
a request for waiver pursuant to 3009.104-74.

C-1




HSFEHQ-11-C-1099 Section C
(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has been applicd for,
shall be attached o the bid or proposal.

C.8 HSAR 3052.215-70 KEY PERSONNEL OR FACILITIES (DEC 2_003).

(a) The personnel or facilities specified below are considered essential to the work being performed under this contract and may,
with the consent of the contracting parties, be changt:d [rom time to time during the course of the contract by adding or deleting
personnel or facilities, as appropriatc.

(b) Before removing or replacing any of the specified individuals or facilities, the Contractor shall notily the Contracting
Officer, in writing, before the change becomes effective. The Contractor shall submit sulficient information to support the
proposed action and to enable the Contracting Officer to evaluate the potential impact of the change on this contract. The
Contractor shall not remove or replace personnel or facilitics until the Contracting Officer approves the change.

Key Personnel under this Contract:

Project M aﬁager: Douglas Austin

C_l
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3.

3.

-

PERFORMANCE WORK STATEMENT

CONTRACT CLOSEOUT SUPPORT AND PERFORMANCE METRICS

BACKGROUND

The Federal Emergency Management Agency, Office of Chief Procurement Officer, has
indentified a backlog of expired “large” contracts awarded pursuant to FAR Part 15)
requiring review, closcout actions, and retirement to the Federal Records Center pursuant to
the Federal Acquisition Regulation (FAR) and 44 CFR, Subpart D. Tn addition to "large"
contractual instruments, the OCPO has identified a sipnificant backlog of simplified
acquisitions, purchase orders, delivery/task orders (under Federal Supply Schedule and
Indefinite Delivery contracts) Blanket purchase agrecments, grants, mtelagency agreements
for closecut under this contract. -

SCorr

The Purpose of this contract is to obtain Contracl support services in (1) closing out current
FEMA/OCPO contracts and its backlog of contracts, and Lo {2) track and report on
FEMA/OCPO petformance metrics, to include recommendations to improve productivity.

OBJECTIVES
I. Establish a realistic plan and procedure for contract closeout.

2. Bstablish, maintain, and make available to-COTR and CO, an effective closeout wacking

systenn,

3. Track and Report accurate and current information regarding close-out metrics as they

pertain to the total FIMA enterprise. This includes CORE Staff, Regions, Ab(]l.llbl'[]OlH
Operations Division, and contract per formance metrics on a weekly basis.

4. Close out contracts and de-obligate priot year funds in a manner consistent with acceptable
contract close-out practices and timelines

5. Coordinate with file room contractors to free up space in the designated file storage areas by
moving closed files ta be archived at the Federal Records Center (FRC),

6. Be able to respond to inquiries made by contracting personnel and COTRs regarding the

- status and location of particular files in the closeout process.

7. Track and Report on OCPO performance metrics, including Procurement Acquisition Lead

‘Time, Closc-outs, and deobligations on FEMA Lnterprises Bases.

4 - PIAFE OF PERFORMANCE

. The Contractor shall work primarily at the FIZMA Patriots Plaza building, located at395 E
Street SW, 5™ Floor, Washington DC, 20023.

Aceranl M AT /[



4.2, However, travel to and work at such FEIMA permanent or temporary tacilitics us decmed
necessary and appropriate by the COTR or Contracting Officer in futfilliment of the terms ol
(he contract may be authorized.

5. PERIOD OF PERFORMANCE
3.1, Base Period: July 30, 201F - July 29, 2012
5.2. Overlap Period with previous contractor: July 30, 2011 to September 30, 201!
3.3. Option Period {1 July 30, 2012 — July 29, 2013
5.4, Option Period [I: July 30, 2013 — July 29, 2014

6. KICK OFF MEETING :

6.1, The cantractor shall participate in a Kick-Off Meeting with the Contracting Officer, (he
COTR and any other designated FEMA representatives no later than. five (5) calendar days
from the datc of award. The purpose of the kick-off meeting is ta review und discuss the
lransition plan (See Requirements 8.4). The mutually acceptable linal transition plan shall be
submitted to the COTR no later than {ive (5) days alter the kick-off mieeting is held.

7. PROJECT PLAN MEETING _

7.1. The contractor shall participatc in a Project Plan Meeting with the Conlracting Officer. the
COTR and any other designated FEMA representatives no later than 35 days trom the date
of award, once the initial analytical phasc ol the contract has been completed. Dwring this
meeting the contractor shall provide their 1)10|t(.t Plan (sec Requirements 8.5} for review .
and approval. During the Project Plan viceting discussions will be held over the llﬂcll
formats of all reports due in Section 8 Requirements. Report formals and quantitics will be
finalized with the approved project plan.

8. REQUIREMENTS

8.1, The contractor shall perform independently at FEMA Headquarters, but shall not represent
itselt as an Agent of the Government. 'Fhe contractor shall coordinate with ollices within
FEMA, other Government agencies, and other povernment contractors in order to obtain
complete and/or required documcnla{mn and reconcile eontract funding obligations and
upendllurca

8.2 Standard closeout procedures applicable to a variety of contracts and procurement methods
shall be finalized following contract award, subject to Contracting Officer’s Technical
Representative (COTR) approval. FEMA/DLS - Office of the Chief Procurement Officer’s.
June 16, 2010, Memorandum: Contract Closeour Standard Operaiing Procedures sets forth
the applicable operating procedures. The Contractor may modity the procedures. iF the
appropriate provided proposed changes are approved by the Contracting Qfficer's Technical
Representative (COTR) in advance,

IJ




8.3. The contractor shall maintain a FEMA uiique computer generated tracking system for
tracking critical milestones of the FEMA closeout process. The recommended tracking
system {formats/screens) shall be subject to Contracting Ofticer’s Technical Representative
(COTR) approval. The contractor shall complete a scparate monthly and yearly inventory of’
atl physicaltly complete contracts and enter appropriate data into the tracking system. The
government will enter data tor any contract "awards"”, the contractor shall enter all data
relative to the closcout effort performed under this contract.

§.4. The contractor shall provide a transition plan at the Kick-off Meeting demonstrating how
they will transition from the current close-out process. This plan will give details on what
the contractor will accomplish during the mitial analytical phase, including a dctailed
description of their on-boarding personnel plan and the transition of the current contract-
close outs from the previous cotitractor.

$8.5. Bascd o inventory results gathered in the initial analytical phase, the contractor shall
recommend a project plan for effectively closing out all contracts in compliance with the
FAR. This plan is subjcct to Contracting Officer’s ‘Technical Representative (COTR)
approval, The plan shall specifically address the closure of all FEMA contract over the next
5-7 years, focusing on the period of performance ol the confract.

8.6. During the analytical phase the contractor shall compile, and thereafter maintain, a list titled
“Monthly Priority Report.” This list will include, but not be limited to, contracts for close-
oui which arc high dollar, high profile, require BCA Audit, or any over-aged contracts
which atre those that are due to exceed the 5 year age limitation. Over-aged contracts will
require the obligation of current ycar funds for any settlements that may be required for final
closeout. The contractor shall update this list and brief the COTR on their progress cl()smgj
out these contracts and of any potential roadblocks barring closcout procedures.

8.7. The contractor shall manage the day-to-day closeout activities over the life of the contract
and submit a “Biweekly Status Report” by calendar month, which shall be due to the
Contracting Officer’s Technical Representative (COTR) each subsequent 2 week period (see
Paragraph 8.8 below). The biweekly report shall address accomplishments, work projections
(for the next 30 days), issues of concern, and recommended solutions and cite statistics on
closing contracts and meeting [FAR standards. '

8.8. The timeframes specified under FAR 41-804, Closeout of Coutract Files, contracts shall be
closed within the following timeframes in accordance with FAR 4.804-1: -

i.) Tixed price contracts {other than those using simplificd acquisition procedurcs)
— 6 months following evidence of physical completion.

ii.) Contracts requiring scttlement of indirecl cost rates — 36 months tollowing
evidence of physical completion.

iii.) All other contracts 20 months following evidence of physical completion.

8.9. The contractor shall independently perform the contract closcout process, which shall
include, but is not limited, to, the following critical milestones:

8.9.1. QGather file documentation and ensure compleleness ol file documentation.
8.9.2. Verify current namc and address of contractor.
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893,

8.9.4.

3.9.5.
8.9.6,

3.9.7.

8.9.8.
8.9.9.

8.9.10.

3.9.11.

8.9.12.
8.9.13.
3.9.14.

3.9.15.

$.9.16.

8.9.17.

$.9.18.

8.9.19.

) S

Prepare and forward Completion Memorandum o COTR dcsignmed n the

contract (fixed price and cost type contracts),

Coordinate with COTR as needed to obtain required certifications. [FCOTR
annot be located. then coordinate with the applicable program oftice division

director. .

Ensure that disposition instructions for government property and classificd

material are obtained from the COTR. if required, and provided to the contractor.

Coordinate throughout the closcout process with the COTR and contractor, as

needed, through resolution of any outstanding issues.

Prepare and forward to the contractor, a request tor: Final voucher and supporting

documentation i.c. sununary of costs, payment history, certification concerning

(JS Government Property, list of classified materials retained. release off

government Hability, and assignment ol claims,

Coordinate with contractor, as needed, fo-obtain all requirved documentation.

Coordinate as necessary with the in-ptant Defense Contract Audil Agency (or

other Government cognizant (mdzt agency) to determine the status of indirect rates

on cost-type contracts,

Recommend use of FAR Quick Closcout procedures when ddVdii[aLL(lLlﬁ to the

psovernment.

Reconcile contract funding obligations and ¢xpendilures with final voucher

amouit and determine the amount due the government or owed to the contractor.

Coardinate research clforts will the contractor, finance olfice, and auditor when

appropriate.

Coordinate with the propram oftice, as appropriate, to obtain additional lunds for

contract closeout, if required. ' '

Prepare and maintain a contract tife checklist of completed closcout actions tor

each expired contract file.

Prepare a sumimary detailing the actions taken to etfect contract closcout pursuant

to FAR 4.805 (a) and () for Quick Closeout Procedures,

Preparc. 1n triplicate, final contract maodifications to obligate unds or de-obligate

excess funds. as appropriate. and closeout the contract. using the FEMA AAMS

and IFMIS systems. The madification shall be prepared for Contracting Ofticer’s

Technical Representative (COTR) review and Contracting Otticer approval,

Coordinate with the contractor to obtain the contractor’s signature on

supplemental agreements prior to Comracting Qfficer execution.

Retain an original, fidly executed, final modification in the Otfcial Contract File.

and make distribution to the contractor (original), Contracting Officer’s Technical

Representative {COTRY), and the Itnance oftice (origimal and copy)..

Box and prepare boxed liles for transter to the Federal Records Center. Prepare a

typed list of contracts included in each box by contractor name and conlract

nuniber. and turn boxes over lo Operations Support personned,

The contractor shall submit a Monthly Close-out Report (attacked) to the

Contracting Officer’s Technical Representative (COTR Y for consideration not less

than 3 business days prior to the end of the month. The contractor shall not only

track their assigned closeouts but those initiated by Regions, COREs. and AOD

personncl, )




8.10. The contractor shall submit weekly reports on OCPO performance metrics on FEMA
Enterpl ise bases, including buf not limited to:’
.10.1. Procurement Acquisition Lead Times (PAL"I)

S 10.2. Contract Close-out

8.10.3. De-obligations

9. APPLICABLE DOCUMENTS

9.1. Federal Acquisition Regulation (FAR) Part 4.8, Government Contract F‘llec;
9.2. Federal Acquisition Regulation (FAR) Part 45, Government Property
9.3. Homeland Security Acquisition Manual (HSAM) Subchapter 3004.804, Closcout of

Contract Files

9.4. Homeland Security Acquisition Regulation (FSAR) Subchapter 3004.8, Closeoul of

Contract Filcs

9.5. Department of Homeland Security (DHS) Management Directive Numbcr 0550.1, Records

Management

9.6. FEMA/DHS — Office of the Chicf Procurement Officer’s, June 16, 2010, Memorandum:
Contract Closeout Standard Operating Procedures

9.7. COTR Handbook - - Section 15 (Version 1, February 2009)

9.8. FEMA Office of Acquisition Management Instruction No. {07

9.9. Code of Federal Regulations — Subpart D

9.10.

Monthly Close-oul Report

10. DELIVERABLES/PERFORMANCE REQUIREMENTS

ID | Deliverabies/FEvent

Performance Standards

Delivery Schednie

1.0 | Kick-Off Meeting

Delayed no more than one business day
beyond the due date {(unless
Government causdes detay).

2.0 | Transition Plan  See
Requirements Section 8.4

Delayed no more than one business day

heyoud the due date (unless
Government causes delay).

3.0 | Project Plan Meeting

Detayed no inore thai one business day
heyond the due date (unless
Governinent causes delay).

The contracior shali submit

No later than 5 days alter
contract -award

plan at the kicko!f mecting lor
analytical phase, which should
be held within 3 days of
award.

No later than 35 days after
contract award

4.0 | Project Ian for Effective Close-
out — See chmrunents Section
8.5

Does not require substantive rework to
achieve Government acceptance.

The contractor shall submil
this pian during the project
plan meeting for the coplract
clase-out phase, which should
be held within a month and 5
days of award.
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Monihly Priority Report - Sce

Detayed no muore than one business day

The contractor shall submit |
the first monthly  repot no
liter (hap 30 days abter award
and the ast bosiness dav ol
caeh subseqrent month.

The contractor shall submit
the Hrst biweekly repont no
than 14 days  adler
contract award. and every id
days throughout the life of the

3G days alter award, and
continuons throughout the lile
of the conlract

Requirements Section 8.9 19,

The contrictor shall submit
the first seekly report no later
than one week alter contract
award and the 1asl business
day of each subsequent week.

3.0
Reguirements Section 8.6. beyvond  the  due  date  (unless
Government  causes delay).  Reporr
musk be approved by COTR.
6.0 | Biweekly Status Report — See Deluyed no more than one husiness day
Requirements Section 8.7. bevond  the  due  dale {unless
cGovernment cavses delay). Report | tater
musi be approved by COTR,
__________ _ caniraet,
7.0 | Completed Closed-out Contracts - | Does not require substantive rework to
Sce Requirements Section 8.8 and | achieve Govermnent acceplance,
3.9,
8.0 | Weekly Performance Metrics Delaved no more than one bisiness diy
Report — See Requirements “beyond the due date funless
Section 8,10 Covernment ciuses delay). Report
musl be approved by COTR.
9.0 | Monthiy Close-out Report — See Delayed no more than one busianess day

beyonrd the due date (unless
Government causes delay), Report
must be approvéd by COTR.

The contractor shall submit
the first monthly report no
later thar 60 days afler aword.
aned the last business day of
vach subscquent month.

| t. GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION

It

!

{

2

supplies for performance of this contract,

FEMA will provide otfice space. five work stations. compuler cquipment. and related

Additional Government-Turnished property (wmaterials, cquipment. and/or information)

will be provided in conjunction with required performance under contract as determined by

mutual agreement between the Government and the Contractor.

Countractor purchase ot

hardware or software lools are not anticipated as part of this contract, but it required by the
Contractor, must be pre-approved by the COTR. At the written request ol the Government,
the Contractor shall immediately return any property provided by the Government for the

Contractor’s 1se to complete the assigned tasks under this contract.

[ not reqguested, the

Contractor shall continue 1o abide by FAR part 435 untit completion of the contract.

12. PERIOD OF PERFORMANCI,

12,1, Base Period: July 30, 201¢ —July 29, 2012
2.2

12,3, Option Perted {0 July 30, 2012 = Tuly 29, 2013
2.4, Option Pertod 1E: July 30, 2013 — july 29, 2014

6.

Overlap Period with previous contractor: July 30, 2011 to September 30. 2011




13. SECURITY AND CONFIDENTIALITY OF I{'IVI*"OR;'P!A TION

i3.1. The work performed is UNCLASSIFIED.

13.2. The Centractor may have actess to infor mation in the posscsslon of the Government {or
which the Government’s vight to use and disclose the information is restricted, or which may
be of a nature that its dissemination of use, other than performance of this contract, would be
adverse to the interests of the Government or other parties. Theecfore, the Contractor agrees
to abide by any restrictive use conditions on information and not to (1} knowingly disclose
such information to others without written authorization from the Coutracting Officer, or to
(2) usc the information [or any other purpose than perforinance of this contract.




BPANO. 1. CONTRACT ID COBE PAGE
AMENDMENT OF SOLICITATION/MODIFIGATION OF CONTRACT L g
2. AMENDMENTAODIFICATION 1O, 3. EFFECTIVE DATE 4, REQUISITINNPURCHASE REQ. RO, 5. PROJEGT MOl 2pplicabla)
roOCo01 0A-12-2011
8. ISSUED BY £one 7. ADMINISTERED BY  {¥ other lan item 6) CopE ‘

Federal Emergency Managenent Agency

Office of the Chicf Procurcmenl Of[icor

supporl Sorvices Section
500 © Street, §.W., kP Sth Floor
Washington L 204732

game as block 9

6. NAME ANG ADDRESS OF CONTHAGTOR

GALVAN AND ASSOCIATES, LLC

749 RUSANNF 5T

LOCKPORT IL 6504414557

(Mo, steect, county, Skln and ZIP Cada)

[#) |24 AMENDMENT OF SOLICITATION KO,

| €B. DATED {SEEITEM 1)

10A. MODIFIGATION OF CONTRAGT/ORDER NO.
HSFEHP-11-~1{199

LODE

i FAGILITY CCDE

X |10-25-2010

108 DATEN (SEEITEM13)

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

D The above numbered solicitation is amended as set forth in Hern 14, The hour and date specified for receipt of Offers

E]is axtendead, ‘:] ls not extended.

Offars must acknowledge recalpt of this amendment prior te the hour and date specilied in the solicitation or as amended, by ons of the following methods:
.copies of the amendment; (b} By acknowledging receipt of this amendment on each copy of the

{a) By completing kems 8 and 15, and ralurming .

oifer submitied; or {¢) By separate leftter or telegram which includes a reference to the solicitation and amendment numbers.

FAILURE OF YOUR AC-

KNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND BATE SPECIFIED MAY

RESULT N REJECTION COF YOUR OFFER.

If by virtue of this amendment you desire to change an offer atready submitled, such change may be made

by telegram or [efler, provided each telegram of letler makes reference ko tho solicitation and this amendment, and is recelved prior to the opening hour

and date specified.

12. AGCOUNTING AND APPROPRIATION DATA  { requlred)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDEHRS,
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

{X) | A THIS CHANGE ORDER IS ISSUERN PURSUANT TOx

(Specily autharkty)

THE CHANGES SET FOFITH IN ITEM 14 ARE MALE IN THE CONTRACT QADER NO. IN ITEM 1aa.

® B. THE ABCVE NUMBEHED CONTRAGT/ORDER |5 MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES
SET FQRTH B ITEM 14, PLRSUANT TO THE ALUTHORITY OF FAR 43.103(b),

{such as charges in paying oflice, appropriation date, o)

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

0. OTHCA (Specily type of modilicalion and aulhority)

E. IMPORTANT:

Conlractor is not, D is required fo sign this documen! and return

coples to the issuing office.

14, DESCAIPTION OF AMENOMENTAMODIFICATION

{Oiganfzed by LICF seetlan headings, includlag solchalionisonirazt sublest meliar where feasible}

The purpose of this meodification is to appeint a Contracting Officer's Technical Representative {COTR).

1. Ryan Murray, phone number (202} 646-3897 is hereby appointed as the COTR.
2. All other terms and conditions remain unchanged.

Exenpt ag provided hemin, All loms and canditions of the doeument ielernsed in iam SA of 104, as heretolore changed, remains unchanged ard In full lorcs and effeci,

{6A NAMEZ AND TITLE OF SIGNER {Type o prml}

164 NAME AND TITLE OF CONTRACTING OFFICER
Charles E. Clemons
Contracting QOfficer

[Typ& or print}

153. CONTRACTORIOFFERCR

150, DATE SIGHNED

{Slgnatum: of persen autharized 1o sign)

168, UNITE/,S{AT?OF ANER . 4' ( (

160 DAFE GIGHED

{Signatuee of Contracting Oflicer)

l

HN3M TE10-01-152-8070
PRAEVIOUS EDITION NOT USABLE

STANDARD FOHM{!O (AEY. 10-3
Presudbed by GSA - FAR (48 CFR) 53.243




























