
 
 

 

March 27th, 2017 

Motorola Solutions, Inc. 

 

Sridhar Kowdley 

Program Manager P25 Compliance Assessment Program 

DHS Science and Technology First Responders Group 

Office for Interoperability and Compatibility 

 

 

 

To Sridhar Kowdley, 

 

Motorola Solutions has supported the Project 25 standard and Compliance Assessment Programs since 

its inception.  We understand and appreciate the efforts by the DHS Office for Interoperability and 

Compatibility to solve the various challenges faced by manufacturers and users of P25 products related 

to encrypted interoperable communications.   

 

In order to reduce confusion on this complex topic and ensure continued compliance of our portfolio with 

the Project 25 Compliance Assessment Program's Encryption Requirements Compliance Assessment 

Bulletin, Motorola Solutions will remove the Advanced Digital Privacy (ADP) feature as an included 

option from all subscriber models on or before June 30, 2017. 

 

 

 
Claudia Rodriguez 

Corporate Vice President, Devices 

Motorola Solutions 
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Re: Motorola position on Encryption Requirements CAB
1 message

Andy Davis  Mon, May 22, 2017 at 2:22 PM
To: P25CAP <p25cap@hq.dhs.gov>
Cc: Claudia Rodriguez  , "Kowdley, Sridhar"  ,
"Merrill, John"  , Davis Andy >

Mr. Merrill, 
Ms. Rodriguez asked that I send you this note to inform you that she and the Subscriber Engineering folks are working
on a response to your letter dated May 16, 2017. 
You can expect a formal response shortly. 

In addition, she asked that I provide you with a status update regarding her letter of March 27,2017:
The Subscriber Engineering Team is in the process of modifying the APX product line and model/option ordering
structure. 
These modifications will result in a new option referred to as "P25 CAP Compliance: No Encryption" (or something to
that effect). 
This option will allow customers desiring compliance to the Encryption Requirements CAB (March 2017), Section 3,
"Option 3 (No Encryption)" to order radios with no encryption capabilities.
These modifications are currently on schedule to be completed and available to the public by June 30, 2017.

Regards, 

Andy Davis

On Tue, May 16, 2017 at 11:48 AM, P25CAP <p25cap@hq.dhs.gov> wrote: 

Ms. Rodriguez,

 

Aĥached please find a response to your previously submiĥed leĥer on Motorola’s posiĕon on the Encrypĕon
Requirements CAB. 

 

Thank you,

The P25 CAP team

 

From: Andy Davis [mailto ]  
Sent: Tuesday, March 28, 2017 10:34 AM 
To: Kowdley, Sridhar < ; P25CAP <p25cap@HQ.DHS.GOV> 
Cc: Davis Andy‐ >; Claudia Rodriguez

 
Subject: Motorola posiĕon on Encrypĕon Requirements CAB

 

Sridhar, 

As we discussed on the phone on Friday, 

mailto:p25cap@hq.dhs.gov
mailto:p25cap@hq.dhs.gov
mailto:p25cap@hq.dhs.gov


here is the official letter from Motorola Solutions.describing out intentions regarding compliance to the recently
published Encryption Requirements Compliance Assessment Bulletin. 

If you want to post this to the CAP website, MSI is ok with that. It's up to you. 

Andy
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Motorola Solutio11s, Inc 

June 19, 2017 

John Merrill 

Director 

Office for Interoperability and Compatibility 

Science and Technology Directorate 

Department of Homeland Security 

Dear Mr. Merrill, 

0 M OTOROLA SOLUTIONS 

Thank you for your letter of May 16, 2017. Motorola Solutions appreciates the collaboration with your 

organization and, as we previously stated, is committed to maintaining compliance of our portfolio with 

the Project 25 Compliance Assessment Program's Encryption Requirements Compliance Assessment 

Bulletin. As noted in your letter, such compliance requires that radios either have no encryption 

capability or, have AES 256 encryption capability. 

During Motorola Solutions' meeting with DHS on May 26, 2017, Mr. Kowdley clarified the information 

the Department of Homeland Security would like to see to demonstrate compliance. That information is 

provided below. 

1. Complete the product modifications described in the March 27, 2017 letter from Claudia Rodriguez. 

These modifications will enable customers who are not interested in encryption to obtain CAP 

compliant APX products with no encryption capabilities. 

These modifications are scheduled to be completed by June 30, 2017. 

2. Describe the public process by which customers may obtain AES 256 upgrades to Motorola radios 

purchased without AES 256 encryption. 

The ASTRO Digital APX Radios (8500, 8000, 7500, 7000, 6500, 6000, 4500, 4000, 3000) allow customers 

to upgrade their current radios with no encryption capability or with encryption other than AES 256 to 

add AES 256. The APX2000, 2500, and 5000 models are international versions of the APX4000, 4500, 

and 6000 respectively and will have the same hardware and upgradeable capabilities. With the 

assistance of their Motorola Solutions salesperson or representative, the customer would order one 

T7936 upgrade kit which includes one CD and one subscriber Upgrade Manual, at that same time they 

would order the quantity of AES software upgrades that corresponds to the number of radio units they 

wish to upgrade. This kit would then be sent to the customer to load the software into the individual 



radios in the field via connection to a PC and a Motorola KVL unit. The APXl000 and APX1500 do not 

have the ability to ship with encryption software and are not upgradeable. 

Customers with XTL/XTS 5000, and XTL 2500 subscribers with MACE UCMs and with firmware version 

R07.xx.xx or higher can upgrade their subscribers. With the assistance of their Motorola Solutions 

salesperson or representative, the customer would order one T8065 upgrade kit which includes one CD 

and subscriber Upgrade Manual, at the same time they would order the quantity of AES software 

upgrade that corresponds to the number of radio units they wish to upgrade. This kit would then be sent 

to the customer to load the software into the individual radios in the field via connection to a PC and a 

Motorola KVL unit. The XTS2500, 2000, 1500 as well as the XTL1500 do not have the capability to be 

upgraded in the field . 

In the event they do not have a KVL unit, our Motorola Solutions sales team can help them order one. 

Attached is information on the ordering process to add AES 256 encryption to fielded APX and XTL/XTS 

radios. We hope that this addresses your concerns. 

3. Describe Motorola's methods for informing customers interested in obtaining radios capable of 
encryption that AES 256 encryption must be ordered to be fully compliant with P25 encrypted 
communications and fully compliant with CAP encryption requirements. 

There are 2 ways that Motorola customers may purchase radios with encryption or purchase encryption 

upgrades. Customers may work with a Motorola salesperson or, customers with access to our Motorola 

Online (MOL) system may order online. To ensure that customers are informed that AES 256 encryption 

is required for P25 compliant encrypted communications and to be fully CAP compliant, Motorola 

Solutions' internal ordering information used by all sales employees and MOL ordering information will 

clearly state that AES 256 encryption is required for P25 compliant encrypted communications and to be 

fully CAP compliant. 

We appreciate your assistance in this matter. 

Claudia Rodriguez 

Corporate Vice President 

Devices 

As discussed during our meeting on May 26, 2017, Motorola Solutions understands that provision of the 

information above demonstrates compliance with the Project 25 Compliance Assessment Program's 

Encryption Requirements CAB, and DHS will act promptly to remove Motorola's APX-series equipment 

from the "Non-Compliant with 2016 P25 CAP Encryption CAB Requirements" list and add Motorola's 

APX- series equipment to the "fully Compliant with 2016 P25 CAP Encryption CAB Requirements" list. 

G MOTOROLA SOLUTIONS 

Motorola Solutions, Inc 
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