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FOIA Overview

+ History

Enacted in 1966; amended several times since,
Including the 1996 “Electronic Amendments”.

Statutory right of access to federal agency records.

To ensure informed citizenry/prevent secret law —
Government openness and accountability.

Records must be disclosed unless exempt/excluded
by the statute.

Key Agency for FOIA guidance — Department of
Justice.
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FOIA Overview

+ "This legislation springs from one of our most essential
principles: a democracy works best when the people
have all the information that the security of the nation

permits. No one should be able to pull curtains of
secrecy around decisions which can be revealed
without injury to the public interest."”

-LBJ, on signing of FOIA, 1966
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DHS FOIA Organization

Hugo Teufel Il
DHS Chief Privacy Officer/
Chief FOIA Officer

DHS FOIA

Catherine M. Papoi, Organization Chart
J.D., CIPP/G

Deputy Chief FOIA Officer/
Director, Disclosure & FOIA

Vania T. Lockett, CIPP/G
Associate Director,
Disclosure Operations

!

|

| | William H. Holzerland, CIPP/G
i Associate Director,
|

I.

Disclosure Policy &
FOIA Program Development

| - T s s s e 1

HQ Elements FOIA Officers:
MGMT, CRCL, OGC,
OIA, OPS, NPPD,
S&T, OIG, US-VISIT

FOIA Officers:
ICE, TSA, CBP, USCIS,
FEMA, USCG, USSS

HQ Elements Processed
by Privacy Office:
S1,S2
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Lifecycle of a FOIA

+ Request received by component’s FOIA officer
* Determine fee category

* Resolve scope issues through communication with
requestor

+ Acknowledgement letter
* Was expedition or fee waiver requested?
-~ Search for records
+ Analysis of responsive records
* Are consultations/referrals required?
+ Letter to requestor itemizing ALL responsive records
+ Appeal/Litigation
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Your FOIA Responsibilities

+ You will receive search requests from your
component’s FOIA officer.

+ Unless your job specifically entails FOIA processing
responsibility, the limit of your involvement in FOIA is
searching for responsive records & providing general
withholding/release recommendations.
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Your FOIA Responsiblilities Cont’d

+ The FOIA Officer considers your withholding/release
recommendations in light of the statute, identifies any
applicable exemption(s) and makes the final release

determination. They may consult with you prior to final
release.

+ Itis imperative you provide input to your FOIA Officer
by the stated deadline as the statute mandates a
response to the requester within 20 business days.
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Search & Review Tips

+ Developing a strong administrative record is key
* Where did you locate responsive records?
* When did you begin your search?

— Once you've “cast your net” for records, you need not
go back to capture recent records after you complete
your initial search. It benefits everyone to initiate and
complete your search as quickly as possible.

* |s there information you believe should be withheld?
Why?

* Who conducted the search and review? What is their
pay grade?

* How much time was spent on search and review?
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Search Tips Cont'd

+ Think about the following places when conducting a
search:

* Files, desks, boxes, safes, computers (including
email), discs and other storage media

+ Think about the following types of documents when
conducting a search:

* Calendars (including Outlook), telephone message
slips, hand-written notes, draft and final documents
(hard copy and e-version), audio/videotapes,
photos, transmittal/routing slips, fax cover sheets,
e-mail, correspondence files, subject matter files

2 Homeland
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FOIA Exemptions

Classified Information

Internal Personnel Rules and Agency Practices
Statutory Exemptions

Trade Secret or Commercial Information
Common Law Privileges

General Privacy

Government Investigations

Financial Institutions

Geological and Geophysical Information
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FOIA Exemption Application

+ The FOIA does not allow an agency to withhold
Information from a requestor simply because the
disclosure of the requested record would be
embarrassing to the agency.

+ Please keep this in mind when creating records.
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FOIA Exclusions

Pending criminal investigation when subject is
unaware;

Informant records in certain circumstances;
FBI foreign intelligence or counterterrorism records.
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FOIA Exclusions

+ What is an exclusion?

* When a request is for records subject to an exclusion, the agency
may treat those records as not being subject to the FOIA. This is
different from “Glomarization” where the agency neither admits nor
denies that it has responsive records. The correct response to a
request for records that are covered by an exclusion is that no
records responsive to the request exist.

2 Homeland

y Security




Federal Records Act (FRA) v FOIA

+ Both laws address Federal records management

+ FRA speaks to Federal records retention and
destruction

+ FOIA speaks to Federal records access

+ Cannot destroy a record once it has become subject of
a FOIA request or litigation, even if destruction
permitted by FRA

+ FRA Key Agency — National Archives and Records
Administration

+ FRA questions: Kathy Schultz, DHS Senior Records
Officer, 202-447-5075
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FOIA Records Retention

+ General Records Schedule 14

+ Destroy files two years after final response if records
were released in entirety

+ Destroy files seven years after final response if any
withholdings (full or partial) or subject of an appeal.
Although NARA authorizes destruction after six years,
the statute of limitations on a FOIA claim is seven
years. Therefore, we should retain any appeal/denial
files for seven years after the last communication with
the requester.
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Privacy Act v FOIA

+ FOIA/PA Interface -1st Party Access

+ Requests by an individual for access to his/her record
should be processed under both FOIA and the Privacy Act

* Does PA exemption apply?
— If no, release the record.

— if exemption applies, make FOIA analysis and release
If required by FOIA.

— Requester gets the benefit of the statute with the
more liberal release requirement!
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Questions? Concerns?

Please do not hesitate to contact us if we can be of assistance on any
disclosure matter:

Privacy Office FOIA Number: (703) 235-0790
FOIA@dhs.gov

Catherine M. Papoi, J.D.
Deputy Chief FOIA Officer
Director, Disclosure & FOIA

Vania T. Lockett
Associate Director, Disclosure & FOIA Operations

William H. Holzerland
Associate Director, Disclosure Policy & FOIA Program Development
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Papoi, Catherine

From: Hawkins, Sandra L.
Sent: Thursday, February 16, 2006 6:08 PM
To: Foresman, George; Haile, Janet, McQueary, Charles; Baker, Stewart; Myers, Julie L; Hawley,

Kip; Williams, Jim; Broderick, Matthew, Patrick, Connie; Gonzalez, Emilic T; Paulison, Robert
DAVID; Collins, Thomas ADM; Spero, Debarah J; Perry, Phil; Skinner, Richard; Wood, John
(COS). € b2 3

Cc: Boudreaux, Chad; Mayer, Matt; Birkeland, Blair; Rosenzweig, Paul; Sciara, Nicolle, Tambone,
Victor, Chase, John; Lang, Gary J; Titus, Jane; Paar, Tom; Allen, Thad; Clark, Chris J;
Rieksts, Derek; Miller, Tamara; Cooney, Maureen

Subject: Executive Order 13392, Improving Agency Disclosure of Information
Importance: High
Attachments: Chief FOIA Officer Executive Order Memo.pdf

Attached is a memorandum from Maureen Cooney, Acting Chief Privacy Officer and Chief FOIA
Officer, on Executive Order (EQ) Number 13392 issued this past December by President Bush
requiring Executive Branch departments to reform their Freedom of Information Act (FOLA}
programs.

The attach memorandum outlines actions that need your support for the Department to comply with the
requirements of the EO.

If you have any questions, please do not hesitate to contact the Privacy Office at (571) 227-3813.

Thank you.

Sandra L. Hawkins

Administrative Officer

U.S. Department of Homeland Security
Privacy Office

Washington, DC 20528

Telephone: 571-227-3813

Fax: 571-.227-4171

E-mail: ¢ B (lowd T
www.dhs . gov/privacy

O e YO -



{5, Department of Homelsnd Securiry
Privacy (WTice
Arlington, YA 22202

Homeland
Security

February 15, 2006

MEMORANDUM FOR: DHS Directorate, Component, and Office l.cadership

FROM: Maureen Cooney WJL_O
Acting Chief Privacy Officer and

Chief Freedom of {nformation Act Officer

SUBJECT: Executive Order 13392, Improving Agency Disclosure of
Information

This past December, President George W. Bush issued an Executive Order requiring Executive
Branch departments to reform their Freedom of Information Act (FOIA) programs in order to be
more "citizen-centered.” As a first requirement, the President ordered each department to appoint a
Chief Freedom of Information Act Officer to have "agency-wide responsibility for efficient and
appropriate compliance with the FOIA." As the appointed official for the Department of Homeland
Security, | am writing to solicit your help in complying with the remaining requirements of the
Executive Order.

The Executive Order contains several "deliverables.” Departments must:

s Establish one or more FOIA Requester Service Centers (RSC) to "serve as the first place that a
FOIA requester can contact to seek information concerning the status of the person's FOIA
request.” To support the RSC, the Chief FOIA Officer can designate FOIA Public Liaisons to
whom a FOIA requester can raise concerns about service on FOIA requests.

¢ Conduct a review and develop a report on the department's FOLA operations, including the use
of information technology, practices with respect to requests for expedited processing,
implementation of multi-track processing, and availability of public information through
webhsites and other means. The report should also identify ways 10 eliminate or reduce the
FOIA backlog.

* Develop a FOIA Improvement Plan that includes specific activities to eliminate or reduce the
FOIA backlog, including changes to streamiine FOILA processing and activities to increase
public awareness. The FOIA Improvement Plan should have concrete milestones, specific
timetables, achievable outcomes, and mettics 1o measure success.



The Chief FOIA Officer for each department must submit a report by April 14, 2006, that addresses
these deliverables.

IDHS is fortunate to have an experienced cadre of FOIA professtonals to carry out the important and
neeessary work of achieving transparency through FOIA. Today I met with our senior FOIA
otficers to apprise them of the requirements of the Executive Order and to enlist their assistance.
Our discussions demonstrated that DHS already has in place many mechanisms that will allow me to
complete the required report on the items described above. All the components represented at our
meeting indicated that they have in place a dedicated individual (one or more) who is availabie by
telephone to respond to status inquiries. Much of the information required for the FOIA review is
available through the annual FOIA report that each compenent has completed pursuant to FOIA's
statutory requirements {5 U.S.C. § 352(e} 1)). And because we have had several vears of FOIA
expericnce -- and our legacy component agencies have had many -- it should be relauvely easy to
develop a FOIA Improvement Plan,

I intend to ensure that the DHS FOIA webpage contains a tink for a FOIA RSC with welephone
numbers and names of individuals in each component, directorate or office who can be contacted for
status inquiries. 1 will therefore appreciate vour assistance in forwarding the appropriate names and
telephone numbers to T (bi(2) 3: no later than March 17, 2006. [ also encourage
each of vou to revise your own FOIA webpage to include the FOIA Public Liaison's name and
ielephone number so that requesters can have this information available if they visit your websites.
This is an important step for improving FOIA operations, one that will make our programs more
"eitizen-centric,” as required by the Executive Order.

[ alse have begun to prepare a comprehensive report analvzing current FOIA operations at DHS and
offering a FOLA Improvement Plan, as required by the Executive Order. My report will. of
necessity, be based on the submission of component reports. To provide adequate time for
departmental review, I am asking each of you to work with your FOIA Officer to review your
current FOIA operations and to prepare a report describing them and suggesting a FOIA
Improvement Plan. Much of the FOIA review of operations work has been completed as a result of
the FOIA annual reporting requirements. Similarly. much of the FOIA Improvement Plan content
can be derived from the FOIA annual report and from vour own experience with the FOIA. While |
intend to provide a template for this report in the very near future, [ wanted to alert you to this
reporting requirement as ! will need your submissions no later than March 17, 2006.

We can be proud of the important work that we have accomplished in the few vears of DHS's
extstence, and ] am confident that we will be able to present to the Secretary and then to the Attomey
(eneral and the Oftice of Management and Budget. as required by the Executive Order. a
comprehensive report explaining the FOIA Program at DHS and ways that it can be improved. |
look forward to working with all of you on this important matter.

To reirerate, [will need by March 17, 2006, the names and telephone numbers of vour FOI Public
Licgisons. and [ encourage You 10 make this information available on vour website, By the sume daie,
Dwill also require a report from you about current FOLA operations and propasals for improvement.
Loin tirn, will eavure that vour Public Liaisons ure noted in our FOIA Service Cenrer, which will
appear on the DHS FOIAL website and will prepare a compreftensive report for the Secretary’s
approval and transmission (o the Antorney General and OMB.



If you have questions or comments please feel free to call me ar (371 227-3813. Our Director of
Departmental Disclosure and FOIA. Tony Kendrick, and his Deputy Director. Catherine Papoi. who
cun be reached at the same telephone number, can also provide additional information to you and
vour FOIA statf regarding the requirements of the Executive Order.

Thank vou for your help.

Altachment

Distribution List:

George Foresman, Under Secretary for Preparedness

Janet Hale, Under Secretary for Management

Charles McQueary, Under Secretary for Science and Technology
Stewart Baker, Assistant Secretary for Policy

Julie [. Myers, Assistant Secretary for Immigration and Customs Enforcement
Kip Hawley, Assistant Secretary for Transportation Security

James Williams, Director. US-VISIT

Matthew Broderick, Director, Operations Coordination

Connie L. Patrick, Director, Federal Law Enforcement Training Center
Ralph Basham. Director of the Secret Service

Emilio Gonzatez. Director. Citizenship and Immigration Services
David Paulison, Acting FEMA Director

Admiral Tom Collins, Commandant of the U.S. Coast Guard

Deborah Spero, Acting Commissioner, Customs and Border Protection
Phil Perry, General Counsel

Richard Skinner, Inspector General

John Wood. Chiet of Staff, Office of the Secretary

Cel

Chad Boudreaux. Deputy Chief of Staff, Office of the Secretary
Matt Mayer, Counsel to the Deputy Secretary

Blair Birkeland, Chief of Staff, Management Directorate

Paul Rosenzweig, Counselor to the Assistant Secretary tor Policy
Nicolle Sciara-Rippeon, Chief of Staff, Policy Directorate

Victor Tambone, Chief of Staff. Scicnce & Technology Directorate
John Chase, Chief of Staff. Preparedness Directorate

Gary Lang, Chief of Staff, Immigration and Customs Enforcement
Jane Titus, Chief of Staff, Federal Law Enforcement [raining Center
Tom Paar, Chief of Staff, Citizenship and Immigration Services
[had Alten, Chief of Staff, U.S. Coast Guard

Chris Clark, Chief of Staff. Customs and Border Protection

Derek Rieksts, Chiet of Staff. Operations Coordination

['amara Miller. Special Counselor, Transportation Securiny Administration
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Papoi, Catherine

From: Hawkins, Sandra L.

Sent: Monday, February 13, 2006 11:05 AM

To: McNeely, James; Eller, Robyn; Winsiow, Janett, Herrenbruck, Mark D: Kriley, Meegan,
Boshears, Kevin; Kaplan, Randall; {C_ b - o

L2 -7 Pavlik, Catrina;

Kim, Rena; Lyerly, Kathy: Tavlor, DConald R; Reback, Richard; Mitrano, Catherine; Ortiz,
Magda S; Boylan, SCT;; C 2. 2 Newhouse, Victoria;
. 2 ~1 I, Hudson, Reginald; Pietra, Peter,

Carter, Mildred; Bodolay, Stephen; Gaffin, Elizabeth S; T 2. "1 + Mathias,
Susan M; McNeely, James; Mesterhazy, Paul <CTR>; Tynes, Verna A; Moss, Robin N;

Groome, Kyle; T 2. 2O s Huff, Latita; Crisman, Virginia <CTR>; Fields, Marshall
H; Dean Lisa S; Purdy, Andv; Elkins, John E; maitto: T, 1o 2~ 3
bz— ‘= Dooley, William;

Plofker, Howard,. .  #>7- _J,Forero, Paula; { L2 ~ # Carroll,
Jason E; s — b 2, ¥} ;uzuki, Shari; Howara, Joseph E;
Privacy Office; West, David; Turner, Pam; Wall, Kenneth; Fisher, Alan; James, Ron; Edmon,
Melissa; Yonkers, Steve, T_ o7 -

Ce: Privacy Office

Subject: Privacy Monthly Meeting

Importance: High
Attachments: EQ13392 pdf

February’s Privacy Office Monthly Meeting will be held Wednesday, February 15, 2006, in € 2 7 .

Clbz Jat the TSA Headquarters, 601 S. 12 Street, Arlington, VA. The meeting will be for FOIA
Officers only. The agenda item to be discussed is the Chief FOIA Officer Executive Order, a copy
which is attached.

If you have any questions, please do not hesitate to contact the Privacy Office at (571) 227-3813.

Thank you.

Sandra L. Hawkins

Administrative Officer

U.S. Department of Hometand Security
Privacy Office

Washington, DC 20528

Telephone; 571-227-3813

Fax; §71-227-4171

E-mail: joye ! el
www.dhs.gov/privacy
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Papoi, Catherine

From: Holzerland, William
Sent: Maonday, September 10, 2007 4:53 PM
To: CRCL Counsel; Dorgan, Mark; Gramian, Nikki; Hawkins, Donald K, Huff, Latita; Marshall,

Giloria L; Pavlik-Keenan, Catrina M; Russell, Michael;, Snowden, Deborah TSA-FOIA; Suzuki,
Shari;, Taylor, Donald; Turner, Alisa; Welsh, Brian J; Young, Sophia G; Zimmerman-Pate,
Marty; Janet, Kevin TSA FOIA; Vilders, Gregory R; Miller, Patricia; Lee, Charmaine; Wiley,
Miles; Hudson, Reginald; Coates, Yvonne; Gailo, Katherine; Harris, Talya |

Cc: Papoi, Catherine; Lockett, VVania
Subject: **DOJ E.O. 13,392 Reporting Requirement**Due COB 9/21/07
Attachments: Backlog Reduction Goals Table.9.10.07 doc

Good evening all,

On Jdune 1, 2007, the U.S. Attorney General, in consuitation with OMB, issued his second report to the President
pursuant to E.O. 13,392, In accordance with Sec. 4(a) of the Executive Order, the AG's report includes
recommendations for improving agency FOIA administration. One of those recommendations requires each
agency that has a request or appeal pending beyond the statutory time period (i.e., a backlog) at the end of FY
2007 to establish backlog reduction goals for FY's 2008, 2009 and 2010. The Privacy Office will be submitting
these goals to the Department of Justice for review and will be publishing the goals on the Department's web
site.

First, each component must set a goal for the number of requests and the number of appeals that it plans to
process during each FY from 2008-2010. Second, each component must set a goal for the number of requests
and the number of appeals that the component estimates will be pending beyond the statutory time period {i.e.,
backlog) at the end of each FY from 2008-2010. When developing their goals for reducing the backlogs during
this period, components must necessarily prepare an estimate of the number of requests and appeals that will be
received during each of those years. Accordingly, each component must submit a draft of their backlog reduction
goals to PRIV no later than Friday, September 21, 2007 by COB. Please follow the Microsoft Word tabie
template attached above for this submission and please contact our office if there are any questions. Thank you
again and have a great evening!

Regards,
il

William H. Hoizerland, CIPP/G

U.8. Department of Homeland Security
Associate Director,

Disclosure Policy & FOIA Program Development
£ bz !



Backlog Reduction Goals for FY08, FY09, FY10
In furtherance of E.O. 13,392, “Improving Agency Disclosure of Information”

Requests
Fiscal Year Number of Requests Estimated Number of Requests Incoming Agency's Goal for Number | Agency's Goal for Number of
Pending at Beginning During FY of Requests to be Requests Pending Beyond
of FY Processed Duwring FY Statutory Time Period {i.e.,
Backiog) at End of FY '
2008
2009 Use # from last colurnn

above

Use # from last column
above

l
|




Backlog Reduction Goals for FY08, FY09, FY10
In furtherance of E.O. 13,392, “Improving Agency Disclosure of Information”

Estimated Number of Appeals Incoming
During FY

Agency’s Goal for Number
of Appeals to be
Processed During FY

Agency's Goal for Number

of Appeals Pending Beyond

Statutory Time Period (i.e.,
Backlog) at End of FY

Appeals
Figcal Year Number of Appeals
Pending at Beginning
of FY
2008
2009 Use # from last column
above
2010 Use # from last column

above




Papoi, Catherine
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‘rom:
Sent:
To:
Subject:

Papoi, Catherine

Monday, October 23, 2006 10:57 AM

Debnam, Sandra; Papoi, Catherine

Accepted: Updated: AILA Meeting with CIS and ICE

—



Papoi, Catherine

——————————————— —
‘rom: Papoi, Catherine
Sent. Tuesday, October 24, 2006 351 AM
To: Debnam, Sandra; Papoi, Catherine

Subject: Accepted: Updated: Meeting with AILA {Amy Peck)
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Papoi, Catherine

From: Papoi, Catherine
Sent: Tuesday, June 20, 2006 3.02 PM
To: Avidan, Elliot; Christian, Cindy; Fislds, Marshall H; Harrison, Barbara M, Hawkins, Donald K;

Hoizerdand, William;, Huff, Latita; Marshall, Gloria L; Ortiz, Magda S, Ovall, Jeffery; Ford Page,
Sandy; Pavlik, Catrina TSA-FOIA; Sealing, Donna; Suzuki, Shari; Donald Taylor

= 1a Z =p; Worthy, Gayle, Zimmerman-Pate, Marty
Cc: Cooney, Maureen; Martensen, Kenneth; Withnell, Elizabeth; Papoi, Catherine
Subject: **ADVISEMENT OF NEW FOIA REPORTING REQUIREMENT***
Contacts: Elliot Avidan; Cynthia Christian; Marshall Fields; Barbara Harrison; Donald Hawkins; William

Holzerand; Latita Huff; Gloria Marshall; Magda Ortiz; Jeff Ovall; Sandy Ford Page; Catrina
Pavlik; Donna Sealing; Shari Suzuki; Donaid Taylor; Gayle Worthy, Marty Zimmerman-Pate

Attachments: DATA REQUIRED IMMEDIATELY .msg

Good afternoon, all. My thanks to everyone for their efforts in the recent scramble to provide FOIA

backlog/processing information on such short notice. | know that those in the Secretary's office also appreciate
the work that went into compiling the information.

As you are aware, Executive Order 13392 created a heightened awareness of and interest in the FOIA processes
agency-wide. In an effort to maintain momentum and stay abreast of DHS FOIA operations, the Chief FOIA
Officer reguests that all FOIA Officers send to our office, on a monthly basis, inforrnation similar to what we

requested via email last Wednesday (see attached). The following are the reporting dates for the remainder of
FY 2008:

July 14
August 18
September 15

The following is the data requestad:

1. How many open FOIA/PA requests do you currently have?

2. Of the open FOIA/PA requests in your component, how many were received within the tast 10
business days?

3. Of the opan FOIA/PA requests in your component, how many were received 11-20 business
days ago?

4. Of the open FOIA/PA requests in your compeonent, how many ware received 21-60 business
days ago?

5. Of the open FOIA/PA requests in your component, how many were received 61-120 business
days ago?

6. Of the opan FOIA/PA requests in your component, how many were received 121-180 business
days ago?

7. Of the open FOIA/PA requests in your component, how many were received 181-240 business
days ago?

8. Of the open FOIA/PA requests in your cornponent, how many were received 241-480 business
days ago?

9. Of the open FOIA/PA requests in your component, how many were received over 481 husiness
days age?

10. What is the date of your oldest request?

In addition, 1 need each component to send an emaijl to me ASAP indicating how many requests they have
received to-date during this FY.
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Please let me know if there are questions and thanks again for all of your assistance.

Catherine Papoi

Acting Director, Departmental Disclosure & FOIA
Privacy Office

Dapartment of Homeland Security

Phone: (571) 227-3813/Fax; (b71) 227-1125
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Papoi, Catherine

From: Papoi, Catherine . _. 12 —

Sent:  Thursday, February 08, 2007 5:09 PM
To: ol b2 1 Coates, Yvonne
Ce: Catherine Papoi; Holzerland, William; Lockett, Vania

Subject: June 30, 2007 EQ Improvement Plan Milestones

Pursuant to the January 19, 2007 DHS E.O. FOIA Improvement Plan, USCG must meet the following milestones
by June 30, 2007:

1. USCG will submit for allocation of 16 billets for USCG headquarters disclosure.

2. All components will evaluate disclosure operations, to include processing centralization, processing-track
meodifications and internal processing procedures and determine appropriate program modifications.

3. Senior component leaders will issue memos to all component employees regarding the importance of FOIA
responsibilities.

4. Components will draft and implement the use of response letter templates. The draft tempfates will be
forwarded to our office for review by April 27t

5. Components will have a FOIA web site or a link to the DHS FOIA web page from their component's public
web site.

6. Components will proactively disclose documents on its web site. When an agency has public information
that does not fall into any subsection (a){2) category but nevertheless could be made readily availabie to
the public, including through posting on the Web, such availability can reduce the need for the making of
FOIA requests. See Exec. Order No. 13,392, Sec. 3(b)ii} (calling for "increased reliance on the
dissemination of records that can be made available to the public” without the necessity of a FOIA
request).

7. Compeonents will be in full compliance with the statutorily mandated affirmative disclosure requirements
under FOIA subsection (a){2). The FOIA as amended in 1996 requires that agencies post on their Web
sites frequently requested records, policy statements, staff manuals and instructions to staff, and final
agency opinions. This obligation is unique in that it is a continuing one, which requires constant attention to
make sure that an agency does not fall out of statutory compliance. See Exec. Order No. 13,392, Sec. 3(a)
(iv) {calling for attention to this statutory requirement in particular).

Each component must report to my office on the success of each of the above milestones by July 6, 2007. The
report must attach the final documents created in response to items 3 and 4. In addition, please provide the web
link for items 5-7.

There are additional Department-wide milestones that my office must accomplish by June 30, 2007. Piease see

the Improvement Plan for details. | will also provide information on those action items when implemented. if there

are gquestions, please do not hesitate to contact Associate Director for Program Development, Bill Holzerland, at
T Z =

Catherine Papoi, J.D.

Director, Departmental Disclosure & FOIA
Deputy Chief FOIA Officer

U.5. Department of Homeland Security
Washington, D.C. 20528

Phone: 571.227 .3813/Fax; 571.227.1125

This communication, along with any attachments, is covered by federal and state faw governing electronic
communications and may contain confidential and legally privileged information. If the reader of this message is
not the intended recipient, you are hereby nofified that any dissemination, distribution, use or copying of this
message is strictly prohibited. If you have received this in error, please reply immediately to the sender and
delete this message. Thank you.

i pala o S Y s .
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Papoi, Catherine

From: Papoi, Catherine b -7

Sent:  Thursday, February 08, 2007 5:08 PM
To: Cejka, Diane T, Welsh, Brian J; Sposato, Janis A
Cc: Scharfen, Jonathan R; Catherine Papoi; Lockett, Vania; Holzerland, Wiltiam

Subject: June 30, 2007 EC Improvement Plan Milestones

Pursuant to the January 19, 2007 DHS E.O. FOIA Improvement Pfan, USCIS must meet the following milestones
by June 30, 2007

1. USCIS will implement the new finai rules pertaining to processing genealogy and immigration [litigation-
related requests and initiate processing ICE A-file records in accordance with provided ICE guidance.

2. USCIS is instituting the NRC performance modification plan.

3

All components will evaluate disclosure operations, to include processing centralization, processing-track
modifications and internal processing procedures and determine appropriate program modifications.

4. Senior component leaders will issue memos to all component employees regarding the importance of FOIA
responsibilities.

5. Components will draft and implement the use of response lefter templates. The draft templates will be
forwarded to our office for review by April 271

6. Components will have a FOIA web site or a link to the DHS FOIA web page from their component’s public
web site.

7. Components will proactively disclose documents on its web site. When an agency has public information
that does not fall into any subsection (a)(2) category but nevertheless could be made readily available to
the public, including through posting on the Web, such availability can reduce the need for the making of
FOIA requests. See Exec. Order No. 13,392, Sec. 3(b)(if) (calling for “increased reliance con the
dissemination of records that can be made available to the public" without the necessity of a FOIA
request).

8. Components will be in full compliance with the statutorily mandated affirmative disclosure requirements
under FOIA subsection (a)(2). The FOIA as amended in 1996 requires that agencies post on their Wab
sites frequently requested records, policy statements, staff manuals and instructions to staff, and final
agency opinions. This obligation is unique in that it is a continuing one, which requires constant attention to
make sure that an agency does not fall out of statutory compliance. See Exec. Order No, 13,392, Sec. 3(a)
{iv) (calling for attention to this statutory requirement in particular).

Each component must report to my office on the success of each of the above milestones by July 6, 2007. The
report must attach the final documents created in response to items 4 and 5. In addition, please provide the web
link for items 6-8,

There are additional Department-wide milestones that my office must accomplish by June 30, 2007. Please see
the Improvernent Plan for details. | will aiso provide inforrmation on those action items when implemented. If there
are questions, please do not hesitate to contact Associate Director for Program Development, Bill Holzerland, at
bR =]

Catherine Papoi, J.D,

Director, Departmental Disclosure & FOIA
Deputy Chief FOIA Officer

U.S. Department of Homeland Security
Washington, D.C. 20528

Phone: 571.227.3813/Fax; 571.227.1125

This communication, along with any attachments, is covered by federal and state law governing electronic
comimunications and may contain confidential and legally privileged information. If the reader of this message is
not the intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this
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message is strictly prohibited. if you have received this in error, please reply immediately to the sender and
delete this message. Thank you.

Ty )™ " R ™
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Papoi, Catherine

From: Papoi, Catherine [(_ b 27 .
Sent:  Thursday, February 08, 2007 5:05 PM
To: Resster, Shila; Suzuki, Shari; Zimmerman-Pate, Marty; Worthy, Gayle; Avidan, Elliot; Christian,

Cindy; Fields, Marshall H; Marshall, Gloria L; Ovall, Jeffery; Hawkins, Donald K Huff, Latita; Ford
Page, Sandy, Paviik-Keenan, Catrina M; Dorgan, Mark; Hudson, Reginaid; McNeely, James; CRCL
Counsel; Gramian, Nikki; Snowden, Deborah TSA-FOIA; Russell, Michael; Plofker, Howard TSA
OCC; Reback, Richard; Young, Sophia G

Cc: Lockett, Vania;, Catherine Papoi; Teufel, Hugo; Holzerland, William
Subject: June 30, 2007 Improvement Plan deadlines

Pursuant to the January 19, 2007 DHS E.O. FOIA improvement Plan, all components must meet the following
milestones by June 30, 2007:

1. Aill components will evaluate disclosure operations, to include processing centralization, processing-track
modifications and internal processing procedures and determine appropriate program maodifications.

2. Senior component leaders will issue memos to all component employees regarding the importance of FOIA
responsibifities.

3. Components will draft and implement the use of response letter ternplates. The draft templates will be
forwarded to our office for review by April 27'.

4. Components will have a FOIA web site or a link to the DHS FOIA web page from their component’s public
web site.

5. Components will proactively disclose documents on its web site. When an agency has pubiic information
that does not fall into any subsection {(a){2) category but nevertheless could be made readily avaitable to
the public, including through posting on the Web, such availability can reduce the need for the making of
FOIA requests. See Exec. Order No. 13,392, Sec. 3(b)(ii) (calling for "increased reliance on the
dissemination of records that can be made available to the public” without the necessity of a FOIA
request).

6. Components will be in full compliance with the statutorily mandated affirmative disciosure requirements
under FOIA subsection (a){2). The FCIA as amended in 1996 requires that agencies post on their Web
sites frequently requested records, policy statements, staff manuafs and instructions to staff, and final
agency opinions, This obligation is unigue in that it is a continuing one, which requires constant attention to
make sure that an agency does not fall out of statutory compliance. See Exec. Order No. 13,392, Sec. 3(a)
(iv} {cailing for attention to this statutory requirement in particular).

Each component must report te my office on the success of each of the above milestones by July 6, 2007. The
report must attach the final documents created in response to items 2 and 3. In addition, please provide the web
tink for items 4-G.

There are additional Department-wide milestones that my office must accomplish by June 30, 2007. Please see
the Improvement Plan for details. | will also provide information on those action items when implemented. i there
are questions, please do not hesitate to contact Associate Director for Program Development, Bill Hoizerland, at

L b =

Catherine Papoi, J.D.

Director, Departmental Disclosure & FOIA
Deputy Chief FCIA Officer

U.S. Department of Homeland Security
Washington, D.C. 20528

Phone: 571.227.3813/Fax: 571.227.1125

This communication, along with any attachments, is covered by federal and state taw governing electronic
cormmunications and may contain confidential and legally privileged information. If the reader of this message is

e o
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not the intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this
message is strictly prohibited. If you have received this in error, please reply immediately to the sender and
delete this message. Thank you.
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Papoi, Catherine

From: Papoi, Catherine "[_ g !

Sent: Monday, July 16, 2007 3:.37 PM
To: Dorgan, Mark; Zimmerman-Pate, Marty; Harris, Talya I; Orsino, Stephen; Welsh, Brian J; Cejka,

Diane T; Tayfor, Donald; Richardson, Sherry; Janet, Kevin TSA FOIA; Huff, Latita; Hudson,
Reginald; Suzuki, Shari; Pavlik-Keenan, Catrina M, Reback, Richard; Turner, Alisa; Hawkins,
Denald K; Wiley, Miles; Young, Sophia G; McNeely, James; CRCL Counsel; Miller, Patricia

Cc: Papoi, Catherine; Lockett, Vania; Holzerland, William
Subject; December 31, 2007 Improvement Plan deadlines and reporting requirement

Pursuant to the January 19, 2007 DHS E.Q. FOIA Improvement Plan, all components must meet the following
milestones by December 31, 2007:

DHS will eliminate its request backiog.

Applicable components complete all FOIA personned hiring actions.

Improved customer service through the liaisons,

USCIS and ICE will determine a target date for completing the A-file digitization project.

Programs will finalize operational changes deemed necessary, including processing centralization,
processing-track modifications, and internal processing procedures.

USCIS will institute the Ombudsman’s operational recommendations.

DHS FOIA professicnals who devote more than 50 percent of their time to FOIA will attend annual FOIA
training offered through the U.8. Department of Justice or other similar program.

8. All DHS components will be in full compliance with the DHS FOIA regulations.

e

-~ e

Each component must report to my office on the success of each of the above milestones by January 11, 2008,
If one or more of the above milestones is not met, the component must submit responses to the following for each
deficiency:

1. Identify the deficient milestone.

2. Identify the FOIA Improvement Plan area to which your deficient milestone relates.

3. Describe the specific steps you have taken to date to correct the deficiency, inciuding the dates by which
you completed these steps.

4, Describe any additional steps that you will be taking in the future to correct the deficiency, including the
dates by which you will compiete these sieps.

There are additional Department-wide milestones that my office must accomplish by December 31, 2007. Please
see the Improvement Plan for details. If there are questions, please do not hesitate to contact Associate Director
for Program Development, Bill Holzerland, at T W= T

Catherine Papoi, J.D., CIPP/G

Deputy Chief FOIA Officer

Director, Departmental Disclosure & FOIA
U.S. Department of Homeland Security
Washington, D.C. 20528

Phone: 703.235.0790/Fax: 703.235.0443

This communication, along with any attachments, is covered by federai and state law governing electronic
communications and may contain confidential and tegally privileged information. If the reader of this message is
not the intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this
message is strictly prohibited. If you have received this in error, please reply immediately to the sender and

FaWiaVilla TeY il d



Page 2 of 2

delete this message. Thank you.

e ia Y TaTte el
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DHS Chief FOIA Officer’s Meeting
Tuesday, August 8, 2006
10:00 a.m. -11:00 a.m.

Sign-in and Introductions

Supplemental Executive Order Report

Component FOIA Guidance

Reporting
a.
b.

C.

Weekly Report
Monthly Report
Annual Report



Department of Homeland Security
Privacy Office

Uy
Lol

DHS Chief FOIA Officer’s Meeting
Tuesday, December 12, 2006
11:00 a.m. -12:00 p.m.

e Sign-in

e New positions at DHS HQ FOIA

L2}

Catherine Papoi, J.D., Deputy Chief FOIA Officer and Director, Disclosure and
FOIA

Vania Lockett, Associate Director, Disclosure and FOIA Operations

William Holzerland, Assoctate Director, Disclosure and FOIA Program
Development

Erin Odom, FOIA Administrative Specialist

James Larsen, FOIA Administrative Specialist

Stephanie Kuehn, Lead Senior FOIA Specialist

Mark Dorgan, Sentor FOIA Specialist

Loren Clark-Moe, Senior FOIA Specialist

¢ Update on the DOJ Annual FOIA Report compilation

° Update on Supplemental Executive Order 13392 Report

Stil! in clearance

Eliminate backlogs by December 31, 2007
Education and Training

Technological Improvements

e (Coming Soon...

Revised DHS FOIA Management Directive



Finalized DHS FOIA Regulations

Request for comprehensive list of component records from cach FOIA officer
{types of records, names of Systems, efc.)

Request from components to provide information regarding what type of FOIlA
training they give/require tor both FOIA personnel and non-FOIA collateral duty
personnel

e Reporting
o Weekly reporting -Due by C.O.B. each Friday (see attached guidance) and should
be sent to Vana Lockett

»  Monthly reporting - Due by C.O.B.
January 19"
February 16
March 16™
April 13™
May 18"
June 15"

» Annual Report — Due December 1, 2007

e Overview of anticipated information requests

e DOJ 2006 FOIA Guide Seminar is December 19, 2007 — we will have a
DOJ FOIA Guide for each component



Sign-in

Department of Homeland Security
Privacy Office

DHS Chief FOIA Officer’s Meeting
Thursday, July 19, 2007
10:00 a.m. -11:00 a.m.

New employees at DHS HQ FOIA
Emily McMuilen, FOIA Specialist
Carol Curley, FOIA Specialist

DOJ FY 2007 Annual FOIA Report compilation
> Currently, intend to use the same template as last year

DOJ will come out with guidance on the Improvement Plan-related section this fall
Due December I, 2007

Update on Executive Order 13392 FOIA Improvement Plan

> December 31, 2007 component milestones:

DHS will eliminate its request backlog.
Applicable components complete all FOIA personnel hiring actions.
Improved customer service through the liaisons.

USCIS and ICE will determine a target date tor completing the A-file
digitization project.

Programs will tinalize operational changes deemed necessary,
including processing centralization, processing-track modifications, and
internal processing procedures.

USCIS will institute the Ombudsman’s operational recommendations.



+ DHS FOIA professionals who devote more than 50 percent of their
time to FOIA will attend annual FOIA training offered through the U.S.
Department of Justice or other similar program.

« All applicable DHS components will be in tull compliance with the
DHS FOIA regulations.

» Component’s status report re meeting the above milestones must be submttted to
our office by January 11. 2008

e DHS Headquarters Electronic FOIA Tracking System
- Version of IQ Solutions tailored for FOIA tracking
. Using Adobe Acrobat for redaction
< Recommend all components purchase
» If interested, please contact our office

¢ Reporting
Weekly reporting -Due to Vania Lockett by C.O.B. each Friday
Monthly reporting — Due to William Holzerland by C.O.B.:
August 17, 2007
September 14. 2007
October 19, 2007
November 16, 2007
December 14, 2007
January 18, 2008
February 15, 2008
March 14, 2008
April 18, 2008
May 16, 2008
June 13, 2008
July 18, 2008

e Upcoming CFOIAO Meeting dates:
- December 3. 2007
- June 11, 2008
s December 3, 2008

e Appeal Packages
> Presented by OGC Counsel



Papoi, Catherine

Subject:
Location:

Start:
End:

Recurrence:

Meeting Status:

Required Attendees:

CFOIAC's Meeting
PRIV Conference Room

Thu 12/13/2007 10:00 AM
Thu 12/13/2007 11:.00 AM

{none)
Meeting organizer

Papoi, Catherine; Lockett, Vania; Curley, Carol <CTR>; Odom, Erin <CTR>; Lee, David
<CTR>: McMullen, Emily <CTR>



Papoi, Catherine

Subject:

Start:
End:

Recurrence:

CFOIAO mtg

Wed 6/11/2008 10:00 AM
Wed 6/11/2008 11:00 AM

{none)



Papoi, Catherine

Subject:

Start:
End:

Recurrence:

CFOIAQ mtg

Wed 12/3/2008 10:00 AM
Wed 12/3/2008 11:00 AM

(none)
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Lockett, Vania

From: Lockett, Vania
Sent: Friday, June 29, 2007 3:51 PM
To: Lockett, Vania; 'Ressler, Shila", Suzuki, Shari; Zimmerman-Pate, Marty, Fields,

Marshall H; Marshall, Gioria L; Ovall, Jeffery, Hawkins, Donald K; Huff, Latita;
‘Hudson, Reginald’; 'McNeely, James', 'CRCL Counsel’; Gramian, Nikki; 'Russell,
Michael'; Plofker, Howard TSA OCC; Reback, Richard; Young, Sophia G; 'Dorgan,
Mark’; Welsh, Brian J; Cejka, Diane T; Gentile, Dominick; "Wiley, Miles'; Pavlik-
Keenan, Catrina M, 'Turner, Alisa’; Janet, Kevin TSA FOIA

Cc: Papoi, Catherine; Holzerland, William
Subject: DHS FOIA Response Templates

Attachments: Thank You to Submitter.doc; Acknowledgement_Referral Received.doc, Baggage
Complaint for TSA.doc; Confirm Request Withdrawn.doc; Deadbeat_Outstanding
Fees.doc; Denial_Denied in Part or in Full.doc; Denial_Expedited Treatment.doc;
Denial_Fee Waiver.doc, Denial_No Records Response.doc, DHS Response with
Appeal Info To Inter-agency Referral .doc; Disentitiement Doctrine_Fugitive.doc; Fee
Estimate_Willingness to Pay_Advance Payment.doc; Fee_ Waiver_ ~ Abeyance.doc;
FOIA Exemptions.doc; Glomar.doc; I-94 Letter for CBP .doc; Intent o Release _No
Submitter Response.doc; Intent to Release_Qver Submitter Objections.dog; Inter-
agency Referral for Review and Return.doc; Inter-agencyTransfer for Direct Response
{2 itrs).doc; Intra-agency Transfer for Direct Response (2 itrs).dog; Intra-agency
Transfer of Inter-agency Referral (3 lirs}).doc; NMI_No Questions.doc; NM!_Not
Reasonably Described.doc; Predisclosure Notice to Requeter dac; Predisclosure
Nofice to Submitter.doc, Privacy Act Exemptions.doc; Release in Full.doc; Suspense
Tracker.doc

All,

In accordance with the provisions of the Department of Homeland Security {DHS) FOIA
Improvement Pian, attached are the DHS FOIA Response Templates. These templates are model
letters, which have been cleared through DHS legal review and must be used by all DHS
component FOIA offices to respond to FOIA requests. Consistency throughout DHS is
paramount. Therefore, if your component believes there is a necessity to incorporate additional
mission specific language, that language must be presented to this office for review and approval
prior to use.

If there are any questions or conceins, please do not hesitate to contact this office.

Vania T. Lockett, CIPP/G
Associate Director, Disclosure & FOIA Operations

Privacy Office
U.S. Depariment of Homeland Security
Direct: T~ ba ]

Fax: 703-235-0443
FOIA Main: 703-235-0790
http://www .dhs.govifoia

110N 7



Papoi, Catherine

— M. e I A — S, N . - . .
Fram: Tayfor, Donald . {W) (g |
Sent: Tuesday. August 15, 2608 12:35 PM
Te: - (N (23 b
Ce! Cuellatte, Robin
Subject: FW: COMPONENT FOIA POLICY

L athering-

The CG FOIA Manual is our policy guidance for FOIA, We publish updates as necessary. When field processors have
cuestions regarding whether to release ar withhold a record, they consult with their cognizant servicing jegat officer.

The Coast Guard is aiso guided by 49 CFR 7, the BOT's reguiation for FOIA
~Donatd

~~--~OTiginat Message-—-—-

From: Quetiette, Robin

Sent. Tuesday, August 15, 2008 11:18 AM
To: Tayor, Bonald

Subject: FW: COMPONENT FOIA POLICY

Comment?

----- Criginal Message---—-

From: €T {hi{2) Difmaite T (W0ZY 3,
Sent: ruesday, August 16, 2006 11:13 AM

To: Dueliette, Robin

Bubject: Re: COMPONENT FOIA POLICY

There is no nther guidance, such as memos on specific aspects of FOIA processing, disiribited to the fiekd?
Catherine M. Papgi
Acting Director, Depantmental Digclosure & FOIA Privacy Office Departiment of Homeland Security

Sent frorm my BlackBerry Wireless Handheld

- Uiginal Message ——

From: Quelietie, Robin « L,, (Y () = &
o X2 e
Co: Taylor, Donsld

Sent: Tue Aug 15 11:07.33 2006

Subisct: COMPONENT FOIA POLICY

#s, Paporn

This is in response to your request for a copy of the Coast Guard’s FOIA policy, The Freedom of Information and Privacy
Acts Manual, COMDTINST M5280.3, is availahie for your use slectronically at:

www.uscg.milfecsiciticimffoiafoiahim

<hitp.ffweww uscg milicesiciticimfoiaffoia htin> |

Robin Duelietle

FOA Appaals Case Officer

£G-611
R
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Pagci, caﬁ;eﬁng

From:
Sent;
To:
Subject:

Attachmants:

Cathering,

Harrison, Barbara M
Thursday, August 10, 2008 4. 05 P
Pagai, Catherine

US-VISIT FOIA POC TRAINING

FOIAPOL Training.ppt

Here's slides from sur training. Wa're warking on something for project
managers/subject matter experts who have 10 search for responsive documents and review
them to identify information for consideration as a FOIA exemption,

FOWA POC
aining.pot (195 KB)
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Ny Homeland
X Security

Apni 1, 26

MEMORANDUM FOR: ALL US-VISIT PERSOXNNEL

oy . - :
: - : ]
FROM: James A. Williams! e L I e
Direcior, USVISIT 7~ e
SUBJECT: Compliance with Freedom of Information Act Reguirements

The Freedom of Information Act {FQOIA ) estabiishes e public’s right 10 aceess records greated or
maimained by Government agencies. The FOLA sheds light on Government activities and helps
gnsure openness and aceountabiliy,

Many of you have heard me say that we want 1o make our octisities transparent. One of our methods
to help ensure ansparency is through cutreach activiiies, designed to keep the public informed of
wur currend activities through briefings and news releases. Another method fot ensuring ransparency
1§ lhe disclosure of information to the public under FOLA,

| realize that some FOULA requests require extensive searches for responsive agency records and time
devoted 10 review of those records. This search and review ofien conflict with fuifilling the tasks
criticat o our mission. in those cases where our ongoing operational requirements will be impacted
by the timie needed 1o conduct searchos and reviews, please notify yvouwr manager. 11 a resolution
carmot be reached, you may contact Barbam Harrisen, our FOIA Officer, w0 discuss vour cancers,
315, Horrison may be able o negotiare an extension with the FOIA requester so both can be
accorpiished. Keep in mind, however, that the FOLA mandates responses within 20 werking days.
While this reguirement iz oflen difficult w achieve. 1Uis a requirement US-VISIT shosld strive (o
muet for ench FOLA request, Therefore, Turge all of you to make every reasonable attempt to be
responsive (0 FOIA requests.

Fow Presidens recently signed an Executive Order directing that Governmeni agenties improve their
FOUA programs and fogus on custorner satisfaction. Ms, Hurrison prepared an improvemenc plan o
streaniding aur FOIA process and decrease 2w time 1o respond (o FOIA requests. One of the areas of
pricry focun 15 education, $0 you will scon seg articles and iraining directad at increasing vouwr
sndenstanding of the FOIA procosy,

Ehnow | can count on you 10 join me in supporiing the FOLA Program.

W gdinss



Page 1 of |

Papol, Catherine

From: Lockett, Vania «CTR>

Sent: Thursday, August 10, 2006 B:24 AM
To: Papoi, Catherine

Bubjact: FW: Operations Coordingtion FOIA Guidance
Aftachmonis: OFS FOIA Bsusince dos

Fyi

Frome: Hudson, Reginald

Bemt: Thursday, August 10, 2006 8:15 AM

To: Lockett, Vaniz <CTR>

Subject: Operations Coordination FOIA Guidance

As reguested al the FOIA Officer's Privacy Mesting on August B, 2006, the attached includes the FOIA Guidance
for the Office of Operations Coordinaiion,

¥ you have questions or naed addiional information, | can be contacted by emaill or on the extension indicated
beiow.

Thank You

Reginald Hudson

FOIA/Privacy Officer

Operations Coordination Directorate
Depuriment of Homeland Security
Washington, D.C.

Coriiony 73

8/10/2006



G. Freedom of information Reform Act of 1988; Unifarm Freedom of Information
Act Fee Scheduie and Guidelines; 52 FR 10012, dated March 27, 1687,

H, President’s Memorandurm for Heads of Depantments and Agencies, daled
Octobar 4, 1583, subject, The Freedom of information Act;

L. Aftornay General's Memaorandurm for Heads of Al Federal Depariments and
Agencies Regarding the FOIA, October 12, 2001;

J. Guidance on Homeland Security information, March 19, 2002, published at:
hitp./fanvww.usdol govioinfioiapest/2002foiapost10.1tm,

4. Definltions

A. Category: The classification assigned to a requester for fee purposes
determinad by the projected use of the records. The categornies ang:

{a) commercial, {b) educational; {¢) non-commercial sclentific institutions;
{d} representatives of the news media; and (e) all cther raquesters.

8. Department The Depariment of Homeland Security (DHS).

C. FOIA Offficar: For DHS Headquarters, a FOIA Officer refers o an employee
selectad by the Direcior, HQ Departmental Disciosure or Designated DHE official
to receive FOIA requests assigned to their area by the Director, HQ

Departmental Disclosure and to provide assistance in adminiztrative pertaining to
FOIA request processing. For Operations, FOIA Officer refers o the Director,
Disciosure Offics,

D. Responsible Cfficial. The Director of the organizational unit having
immediate custody of the records requesied or g designated official within that
organizational unit.

g ated DHS fal. Sernior DHS officials as designated by the
Secretary, Deputy Secretary or Under Secretacies.

F. Director, HQ Departmental Disclosure: An individlual reporting to the Chief
Rrivacy Officer who serves as the Depanment of the Homeland Security's

ptincipal point-of-contact and agency representative on FOlA-related matlers.

G. Appeal Aythority. For initial requests denied by the OPERATIONS Initiai
Daniat Authority (IDA} (see J), the appeal authority is the Diractor, HQ
Depanmentai Disciosure.

H. FOIA Reguest A wiitten request for records madae by any person, including
& member of the public (U.S. or foreign citizen), an organization, or & business,
but not including a Federal agency or a fugitive from the law that either explicitly



or implicitly invokes the FOIA (5 LL.8.C. §52) or Management Directive Number:
0460.1. Requesters should aiso indicate a willingniess o pay fees associated
with the processing of thelr request or, in the alternative, why a waiver of fees
may be appropriate. Written requests may be recsived by postal service or other
commercial delivery means, by facsimile, or electronically. Requesis received by
facsimile or electronically must have a postal mailing addrass included since it
may not be praclical to provids a substaniive response electronicaily. The
request s considered properly received or perfected, when the above conditions
have been met and the ragues! arives at the Disclosure Office.

I. Ageney Record

1. The products or data compilation, such as all books, papers, maps, and
photographs, machine readable malsrials or other documentary materials,
regardiess of physical torm or characteristics, made or raceived by an agency of
the United States Government under Federal law in connection with the
tfransaction of public business and in Operations’ pogsession and control at the
tima the FOIA request is mada.

2. The foliowing are not included within the definition of the word “record™

a. Obiects or arlicies, such as structures, furniture, vehicles and equipment,
whatever their historizal value, or value as evidence.

b. Anything that is not a fangible or documentary record, such as an
individual's mamory or oral communication.

¢. Parsenal records of an individual not subject 1o agency creation or
retention requiremnents, created and maintained primarily for the convenience of
an agency employes, and not distributed to other agency empioyees for their
official use. Personal papers fall into three categories: those created before
entering Government service; private materials brought into, crealed, or received
in the offica that were not created or received in the course of ransacting
Governmsnt business; and work-related personal papers that are not used in the
fransaction of Government business.

3. A record must axist and be in the possassion and control of Qperations at
the time of the request io be considered subject to the FOIA, There is no
obligation 10 create, compile, or obtain a record to satisfy a FOIA request,

4. Hard copy or electronic records, that are subject to FOIA requests under &
U.5.C 552 (a)(3)}, and are available fo the public through an established
distnbution system, or through the Federal Register, the Nationa! Technical
information Service, or the Intemet, nomally need not be pracessed under the
pravisions of the FOIA, If a request is received for such information, Operations
shail provide the requester with guidance, inClusive of any written notice {o the



public, on how to obtain the information. However, if the requester insists that
the request be processed under the FOIA, then the request shaif be processed
under the FCIA,

J. Initiaf Penial Aytherity {IDA)}. An officiat who has been granted authonty by
the Director, HG Departmental Disclosurs 1o withhokd records requestsd under
the FOLA for one or more of the nine categories of reconds gxempt from
mandatory disciosure. 1DAs may aiso deny a fee category claim by a requester;
deny a request for expedited processing due to demonstrated compelling naed,
deny a request for waiver or reduction of fees; review 8 fee estimats; and confirm
that no records wers iocated in response 1o a request.

K. Administrative Appeal A request made under the FOIA asking the
appellate authority to: reverse a decision; to withhold all or part of a requested
record; to deny a fee category claim by a requaester; to deny a request for waiver
or reduction of fees; to deny a request 1o review an initial feo estimate; to dany a
raquest for expedited processing dus o demonsirated compselling nesd; or to
confirm that no reconds were located during the initial search. Requesters also
may appeal the failure 10 receive a response determination within the statutory
time lirnit, and any determination that the requester believes is adverse in nature,

L. Public Interest The interast in oblaining official information that shads iight
tn an agency’s parformancs of its statutory duties because the information falls
within the statutory purpose of the FOIA to inform citizens about what their
Govermmant is doing. That statutory purposs, however, is not fostered by
disclosurs of information about private citizens accumulated in various
governmental fiiles that reveals nothing ahout an agency’s or official’s own
conduct

M. Electionic Record: Racords {inciuding e-mail) that are created, stored, and
relrievable by elactronic means,

N. Federaf Agency. As defined by 5 U.5.C 552 {f){1), a Faederal Agency is any
gxecutive department, military departrent, Govermment corporation,
Governmant controlled corporation, or other establishrment in the executive
branch of the Govemment {including the Executive Office of the President;), or
any independent regulatory agency.

5. Responsibilities

réspons;ble f‘cr all aspects :;;f F reﬁdom 0f Enfanmtrun&ct Compliance as defined
in DHS Management Directive Number. 0460.1.



. The Chief of Staff for the Offige of Qporatis )
by the Diractar for the Office of Operations Comzimatm ?ms dsrect responsibility
to:

1. Establish internal procedures to ensurs the effactiveness of the DHS
Freedom of information Act program. The procedures shall ba consistent with
DHS Management Diractive Number: $460.1 and shall ensure the effectivenass
of the Department's FOIA program.

2. Setgct a FQIA Officer and advise the Director, HQ Deparimental Disclosure
of the selection arxt of any subsequent changes in designation of selection.

. X ; 5 e Office, has the oversll responsibility
for the impiemematwn of the meﬁms Freedom of information Act Compliance
Procedures for all records maintained within Operations, serves as the
Operations FOIA Officer, acts as the principal point-of-contact for coordination of
FOIA and ralated matters and will estabiish procedures nscessary 1o implement
thig issuance and DHS Management Directive Number: (480.1 50 as 1o ensure
compliances with the requirements of 5 U.8.C. § 552 by:

1. Ensuring that employees whoe are responsible in any part for FOIA
processing are knowledgeable about the provigions and requirements of the
FOIA and ensure that these employess attend FOIA training at feast once a year,

2. Ensuring that accuraie and complete data is submitted in a timely manner
to the Director, HQ Dapartmental Disclosura, for the Depariment of Homeland
Becurity’s Annual FOIA Report to the Attorney General, and for other reporting
purposes, as required,;

3. Ensure thal records that are sublect (o section (a}(2) of the FOIA which
have been created on or after November 1, 1806, are posied in an electronic
reading room,

4. Submit proposed organizationa! element disclosure regulations or propossd
changes to requlations 1o the Chief of Staff for OPERATIONS for review and
approval,

5. Ensure that FOIA points of contact and wsb masters collaborate with the
Operations racords manager prior to disposing of records posted on the FOIA
waeb sites and (o schedule eleciroric records on the sites; and

6. Ensurs that reasonable efforis are made to maintain records in forms or
formats that are reproducible for purposes of the FOIA,

7. Ensure Operations compliance with the requirements of the FOIA, as
amended by the Electronic FOIA Amendments of 1966 {(EFOIA).



8. Task and coordinate ak FOIA actions through the appropriate Operations
offices.

8. Coordinate all FOIA responses with the Office of the General Counsel.

10. Sanitize information determined o be exempt from release under one of
maore FOIA exemptions in acoordance with Title 5 U.S.C. § 552, as amended.

11, Forward alf fees collected under the FOLA to the Depariment of the
Treasury for further processing.

12, Coordinate action on FOIA requests that involve other government
agencies {9.g., whan DHS is not the original classifier of a classflied document)
with thoss agencies.

13. Prapare the final responsa to the requester.

14. Maintain files of all FOIA action in accordance with Operations Disclosure
Directive 3, the Operations Records Management Program.

16, Determine:
a. Whether & grant or deny requests for agcess to records;
b. Whether to grant or deny requests for fee waivers; and,
¢. A requester's calegory for fee purposes;
18. Notify the requester of determination(s) made pursuant io paragraph 8.D.1;

17. Determine costs incurred by the Dapariment to process the request and
whether or not fees will be charged o be requester;

18. Ensure that requests are processed in accordance with all applicable
disciosurs requirements and;

- 18 Retrieve records retired (o the Federal Records Center i they are needed
in processing a request,

0. The Appeal Authority shall, upon receipt of an administrative appeal, either
affirm or reversea those initial determinations that:

1. Deny access to g record or portion thereof;

2. Deny & request for a fee waiver;



3. Pertain o a requesters fee category;

4. Advise of no racords incated; of

5. Deny a requast for expedited processing.
E. Dperations Directorates shall:

1. Designate a responsible individual to respond 1o each FOIA request
received or assigned pursuant to paragraph 5.C.10;

2. In coniunction with the Disclosure Office énsure consistency and
completeness of the response ic a FOIA request.

F. The Operations Associate General Counsef shall:
i. Coordinate on afl partial and final Qperations FOIA responses.

2. Ensure uniformity in the legal position and interpretation of the FOIA by
Qgperations, and coordinate with the the DHS General Counsel, as necessary.

8. Pollcy & Procedures

A. Pollcy: itis the policy to implement the FOIA uniformly and consistently and
to provide maximurn aliowable disclosure of agency records upon request by any
individual,

Upon receipt of a request satisfying the requirements of the FOIA, records
shall be disclosed unless thay are protected by one or more of the FOIA
axamptions or exclusions. Requests shall be processed to the extent practicable
within the time limits defined by the FOIA. Individuals requesting information will
be informed of the right and procedures to seek administrative appeal and o
seak iudicial review of:

a. Any partial or totai denial of sccess to records;

h. Afee waiver denial;

¢. A determination of requester's category for fee purposes,
d. A no-records determination; or,

a. A denial of a request for expedited processing.



8. Procedures:

1. The FOIA requires that, in *unusual circumstances” as specified in the Act,
agency initial decisions on whether to grant or deny access to records must be
made within 20 working days of receiving the request and the requester 50
notified.

2. FGIA requests will be processed in a multi-track processing system, based
on the date of receipt and the amount of work and fime involved in processing
the requests,

a. Processing tracks: Track One, simple requests; Track Two, compiex
requasts; Track Thres, requests that mest the test for expedited procassing.

b. ¥ a significant number of pending requests or the complexity of a raquest
prevents a final response determination within the statutory 20 working days, the
Diractor, Operations Disclosure Office will provide the requester an interim
response acknowledging receipt of the request. if appropriate, the Disclosurs
Office will directly contact the requester to discuss the scope of the request, the
responge time frame and fee arrangements,

c. Al FOIA requests will be agsigned a case humber. A copy of the
request, with a compieted coordination form and DD Form 2088 will be routed 1o
the appropriate Operations section(s).

d. if the Operations section does not have responsive records but believes
ancther officelagency might have them, it must return the somplate package to
the Disclosure Office and inform: that office that it suspects another office may
have records.

e. The Disclosure Office will ensure preparation of the final response to the
requester and its coordination with the approprigie DHS office and outside
agengies,

3. FOlAs invoiving unclassified information. The appropriate Operations
subject matter expert office(s) will review unclassified documents &or release
under the FOIA, If the office recommends that information be withheld, it must
bracket the information and appiy the appropriate FOIA exemption for sach
bracketed sagment of the documani. The action office will include in its response
the justification for withholding the information it identified and state the rationale
for its recommendation. The Director of the office conducting the search and
review, will verify the accuracy of the information by signing the FOIA request
tasker (enclosure 1} accompanying the reguest. After the document has been
reviewead, the reviewing office will forward it to tha Disclosure Office for final
processing,



4. FOlAs involving classified information.

a. Indtial security review of classified documeants for processing under the
FOIA will be conducted by the Disclosure Offics to determing if the docurment
may be reclassified, declassified, or sanitized. This will he done by coordinating
with the Operations subject matter expert for sach requested document. When
the Qperations subiject matter expert office(s} have determined what par, if any,
of the information in a classified document may be sanitized or declassified, they
will bracket any remaining classified information o be withheld. The appropriate
FOIA exemption{s} must be provided for each bracketed segment of the
document.

b. Upon completion of the review by the appropriate Operations subject
matter expert office{s). a marked-up copy of the document(s} will be forwarded to
the Sacurity Gffice for raview {0 detarmine if the bracketed and any other
additional information should be withheld. If the Security Office recommends
additional information be withhald, it must bracket the information. The
appropriate FOIA exemption{s) must be provided for each bracketed segment of
the document. if the Security Office thinks the information is not classifiad and
should nol be withheld, it will initiate discussions with the subject matter expert
office(s}. The Security Office will refum the package to the appmpnate
Operations subject matter expert office(s) for progessing.

¢. When gli classified information has been appropriately brackeied, the
Operations subjact matter sxpert office(s) will forward the document(s) to the
Disclosure Office,

gd. Whaen the Operations seclion reviewing the documents reconimends
additional review by another agency, i will provide the Disclosure Office the full
name and address of that agency and a technical point-of-contact, if kniown. The
Disciosure Office will forward the action to that agency for further raview.

e. If the reviewing agency(s) racommend that (currently classiflied)
information be withheld, they must bracket the information. The appropriate
FOIA exemption{s) must be provided for each bracketed segment of the
document. After the docurment has been reviewed, the reviewing agency will
forward it to the Operations Disclosure Office.

f. Whaen all reviews have boen completed, the Disclosure Office wiil
complete final processing and prepare the response 1o the requester. The
Disclosure Office will expunges, in 3 medium that doss not permit photocopying of
the exempt portions, all information within a document determined to be not
releasable.

6. FOIA Appeals.



a. A requester may adminisiratively appeal an agency's adverse initial
determination and may seek judicial review if not safisfied with the agency’s final
decision. If a court determines that agency personnel have acted arbitrarily or
capriciously in withhalding records, disciplinary action agalnist the employee
primarily resporisible may be warranted.

b. i the Disclosure Officer declines o provide a record because the Officer
considers it axempt under one or more of tha exemptions of the FOIA, the
decisions may be appealed by the requester, in writing, to the Oparations -
designated appeliate authordty. Appeoals may also be made for any determination
the public considered adverse, to include, but not limited to, fee category claim;
disapproval of waiver or reduction of fees, fee estimates; fallure to grant
expedited access; and no records determinations. Appeals must be cleaily
marked as such, both on the enveiope and in the body of the letler. Parsons
appoaling Operations denials should include a copy of the donial istier, the case
number, a staternent of the relief sought and the grounds upon which itis
brought. Appeals should be sent to the foliowing address: Director, HQ
Departmental Disclosure; Privacy Office, Department of Hometand Security,
Washington, DC 20528,

C. Reading Roomn:

1. Frequently requestad records described in Title 5 U.8.C. § 582(a¥2)(A),
{B}, (C) and (D} (FOIA}, created on or after November 1, 1996, shall be made
avaitable electronicaly on the Opsrationg Disclosura Office web site,
http/www.dhs.qov/dhspublic/Operations FCIA Officer.

D. Special instryctions: This issuance may not be aftered without prior
eoordination with Direcor, Operations Disclosure Office, (" b 2.{ (0ed) 2

£. Effactive Date: This diractive is effective immediately.

Issusad by Derek Rieksts, Chief of Staff, Operations Coordination Directorate

Altachiment:

1. Freadom of information Suspense Tracker
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Pgmlﬁ Catherina a——

From: Chrigtiae, Chwdy
Sent: Tuesday, August 22, 2006 1:14 PM
Tas: Papol, Catheding
Ce: Smith, Douglas M; Avidan, Blliot
Sublsct: FW. Revigad FOIA Requests Proceturs
Attachmants: FCHA Requests-Davploprment-Aug 1S.doc
=]
FOHA
BSTE-EMVE IR A
Hi Catfvering,

Hure is BATs "¢rall” procedures on procassing FUIA requesis, Pleasa nipls that this Is only the 2nd round with the writers
on this process, 50 there are likely additions! fwaaks, Did Ws a stard.  As & stands now, | arn pitling ol off teaks Mirectly
untit 1 got anothar siaff member. (ncs wa have that perton in placs will b inoorporating 58 7's ExecSec and using the
Deportmentwide ECT iracking systan {(wiich is reflacied in the altached procedures)

Wae weloome all comments you wish 10 confribute so that 4T 8 in line with the DHSHQ FOIA Office.
Thank you.
Cindy

Cyrithia A, Ghiristian

Admlnisteative Officer for GAD. OIG, & FOIA Science and Technoiogy Cifics of the Under Secrelary Office 10-032
{0}y # N e

ey lf) Goialbo,

Mail Siop: 2190



Papoi, Catherine

From: Zimmerman-Pate, Marty ((QI&I(eIW)]

Sent: Thursday, August 10, 2006 8:20 AM
To: Papoi, Catherine

Subject: FOIA Guidance from FLETC
Attachments: FOIAWebGuide.pdf

Catherine:

I am enclosing a copy of the FOIA guide published on our website. It is currently the only guidance we have provided. |
noticed that this document still states that appeals must be submitted within 35 days. Our letters actually state 60 to be in
line with DHS policy. | have requested to have this corrected ASAP.

Please feel to contact me if you have any questions.

¥OF i

FOIAWebGuide.pdf
(418 KB)
Respectfully,

Marty Zimmerman-Pate

Disclosure Officer

Federal Law Enforcement Training Center
972-267-3103

912-267-3113 FAX
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Papou, Catherlne

From: Ovall, Jeffery (b)(2)(|ow) -—

Sent: Friday, August 18, 2006 12:46 PM

To: Papoi, Catherine

Subject: RE: FEMA FOIA Guidance

Attachments: FEMA FOIA INSTRUCTION, JUN 29, 2987 .pdf

(b) (5) | don’t have the memo on unit
prices because it is being re-written as a result of the issues | raised last week. it hasn’t been completed yet.

ZeﬂOvdf
FOIA Specialist
Office of Chief Counsel
Federal Emergency Management Agency
Department of Homeland Security
500 C Street SW, Rm 840
Washington, DC 20472
202 646-3051
FAX 202 646-3958

(b)(2)(low)

This communication, along with any attachments, is covered by federal and stale law governing electronic communications and may
contain confidential and legally privileged information. If the reader of this message is not the intended recipient, you are hereby notified
that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in error, please

reply |mmed|ately to the sender and delete this message Thank you

From: Papoi, Catherine [mailto: (b)(2)(|ow)
Sent: Friday, August 18, 2006 12:42 PM

To: Ovall, Jeffery
Subject: RE: FEMA FOIA Guidance

Yep. Also anything like the memo that went out on the unit prices.

From: Ovall, Jeffery [mailto{@[BICIIN

Sent: Friday, August 18, 2006" 12:33 PM
To: Papoi, Catherine
Subject: RE: FEMA FOIA Guidance

Not sure what you mean. We have a 35-page FEMA FOIA Instruction dated June 29, 1987. It's completely out of
date and obsolete. Did you want a copy of that?

JoffOvalt

FOIA Specialist

Office of Chief Counsel

Federal Emergency Management Agency
Department of Homeland Security

500 C Street SW, Rm 840

Washington, DC 20472

202 646-3051

=

8/22/2006



Page 2 of 2

This communication, along with any attachments, is covered by federal and state law governin i icati

> . ny . )| : g electronic communications and may
contain confidential and legally inleged information. If the reader of this message is not the intended reci’)ient, Jovar nereby netifigd
that any dissemination, distribution, use or copying of this message is strictly prohibited. If you have received this in efror, please
reply immediately to the sender and delete this message. Thank you.

From: Papoi, Catherine [mailtomm_
Sent: Friday, August 18, 2006 8:50 AM :

To: Ovall, Jeffery

Cc: Papoi, Catherine

Subject: FEMA FOIA Guidance

Hi, Jeff. | forgot to mention this during our phone call. Did you send over the existing FEMA guidance on FOIA
processing?

Catherine

8/22/2006



FOIA/PRIVACY ACT SPECIALIST
GS-0301-14

INTRODUCTION

This position is located in the General Law Division, Office of General Counsel, Federal
Emergency Management Agency (FEMA), Department of Homeland Security (DHS),
where the incumbent serves as a FOIA/Privacy Specialist directly supporting the FEMA
Freedom of Information Act (FOIA) and Privacy Act (PA) programs.

Serves as a contact within FEMA and for significant organizational segments of the
Agency, such as a Division, Office, Region, Center, or major field installation for guidance
and interpretation of standards and procedures related to FOIA and Privacy Act. Renders
judgments and conveys decisions regarding interpretations of policy.

DUTIES

As the senior FOIA Specialist, provides guidance and direction to other FOIA/Privacy Act
Specialists within the Office of General Counsel, Divisional and Regional FOIA points of
contact, and new employees on the FOIA and Privacy Act Programs. The Senior FOIA
Specialist provides comments on the work-product of other FOIA/Privacy Act Specialists,
and provides training, as necessary, to ensure that the work product is in compliance with
the FOIA and the Privacy Act.

Conducts analyses of programs and staff proposals to assure implementation of policy and
to recommend altemnatives or modifications to existing policy as necessary. Develops
recommends legislative, regulatory, or administrative remedies in cases where there are
deficiencies in policy and issues not covered by precedent. Reviews incoming requests,
contacting the requester as required for clarification. Researches requests, identifies legal
issues, and analyzes whether there is any basis to assert an exemption to disclosure.
Conducts extensive record searches and makes disclosure determinations. Drafis outgoing
responses that ensure complete coverage of all issues, proper coordination with the
appropriate parties, and compliance with FOILA regulations and policies.

Independently performs a variety of analytical and management support duties related to the
administration of FEMA’s FOIA and PA programs. Provides advice and assistance to
FEMA Directorates, regions and offices on FOIA and PA requirements in making
determination on request for information, documents and records.

Reviews FEMA documents and records proposed by FEMA directorates, regions and offices

for release or withholding though the Office of General Counsel to ensure appropriateness
of any deletions.



Drafts and signs responses consistent with established FOIA and PA policies and
procedures. Reviews, as necessary proposed responses to FOIA and PA requests submitted
by FEMA directorate, regions and offices for signature by the appropriate office head.

Works with and supports OGC and Department of Justice attomeys involved in
administrative and court litigation, including EEO, MSPB, FLRA and all other personnel
related matters which are administratively confidential and which may involve issues
related to FOIA and PA.

Reviews, advises on, and conducts complex analyses, evaluations, or investigations in
support of organizational programs, systems, and processes, including areas where
definitions, methods, and/or data are incomplete, controversial, or uncertain, or where
boundaries of the studies are extremely broad and difficult to determine in advance. Plans
and conducts experimental analyses that result in new design guidelines, and have a
profound effect on program or mission capabilities and/or operating procedures. Develops
new methods and techniques to address novel or obscure problems for which guidelines or
precedents are not substantially applicable. Documents and reports study results to
management,

Provides advice and guidance on FOIA issues not covered by precedent. Interprets
regulations and FEMA policy regarding release of information under the FOIA and Privacy
Acts. Initiates contacts with paralegal, attorneys, high-ranking public officials, and
members of the public to give technical and procedural guidance on FOIA issues that are
without precedent.

Consults and coordinates with FEMA components and other agencies on unprecedented
procedural problems to ensure consistent FOIA processing government wide. Stays abreast
~ of alt policies amd procedures affecting reconds refrieval practices. Develops, organizes, and— -
provides FEMA briefings and training programs on FOIA policy, regulations, and
procedures. Incorporates developments in FOLA and Privacy Act law and legislation
including recent court decisions and FEMA policies.

Independently researches, gathers and completes information in response to requests
referred to OGC for response. Reviews information to determine its exempt or non-exempt
status under FOIA or PA. Develops, implements, and manages the FOIA program for a
major agency component such as a region or center. Meets with agency officials and legal
counsel to determine the potential impact of FOIA activities on program operations. Makes
recommendations to improve and streamline FOIA procedures.

Compiles FOIA response data for quality control and planning purposes. Annually prepares
for agency headquarters a congressionally-mandated report delineating FOIA response
costs. Establishes, cultivates, and maintains all necessary contacts with individuals and
entities associated with agency FOIA programs.



Prepares and updates FEMA directives or instructions on issues arising out of the FOLA and
PA. Makes recommendations for the improvement of, and ensures compliance with,
FEMA'’s polices, procedures and guidelines regarding administration of the FOIA and PA.

Drafts PA statements and the notices of the System of Records for publication in the Federal
Register as necessary. Drafts FEMA's/DHS’s annual report to Congress on its
implementation of the FOIA.

Advises agency officials of any incoming request which may warrant special attention or
is deemed potentially controversial in nature and which should be coordinated with other
offices to insure consistency of responses. Handles sensitive documents in accordance
with Departmental policies and procedures. Provides program office with instructions on
special handling if required. Participates in developing and disseminating policy and
procedures regarding FEMA/DHS’s FOIA regulations and policies.

Performs other duties as assigned and performs other related duties as needs dictate.
Factor 1, KNOWLEDGE REQUIRED BY THE POSITION Level 1-8 1550 Points

The position requires: (1) Mastery of the laws, policies, and regulations in the FOIA and
PA administrative field sufficient to apply new theories and developments to problems
not susceptible to treatment by accepted methods, and make decisions or
recommendations that significantly change, interpret, or develop major public policies or
programs; (2) Mastery of a wide range of methods for the assessment and improvement of
complex programs, processes and systems; (3) Skill to plan, organize, and implement
programs, plans, and proposals involving substantial agency resources, or that require
extensive changes in established procedures; (4) Ability to recommend revisions to
agency/department policies and regulations based on revisions to laws, court
interpretations, etc.; (5) Skill in analyzing written requests for information to determine
the nature of a request, its exempt or non-exempt status under FOLA and/or PA and the
best source for the requested information; (6) Ability to perform research for and select
information relevant to a request; (7) Ability to explain, both orally and in writing, the
applicability or non-applicability of the FOIA and PA; (8) Proficiency in writing, editing
and the correct usage of language; and (9) Ability to use a personal computer for a variety

of tasks, including word processing and data entry and retrieval in an automated data
base.

Factor 2, SUPERVISORY CONTROLS Level 2-§ 650 Points

The supervisor provides administrative direction with assignments in terms of broadly
defined missions or functions. The employee has responsibility for independently
planning, designing, and carrying out programs, projects, studies, or other work. Results
of the work are considered technically authoritative and are normally accepted without
significant change. If the work should be reviewed, the review concemns such matters as
fulfillment of program objectives, effect of advice and influence on the overall program,

or the contribution to the advancement of technology. Recommendations for new projects



and alteration of objectives usually are evaluated for such considerations as availability of
funds and other resources, broad program goals, or national priorities.

Factor 3, GUIDELINES Level 3-§ 650 Points

Guidelines consist of general administrative policies and management and organizational
theories which require considerable adaptation and/or interpretation for application to issues
and problems studied. Administrative policies and precedent studies provide a basic outline
of results desired, but do not go into detail as to the methods used to accomplish the
project. Administrative guidelines usually cover program goals and objectives of the
employing organization. Within the context of broad regulatory guidelines the employee
may refine or develop more specific guidelines such as implementing regulations or
methods.

Guidelines include statutes, regulations, FEMA policy and directives, DHS policy and
directives, intemnal office procedures and precedent, and guidance provided by the
supervisor and workgroup leader. Additionally, the incumbent provides guidelines and
guidance in the form of FEMA directives, instructions and personal grcscntatlons The
incumbent is expected to use independent judgment in making decisions, using the
knowledge required by the position. Guidelines do not always cover all work situations,
which requires the incumbent to adapt to existing guidelines or, in some instances, to
develop new guidelines.

Factor 4, COMPLEXITY Level 4-5 325 Points

The incumbent is responsible for analyzing interrelated issues of effectiveness, efficiency,
and productivity of substantive mission-oriented programs. Dcvelops detalled plans, goals,
and objectives for both the tong-range and the short-rangé iy 1 and.
administration of the program, and/or develops criteria for evaluating the effecnveness of
the program. Decisions concerning planning, organizing and conducting studies are
complicated by conflicting program goals and objectives. Assignments are complicated by
the need to deal with subjective concepts, the quality and quantity of actions are
measurable primarily in predictive terms, and findings and conclusions are highly
subjective and not readily susceptible to verification through replication of study methods or
reevaluation of results. Options, recommendations, and conclusions take into account and
give appropriate weight to uncertainties about the data and other variables which affect
long-range program performance.

Factor 5, SCOPE AND EFFECT Level 5-5 325 Points

Analyzes and evaluates major administrative aspects of substantive, mission-oriented
programs. Develops long-range program plans, goals, objectives, and milestones or
evaluates the effectiveness of programs conducted throughout an agency, or for a
significant organizational segment of an agency, such as a Division, Office, Region, Center,
or major field installation. Identifies and develops ways to resolve problems or cope with
issues which directly affect the accomplishment of principal program goals and objectives.



Develops administrative regulations or guidelines for the conduct of program operations or
new criteria for measuring program accomplishments. Processes the day to day requests
and responses related to FOIA and PA matters.

Factor 6, PERSONAL CONTACTS Level 6-3 60 Points

Contacts are with persons outside the agency which may include consultants, contractors,
or business executives in a moderately unstructured setting. Contacts are also with the
Under Secretary and the Office of the Under Secretary, Department officials, program
officials several managerial levels removed from the employee, and FOIA points of
contact.

Factor 7, PURPOSE OF CONTACTS Level 7-3 120 Points

The purpose of contacts is to influence managers or other officials to accept and
implement findings and recommendations on organizational improvement or program
effectiveness. The purpose is also to assist agency personnel in properly and timely
completing responses to FOIA requests and Privacy Act issues. May encounter
resistance due to such issues as organizational conflict, competing objectives, or resource
problems.

Factor 8, PHYSICAL DEMANDS Level 8-1 S Points

The work is sedentary. However, some walking, bending and lifting of books and files is
required in order to review, process or retire documents and/or files subject to requests
under FOIA and PA. Incumbent is on 24-hour call for emergency assignments which

- may include disaster locating with aftetdant s 3 and physical requirements: -

Factor 9, WORK ENVIRONMENT Level 9-1 5 Points

The work is typically performed in an adequately lighted and climate controlled office.
However, it may include disaster environments and related working conditions.

Total Points 3690



Freedom of Information Act and Privacy Act
Specialist, GS-0301-12

Position Number:
Organizational Code: Office of General Counsel
Organizational Location: Washington, DC

Iintroductory Statement: This position is located in the General Law Division,
Office of General Counsel, Federal Emergency Management Agency (FEMA),
Department of Homeland Security (DHS), where the incumbent serves as the
FOIA/Privacy Specialist directly supporting the FEMA Freedom of Information
Act (FOIA) and Privacy Act (PA) programs.

This Job Analysis Worksheet documents the job analysis for this position. It
documents the relationship between the duties performed in this position and
the KSAs to be used for recruiting purposes. it lists each major task, the
corresponding KSA, the KSA rating, weight, whether it is essential to the job,
and whether it distinguishes superior candidates from barely acceptable
candidates.

1. KSA: Knowledge of the Freedom of Information Act (FOIA), the Privacy Act,
related portions of the Code of Federal Regulations, and FOIA/Privacy Act
policy and procedures.

OPERATIONAL DEFINITION: THE PERSON IN THIS POSITION MUST
HAVE KNOWLEDGE OF THE FREEDOM OF INFORMATION ACT, THE
PRIVACY ACT, RELATED PORTIONS OF THE CODE OF FEDERAL
REGULATIONS, AND FOIA/PRIVACY ACT PROCEDURES IN ORDER TO
DEVELOP APPROPRIATE RESPONSES TO FOIA/PRIVACY ACT
REQUESTS.

Screen out KSA? no
KSA Weight: 1

MAJOR TASK:

Performs work related to the Freedom of Information Act (FOIA) and Privacy
Act requests.

MAJOR TASK:
Provides advice and guidance to FEMA management, staff, and the public
regarding disclosure of agency records under the Freedom of Information Act



-

(FOIA) and the Privacy Act.

MAJOR TASK:
Develops, implements, and manages the program to coordinate requests for
information under the Freedom of information Act (FOIA) and the Privacy Act.

2. KSA: Ability to communicate effectively orally.

OPERATIONAL DEFINITION: THE PERSON IN THIS POSITION MUST
HAVE THE ABILITY TO COMMUNICATE EFFECTIVELY ORALLY IN BOTH
FORMAL AND INFORMAL SETTINGS WITH PEERS, CONSULT WITH
COLLEAGUES BOTH WITHIN AND OUTSIDE THE AGENCY, AND
FORMALLY PRESENT INFORMATION ON FOIA AND PRIVACY ACT
ISSUES AT OUTSIDE CONFERENCES AND IN AGENCY MEETINGS.

Screen out KSA? no
KSA Weight: + — —-

MAJOR TASK:

Develops, implements, and manages a program to coordinate responses to
requests for information under the Freedom of Information Act (FOIA) and the
Privacy Act.

MAJOR TASK:
Performs work related to Freedom of Information Act (FOIA) and Privacy Act . . .

MAJOR TASK:
Provides advice and guidance to management, staff, and the public regarding

disclosure of agency records under the Freedom of Information Act (FOIA) and
the Privacy Act.

3. KSA: Ability to communicate effectively in writing.

OPERATIONAL DEFINITION: THE PERSON IN THIS POSITION MUST
HAVE THE ABILITY TO COMMUNICATE EFFECTIVELY IN WRITING IN
PERFORMING ADMINISTRATIVE/PROGRAM SPECIALIST WORK TO
CONVEY INFORMATION IN WRITTEN FORM SUCH AS CONTRACTS,
REPORTS, LETTERS, OR DOCUMENTS.

Screen out KSA? no
KSA Weight: 1



MAJOR TASK:

Develops, implements, and manages a program that coordinates requests for
information under the Freedom of Information Act (FOIA) and the Privacy Act.

MAJOR TASK:
Performs work related to Freedom of Information Act (FOIA) and Privacy Act
requests.

MAJOR TASK:
Provides advice and guidance to FEMA’s management, staff, and the public

regarding disclosure of agency records under the Freedom of information Act
(FOIA) and the Privacy Act.

4. KSA: Ability to effectively plan, coordinate and execute work.
OPERATIONAL DEFINITION: THE PERSON IN THIS POSITION MUST
HAVE THE ABILITY TO EFFECTIVELY PLAN, COORDINATE AND
EXECUTE WORK SUFFICIENTLY INCLUDING BREAKING DOWN THE
REQUIREMENTS OF THE ASSIGNED WORK INTO COMPONENTS/TASKS
THAT ARE ACCOMPLISHED BY COORDINATING WITH FEMA PROGRAM

EMPLOYEES IN RESPONDING TO FOIA/PRIVACY ACT RESPONSES IN A
TIMELY MANNER.

Screen out KSA? no

- W%i“ T e e B

MAJOR TASK:
Performs work related to Freedom of Information Act (FOIA) and Privacy Act
requests.

MAJOR TASK:
Provides advice and guidance to management, staff, and the public regarding

disclosure of agency records under the Freedom of Information Act (FOIA) and
the Privacy Act.

MAJOR TASK:

Develops, implements, and manages a program to coordinate requests for
information under the Freedom of Information Act (FOIA) and the Privacy Act.
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Papoi, Catherine

From: Ortiz, Magda S (DB
Sent: Wednesday, August 16, 2006 6:23 AM
To: Papoi, Catherine

Subject: RE: Compaonent FOIA Policy

Catherine, USCIS has not generated any FOIA policies that are not part of DHS.

Magda S. Ortiz

Chief

Information Disclosure Program

Office of Records Services

National Security & Records Verification

U.S. Citizenship an migration Services
phone:
fax:

From: Papoi, Catherine [mailto: (]G]

Sent: Tuesday, August 15, 2006 8:37 AM

To: Avidan, Elliot; Christian, Cindy; Fields, Marshall H; Harrison, Barbara M; Hawkins, Donald K; Holzerland,
William; Hudson, Reginald; Huff, Latita; Marshall, Gloria L; Ortiz, Magda S; Ovall, Jeffery; Ford Page, Sandy;
Papoi, Catherine; Pavlik, Catrina TSA-FOIA; Sealing, Donna; Suzuki, Shari; Taylor, Donald; Worthy, Gayle;
Zimmerman-Pate, Marty

Cc: Papoi, Catherine

Subject: Component FOIA Policy

For those of you that sent your Component’s FOIA policies last Friday, as requested, thank you. For those that
did not, please send me an email indicating when | can expect to receive the information. Thanks.

-Catherine

Catherine Papoi, J.D.

Acting Director, Departmental Disclosure & FOIA
Privacy Office

Department of Hometand Security

Phone: (571) 227-3813/Fax: (571) 227-1125

This communication, along with any attachments, is covered by federal and state law governing electronic
communications and may contain confidential and legally privileged information. If the reader of this message is
not the intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this
message is strictly prohibited. If you have received this in error, please reply immediately to the sender and
delete this message. Thank you.

8/16/2006
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Papoi, Catherine

From: Holzerland, Witiam ()€1}

Sent:  Tuesday, August 15, 2006 8:37 AM

Papoi, Catherine

Subject: RE: Component FOIA Policy

Hi Catherine,

The OIG currently has no formal FOIA policy documents, beyond the existing DHS Managemaent Directive and
DHS regs, We currently have no plans to issue any internaf FOIA polrcy documents.
regards

-----Original Message-----

From: Papoi, Catherine [mailto QI[N

Sent: Tuesday, August 15, 2006 8:37 AM

To: Avidan, Ellict; Christian, Cindy; Fields, Marshall H; Harrison, Barbara M; Hawkins, Donald K;
Rolzerland, William; Hudson, Reginald; Huff, Latita; Marshall, Gloria L; Ortiz, Magda S; Ovall, Jeffery; Ford
Page, Sandy; Papoi, Catherine; Pavllk, Catrina TSA-FOIA; Sealing, Donna; Suzuki, Shari; Taylor, Donaid;
Worthy, Gayle; Zimmerman-Pate, Marty

Cc: Papoi, Catherine

Subject: Component FOIA Policy

For those of you that sent your Component’s FOIA policies last Friday, as requested, thank you. For those
that did not, please send me an email indicating when ! can expect to receive the information. Thanks.

-Cathetine

Catherine Papol, J.D.

Acting Director, Deparimentai Disclosure & FOIA
Privacy Office

Department of Homeland Security

Phone: (571) 227-3813/Fax: (571) 227-1125

This communication, along with any attachments, is covered by federal and state law govemning electronic
communications and may contain confidential and legally privileged information. If the reader of this
message is not the intended recipient, you are hereby nolified that any dissemination, distribution, use or
copying of this message is sirictly prohibited. If you have recaived this in error, please reply immediately to
the sender and deiete this message. Thank you.

8/17/2006


vania.lockett
Rectangle
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Papol, Catherine

From: Holzertand, William ()€1

Sent: Thursday, August 17, 2006 10:23 AM
To: Papoi, Catherine

Subject: OIG SA Handbook

Attachments: OIG Agent's handbook pdf

Hi Catherine,
In the FOIA policy realm, we did find mention if FOIA/PA in the Office of Investigations' Special Agent

Handbook. | thought | would pass it on, as it may count as “intemal FOIA policy”. it's not much, but  thought it
worth sending.

regards,
Bill
<<OIG Agent's handbook .pdf>>

William H. Holzertand
U.S. Department of Homeland Security
QIG/Office of Counsel

(b)(2)(low)

8/17/2006
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Papoi, Catherine

From: Pavlik, Catrina <TSA-FOIA> [(I¢A[{ETY)]
Sent: Tuesday, August 15, 2006 11:10 AM

To: Papoi, Catherine

Subject: RE: Component FOIA Policy

Attachmaents: FOIASOP4.26.06.doc

QOur management directive is being concurred upon right now internally. Once completed, | will get to you and
Hugo for concurrence which should be in the next two weeks approximately. in addition, Here is our internal
SOP. This will also be modified (once all bugs are flushed out) due to the fact that we are beginning to go
paperless and maintain documents on CD ROMs and within the computer systems as attachments.

From: Papoi, Catherine

Sent: Tuesday, August 15, 2006 8:37 AM

To: Avidan, Elliot; Christian, Cindy; Fields, Marshall H; Harrison, Barbara M; Hawkins, Donald K; Holzerland,
William; Hudson, Reginald; Huff, Latita; Marshall, Gloria L; Ortiz, Magda S; Ovall, Jeffery; Ford Page, Sandy;
Papoi, Catherine; Paviik, Catrina TSA-FOIA; Sealing, Donna; Suzuki, Shari; Taylor, Donald; Worthy, Gayle;
Zimmerman-Pate, Marty

Cc: Papol, Catherine

Subject: Component FOIA Policy

For those of you that sent your Component’s FO!IA policies last Friday, as requested, thank you. For those that
did not, please send me an email indicating when | can expect to receive the information. Thanks.

-Catherine

Catherine Papoi, J.D.

Acting Director, Departmental Disclosure & FOIA
Privacy Office

Department of Homeland Security

Phone: (671) 227-3813/Fax: (571) 227-1125

This communication, along with any attachments, is covered by federal and state law governing electronic
communications and ray contain confidential and legally privileged information. If the reader of this message is
not the intended recipient, you are hereby notified that any dissemination, distribution, use or copying of this
message is strictly prohibited. If you have received this in error, please reply immediately to the sender and
delete this message. Thank you.

8/16/2006



PaniI Catherine

From; opstasking (I

Sent: Monday, August 14, 2006 9:48 AM

To: Papoi, Catherine

Cc: Marshall, Gloria L

Subject: ACTION {TEM FOR DHS Privacy Office

Importance; High

Attachments: DRO SAMPLE EXPEDITED TREATMENT DENIAL .doc; DRO Admin Appeal Sheet.doc; DRO

SAMPLE FEE WAIVER DENIAL .doc; DRO SAMPLE PERJURY STMT ACK.doc; DRO
SampleWording.doc; DRO Billing Data Sheet.doc; DRO SAMPLE NO RECORDS
RESPONSE.doc; DRO Admin Closure.doc

----- QOriginal Message-+---
From: Marshall, Gloria L
Sent: Friday, August 11, 2006 2:39 PM
Yo: QpStasking
Cc: Gaudioso, Giovanni; Fields, Marshall H; Rittenberg, Scot R
Subject: ACTION ITEM FOR DHS Privacy Office

Importance: High

W) ®) =) ®) E) H] M)

DRO SAMPLE  DRO Admin Appeal DRO SAMPLE FEE  DRO SAMPLE DRO DRO Billing Data  DRO SAMPLE NO
‘EDITED TREATMEN Sheet.doc (30... NAIVER DENIAL.A..RIURY STMT ACK,dipleWording.doc (42 Sheet.doc (30... ICORDS RESPONSE

o

DRO Admin
Closure.doc (53 KB)

PLEASE FORWARD TO CATHERINE PAPQ}, ACTING DEPAR DISCLOSURE OFFICER

Good Afternoon,

The DHS Privacy Office requested all existing FOIA/PA guidance issued by ICE. We have attached samples of
documents we prepared for ICE's Detentlon and Removal Operations. ICE follows the DHS FOIA Regulations,
together with the FOIA Statute and the Freedom of Information Act Guide and Privacy Act Overview authored by
the Office of information and Privacy, Department of Justice,

Additionally, FOIA Training Books for our FOIA Training Conference August 22 are being prepared and we will
provide a copy of the complete training book. Ail ICE FOIA processors received initial FOIA training by ICE
FOIA {Information Disclosure Unit). All FOIA Coordinators in the 28 SAC offices have been trained and received
the books, guides, etc. indicated above or will receive the updated versions at the August 22 training.

ICE has sent out various emalis to Chief Counsels regarding FOIA matters and those emails, together with the
Training Book will be delivered to the Privacy Office on Thursday, August 17.

Thanks Much,



" glovia”

Gloria L. Marshali, Chief

Information Disclosure Unit

U.S. Immigration and Customs Enforcement (ICE)
United States Department of Homeland Security

425 | Street, NW - Room 4038, Washington, DC 20536

(b)(2)(low)  PSTISSN(b)(2)(low) [EE(b)(2)(low) FEI(b)(2)(low)

NOTICE: This communication may contain privileged or otherwise confldential information. If you are notan
intended recipient or believe you received this communication in error, please do not print, copy, retransmit,
disseminate, or otherwise use this information. Please inform sender that you recelved this message in error and
delete message from your system.
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FREEDOM OF INFORMATION ACT (DIRECTOR)

salnry Range: 107,521.00 - 139,774.00 USD per
!Orlﬂ & Grade: gs-001-15

Promotion Pmmhl

muwuum
Status Candidates (Mark Promaotion Eiig)

Job Summary:

Opu\hrlodzm Octoder 03, 2006
1 Tuseday, October 24, 2008

Position Infomuﬂon- Full Time Carver/Career
Canditional :
Duty x.om. 1 vacancy - Washington, DC

This position supports our mission to prevent acts of terrorism by targeting the people, money,
and materials that support terrorist and criminal activities. Our vision is to be the nation’s
preaminent law snforcement agency, dedicated to detecting vuinerabiities and preventing
violations thak threatan national security. Immigration and Customs Enforcement (ICE) was
established to combat the criminal and national security threats emergent in a post 9/11

N envlronment

WhMl!APPb"

Current Federal employess serving on a carcer or career-conditional sppointment and former

Foders! employoes with reinstatement cligibility.

Current and former Federal employees who meet the established criteria in an Office of Persomnel

Managoment Interchange Agreement.

Veterans who are preference eligibles or who have been separated under honorablo conditions after
3 years or more of continuous service will receive consideration under the Vetorans Employment

Opportunity Act (VEOA).

Organizationst Location: This position is located in the Office of the Assistant
Secretary, mmigration snd Customs Enforcement, Washington, D.C.

Relocation Expenses: Relocation expenses will not be paid.

Nots: Ons or more positions may be filled using this vacancy announcement.
Questionnaire/Supporting Documents: The Questionnaire and all supporting documents must be

https/recruiter.usaiobs.com. gov/sourcing/eetioh. A NnhINwdRA1 1 RAQL iedarinhomernh nea 1074 MOYY
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submitted and received by 12:00 Midnight EDT on the closing date of this announcement Tuesday,
October 24, 2006.

Applications and supporting documentation will NOT be accepted by mafl or email The
address listed below is for Inquiries only.

Key Roquirements:
s U.S, Citizenship
+ Background Security Investigation
o Drug Screening

Dutses

Major Duties:

You will serve as the principal advisor to the Assistant Secretary and Deputy Assistant
Secretaries on all matters relating to the public disclosure of information. You will formuilate
and implement policy as It relates to the Freedom of Information Act (FOIA)/Privacy Act (PA).
You will participate with Immigration and Customs Enforcement (ICE) and/or Department of
Homeland Security (DHS) attorneys in any litigation which challenges the initiat or appest
determination with respect to FOIA/PA requests. You will maks recommaendations to senlor
management, or to senior Department staff on behalf of ICE, to resolve conflicts and to
promota the effective implernentation of ICE plans, programs and priorities. Oversaes the
preparation of statistical reports both for Congress and Internal use to reflect ICE activities
under the FOIA/PA during sach fiscal year.

You will plan work to be accomplished by subordinates, sets goals and priorities, and prepares
schedules for completion of work. You will assign work to subordinates based on difficulty of
assignmaents and staff capabiiities. You wiil perform the administrative and human resource
managemant functions relative to the staff supervised. You will resolve informal complaints
___and grievances. You will develop work improvemant plars, recommeonding personnel actionsas-— - -~ -
T PECOESETY. YOU Wl Drovide advice and counsal 1D workers raiatad 1 WoTK and administrative
matters. You will be responsible for furthering the goals of equal employment opportunity
(EEO) by taking positive steps to assure the accomplishment of affirmative action objectives
and by adharing to nondiecriminatory employment practices in regards to race, color, refigion,
sax, national origin, age, or handicap.

Quaiificstions and Evalustion |
Qualifications:

GS-15: You qualilfy at the GS-15 lavel if you possess one (1) year of specialized exparience
that equipped you with the skills nesded to perform the job duties. This experience must have
been equivalent to at least the GS-14 level. Examples inciudes performing, assigning and
reviswing the compilation, analysis, indexing and overall handling of pertinent matarial and
information in accordance with the ACTS; supervising a highly technical and complex
administrative program that conducts the most difficult complex and difficult research projects
and assignments pursuant to requests for information under the Freedom of
Information/Privacy Acts.

Educatiou requirements: No specialized educational requircments for this position.

hetps.//recruiter.usaiobs.opm. gov/sourcing/cetinh smnNARTTImARA T RAQMrisdminhnammab wan 1474 MAAS
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Requirements:

:.rl.s. am-nm Candidates must be United States citizens and presant proof of citizenship,

Time In Grads: Time In grade restrictions must be met by the closing date of this
announcemant. Applicants must have at least 52 weeks of sarvice aquivalent to the next lower
grade lavel in the normal line of progression for the position to be filted.

Qualifications by Closing Date: Unless otherwise noted, you must meet all qualification and
eligibility requiremants by the closing data of the announcemnent Tuesday, October 24, 2006.

Background Sscurity Investigation: You will need to successfully complets a background
security investigation before you can be appointad into this position.

Drug Testing: You must submit to a drug tast and receive a negative drug tast result before
you can be appointed into this position. After appointment, you will be subject to random
testing for ilegal drug use.

Supervisory/Manuageriel Probetionary Period: You Ty DU TSQUITET 10 sérve a twalve

month probationary period upon appointment to this position. You may also be raquired to
compiete an appropriate suparvisory training course within one year of assignment to this
position.

How You Will Ba Evaluated:
Evaiuations

upon the you provide on
required 88 of the application process for this position. You will be rated basad on your responses and
aémmmmnmmm Candidates wili be referred for sslection in apcordance with

Al the information ptwldomuybovm mdumwmm-u
Mmmwmwm NMMM.MQhW

This verification wmdwwdhm Any sxaggerstion of
Whm«mb information mmmmywmm
hiring you, or for firing you after you bagin work.

Banefits and Other Information |
Benefits:
Benafits

The Federal government offers & number of exceptional benefits to its employsss. These benefits includs,
but are not limited to: health care, ife insurance, flexibie spending and dependent care accounts, annual and
sick leave, long-iarm care insurance, and retirement savings plans, and transit subeidies. For more

information about these benefits, plesss visk http://www.usajobs cpm.gov/ei61.asp

Other Information:
Other Information

Individuals who have special priority selection rights under the Agency Career Transition
Assistance Program (CTAP) or the Interagency Career Transition Assistance Program (ICTAP)

httna://rarraiter nasiahe rmm onu/sanvrinm/melink amn B akIT—i0€3 10N RISl otu. . ¢ cmirmanm
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must be well qualified for the position to recaive consideration for speclal priority selaction. To
be well-quaiified and exercise selection priority for this vacancy, displaced Federal employees
must be rated at 85 or above on the rating criterla for this position. For thoss instances where
the best quaiified lists include applicants with scores less than 85, the well-qualified score
becomes tha lowest score on the best qualified list. CTAP and ICTAP eligibles must submit one
of the following as proof of eligibility for the special selection priority: a separation notice; a
"Notice of Parsonnel Action” (SF-50) or equivalent that documants separation; an agency
certification that you cannot be placed after injury compensation has been tarminated; an OPM
notification that your disabiiity annulty has been terminatad; OR a Military Department or
National Guard Bureau notification that you are retired under 5 U.S.C. 8337(h) or 8456.

If you are a current career or career-conditionsl Federal amployee or formar Federal smpioyee
who has reinstatement eligibility, you may be required, at a later date, to submit additional
docurnentation that supports your claim and reflects career or career-conditional tenure If you
are unabls to provide the required documentation, you will not ba given further consideration
under this announcemant.

If you are filing under the VEQA (Vetarans Employment Opportunity Act) or the VRA (Veterans
Recruitment Authority), you must include in your appiication package a copy of your DD-214 or
other proof of eligibiiy. If you are still on active duty, you may submit 8 statement of sarvice

v/

states the dete-you-entered-active duty, the date you are weparaung, g
the campaign medals you have reuivad Pcrmon lnfonnaﬂonontmvzmmd VRA, consult
the Vats Guide at: hitp;//wn . i

Promotion Potential: When promotion potential is shown, the agency is not making a
commitment and is not obligated to provide future promotions to you If you are selected.
Future promotions will be dependant on your ability to perform the duties at 8 higher lavel, the
continuing need for an amployee assigned to the higher level, and sdministrative approval.

If this is a supervisory position, under provisions of the Civil Service Reform Act, first ime
supervisors and/or managers will ba raquired to serve a 1-year probationary pertod. You may

-~ gieo be required to complats an Appropriste SURAIVESTY tralning coursa within the ona ysarof

assignment to this position.

You must submit ail required information by the closing date. If materials are not received,
your application wiil be evaluated solely on the Information avaliable and you may not recaive
full consideration or may not be considered eligible. Also, if you do not provide an emall
address, you will not be notified of the outcoma of your application.

All agency amplayees are required to participate in Direct Deposit/Blectronic Funds Transfer for
salary payments.

Equal Employment Opportunity: The agency is an Equal Opportunity Employer. All candidates
will be considered regardiess of their race, color, religion, sex, national origin, age, sexual
orientation, protected genetic information, status as a parent, lawful political affiilation, marital
status, physical/mental disability (if not a job factor), membership or non-membarship in an
empiloyee organization, or any other nonmerit factor.

Applicants requiring reasonable accommodations for any part of the application and hiring
process should contact tha Human Resourcas Office Representative listed on this
announcemant. Detarminations on requests for reasonable accommodation will be made on a
case-by-casse basls.

Important! All the information you provide may be verified by a review of the work experience

httog/frecmitar navinhe nm onv/sareeins/aetink nemBahTT=i0L9 1 0CA BRI Sml ot e cmre
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and/or education as shown an your application forms, by checking references and through
cther means, such as the intarview process. Any exaggerstion of your exparience, faise
statements, or attempts to conceal information may be grounds for not hiring you, or for firing
you after you begin work.

A ——— 5 e,
r

How 1o Apply

How To Apply:
You must compiete the online occupational questionnaire and submit a resume 10 receive consideration for

this vacancy announcement. Plesse be sure to respond o all questions in the online questionnaire.
Omissions or errors may affect your rating or result in your being rated ineligible.

To start & new occupational questionnelre, click the link below. Onammaumlutadhmm
quastionnaire select the “Finish™ button. At the next screen click the *Submit™ bution

hitos://www.hr-services.

To save an incompiele occupational questionnaire and retum isler, cliick the “Save® button at the top or
bottom of each of the pages and click the “Lagout” button.

nnmmbnmummdhm Orummmompm
click the “Finish”™ button. At the next sareen click the “Submit” bution

To upload a resume or other document

1. Aher you havae ciiciked the submit button you may upload your resums. Click the "To upload a resume
for this position oliok here® button,

2. At the Document Upload screen, seiect the type of document you are attaching for upload from the drop
down manu on the et side of the scresn.

= T TS CHick 1 "ITOWSS” DULIORN and atiactt 1 e y5U wilnl 15 Submit

4. Click the "Upiload” button to submit the document fla. You will receive an "Upload Successiul®
acknowledgement when the fis has been received.

To fax a resume or other document

mbkmmo!hkbdwbmmmwpﬂm”m

n.//siafing.com.covipdifusascover.pdf. Maks sure het you include the 8-character vacancy identification

mutmmmmastmmmwanwmummmm

resume with 1he rest of your

The fax number [s 1.-478-757-3144.

Please nots, if you wish to uss your USAJOBS resums, print the msums and fex this to 1-478-757-3144,

To varify everything you submitted is succassfully received, follow thess steps: (These steps can only be
used while the announcement is open.)

1. Go to hitps://www. hr-services.org/usasonlineapR/usasoniineapn.aspx and log in the box
on the right hand side of the pege. o8 In using

2. Click the radio button for this Vacancy identification Number: ML122888 Click Select # Vacancy.
3. Make sure that all of your documents appear on the table with a status of Processed.

hitns:/fracriiter neainha Anm anv/sanminn/ostich cwaf LT iaratnrans 1+ o .



OCT-25-2097 08:03 949 360 3233

Required Documents:
Reguired Documaents

n adgiition to completing an on-line questionnaire and submiiting an on-line resume, the following supporting
documents must be receivad by the closing dsie of this announocement.

Veterans' documentation f ing under VEOA, VRA or claiming vetersns’ preference (e.g., DD-214 or
statsment of service, VA letter, SF-15). If you are fling under the VEOA (Vetarans Employment
Act) or the VRA (Velerans Recrultment Authority), you must include In your applicetion package a copy of
your DD-214 or other proof of elighhilty. If you are sl on active duty, you may submit a statement of service
mmmmmhmmmmm,nm are separating, and the campaign
madals you have recelved. For mors information on the VEOA and vongult the Vels Guide at:

Transcripts ¥ basing your qualifications on sducation. This education must be from an institution accredited
by an accrediting agency recognizad by the U.S. Department of Eduoation.

Proof of Eligibilly If applying for considerstion under a priority selection program (e.9., CTAPACTAP) or &
WMM WWMMMMWMQOWCM

. displaced
sbove on the rating criteria for this position. F«mmmnmwmum
appicants with scores lass than 85, the well-qualifiad score bscomes the iowast soore on the bast gualified
list. CTAP and ICTAP eligibles must submit one of the following se proof of siigiblity for the special seigction
priorily: a separstion notice; 8 "Notios of Personnel Action® (8F-60) or squivalent that documents separation;
mwmmmmuwmmmmmmmm
notification that your disabilty annuly has besn ferminated; OR a Miltary Depertment or National Guard
Bureau notification et you are retired under § U.8.C. mm)arusa

Proof of Eligibiftly If applying for coneideration under ihe Office of Personnel Mansgement interchange

_ Agresment. Individusie requesting consideration under the Ofice of Rersernal-Manegement interchange—

Agresment must submit proof of sligibiiity such es s Notice of Persorrist AN, B sepITEton Notas, of o0r

appropriate documentation.
Your application and il supporting documentation must be received by 12:00 Tims) on the
mg&. “meﬂh“ﬂhﬂymm«u&’nuu is U only one

Applications and supporting documentation will not be sccepted by mall. If you are unable to apply on-iine,
contact the Human Resources Office representative Rsted on this announcemant at least one day prior 1o the
closing date for further instructions.

Contact Information:
Rizalins 7. Takeda
Phone: (949)360-3025
Email; Riza.Takeda@dhs.gov

Or write:

Laguna Service Center
24000 Avila Road Sth Floor
LasgAuna Niguel, CA 92677
u

hitpa://recruiter. ussiobs. onm saviammrina/matak ceaBakINed8/ taraas o+ o
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What To Expect Next:
What To Expect Next

We expect to make a salection within 90 days of the closing date of this announcement.
l\;ouwﬂlbenotiﬁedofﬂuoum. H further evaiuation or interviews are required you will

EEO Policy Statement i

The United States Governmant does not discriminats in empioyment on the basis of race,
color, religion, sax, nstional origin, political affillation, saxual orientation, marital status,
digability, age, membership in an empioyee organization, or other non-merit factor.

S A roa——— - o ——3,

Reasonable Accommodation Polcy Satament |

o

Federal agencles must provide reasonable accommodation to applicants with disabilities where
appropriates. Aps;:’ants nqulrlng nmnlbh mmmodmon for uny plrt o!’ thn appllaﬂon and

349 360 3233 349 360 3233 P.eeds

For questions about this job:
Rizalina 7. Takeda

Phone: (949)360-302%
Email: Riza.Takeda@dhs.gov

USAJORS Control Number: 750754

| vy

https://recruiter. usajobs.oom.cov/anitrnine/oetinkh senRARTTI~A0K2 10N G103 2.1 . e
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Immigration And Customs

Enforcement
Department: Department OF Homelund Sacurity
Agency: Immigration and Customs Enfercument

Job Announcament Numben
LAG-AST-129063-KT-284

PARALEGAL SPECIALIST (POIA/PA)

,559.00 USD 0 Period: Frday, October 20, 2008
Salary Range! 4,856.00 - 84 per yser 'm g

Saries & Grade: cs-0050-00/12 Position Information: rul Time Career/Carser
- Promotion Potentiah 12 —— Dty LOCHtionst rew vecsnom - wastingon, T T

Who Considered:
c-nlzt- (Mart Promotion Big)
Job Summary:

This position supports our mission to prevent acts of tarrorism by targeting the paople, money,
and materials that support terrorist and criminal activities, Our vision is to be the nation’s
preeminent law enforcament agency, dedicated to detecting vuinerabilities and preventing
violations that threaten national security. Immigration and Customs Enforcement (ICE) was
establishad to combat the criminal and national security threats emergent in a post 9/11
environment.

Current Foderal employees scrving on a career or career-conditional appointment.

Current and former Poderal employeces within the local comnnuting ares who maeat the established
criteria in an Office of Personnel Management Interchange Agreement.

Veterans who are preference cligibles ar who have been separated under honorsble conditions after
3 qumuofmaﬁnmmnﬁmwiﬂmdveeonﬁduﬁmwuvmﬁmphm
Opportunity Act (VEOA).

Organizational Location: This position is Jocated in the Office of the Assistant Secretary,
Department of Homeland Security, Immigration and Customs Enforcement, Washington, D.C.

Relocation Expenses: Relocation expenses will not be paid.
Note:One or more positions may be filled using this vacancy announcement.

Questionuaire/Supporting Documents: The Questionnaire and all supporting documents must be
submitted and recaived by 12:00 Midnight EDT on the closing date of this announcement Priday,

hitps://recruiter.ussjobs. opum. gov/sourcing/getjob.aspobID=49297794&jsdmiobsearch usa... 10/4/2007
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November 10, 2006.

AppmmmdnppnrﬂngdmmuﬁonwﬂlNOTbempudbymﬂorMTh
address listed below is for inquiries only.

Key Requirements:
« U.S. Cldzenship
o Background Security Investigation
s Drug Screening

b . e ————————g,
1

Duties

Duties:
ml reviaw outgoing FOLA/PA responses to ensure proper coordination with appropriate
parties, compliance with FOLA/PA reguiations and policies, and ensure full response to the
request. You will research and analyzs legal issues that arise In conjunction with handiing
compiex initial requests for agency records. You will perform lagal administrative duties
concerning hearings, appeals, litigation and advisory services. You will provide guidence
regarding FOIA/PA reguistions, disclosure of agency records, exemptions from fuil or partial
disclosure, and confidential business information. You will prepare necessary correspondence

- to substantizte the reasors Tor denying request. You will process classified documents in

accordance with policy and different levels of government security classification regulations.
You will confer and negotiates with managers and their staffs at all levels, both within the
Department of Homaland Security (DHS) and other government agencies, requesters of
FOIA/PA iegal/policy questions that arise in the context of processing requests. You will
examine case flies prapared by other paralegal specialists in the unit to determine issues and
sufficiency of evidence and documentation,

——

QuakPcations and Bveluation |
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Qualifications: e —

GS-9: You qualify at the GS-9 level If you possess one (1) yeor of specialized experience
equipped you with the skills nesded to perform the job duties. This experience must have basn
equivaient to at least the GS-7 grade level. Examples include preparing affidavi s, litigation
reports, correspondence, noticas, internal memoranda, or other documentation as necessary;
ability w gather information and discuss the processing of information with individuals at
various levels within and outside the agency.

GS-11: You qualify at the GS-11 level if you possess one (1) year of specialized experience
that equipped you with the skills needed to perform the job duties. This axperience must have
been squivaient to at least the GS-35 grads level, Exampiles include expart knowledge of
analytical and evaluative methods in order to research, interpret, and apply a vast number of
FOIA/PA statues and precedents when denying accass to information and to determine the
impact of the relessed Information on agency operations.

GS-12: You qualify at the GS-12 leve! if you possess one (1) year of specialized experience
that equipped you with the skills needed to perform the job duties. This experience must have
bean equivaient to at jeast the GS-11 grade level. Examples include experience researching
legisiative history/precedent cases/decisions applicable to FOIA/PA cases for Information and
substantiating the rationale for action taken in event of appeal; analyzing and evaluating
avidence or questions relatad to FOIA/PA programs; and investigating the details involved in a
FOIA/PA matter, determining data naads and evaluating the sufficiency of that dats.

h@dkmmm.wmmmlwm.w?jobmﬂm%&jﬂunm. 10/422007
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EDUCATION:

GS-9: You may substitute a Master's degrea or 2 full years of graduate education in a
qualifying fieid or a L.L.B./1.D. degree for the axperience required at the GS-9 grade level. A
course of study in the natural or social sciences, engineering, or military science is qualifying.
Such education must have been obtained in an accredited college or university and
demonstrata the skills necassary to do the work. Chack with your school to determine how
many credit hours comprise two years of graduats education. If that information is not
available, usa 36 semaester or 54 quarter hours.

GS-11: You may substitute a doctoral degree or three fuil ysars of progressively higher-level
graduate education leading to such a degree in a qualifying field for expertence at the G5-11
grade level. Such education must have been obtained in an accredited college or university and
demonstrate the knowledga, skills, and sbilities necessary to do the work of this position.
Check with your school to determine how many credit hours comprisa thres years of graduate
study. If that information Is not available, use 54 Semestar or 81 quarter hours.

Appropriate combinations of successfully completed post-high schoo! sducation and experience
aiso may be used to meet tha total quaiitfication requirements for the GS-9 and 11 grade
lavels. (Refer to the U.S. Customs and Border Protection web site at www.cbp.gov for
information on how to combine experience and education.

Requiremsnts:

y.c;s. Cittsenship: Candidates must be United States citizens and present proof of citizenship, if

Time in Grade: Time in grade restrictions must be met by the closing date of this announcement.
Applicants must have at lsast 52 weeks of sexvice equivalent to the next lower grade level in the
normal line of progression for the position to be filled.

eligibility requiraments by the closing date of the announcement Friday, November 10, 2006.

Backgroand Security Investigation; You will need to successfully lete » background
wamtymuﬁmbafommmbemmdmﬁ-mm '
Drug Testing: You muat submit to a drug test and receive a negative drug test result before you can

mewﬁmmmmmﬁhmbjwtmmmfmﬂm
use.

How You Wil Be Evaluated:
Evaluations

You will be evaiusiad based upon the responses you provide on the job specific questionnaire that is
eaaigec 8 scor ranging P 70 10,100 pob. Canditew ok b6 eferesor eoch Bt e
the terms of the agancy merit promotion plen. ) o8 wit be o " i

All the informaetion you provide may be verified by a review of the work experience and/or education
Mmmmmwmmwmwum,Muﬁuhb;w
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process. This verifiostion oould occur st any stage of the application process. Any exaggerstion of your
experience, faise statoments, or stiempis io conceal informetion may be grounds for reting you ineligbie, not
hiring you, or for firing you sfter you begin work.

Benefits:
Bensfits

The Federsl govemmaent offers & numbaer of exceptional benefits 10 its smpioyses. Thess benefits include,
but are not limitad 10: health care, ife insurance, flexibie spending and dependent cars accounts, annual and
siok leave, long-term care insurenos, and retirement savings plena, and transk subsidies. Far mors
information about these benefits, plesee visit http://www. usajobs.opm.gov/el61.asp

Other Information:
Other Information

Individuals who have special priority selaction rights under the Agency Career Transition
Assistance Program (CTAP) or the Interagency Caresr Transition Assistance Program (ICTAP)
must be wail quaiified for the position to receive consideration for special priority salection. To
be waell-quaiified and exercise sslection priority for this vacancy, displaced Federal amployees

P S b d——
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the best qualified lists include applicants with scores lass than 85, the well-quaitfied score
bacomes the iowest score on the best qualified list. CTAP and ICTAP eligibles must submit one
of tha following as proof of ¢ligibility for the special selection priority: a separation notice; a
"Notice of Parsonnel Action” (SF-50) or equivalent that documaents separation; an agency
cartification that you cannot be placed after injur