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I.

Introduction

This Civil Rights/Civil Libetties Impact Assessment, conducted by the Office for Civil Rights and
Civil Libetties (CRCL) of the Department of Homeland Security (DHS), focuses on the
Department's policies guiding the border search of electronic devices, how those searches occur, and
related civil rights and civil liberties issues. Without finding any existing constitutional violation in
policy or practice, we make several recommendations to fi.uther safeguard travelers' civil rights and
civil liberties with respect to electronic device searches by improving accolUltability and oversight
stmctures, and providing better notice to travelers about the availability of redress if they have
complaints related to such searches.
The issue is an important one even though it affects only a very small propmtion of the many
tnillions of travelers who enter the United States each month. The table below summarizes the
relevant statistics; as it shows, only a few hlUldred people each month are subjected to any kind of
electronic device search (which vary in their comprehensiveness), and of that number, only a small
minority have their electronic devices detained for any length of time.

Table: CBP Electronic Device Searches-Number Impacted

Travelers through all Ports of Entty
Travelers in Secondary Screening
Travelers Subjected to Electronic Device Searches
Detentions or Seizures of Electronic Devices

Monthly Averaaes
FY2009
FY2010
21 ,641 667 29,357,163
466,667
518,059
302
383
25
16

Notwithstanding the low rate of searching, we recognize that for the several thousand people
affected each year, electronic devices searches may pose a significant concem. In August 2009,
Secretmy Napolitano annmmced revised U.S. Imtnigration and Custmns Enforcement (ICE) and
U.S. Customs and Border Protection (CBP) policies with respect to searches of electronic devices in
response to public and congressional concem, and as part of the continuing evolution ofborder
security policy. At the same time, the Secretary directed that CRCL assess the impact of these
policies, to ensure that civil rights and civil liberties concems are appropriately addressed and to
look for ways in which the new policies tnight be improved. For this resulting Civil Rights/Civil
Liberties Impact Assessment, we have reviewed the CBP and ICE policies guiding the border search
of electt·onic devices; consulted with CBP and ICE personnel to Wlderstand implementation of the
policies and ascertain how searches occur; and considered legal, policy, and practical concems
raised by advocacy groups and the public. Because border searches of electt·onic devices ordinarily
occur only in conjlUlction with a secondary inspection, this Impact Assessment first briefly discusses
the process by which CBP refers travelers to secondary inspection. It then focuses on the electronic
device search policies and their implementation, describing the relevant legal authority and assessing
the impact on individual rights. Finally, the Impact Assessment offers policy advice to Department
and Component leadership about how to improve accolUltability oversight, and notice about redress.
This assessment does not address training. CBP's relevant training content and processes were the
1
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subject of a separate review jointly conducted by the DHS Privacy Office, CRCL, and CBP, issued
August 20, 2010, and available at http://www.dhs.gov/xlibrary/assets/privacy/privacy-report-cbp
training-border-searches-electronic-devices.pdf.
In addition, CBP' s Office oflntemal Affairs, Management Inspection Division (MID), conducted its
own review ofCBP ' s electronic device search policies. That review, completed in November 2010,
found that while CBP officers were executing searches of electronic devices and documents with
appropriate care and infrequency, there were some conditions warranting additional attention.
Specifically, and relevant to the current analysis, MID found that:
1) CBP ' s system for entering the results of electronic device searches did not allow analysts to
accurately identify incidents and seizures related to electronic device search activity, thus
hindering CBP' s ability to monitor and evaluate performance and making it difficult to
provide accurate operational data concerning searches of electronic devices;
2) some CBP supervisors and officers were confused about their obligation to track information
related to searches of electronic devices that had been transferred to ICE for forensic analysis
versus those that had been transferred to ICE for translation or encryption services;
3) many supervisors and officers incorrectly believed that supervisory approval was required for
device searches, and this belief hindered CBP' s enforcement mission by discouraging
officers from searching electronic devices; and
4) many supervisors interpreted CBP's supervisory presence requirement to require only that a
supervisor be somewhere in the general area, not that a supervisor be physically present for
the search. 1
CBP addressed concerns (2)-(4) to MID ' s satisfaction in a Muster issued in October 20102 and is in
the process of amending data systems to address the first concern. We discuss the relevant
provisions of these CBP policies in detail and provide additional information regarding MID's
findings and recommendations later in this report (see infra Part II.B .).
We note at the outset of this Assessment that two lawsuits currently pending before federal district
courts concern some of the same issues considered in this Assessment. In Abidor v. Napolitano , No.
1:20-cv-04059 (E.D.N.Y. filed Sept. 7, 2010), the individual plaintiff alleges that he was searched on
board an Amtrak train at the port of entry between Quebec and New York and that his laptop and
external hard drive were detained for further inspection. The National Association of Criminal
Defense Lawyers and National Press Photographers Association are also plaintiffs in the Abidor
case. The plaintiffs allege that the individual search, and 2009 CBP and ICE policies, violate the
Fourth Amendment by permitting the suspicionless search, copying, and detention of electronic
devices and the First Amendment by permitting the suspicionless search, copying, and detention of
electronic devices containing expressive materials. Complaint at 33, Abidor v. Napolitano. In
House v. Napolitano , No. 1:2011cv1 0852 (D. Mass. filed May 13 , 2011 ), the plaintiff states that he
1

See Management Inspections Division, Office oflnternal Affairs, U.S. Customs and Border Protection, Border
Search of Electronic Devices and Documents, Report Number MID-10-003 (November 19, 2010) [hereinafter MID
Report] .
2
U.S . Customs and Border Protection, Dep 't of Homeland Sec., Muster, Border Search of Electronic Devices
Directive 3340-049 (October 25 , 201 0) [hereinafter October 2010 Muster].

2
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has been targeted for surveillance and investigation by various agencies of the U.S. government and
alleges that a 2010 search and detention of his laptop, USB device, and video camera violated the
First and Fourth Amendments. See Complaint at 9, House v. Napolitano. As explained below, we
do not believe that the 2009 policies violate either the First or Fourth Amendment. See discussion
infra Parts liLA. l-B.
ICE and CBP exercise longstanding constitutional and statutory authority permitting suspicionless
and warrantless searches of merchandise at the border and its functional equivalent. But we
conclude that the 2009 Directives impose useful requirements governing use of this authority in
searching, reviewing, retaining, and sharing information contained in electronic devices. The
management controls imposed on these activities include limitations on how long devices should
generally be retained for completion of a border search, requirements that notice be provided the
device owners regarding the process, and supervisory oversight to help prevent abuse of discretion
by individual officers. To further protect the individual liberty of travelers, however, we make five
recommendations, each related to the decision to conduct an electronic device search. All but one
are directed only to CBP, because nearly all such decisions are made by CBP:
1. Rationale: CBP officers who decide to conduct a device search generally should record

the reason for the search in a TECS field. The reason should specifically relate to the
decision to inspect an electronic device, not merely the selection for secondary screening
(although the reason for both may be the same). To be clear, we are not recommending
that officers demonstrate reasonable suspicion for the device search; rather we
recommend that officers simply record the actual reason they are conducting the
search, whatever that reason is. This recommendation exceeds constitutional
requirements, but should facilitate CBP's operational supervision and oversight.
2. Antidiscrimination Policy: CBP and ICE should state explicitly in policy that it is
generally impermissible for officers to discriminate against travelers-including by
singling them out for specially rigorous searching-because of their actual or perceived
religion, and that officers may use race, religion, or ethnicity as a factor in conducting
discretionary device searches only when (a) based on information (such as a suspect
description) specific to an incident, suspect, or ongoing criminal activity, or (b) limited
to situations in which Component leadership has found such consideration temporarily
necessary based on their assessment of intelligence and risk, because alternatives do not
meet border security needs.
3. Regular Monitoring: CBP should improve monitoring of the distribution of electronic
device searching by race and ethnicity, by conducting routine analysis, including annual
examination of electronic device searches by port of entry. After controllin~n
relevant and rmissible
such as port traveler demographics, and 
the analysis should assess whether travelers of
any
mctty-estt
usmg nationality/country of birth and name
analysis-at any port of entry are being chosen for electronic device searches in
substantial disproportion to that ethnicity's portion of all travelers through the port.
The analysis should also consider U.S. citizens separately from others. Data and results
should be shared with CRCL.
3

DRLIBRRA'fTVE PROCESS PRIVILE6Eh'PRE=DECISIONAL/fFOR OFFICIAL USE ONLY

B~LIB~RATIYE

PROCESS PRIVILEGE/IPRE-BECISIONAL/fFOR OFFICIAL USE ONLY

4. Subsequent Supervision: If it appears that electronic device searching in any port has a
substantial unexplained skew towards travelers of one or more ethnicity, CBP should
work with CRCL on developing appropriate oversight mechanisms. Subsequent steps
generally should include a requirement ofsupervisory approval for searches (absent
exigent circumstances) or enhanced training, and may include other responses.
5. Improved Notice: CBP should improve the notice given to travelers subjected to
electronic device searches by updating tear sheets to refer travelers to DHS TRIP if
they seek redress.
DHS is required by law to execute its border security mission in a manner that protects civil rights
and civil liberties. The Department's authorizing statute explains that among the "primary
mission[s] of the Department is to ... ensure that the civil rights and civil liberties of persons are not
diminished by efforts, activities, and programs aimed at securing the homeland." 6 U.S.C.
§ lll(b)(l) (2006). This requirement goes beyond simply ensuring minimal civil rights and civil
liberties compliance. This Office and the Department as a whole are committed to building systems
that protect civil rights and civil liberties in both policy design and practice, and to enhancing
protections when there is no countervailing harm to the Department' s law enforcement efforts. Our
recommendations are in this spirit. They are intended as the Office for Civil Rights and Civil
Liberties' advice to the Secretary, who requested this Impact Assessment, and do not purport to state
the current position of the Department. Nor are the policy recommendations, in particular, intended
to create any judicially enforceable rights or remedies.

II.

Facts

A. Primary Inspection and Referral
Both ICE and CBP are charged with deterring, detecting, and apprehending the importation of
contraband, enforcing laws controlling the flow of persons and goods across the borders, and
assisting myriad other federal enforcement agencies when those agencies' enforcement activities
have a border nexus. CBP is responsible for securing United States borders and determining the
admissibility of all persons or goods seeking to travel across the border at 327 ports of entry; ICE,
among its other responsibilities, is the agency that investigates criminal activity relating to border
crimes. Together they confront illegal activity at the border to detect evidence relating to terrorism
and other national security matters, as well as, for example, narcotics, human and bulk cash
smuggling, contraband, and child pornography. 3 Congress has long recognized, and the Supreme
Court has repeatedly affirmed, the importance of these missions and the broad authority ICE and
CBP customs officers4 have to protect our borders. 5 (Rather than distinguishing between CBP
3

U.S. Customs and Border Protection, Dep 't of Homeland Sec., Directive No. 3340-049, Border Search of Electronic
Devices Containing Information (Aug. 20, 2009), available at http://www.dhs.gov/xlibrary/assets/cbp directive 3340
049.pdf [hereinafter CBP Directive]; U.S. Immigration and Customs Enforcement, Dep 't of Homeland Sec., Directive
No. 7-6.1, Border Searches ofElectronic Devices§ 4 (Aug. 18, 2009), available at
http://www .dhs.gov/xlibrary/assets/ice border search electronic devices.pdf [hereinafter ICE Directive].
4

19 U.S.C. § 1401(i) (defining "customs officer").
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Officers and ICE Agents this hnpact Assessment uses "officer'' as a generic description for the
relevant CBP and ICE personnel.) As already summarized the volume of the resulting ICE and
CBP activities is vast: CBP encounters more than 22 million travelers each month at its 327 ports of
entry. The range of contraband seized from these travelers runs a broad gamut. Officers search
persons, goods, and commercial and personal containers for contraband, daily detaining on average
1903 individuals for illegal entry, making on average 75 criminal arrests, and seizing 11 ,435 pounds
of illegal narcotics.6 Although narcotics and weapons seizures are the interdictions that most
frequently make headlines, and forbidden agricultural products are the most frequently seized items,
contraband also include documents such as child pornography or fraudulent passports. Still other
seized documents may not be contraband per se but constitute evidence of crimes relating to
terrorism, immigrant smuggling, immigration fraud, narcotics, trafficking, illegal technology
transfer, financial crimes, and other crimes falling under DHS jurisdiction.7
The decision to search a traveler is based on the totality of information available to an officer; the
immensity of the flow of travelers and goods into and out of the United States shapes CBP and ICE
search policies and practices. Resources for performing detailed and time-consuming border
searches, including laptop searches, are limited making the efficient allocation of resources critical
for officers and supervisors. For each traveler arriving at any port of entry-land, air, or sea-the
frrst step is to undergo primary immigration examination and customs inspection. During the
primary examination a CBP officer asks questions to establish whether the traveler is admissible
into the United States· if that detennination cannot be made quickly, the passenger will be referred to
sec:onaarv ·
·
air and sea
the
starts with
·

support
them to secondary inspection.
Referrals to secondary inspection may be made for
make referral decisions channel their broad discretion

5

See United States v. Montoya de Hernande::.. 473 U.S. 531. 538 (1985) ("Since the foWlding of our Republic.
Congress has granted the Executive plenary authority to conduct routine searches and seizures at the border, without
probable cause or a warrant, in order to regulate the collection of duties and to prevent the introduction of contraband
into this cotmtry.").
6

U.S. Customs and Border Protection. Dep' t of Homeland Sec .. On a Typical Day in Fiscal year 2010. CBP . .. (Feb.
25, 2011) http://www.cbp.gov/xp/cgov/about/accomplish/typical day fv2010.xml .
7

CBP Directive. supra note 3: ICE Directive. supra note 3.

5
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These are described in the 2004 CBP Personal Search Handboo/1
uu..ILU.llJ..,, as well as in other procedmal guidance and training
mentioned above some referrals to ""'"''v"'ua..
exammat10ns
searches.9 Nearly 98% of travelers are
admitted/cleared into the United States directly from primary inspection. The small group for which
this is not tme are referred to secondary inspection, and may be subject to further interview personal
search, agricultmal inspection or duties assessment, or more detailed baggage inspection-which
can include search of electronic devices.

...v .......,.. .............

B. Secondary Inspection and Electronic Device Searches
CBP and ICE do not target electronic devices alone; such devices are one of many types of items or
containers that may be searched, usually during secondary inspection. And an electronic device may
be subjected to one or more types of scmtiny. These include:
•

A brief physical inspection by an officer, including the traveler opening a case, or perhaps
tW'ning a device on in order to demonstrate that the device is what it purports to be and not a
container for tangible contraband (e.g., illegal drugs). This type of inspection is not
considered to be an electronic device search for the purposes of the border search policy.10

•

Search of the device's contents.

•

Detention of a device, or of a copy of information contained on the device for the
completion of forensic exrunination. ICE and CBP policies provide guidance on the length
of time electronic devices may generally be detained. The guidance is flexible in light of
operational requirements, and differs between the two Components based upon their differing
missions. Minimizing the length of time a device is detained is a goal ofboth policies, but
encryption, large volumes of documents password protections, and the need for computer
forensic assistance may cause detention to last up to several months, and the policies deal
with this delay in different ways, discussed immediately below.

•

Seizure of a device as evidence of a crime, or for civil forfeiture under applicable law. A
seized device is ordinarily retained through trial as evidence, subject to normal evidentiary
handling rules. (If a device is subject to forfeiture, appropriate forfeitW'e proceedings are
initiatedasprovidedbylaw. See 19U.S.C. §§ 1600-1617(2006).)

•

Retention of a device, or of a copy of information contained on the device, for evidence of
continued or ft1ture admissibility.

8

Office of field Operations. U.S. Customs and Border Protection. Personal Search Handbook (2004) [hereinafter
Personal Search Handbook] .
9
See U.S. Customs and Border Protection. Dep' t of Homeland Sec .. Random Exams.
http://www.cbo.gov/xp/cgov/travel/admissibilitv/random exams.xml.

°CBP Directive, supra note 3. at § 3.4.

1
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As the front-line law enforcement agency, CBP restricts more tightly than ICE does the length of
time a device can be detained. If CBP detains a device for more than five days, a port director or
equivalent manager must approve the detention extension, and any detention past 15 days requires
approval from senior CBP management, such as the Director of the Office of Field Operations. 11
ICE' s role is to run longer-term investigations. If a device is turned over to ICE for such an
investigation, ICE policy gives officers up to 30 calendar days to complete border searches without .
seeking supervisory approval. Searches exceeding 30 days are to be documented in ICE information
systems, and must be approved by the relevant Group Supervisor, with continuing approval required
every 15 days thereafter. To limit the length of time a device may be detained, ICE has identified
specific factors to be considered by the investigating officer to ensure that the time taken to conduct
the search is "reasonable" given the facts and circumstances of the particular search: (1) the amount
of information needing review; (2) whether the traveler was deprived of his property and, if so,
whether the traveler was given the option of continuing his journey with the understanding that his
property would be returned once the border search was complete or a copy could be made; (3) the
elapsed time between the detention, the initial border search, and the continued border search,
including any demand for assistance; (4) whether the traveler has taken affirmative steps to prevent
speedy search; (5) whether and when ICE or CBP followed up with the agency or entit~ providing
assistance to ensure timely review; and (6) any unanticipated exigency that may arise.'
CBP and ICE policies both direct officers to conduct electronic device searches in the presence of
the traveler unless there are special national security or operational considerations (such as
preserving the integrity of an investigation) that would make it inappropriate for the traveler to
13
observe the search. Furthermore, for CBP, although express supervisory approval is not required,
electronic device searches are to occur in the presence of a supervisor unless contacting a supervisor
is not practicable, and in such instances the officer is required to notify a supervisor about the search
14
and any results as soon as possible. Several officers, both in the field and at Headquarters, have
told CRCL that the supervisory presence requirement means, in practice (though not as a matter of
national policy), that supervisors are asked to permit a search of an electronic device, and that
supervisors may require an articulated reason for that search. As noted above, MID found a
significant degree of confusion regarding the issues of supervisory presence and approval in the
field. CBP has now clarified that supervisory approval is required only for detaining devices or
copies of information contained therein, and that when performing a manual border search of an
electronic device a supervisor need not be present or approve the search, although officers are
advised that the better practice is to have a supervisor present during such searches. 15 ICE Special
Agents are authorized to make investigative decisions based on the particular facts and
circumstances of each case and do not require supervisory approval. 16
11

CBP Directive, supra note 3, at § 5.3 .1.1.

12

ICE Directive, supra note 3, at§ 8.3 .

13

CBP Directive, supra note 3, at§ 5.1.4; ICE Directive, supra note 3, at§ 8.1.2.

14

CBP Directive, supra note 3, at§ 5.1.3.

15

October 2010 Muster, supra note 2.

16

ICE Directive, supra note 3, at§ 6.1; ICE Special Agents are required to obtain supervisory approval for detentions
that exceed 30 days (any detention exceeding 30 calendar days must be approved by a supervisor, and approved again
every 15 calendar days thereafter).

7
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For CBP searches, the fact of the search and information about it is recorded in the TECS system 17 ;
currently, information collected includes the general reason for the referral to secondary inspection
and, in a "remarks" section, what was searched, and what, if anything, resulted from that search.
Officers in both agencies are required to record any secondary examination of an electronic device 18
by completing an after-action report- including in TECS all information related to the search
through the final disrosition including supervisory approvals and extensions when appropriate
1
entered into TECS. MID found , however, that these systems were inadequate. It recommended
that CBP identify and implement actions required to ensure data extraction methods provide precise
statistics on the number of searches, detentions, and seizures of documents and electronic devices
recorded in TECS; and that CBP develop and implement a new TECS module, or enhance existing
modules, to facilitate the accurate recording of electronic device search enforcement actions, allow
for automatic notification of required supervisory approvals; and enable the tracking of detained
2
documents and electronic devices. CBP concurred with both of these recommendations and is in
the process of implementing them.

°

When examining an electronic device, if an officer determines that probable cause exists to believe
that the device contains evidence of violation of a law that CBP or ICE is authorized to enforce,
officers may seize and retain the device, or may create and retain a copy of relevant information.21 If
the officer determines that there is no probable cause to seize the device or retain a copy, the device
is returned to the traveler within seven business days of that determination, unless a supervisor
22
authorizes an extension of up to 14 additional days. If any information was copied, it is destroyed
on the same schedule-except that even in the absence of probable cause, ICE or CBP may retain
copied information that relates to immigration, customs, and other enforcement matters if such
retention is consistent with the privacy and data protection standards of the system of records in
23
which such information is retained.
During the course of a border search, ICE or CBP officers may discover that they need subject
matter assistance to understand the significance of the information discovered, or technical
assistance to translate or decrypt information on the device. While not required by law, both ICE
and CBP policies require that requests for subject matter assistance from outside agencies be
premised upon reasonable suspicion of activities in violation of the laws enforced by CBP and ICE.
Requests for technical assistance, such as translation or decryption, are permitted without such a
threshold showing.Z4 CBP ' s policies state that a traveler' s presence on the government-operated and

17

TECS is a user interface that permits users to check and add to law enforcement-related database records about
travelers. See 73 Fed. Reg. 77778 (Dec. 19, 2008).
18

CBP Directive, supra note 3, at §5.5; ICE Directive, supra note 3, at § 8.2(2)-(3).

19

CBP Directive, supra note 3, at § 5.5.1; U. S. Immigration and Customs Enforcement, Dep 't of Homeland Sec.,
Recordkeeping Procedures Regarding Detentions of Documents and Electronic Devices (Dec. 12, 2008).
20

MID Report, supra note I, at 12-1 3.

21

CBP Directive, supra note 3, at§ 5.4.1.1 ; ICE Directive, supra note 3, at § 8.5(l )(a).

22

CBP Directive, supra note 3, at § 5.3.1 .2; ICE Directive, supra note 3, at § 8.5(1)(e).

23

CBP Directive, supra note 3, at§ 5.4.1.2; ICE Directive, supra note 3, at § 8.5(l )(b).

24

CBP Directive, supra note 3, at§ 5.3 .2; ICE Directive, supra note 3, at § 8.4.

8
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25

government-vetted watch list is sufficient to support a determination of reasonable suspicion. The
October 2010 Muster notes the importance of documenting electronic device searches and clarifies
the contrasting documentation requirements that apply when CBP transfers a device to ICE for
subject matter assistance versus those that apply when ICE detains a device on its own authority? 6
Once the requested assistance is provided to CBP or ICE, both require that all information shared
with an outside agency be returned and copies be destroyed as expeditiously as possible, unless the
assisting agency has independent legal authority to retain a copy of information, in which case both
ICE and CBP request that the retaining agency notify ICE or CBP that it is retaining information? 7
CBP (but not ICE) policy requires that travelers be notified of any information sharing unless notice
would be contrary to national security, law enforcement, or other operational interests? 8
(b) I 711E I

when
CBP detains an electronic device, CBP provides each traveler whose electronic device is searched
with a "tear sheet" listing the legal authority for the search of his electronic device and explaining
some possible reasons why travelers may be selected for such a search, what the traveler should
expect, and information regarding how to seek redress. 29 This form also provides information
concerning DHS and CBP privacy policy, a web address for the DHS Office for Civil Rights and
Civil Liberties, and contact information for the CBP Info Center. Additionally, whenever they
detain or seize an electronic device, CBP and ICE provide the traveler with a chain of custody
form. 30 If a device is detained, the traveler receives Form 6051 D; if the device is seized, the traveler
receives Form 6051 S. These forms serve as notice and a receipt for seized/detained property.

III.

Legal and Policy Analysis

This section examines the lawfulness of the CBP and ICE policies governing searches of electronic
devices at the border, concluding that they do not violate the Fourth or First Amendments or the
Equal Protection Clause. Nonetheless, although we conclude that these policies are lawful and
represent marked improvement over past policies, the protection of civil rights and civil liberties is
more than upholding a constitutional floor for government behavior. The Department' s activities to
enforce the laws and provide security necessarily involve detection and deterrence of crimes
facilitated by electronic devices, and therefore require intrusion into aspects of people's lives that
would otherwise remain unscrutinized. But it is incumbent on the Department to exercise its power
carefully, accomplishing its mission in a manner that observes individual rights and protects the
25

CBP Directive, supra note 3, at§ 5.3.2.3 ; ICE Directive, supra note 3, at§ 8.4(2).

26

October 2010 Muster, supra note 2.

27

CBP Directive, supra note 3, at§§ 5.4.2.2-5.4.2.3 ; ICE Directive, supra note 3, at§§ 8.5(2)(b)-(c). The October
2010 Muster reemphasizes the destruction requirement and clarifies that "destruction" refers to the deleting, shredding,
overwriting, or degaussing in compliance with CBP Information Systems Security Policies and Procedures Handbook,
CIS HB 1400-05C. October 2010 Muster, supra note 2.
28

CBP Directive, supra note 3, at§ 5.3.2.6.

29

CBP Directive, supra note 3, at§ 5.3 .1.3; U.S. Customs and Border Protection, Dep't of Homeland Sec.,
Inspection of Electronic Devices, 0204-0709 (2009), available at
http://www.cbp.gov/linkhandler/cgov/travel/admissibilitv/msa tearsheet.ctt/msa tearsheet.pdf.

°CBP Directive, supra note 3, at § 5.3 .1.4; ICE Directive, supra note 3, at §§ 8.2(1-4).

3
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dignity of those whom we serve. Accordingly, in addition to evaluating the lawfulness ofDHS
policies governing the border search of electronic devices, we have evaluated a number of policy
ideas, most directed at the Department in various fonns by civil rights and immigration advocacy
groups, to detennine whether additional civil rights and civil liberties protections are necessary or
useful. Our five recommendations have already been set out in the introduction to this Assessment,
above, and are discussed below. Note, however, that as a result of our law and policy review, we
reach the following conclusions about steps that we believe need not be taken:
•

CBP and ICE need not institute a policy requirement of reasonable suspicion as a predicate
for electronic device searches.

•

CBP and ICE electronic border search policies do not violate travelers' First Amendment
rights as defmed by the courts.

•

Additional time limits on electronic searching are not necessary; current policy ensures
reasonable efforts at promptness.

•

Additional safeguards are not needed with respect to privileged or sensitive infmmation;
current policy and training are sufficient.

The rationales underlying both our recommendations and our decision against particular
recommendations are set fm1h in the following sections.

A. Authority to Search Electronic Devices at the Border
1. Fo11rth Amendment

Border Search Authority
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Electronic Devices at the Border
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courts. In particular as already mentioned CBP and ICE policies require the following:
•

Searches of electiOnic devices are conducted with the traveler's knowledge and presence,
unless there are particular national security or law enforcement considerations that make it
inappropriate to permit the individual to remain present.34

33

CBP Directive, supra note 3. at § 5.3.2.2: ICE Directive. supra note 3. at § 8.4.

34

CBP Directive supra note 3. at § 5.1.4: ICE Directive. supr~ note 3. at § 8.1(2).
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•

Searches of electronic devices are documented in appropriate systems of records. 35

•

Retention of data is forbidden in the absence of probable cause to believe a crime has been
committed, unless the retained data pertains to immigration, customs, or other enforcement
matters. In any event, such retention must be consistent with the privacy and data protection
standards ofthe system of records in which such information is being retained. 36

•

Data destruction requirements are specified and quite strict. If data is not being retained,
CBP and ICE generally have seven days to destroy the data. A certified forensic agent with
specialized expertise destroys any electronic evidence. If circumstances require additional
time, supervisor approval is required to obtain an extension to no more than 21 days. 37

•

Data is safeguarded and stored to comply with detailed reporting and management
requirements. 39

•

Device detention periods are limited, unless an extension of time is approved. Subject to
applicable extensions, CBP generally has up to five days to conduct the search of the
electronic device while ICE has up to 30 days. 40

•

Supervisory oversight is emphasized. CBP requires supervisors to be present for electronic
devices searches where practicable and requires supervisory approval to detain the device or
image its memory so that the search might continue after the traveler departs from the port of
entry. 41

•

Reasonable suspicion is required for searches that seek subject matter assistance from federal
or non-federal agencies outside DHS.42

38

These polices address many of the civil rights and civil liberties concerns raised by the public and
Congress about border examinations of electronic devices.
In sum, the overall authority to conduct border searches without suspicion or warrant is clear and
long-standing, and courts have not treated searches of electronic devices any differently from
searches of other objects. CRCL concludes that CBP' s and ICE's current border search policies
comply with the Fourth Amendment. We also recognize that the law regarding searches of
electronic devices will continue to develop. Therefore, CRCL will continue to work with DHS

35

CBP Directive, supra note 3, at§ 5.1.3; U.S. Immigration and Customs Enforcement, Office oflnvestigations (OI)
Guidance, Dep 't of Homeland Sec., Recordkeeping Procedures Regarding Detentions of Documents and Electronic
Devices (Dec. 12, 2008); ICE Directive, supra note 3, at§ 8.2(1).
36

CBP Directive, supra note 3, at§ 5.4.1.2; ICE Directive, supra note 3, at§ 8.5(1 ).

37

CBP Directive, supra note 3, at§§ 5.3 .1.2 & 5.4.1.2; ICE Directive, supra note 3, at § 8.5(e).

38

CBP Directive, supra note 3, at§ 5.4.1.5 ; ICE Directive, supra note 3, at§ 8.5(1)(d).

39

CBP Directive, supra note 3, at§§ 5.5 & 5.6.

°CBP Directive, supra note 3, at§ 5.3.1; ICE Directive, supra note 3, at§ 8.3(1).

4

41

CBP Directive, supra note 3, at§§ 5.2-5.3 .1.4. By contrast, ICE Special Agents are empowered to make
investigative decisions based on the particular facts and circumstances of each case and do not require supervisory
approval. ICE Directive, supra note 3, at§ 6.1.
42

CBP Directive, supra note 3, at§ 5.3 .2.2; ICE Directive, supra note 3, at§ 8.4.
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component agencies to ensure that civil rights and civil liberties are protected in this as in other
areas.

2. A Suspicion-Based Rule Is Not Advisable
Notwithstanding the case law that suspicionless searching of electronic devices at the border is
constitutionally permissible, some critics have advocated increased traveler protections as a matter
of policy, in the form of a firm administrative standard requiring the presence of reasonable
suspicion that a crime has been committed prior to any electronic device search. One specific model
43
that has been suggested as an alternative to the current ICE and CBP policies is a 1986 policy,
Customs Directive 3340-006, Review, Copying and Seizing ofDocuments (June 12, 1986). We do
not believe that this 1986 approach, or a reasonable suspicion requirement in any other form, would
improve current policy.
At the outset, we note that CBP and ICE are charged with exercising far broader authorities at the
border than was the former U.S. Customs Service. As renamed and reorganized in 2003, CBP
enforces a broad range of customs, immigration, agriculture, and other federal laws at the border.
Perhaps most importantly, CBP stands as the first line of defense in furtherance of the Department's
national security and anti-terrorism responsibilities, articulated in the Homeland Security Act of
2002, as amended, 6 U.S.C. § 201 (2006), and elsewhere. Similarly, ICE, which received part of the
former Customs Service, was created in 2003 to house all customs and immigration investigators,
and is responsible for investigating all crimes relating to the border.
In addition, we note that although the 1986 policy directed that "Customs Officers should not read
personal correspondence contained in travelers' baggage or on the person," it simultaneously
authorized warrantless, suspicionless inspection procedures permitting extensive reading to allow
officers to ascertain the content of the documents. Officers were directed to first read the document
45
or paper by "scanning," 44 in order to determine what action was appropriate." Next, the officer
was permitted, without suspicion or warrant, to fully read any documents that "appear[ ed] to relate"
to any one of the Customs Service's enforcement, regulatory or administrative functions listed
within the policy. Then, if it was not "immediately apparent whether the document [was] admissible
or subject to seizure," a document could be detained for a reasonable period of time upon reasonable
suspicion that it belonged to a category of goods and subject to customs enforcement, regulation, or
administration. 46 In short, like the current ICE and CBP policies, the 1986 policy allowed multiple
warrantless, suspicionless readings of documents, in varying degrees of detail, to ensure compliance
with applicable law.

43

Ellen Nakashima, Expanded Powers to Search Travelers at Border Detailed, Washington Post, September 23 ,
2008, http://www. washingtonpost.corn/wp-dyn/content/article/2008/09/22/ AR200809220284 3 html .
44

U.S. Customs Serv., Directive 3340-006, Review, Copying and Seizing ofDocuments (June 12, 1986), § S(b)
[hereinafter Directive 3340-006].
45

Seditious materials were included among the types of documents that could be examined further. These were
defined in the 1986 policy as materials "inciting or producing imminent lawless action, or prohibited matter being
imported in violation of 19 U.S.C. § 1305." Directive 3340-006, supra note 44 at§ 5(a)(v).
46

Directive 3340-006, supra note 44 at§ S(e).
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Whatever the parameters of the 1986 policy, adding a heightened threshold requirement could be
operationally harmful without concomitant civil rights/civil liberties benefit. First, commonplace
decisions to sem·ch electronic devices might be opened to litigation challenging the reasons for the
search. In addition to interfering with a carefully constructed border secwi.ty system, the litigation
could directly undermine national security by requiring the government to produce sensitive
investigative and national security information to justify some of the most critical searches. Even a
policy change entirely unenforceable by courts might be problematic· we have been presented with
some noteworthy CBP and ICE success stories based on hard-to-articulate intuitions or hunches
based on officer experience and judgment. Under a reasonable suspicion requirement officers might
hesitate to search an individual's device without the presence of articulable factors capable of being
fotmally defended, despite having an intuition or hunch based on experience that justified a search.
Although this Office does not advocate arbitrary decision-making, we understand that there may be
occasions where officers have only a few seconds to make important decisions about admissions and
searches, and where they lack the opportunity to use routine criminal investigative techniques to
develop reasonable suspicion or probable cause to justify the inspection of containers. Officers must
therefore frequently make important choices based on inadequate and imperfect information. We
note that officers vety likely do have reasonable suspicion in most searches of electronic devices
based on existing screening methods and objective factors· however, in light of the diminished
expectations of privacy at the border and the government' s paratnount interest in border security, as
well as the methods and objective factors ordinarily applied in making decisions, we conclude
heightened suspicion requirements for searches of electronic devices at the border are not
appropti.ate.
At the satne time, the absence of information about why a particular search was performed renders
supervision more difficult. The information could be used by supervisors or managers to understand
whether the authority is being overused, in light of resources and priorities. Accordingly, our first
recommendation is:
1. Rationale: CBP officers who decide to conduct a device search generally should record
the reason for the search in a TECS field. The reason should specifically relate to the
decision to inspect an electronic device, not merely the selection for secondary screening
(although the reason for both may be the same). To be clear, we are not recommending
that officeys demonstrate reasonable suspicion for the device search; rather we
recommend that officers simply record the actual reason they are conducting the
search, whatever that reason is. This recommendation exceeds constitutional
requirements, but should facilitate CBP's operational supervision and oversight.

B. First Amendment
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C. Equal Protection and Religious!Ethnicity Discrimination
Civil rights and civil liberties advocacy groups have also raised concerns that particular religious and
ethnic communities are being improperly singled out at the border for undue law enforcement
attention in general and electronic media searches in particular.
Neither CBP nor ICE has an explicit written policy or training forbidding use of known or perceived
religion as a screening criterion although leadership within both Components has stated in less
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formal ways that religious discrimination is unacceptable. With respect to race and ethnicity there
is extant written guidance. Pursuant to the Department of Justice's 2003 Guidance Regarding the
Use of Race by Federal Law Enforcement Agencies48 and DHS ' s 2004 Commitment to Race
Neutrality in Law Enforcement Activities,49 ICE and CBP personnel are permitted to use race or
ethnicity as factors in ·a decision to search a person or object only based on information that is
specific to an incident, suspect or ongoing criminal activity, or as part of a narrowly tailored
response to a compelling state interest involving national security or border integrity. During
interviews, ICE and CBP personnel explained that officers are affirmatively taught not to rely on
these constitutionally suspect classifications in searching electronic devices except based on
information specific to pruticular suspects, incidents, or ongoing criminal activities, and that they are
reminded regularly of the prohibition.

2. Antidiscrimination Policy: CBP and ICE should state explicitly in policy that it is
generaUy impermissible for officers to discriminate against travelers-including by
singling them out for speciaUy rigorous searching-because of their actual or perceived
religion, and that officers may use race, religion, or ethnicity as a factor in conducting
48

Civil Rights Division, U.S. Dep ' t of Justice. Guidance Regarding the Use of Race by Federal Law Enforcement
Agencies (2003). ava;/able at: http://www.justice.gov/crt/about/spl/documents/guidance on race.pdf.
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discretionary device searches only when (a) based on information (such as a suspect
description) specific to an incident, suspect, or ongoing criminal activity, or (b) limited
to situations in which Component leadership has found such consideration temporarily
necessary based on their assessment of intelligence and risk, because alternatives do not
meet border security needs.
Some advocacy organizations have also suggested that electronic device searching has very
disproportionate effects on travelers whose ethnic or national background is Arab or Middle Eastern
and that these effects are onerous and unjustified. To explore the factual premises that underlie this
concern, CRCL and CBP have analyzed two years of data on electronic device searches. We have
together concluded that if a port with a relatively high volume of device searches concentrates those
searches among travelers within particular demographic groups, enhanced training and supervision
can help to ensure that such concentration is not the result of bias or other inappropriate decision
making. Through the data analysis, CRCL and CBP have developed a framework for appropriate
ongoing collection of statistical information to enable periodic review of this possibility. Our third
and fourth recommendations are based on this analysis, and in accordance with this agreed-upon
framework:

3. Regular Monitoring: CBP should improve monitoring of the distribution of electronic
device searching by race and ethnicity, by conducting routine analysis, including annual
examination of electronic device searches by port of entry. After controlling for known
relevant and permissible factors, such as port traveler demographics, and inclusion in
watchlists, lookouts, and targeting rules, the analysis should assess whether travelers of
any particular ethnicity-estimated using nationality/country of birth and name
analysis-at any port of entry are being chosen for electronic device searches in
substantial disproportion to that ethnicity's portion of all travelers through the port.
The analysis should also consider U.S. citizens separately from others. Data and results
should be shared with CRCL.
4. Subsequent Supervision: If it appears that electronic device searching in any port has a
substantial unexplained skew towards travelers of one or more ethnicity, CBP should
work with CRCL on developing appropriate oversight mechanisms. Subsequent steps
generally should include a requirement of supervisory approval for searches (absent
exigent circumstances) or enhanced training, and may include other responses.
D. Time Limits
Some critics of electronic border searches have also suggested stringent time limits for completion of
searches. Again, they point to the 1986 Customs policy as a model. But whereas the 1986 policy
relied on a brief perusal of documents to determine if reasonable suspicion or probable cause existed,
the continuous evolution and advancement of technology requires a more flexible approach for
officers to evaluate electronic devices. The main difference between the 1986 policy and current
policy is that under the current policy, if a border search of an electronic device requires more than a
very brief period of time, officers are permitted, without articulating a reason for suspicion, to detain
the device or copy its contents to complete the search. The 1986 policy envisioned an officer paging
through the travelers' documents, looking them over quickly to determine if reasonable suspicion (or
probable cause) was present, and reading them in more depth if circumstances warranted it. This
20
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approach is not tenable in the context of modern electronic devices. Gigabytes of information may
be stored in password-protected files, encrypted portions of hard drives, or in a manner intended to
obscure information from observation. An on-the-spot perusal of electronic devices following the
procedures established in 1986 could well result in a delay of days or weeks; even a cursory
examination of the contents of a laptop might require a team of officers to spend days or weeks
skimming the voluminous contents of the device. At the same time, a firm time limit for completing
a search risks allowing a wrongdoer to "run out the clock" by encrypting and password-protecting
his device, or traveling with voluminous amounts of documents, or other measures to make the
search very time consuming.
The 2009 policies address the government's interest in enforcement ofthe laws and the traveler' s
interest in personal autonomy and convenience by permitting a broad search, while taking steps to
decrease traveler inconvenience where the search is time-consuming. Although the time limits are
somewhat flexible, it seems likely that the firm requirements for officers to seek and receive
increasing levels of supervisory approval for extended detention push officers to ensure that detailed
searches are completed as quickly as possible. Various computer-assisted search methods aim to
balance comprehensiveness against timeliness. In light of the ever-increasing amounts of data stored
on electronic devices and ever-more-complex storage and encryption methods, we believe ICE and
CBP are making reasonable efforts to ensure border searches are completed as promptly as possible;
no further policy change is recommended.

E. Privileged Materials
Some critics have suggested that officers should be prohibited from searching communications for
which a traveler claims legal privileges, such as attorney-client privilege. Such a restriction would
create an obvious safe harbor for the smugglers of child pornography, for terrorist conspirators, and
any criminals relying on the transfer of information across borders. We note that the current policies
safeguard sensitive material with procedural protections. The directives address attorney-client
privileged materials and attorney work product by requiring an officer who suspects that the content
of a traveler's privileged document may constitute evidence of a crime or otherwise pertains to a
determination within ICE and CBP jurisdiction, to consult with ICE or CBP counsel. 5 1 For other
types of sensitive information-business or commercial information, trade secrets, and medical
records, for example-the directives state that officers should comply with applicable statutory
provisions and regulatory guidelines, and should ask counsel for assistance if necessary. 52 This is
fully covered in the mandatory training that all CBP officers take. None of the complaints currently
pending before or known to CRCL present concerns related to the discovery or sharing of privileged
material. 53 We conclude that current safeguards in these areas are sufficient.

51

CBP Directive, supra note 3, at§ 5.2.1; ICE Directive, supra note 3, at § 8.6(2)(b).

52

CBP Directive, supra note 3, at§ 5.4.2.2-5.4.2.3; lee Directive, supra note 3, at§ 8.5(2)(b)-(c).

53

The plaintiff in House v. Napolitano asserts as a factual matter that materials seized from him were "privileged,"
see Complaint at 8, House v. Napolitano, but does not claim that the materials in question were protected by a
recognized legal privilege.
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F. Improved Notice about Redress
Following release of the August 2009 policies, CBP improved its airport signage and began
providing a "tear sheet" to individuals whose electronic devices are searched. The airport signs
better explain border search authority, provide Privacy Act information regarding electronic device
searches, and explain the consequences for failure to provide information upon CBP questioning.
The tear sheet explains to travelers whose devices are searched why they may have been selected,
54
the legal authority for the device search, and what the traveler should expect from CBP. The
information provided about how to seek redress, however, is limited. The tear sheet includes contact
information for the CBP info center, and it also states:
The DHS Office for Civil Rights and Civil Liberties investigates complaints alleging
a violation by DHS employees of an individual's civil rights or civil liberties.
Additional information about the Office is available at www.dhs.gov/civilliberties.
More could be done to increase transparency and provide improved notice to travelers (at the very
least, the form should provide the most up-to-date URL for CRCL' s website: www.dhs.gov/crcl). At
the same time, it is difficult to get all the relevant information on a short tear sheet. Our final
recommendation is, therefore:

5. Improved Notice: CBP should improve the notice given to travelers subjected to
electronic device searches by updating tear sheets to refer travelers to DHS TRIP if
they seek redress.
We note in this regard that (at CRCL ' s request) TSA has recently updated DHS TRIP to give
travelers a larger list of options from which to choose wheri seeking redress. Specifically, a traveler
may now use the DHS TRIP system to complain that he/she was discriminated against on the basis
ofrace, ethnicity, religion, disability, or gender; that he/she received questioning or treatment during
screening that was abusive or coercive; and that a search of his/her person violated freedom of
speech or press.

IV.

Conclusion

Electronic device searching at the border is an important issue, presenting several potentially
competing concerns. The traveling public is entitled to cross our borders without Fourth and First
Amendment violations or invidious discrimination on the basis ofrace, ethnicity, religion, or other
protected characteristic. The 2009 Directives guide CBP and ICE in lawfully fulfilling their
responsibilities to safeguard against, for example, overly intrusive, discriminatory, and excessively
time-consuming searches of electronic devices.
We conclude that, in accordance with established case law, officers may, as a matter of both
constitutional law and sound policy, search electronic devices at the border without reasonable
suspicion of wrongdoing. We further conclude that electronic device searches conducted in
54

U.S. Customs and Border Protection, Dep 't of Homeland Sec., Publication 0204-0709, Inspection of Electronic
Devices, available at: http://www.cbp.gov/linkhandler/cgov/travel/admissibility/msa tearsheet.ctt/msa tearsheet.pdf.
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accordance with the 2009 Directives do not violate travelers ' First Amendment rights or the Equal
Protection clause, contain reasonable (if flexible) time limits, and contain sufficient safeguards to
protect privileged communications. However, we have offered several recommendations for
improved oversight and communication about redress; we believe that these recommendations can
augment civil rights protections without impeding operational requirements and effectiveness.

~~er~~

Officer for Civil Rights and Civil Liberties
U.S. Department of Homeland Security
December 29, 2011
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Kessler, Tamara
October 10, 2012 10:31 AM

From:

Sent

INfi>.,rt n &•c:rt:>v

To:
Cc:
Subject

Schlanqer, Marqo;
Update on laptop Impact Assessment implementation and new data

Hi As I believe you know, several of your staff have been working with mine to implement the recommendations
of the CRCllmpact Assessment on border searches of electronic devices, which S1 signed off on last spring. The
collaboration seems to be going very well, and we really appreciate the diligent work by OFO to update the traveler
"tear sheet," improve the nondiscrimination policy presented in the officer training on device searches, and to improve
record-keeping on device searches.
As you may also have heard, however, OFO re-reviewed a number of the TECS narratives from device searches at JFK
and BOS, where we had been most concerned about disproportionate searches on travelers with Arab or Muslim names,
and determined that the way the data had previously been coded for us failed to take into account a number of reasons
why a referral to secondary inspection would be mandatory. In particular, it seems that a
number of records that
,.n,I'\AlorArt to us to be discretionary secondary inspections were, in fact, mandatory due

As a result, there turn out to be very, very few truly discretionary referrals that resulted in device searches at those ports
during the two years for which we have data (F¥2009-10). And so we cannot conclude that there is a problem at those
airports that requires additional diversity training. We stand by the recommendation that this data analysis continue
(and OFO has indicated it should have FYll-12 data for us to review by the end of the calendar year), and we stand by
the recommendation that, if the data showed a problem at particular ports, there should be refresher training
conducted at those ports. But we're withdrawing the proposed training materials you saw for JFK and BOS this year.

Thanks. I hope you are well. Tamara

Tamara Kessler
Acting Officer
Office for Civil Rights & Civi l liberties
U.S.
of Homeland Security

Homeland
Security
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Office for Civil Rights and Civil Liberties, Bi-Weekly Report
Thursday, October 11, 2012
Tamara Kessler

Border Search of Electronic Devices Impact Assessment
I have a set of updates on the CRCL Impact Assessment on border searches of electronic devices
(laptops, cell phones, etc.) which you received in final form last spring. Since then CRCL and
CBP OFO have been working on implementation of our recommendations. CBP is printing
updated "tear sheets" for persons who receive a device search, which will include language
referring them to DHS-TRIP· CBP has updated its training and policy to reflect our
recommendations stressing non-discrimination on the basis of religion; and a new CBP system is
permitting fuller narratives to be recorded of secondary inspections that include a device search.
However - in working closely with CBP on this project, CBP had occasion to re-examine the
way some of the TECS records were coded for our statistical review, and it turns out that a very
·
coded to reflect the fact that the sec:on1ctary
large number of records had not been
, effectively,
So our
nnpact
our concem that at two large airports the discretionary searches were falling
disproportionately on Arab and Muslim travelers are no longer well-fmmded. That is there
were so few device searches following a truly discretionary referral of an individual from
primruy to secondary inspection that we can't infer any behavior by front-line OFO officers that
might have been prompted by the ethnicity of travelers.
This new conclusion from the data does not affect our recommendations to CBP. It does mean,
however that based on the FY 2009-2010 data we have reviewed so far, there are not any ports
where additional diversity training should be required on this basis. CBP expects to provide us
data from device searches conducted in FY 2011 and FY 2012 by the end of calendar year 2012,
at which time we will analyze that data to see if there appears to be any notable ethnic
disproportion in the distribution of discretionary (i.e. non-intelligence-driven) device searches.

Office for Civil Rights and Civil Liberties, Bi-Weekly Report
Thursday, October 11, 2012
Tamara Kessler
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POLICIES CURRENTLY IN PLACE THAT SAFEGUARD CIVIL RIGHTS AND CIVIL
LIBERTIES DURING SEARCHES OF ELECTRONIC DEVICES AT THE BORDER:
•

Searches of electronic devices are conducted with the traveler' s knowledge and presence,
unless there are national security or law enforcement considerations that make it
inappropriate to permit the individual to remain present.

•

Searches of electronic devices are documented in appropriate systems of records.

•

Retention of data is forbidden in the absence of probable cause to believe a crime has
been committed, unless the retained data pertains to immigration, Customs, or other
enforcement matters. In any event, such retention must be consistent with the privacy
and data protection standards of the system of records in which such information is being
retained.

•

Data destruction requirements are specified and quite strict. If data is not being retained,
CBP and ICE generally have seven days to destroy the data. A certified forensic agent
with specialized expertise destroys any electronic evidence. If circumstances require
additional time, supervisor approval is required to obtain an extension to no more than 21
days.

•

Data is safeguarded and stored to comply with detailed reporting and management
requirements.

•

Device detention periods are limited, unless an extension oftime is approved. Subject to
applicable extensions, CBP generally has up to five days to conduct the search of the
electronic device while ICE has up to 30 days.

•

Supervisory oversight is emphasized. CBP requires supervisors to be present for
electronic device searches where practicable and requires supervisory approval to detain
the device or image its memory so that the search might continue after the traveler
departs from the port of entry.

•

Reasonable suspicion is required for searches that seek subject matter assistance from
Federal or non-Federal agencies outside DHS.
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Suspicionless Border Searches of Electronic Devices:
Legal and Privacy Concerns with The Department of Homeland Security's Policy

The Fourth Amendment to the Constitution establishes the "right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable searches and seizures," and
dictates that a warrant must be substantiated by probable cause. 1 There are few exceptions to
this constitutional requirement for a warrant. One is for searches at the border or the
functional equivalent of the border, where routine searches without probable cause have been
permitted. 2 Relying on this longstanding exception to the Fourth Amendment's warrant
requirement, federal statutes authorize customs and immigration officials to routinely search
packages, baggage, merchandise, and even travelers themselves as they cross the border into
the United States. 3 Such border searches can be conducted pursuant to these statutes without
a warrant, without probable cause, and without suspicion of wrongdoing. However, these
searches increasingly have been expanded beyond the original intent of the border search
exception to intercept contraband, and are now used to capture volumes of private and
personal information carried across the border in computers and other electronic devices.
The authority claimed by customs officials to search the belongings of travelers extends to any
item a traveler may carry, including electronic devices. 4 For some time customs and
immigration officers have relied upon the border search exception to the Fourth Amendment to
search, review, copy, and detain various types of electronic devices, including laptop
computers, computer disks, cell phones, electronic tablets, portable storage devices, and other
electronic media, all without first obtaining a warrant or even without having reasonable
suspicion of wrongdoing. These searches are conducted by both Customs and Border
Protection (CBP) and Immigration and Customs Enforcement (ICE). Between October 1, 2008
and June 2, 2010, over 6,500 people- almost half of whom were U.S. citizens- were subjected
to searches of their electronic devices upon crossing the international border. 5 Of course, given
the volume of information that these devices typically carry- some of which the traveler may
not be aware of- the potential for intrusion into a person's privacy far exceeds that relating to
the search of non-electronic items.

1

U.S. Canst. amend. IV.
See United States v. Montoya de Hernandez, 473 U.S. 531, 537 {1985) (''Since the founding of our
Republic, Congress has granted the Executive plenary authority to conduct routine searches and seizures
at the border, without probable cause or a warrant .. . ."); United States v. Ramsey, 431 U.S. 606, 619
{1977) (the "longstanding recognition that searches at our borders without probable cause and without a
warrant are nonetheless 'reasonable' has a history as old as the Fourth Amendment itself'').
3
See, e.g., 19 U.S.C. § 1496 (providing that the "appropriate customs officer may cause an examination
to be made of the baggage of any person arriving in the United States''), and 19 C.F.R. § 162.6 (''All
persons, baggage, and merchandise arriving in the Customs territory of the United States from places
outside thereof are liable to inspection and search by a Customs officer.'').
4
See United States v. Arnold, 523 F.3d 941, 946 (9th Cir. 2008) (''we are satisfied that reasonable
suspicion is not needed for customs officials to search a laptop or other personal electronic storage
device at the border'').
5
Analysis of documents released pursuant to Freedom of Information Act, available at:
htto://www.aclu.org/national-security/qovernment-data-about-searches-international-travelers-laotops
and-personal-electr
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Historically, the scope of what was covered by the border search exception was fairly limited,
since the exception is confined to the items a traveler carries across the border. As a practical
matter, most private documents, letters, photographs, and other personal effects would remain
in an individual's home, safeguarded by full Fourth Amendment protections and the warrant
requirement. With today's technology, however, people can and do travel with vast quantities
of private, personal information stored on their laptops and other electronic devices. Unlike at
any time in the past, individuals who travel internationally, by virtue of legitimately choosing to
carry electronic devices, are unknowingly subjecting volumes of personal information to
involuntary and suspicionless search and review by federal law enforcement authorities. This
problem is compounded by the fact that many electronic devices are used to carry both
personal and business-related information. The continual evolution in how people use
electronic devices in their everyday lives creates growing tension between the Fourth
Amendment guarantees and what historically has been viewed as a narrow exception to the
requirements for probable cause and a warrant.
In August 2009 CBP and ICE issued Directives that formalized their 2008 policy governing how
their officers conduct searches of these devices. These Directives raise several serious
constitutional concerns, however. First, the Directives, by permitting searches to be carried out
without reasonable suspicion of wrongdoing long after the traveler has crossed the border, may
contravene well-established Fourth Amendment principles. Second, the Directives allow for
searches that are far more intrusive than the ordinary border searches that historically have
occurred, and can have a chilling effect on free speech, as information created or stored on an
electronic device is subject to search simply by virtue of being carried across the border. The
Directives also can open avenues for other constitutional abuses, such as racial or religious
profiling or circumventing Fourth Amendment requirements that, in other contexts, would
mandate issuance of a warrant prior to a search. Similarly, even when officers do possess
reasonable suspicion, the lack of proper safeguards and guidelines as to the scope of permitted
searches allows law enforcement officials to engage in wide-ranging searches of devices and
information that have no connection to the underlying predicate for the search.
For these reasons and as outlined further below, we, the undersigned members of the
Constitution Project's bipartisan Liberty and Security Committee, urge the Department of
Homeland Security (DHS) to discontinue its policy of searching electronic devices at the border
without reasonable suspicion. We further recommend that DHS amend the CBP and ICE
Directives on Border Searches of Electronic Devices to explicitly require reasonable suspicion of
wrongdoing before allowing searches of electronic devices at the border; in the case of U.S.
persons, to require a probable cause warrant before law enforcement may retain copies of data
retrieved from an electronic device and before they may search electronic devices or their
contents for a period longer than is needed for a reasonable search (presumptively a maximum
of 24 hours ); and to establish safeguards prohibiting racial or religious profiling and, in the
case of U.S. persons, requiring that the scope of a search be tied to the underlying predicate for
the search, so that a search does not turn into a "fishing expedition" or become unnecessarily
intrusive. 6
In developing these recommendations, the Committee considered whether the standards for
border searches of electronic devices should differ depending on the nationality of the person
6

We are also troubled by intrusive physical searches at the border, but such practices are beyond the
scope of this report.

2

searched. The U.S. Supreme Court has not fully clarified the extent to which Fourth
Amendment protections apply to non-citizens outside the United States (or at the border
crossing). Although some committee members take the position that the reasonable suspicion
and probable cause standards this report recommends for U.S. persons should apply equally to
non-U.S. persons, the Committee agreed on the recommendations outlined below which make
some distinctions in the case of non-U.S. persons as a significant improvement to the status
7
quo. Further, committee members agree that as discussed in further detail below,
suspicionless searches of electronic devices at the border are an inefficient law enforcement
technique for detecting and preventing national security threats, and reasonable suspicion of
illegality should be required to justify any such searches.

I. CBP AND ICE BORDER SEARCHES OF ELECTRONIC DEVICES
A.

The CBP and ICE Directives

In August 2009, Customs and Border Protection and Immigration and Customs Enforcement
each announced their respective Directives setting forth the policies and procedures governing
border searches of electronic devices. 8 Both Directives detail the circumstances in which CBP
and ICE officials may search, detain, and seize electronic devices and set standards for the
handling of any information collected. Most significantly, both Directives allow for searches of
electronic devices absent individualized suspicion. CBP and ICE officers may detain an
electronic device, without reasonable suspicion, for a "reasonable" period of time to conduct
searches and to receive technical assistance (e.g., translation or decryption) in searching the
device. Searches can take place on or off the port of entry facility and can be done outside the
presence of the owner.
Despite their common approaches, there are material differences between the two Directives
that can affect travelers' interests in their electronic devices. For example, CBP officers must
obtain supervisory approval to detain a device once the traveler has left the port of entry. ICE
officers do not need similar approvals. 9 Also, the amount of time that CBP and ICE can detain a
device can differ significantly. The CBP Directive states that detentions should not exceed five
days, and while extensions can be granted by certain supervisors, extensions beyond 15 days
can be granted only in seven-day increments. The ICE Directive, in contrast, states only that
detentions should be completed within a "reasonable time." What constitutes a reasonable time
under the Directive depends on several factors: the volume of information reviewed, whether
the traveler continued on his or her journey without the device, whether technical or subject
matter assistance was sought, whether ICE attempted to ensure timely receipt of assistance,
whether the traveler took affirmative and timely steps to prevent the search of the device, and
7

A "United States person" is defined by statute as "a citizen of the United States" and "an alien lawfully
admitted for permanent residence (as defined in section 1101(a)(20) of title 8)." 50 U.S.C. § 1801(i).
We use the term "U.S. person" to cover both groups together.
8
The CBP and ICE Directives are available at:
http://www.dhs.gov/xlibrarv/assets/privacy/privacy pia cbp laptop.pdf .
9
The Privacy Impact Assessment that accompanied the Directives explained that ICE Special Agents do
hot need supervisory approval to detain a device because they are "federal criminal investigators," and
that the ''decision to detain or seize electronic devices or detain, seize, or copy information therefrom is a
typical decision a Special Agent makes as part of his or her basic law enforcement duties." Department
of Homeland Security, Privacy Impact Assessment for the Border Search of Electronic Devices, at 8 (Aug.
25, 2009) (hereinafter, "PIA").

3

any exigencies that might have arisen. Ultimately, the ICE Directive states that searches
generally should be completed within 30 days, and any extensions must be approved by a
supervisor every 15 days. In other words, if ICE detains a computer, it can keep it as long as
30 days without any supervisory approvals whereas CBP needs approvals after five days.
Because ICE has "concurrent border search authority with CBP and may join or independently
perform a boarder search at any time," the length of time someone may be deprived of his or
her property can turn on whether CBP or ICE detains the device. Either way, neither Directive
sets an absolute limit on how long the agencies can detain a device, and both allow immigration
and customs officers to detain and search an electronic device without reasonable suspicion for
a material length of time after the device first crossed the border.
B.

CBP and ICE Border Search Practices

The CBP and ICE practice of searching electronic devices at the border without reasonable
suspicion began several years ago. Even before the Directives were announced, it was the
policy of customs and immigrations officials to allow searches of electronic devices without
suspicion of wrongdoing. 10 This policy was used to search a variety of media, including laptop
computers, cell phones, memory cards, digital cameras, thumb drives, compact disks, SIM
cards, and hard drives. 11 In fact, in the first eight months of fiscal year 2009, CBP alone
conducted 2,204 searches of electronic media under the policy in existence at that time,
including laptops, resulting in 105 detentions (for which no reasonable suspicion was required)
and 115 seizures. 12 These searches are far more intrusive than the important practice of
requiring travelers to open and turn on electronic devices to demonstrate that the devices
themselves are not actually bombs or other weapons.
Suspicionless border searches of the content of information stored on such devices are not
justified by safety concerns and have proven invasive.
A 2008 letter from Congressman Bennie Thompson to CBP Commissioner Ralph Basham
described CBP and ICE border search practices that extend far beyond searches for concealed
contraband, weapons, or explosives:

•

These practices include opening individual laptops; reading
documents saved on the devices; accessing email accounts and
reading through emails that have been sent and received;
examining photographs; looking through personal calendars; and
going through telephone numbers saved in cellular phones.
Further, individuals have raised claims that these searches can
sometimes last for hours and cause significant delay, while the
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See, e.g., Memorandum from Assistant Commissioner, Office of Field Operations, U.S. Customs and
Border Protection, to Directors, Field Operations, Director, Pre-Clearance, Office of Field Operations
regarding New Policy Regarding Boarder Search/Examination of Documents, Papers, and Electronic
Devices (July 18, 2008).
11
See, Department of Homeland Security, Customs and Border Protection Field Operations Program
Analysis and Measures Weekly Electronic Media Report. See also PIA at 6 ("This border search may
include examination of documents, books, pamphlets, and other printed material; as well as computers,
storage disks, hard dives, phones, personal digital assistants (PDAs), cameras, and other electronic
devices.").
12
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subject of the search- often a U.S. citizen- is delayed entering
the country and must sit by as the information contained in their
personal devices are copied, confiscated or compromised. 13
Department of Homeland Security documents made public through a Freedom of Information
Act lawsuit further highlight the practical effects of this policy.14 In one instance, a traveler had
a laptop computer and flash drive confiscated by CBP, and over six months later, he was still
trying- with the help of his congressman- to secure the return of his possessions. Another
traveler reported the search of a laptop despite putting CBP on notice that the computer
contained confidential business information. On another occasion, a traveler had his laptop
detained for more than a month, requiring him to buy a replacement for his job. And yet
another traveler agreed to a search of several devices in an effort to avoid further delays.
Reports prepared by the Asian Law Caucus and Muslim Advocates detail numerous examples in
which U.S. persons have had to endure intrusive, suspicionless searches at the border. 15

II. LEGAL AND POLICY CONCERNS WITH THE CBP AND ICE DIRECTIVES
A policy that allows customs and immigration officials to conduct suspicionless and broad
ranging searches of electronic devices raises significant constitutional concerns. As noted
above, the nature of electronic devices is such that searches of these items are particularly
more intrusive than searches of other baggage a traveler might carry- e.g., a briefcase or even
paper documents- and are likely to intrude upon reasonable expectations of privacy. Even
more troubling, by allowing CBP and ICE to detain electronic devices for days or months at a
time and to remove the device from the port of entry for further searching, all without
reasonable suspicion, the Directives conflict with the Fourth Amendment's basic requirements
that searches and seizures be conducted reasonably and pursuant to a warrant based on
probable cause.
A.

The Directives Unreasonably Allow Suspicionless Searches Long After
the Initial Border Crossing

As they currently exist, the Directives grant CBP and ICE officials overbroad authority to
conduct suspicionless searches of electronic devices that may contravene Fourth Amendment
standards. Such unreasonable searches can happen under the CBP and ICE Directives in at
least two ways. First, CBP and ICE officers may detain electronic devices for significant periods
of time. For CBP, detentions can be extended well beyond the minimum five-day guideline with
supervisory approval. If the device is detained by ICE, the detention can last for "a reasonable
time," which according to its Directive can last 30 days or more. In fact, under ICE's Directive,
what is considered reasonable depends in part on the volume of data to be searched, which
suggests that the more information there is to search, the longer ICE can "reasonably" detain
the device. And neither Directive limits the total time a device may be detained. Second,
13

Letter from The Honorable Bennie G. Thompson, Chairman, U.S. House of Representatives, Committee
on Homeland Security, to The Honorable W. Ralph Basham, Commissioner, U.S. Customs and Border
Protection, at 1 (July 1, 2008).
14
1hese documents are available at: htto://www.aclu.org/national-security/qovernment-data-about
searches-international-travelers-laptops-and-personal-electr .
15
See www.asianlawcaucus.org/wp-content/uploads/2009/04/Returninq%20Home.pdf and
www.muslimadvocates.org/documents/Unreasonable Intrusions 2009.pdf .
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detained devices can be searched at locations away from the port of entry. This is likely to
happen if technical assistance is sought (i.e., decryption or translation is needed). There are no
guidelines on where those off-site facilities may be located or whether the device might be sent
to another law enforcement agency. Under any of these scenarios, the Directives allow
searches to be conducted without any sort of suspicion as a predicate.
Fourth Amendment jurisprudence, however, recognizes that searches conducted at a time and
place remote from the border "entail a greater intrusion on legitimate expectations of privacy."16
Thus, at least some federal courts have required reasonable suspicion to support warrantless
searches of electronic devices that otherwise would be permitted by the Directives. For
instance:
• In a Michigan case from May 2010, 17 the government was required to establish
reasonable suspicion to support the warrantless search of a laptop computer 20 miles
away from and within 24 hours after the computer crossed the border.
• In a california case from June 2010, 18 the court ruled that a search of a laptop
conducted at an off-site laboratory over two weeks after it was initially detained at an
airport required reasonable suspicion.
To the extent, therefore, that the CBP and ICE Directives permit the detention of electronic
devices without reasonable suspicion at a location removed from the actual border or its
functional equivalent and at a time remote from the original border crossing, the Directives may
impermissibly invade expectations of privacy and contravene well-settled Fourth Amendment
principles.

B.

The Directives Can Lead to Other Violations of Constitutional Rights

In addition to violating reasonable expectations of privacy, suspicionless border searches of
electronic devices can lead to compromises of an individual's constitutional rights. First, the
absence of any requisite level of suspicion to conduct border searches opens the doors to racial
or religious profiling. Public accounts detail how this policy could be used to harass U.S.
persons based on their racial, ethnic, or religious background. 19 A 2008 Congressional Research
Service report came to the same conclusion: "If a customs official could conduct a search
without providing cause, it would be difficult to deter ethnic profiling because the official would
not need to explain why he conducted the search."20 Law enforcement should focus on
behaviors, and race, ethnicity, and religious affiliation should not be considered as factors that
create suspicion unless these factors are used as part of a specific suspect description.

16

Niver, 689 F.2d at 526. But see United States v. Cotterman, No. 09-10139 (9th Cir. Mar. 30, 2011)
(upholding the suspicionless search of a laptop 170 miles from the border and four days after the device
was detained at the border).
17
United States v. Stewart, 2010 WL 2089355 at *4 (E. D. Mich. May 24, 2010).
18
United States v. Hanson, Case 3:09-cr-00946 at 5-7 (N.D. Cal. June 2, 2010).
19
See, e.g., Ellen Nakashima, The Washington Post, Expanded Powers to Search Travelers at Border
Detailed, at A02 (Sept. 23, 2008).
20
Yule Kim, Border Searches ofLaptops and Other Electronic Storage Devices, Cong. Research Serv., at 8
(Mar. 5, 2008).
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Second, and on a related note, the Directives' policy can be used by other law enforcement
agencies as an end-run around the general warrant requirement to access information on a
traveler's electronic devices. The potential for this abuse has reportedly already taken root.
According to public reports, there has been discussion among various law enforcement agencies
concerning the fact that CBP and ICE have the ability to search and detain information at the
border that other law enforcement officials could not access without a warrant or at least
further substantiation of wrongdoing. 21
Third, a policy that allows customs and immigration agents to search electronic devices at will
can burden free speech. The American Anthropological Association complained to DHS that
such warrantless searches "not only violate the rights of the scholar, but they unlawfully
infringe upon the lives of ... research participants."22 Likewise, at least one firm has warned
its employees about DHS's policy, noting that "[t]here are no published guidelines as to what
might trigger these searches," and warning employees who travel internationally to "take extra
precaution with [the company's] proprietary information."23 The burden that the Directives
place on free speech rights has led to a recent lawsuit by the National Association of Criminal
Defense Lawyers and the National Press Photographers Association. 24
Finally, the scope and extent of searches of electronic devices have the potential to invade
privacy on a level not possible with books, papers, or other non-electronic materials, a reality
that even DHS itself recognizes. 25 Digital cameras can store hundreds of personal pictures.
Computers not only store millions of pages worth of information, but also information on web
sites visited. This can include cookies and other metadata that the individual does not even
know exists on his or her computer and can cover a period of several years.
C.

Further Safeguards are Needed to Ensure Constitutional Protections
Even if There is Reasonable Suspicion of Wrongdoing

The Directives also lack adequate safeguards ensuring that a person's constitutional interests
are protected once a search has begun. The Directives allow CBP and ICE officials to search
any and all electronic devices that a traveler carries- including all of the information contained
on those devices- regardless of whether there is reason to suspect the traveler of criminal
wrongdoing or to suspect that the devices or the information they contain have any connection
to a potential violation of the law.
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Ellen Nakashima, The Washington Post, Expanded Powers to Search Travelers at Border Detailed, at
A02 (Sept. 23, 2008).
22
Letter from Setha Low, President, American Anthropological Association, to The Honorable Michael
Chertoff, Secretary, Department of Homeland Security (July 25, 2008), available at:
http://www.aaanet.orq/issues/AAA-Letter-on-Homeland-Security-Searches. cfm .
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See Letter from The Honorable Dennis Moore, U.S. House of Representatives, to Transportation and
Security Administration (May 13, 2008), available at: http://www.aclu.org/national-security/qovernment
data-about-searches-international-travelers-laptops-and-personal-electr, pp. 000781-782.
24
Abidor v. Napolitano, Case No. : CV10-4059 (E.D.N.Y. Sept. 7, 2010).
25
See PIA at 2 ("Where someone may not feel that the inspection of a briefcase would raise significant
privacy concerns because the volume of information to be searched is not great, that same person may
feel that a search of their laptop increases the possibility of privacy risks due to the vast amount of
information potentially available on electronic devices.").
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The Fourth Amendment prohibition of unreasonable searches and seizures mandates the
implementation of safeguards against free-ranging and open-ended searches, even for cases in
which there was reasonable suspicion supporting the initial search. Such safeguards would be
consistent with the Fourth Amendment's particularity requirement for warrants. Courts have
insisted, especially when computers are the subject of searches, that warrants describe with
particularity the scope of the search, and that officers executing the warrant not stray from
those parameters. 26
The authority to search a traveler's belongings at the border without a warrant or probable
cause is an exception to the Fourth Amendment's requirements, and as such, it should be
exercised narrowly and with clearly-defined limits. 27 Consequently, in the case of U.S. persons
entitled to full Fourth Amendment protections, in addition to requiring reasonable suspicion of
wrongdoing to initiate a border search of electronic devices, the Directives should also require
that any such search be limited to those devices, files, and information that are likely to contain
contraband or evidence of the unlawful activity that established the reasonable suspicion to
search in the first instance. Such requirements would be consistent with how courts treat other
exceptions to the warrant requirement. 28
Thus, for U.S. persons, even when law enforcement officers have reasonable suspicion
justifying a search, the scope and nature of the search should be based upon that reasonable
suspicion, and should not include a "fishing expedition" or be more intrusive than necessary.
The Fourth Amendment requires that even for search warrants predicated on a showing of
probable cause, the warrant must "particularly" describe the place to be searched and the items
to be seized . Searches of digital devices must similarly be circumscribed and tied to the
predicate justifying the search.
The Directives also allow CBP and ICE to seek subject matter assistance from experts or other
law enforcement agencies based solely on reasonable suspicion of wrongdoing. Subject matter
assistance is defined in the Directives as assistance by other law enforcement agencies to
"determine the meaning, context, or value of information contained therein as it relates to the
laws enforced and administered" by CBP and ICE. 29 Because subject matter assistance involves
other law enforcement agencies, the Directives contemplate even longer detention and search
times than when no subject matter assistance is required. The CBP Directive, for instance,
allows 15 days (as opposed to five days when subject matter assistance is not sought), with
unlimited seven-day extensions, for the assisting agency to respond. The ICE Directive again
allows "a reasonable period of time" for a response from the assisting agency and states only
that ICE should "get a status report" sometime within the first 30 days.
26

See, e.g., United States v. carey, 172 F.3d 1268 {lOth Cir. 1999) (suggesting methods to avoid
searching files of the type not identified in the warrant, such as "observing files types and titles listed on
the directory, doing a key word search for relevant terms, or reading portions of each file stored in the
memory'').
27
See Aippo v. West Virginia, 528 U.S. 11, at 13 {1999) C'A warrantless search by the police is invalid
unless it falls within one of the narrow and well-defined exceptions to the warrant requirements.'')
(emphasis added).
28
See, e.g., Maryland v. Buie, 494 U.S. 325, at 335 {1990) C'A protective sweep is without question a
'search,' ... they are permissible on less than probable cause only because they are limited to that which
is necessary to protect the safety of officers and others."); Flippo, 528 U.S. at 13-15 (police needed a
warrant to search the contents of a briefcase found at a crime scene).
29
CBP Directive at 5.3.2.3. See also ICE Directive at 8.4(2)(a).
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In order to continue searching the electronic device of a U.S. person for such lengthy time
periods or to seize and retain copies of data stored on a device, the government must have a
proper constitutional predicate beyond reasonable suspicion. 30 To be consistent with Fourth
Amendment principles and the Directives themselves, 31 probable cause of wrongdoing should
be required before officials may continue the search of an electronic device beyond the initial
time period justified by reasonable suspicion. In this regard, we note that a Travelers' Privacy
Protection Act bill introduced in the Senate two years ago would require probable cause for
searches lasting over 24 hours. We agree that 24 hours may be an appropriate guideline, but
this time limit should be based on what is actually reasonable under the circumstances,
including how remote the border check point is and the level of law enforcement expertise that
is readily available on site to conduct the search. Second, we recommend that a probable
cause warrant should be required before officials may copy and retain data that is stored on an
electronic device. If, however, officials believe the data may have intelligence value related to
international terrorism and wish to seek a FISA search warrant, more time may be needed to
complete that process. Thus, if officials have begun the application process to seek a FISA
warrant during the 24 hour period described above, they should be permitted to retain the
device for up to seven days if such additional time is needed to obtain a FISA warrant.
Thus, when officials begin a search based upon reasonable suspicion, they should use that
period, presumptively up to 24 hours, to determine whether there is probable cause to justify
detaining the device for longer than 24 hours and/or to retain copies of data found on the
device. Assuming there was reasonable suspicion to justify the preliminary search, this search
could permissibly include checking the device's data against watch lists, checking phone
numbers and email addresses for contacts with known criminal or terrorist suspects, and
seeking a FISA warrant, a national security letter (NSL) and/or a Patriot Act Section 215 order if
any of these are appropriate under the circumstances. Law enforcement would only be
permitted to detain the device beyond the preliminary search period (presumptively up to 24
hours) or to retain copies of the data, if this preliminary search leads them to develop probable
cause, or if they are able to do so under one of these other authorities (FISA, Patriot Act, etc.).
The permissible time period could be extended to up to seven days if officials need that time to
seek a FISA warrant.
Even if probable cause is not established, any electronic trail created by the cross-checking of
information against government watch lists and other databases should not be expunged, but
should remain available for subsequent audits and oversight reviews. Officials should be
prohibited, however, from putting the data into an intelligence system or database where the
information is searchable or retrievable or can otherwise be mined by intelligence or law
enforcement agents.

30

See So/dal v. Cook County, Illinois, 506 U.S. 56, 61 (1992) ('A seizure of property, we have explained,
occurs when there is some meaningful interference with an individual's possessory interests in that
property.'') (internal quotations omitted); United States v. Place, 462 U.S. 696, 7.08-710 (1983)
(detention on less than probable cause of a traveler's luggage for 90 minutes was ruled an unreasonable
seizure under the Fourth Amendment).
31
Both the CBP and ICE Directives require probable cause to seize electronic devices. See CBP Directive
at 5.4.1.1. and ICE Directive at 8.5(1)(a). Neither Directive attempts to define a "seizure," though from
the context, the Directives appear to view a seizure as the indefinite retention of the device or its
contents for law enforcement purposes.
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D.

Searches Based Upon Reasonable Suspicion will More Effectively Serve
Law Enforcement Goals

Amending the Directives to require immigration and custom officials to have reasonable
suspicion before conducting warrantless border searches of electronic devices would not
diminish CBP's or ICE's law enforcement effectiveness. Reasonable suspicion is not a
demanding standard. While there is no precise definition of what constitutes reasonable
suspicion, it has been described as "a particularized and objective basis for suspecting the
person stopped of criminal activity."32 Thus, in a 2005 case decided by the Fourth Circuit Court
of Appeals, the court found that customs officials had reasonable suspicion to search a laptop
computer when they found drug paraphernalia, photos of child pornography, a disturbing video
focused on a young boy, and an outstanding arrest warrant in the defendant's van. 33 In
another case, reasonable suspicion to search a computer was established when the defendant's
name was matched against a database of outstanding warrants for child pornography and
officers found an unusual amount of computer equipment contained in the defendant's
vehicle. 34 In fact, the CBP Directive states that "the presence of an individual on a government
operated and government-vetted terrorist watch list will be sufficient to create reasonable
suspicion. "35
Moreover, requiring reasonable suspicion to conduct a search of electronic devices would focus
limited law enforcement resources where they can be most effective. Suspicionless searches
are not well-suited to identifying and locating contraband or illegal material, as the CBP's own
data show. In 2009, for example, only about 5% of the electronic devices searched at the
border were seized as a result of the search. Put differently, in the vast majority of instances
involving border searches of electronic devices, the traveler has had to needlessly withstand a
significant intrusion into his or her privacy for no legitimate law enforcement purpose.
The overwhelming reality is that in the usual instance in which immigration and customs
officials have uncovered illegal material being transported into the country using an electronic
device, there has been independent, reasonable suspicion to search the device. Though courts
routinely uphold the legality of assertedly suspicionless border searches of electronic devices, in
virtually every case to consider the issue, the court also found facts supporting reasonable
suspicion to conduct the searches. 36 This is supported by testimony from former-Secretary
32

Ornelas v. United States, 517 U.S. 690, 696 (1996); see also United States v. Arvizu, 534 U.S. 266, 273
(2002) (reasonable suspicion is "a particularized and objective basis for suspecting legal wrongdoing'').
33
See United States v. Ickes, 393 F.3d 501 (4th Cir. 2005).
34
United States v. McAuley, 563 F. Supp.2d 672 (W.O. Tex. 2008).
35
CBP Directive at 5.3.2.3. If the government establishes that reasonable suspicion is required before
placing an individual's name on a watch list, this would be an appropriate, if circular, standard. However,
under present watch list practices, it appears that far less than reasonable suspicion is required for watch
listing, and if this is true, then this Directive should be amended to delete this statement. See, Ellen
Nakashima, The Washington Post, Terrorist Watch List: One 77p Now Enough to Put Name in Database,
Officials Say(Dec. 29, 2010).
36
See United States v. Romm, 455 F. 3d 990, 994 n.4 (9th Cir. 2006) (prior to the search officials
discovered that defendant had pleaded nolo contendere to two counts of promoting sexual performance
by a child and one count of child exploitation by means of a computer); Ickes, 393 F.3d at 507 ['The
agents did not inspect the contents of !eke's computer until they had already discovered marijuana
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Michael Chertoff to a congressional committee that in practice, border searches of electronic
devices are done only when there is reasonable suspicion of wrongdoing. 37
Recognizing that DHS's policy of suspicionless border searches of electronic devices not only
intrudes on the rights of U.S. persons but does little to advance the law enforcement needs of
DHS, several different legislative proposals have been made that would require reasonable
suspicion before such searches could be performed. For instance, in 2008, Senator Feingold
introduced the "Travelers' Privacy Protection Act of 2008," and in 2009, Congressman Engel
proposed the "Securing Our Borders and Our Data Act of 2009." Both bills would require
immigration and customs officials to have reasonable suspicion of wrongdoing before detaining
and searching the contents of electronic devices and to obtain a warrant based on probable
cause before seizing electronic devices. 38
RECOMMENDATIONS FOR REFORM

For these reasons, we, the undersigned members of the Constitution Project's Liberty and
Security Committee recommend that the Department of Homeland Security implement the
following reforms:

1. Amend the CBP and ICE Directives to require that CBP and ICE officials may not
search the content or information contained in electronic devices of U.S. persons
unless there exists a reasonable suspicion that the electronic device contains illegal
material or evidence of illegal conduct. In the case of non-U.S. persons, officials
must have reasonable suspicion that the non-U.S. person is or was engaged in some
illegal activity to support such a search. However, officials should still be permitted
to conduct limited suspicionless searches aimed at verifying that a device is
functioning and is not or does not contain a bomb or weapons. The definition of
"electronic device" should include laptop computers, personal digital assistants,
paraphernalia, photo albums of child pornography, a disturbing video focused on a young boy, and an
outstanding warrant for Ickes's arrest."); United States v. Roberts, 274 F.2d 1007, 1017 (5th Cir. 2001)
(customs agents received information that defendant was about to board an international flight while
carrying child pornography); United States v. Hanson, Case No. CR 09-00946, at 5 (N.D. Cal. June 2,
2010) C'the Court concludes that the Government has met its burden to show the February search was
supported by reasonable suspicion''); United States v. Stewart, 2010 WL 2089355, at *4 (E. D. Mich. May
24, 2010) ['The Court believes instead that the ICE agents had reasonable suspicion to believe that the
computers ... contained contraband ... .'')McAuley, 563 F. Supp.2d at 678 n.7 ("the name check
information coupled with the presence and amount of computer equipment the Defendant had is
arguably sufficient information to determine the existence of reasonable suspicion''); United States v.
Bunty, 617 F. Supp.2d 359, 364 (E.D. Pa. 2008) ['Even if reasonable suspicion were necessary, the Court
is satisfied that the circumstances in this case give rise to such suspicion.''); United States v. Hampe,
2007 WL 1192365, at *4 (D. Me. Apr. 18, 2007) C'the peculiar facts presented in this case gave rise to a
reasonable suspicion that Hampe's computer might contain child pornography''). The only case in which
the court did not make an independent finding of reasonable suspicion was United States v. Amolcf, 523
F.3d 941 (9th Cir. 2008).
37
Oversight of the Department of Homeland Security: Hearings Before the Senate Comm. On the
Judiciary, llOth Cong. 41-42 (2008) (testimony of Secretary of the Dep't of Homeland Security, Michael
Chertoff) ['as a practical matter, when we look at a laptop or papers or something, it's because
somebody is in secondary, which means by definition that we have a reasonable suspicion").
38
See Travelers' Privacy Protection Act of 2008, S. 3612, llOth Cong. (2008) and Securing Our Borders
and Our Data Act of 2009, H.R. 239, 11th Cong. (2009).
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wireless phones, ipads and other tablet devices, ipods and MP3 players, blackberries
and other wireless data devices, digital cameras, and any form of electronic, digital
or other portable device used to store data.
2. Amend the Directives to clearly prohibit racial or religious profiling. The Directives
should require that in determining whether reasonable suspicion exists, officials'
analysis should focus on behaviors and any intelligence information or evidence of
wrongdoing. Race, ethnicity, and religious affiliation should not be considered as
factors that create suspicion unless these factors are used as part of a specific
suspect description.

3. Amend the Directives to require that in the case of U.S. persons, CBP and ICE
officials must obtain a warrant based on probable cause to (1) continue the search
of an electronic device beyond a time period needed for a reasonable examination of
the data, which is presumptively up to 24 hours, but should be based on what is
actually reasonable under the circumstances; or (2) retain copies of the information
or data contained on an electronic device for longer than 24 hours. If, however,
officials believe the data may have intelligence value related to international
terrorism and wish to seek a FISA search warrant, more time may be needed to
complete that process. Thus, if officials have begun the process of seeking a FISA
warrant during the 24 hour period described above, they should be permitted to
retain the device for up to seven days if such additional time is needed to complete
the process of seeking a FISA warrant.

4. Revise the ICE and CBP Directives to eliminate any differences between the type,
standards for, and extent of searches permitted by the two policies.

5. Create and publish guidelines on handling and review of legally privileged
information by CBP and ICE. "Legally privileged information" should include any
information protected by the attorney-client privilege, attorney-work product
doctrine, medical records or information, journalist's notes and information, and any
other information protected by a recognized legal privilege.

6. Revise the Directives to provide that in the case of U.S. persons, the scope and
nature of searches of electronic devices at the border, even when supported by
reasonable suspicion, should be reasonably related to the underlying predicate for
the search.

7. Conduct regular audits of the operation of these programs and regularly report to
Congress on the findings. Such reports should include statistics on the number of
people whose devices are searched, the number of devices detained beyond 24
hours, and the number of devices from which data was retained.
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Dear Secretary Napolitano:

I hope this Jettct teaches you in the best of health aod spis:its. It is my uafortuaate duty to report a case
of discrimination by officen
(CBP) agaiosr a member of the

American Muslim......,,""'""'""'"',.·
our office that on December 2()d>, 2010, he ;Meunreasombly detained,
person and car searched, and was questio.oed by CBP officeis
authorized our
office to addtcss you on his behalf, aad you will find his signed co
ty wuver attached.

Accotdi.og
stopped oo
11)111, 2010, at the Peace
around 1200 hours and asked to surrender his ousoort
oflicet disappw:ed, witb his passpo.rt, into a. smaD
to tum off his vehicle. The officer walked

"WaS

to reveal his bands, and then exit his vehicle with bH

up.

vebicle, be was bandcuffed and relocated.to a small, concrete room.
CBP officers seatched his peGOa, clothes, wallet, shoes, c:dJ phone, and vehicle.
l ln<lltlll'l~

into the reuon for bis being stopped, CBP officers reportedly told Mt.
been issued against him, forbidcling him from contacting his children.
tbe Seattle Police Depattmcnt had ootified them of this

officers question~t his
permitted to enter the United St3tes '~~With his
...,...,,•.,.......n
Sea.tde Police Department about the
the Seattle Police Department indicated

feeling humiliated by CBP of&ers when haodcuifd .in front of his children.
not receive an apology from CBP officea for Fngfull:y ba.odcuffi.og and
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Council oo American-lsl~&Mi<: Relatio11.1
9594 First Avenue Northeast, Suite 272, Seattle, Washington 98115
; ,;; :i:_.:·:. .....,... ;~ ,: i. ·••:'< 206.367.4()81 ·.. ,·..·.... ':' .v ....
42 U .S.C. § 1983 probibit'5 oflice.rs from using their autbority to deprive .individuals of k:detally
protcctc:d rights as mandated by the Equal Protection Clause of the 14111 Amendment of the United
States Coll$titution. CAIR-WA has reviewed the facts of this case llftd bas dctemlined thst Customs md
Border Protection .may have violated~ rights including protection from unlawful
searches and seizures under the 4th ~d equal protection guarantees of the 1-4th
Amendment to tbe U.S. Constitution.
.reGent Gove.mment :actioos of srueotyping and profiling of Muslims, it appears that Mr.
s unrcasooably demincd and searched simply on the basis of his perceived religion, race
thnicity.
-

Therefore, CAJlt-WA is requntiAg the following wi1bin 30 days of receipt of 1his lettc:r:

into the incidcnm.
a fo.anal written apology for the treatment he tteeived.
3.
monc:ta.ry compensation for the ment21, and emotional pain he and bis
childtto
as a .result ~t.
4. Provide an aplanation as ID why~ handcuffed a.od detained on December 2()tb,

1.
2.

2010.

5. Institute CAIR's Workplaoc: Seositivity and Diversity T.raioing for Customs and Border
Protection officers.
The Council on American-IsWnic Relations is a oatioml civil righrs organization whose mission is to
defend the religious rights of Muslims in America. CAIR-Washiogton will continue to monitor this
situation very closely and take any appropmte action that ic deems ncceswy. We look fOJ:Ward to a Aift
and positive resolution.
In the meantime, please do not hesitate to mach me via e-mailt.t civilright:s@wacair.com or via phone at

206.367.4081
Sincerely,

Jennifer Gist
Civil Rigbts Coordint.tor
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Honorable Maria CantweD., United State& Senate
Honorable Pa~ :Mum.y, United States Semte
Honorable Rick La.tsen, House of Representative&, 211d Congressional District
Honorable Jim McDermott, House of Representatives, 71h Congressional District
Honomble Chris Gtegoitt, Gover.oor
Chief Marco Lopez, Chief of Staff, Customs and Border Protection
Mr. AJan Benin, Commissioner, Customs and Border Protection
Mr. David V. Agui.lu, Deputy Commissiooer, Cusooms and Border Protection
Ms. Mich.eleJames,CBP Director ofFad.d Operatios:Js
Mr. Greg Alvare2, Axe2 Port Director
Mr. Mike Milne. Press Officer, Service Port at Blaine. WAShington
Ms. Matgo Schlaoger. Officer for Civil Rights and Civil Liberties, Department of Homeland
Security

Mr. Kateem Shoa, Senior Policy Advisor. Department of Homeland Security
Mr. Brett Laduzinsky, Office of the Commissioner, Customs and Border Protection
\J
. ! ..
- ·- ~ Executive Director, CAIR-Wasbington
:
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American·Islamic Relations (''CAIRj to be my aaent and rcprcscnlative in regards to my
complaiat of disc.rimiDation and any related matter 10 tbe incident that occmrcd with/at

· ~ lb~
<

6:1 u $'

c;;e&. ~ fJ ~~ f ~11

I hereby giYC CAIR and its sepreserdativcs full authority to review, discuss, delegate and
communicate aft relevant and/or incidental information !dating to my complaint.

I fuDy unders1and tblt I do not forfeit any of my legal rights and privileges as a condition
to this agreement. I also \lllda"stand that CAIR is DQl a lepl services orguizarion and I will

ocithcr hold CAIR financially or legally liable in respect to my subsequent judicial or
admioistra!ivc proceeding which may result from CAIR's involvement with my complaiDt.
l, the UDdeaigned, barcby permit CAIR CD invcsdpte my complai.at pursuant lO the lemlS of

SiDcerely,
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Can You Frisk a Hard Drive?
By DAVID K. SHIPLER

If you stand with the Customs and Border Protection officers who staff the passport booths at
Dulles airport near the nation's capital, their task seems daunting. As a huge crowd of weary
travelers shuffle along in serpentine lines, inspectors make quick decisions by asking a few
questions (often across language barriers) and watching computer displays that don't go much
beyond name, date of birth and codes for a previous customs problem or an outstanding arrest

warrant.
The officers are supposed to pick out the possible smugglers, terrorists or child pornographers
and send them to secondary screening.
The chosen few- 6.1 million of the 293 million who entered the United States in the year
ending Sept. 30, 2010 -get a big letter written on their declaration forms: A for an agriculture
check on foodstuffs, B for an immigration issue, and C for a luggage inspection. Into the
computer the passport officers type the reasons for the selection, a heads-up to their colleagues
in the back room, where more thorough databases are accessible.
And there is where concerns have developed about invasions of privacy, for the most complete
records on the travelers may be the ones they are carrying: their laptop computers full of
professional and personal e-mail messages, photographs, diaries, legal documents, tax returns,
browsing histories and other windows into their lives far beyond anything that could be, or
would be, stuffed into a suitcase for a trip abroad. Those revealing digital portraits can be
immensely useful to inspectors, who now hunt for criminal activity and security threats by
searching and copying people's hard drives, cellphones and other electronic devices, which are
sometimes held for weeks of analysis.
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Digital inspections raise constitutional questions about how robust the Fourth Amendment's
guarantee "against unreasonable searches and seizures" should be on the border, especially in a
time of terrorism. A total of 6,671 travelers, 2,995 of them American citizens, had electronic
gear searched from Oct. 1, 2008, through June 2, 2010, just a tiny percentage of arrivals.
"But the government's obligation is to obey the Constitution all the time," said Catherine
Crump, a lawyer for the American Civil Liberties Union. "Moreover, controversial government
programs often start small and then grow," after which "the government argues that it is merely
carrying out the same policies it has been carrying out for years."
One of the regular targets is Pascal Abidor, a Brooklyn-born student getting his Ph.D. in Islamic
studies, who reported being frisked, handcuffed, taken off a train from Montreal and locked for
several hours in a cell last May, apparently because his computer contained research material in
Arabic and news photographs of Hezbollah and Hamas rallies. He said he was questioned about
his political and religious views, and his laptop was held for 11 days.
Another is James Yee, a former Muslim chaplain at the Guantanamo Bay prison, who gets what
he wryly calls a "V.I.P. escort" whenever he flies into the United States. In 2003, Mr. Yee was
jailed and then exonerated by the Army after he had conveyed prisoners' complaints about
abuse, urged respect for their religious practices and reported obscene anti-Muslim caricatures
being e-mailed among security staff.
Years later, he evidently remains on a "lookout" list. A federal agent stands at the door of Mr.
Yee's incoming plane, then escorts him to the front of the passport line and to secondary
screening.
Arriving in Los Angeles last May from speaking engagements in Malaysia, he was thoroughly
questioned and searched, he said, and his laptop was taken for three or four hours. He was not
told why, but after it was returned and he was waiting to rebook a connecting flight he'd missed,
a customs officer rushed up to the counter. "We left our disk inside your computer," he quoted
her as saying. "I said, 'It's mine now.' She said no, and sure enough when I took the computer
out, there was a disk."
Customs won't comment on specific cases. "The privacy rights that citizens have really
supersede the government's ability to go into any depth," said Kelly Ivahnenko, a
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spokeswoman.
In general, "we're looking for anyone who might be violating a U.S. law and is posing a threat to
the country," she explained. "We're in the business of risk mitigation."
Yet the mitigation itself has created a sense of risk among certain travelers, including lawyers
who need to protect attorney-client privilege, business people with proprietary information,
researchers who promise their subjects anonymity and photojournalists who may pledge to blur
a face to conceal an identity. Some are now taking precautions to minimize data on computers
they take overseas.
"I just had to do this myself when I traveled internationally," said Ms. Crump, the lead attorney
in a lawsuit challenging the policy on behalf of Mr. Abidor, the National Association of Criminal
Defense Lawyers and the National Press Photographers Association.
During a week in Paris, where she lectured on communications privacy, she had legal work to
do for clients, which she could not risk the government seeing as she returned. "It's a pain to get
a new computer," she said, "wipe it completely clean, travel through the border, put the new
data on, wipe it completely clean again."
In simpler days, as customs merely looked for drugs, ivory, undeclared diamonds and other
contraband that could be held in an inspector 1s hand, searches had clear boundaries and
unambiguous results.
Either the traveler had banned items, or didn't. Digital information is different. Some is clearly
illegal, some only hints at criminal intent, and under existing law, all is vulnerable to the same
inspection as hand-carried material on paper.
Most pirated intellectual property and child pornography, for example, cannot be uncovered
without fishing around in hard drives. "We've seen a raft of people coming from Southeast Asia
with kiddie porn," said Christopher Downing, a supervisor at Dulles. If a person has been gone
only two or three days and pictures of children are spotted in a bag, he explained, the laptop is a
logical candidate for inspection. Such searches have been fruitful, judging by the bureau's
spreadsheets, which list numerous child pornography cases.
But terrorism is an amalgam of violence and ideas, so its potential is harder to define as officers
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scrutinize words and images as indicators of attitudes, affiliations and aspirations. Random
searches are not done, Mr. Downing said, although courts so far have upheld computer
inspections without any suspicion of wrongdoing. In practice, something needs to spark an
officer's interest. "If you open up a suitcase and see a picture of somebody holding an RPG," he
noted, referring to a rocket-propelled grenade, "you'd want to look into that a little more."
The search power is preserved by its judicious use, Mr. Downing said. "If you abuse it, you lose
it." he added. The A.C.L.U. doesn't want customs to lose it, Ms. Crump explained, but just wants
the courts to require reasonable suspicion, as the Supreme Court did in 1985 for examinations
of a person's "alimentary canal." The court distinguished such intrusive inspection from
"routine searches" on the border, which "are not subject to any requirement of reasonable
suspicion, probable cause, or warrant." The justices added in a footnote that they were not
deciding "what level of suspicion, if any, is required for nonroutine border searches" of other
kinds.
Laptop searches should be considered "nonroutine," Ms. Crump argues, something the United
States Court of Appeals for the Ninth Circuit declined to do in 2008, when it reversed a judge's
decision to suppress evidence of child pornography obtained during a suspicionless airport
computer search.
With the search powers intact, Mr. Abidor no longer dares take the train home from his studies
at McGill University in Montreal. He doesn't want to be stranded at the border, waiting hours
for a bus, as he was in May. So last month his father drove up from New York to get him for
vacation. The men were ordered to a room and told to keep their hands on a table while
customs officers spent 45 minutes searching the car, and possibly the laptop, Mr. Abidor said.
"I was told to expect this every time."
David K. Shipler, aformer reporter at The Times, is the author of"The Rights of the People: How
Our Search for Safety Invades Our Liberties," to be published in April.
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