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[FOR OFFICIAL USE ONLY]
1.0 [bookmark: _Toc350783624][bookmark: _Toc256000000]Introduction
1.1 [bookmark: _Toc350783625][bookmark: _Toc256000001]Scope
This Security Assessment Plan (SAP) was developed using the guidance contained in NIST SP 800-37, Guidelines for Applying the Risk Management Framework to Federal Information Systems, and incorporates policy from the Department of Homeland Security (DHS) Management Directive (MD) 4300, Department of Homeland Security Information Technology Security Program Publication, Volume I, Policy Guide.  Documentation contained in this plan will be used in support of the Security Assessment and Authorization efforts for Test_2015-01-15-1052 by the Authorizing Official (AO).

This SAP calls for a series of system assessments and tests to exercise the security features and procedures of the Test_2015-01-15-1052 against all applicable security requirements of MD 4300; vulnerability testing of the operational system is also planned. A site assessment of the facilities (building and rooms) will be performed to evaluate the security safeguards and controls of the operating environment. Additional tests will be devised as needed to assess newly identified vulnerabilities during the security assessment.  Elements to be tested are defined within the authorization boundary described in Section 1 of the Test_2015-01-15-1052 Security Plan.  The specific system security controls and security requirements to be satisfied by this system are listed in Sections 2 through 19 of the Test_2015-01-15-1052 Security Plan.

1.2 [bookmark: _Toc350783626][bookmark: _Toc256000002]Assumptions/Limitations
1.2.1 [bookmark: _Toc350783627][bookmark: _Toc256000003]Assumption

{Assumptions place rules of conduct, expectations, and communications on testing and observations for the security assessment. The following assumptions are examples of assumptions: 
· The security assessment will be conducted in a controlled development/test environment.
· The security assessment team will have access to all relevant documentation for the system.
· The security assessment automated scans are configured to be the prevent interruptions in network and system services.
· Both the hardware and software is configured for operational use throughout the duration of the testing.}

1.2.2 [bookmark: _Toc350783628][bookmark: _Toc256000004]Limitations

{Limitations should include a discussion of any system elements or locations that are not planned to be part of this test and evaluation}

2.0 [bookmark: _Toc350783629][bookmark: _Toc256000005]Assessment Tools

List the assessment tools to be used during the security assessment. 


Assessment Tools
	Tool
	Description
	Operation

	{Nessus}
	{Nessus is an active vulnerability scanner, featuring discovery, configuration auditing, asset profiling, sensitive data discovery and vulnerability analysis of your security posture. Nessus scanners can be distributed throughout an entire enterprise, inside DMZs and across physically separate networks.}
	{John Doe, Security Engineer}

	
	
	

	
	
	



3.0 [bookmark: _Toc350783630][bookmark: _Toc256000006]Scanning Authorization
Any scans performed by the assessment team must be approved in advance by the system owner.  The letter in Appendix A must be signed by the system owner and forwarded to the Assessment Team prior to conducting the assessment.  This letter will authorize the Assessment team to use the tools indicated to perform scans on Test_2015-01-15-1052.

4.0 [bookmark: _Toc350783631][bookmark: _Toc256000007]Team Composition

Identify the members of the Test Team. 


Test Team Composition
	Name
	Position
	Phone
	E-mail

	
	
	
	





Identify the Management Personnel (e.g. Information System Security Officer [ISSO], Component Chief Information Security Officer [CISO]/Information System Security Manager [ISSM], AO) 


Management Personnel
	Name
	Position
	Phone
	E-mail

	No personnel for this table have been added to the project personel page





Identify the System Personnel (e.g. System/Database Admin., System Owner) 


System Personnel
	Name
	Position
	Phone
	E-mail

	
	
	
	




5.0 [bookmark: _Toc350783632][bookmark: _Toc256000008]Schedule

Document the major actions and activities associated with the assessment of Test_2015-01-15-1052. 


Security Assessment Schedule
	System Test Step
	Dates

	{e.g., Test Objectives Established
	

	Assessment Procedures are Developed
	

	Scanning Authorization Letter Signed
	

	Execute Assessment Procedures
	

	Security Findings Analyzed and Documented}
	

	
	

	
	



6.0 [bookmark: _Toc350783633][bookmark: _Toc256000009]Security Assessment Procedures
The assessment of the information system's security features will range from a series of formal tests to a vulnerability scan of the information system.  The following types of test plans and results were required and the results/recommendations from this test will be summarized in the Security Assessment Report.  The verification of system controls was accomplished by means of:
· Technical testing (software/hardware)
· Technical automated tools (scripting)
· Physical assessments and/or inspection
· Documentation and procedural reviews
· Walk-through inspections; and
· Interviews with key personnel.

6.1 [bookmark: _Toc350783634][bookmark: _Toc256000010]Process Overview
The general process used for conducting the security assessment will be:
· Assessment/test procedures are defined using: 
· Test_2015-01-15-1052 Requirements Traceability Matrix (RTM) derived from RMS
· Vulnerability Scans
· DHS Configuration Guidelines
· System security controls and security requirements to be satisfied by this system will be defined, verified, and annotated by the reviewer in the RTM. 
· The RTM and security scan results will be used to document and verify the system security features are implemented in accordance with SP and serve as the basis of system certification. 

6.2 [bookmark: _Toc350783635][bookmark: _Toc256000011]Test Procedures
1. Gather tools as identified in Assessment Tools (Section 3).
2. Collect preliminary and site data; such as operating systems, software versions, hardware serial numbers, etc.
3. Use DHS Configuration Baseline to baseline the system.  The major system components will be evaluated against the DHS security checklist for each product. 

6.3 [bookmark: _Toc350783636][bookmark: _Toc256000012]Component Identification
6.3.1 [bookmark: _Toc350783637][bookmark: _Toc256000013]Hardware

There is no hardware associated with the project.

6.3.2 [bookmark: _Toc350783638][bookmark: _Toc256000014]Software

There is no software in the project.
6.3.3 [bookmark: _Toc350783639][bookmark: _Toc256000015]Operating Systems

There is no operating system(s) associated with the project.

6.3.4 [bookmark: _Toc350783640][bookmark: _Toc256000016]Network Interfaces

There is no network interfaces associated with your project.

6.3.5 [bookmark: _Toc350783641][bookmark: _Toc256000017]Access Methods

List the access methods for the Test_2015-01-15-1052. 


Access Methods
	Access Method
	Test Method

	{Web interface}
	{Automated Assessment Tool}

	{Credentialed Scan}
	{Automated scan tool}

	{Software Source}
	{Automated source code vulnerability assessment tool}



6.4 [bookmark: _Toc350783642][bookmark: _Toc256000018]Automated Scans

· Conduct automated scans against the system using [TOOL].
· Discuss findings with System Administrator to ensure validity. It is permissible for the SA to correct findings on-the-spot (if applicable) or provide justification to mitigate the finding.

6.5 [bookmark: _Toc350783643][bookmark: _Toc256000019]Requirements Traceability Matrix
1. Generate an RTM using the RMS tool.  A copy of the Test_2015-01-15-1052 RTM is provided in Appendix B.
2. Execute RTM test cases. 
3. Discuss findings with the ISSO to ensure validity.  It is permissible for the ISSO to correct findings on-the-spot (if applicable) or provide justification to mitigate the finding. 

6.6 [bookmark: _Toc350783644][bookmark: _Toc256000020]Results Documentation
The results of all security testing will be tabulated in the RTM.  The results of testing the security requirements will be summarized in the Test_2015-01-15-1052 Security Assessment Report. 

[bookmark: _Toc350783645][bookmark: _Toc256000021]
Acronyms
	AO
	Authorizing Official

	CISO
	Chief Information Security Officer

	DHS
	Department of Homeland Security

	FIPS
	Federal Information Processing Standards

	ISSO
	Information System Security Manager

	NIST
	National Institute of Standards and Technology

	POA&M
	Plan of Action and Milestones

	RMS
	Risk Management System

	RTM
	Requirements Traceability Matrix

	SAP
	Security Assessment Plan

	SAR
	Security Assessment Report

	SP
	Special Publication (NIST)
Security Plan
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[bookmark: _Toc350783646][bookmark: _Toc256000022]Appendix A.   Scanning Authorization Letter

MEMORANDUM FOR ALL PERSONNEL
FROM: Test_2015-01-15-1052, System Owner
SUBJECT:  Security Assessment Team Authorization


1. I have asked [COMPANY CONDUCTING ASSESSMENT] personnel to conduct a security assessment for the Test_2015-01-15-1052. The following individuals will be on station from [START DATE] to [END DATE] conducting physical and electronic penetration testing, interviews, and equipment testing while performing this assessment.


	Name
	Company
	Clearance

	
	
	

	
	
	

	
	
	




2. I expect all personnel to comply with their requests and to extend all necessary courtesies to them in order to ensure an accurate and timely assessment. These individuals are authorized 24-hour daily access to the following unit buildings, facilities, and access point:
	Target Facility (Building/Room/Enclave)
	Access point/Jumpbox
	Access Type (Remote/Full logical/Full Physical/Room-Specific/Escorted)

	
	
	

	
	
	

	
	
	


3. If any questions should arise concerning this memorandum or the survey assessment execution, contact [CONTACT NAME] at [CONTACT PHONE DURING DUTY HOURS] during duty hours or [CONTACT PHONE DURING NON-DUTY HOURS] during non-duty hours.


______________________________________________________________________________
SIGNATURE			PRINT NAME  			TITLE		DATE


A-2
[FOR OFFICIAL USE ONLY]
[bookmark: _Toc350783647][bookmark: _Toc256000023]Appendix B.   RTM

The RTM for Test_2015-01-15-1052 is included in this appendix.  

The definition of the fields in the RTM are provided in Table B-1.
Table B-1.  RTM Field Definitions

	RTM Field
	Field Definition

	Control Ref.
	The name (short title) of the source document and the ID or paragraph number of the listed control or requirement.

	Security Req./Control
	Short title describing the security control or requirement (and the text of the control/requirement, which may be paraphrased for brevity).

	Security Category
	Category and class associated with the security control.

	Control Type
	The security control type. 
· Common. If the requirement is designated to one or more information systems.
· Hybrid. If the requirement is identified with two security control types: common and system-specific; i.e., a part of the requirement is identified as common type and another part of it is system-specific.
· System-Specific. If the requirement is assigned to a specific information system.
· Inherited. If the requirement is inherited from another system.
· Not Specified. If the requirement does not require any security control.

	Planned Implementation
	How the control was intended to be implemented.

	Actual Implementation
	How the control was implemented.

	Test #(s)
	The ID number of the specific test procedure(s) that is used to validate the requirement or control.

	Methods
	The evaluation method (or methods) used to assess the requirement.
· I. Interview.
· E. Examine.
· T. Testing.

	Tailored
	The tailored control that modifies the control set.
· In. The control was tailored in.
· Out. The control was tailored out.

	Result
	The summarized result for the test procedures that cover the requirement/control.
· Met - Requirement fully satisfied.
· Not Met - Requirement not satisfied.
· Not Applicable - Requirement not applicable.

	Notes
	Identifies the factor, and the basis for; any tailoring of controls from the  baseline or organizational overlay that was used for the system.
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