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NATIONAL PREPAREDNESS SYSTEM

ICBP’s Preclearance, operating at 15 locations worldwide, allows for advance inspection of passengers before they
board U.5.-bound flights, while its range of international Trusted Traveler programs, provides pre-vetted and
approved, low-risk travelers expedited clearance upon their arrival in the United States.
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o The National Preparcdness System was cstablished to strengthen the sccurity and
resilicnce of the United States through systematic preparation for the threats that
posc the greatest risk to the sccurity of the Nation. The National Preparcdness
System is an integrated sct of guidance, programs, and processes to cnable the
Nation to mect the National Preparcdness Goal, which is: “A sccure and resilient
nation with the capabilitics required across the whole community to prevent,
protect against, mitigate, respond to, and recover from the threats and hazards that
pose the greatest risk.”

e Nationwide, this translates into morc

dlSClp’h]“lCd and flcl}bcratc ’pl’anmng, N Identifying &
organizing, equipping, training, and exercising Assessing Risk
among first responders, emergency managers,
. e Reviewing &
public health officials, and health care Updating Estimating
. . . Capabili
providers through their own investments as Requplrﬂ:'l:ynis

well as FEMA grants, which have totaled more
than $47 billion since 2002.

e The scope and scale of the National validating Bullding &
Preparedness System is both large enough and ci",,’:f,'iﬁﬁ"f,
detailed enough to prepare for and use during Planning to

g prep g \ !
catastrophic incidents as well as those 3 ca'::gﬁietries

managed by a single local emergency services
organization. Using an all-hazards and whole

community approach, the System is adaptable
to all threats that the Nation faces.

e Through the National Preparedness System, FEMA assists the whole community
in establishing goals, objectives, and performance measures that enable
communities to measure improvements in capabilities and statewide
preparedness.

e Within the annual National Preparcdness Report (NPR), FEMA identifies
progress and challenges to address in building and sustaining the Nation’s
preparedness.

» National areas for improvement include Cybersecurity, Economic Recovery,
Housing, Infrastructure Systems, Natural and Cultural Resources, and
Supply Chain Integrity and Security.

# Three of these — (1) Cybersecurity, (2) Housing, and (3) Infrastructure
Systems — have been 1dentified as areas for improvement in the NPR for five
consccutive ycars.

» Capabilities that need to be sustained include Planning; Public Health,
Healthcare, and Emergency Medical Services; and, Risk and Disaster
Resilience Assessment.

e Maintaining and strengthening the National Preparedness System and building
the capabilities of non-federal partners to reduce reliance on the Federal
government, requires focused action in areas that include:
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Continue the development and implementation of the National

Qualification System in order to advance integrated mutual aid across the

whole community.

» Develop the guidance, tools, and technical assistance nceessary to aid
communities in building, sustaining, and delivering capabilitics.

» Advance an integrated National Training and Education System that

ensures the personnel responsible for delivering capabilities are receiving

the right training at the right time.
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EMERGING INFECTIOUS DISEASE THREATS

History has shown that highly infectious diseases emerge or reemerge with some regular
frequency and could greatly hamper DHS’s ability to perform critical mission functions.
The impacts of these incidents on the United States, even if inttially identified overseas, are
exacerbated by factors such as globalization, international trade, reduced international travel
times/cnhanced travel routes, increased density of human populations in urban centers, and
human encroachment into animal habitats.

In closc coordination with the Department of Hcalth and Human Scrviees (HHS) and the

Centers for Disease Control and Prevention {CDC), DHS strives to protect the American

public from emerging infectious disease (EID) threats through multiple actions such as:

» Early warning from the National Biosurveillance Integration Center (NBIC);

» Helping to prevent these diseases from crossing our borders; and

» (Coordination of the inter-agency response providing support to state, local, tribal, and
territorial (SLTT) governiments.

DHS 1s also focused on protecting our workforce from EID threats, and ensuring the

Department can continuc to perform its critical missions in the face of these threats.

The following trends are impacting the E1D issue area, and will require changes 1n

opcrational posture, policy, and/or resource allocation:

» The threat has evolved. Over the past few years, we have seen numerous infectious
diseases emerge with potential impacts to the American public and the DHS workforce,
including HINI, Ebola, and Zika. These outbreaks have required unprecedented levels
of cooperation across DHS components and with interagency stakeholders.

» Technological advancements have enhanced the ability to identify EIDs of potential
concern (when 1n the past, thcy may have had been attributed to other ctiologics).

» The complexities of inter-agency response have increased with new capabilities in and

responsibilities of some Departments and Agencies.

Since 1ts launch in 2014, the Global Health Security Agenda (GHSA) has focused U.S.

and international attention on building countries’ capacity to help create a world safe

and secure from infectious disease threats. Inherent to GHSA are requirements for
participating countties to elevate global health security as a national priotity in an effort
to contribute to global health.

» Government Accountability Office (GAO) reviews have found that DHS programs for
biological carly warning must cvolve to mect today’s threats. Succcess will require
increased cooperation from external stakcholders (including federal partners).

v
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CHEMICAL THREATS

o  BHEOUO) DHS assesses that ISIL is increasingly interested in conducting and inspiring
morc complex attacks against the West?, ISIL-linked adversarics may consider
incorporating toxic imatcrials into attacks in the West with the aspiration of increasing
fear, enhancing attack lethality, and adding greater complexity to response efforts. DHS
believes that ISIL-inspired homegrown violent extremist (HVES), or other domestic
actors, who choosc to pursuc attacks with toxic matcrials most likcly would cmploy
commereially available toxic industrial chemicals (TICs) and usc crude dissemination
methods such as explosive dispersal, contaminating surfaces, poisoning food or water, or
releasing gasses from pressurized tanks or via improvised chemical devices.

e  When responding to a4 chemical attack, time matters for saving lives and managing
resources. The window of opportunity to positively impact the response occurs in the
first 2-4 hours. Most Federal resources are not available (o support the immediate state
and local responsc during that time. Therefore, the greatest Federal government impact
to save lives must be made long before the incident occurs.

¢ Courses of action:

»  Work with chemical industry and the private sector to secure toxic chemicals in
the supply chain.

Expand programs to train state and local first responders and leadership.

Maintain border and transportation securily 1o stop bad actlors before they have a

chance to deploy chemicals as weapons.

# Provide threat information and guidance to the state and local response
community to enable a timely response and efficient decision making in the event
of a chemical release.

vV
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HHROBOFor more information please see DHS-FBI-Delaware Information Analysis Center-Ohio Strategic Analysis &Information Center
Joint fnteilivence Assessmrent “(UAFOLUOY Toxic Materials Unlikely but Possible Weapon Choiee for I$1L- Inspired or Directed Homeland
Attacks™ dated 23 May 2016
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BIOLOGICAL THREATS

e The nation faces risks from biological attacks or accidental releases of pathogens with the
potential to producce destabilizing cffeets and greatly impact Department of ITomceland
Security (DHS) operations and the American public.

o The United States and its allies face ongoing and ever evolving threats from violent
extremist groups or individuals inspired by these groups. The global reach of groups like
Islamic State (IS) and the widespread availability of biological materials and expertise
increase the risk of a terrorist attack using a biological Weapon of Mass Destruction
(WMD).

e DHS’s goal 1s to preparc our comimunitics and our workforce to prevent, deteet, mitigate,
respond to, and recover from biological incidents quickly in order to save lives and
minimize wide-spread or cascading impacts.

e The following trends are impacting the biological threats issue area, and will require
changes in operational posture, policy, and/or resource allocation:

» The threat continues to evolve. The biological weapons threat has expanded from large
State-sponsored programs to include global terrorist groups and lone wolf violent
cXtremists.

# Government Accountability Office (GAO) reviews have found that programs for
biological carly warning must cvolve to mecet today’s threats and provide the advanced
warning nceded to save lives. To achieve these ends the Department must foster
increased cooperation across multiple partners and stakeholders, both within and
outside the Department—to include various Federal partners.
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ENHANCING INTERNATIONAL AVIATION SECURITY

Numerous attempted attacks and evolving, complex threat streams over the past
decade clearly demonstrate terrorists’ pervasive focus on targeting the aviation
sector.

A key mechanism for countering these threats is an informed, comprehensive
application of security measures tailored to the threat and applied at those airports
and air carriers most likely to be directly or indirectly affected.

International inbound aviation represents the largest share of total aviation security
risk (89%) for which the Transportation Security Administration (TSA) is primarily
responsible.

As such, TSA works closcly with our U.S. Department of Homeland Sccurity (DHS)
partners, as well as forcign governments and industry stakcholders, to mitigate the
risk on inbound international flights entering the United States TSA also works
closely with foreign governments to negotiate agreements to allow the carriage of
Federal Air Marshals to and from Last Point of Departure airports.

Since 2014, the total terrorist plots/attacks directed toward the West and Europe have
increased over 73%.

Recent aviation security incidents such as the terrorist attacks in Paris (November
2015) and Brusscls (March 2016), the crashes of Metrojet 9268 in the Sinai
Peninsula (October 2015) and Daallo Flight 159 in Somalia (February 2016), and the
attack on the Istanbul Airport (June 2016) illustrate the need for consistent leadership
engagement on international aviation security.

The 114™ Congress has provided a considerable amount of oversight on aviation
security, passing legislation granting TS A new authorities for international
engagement and requesting reports and oversight of international activities via the
Federal Aviation Administration (FAA) Extension, Safcty, and Sccurity Act of 2016
(P.L. 114-190), which became law in July 2016.

Per congressional request, the Government Accountability Office began in August
2016 an audit of TSA's foreign airport assessments and air carrier nspections; the
completion date 1s to be determined.

Return to Top
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COMBATING TRANSNATIONAL CRIMINAL ORGANIZATIONS

e In 2011, the National Strategy to Combat Transnational Organized Crime was signed and
stated in part “Criminal networks arc not only expanding their opcrations, but they arc also
diversitying their activities, resulting in a convergence of transnational threats that has evelved to
become more complex, volatile, and destabilizing. These networks also thrcaten U.S. interests by
forging alliances with corrupt elements of national governments and using the power and influence
of those elements to further their criminal activities.”

e Transnational cruninal orgamzations (TCO) rcly on revenucs gencrated through the sale of
tllcgal drugs, counterfeit goods, human trafficking and smuggling, and other criminal
activities. These organizations, whether structured or decentralized in nature, continue to
capitalize on technological innovation, including new platforms to sell illicit goods,
mnovative ways of moving moncy, tools for coordinating opcrations, and a varicty of other
criminal and cybcr activitics.

e Disrupting these complex illicit networks requires that DHS contribute to a well-informed
and agile U.S. government and global responsc. Through intcgration of capabilitics, DHS
provides actionable, tactical and strategic intelligence and information across its operational
component organizations. This not only enables unique DHS interdiction and mvestigative
capabilitics, but also thosc of domestic and forcign partners.

Return to Top
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REAL ID

o REAL ID%is a coordinated effort by the states® and the Federal Government to
improve the reliability and accuracy of state-1ssued driver’s licenses and identification
cards (ID) in order to prevent the fraudulent issuance or use of these documents and,
thereby, inhibit terrorists’ ability to evade detection.

» The REAL ID Act of 2005 (*the Act™) (P.L. 109-13): 1) sets minimum
requirements for the secure issuance and production of state-issued driver’s
licenses and [Ds; and 2) prohibits Federal agencies from accepting driver’s
licenses and IDs issucd by nencompliant states for official purpoescs (i.c., entering
nuclear power plants, accessing Federal facilities including military installations,
and boarding federally-regulated commercial aircratt).

It does not authorize DHS to: regulate states (state participation is voluntary);

create a national ID; or create a Federal database of driver information.

¢ DHS has expended considerable effort to advance implementation of REAL ID
through coordination with Governors, and their representatives, Department of Motor
Vehicle Administrators, state legislators and national state associations.

o There are some states that have taken a “wait and see” stance to see 1f DHS is truly
serious about REAL ID implementation and as a result, DHS has established strict
enforcement dates.

e In 2017, DHS will: 1) determine whether states are compliant; 2) grant extensions to
individual noncompliant states as appropriate;® and 3) prepare the public for
enforcement related to boarding commercial aircraft.”

o The statutory requirements of the Act are the main driver for DHS enforcement.®
» 13 states and | territory are not yet committed to becoming compliant (see Table
| and Fig. 1) and could be affected when the Transportation Security
Administration {TSA) begins enforcement on January 22, 2018. At that time,
TSA will no longer accept licenses issued by noncompliant states (without
extensions) for boarding commercial aircraft or entering an airport’s sterile arca.

» Potential courses of action include: adhering to the current enforcement plan; secking
statutory and regulatory changes to reduce compliance costs for states; or adjusting
the enforcement schedule, which may necessitate regulatory changes.

4 Not an acronym.

5 “State” is defined as the 50 states; the District of Columbia; and the territories of American Samoa,
Commonwealth of Northern Mariana Islands, Guam, Puerto Rico, and the U.S. Virgin Islands.

5 Section 205(b) of the Act authorizes the Secretary of Homeland Security to grant states with an extension of time
to meet the REAL ID requirements if the state provides adequate justification for noncompliance. Federal agencies
may continue tc accept driver’s licenses and 10s issued by noncompliant states with an active extension.

7 Statement by Secretary Jeh C. Johnsan an The Finol Phase af REAL 1D Act Implementation. January 8, 2016.
https://www.dhs.gov/news/2016/01/08/statement secretary jeh © johnson final phase real id act
implementatign#

8 Under a 2012 interagency plan, the Federal Government has been phasing in REAL 1D, an approach that has
encouraged states to make progress by providing clear, realistic consequences for continued noncompliance.
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DHS BIG DATA

The Department of 1lomeland Sceurity (DIIS) is working to makc its data a strategic assct for the
homeland security enterprise to better inform operations, business processes, and decision-making.
The DHS Data Strategy will provide a foundation of enterprise data management values,

guidelines, and principles to leverage its data assets to create value in five (5) major areas:

Course of action:

Mission

Management

Planning

Research

Enterprise

Service
Dclivery

Risk-based priorities requiring enterprise-wide data management
tincluding, but not limited to: screening and vctting, threat asscssment, and
distribution of asscts for responsc and protection. Early successes have
been achieved in this area through leading projects like the DHS Data
Framework for the Homeland Security Intelligence Enterprise, DHS
Office of Policy’s Immigration Data Integration Initiative, and Science &
Technology Dircctorate’s (S&T) Homeland Sceurity Advanced Rescarch
Projccts Agency’s (HSARPA) Data Analytics Engine (DA-E).

Enterprise priorities for understanding, organizing, analyzing and making
management decisions. Early success in this area has already been seen
with the Management Directorate’s Management Cube, an innovative
solution that brings togcther cssential management data to cnhance
decisions and performance.

Supporting and driving DHS strategic planning by using enterprise data
management to support risk assessment, resource allocation, and
performance asscssment.

Rapid evalvation of emerging big data and advanced computational
techniques that are relevant to significantly improving the leveraging of
DHS data, and prioritized delivery of enterprise services. HSARPA’s Data
Analytics Enginc works across industry, academia and government to
undcrstand rapid technical innovations that crcate opportunitics and risks
for homeland security mission.

The DHS Office of the Chief Information Officer (OCIO), with
Component partners, plays a lcad role in delivering enterprisc services for
data management.

Leadership and
Prioritics

Enterprise data management shall be governed under the Information
Sharing and Safcguarding Governance Board (ISSGB) and cstablish a
nctwork  of component-level Chicf Data Officers (CDOs), to be
coordinated under the oversight of the ISSGB.

Standards and

DHS shall define and enforce standards for enterprise data management.

Enforcement
Compliancc The Department must ensurc that it complics with all legal and policy
requirements in the maintenance collection, use, and disscmination of its
data.
R&D S&T leads the Departiment's efforts to innovate and evaluate emerging big
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data solutions and related technologies to provide technical guidance,
consultation and potential solutions for missions of Homeland Security

Enterprise.
Enterprisc DHS carcfully devclops, leverages and deploys cfficient technologics to
Technology meet current data management needs. The DIS OCIO, with Component
Development partners, will play a key role in delivering enterprise services for data
management.

Communications | DHS effectively communicates, and understands, the value of data
management, from not only leadership, but from operators, analysts and
planncrs who know what they need from our DIIS data.

Return to Top
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PREVENTING NUCLEAR TERRORISM

The grave threat of nuclear terrorism against our nation has been stressed by the current
U.S. president and his predecessor. A terrorist nuclear attack could involve onc or more
nuclear devices, each with an explosive yield sufficient to cause massive casualties and
devastation to a metropolitan area, damaging the nation’s sense of security and resulting
in major worldwide disruptions to commerce, trade, and travel.’

Because of the catastrophic consequences, the Department must continue to prioritize
prevention of nuclear terrorism. Bolstering capabilities at the federal, state, local,
territorial, and tribal levels helps defend the nation. Working with the international
community helps to enhance nuclear sccurity worldwide, well beyond our borders.

But maintaining an appropriate sense of urgency towards low-probability, high-
consequence threats such as nuclear terrorism is challenging. Other, more likely threats
may demand more immediate attention. Ensuring that the homeland security enterprise
is engaged in preventing a potentially catastrophic terrorist nuclear attack is critical.

Return to Top

? Alternatively, a “dirty bomb,” dispersing radioactive material using conventional explosives, could deny access to a
portien of a city for some time but cause significantly fewer deaths.
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ARCTIC / POLAR

e Access to Arctic sea roules is increasing due to climate change and improved vessel
capabilitics (c.g. Polar Code compliant vessels).

¢ Diminishing Arctic sea ice may provide shippers a substantially shorter route between Asia
and Europe, and opcens larger arcas to natural resource exploration/cxploitation not only at
sca but also within United States Arctic terrestrial domain (c.g., rarc carth metals in
northern Alaska).

o Increased global access to the Arctic may prescent challenges to U.S. sovercignty, especially
1n areas where there are competing claims to the Outer Continental Shelf, exacerbated by
the U.S. not being a signatory to the United Nations Convention on the Law of the Sea.

e Conflicting territorial claims in the Arctic may present challenge to U.S. position on
freedom of the seas and navigation, including disputes with Canada.

Importance

¢ The U.S. is an Arctic nation and must maintain the ability to protect U.S. borders, exert our
sovereignly over our territorial seas and Exclusive Economic Zone, and ensure the safe,
secure and environmentally-responsible mantime activity in U.S, Arctic walters.

Trends

o Trend l: The Arctic 1s warming at a faster pace than the rest of the world — nearly twice the
global rate over the last 100 years  which has lead to diminishing sea ice and increased
access to Arctic sea routes. The pace of warming has accelerated markedly in the past three
decades.

e Trend 2: Increased maritime activity, including commercial shipping (passenger and cargo),
energy exploration and exploitation, and recreational vessels will use Arctic sea routes in or
adjacent to U.S. waters.

o Trend 3: Increasing maritime activity funnels through “choke points™ such as the Bering
Sca, significantly clevating risks within traditional Coast Guard missions (¢.g., Scarch and
Rescue, or SAR).

o Trend 4: Arctlic and non-Arctic nations and states have increased their focus on producing
polar-capable vessels and icebreakers to enable shipping through Arctic sea routes,
providing both pariners and competitors with greater Arctic access than that of the U.S.

Major Risks
e Incrcascd human activity in the Arctic presents risks to the integrity of U.S. borders and
cnvironmental and maritime safcty risks associated with trans-Arctic shipping and mincral
cxploration/cxploitation,
¢ The remote and harsh nature of the Arctic and lack of infrastructure (including ports,
navigational aids, reliable hydrographic data, and communications) and the lack of
consistent adequate domain awareness creates a difficult incident management posture.
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Courses of Action

e Course of Action 1: Maintain year-round Polar access via icebreakers and air capabilities.

e Coursc of Action 2: Build robust partnerships with states and groups with Arctic cquitics
and cxpertisc.

e Coursc of Action 3: Work cooperatively to protect the Arctic’s rich marine cnvironment.

ARCTIO 4P CFE AN
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Arctic Boundary as defined by the Arctic Rescarch and Policy Act (ARPA) of 1984,
Public Law 98-373, at 15 USC §4111.

The Coast Guard Cutter Polar Star, the nation’s only heavy polar icebreaker, cruises on the ice edge of the Chukehi Sca north of

Wainwright, Alaska. in July 2013 (PETTY OFFICER Ist CLLASS Sara Moocers / U8, Coast Guard)
Source Publication: hitp: woww adncom opiions 2006 (8 13 u-s-needs-mure-icebreukers-lo-keep-wateh-in-urclic
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INFORMATION SHARING WITH FOREIGN PARTNERS

e The DHS Oftice of Policy (PLCY) coordinates all DHS engagement with foreign
governments and intcrnational organizations. PLCY works closcly with the DITS
Components, as the operators that implement any international information sharing
arrangements, to ensure agreements and arrangements are in support of and alignment
with Departmental international engagement prioritics.

e DHS works closely with the Departments of State and Justice, where applicable, when
necgotiating new arrangements that may impact the ULS. government,

e DHS regularly shares information with U.S. government intra-agency partners and key
foreign partners to aid in the identification of criminals, terrorists and illegal immigrants
before they can target the United States or our allies for nefarious purposes.

e Data shared may be derogatory in nature (e.g. criminal histories, immigration violations,
or terrorist watchlists), transactional (c.g. travel history) or identity (¢.g., namcs).

e International information sharing activities are influenced by legal, operational and
policy frameworks, and the nimble threat environment. Such factors may include, but
arc not limited to:

» The Visa Waiver Program (VWP) requircments;

# Global migration trends, including from Central America to the U.S. and from the
Middle East to Europe;

» Exploitation of global travel systems by foreign fighters;

Mandate to identify, dismantle, and/or disrupt Transnational Crime;

# The potential for criminals and terrorists to circumvent some U.S. screening

programs by obtaining new identitics and travel documents in third countries;

U.S. legislation that prohibits the use of criminal history for immigration or non-

law enforcement purposes;

¥ International debates over privacy particularly within the European Union.
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DHS Transition Issue Paper
Counterterrorism

OVERVIEW

¢ Counterterrorism (CT) 1s the primary mission of the U.S. Department of ITomeland
Security (DHS) and a principal reason DHS was founded afler the 9/11 terrorist attacks.
The CT mission requires a “whole-of-governiment” approach to cnsure effective
coordination across the Department, as well as with interagency and international partners.

o  Almost all DHS Componcnts and headquarters clements participate in the Department’s CT
mission. The operational Components carry out most of DHS’s CT activities (see Appendix
A for descriptions of Component CT activities), with DHS headquarters providing
coordination and policy dircction.

e The principal counterterrorism official within the senior leadership of DHS is the DHS
Counterterrorism Coordinator (CT Coordinator), who is designated by, and receives a
Dclegation of Authority from, the Scerctary. The CT Coordinator ensures DHS® CT cfforts
arc appropriatcly developed, coordinated, and implemented. A decision on this designation
will nced to be made carly in the transition process.

# The DHS CT Coordinator does not have directly assigned staff. There are currently
roughly a dozen career CT staft members, detailed from six Components, who assist the
DHS CT Coordinator in carrying out duties delegated by the Secretary.

e The DHS Counterterrorism Advisory Board (CTAB) 1s the senior intra-DHS body of senior
Icaders from DIHS components and offices that carry out CT-related operational, information
sharing, and policy related activities. The CTAB charter has a Chair (the DHS CT
Coordinator) and two Vice Chairs (the Assistant Secretary for Policy and the Under Secretary
of Intelligence and Analysis). In practice, for the past two years, the Secretary or Deputy
Secretary has chaired the weekly meetings of the CTAB. A decision whether to keep or
modify this structurc will nced to be made in the transition process.

¢ The terrorism threat is evolving and remains significant as terrorist attack planning and
opcrations become more decentralized. Terrorist groups continuc to demonstrate their reach
and relevance through their ability to export vielence from safe havens in the Middle East to
the West by exploiting porous borders and through a robust online recruitment and incitement
campaign.

# Trend | - Terrorists continue to threaten aviation security, both internationally and
domestically, through attacks at airports, airport personnel insider threats, and attempts by
terrorist groups to conceal and place explosive devices on aircraft via air cargo, passenger
carry-on, and checked baggage.

Trend 2 - The Homegrown Violent Extremist (11VE) threat arises from individual or small

group cfforts dirceted, enabled, or inspired by terrorist groups, gencrally through the use

of social media platforms. HVEs often use simple tactics such as small arms and
mmprovised explosives. There has been a continued increase in HVE plots and attacks
both in the United States and abroad.
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» Trend 3 - Internationally, groups like the Islamic State of Iraq and the Levant, al-Qa’ida,
Lebanese Hizballah, and others operate in terrorist safe havens, plot attacks, and use a
variety of media to inspire others to carry out violent actions in the Umted States, Europe,
South Asia, and elsewhere. Overall, these have also increased 1n recent years.

Trend 4 — Terrorists are increasing their focus on attacking civilian “soft” targets, as
critical infrastructure, government, and military targets arc further “hardened.”

A4

DETAILED DISCUSSION

Role of DHS in CT

¢ Section 101(b)(1) ot the Homeland Security Act begins “The primary mission of the
Dcpartment is to—(A) prevent terrorist attacks within the United States; (B) reduce the
vulncrability of the United States to terrorism; (C) minimize the damage, and assist in the
recovery, from terrorist attacks that do occur within the United States....”

¢ Inaddition to DHS’s CT operational activities at the border, domestically, internationally,
and in cyberspace, DHS participates in CT decisions by the President and the National
Security Council on most national security issues.

Issue Background

¢ The U.S. Government uses mililary, intelligence, and border security tools to protect the
Homeland. Border security and enforcement continues to be an essential part of protecting the
United States.

¢ Many of DHS’s lincs of cffort contribute to protecting the United States from terrorist attacks.
Additionally, etfective coordination of DHS CT-related capabilities, and coordination of DHS
activities with other programs and policies 1s essential to success in the counterterrorism
mission.

e DHS prepares federal, state, local and private sector partners for coordinated, complex attacks;
to impede the usc of explosive precursors; cnhance the sceurity of soft targets; and counter
violent extremism in our communitics.

¢ DHS hosts engagements following a national security incident of significance with impacted
cominunities, as well as faith-based groups, non-governmental organizations, academia, and
local leaders through community engagement events (such as roundtables, community
awareness briefings, youth engagements, and incident communication coordination calls.)

¢ Qur international allics’ border and immigration sccurity cfforts arc somctimes vital to our
homeland sccurity cfforts. DIIS works to understand disparitics in how border, aviation, and
maritime security 1s handled among different countries, and the impact of those security
postures on U.S. security. DHS works to enhance the capabilities of counterparts, recognizing
that this is often the most eftective means to keep foreign terrorists from threatening the
United States.

¢ In rccent years, DHS has increased the number of agreements or arrangements to sharc
terrorism related data, stationed CBP officers and ICE/1IS1 agents overscas to work with
counterparts, and enhanced programs like Preclearance and the Visa Waiver Program with
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counterterrorism securily measures. As a result, the identities of thousands of known or
suspected terrorists have been shared and used to vet travelers and identify threats.

Courses of Action

¢ DHS should continue programs that are effective at detecting and disrupling terrorist threats to
the United States. Those programs need to be effective every day.

s DHS should intcreept and address potential threats at the carliest possible opportunity, which
many times 1s overseas, before such threats reach the United States.

e The U.S. Government, through DITS, should continue to intcgratc border and immigration
security tools and information systems with information from the Intelligence Community, the
U.S. military, and U.S. embassies overseas.

¢ DHS should continue to share with international partners information on terrorists and related
travel data, eriminals, and derogatory immigration-related data.

¢ DIIS should incrcasc engagement with the Departments of State and Dcfense for greater
collaboration in homeland security related foreign assistance to help international partners
build capacitly to combat terror.

s The new DHS Secretary will need to designate the DHS CT Coordinator. It 1s essential that
the CT Coordinator 1s positioned to coordinate effectively across DHS and represent DHS in
the interagency at the Deputics level, as well as with intcrnational counterparts.

o The Secretary will also need to determine if the CT statf should be permanently assigned to
the CT Coordinator.

s By Charter, the DHS CT Coordinator chairs the DHS Counterterrorism Advisory Board
{CTAB), which coordinates Department-wide CT 1ssues, including the management of the
National Terrorism Advisory System. Currently, the Secretary or Deputy Secretary to chair
the CTAB. Thc membership is comprised of all the DHS Components, the Office of
General Counsel, Office of Policy, and Officc of Public Affairs. The Offices of Civil Rights
and Civil Liberites and Privacy also attend. A decision on whether to replicate or modify
this structure will need to be made early in the transition process.

# The CT Coordinator Staff assists the CT Coordinator with exccuting the CT
Coordinator’s delegated authoritics; manages CTAB mectings; and represents the
Department at the National Security Council’s CT Security Group {CSG) and various
other Interagency Policy Committees of CT relevance to DHS. CT Coordinator Staff
also provides expert CT policy advice to the Scerctary and scnior DIS staff.

Key Partnerships

¢ DHS works closely with international counterparts — including Europe, the Middle East, and
North Africa — to leverage cach other’s capabilitics to thwart terrorist threats and to
coordinate enforcement actions.

¢ DHS federal interagency partners on CT include the FBI, through Joint Terrorism Task
Forces; the Departments of Defense, Justice, and State; and the Intelligence Community.
DI1IS often uses funding from the Departments of Statc or Defense to provide homeland
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sccurity-related foreign assistance to help international partners build capacity to combat
terror.

¢ Ongomg engagement occurs with state, local, tribal, and territorial law enforcement, state
homeland sccurity officials, and first responders.  First responders arc likely to provide
imimediate responsc to terrorist attacks.

* Ongoing engagement also occurs with the private sector, including industry owners and
operators and security professionals from the critical infrastructure sectors.
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Appendix A: Descriptions of Component Counterterrorism (CT) Activitites

USCIS oversees lawful immigration to the United States,
including adjudication of immigration and citizenship
applications. In carrying out 1ts duties, USCIS ensures that

U.S. Citizenship and immigration benefits arc not granted to individuals who posc a
Immigration Secrvices threat to national security or public safety, or who seek to
(USCIS)* defraud our immigration system, detects and combats

immigration benefit fraud in the application process, and
removes systematic and other vulnerabilitics in order to
enhance the integrity of the legal immigration system.

The Coast Guard employs a layered, defense-in-depth strategy
designed to detect, prevent, and defeat terrorism threats as far
from our shores as possible. Coast Guard counterterrorism
activities rely heavily on robust intelligence and maritime
domain awareness programs, and include domestic and
intcrnational regulatory regimes aimed at sccuring our nation's
ports and watcrways, and the Maritime Transportation System.
The Coast Guard also possesses highly specialized tactical law
enforcement and maritime security teams that can deploy far
offshorc to ncutralize known threats,

U.S. Coast Guard®

CBP focuses on the identification of high-risk individuals and
cargo entering the United States at and between the ports of
entry to intercept threats at the earliest possible moment. This
includes positioning of U.S. law enforcement professionals
U.S. Customs and Border overseas, employing sophisticated targeting systems to detect
Protection (CBP)* risk, capacity building through engagement with international
partners and information sharing with our law enforcement
and intelligence community partners. CBP works to provide
actionable, tactical and strategic CT intelligence to CBP
officers, agents, and our operational partners.

OCP’s objective as the Department’s leader in countering
violent extremism (CVE) is to support, improve, expand and
coordinate the Department’s existing community based CVE
eftorts by working with key stakeholders and partners at local,
state, tribal, tcrritorial, and federal Icvels. OCP’s mission is to
develop and implement a full-range of partnerships to support
and enhance efforts by key stakeholders to prevent
radicalization and recruitment to violence by terrorist
organizations.

Office of Community
Partnerships (OPC)
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Fcderal Emcergency
Management Agency (FEMA)*

The FEMA Administrator serves as the principal advisor to the
President, National Sceurity Council, and the Seerctary on all
matters relating to cmergency management in the United
States, and coordinates the federal response to credible and
imminent terrorist threats or actual incidents, including
conducting pre-incident conscquence management planning in
coordination with counterterrorism focusced law enforcement
operations.

FEMA admimsters two state, local, tribal, and territorial
preparedness programs that directly address the complex attack
threat with cmphasis on the Whole Community Responsc: the
Joint Counterterrorism Awareness Workshop Series, and the
Integrated Emergency Management Course. Since 2011, these
programs combined have trained over 8,200 responders across
36 jurisdictions. As a dircet result of these programs,
specialized training in warm zone operations and Tactical
Emergency Casually Care has been provided to an additional
10,000 first responders.

U.S. Immigration and Customs
Enforecement (ICE)*

ICE eriminal investigators and immigration officers directly
support counterterrorism nvestigations as participants in the
FBI’s Joint Terrorism Task Forces (JTTFs). ICE contributcs
its unique immigration and trade-based enforcement
authorities as disruption options. ICE also conducts counter-
proliferation investigations and investigates transnational
criminal activity that supports terrorist movement via human
smuggling pathways, and terrorist networks and support
structures. This includes the ICE Visa Security Program,
which identifies terrorists, criminals and other aliens ineligible
for a visa. Domcstically, ICE targcts overstays and foreign
student visa violators who exhibit specific risk factors, based
on intelligence reporting and in-depth criminal research and
analysis of dynamic social networks, to identify those who
may posc a threat to national security or public safcty. ICE’s
immigration enforcement arm identifies, arrests, and removes
aliens who present a danger 1o national security or public
safcty, and thosc who enter the country illegally or othcrwisc
undcrmince the integrity of U.S. immigration laws and bordcr
control efforts.

Office of Intclligence and
Analysis (1&A)*

Pursuant to the Homeland Security Act of 2002, as amended,

I&A provides personnel, intclligenee support, tcchnology, and
training to statc and major urban arca fusion centers to support
two-way information sharing between the federal government
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and our state, local, tribal, territorial, and private scctor
partners. Fusion centers are uniquely situated to enahance the
national threat picture and enable local officials to better
protect their communities from a variety of threats.

I&A collects information of intelligence value and produces
uniquc insights on a full range of threats to the Homcland,
including: terrorist targets, weapons, and tactics; terrorist
identities and networks; violent extremists’ radicalization and
messaging; terrorist travel and facilitation; and U.S.
immigration and aviation sccurity for the full spectrum of
homeland sccurity stakcholders through timely and accurate
published intelligence reporting, products, briefings, and direct
engagement.

[&A 18 one of the co-chairs of the CTAB.

National Prepardness and
Protcction Dircetorate
(NPPD)*

NPPD hclps protcet federal and non-fedcral partners against
cyber threat actors, including terrorist groups.

NPPD also coordinates efforts to protect critical infrastructure
from terrorism. NPPD regulates high-risk chemical facilitics
for security against terrorism and serves as the Department’s
lead for the Counter Improvised Explosive Device-mission.
NPPD provides outreach and training to educate Commercial
Facilitics Scctor partners, stakcholders, and the general public
on suspicious behavior, protective measures, and risk
mitigation. Broad programs include the “Hometown Security”
campaign and the Active Shooter Preparedness Program.
NPPD’s Federal Protective Scrvice (FPS) protects federal
facilities and personnel who work or visit within. FPS
employs risk-based deployments of law enforcement ofticers
to mitigate threats and mvestigates threats directed at
government cmployees and visitors to government owned and
leased facilities.

NPPD’s Office of Biometric Identity Management (OBIM)
helps to identify potential terrorist threats by matching,
storing, sharing, and analyzing approximatcly 300,000 daily
biometric querics against its databasc of more than 200 million
1dentities, serving customers across DHS, at other agencies
including the Terrorist Screening Center, and other mission
partners. OBIM also works with the National
Counterterrorism Center to cnhance terrorist records with
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DHS collected biometrics.

OPS supports the Secretary, Components, the CT Coordinator,
and the Counterterrorism Advisory Board (CTAB) prior to or
during a responsc to a CT incident. OPS provides opcerations
coordination, information sharing, situational awarcncss, the
common operating picture, and Departinent continuity,
enabling execution of the Secretary’s responsibilities across
the homeland sccurity enterprise. This includes senior Ieader
notifications, conferencing, cxecutive communications,
integrated national-level reporting, and decision support
products. OPS oversees the National Operations Center
(NOC), the DIIS Crisis Action Process, the Scerctary’s
Situation Room, and distributcs the National Terrorism
Advisory System Bulletins. OPS may activate the DHS Crisis
Action Team to augment the NOC in support of the Secretary,
the CT Coordinator or thc CTAB,

Oftfice of Operations
Coordination (OPS)*

OPE manages the "If You See Something, Say Something™"
public awareness campaign, which is focused on raising public
awarencss of the indicators of terrorism and terrorism-related
crimg, as well as the importance of reporting suspicious

Office of Partnership and activity to state and local law enforcement. The campaign has
Engagement (OPE) had a clear effect on societal behavior as there have been
multiple instances where tips from the public have assisted
law enforcemcent investigations, as sccn with the bar owner
who reported seeing the main suspect in the September 2016
New York/New Jersey allacks.

USSS engages in a multi-faceted approach to support USSS
protective operations, including through the analysis of
intelligence, investigation of threats, assessment of risk, and
dissemination of intelligence information, specific to counter
terrorism cfforts and otherwisc, USSS also providces bricfings
regarding terrorist trends and tactics to USSS protective
divisions, headquarters representatives, and field offices; local,
state, and federal law enforcement officials; and the U.S.
armed forces.

Additionally, pursuant to Scction 105 of the USA Patriot Act
of 2001, USSS’s nationwide nctwork of clectronic crimes task
forces are designed to prevent, detect, and investigate various
forms of cyber crimes, to include potential terrorist attacks
against critical infrastructurc and financial payment systems.

U.S. Sceret Serviee (USSS)*

Transporiation Security

Administration (TSA)* TSA protects the U.S. transportation systems and the traveling
ministration
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public by assessing intelligence related to transportation
security and applying risk-based countermeasures such as:
operational mitigation plans; Federal Air Marshals; passenger
screening; compliance inspections and assessments at last-
point-of-departure airports; information sharing with
interagency partners and industry stakeholders; and
deployment of Visible Intermodal Prevention and Response
teams.

* CT Advisory Board voling members (the Office of Policy, a part of DHS Headquarters, is
also a voting member and a co-chair of the CTAB, but is not Listed above).
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DHS Transition Issue Paper
Enhancing International Aviation Security

OVERVIEW

# Numcrous attempted attacks and cvolving, complex threat strcams over the past decade
clearly demonstrate terrorists’ pervasive focus on targeting the aviation sector.

* A key mechanism for countering these threats is an informed, comprehensive application of
sceurity measurcs tatlored to the threat and applicd at thosc airports and air carricrs most
likely to be dircetly or indirectly affeeted.

¢ International inbound aviation represents the largest share of total aviation security risk (89%4)
for which the Transportation Security Administration (TSA) is primarily responsible. The
other 11% 1s comprised of domestic aviation and mass transit modcs.

¢ Assuch, TSA works closely with our U.S. Department of Homeland Security (DHS) pariners,
as well as foreign governments and industry stakeholders, to mitigate the risk on inbound
international flights entering the United States. TSA also works closcly with forcign
governments to ncgotiate agreements to allow the carriage of Federal Air Marshals to and
from Last Point of Departure airports.

* Since 2014, the total terrorist plots/attacks directed toward the West and Europe have
increasced over 73%.

¢ Recent aviation security incidents such as the terrorist attacks in Paris (November 2015) and
Brussels (March 2016), the crashes of Metrojet 9268 in the Smai Penmsula (October 2015)
and Daallo Flight 159 in Somalia (Fcbruary 2016), and the attack on the Istanbul Airport (Junc
2016} illustrate the need for consistent leadership engagement on international aviation
securily.

* The 114% Congress has provided a considerable amount of oversight on aviation sceurity,
passing legislation granting TSA new authorities for international engagement and requesting
reports and oversight of international activities via the Federal Aviation Administration (FAA)
Extension, Safety, and Security Act of 2016 (P.L. 114-190), which became law in July 2016.

®  Pecr congressional request, the Government Accountability Office began in August 2016 an
audit of TSA’s foreign airport assessments and air carrier inspections; the completion date 1s
to be determined.

DETAILED DISCUSSION

¢ Through the DHS/TSA Foreign Airport Assessment Program, TSA identifies
vulnerabilities at foreign locations, primarily through reviews of national programs,
asscssments of forcign airports to Intcrnational Civil Aviation Organization standards,
and inspections of air carriers that fly from those airports, as well as foreign repair
stations. In addition, TSA conducts MANPADS vulnerabilily assessments at certain
foreign locations.

» TSA works closcly with the DHS Officc of Intelligence and Analysis to asscss threat
information and formulate any necessary mitigation measures through Security
Directives (SDs) and Emergency Amendments (EAs).

# For instance, TSA may usc SDs and EAs to requirc air carriers to apply additional
screening measurcs to passengers based on the threat(s).
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* TSA also works closely with U.S. Customs and Border Protection (CBP) through its
Preclearance program, operational in 15 foreign locations. The Preclearance program
effectuates the screening of passengers at certain “last pont of departure” (LPD) airports
overseas according to standards commensurate to those in the United States. This process
allows passengers to continue any connecting domestic travel without being rescreened. TSA
is responsible for ensuring aviation securily is commensurate with U.S. standards.

e TSA partncrs with DIIS Scicnee and Technology Directorate (S&T) as well as industry and
international stakcholders to cvaluate new and emerging technologics and other threat
mitigation capabilities 1o assess efficacy of aviation securily countermeasures.

¢ Additionally, TSA and CBP coordinate on advanced passcnger data and other information for
the vetting of passcengers arriving from overscas, which TSA checks against the Terrorist
Screening Database {TSDB) through its Secure Flight vetting system.

fssue Background

o  TSA is required by law to assess foreign airports with LPD service to the United States and to
inspect foreign air carriers that fly into the United States, as well as U.S. aircrafl operators.
There are approximately 280 LPD airports in approximmately 100 countries (this varies due to
scasonal scrvice changes and carrier decisions to start/terininate service).

e InFYIL5, TSA accomplished the tollowing:

» 289 Air Carrier Inspection Visits
» 146 Forcign Airport Asscssments

¢ TSA uses the Foreign Airport Assessment Program to identify existing and potential
vulnerabilities at the specified airports and leverages a risk-based methodology to determine 1f
an airport should be asscssed on a |-, 2-, or 3-ycar cycle. TSA conducts morc frequent visits at
higher-risk locations.

¢ TSA conducts air carrier inspections, both domestic and foreign, for LPD flights to the United
States. Inspections are conducted on an annual or semi-annual schedule based on identified
vulncrabilities. Inspections are also conducted on all domestic air carriers that have flights in
any foreign location, regardless of whether the operation is at an LPD airport.

e All forcign air carricrs and U.S aircraft operators flying to/within/over the United States arc
required to subimnit their Master Crew Lists to TSA for vetting against the TSDB. In addition,
all air carrier/aircraft operator personnel working at U.S. stations (airports) are vetted when
they receive their Security Identification Display Area (SIDA) badge. When directed by TSA,
air carricrs and aircraft opcrators must remove any crewmembcr from their Master Crew List,

» TSA continuously evaluates intelligence to prepare for new and emerging threats while
working intemationally with host governments, aviation authorities, and industry stakeholders
to mitigatc vulncrabilitics at high-risk airports and to raisc security standards above those
required by the International Civil Aviation Organization (ICAO)

Courses of Action

e Additional Icgislative authoritics via the FAA Extension, Safcty, and Sccurity Act of
2016 (P.L. 114-190) enables TSA to donate security screening equipment to locations
overseas, addressing a previous gap that permitted TSA (o only loan or lease
equipment, or to work through a third party for donation of excess property. This new
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authority will allow TSA to help clevate sccurity screening at locations overscas, better
addressing the inbound international threat.

# TSA also received statutory authority for international training and capacity
development. This authority allows TSA to cxpand current international training
and course offerings to consider additional avenues for increasing capabilitics in
screening operations, airport security, and risk management at LPD airports to the
United States. In addition, TSA also invites select foreign government aviation
sccurity personnel to participate in some of its training programs, such as Federal
Air Marshal Service training.

TSA is working on several key projects to continue enhancing global security
standards:

» TSA has undertaken a proposal to work with a forcign government’s aviation
authority and other key personnel to provide on-the-ground mentoring between
transportation security specialists and airport stakeholders to address consistently
poor findings during TSA airport assessments.

» TSA is also cngaging in development of regional stratcgic plans, crcating specific
tailored options for key ICAO Member States in different areas of the world to assist
them in becoming regional leaders in aviation security.

# Over the past year, TSA has offered training, guidance, and resources to aid its
forcign partners in addressing insider threat risk-related vulncrabilitics and
implementing robust quality control programs.

Key Partnerships

TSA collaborates closely with all its foreign partners through its network of 29 Transportation
Security Administration Representatives (TSARs), International Industry Representatives
(IIRs), TSA inspectors, and Headquarters personnel to identify and mitigate threats to aviation
sceurity.
When incidents occur, such as the Brussels attack or the downing of the Metrojet aircrafi,
TSARs and IIRs coordinate with the Department of State, interagency partners, and overseas
counterparts to share known details of the event(s), the impact to transportation, and mitigation
mcasurcs being considered.
» As an example, the majority of initial reporting on the Brussels bombings came

from a TSAR based in Brussels who was at the airport that morning. TSARs and

Regional Dircctors work with international partners to share best or proven

international practices with domestic locations to cnhance thelir security posturc and

overall efficiency. Another recent example 1s a trip by Dallas-Fort Worth

International Airport personnel to meet with the Israeli Airport Authority at Ben

Gurion International Airport in Tel Aviv to examine landside sccurity

countermeasurcs for possible adoption at the Dallas-Fort Worth Airport.
As the U.S. lead on aviation security issues within ICAQO, TSA actively seeks to influence
decisions madc within the broader organization, the ICAO Aviation Sceurity Pancl of Experts,
and various intcrnal and external working groups to enhance aviation sccurity requircments,
including through changes to the ICAO Standards and Recommended Practices. These
outcomes, in turn, impact international implementation of effective aviation security measures.
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» TSA also engages with international stakeholder communities to share best practices and align
our respective approaches of responding to evolving and emerging threats through the adoption
of risk-bascd sccurity practices. As part of the cffort, TSA conducts threcat and risk cxchanges,
leads cfforts to develop a risk management training program, and identifics opportunitics for
coordinated engagement and assistance.
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Tra.nsportation U.S. Department of Homeland Security
Security Office of Security Operations

. s N Arlingron, VA 22202
Administration

October 12, 2016
From: Lalit Lal
Acting Branch Manager, Performance Management Branch
Security Operations
To: TSA Leadership
Subject: Measures of Effectiveness Report — September 2016
Performance Management is pleased to release the September Measures of Effectiveness (MOE) Report. This
is the l1nal report for the 2016 [iscal year.
Some key notes on the following metrics:
Ta — Naticmal Training Plan (NTP) on Pace: The NTP is not counting new hires who have on boarded on ot

after July 1, 2016. We understand that the training requirement of the plan would be difficult with our
respurces focused an the record summer travel season.

Ic — Annualized FTE including Overtime (excluding managers): For the month of September, Pay Periods 17
and 18 were used in the calculation.

Plecasc find attached your Nationwide, Region, and Hub-specific MOE.

The final FY 16 MOE post-publication call, will occur this Thursday, October 13", 2016, following MOE
publication at 14:00. 1 have included the call details below for all who would like to attend.

Measures of Effectiveness Report Conference Call — September 2016 Publication
Call Line[b)6)

Participant Cod{()6) |

For additional information, Reference Guides, or supporting data see the Performance Management
iShare. or contact the MOE Team at MOEHelpDesk @tsa.dhs.gov.

As always, please let us know if you have any questions pr need anything else.

www.lsa.gov




TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

Period Actual FY16 to Date FY16 Target % Effective

Weight

R Measures that emphasize staffing, training, development, and preparedne
Workforce Readiness required equipment and perform mission-essentiai functions. 92.4% 30.0

Ia - Natienal Training Plan {NTP} en Pace 82.1% 82.1% 80.0% 91.2%
It - Annual Preficiency Review (APR) Variance 12.3% 12.3% 15.0% 100%*
Ic - Annualized FTE inciuding Overtime (exciuding managers) 43,389.2 42,420.8 42,2571 100.4%
Id - Unscheduled Absences 3.2% 3.5% 25% [
Ie - Traumatic Injury Hours 4,057.0 40,8538 49,770.2 100%*
Period Actual FY16 to Date FY16 Target % Effective
bW 40USC §
Workforce Performance Meaasures that refiect the effectiveness of the workfarce in 1144r)
IIa - Selectee Find Rate {T5A Missy** (b)3148 U S C §114{n

I1b - On Screen Alarm Resoiution Protocoi (DSARPj{b) |

I1c - Threat Image Projection (TIFi{b) |
ITd - ASAP Detection Rate

10.0
5.0
5.0
5.0
5.0

Weight

Period Actual FY16 to Date FY16 Target % Effective

NS48 USC §

Maasures that demonstrate that appropri 11460)

System Readiness availabie to perform the mission for whic

IIIa - Missien Essential Level: Deatect (L)3)48 USC §114{)

IIIb - Missien Essential Lavel: Dater

Weight

20.0

11Ic - Compliance Finding Resolution 84.0% 84.0% 100.0% |G 5.0
I1Id - Equipment Downtime 0.6% 0.6% 1.0% 100%* 2.5
Period Actual FY16 to Date FY16 Target v Effective Weight
. C B340 USC. §
Measures that refiect the overail effectivenass of the system in achieving system detection standards and {
System Performance the desired effects of deter, detect, disrupt. 114¢)
IVa - Throughput Vuinerabiiity Hours |{b){3):49 USGC 31140 |
Ivh - Controlled Security Incidents per 100K PAX 0.59 0.61 0.56 93.0% 5.0
IVc - TSA PreCheck Disqualification Processing Timeliness 96.6% 893.2% 100.0% 93.2% 7.5
. bW 40USC §
Overall Effectiveness 1144r)
* This metri¢'s % effective has been capped at 100% Default Color Coding (except for I¢ and 1la); _ 85% - 95% =959
** This metri¢’s target may change if an airport has <200 seiectees
Please see the MOE Reference Guide for additienal metric-specific informatien
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

. Readiness Performance

NS48 USC §1140)

Workforce Effectiveness

NS48 USC §1140)

System Effectiveness

NS48 USC §1140)

Overall Effectiveness

Dwerall % Fffaciive -
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

Ia - National Training Plan (NTP) on Pace _

80.0%

60.0%

40.0%

20.0%

0.0%
Oct'15  WNov'ls  Decls  Jan'e  Feb'ie Mar'ie  Apr'ie May'e Jun'le  Jul'lé  Aug'le  Sep'lo

la - National Training

- la-T

Plan (NTP) on Pace a- Target

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation
Region 1 53.8% 90.0% 59.8% 14.7%
Region 2 53.0% 50.0% 103.3% 16.3%
Region 3 75.8% 90.0% 84.2% 15.2%
Region 4 91.6% 50.0% 101.8% 10.8%
Region 5 65.4% 90.0% 72.7% 9.4%
Region 6 894.2% 50.0% 104.7% 21.1%
Region 7 93.1% 90.0% 103.4% 12.5%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

Ib- Annual Proficiency Review (APR) Variance _

16.0%

14.0%

12.0% —
10.0%
8.0%
6.0%
4.0%
2.0%
0.0%

Oct'i5 Nov'5 Dec'is Jan'e Feb'16 Mar1e  Apr'16 May'1e Jun'6  Jul'le  Aug'l6  Sep'i6

Ih - Annual Proficiency

= Review (APR) Variance Ib - Target
Region Breakout
Region FY16 to Date FY16 Target % Effective Contribution to Nation
Regian 1 13.6% 15.0% 110.4% 13.9%
Region 2 11.7% 15.0% 128.6% 16.5%
Regian 3 1. 7% 15.0% 128.6% 15.9%
Region 4 11.2% 15.0% 134.4% 1.2%
Regian 5 11.6% 15.0% 129.0% 9.2%
Region b 12.2% 15.0% 122.7% 20.7%
Region 7 14.5% 15.0% 103.5% 12.6%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

Ic- Annualized FTE including Overtime {excluding managers) _

45,000 . —
40,000 . -
35,000 .
30,000 .
25,000 .
20,000 .
15,000 .
10,000 .
5,000 .

Oct'15  Nov'1s  Dec'!5 Jan'6 Feb'l6 Mar"é6  Apr'le May'e Jun'te Jul'l6  Aug'le Sep'l6

It - Annualized FTE
- including Overtime Ic - Target
(excluding managers)

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation
Region 1 6,395.5 6,287.0 101.7% 15.1%
Region 2 7,073.2 7,015.2 100.8% 16.7%
Region 3 6,238.4 6,297.8 99.1% 14.7%
Region 4 4,812.6 4,821.6 99.8% 11.3%
Region 5 4,051.6 4,104.3 98.7% 9.6%
Region 6 8,2243 8,205.2 100.2% 19.4%
Region 7 5,625.2 5.526.0 101.8% 13.3%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

4.0%

3.0%

2.5%
2.0%
1.5%
1.0%
0.5%

0.0%

Oct'15  Nov'l5 Dec5 Jan'le Feb'16 Mar'le  Apr'te  May'e Jun'16  Jul16  Aug'lé Sep'le

Id - Unscheduled

= Absences e - Target

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation
Region 1 4.6% 3.2% 69.2% 14.9%
Region 2 3.8% 2.5% 66.4% 15.5%
Region 3 3.4% 2.4% 71.0% 15.5%
Region 4 3.4% 2.5% 73.5% 11.1%
Region 5 2.7% 2.1% 75.4% 9.4%
Region 6 3.0% 2.4% 79.9% 21.2%
Region 7 3.4% 2.6% 74.7% 12.4%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

6,000

5,000.

4,000 . I -~ —_—

2,000 . w

1,000 .

Oct'15 Nov'5 Dec'5 Jan'lé  Feb'16 Mar'16  Apr'le May'l6 Jun'é6  Jul'le  Aug'le Sep'le

Ie - Traumatic Injury

- ours If - Target

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation
Region 1 6,122.5 10,153.8 165.8% 15.0%
Region 2 10,216.0 10,839.4 106.1% 25.0%
Region 3 4,064.8 6,428.8 158.2% 9.9%
Region 4 3,507.0 4,2385 120.9% 8.6%
Region 5 2,3205 2,855.8 127.4% 5.7%
Region 6 6,041.8 5,645.2 93.4% 14.8%
Region 7 8,581.3 9,508.7 110.8% 21.0%
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SENSITIVE SECUTTY Inforrmaton
TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

NS48 USC §1140)

uctls Nov 15 Ded’5 Jan 1o Feb 1o Mar 16 Apr'1c May 1o Jun'lo  Jul'lo AUg o Sep To

IIa - Selectee Find Rate

- (TSA Miss)** IIla - Target

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation

Region 1 LH2)49 US.C §114{)
Region 2
Region 3
Region 4
Region 5
Region 6
Region 7
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

49
USC. §

IIb - On Screen Alarm Resolution Protocol (OSARP)Y )4

NS48 USC §1140)

Oct'15 Nov'ls Dec'5 Jan'le Feb'6 Mar'le  Apr'le May'le Jun'l6  Jul'le  Aug'le Sep'le

IIb - On Screen Alarm
= Resolution Protocol IIIb - Target

(OSARP®) ]

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation

Region 1 349 USC §1144n

Region 2
Region 3
Region 4
Region 5
Region 6
Region 7
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

49
USC.§

Ilc - Threat Image Projection (TIP)|(

NS48 USC §1140)

Oct'15  Nov'l5 Dec'l5  Jan'16  Feb'l6  Mar'e  Apr'le  May'le Jun'le  Jul'le  Aug'le  Sep'l6

IIc - ThreatImage
™ Prgjection (TIPﬂ{b) HIc - Target

Region Breakout

(D340 USC. 8 114()

Region
Region 1
Region 2
Region 3
Region 4
Region 5
Region 6
Region 7
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

NS48 USC §1140)

agct'ls Nov'I5 Dec’1>  Jan 1t Feb o NMar'le  Aprile Way'To Jun 16 Jul'To AUZ o >ep 1o

IITa - Mission Essential

I1b - Target
= Level: Detect &
Region Breakout
Region FY16 to Date FY16 Target % Effective Contributicn to Nation
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

100.0%

80.0%

60.0%

40.0%

20.0%

0.0%

Oct'15 Nov'15 Oec5 Jan'l6 Feb'é Mar'ée Apr'e May"1e Jun'le  Jul'e  Aug'le  Sep'lo

ITIc - Compliance

™ Finding Resalution 1d - Target

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation
Region 1 96.5% 100.0% 96.5% 20.2%
Region 2 80.9% 100.0% 80.9% 23.5%
Region 3 74.8% 100.0% 74.8% 18.2%
Region 4 74.6% 100.0% 74.6% 7.3%
Region 5 75.5% 100.0% 75.5% 7.8%
Region 6 90.4% 100.0% 90.4% 14.8%
Region 7 87.8% 100.0% 87.8% 8.1%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016
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Oct15  MNov'l5 Dec'5 Jan'l6 Feb'l6  Mar'e  Apr'e  May'e Jun'6  Jul16  Aug'le  Sep'le

I1Id - Equipment

- Downtime IIf - Target

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation
Region 1 0.7% 1.0% 146.3% 13.6%
Region 2 0.5% 1.0% 185.4% 17.2%
Region 3 0.4% 1.0% 262.4% 14.2%
Region 4 0.5% 1.0% 183.7% 10.4%
Region 5 0.5% 1.0% 199.5% 10.8%
Region 6 0.7% 1.0% 146.9% 20.0%
Region 7 0.5% 1.0% 202.9% 13.8%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

IVa - Throughput Vulnerabhility Hours

NS48 USC §1140)
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

IVb - Controlled Security Incidents per 100K Pax
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Oct5 Nov'5 Dec'i5 Jan'ie  Feb'1eé Mar'16  Apr'1eé May'i6 Jun'le  Jul1eé  Aug'i6  Sep'l6

IVb - Controlled Security

= Incidents per 100K PAX [Vb - Target

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation
Region 1 0.49 0.52 106.5% 14.3%
Region 2 0.53 0.52 98.4% 17.0%
Region 3 0.91 0.70 77.8% 14.3%
Region 4 0.49 0.51 104.6% 10.6%
Region 5 1.05 0.75 71.2% 9.2%
Region 6 0.48 0.51 106.1% 22.6%
Region 7 0.49 0.51 104.0% 11.9%
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Sensitive Sectrity Trformation
TRANSPORTATION SECURITY ADMINISTRATIDN

FY16 Measures of Effectiveness

Nationwide September 2016

IVc - PreCheck Disqualification Program Pracessing Timeliness
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Oct'15 Nov'15 Oec5 Jan'l6 Feb'6 Mar'e Apr'e May"16 Jun'le  Jul'6  Aug'le  Sep'lo

IVc - TSA PreCheck
- Disqualification Ivd - Target
Processing Timeliness

Region Breakout

Region FY16 to Date FY16 Target % Effective Contribution to Nation
Region 1 91.6% 100.0% 91.6% 3.4%
Region 2 94.3% 100.0% 94.3% 15.6%
Region 3 94.7% 100.0% 94.7% 14.1%
Region 4 91.7% 100.0% 91.7% 20.0%
Region 5 93.9% 100.0% 93.9% 17.6%
Region 6 93.4% 100.0% 93.4% 16.0%
Region 7 91.5% 100.0% 91.5% 13.2%
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TranS Ortation U.5. Department of Homeland Securit
p ¥
Securit Office of Security Operations

ini i Arlington, VA 22202
Administration ingcon

December 13, 2016

From: Benjamin Sears
Branch Manager, Performance Management Branch
Security Operations

To: TSA Leadership

Subject: FY 17 Measures of Effectiveness Report — November 2016

Performance Management is pleased to release the November Measures of Effectiveness (MOE) Report.
Some key notes on the following metrics:

lc — Annualized [FTE including Overtime (excluding managers): FTE data has been added through PP22 (o
include 20 and 21 for October 2016.

le — Traumatic Injury Hours: [FTE data has been added through PP22 (o include 20 and 21 for Oclober 2016.

llc — Threat Image Projection (TlOfficcrs sccingl{b){S):49 USC §114() Iwcrc removed from the
MOE measure in order to malch the TatesU TIP OD which goes nto elfect Apnil 1, 2017, Previous MOEs
reflected those officers seeing greater than 10 TIP images. The TIP measure includes only fiscal year data,
previous data has been removed as it did fall inside the fiscal.

ITlc — Compliance Finding Resolution: The methodology has changed for this metric; thus, data has been
cleared and will begin showing on the February publication. Guidance on the new metric will be messaged
through your AFSD-I's.

Please {ind attached your Nationwide, Region, and Hub-specific MOE.

The MOE post-publication call will occur this Thursday, December 15th, 2016, following MOE publication at
14:45). 1 have included the call details below for all who would like (o atlend.

Mecasurcs of Effcetivencss Report Conferenee Call — November 2016 Publication
Call Line: [®)6) |
Participant Code:|(0)6)

WWW.lsa.gov

OFHRER ACTHON—FORHS-GOVERNMENT AGENCIRS  PURLIC RISCLOSURE GOVERNER BY S U S €552 AND Y CER PARTS (§

. AMNDS20




For additional information, Reference Guides, or supporting data scc the Performance Management iShare, or
contact the MOE Team at MOEHelpDesk @tsa.dhs.gov. As always, please let us know if you have any
questions or need anything else.

/""

WWW.lsa.gov




TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016
Period Actual FY17 to Date FY17 Target % Effective Weight
R Measures that emphasize staffing, training, development, and preparedne
Workforce Readiness required equipment and perform mission-essentiai functions. _ 87'6%
Ia - National Training Plan (NTP} an Pace 67.4% 67.4% e 00 | 10.0
It - Annual Proficiency Review (APR) Variance 12.4% 12.4% 15.0% 100%* 5.0
Ic - Annualized FTE inciuding Overtime (exciuding managers) 43,988.6 43,833.2 44,157.6 99.3% 5.0
Id - Unscheduled Absences 3.1% 3.3% 25% [ 5.0
Ie - Traumatic Injury Hours 1.795.0 5173.0 5,979.3 100%* 5.0
Period Actual FY17 to Date FY17 Target % Effective Weight

NS48 USC §
114{)

Workforce Performangce Measures that refiect the effectiveness of the workfarce In

IIa - Selectee Find Rate (T5A Missy* (L)3)48 USC §114{)

I1b - On Screen Alarm Resaiution Protocol { DSARP 10.0

I1c - Threat Image Projection (Tlpm 10.0

IId - ASAP Detection Rate Classified: data ¢an be found in TRACE

Period Actual FY17 to Date FY17 Target % Effective Weight
: Measures that demonstrate that appropri b4 USC §

System Readiness yiiabie 1o perform the mission for whie 1144)

Iz - Mission Essential Level: Detect M348 USC §114(

I1Ib - Mission Essentiai Level: Deter 7.5

I1Ic - Compliance Finding Resolution 100.0% 100.0% 100.0% 100.0% 5.0

I1Id - Equipment Downtime 0.6% 0.5% 1.0% 100%* 2.5

Period Actual FY17 to Date FY17 Target % Effective Weight
, o chimd b)(3) 40
Measures that refiect the overail effectivenass of the system in achieving system detection standards and {
—YJ—S stem Performance the desired effects of deter, detect, disrupt. (U‘-S-C- §114
.

IVa - Throughput Vuinerabiiity Hours b)348 VS C 511441

IVl - Controlled Security Incidents per 100K PAX

IVc - TSA PreCheck Disqualification Pracessing Timeliness 98.1% 97.5% 100.0% 97.5% 7.5
Overall Effectiveness 95.8%
* This metri¢'s % effective has been capped at 100% Default Color Coding (except for Icand I1a): |  85%-95% =959
** This metri¢’s target may change if an airport has <200 seiectees
Please see the M OE Reference Guide for additional metric-specific information
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016
100.0%
——
80.0%
60.0%
40.0%
20.0%
0.0%
0ct"16 Nov'16
la - National Training )
= Plan (NTP) on Pace fo - Torget
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 74.1% 90.0% 82.3% 14.7%
Region 2 65.2% 90.0% 72.5% 16.4%
Region 3 67.7% 90.0% 75.3% 15.3%
Region 4 63.1% 90.0% 70.1% 10.8%
Region 5 68.8% 90.0% 16.5% 9.5%
Region & 63.7% 90.0% 70.8% 20.7%
Region 7 10.9% 90.0% 78.8% 12.5%
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Sensitive Security Infarmation
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016
Ib- Annual Proficiency Review (APR) Variance _
16.0%
14.0%
12.0%
10.0%
8.0%
6.0%
4.0%
2.0%
0.0%
Oct 16 Nov'i6
Ih - Annual Proficiency
™ Review (APR) Variance 1b - Target
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 13.8% 15.0% 108.7% 14.2%
Region 2 11.8% 15.0% 127.4% 16.5%
Region 3 11.7% 15.0% 128.1% 15.8%
Region 4 M.1% 15.0% 134.8% 11.2%
Region 5 11.6% 15.0% 129.0% 9.1%
Region 6 12.2% 15.0% 123.0% 20.7%
Region 7 14.5% 15.0% 103.7% 12.5%
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Sensitive Security Infarmation
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016

Ic- Annualized FTE including Overtime {excluding managers) _
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Oct'16 Nov'16

Ic - Annualized FTE
- including Overtime Ic - Target
(excluding managers)

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 6,622.6 6,588.7 100.5% 15.1%
Region 2 7,212.7 7,239.7 99.6% 16.5%
Region 3 6,597.5 6,600.3 100.0% 15.1%
Region 4 4,938.2 4,898.4 100.8% 11.3%
Region 5 4,244.6 4,384.8 96.8% 9.7%
Region 6 8,494.1 8,703.7 97.6% 19.4%
Region 7 5,723.6 5.742.1 99.7% 13.1%
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Sensitive Security Information
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016

3.5%
3.0% o
2.5%
2.0%
1.5%
1.0%
0.5%
0.0%
Oct'16 Nov '16
Id - Unscheduled
= Absences e - Target
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 4.1% 3% 74.8% 14.9%
Region 2 3.7% 2.6% 70.1% 15.5%
Region 3 3.0% 2.4% 80.2% 15.7%
Region 4 3.1% 2.4% 76.9% 11.0%
Region 5 2.7% 2.2% 80.2% 9.4%
Region 6 2.9% 2.3% 80.2% 21.4%
Region 7 3.2% 2.4% 76.0% 12.1%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016
4,000
3,500 .
3,000 .
2,500 .
2,000 .
1,500
1,000 -
500 .
0
Oct'16 Nov '16
_Ie—TraumatchnJury If - Target
Hours
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 400.0 843.2 210.8% 7.7%
Region 2 1,285.0 550.8 42.9% 24.8%
Region 3 884.0 1,273.0 144.0% 17.1%
Region 4 220.0 620.4 282.0% 4.3%
Region 5 617.0 1,3995 226.8% 11.9%
Region 6 906.0 698.1 T7.1% 17.5%
Region 7 861.0 594.2 69.0% 16.6%
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Serrsitive Security Information
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016

NS48 USC § 11400

IIa - Selectee Find Rate

- (TSA Miss)** IIla - Target

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation
S48 USC §114(

Region 1
Region 2
Region 3
Region 4
Region 5
Region 6
Region 7
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016
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NS48 USC §1140)

Oct'16 Nov '16

I1b - On Screen Alarm
- Resalution Protocol IIIb - Target
{OSARP) = 70%

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation
NS48 USC §114{n

Region 1
Region 2
Region 3
Region 4
Region 5
Region 6
Regian 7
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016

L b)(3) 49

NS48 USC §1140)

Oct 16 Nov 16
IIc - Threat Imag
= Projection (TIPY®)_ | IlIc - Target

Region FY17 to Date FY17 Target % Effective Contribution to Nation

Region Breakout

Region 1 LH2)49 US.C § 114{)

Region 2
Region 3
Region 4
Region 5
Region 6
Region 7
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016

NS48 USC §1140)
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Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation
NS48 USC §114{n
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016

NS48 USC § 11400
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ITIb - Mission Essential
™ Level: Deter He - Target
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 D40 USC 1140
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Region 3
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016
100.0%
80.0%
60.0%
A40.0%
20.0%
0.0%
Oct'16 Nov '16
IIIc - Compliance )
™ Finding Resolution 1d - Target
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 100.0% 100.0% 100.0% 0.0%
Region 2 100.0% 100.0% 100.0% 0.0%
Region 3 100.0% 100.0% 100.0% 0.0%
Region 4 100.0% 100.0% 100.0% 0.0%
Region 5 100.0% 100.0% 100.0% 0.0%
Regicn & 100.0% 100.0% 100.0% 0.0%
Region 7 100.0% 100.0% 100.0% 0.0%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016
1.0%
0.8%
0.6%
0.4%
0.2%
0.0%
Oct'16 Nov '16
_IIId—Equment 11f - Target
Downtime
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 0.7% 1.0% 148.0% 13.7%
Region 2 0.5% 1.0% 204.7% 17.3%
Region 3 0.4% 1.0% 233.4% 14.3%
Region 4 0.5% 1.0% 217.7% 10.5%
Region 5 0.4% 1.0% 238.6% 10.9%
Region 6 0.6% 1.0% 163.5% 19.6%
Region 7 0.5% 1.0% 189.0% 13.7%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016

IVa - Throughput Vulnerabhility Hours

NS48 USC §1140)

Oct'lo Nov 16
IVa - Throughput
- IVa - Target
™ Vulnerability Hours 8

Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation

Region 1 LH2)49 US.C §114{)

Region 2

Region 3

Region 4

Region 5

Region 6

Region 7
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SensitiveSecority thformation
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016

IVb - Controlled Security Incidents per 100K Pax

0.6 —

0.5
0.4
0.3
0.2
0.1

0.0
Oct'16 MNov '16

Vb - Controlled Security

= Incidents per 100K PAX VP~ Tareet

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 0.39 (.45 113.8% 14.4%
Region 2 0.48 0.49 103.4% 15.9%
Region 3 0.86 0.82 95.2% 14.7%
Region 4 0.55 0.46 84.5% 10.7%
Region 5 0.90 0.95 105.5% 9.0%
Region & 0.47 0.46 96.6% 23.1%
Regian 7 0.55 (.45 81.7% 12.3%
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Sensitive Security Information—
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide November 2016

IVc - PreCheck Disqualification Program Pracessing Timeliness
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60.0%

40.0%

20.0%

0.0%
Oct'16 Nov '16

IVc - TSA PreCheck
- Disqualification Ivd - Target
Processing Timeliness

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 97.5% 100.0% 97.5% 3.8%
Region 2 98.2% 100.0% 98.2% 15.7%
Region 3 97.3% 100.0% 97.3% 14.7%
Region 4 98.2% 100.0% 98.2% 20.0%
Region 5 98.2% 100.0% 98.2% 17.3%
Region 6 98.0% 100.0% 98.0% 15.4%
Region 7 94.5% 100.0% 94.5% 13.2%

TR G T Terord et S et ettt e et Rt Sl e e pecora— e s e cloas e b e o Hasut - Crieadd Lo ke dncelines o 20
THR pe T T and TR0, gaieplvilh he T PET 5% On of THE AQrarnsTrator of e TTanscoridy Of Securily Ad TnislTa o1 0f T 8 Secreary S Transoorlas o OTg oo e Teteass Tray Tanit i oivit peTatty or
= e e e L B o 3 Aoy ) T P b o b= g e e L S 118 T 7 L8 s L A R TN A N VRO AT LA A ] T L B L) A 1 R | TV TN =R B PR ETT 1=

un pessword-protelad serves,



g Transportation U.S. Department of Homeland Security

Security Office of Security Operations
. s N Arlington, VA 22202

e Administration

AND &%

4
S

o.\'\o“ Ly
: iy

<

‘P”}Y

November 8, 2016
From: Benjamin Sears
Branch Manager, Performance Management Branch
Security Operations
To: TSA Leadership
Subject: FY17 Measures of Effectiveness Report — October 2016
Performance Management is pleased to release the October Measures of Effectiveness {(MOE) Report. This is
the {irst report for the 2017 fiscal year.
Some key notes on the following metrics:

[a — National Training Plan (NTP) on Pace: TSIs and STSIs are naw included in the NTP file.

Ib — Annual proficiency Review (APR) Variance: This data is representative of CY 16 and will be reset in
January.

Ic — Annualized FTE including Overtime (excluding managers): NFC hag not finalized PPs 20 or 21, and will
be added once processed.

Ie - Traumatic Injury Hours: NEC has nat finalized PPs 20 ar 21 and will be added once pracessed.

IIb — On Screen Alarm Resolution Protocol (OSARP]®)G)49 | L3 data was not included this month duc to an
issue with the vendar. Thix data will be reset in January.

IIc — Threat Image Projection (T[P1{b){3)349 The TIP remediation percentage was changed to match the latest
TIP D which goes inta effect April 1, 2017/.

[1Ia and [1Ib — Mission Essential Level Detect/Deter: The new baseline was created using FY 16 data as well
as future (2017) AIT deplayments.

llIc — Compliance Finding Resolution: FY to date data has been reset, however is refllective of inspections
resulting in a finding in September with follpw-up inspectians due in Octaber.

IVa — Throughput Vulnerability Hours: The baseline for this metric is FY 16 and will not change as FY 17
progresses,

WWW.lsa.gov




Plcasc find attached your Nationwide, Region, and Hub-specific MOE.

The first FY 17 MOE post-publication call will occur this Thursday, November 10", 2016, following MOE

publicaticm at 14:00. Thave included the call details helow for all wha would like to attend.

Measures of Effectiveness Report Conference Call — October 2016 Publication
Call Ling®*®)

Participant Code:|)®)

For additional infarmatian, Reference Guides, or supporting data see the Performance Management
15hare, or contact the MOE Team at MOEHelpDesk @tsa.dhs.gov.

As always, please let us know if you have any questions vr need anything else.

/""

www.lsa.gov
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016
Period Actual FY17 to Date FY17 Target % Effective Weight
R Measures that emphasize staffing, training, development, and preparedne
Workforce Readiness required equipment and perform mission-essentiai functions. _ 95'5%
Ia - Natienal Training Plan {NTP} on Pace 93.3% 93.3% 90.0% 100%* 10.0
It - Annual Proficiency Review (APR) Variance 12.4% 12.4% 15.0% 100%* 5.0
Ic - Annualized FTE inciuding Overtime {excluding managers) 0.0 44,153.4 100.0% 5.0
Id - Unscheduled Absences 3.4% 3.4% 25% 5.0
Ie - Traumatic Injury Hours 0.0 0.0 0.0 100.0% 5.0
Period Actual FY17 to Date FY17 Target % Effective Weight
bW340USC §
Workforce Performance Measures that refiect the effectiveness of the workfarce in 1144r) 30.0
IIa - Selectee Find Rate {T5A Missy** LIE48 USC §114(0

I1b - On 5creen Alarm Resalutian Pratecoi ( 05ARP|(b)
IIc - Threat Image Projection (TIP

Ild - ASAP Detection Rate

Period Actual FY17 to Date FY17 Target % Effective Weight

D340 USC §
114

. Maasures that demonstrate that appropri
System Readiness avaiiabie to perform the mission for whic

IIIa - Mission Essential Level: Deatect (L)3)48 USC §114{)

IIIb - Mission Essential Lavel: Dater

I1Ic - Compliance Finding Resolution 85.2% 89.2% 100.0% 89.2% 5.0
I1Id - Equipment Downtime 0.5% 0.5% 1.0% 100%* 2.5
Period Actual FY17 to Date FY17 Target % Effective Weight
Measures that refiect the overail effectiveness of the system in achieving system detection standards and |(B)(3)48 US.C.§
System Performance the desired effects of deter, detect, disrupt. 114{r)
Va - Throughput Vuinerability Hours L)3F4OUSC.§114()
IVt - Controlled Security Incidents per 100K PAX
IVc - TSA PreCheck Qisqualification Pracessing Timeliness 57 2% 97.2% T00.0% 97.2% 7.5
Overall Effectiveness 96.7%
* This metri¢'s % effective has been capped at 100% Default Color Coding (except for I¢ and 1la); _ 85% - 95% =950,

** This metri¢’s target may change if an airport has <200 seiectees

Please see the MOE Reference Guide for additional metric-specific information
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide

October 2016
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016
100.0%
80.0%
60.0%
40.0%
20.0%
0.0%
Qct'16
la - National Training )
= Plan (NTP) on Pace a - Target
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 94.0% 90.0% 104.5% 14.7%
Region 2 §2.2% S0.0% 102.5% 16.3%
Region 3 93.3% 90.0% 103.7% 15.3%
Region 4 §3.9% S0.0% 104.3% 10.8%
Region 5 92.9% 90.0% 103.3% 9.4%
Region 6 G3.8% S0.0% 104.3% 20.9%
Region 7 93.0% 90.0% 103.4% 12.6%
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Sersitive Security Informaton
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

NatlonW|de October 2016
Ib- Annual Proficiency Review (APR} Variance _
16.0%
14.0%
12.0%
10.0%
8.0%
6.0%
4.0%
2.0%
0.0%
Gct'16
Ih - Annual Proficiency
™ Review (APR) Variance 1b - Target
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 13.8% 15.0% 108.7% 14.2%
Region 2 11.8% 15.0% 127.4% 16.5%
Region 3 1M.7% 15.0% 128.1% 15.8%
Region 4 1.1% 15.0% 134.8% 11.2%
Region 5 11.6% 15.0% 129.0% 9.1%
Region 6 12.2% 15.0% 123.0% 20.7%
Region 7 14.5% 15.0% 103.7% 12.5%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016

Ic- Annualized FTE including Overtime {excluding managers) _
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Qct'16

Ic - Annualized FTE
- including Overtime Ic - Target
(excluding managers)

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 6,588.7 100.0%
Region 2 7,239.7 100.0%
Region 3 6,600.3 100.0%
Region 4 4,898.4 100.0%
Region 5 4,384.8 100.0%
Region 6 8,689.5 100.0%
Region 7 5.742.1 100.0%

(I WARNTNG: This record conls 15 2 mlive Secinty eor nat o1 Cial 5 Conoiied aoder &0 LTF Sarls 5 40 52w, MO pe T of This TECOrT Ty T2 OiCiise s T Tar=ors w7 o J  Tiead T ke, s oeten T4
CFR petn 15 and TEE0, eaceplwith the wmmmen pern ss o of The ArimisITaror of T Trans cor T O SeCurity A TN a s Tor = SecT e ary ot e Hor i et or
- . : ; ;

PP 1 L T RTTUTIPIN - - INHEH PO TR N TETOP PRR SATTRRTTF R [ ML G ) iy MAFTITE I, b I W F A TIRRE DU I " NT M A e ] NI OV FPRN N TR PIPR TS TRTT Y I S LR B TP SR TR TR T IIT S
R i e Tl S iEa = - ol f b - = 4 =

n bk
L e e

L= e e i o e e A e S e
coopolecier |alecrpae ol Transnilles o prpeielaines




TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide

October 2016

Id- Unscheduled Absences

3.5%
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2.5%
2.0%
1.5%
1.0%
0.5%
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Oct "6
Id - Unscheduled
= Absences le - Target
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 4.3% 3% 71.8% 14.9%
Region 2 4.0% 2.6% 64.8% 15.1%
Region 3 3.1% 2.4% 77.0% 15.8%
Region 4 3.3% 2.4% 72.4% 11.2%
Region 5 3.0% 2.2% 72.0% 9.4%
Region 6 2.9% 2.3% 80.5% 21.5%
Region 7 3.4% 2.4% 72.4% 12.1%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016

Oct "6

Ie - Traumatic Injury

- Lours If - Target

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation

Region 1 0.0 0.0 100.0%
Region 2 0.0 0.0 100.0%
Region 3 0.0 0.0 100.0%
Region 4 0.0 0.0 100.0%
Region 5 0.0 0.0 100.0%
Region 6 0.0 0.0 100.0%
Region 7 0.0 0.0 100.0%

LR LAt LS ) P e 1) = vy b e e e e e T L B e e e ey S R R SR R R
PR e e an TR e T T e w2 e T s o o He e it rat o o e rams oo T STy A T e e T O ST ATy T A SO Ot e sttt et
00T aLlie .~ U5, gover e T A5Enues, public gisT OSLTe I SOPETET oF & tost . S5 A o i e s 5 and e oeT TS JOCOr Tt T o=t T Tan sl o ertes T eterir o tety Tanhs Tes =T TTer AT




TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016

NS48 USC §1140)

UL

IIa - Selectee Find Rate

- (TSA Miss)** IIla - Target

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation
NS48 USC §114{n

Region 1
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Region 3
Region 4
Region 5
Region 6
Region 7
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Sensitive Security informration
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016

NS48 USC §1140)

Oct'l6

I1b - On Screen Alarm
- Resalution Protocol IIIb - Target
(OSARP)|BIG):

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation

Region 1 {(bX3)40USC §114{)

Region 2

Region 3

Region 4

Region 5

Region 6

Regian 7
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Sensitive l‘JELuIity Informatien
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016

NS48 USC § 11400

T 10

IIc - Threat Image
= Projection (TIP|(®)3)49 IIc - Target

Region FY17 to Date FY17 Target % Effective Contribution to Nation
NS48 USC §114{n

Region Breakout

Region 1
Region 2
Region 3
Region 4
Region 5
Region 6
Region 7
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016

NS48 USC §1140)

Uct b

IITa - Mission Essential

= Level: Detect ITb - Target

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation

Region 1 (b4 USC § 114
Region 2
Region 3
Region 4
Region 5
Region 6
Region 7
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Semsitive Security Informaton
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016

NS48 USC §1140)

Qct'16

ITIb - Mission Essential

"= Level; Deter IIc - Target

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation
S48 USC §114(

Region 1
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Sensitive Security Information
TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016

100.0%
80.0%
60.0%
40.0%
20.0%
0.0%
Qct'1o
IIIc - Compliance )
™ Finding Resolution 1d - Target
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 93.2% 100.0% 93.2% 17.4%
Region 2 93.7% 100.0% 93.7% 34.5%
Region 3 83.0% 100.0% 83.0% 10.5%
Region 4 85.7% 100.0% 85.7% 11.0%
Region 5 92.2% 100.0% 92.2% 10.1%
Region 6 80.0% 100.0% 80.0% 9.9%
Region 7 79.4% 100.0% 79.4% 6.7%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016
1.0%
0.8%
0.6%
0.4%
0.2%
0.0%
Oct "6
_IIId - Equment 11 - Target
Downtime
Region Breakout
Region FY17 to Date FY17 Target % Effective Contribution to Nation
Region 1 0.6% 1.0% 167.6% 13.7%
Region 2 0.5% 1.0% 214.3% 17.3%
Region 3 0.3% 1.0% 302.1% 14.3%
Region 4 0.4% 1.0% 234.0% 10.4%
Region 5 0.5% 1.0% 214.7% 10.9%
Region 6 0.5% 1.0% 183.5% 19.6%
Region 7 0.6% 1.0% 161.5% 13.7%
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TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide October 2016

IVa - Throughput Vulnerabhility Hours
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Uct 16

IVa - Throughput

= Vulnerability Hours IVa - Target

Region Breakout

Region FY17 to Date FY17 Target % Effective Contribution to Nation

Region 1 LH2)49 US.C §114{)

Region 2
Region 3
Region 4
Region 5
Region 6
Region 7
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Nationwide

TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

October 2016

IVb - Controlled Security Incidents per 100K Pax

0.6

0.5

0.4

0.3

0.2

0.1

0.0

Vb - Controlled Security
= Incidents per 100K PAX

Region Breakout

Region
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Region 6
Region 7

Oct'16

FY17 to Date

0.44
0.46
0.82
0.51
0.75
0.46
0.60

IVb - Target

FY17 Target

0.45
0.49
0.82
0.46
0.95
0.46
0.45

% Effective

102.8%
106.9%
100.3%
91.0%
127.2%
99.9%
75.6%

Contribution to Nation

14.6%
15.1%
14.9%
10.6%
9.1%
23.2%
12.5%
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SENSITIVE SECUTITY Informaton

TRANSPORTATION SECURITY ADMINISTRATIDN

FY17 Measures of Effectiveness

Nationwide

October 2016

IV - PreCheck Disqualification Program Pracessing Timeliness
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IVc - TSA PreCheck
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Processing Timeliness
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100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%

% Effective
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98.5%
98.1%
96.9%
94.3%

Contribution to Nation
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Transportation Security Administration

Transportation Seeurity Officer at DCA using advanced ymaging technology to safely sereen passengers for metallic and
nonmetallic threats, including weapons and explosives, which may be concealed under clothing, without physical contact.

The Transportation Security Administration (TSA) was created in 2001 by the enactment of the
Aviation and Transportation Security Act of 2001 1n the aftermath of the September 11, 2001 terrorist
attacks. TSA’s nearly 60,000 employees are charged with protecting U.S. transportation systems and
the traveling public.

[nimediately following its creation, TSA implemented numerous security programs, standards, and

protocols, which continue to be refined and updated based on a continuous assessment of threats and

risks. These include: - - L T——

e Passcnger and baggage screening through '
cxplosives detection systems and utilizing
canine teams. Fortifying aircraft cockpit
doors

¢ Implementing the Federal Flight Deck Officer
program to train flight-deck personnel to
carry {irearms,

o Decploying Federal Air Marshals on high-risk
domestic and international flights T . T

» Fstablishing Visible Incrmodal Prevertion <07 DA L TS sl sty o
and Response (VIPR) tcams to provide a emerging threats. Phito by Brigitie Dittberner
visible and flexible deterrent in all modes of
transportation.

¢ Implementing the Secure Flight program to vet all passengers on flights within the U.S. and

inbound to or outbound from the - U.S. against watch lists

n . by s 2 b
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In addition to its well-known rolc providing aviation sccurity, TSA is responsible for sccurity in all
surface modces of transportation. The Nation’s surface transportation systems affect the daily life of
many Americans and are critical to the economy and security of the United States.

Morc than 500 individual freight railroads opcrate on ncarly 140,000 milcs of track carrying csscntial
goods. Eight million large capacity commcreial trucks and almost 4,000 commercial bus companics
travel on the four million miles of roadway in the United. Surface transportation operators carry
approximately 750 million mntercity bus passengers and 10 billion passenger trips on mass transit each
ycar. The pipcline industry consists of approximately 3,000 privatc companics who own and opcratc
morc than 2.5 million miles of pipelines transporting natural gas, rcfined petroleum products, and other
commercial products.

Average TSA Day

Aviation Securiry

TSA screens approximately 2
million passengers daily

TSA screens 1.3 million checked
items for cxplosives and other
dangerous ilems daily

TSA screens 4.9 million carry-on
items for explosives and other
prohibited ttems cvery day

Signs up over 10,000 passcngers
for TSA Prev'® at more than 385
locations nationwide
Recurrently vets over 16 million
persons with access to the
transportation system for ties lo
terrorism

I'ederal Air Marshals are highly trained professionals dedicated to ensuring
transpartation sceurity, Phato by Transpartation Sceurity Adotinistration

Responsible for the sceurity of over 20,000 domestic flights per day
Responsible for the security of over 2,000 outbound international flights per day
Approximatcly scven fircarms arc found at the screening checkpoints per day

Inbound International Aviation
TSA teams of security professionals are assessing foreign airports around the world, including
approximatcly 260 Last Point of Dcparturc airports and FAA certificd forcign repair stations, to
determine if they arc mecting international sccurity requircments, and arc also inspecting air
carriers to determine 1f they adhere to U.S. security programs.

TSA Rcpresentatives (TSAR) stationed at strategic locations around the world arc coordinating
with their foreign government counterparts to ensure the security of inbound fhights to the U.S.

Law Enforcement
Federal air marshals fly thousands of miles cach day

Morc than 900 cxplosive detection canine tcams trained and deployed nationwidce, tasked with
screening passcngers and cargo, and supporting other sccurity missions

civitandFor Trimmimat fines amd ettt
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¢ TSA perforims 24 Visible Intermodal Prevention and Response (VIPR) operations at airports,
and other transportation facilities each day.

Multi-modal Security Efforts

¢ More than 246 compliance mspections
arc conducted daily across all modces in
support of risk-based security

e Approximaltely & billion trips were
taken on public transportation

e TSA vcts more than 15 million holders
of transportation credentials against
watch lists, .

¢ TSA collaborates with transit agencies TSA’s Surface Pipeline Security Branch is responsible fur working with

; ; ~ private enbies to enhance secunty preparedness of 2.6 million miles off

to pI‘OVldG for the securlty of the 27 national hazardous liquid and natural gas pipeline systenis, Photo by

million passcnger tl’ipS OCCUlTil'lg da]]y Transportation Sccurnity Administration

1n our nation’s mass transit systems

e Morc than 27 million passenger trips occur on mass transit systems that TSA collaborates with
to ensure the security of passengers

Mission

Protect the nation’s transportation systems Lo ensure freedom of movement and commerce.
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Budget

TSA - Total Budget Authority

$7,440,096,000 $7,589,079,000 $148,983,000

FY17 President's Budget*

Operationsand Dollars in thousands
Support{net Operations and Support
discretionary], {offsettingfees),

$4,794,98S,63% e $2,327,801,31%

\.\\

N

Operationsand
Support{mandatory),

45,200, 0%
Procurement,
Construction,and
Improvements
Procurement, {discretionary),
Construction,and $206,093, 3%
Researchand Improvements
Development, {mandatory),
45,000, 0% 250,000,3%
*Does not include a $171.633K impact on FY17 from FY 16 reprogramming.
TSA - 5-year Funding Trend
Dollars in thousands
57,584,070

57,600,000 $7 377367 57,440,096

47,500,000 57,364,510

57,400,000 $7,193,757 |

47,300,000 ‘

$7,200,000 ‘

57,100,000

47,000,000

46,500,000

F¥13 F¥14 F¥15 F¥16 FY17 PB
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Workforce

55,145 56,419%* 954

*FY 2016, Docs not include reimbursable, working capital, or revolving account employees
**Onboard number reflects full- and part-time personnel

Transportation Sceurity Administration

. Homeland ‘
' Security Workforce Chart

Admarisiraees & Deputy
Addrvinisteder
Cribai(perabians Tatal Chitt e Skl
FTE Audbarized- 55,145
FTE Auraricrd 51004 FTE Funded 51,356 FTE idharizest:i
FTE Funceet 4881 FTPOAbrd-PE] FTEFurded 53
FTRPOnbord-FE FTPOrenard-C (5419, FTPOnboard-F3)
FTPOrbaard-C (54,303 Vacancy-Pil} FTPOnkeard-C 133
Vacancy-R{N Waraioy - C1%64; Vacancy—F{0)
Watarcy- 0356 Totar Yacarkyrateil. 65t Vagangy-C 15
Tortar Yacancyrateif 835, TalalWacaryrate55%)
- Officear Straleges
o Cifficeed Firanceand OMcoProfeasionl - .
Bruipsia D by Dt Cfficact&cquisition Al st Re ity iru::nmnnmmnhc
i FTE Authoriz pd 197 .
FTE Authoriz 547 H'Emnnm;ssnm FTE Furdiodt 177 FTEAuttsorized: 321 FTE Authonzed: 31 FTEAuthorzea 50
FTE Funeket 575 FTE Pt £.057 FTPOAbarc-Pil] | FTEFumediz .| FERuin FTE Furcet 6. —
FIRDr bR} | TTOncan Bl FTFOrbomre- GHH73t FTPOnhaard-Pid} FTPOnboard-Fily [ —
[ e ——) m:?jc_ufimm VagancyPidt mg{"ﬁ’;‘“:;f'm’ FTPQnbard-C |24 FTPOnboard-C (35
VacaneyFil) A Vacancy-C p Vacancy-Pil) Waeaey il
acaney-C (128 A Tomm s vacaney C acancy—Ci3h Ve i)
Totaivacancyrate(s 1% neyrate Il Tawdiacancyrate{3. %) TotdVacarcyrale 1% TalNACAMCyrAbe S 6%
Cifficeed CivilFightsd. [, P
CifficaafSecuntyPriicyand OffcealGlot Srs ages OfficealHunsnCapea Libenies, Gnudsivan & Ca:;zmle:“y OfficeaiLegiaiatrveaftars
ntsiry Ergagerent Travelzr Engagerent
FTE&: FTE RLthorzed 15
) FTE Aurtorizant 30T tharzed 37 . FTE Autfiatzed: 31 FIE Furscd 13
FTE buithorzact 200 g FTE Furthid: H3 FTEAuthorizad: 127 FTE Funcice: 219 FTFOnbeard P
FTE Fush: 152 FTROMbd-PiD) FTPORhoamd-Pif] | FTEFundeat 115 ] FreomsuraPi; FTPOnbor .2
FTROnboard (D) FTF-Ormcord Cizes: FTPONaard- G225 FTPOnhoard-F{D} FIPGrbearc-CY158) 8t
FTEOmbaand-CI7y Vacangy-Pil FTPOard-CIo1) Vac,ancy—PU]. Vacangy-Pil
Vacancy-Pil " b vanane - i3
Vacancy-Pil} Vacancyt 154 Wacancy-L 73 Vacancy-Piot Varaney-I 48 525
vacancy=L {30 Ton¥ . Towivacaneyrateid 15 vacaney-C [21) TodVrcangyciSS| Totaiacancyrateif it
Totaivacancyratel?. (Fik Dralfaraneyrel Tabayacanryrate f 53 )
Officeniinfarnanon Ofcenl TEinmgand
Officealispection
OfficenfLawErformemenl Technokgy pec Davalopment
FAMS :
FTEAut wrmed: 207
FTE urtorizant 412 FTE oot 181 FTE Authorlzad: 135
FTERuthanzed HT FTE Funded: ddd | || Freomoam-prior FTE Fuudied: 304
FTE Fursed: HT L FTPCrvewd i) : FTPOAaArt-CITT) 7| FIPOnboara-F(;
FTPrvbnarc-Fifl) FTPQrinarm- G419} . Vacancy-Pi FTPTmboard-Ci31E)
FTROnnarc-C %5, Waraey Pl : Vacancy-C 30 Vacancy—Pi)
Vacancy-Ail} awarey- G | Tastvsaneyrateg atancy-L B8
Warancy—L 190 Talalvacarknyrate B ! TotdVacargyraci4 4%
Totarvacancyrateii Mt '
N Ufflce et CriedCounse
B FTEAutworzed: 1
. FTEFurdind 226
! FTPOnboard-Pib}
"1 FTPOnboard-Ciinr)
Wacancy-PY0}
wacancy-C (36
TakaVacwcyran |7 2

1

.']]lidll, ‘Il.gd‘lll}- [ Il\' Il‘ll.g’l.lll, [FTLTTH Ill.ld] ¥ l.‘ll

BILG

Warmng! THis dacmment, o ng wi

'

P .V cy3een b N
LT e R T e Ay e

[ap e | GITAsa Tiasin s Frrteer -nal.u(.vl,r"iniu'h HE Y

Iy o1 i FT ; .
Ty TS T T s S e s o T )




99

TSA 5-Year Workforce Trend

55,704
56,000 55,016
55,000 54,133
54,000
53,000 51,759
51,309
52,000
51,000
50,000
49,000
rvi3 ry14 FY15 FYi6 Y17 PB

Full Time: Fquivalents

Strategic Priorities

¢ Rebalance and Invest in the Workforce - Passenger volume growth increased 5% in FY15 and is
estimated to increase 6.5% for FY16. Working with airline stakeholders, reviewing Federal
Aviation Administration forccasted growth, and analyzing the Burcaun of Transportation Statistics
historical enplanement data, TS A is currently forecasting passenger volume to increase by 4% in
FY17, by 3% in FY 18, and then to normalize incrcased passenger volumes at 2.5% for subscquent
years. The demand and ridership for mass transit systems in urban and high population density
arcas incrcascd by 22% since 1990. Most of thesc systems operate at ncar capacity levels and
increases in capacity are constrained by high cost of expansion. Since they operate close to
capacity lcvels, any disruption can have significant impact on the local ceonomy.

In Fiscal Ycar (FY) 2015, TSA’s
frontline staffing levels reached
their lowest point in five years.
TS A evaluated total workforce
requircments and identificd
several arcas requiring additional
support in order to build a
professional, highly trained
countcrterrorism workforce with
the right people in the right
places at the right time. These
areas include stafting for volume
incrcascs, improving hiring
screening processcs, cnhancing
the full time to part time ratio to
90% full time, improving the ratio of supervisors in place at the largest airports, enhancing the

More than 60 poreent of TSA olficers have Rve yoars or more experience as
counterterrorisnt professionals, Photo by Transportation Security Administation
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professionalization of the workforce through fully funding training hours and annual and sick
leave liability, additional TSA Prev'® lane coverage across the nation’s airports, and increased
canine tcams. TSA is also building out a ncw TSA Academy Center of Execllence training
facility at the Federal Law Enforcement Training Center (FLETC) in Glynco, GA, to provide
mitial and recurrent training for the TSA screening workforce, requiring additional mission-
focused training for Senior Executives, and expanding its leadership and professional
development program for all cmployccs.

¢ Enterprise-wide Human Resources (HR), Acquisition, and Planning, Programing, Budget and
Exccution Reform -

o TSA is implecmenting a stratcgic approach to IR management. The first phasc of the
approach 1s to mcrease in-house services by assessing mherently governmental functions
and those best served by multiple contract vendors, then transitioning away from the current
single vendor contract. The second phase 1s to move from the current decentralized control
of 1R functions to a centralized system to manage human capital and employce/labor
relations.

o TSA is also reforming its acquisition program to -

improve its cost-benefit analyses, performance -

mcasurcments, intcgratcd master schedule .

development and maintenance, relationship with the

DHS Science and Technology Directorate, and

program baseline establishment/management. TSA is

taking the following actions to achicve its acquisition

reform goals:

= Establish a Capabilitics and Requirements Office
reporting to the Chicef of Operations;

= Realign the Operational Test Agent from the
Oftice of Securnity Capabilities to the Chief of
Onpcrations;

= Appoint thc Deputy Administrator as the
Component Acquisition Executive and align the
acquisition program management function to the
Officc of Acquisition, who will serve as the
Deputy Component Acquisition Exccutive; and

Transportation seeurity officers sereen

= (Create of an independent Otfice of Contracts and approximately 2 million passengers cach

day at approximatcly 4440 anports
nationwide, Officers are trained ta spot
profubited items. and on average. discover
. . . seven lirearms por day al seeunty
o TSA is working to strengthen the linkages between checkpaints. ,,]fomb_\_).’\;i\?fm Lo
strategy, budget, execution, and performance through
a comprehensive Planning, Programming, Budget, and Execution (PPBE) resource
management system led by an analytic programming branch i fall 2016 for the FY 19
budgct development. TSA is also working with DIIS to providc detailed PPBE training to

all key personnel within the resource management offices.

Procurement,

e Intel-driven Operations - TSA 1s focusing on enhancing intelligence and counter-intelligence

capabilitics, inforiation sharing, and frontlinc employee comimunications to identify and

PYTRTE feant |4 El Lt
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disseminate intelligence indicators and patterns that could point to potential terrorist plots or
attacks against transportation. TSA 1s also cnhancing its sccurity threat asscssment processcs by
implementing intergovernmental partnerships that will add the capability to continuously vet
against criminal information databases, and improve TSA’s ability to vet the more than 16 million
transportation workers and 700 million passengers annually.

e Federal Air Marshal Service Hiring and Retention and Visible Intermodal Prevention and Response
expansion -

o TSA will continuc hiring Fedcral Air Marshal Scrvice (FAMS) personnel to mect key
opcrational requircments to include both international and domestic coverage goals, as well
as better cffectivencss to redirect mission flight resources, when required. FAM hiring will
also allow for improved FAMS diversity, workforce morale, and agency sustamability,

o TSA continues to increase the
cfficicney and cffcctivencss of the
VIPR program through active
cngagement with counterpart law
enforcement and aviation-focused
organizations and the implementation
of the VIPR CONOPS to further
integrate a risk based approach for
prioritizing and scheduling VIPR
operations. Current congressional =

Icgislation provides for the addition of 257 _
6 VIPR Teams to continue to The Federal Air Marshal Service has the lbghest qualifieation
stren gth cn the risk-based approach to standards for marksmanship in the federal law enforcement

community, Photo by Transportation Secunty Admnistration

deploy integrated TSA assets using law
enforcement and screening capabilities in coordinated activities to augment the security of
any mode of transportation.

o Last Point of Departurc and Ovcerscas Focus as Threat Incrcascs - The threat to commercial
aviation remains a predominant focus of terrorists and extremists based on intelligence reporting
and recent terrorist actions that have been executed to include the attack on the Brussels
Airport. TSA is continuing to assess 280 airports in approximately 100 countries with Last Point
of Departurc (LPD) scrvice to the United Statcs, and uscs a Forcign Airport Asscssment Program
to identify existing and potential vulnerabilities at the specified airports as well as those serviced
by U.S. aircraft operators. In addition, the Federal Air Marshals Service (FAMS) continues to
focus on high threat LPDs, and adjusts schedules to respond to Known or Suspected Terrorist
(KST) travel on US carricrs. TSA 1s also continuing to focus on carricr/aircraft crewmember
vetting and issue Security Directives and Emergency Amendments to U.S. aircraft operators and
foreign air carriers to raise security standards and mitigate threats and vulnerabilities.
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Key Partnerships / Stakeholders

Interagency

Partner Description
Department of Transportation (DOT) TSA, along with DOT and the U.S. Coast
Guard, arc Co-Scctor Specific Agencics (Co-
SSAs) for the Transportation Syslems Sector,
one of 16 critical infrastructure sectors as
identificd by the National Infrastructurce
Protection Plan. As Co-SAAs, the agencics
share responsibility to coordinate sector
efforts for security preparedness and
resilicnce. Additionally, TSA works with the
modc-specific DOT offices on sceurity and
safety rulemaking efforts, security and safety
standards and guidance documents, and the
revicw of sccurity grant applications to
ensure the work TSA and DOT undertake are
complementary, do not duplicate work, and
do not placc an unduc burden on
transportation systems.

Interagency Airspace Protection Working Discuss and work through airspace issues
Group, Department of Transportation (Federal | related to the National Capital Region and
Aviation Administration) TSA-rcgulated partics.

Stakeholder Groups and Federal Advisory Committees (FACA)

Partner Description
Aviation Sceurity Advisory Committee Established in 1989 after a terrorist attack on
(ASAC) Pan Am flight 103, thc ASAC provides

advice to the TSA Administrator on aviation
security matters, including the development,
refinement, and implementation of policics,
programs, rulemaking, and sccurity dircctives
periaining to aviation security. ASAC is
composed of individual members
representing private scctor organizations
affected by aviation sceurity requircments.
The Aviation Security Stakeholder
Participation Act of 2014, enacted on
December 18, 2014, makes the committee
permancnt. It typically mects four times a
year and holds a meeting open to the public
once a year.
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Industry / Public-Private / Academia

Partner Name

Description

Association of American Railroads, American
Short Line and Regional Railroad Association

Key partners in the railroad industry for
information sharing, research, development
and promulgation of strong sccurity best
practices, resources, and programs for all
railroads.

American Bus Association, United
Motorcoach Association, Trailways
Consortium, State and Regional Motorcoach
associations

Key partners in the commercial bus industry
for rescarch, development, and promulgation
of strong securily best practices, resources,
and programs in the community of passenger
motor carricrs

Transit Policing and Sccurity Pcer Advisory
Group (PAG)

Comprised of the top law enforcement and
sccurity officials from 26 mass transit and
passenger rail and law enforcement agencies
across the U.S., Canada, and the United
Kingdom, TSA works with thc PAG to reducc
the risk of terrorism and intentional harm to
industry assets, passengers, and employees,
and 1dentify funding, equipment, and other
rcsources to achicve that end. Act as a liaison
between the industry and the Federal
government through conference calls and
meetings with the TSA Administrator.

General and commercial aviation industry
partners, including air cargo, and all US
Cominercial Airlines and Federalized
Airports

Aviation (commercial and general), airport,
and air cargo industry partners, and rcgulated
partics that arc critical for communication,
collaboration, and information sharing with
stakeholders, and implementing security
mcasurcs mandated by regulations to cnsure
the safety and sccurity of the airports and
aviation modes (commercial, general, and
cargo).

American Public Transporiation Association

Work to develop sccurity standards on topics
such as physical sccurity, cybersccurity,
security operations, securily planning, and
security programs. Facilitate funding for the
Information Sharing and Analysis Centers
(ISACs), which provides TSA sceurity
pariners with 24/7 “all threal” warning and
incident reporting, early warning, threat
identification, and sccurity incident analysis.
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International Engagements

Partner Description
Iuternational Civil Aviation Organization The Intcrnational Civil Aviation Organization
(ICAQ) is a United Nations specialized agency
dedicated to enhancing the safety and security
of intcrnational civil aviation through the
development of global standards. TSA is the
Icad U.S. government agency on matters of
aviation sccurity within ICAQ and represcnts
the United States on the Aviation Security
Pancl of Experts and in its various working
groups.
The International Air Transport Association | International aircraft operator industry partner
for intcrnational communications and
information sharing
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Legislative Priorities

e Rcauthorization - Thc authoritics contained in TSA’s primary authorizing statutc, the Aviation and
Transportation Security Act (Public Law 107-71), do not require regular reauthorization. As such,
legislation pertaining to TS A tends Lo be narrow i scope and often addresses recommendations of
the DHS Inspcctor General or the Government Accountability Office. The last large-scale TSA
reform legislation occurred during the 111™ Congress, in 2009. The House passed a TSA reform
measurc, but the Scnate did not consider the measure.

e FY 2016 Reprograming and FY 2017 Fiscal Impact - In the summcr of 2016, and in the aftcrmath
of the testing results and the TSA Tiger Team work on checkpoint operations, TSA worked with
DHS and Congress to recast the FY 2016 budget request to stabilize the screener workforce. The
main objective was to halt a further reduction of over 1,600 screeners. Furthermore, TSA
implemented a three point plan of improving checkpoint performance, mitigating passenger
volume and mitigating vulncrabilitics in sceurity cquipment for the balance of FY 2016 to cnsurc
the safcty of the traveling public. Thesc stopgap mcasurcs improved screening performance, but
did not address the 6+% growth of passenger volume observed and projected to continue in 2016
and beyond. Congress approved two FY 2016 reprogrammings of $62M for additional screencr
overtime, accelerated hiring of 1368 screeners, and conversion of 2,784 part time employees to tull
time employees. An additional FY 2016 reprogramming ot $56M provided funding to purchase
replacement explosive trace detection cquipment, purchasc 80 canines, deploy AIT systems to
small and medium sized airports, and accelerate vetting platform enhancements. Since the impact
of thc FY 2016 rcprogrammings were not accounted for in the FY 2017 President’s Budget
submission, TSA and DHS will continue to work with Congress to address the impacts for FY
2017.

e Passcnger Sceurity Fees - The FY 2017 Budget proposcs increasing the Aviation Sceurity Fecs to
collect an additional $908.8 million in FY 2017. Proposed legislation was provided to Congress to
raisc the passenger fee by once dollar, from $5.60 to $6.60 per onc way trip, gencrating $488.8
million in new revenuc. In addition, proposed legislation was provided to Congress to reinstate
$420 million in contributions from air carriers, which was the agreed upon amount of security costs
paid by thc airlines prior to the assumption of these dutics by the TSA. This will continue to be a
priority for TSA.

e Congressional Engagement - TSA’s Office of Legislative Affairs (OLA) informs Members of
Congress and staff of TSA accomplishments and shares positive workforee storics with
congressional offices representing outstanding employees. These engagements resulted in Member
recognition ot workforce accomplishments through letters, floor statements, and otfice visits. OLA,
in partnership with the Office of Security Opcrations, also conducts rcgular outrcach bricfings and
airport tours for congressional staffers to educate them on TSA operations and troubleshoot
constituent casework 1ssues. As of September 1, TSA provided briefings and tours at 14 airports to
174 staffers from 125 congressional offices in calendar year 2016.
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Government Accountability Office / Office of the Inspector General Audits

GAO Audits

Title

Report
Number

Description

Final Report
Due

GAO 14-375U/14-159;
TSA Should Limit Future
Funding for Behavior
Dctection Activitics

441064

GAO found that available
evidence does not conclusively
support that behavioral indicators
can be usced to identify persons
who may pose a risk 1o aviation
security. GAO provided TSA
with a rccommendation to limit
futurc funding until TSA provides
scientificatly-validated evidence
of program effectiveness. TSA
non-concurrcd but continucs to
sharc information to GAO
illustrating program
enhancements. Recently, TSA
successfully pilot tested revised
bechavioral indicators and
proiocols. Next, TSA expecis 1o
begin an operational test
somctimge in the latter half of
2016. GAO considers this to be a
high priority recommendation.

Nov-2013

Title

OIG Audits

Report
Number/Job
Code

Description

Final
Report Due

OIG: Covert Testing of
Passcnger Sceurity
Checkpoint

16-060-AUD-
TSA

OIG’s objective is to covertly
test passcnger screening
checkpoint secunity (both on-
person and carry-on baggage).

Feb-2017

OIG: FAMS Oversight

16-019-AUD-
TSA

OIG will determine the value
and justification for flying
Federal Air Marshals given the
multiple layers of securily
cmployed by TSA.

Dec-2016
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OIG Audits

Title Report Description Final
Number/Job Report Due

Code
OIG: Controls Over 15-099-ISP-TSA | OIG seeks to assess TSA's Sept-2016
Access Mcdia Badges controls to mitigatc potential
risks associated with
unaccounted for, lost or stolen
airport issued badges.

OIG: TWIC Background | 15-104-AUD- O1G cvaluated the cffectiveness | Aug-2016
Checks: Not as Reliable USCG, TSA of the TWIC applicant

as They Could Be screening proccss for ensuring
only eligible TWIC cardholders
remain in the program. OIG
found that TWIC leadership
docs not provide sufficient
oversight and guidance to
ensure eftective operations.
OIG made 5 recommendations.
(Note: In May 2011, GAO
identified TWIC internal
control wcaknesscs and
recommended an internal
control asscssment [GAQO 11-
657]. The recommendation 1s
currcntly open and considered
by GAO to be “high priority.”
TSA plans to conduct the
assessment and use the results
to implement cffcetive policics
and processes to meet TWIC
program objectives.}
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DHS Transition Issue Paper
Persistent Threats to Transportation

OVERVIEW

¢ The U.S. transportation sector 18 an enduring terrorist target based on sustained terrorist
interest in the sector as demonstrated by recent international attacks on aviation and mass
transit. In the first half of 2016, there were 13 attacks against civil aviation abroad, a 117
percent increase from the same time period in 2015. During this same timeframe, there were
30 attacks against mass transi assets worldwide.

¢ Homegrown Violent Extremists inspired by foreign terrorists pose the most likely domestic
transportation thrcat and can usc small arms and rudimentary explosive devices against
airports, surface, and maritime transportation with little to no warning.

e The Dcpartment of Homeland Security (DHS) works with federal, state, local, tribal,
territorial, private sector, and international partners to protect and deny terrorists access to
critical transportation infrastructure. DHS continues to prioritize preventing terrorisis and
radicalized individuals from traveling to the United States. to launch attacks.

¢ There are several significant trends with respect to transportation threats:
» Multiple terrorist groups recently conducted, planned, or attempted international aviation
scctor attacks and still prioritize targeting of aviation and its infrastructurc.
# Trusted transportation insiders facilitated scveral recent attacks on international aviation and
associated infrastructure, posing an enduring concern regarding insider threats.
Terrorist organizations attacked public portions of the airport to cause mass casualties during
recent attacks in Brussels, Belgium, and Istanbul, Turkey.
# Terrorist networks conducted recent altacks against in-flight aviation internationatly
including the destruction of a Mctrojet Airlines flight over Egypt’s Sinai Peninsula and
detonation of an cxplosive device aboard a Daalle Airlines flight over Somalia.
Tcrrorist groups understand the economic conscquences of aviation attacks, including
negative effects on tourism industries following the recent aviation-focused attacks.
# Terrorist groups and radicalized individuals continue 1o engage in international attacks
against surface transportation including passenger and freight rail and mass transit
passcngcrs.

\%

\:7

® Aviation passcnger and cargo opcrations arc closed systcins with intcrdependent sccurity
protocols, requiring each element of the security regime to perform its function to safeguard
the sector. Risks to the sector include domestic or international partners tailing to follow
protocols and transportation insidcrs facilitating tcrrorist attacks.

® The public portions of airports and surfacc transportation including rail, mass transit, and
highway systems do not have intensive security regimes and are optimized to facilitate the
efficient tlow of people and goods. These systems are more vulnerable to attack than aviation.

¢ DHS uses several approaches to mitigate transportation threats and applies an intelligence-
driven risk-based security approach to safeguard transportation systems tailored to each
specific threat. Responses may includc:

» Stakcholder information sharing initiatives.
# Changcs to sccurity opcerations.
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7

Enhancements to training.

7

Deployment of law enforcement personnel.

-

Issuing regulatory requirements for enhanced security measures.

-
[

Foreign partner assistance.

-
[

Providing security operations with improved technology to prevent and mitigate terrorist
altacks.

DETAILED DISCUSSION
Role of DHS in Countering Transportation Threats
¢ DIIS mission alignment for countering transportation threats:

# DHS: Coordinates activitics across the department and leads interagency cfforts to mitigate
threats to transportation.

# Transportation Security Administration (TSA): Protects the nation’s transportation system,
regulates transportation security measures, and performs aviation passenger screening and
transportation worker vetting.

» U.S. Customs and Border Protection (CBP): Focuses on pushing the borders outward with
the purpose of intercepting and addressing potential threats at the earliest possible
opportunity overseas and before such threats reach the United States.

» U.S. Immigration and Customs Enforcement (ICE): Employs immigration and customs
authoritics to investigate potential terrorist threats associated with criminal violations of
immigration and customs regulations.

# U.S. Coast Guard (USCG): Screens and conducts routine security complhiance mspections
aboard forcign flagged mcerchant vessels and crews entering U.S. ports.

# National Protcetion and Programs Dircctorate (NPPD): Protects critical transportation
infrastructure including cyber infrastructure and facilitates information sharing with
transportation sector partners.

# Science and Technology (S&T): Researches and develops technologies and methods that
help opcerators deteet threats.

Issue Background

¢ The threat to the nation’s transportation systems and infrastructure from terrorism is persistent
and is anticipated to remain dynamic and cvolve for an extended time. Insider aceess to
sccure portions of the transportation scctor poscs a significant threat to comprehensive
transportation security. Controlling access to the secure restricted areas of an airport,
including the area beyond the TSA screening checkpoint, remains a shared responsibility
among govcrnment agencics, airports, airlines, and other stakcholders. DIIS employs risk-
bascd, intclligence-driven operations in partnership with transportation stakcholders to prevent
terrorist attacks and mitigate transportation risks.

¢ Throughout all points of the travel sequence, starting with the earliest indications of potential
travel and including the inspection or arrivals process for passcengers arriving from foreign
points, DHS continually vets passengers and travel information, including visas and Visa
Waiver Program travel authorizations. DHS matches travelers” information against
government terrorist and law enforcement databases, and uses risk-based criteria developed
based on actionable intelligence derived from current Intelligence Community reporting or
other law enforcement information available to DHS.

2
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e The Islamic State of Iraq and the Levant (ISIL} is the preeminent terrorist threat facing
transportation. ISIL attacked aviation targets claiming strikes against the Metrojet flight in
Egypt, and the Brussels and Istanbul airports. I1SIL also inspired radicalized individuals to
conduct attacks against rail passengers in Germany and France.

e Al-Qua’ida and its affiliates continue to aspire to conduct external attacks. Al-Qa’ida in the
Arabian Peninsula, m particular, has the intent and capability to attack in-thight aviation, and
rclcascd issucs of its fuspire magazine dedicated to aviation attacks.

e  Maritime attacks would likely target facilities associated with government and law
enforcement or high concentrations of civilians for mass casualties.

¢ Cybcer-attacks against transportation infrastructurc will most likcly be limited to low level
attacks against public-facing websites including web defacements and distributed denial of
service attacks and are unlikely to result in destruction of critical transportation infrastructure.

Courses of Action

o During the last year, attacks against aircraft and airports in Egypt, Somalia, Belgium, and
Turkey have underscored the continued threats to aviation. DHS is taking aggressive steps to
enhance aviation and airport security globally. Transportation security measures include:

»# Since 2014, sccurity at overscas last-point-of-departure (LPD) airports (gencrally speaking,

a foreign airport from which non-stop service to the United States originates) has been

strengthened, and a number of foreign governments have replicated those enhancements at

non-LPD airports. Securily at LPD airports remains the focus area m light of recent
attacks, including thosc in Brusscls and Istanbul.

In April 2015, TSA issued guidelines to domestic airports to reduce access to sccurc arcas

to address concerns about insider threats. Today, airport and airline personnel are better

screened by airport operators as well as TSA, employee access pomnts have been reduced,
and random screening of personnel within secure arcas has incrcased four-fold.

In 2015-2016, TSA cnhanced the vetting requirements for aviation workers by requiring

more frequent criminal history checks to complement the already existing recurrent

terrorism vetting in place. TSA also began the implementation of the FBI’s Rap Back
scrvice with two airports and onc airline, which provides the capability for automatically
updated criminal history checks. Full expansion of the service to additional airports and
airlines 1s targeted to begin in late Fall 2016 as airports and airlines assess and address
technical and operational requirements to support Rap Back.

# In May 2016, TSA and airport opcrators complcted detailed vulnerability assessments and

mitigation plans for ncarly 300 domestic airports.

DHS engages in continual information sharing to ensure all stakeholders are aware of the

specific threats and recommended mitigation measures.

# DIIS Components continually assess threats and enhancce visible and hidden law
enforcement presence at higher threat locations, including adjustinents to the deployment of
TSA’s Federal Air Marshal Service.

# TSA and CBP use regulatory authorities to require threat-based security protocols for
passcnger and cargo flights, including TSA’s 1ssuance of Sccurity Directives and
Emecrgency Amendments requiring enhanced sccurity in response to threats.

\:7
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# DHS has a robust forcign training and assistance program cnsuring partncr preparation to
counter transportation threats, including insider threats.

#» USCG maintains a rigorous International Ship and Port Facility Security program that

routincly asscsscs sceurity standards and implementation at forcign sca ports around the

world. The program allows USCG inspectors and sceurity tcams to prioritize the inspection

of ships arriving to the U.S. from higher-risk ports.

S&T 1s developing technologies to reduce the risk of attacks on aviation and surface

transportation systcms. This includes innovative approaches to find threats in cargo, in

vehicles, in a person’s luggage, and on somconc’s body.

# S&T studies threats to establish better performance requirements for current and future
technologies.

» S&T providces canine training aids and testing material to better evaluate and enhance the

performanec of the Departinent’s working dogs.

Kev Partnerships
¢ DHS shares information and implements transportation threat mitigation measures in
conjunction with critical partners including:

# The transportation industry including air and maritime passenger and cargo carriers;
Amitrak; and airport, rail, cruise ship, highway, and mass transit operators.

# Federal, state, and local law enforcement pariners through the DHS Fusion Centers, Joint
Terrorism Task Forcces, and the Intelligence Community.,

» Intcrnational aviation and maritime partners including port and airport opcrators; the
International Civil Aviation Organization; foreign transportation security organizations; and
mternational customs and law enforcement organizations.,
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DHS Transition Issue Paper
REAL ID

OVERVIEW

s REAL ID' is a coordinated effort by the states® and the Federal Government to improve the
reliability and accuracy of state-issued driver’s licenses and 1dentification cards (1D) in order
to prevent the fraudulent 1ssuance or usc of these documents and, thereby, inhibit terrorists’
ability to cvadce detection.
¥  The REAL ID Act of 2005 (*the Act™) (P.L. 109-13): 1) sets minimum requirements for

the secure 1ssuance and production of state-1ssued driver’s licenses and IDs; and 2)
prohibits Federal agencies from accepting driver’s licenses and 1Ds 1ssued by
noncompliant states for official purposcs (i.c., entering nuclear power plants, aceessing
Federal facilities including military installations, and boarding federally-regulated
commercial aircraft).

» It does not: require states to participate (state participation is voluntary but there are
conscquences to noncompliance); create a national 1D; or crcate a Federal databasc of
driver information.

e DHS has expended considerable effort 1o advance implementation of REAL ID through
coordination with Governors, and their representatives, Department of Motor Vehicle
Administrators, statc legislators and national statc associations.

e There are some states that have taken a “wait and see” stance to see 1f DHS is truly serious
about REAL ID implementation and as a result, DHS has established strict enforcement
datcs.

o In 2017, DHS will: 1) make compliance determinations for states submitting compliance
cerlification packages; 2) grani extensions to individual noncompliant states as appropriate;?
and 3) prepare the public for enforecement related to boarding commerceial aircraft.?

* The statutory requirements of the Act are the main driver for DHS enforcement.®
¥ 13 states and 1 territory are not yet committed to becoming compliant (see Table | and

Fig. 1) and could be atfected when the Transportation Security Administration (TS A}
begins enforcement on January 22, 2018. At that time, TSA will no longer aceept
licenses issucd by noncompliant states (without extensions) for boarding commercial
aircraft or entering an airport’s sterile area.

¢ Potential courses of action include: adhering to the current enforcement plan; seeking
statutory and regulatory changes to reduce compliance costs identified by some of the

' Not an acronym.

* »State™ is defined as the 50 states: the District of Columbia; and the territories of American Samoa,
Commonwealth of Northern Mariana 1slands, Guam, Puerto Rico, and the U.S. Virgin Islands.

* Section 205(b) of the Act authorizes the Secretary of Homeland Security to grant states with an extension of time
to meet the REAL 1D requirements if the state provides adequate justification for noncompliance. Federal agencies
may continue to accept driver’s licenses and [Ds issued by noncompliant states with an active extension.

4 Statement by Secretary Jeh C. Johnson on The Final Phase of REAL ID Act Implementation. January 8, 2016,
https:/fwww.dhs.povinews/2016/01/08/statement-secretary-jeh-c-johnson -tinal-phase-real-id-act-implementations

* Under a 2012 interagency plan, the Federal Government has been phasing in REAL 1) enforcement, an approach
that has encouraged states to make progress by providing clear, realistic consequences for continued noncompliance.
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remaining noncompliant states; or adjusting the enforcement schedule, which may
necessitate regulatory changes.

DETAILED DISCUSSION
Role of DHS

¢ DHS Office of Policy, on behalf of the Secretary, determines state comphiance;
grants extension from enforcement where justified; and provides leadership to other
Federal agencies on REAL ID issucs. TSA 1s responsible for outrcach and
enforcement of the Act’s prohibitions related to boarding commercial aircraft.
Nationat Protection and Programs Directorate’s (NPPD) Interagency Security
Committee (ISC) maintains guidelines to support standardized enforcement
measures across Federal agencies.

Issue Background

e The REAL ID Act was passed by Congress in response to 4 9/11 Commission
recommendation for the Federal Government to “set standards for the issuance of
sources of identification, such as driver's licenses.”®
e To be compliant, a statc nceds to: 1) require an applicant to present and for the state to
verify cvidence of identity, social security number, and lawful status; 2) incorporate
physical security technology in the issued documents; 3) have a security plan to govern
operations; and 4) meet all other requirements.
e REAL ID applics to 56 jurisdictions (sce Table 1). As of September 1, 2016:
# 24 states arc compliant, and 18 noncompliant states commit to being compliant.
¥ Of the 14 remaining noncompliant states: two have submitted compliance packages but
have not committed Lo re-credentialing holders of pre-REAL ID driver’s licenses and
1Ds; and 12 have not committed to compliance. All but four have had cxtensions in the
cycle ending October 10, 2016.
From 2006-2011, DHS has provided $263 million in REAL ID grants to states.”
DHS is working with the remaining states to encourage compliance.
» Onavcerage, noncompliant states® mect 84% of the REAL 1D requirements.
#»  Barricrs to compliance in some statcs include the cost to re-credential pre-REAL 1D
driver’s license holders and the need to enact state legislation to enable compliance.
» For states that continue to make progress, DHS grants up to 1-year extensions
(renewable). By policy, the progress needed for a state to receive an extension increases
cach ycar so that it is not a long-tcrm alternative to compliance.

Enforcement for boarding commercial aircraft will occur in two phases {see Fig.2):
»  Starling January 22, 2018, TSA will not accept licenses or ID cards from roncompliant
states that do not have an extension.’ Passengers with such licenses will need to present
altcrnative documents (c.g., Passport, military 1D).

* The Commission found that the |9 hijackers had been issued 16 state driver’s licenses and 14 state IDs. Two
hijackers were unlawfully present in the United States when they obtained driver’s licenses and/or [Ds.

T After 2011, the Driver’s License Security Grant Program was subsumed by a block grant,

* Excluding American Samoa, which has not submitted data.
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# By regulation, starting October 1, 2020, TSA will not aceept noncompliant licenses or
ID cards from any state. Passengers will need a REAL [D-compliant license or ID card,
or other acceptable identification, to board aircrafl.!”

e REAL ID enforcement may have a significant impact on the commercial aviation scctor,
as TSA scrcens over 2 million passengers daily. If even one noncompliant statc does not
have an extension on January 22, 2018, a significant number of U.S. citizens may have
difticulty presenting an appropriate identification document at TSA security checkpoints,
which could impact their ability to fly domestically.!!

Courses of Action

1. Adhere to current enforcement plan — The phasced enforcement plan has led to many
states making progress toward achieving full comphance. The current strategy is to
continue working with states to become compliant using the upcoming TSA enforcement
as a major driver to encourage compliance. '

2. Reduce compliance costs for states  Some noncompliant states’ concerns over the
costs for implementing REAL ID could be addressed by seeking: 1) Congressional
authorization to limit the scope of the population to be re-eredentialed on a risk basis;!?
and/or 2) appropriations to award ncw REAL ID grants. DS also could amend the
regulations to potentially reduce costs under existing law. However, previous attempts
to request Congressional modifications {o the Act were not successful, sent nixed
messages about DHS’ interest mn enforcement and actually served to discourage state
progress towards full compliance. The conscquencces of sccking Iegislative or regulatory
changes would likely remain and even heighten given progress on enforcement as well
as state efforts towards achieving full compliance.

3. Adjust the enforeement schedule — The phased enforcement schedule was established
as a way to progressively roll out REAL 1D enforcement with the conscquences of
noncompliance becoming more pronounced with each enforcement phase. The schedule
culminates with TSA enforcement beginning in January 2018 and the full regulatory
cnforecement date of October 2020. Adjusting the phasced enforcement schedule or
amending the October 2020 regulatory full compliance date would provide some relief to
the remaining noncompliant states; however, it would increase the risk of states inferring
that TSA enforcement will never begin, impacting their progress in becoming compliant.
It also risks DS eredibility in REAL 1D cenforcement as we arc closc to a decade out
from the statutory cnforcement date.

% Passengers with driver’s licenses issued by a state that is compliant with REAL ID {or a state that has been issued
an extension) will still be able to use their state-issued identification.

1% See 6 C.F.R. § 37.5 (2014} (extending aged-based enforcement deadline to October 1, 2020).

"' TSA does not anticipate that all passengers will acquire and carry alternative identification for domestic travel
when REAL 1D enforcement begins at airport security checkpoints.

12 The Act called for enforcement to begin in 2008. Through amendments to the regulations and phased
enforcement, TS A enforcement will begin in January 2018, These extensions give states a reasonable amount of
time to become compliant, which in some cases involves changes in state statutory and regulatory authorities, as
well as investments in staff training and information technology,

1* Such as excluding persons who have held licenses and 11Ds with the state for ten or more consecutive years,
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Key Partnerships

o All Federal agencies.

e The House and Scnatc Appropriations Committecs; the House and Scnate
Homcland Sccurity Committees; and State Congressional delegations.

e Statc governors, legislatures, homcland sccurity advisors, and driver’s licenscs
1ssuing agencies — along with their respective associations.

o Travel, tourisin, and hospitality industry; airports; air carriers; and mdividuals
who use their driver’s licenses and IDs for official purposes.

Table 1: Status of States (September 1, 2016)

COMPLIANT (24) NONCOMPLIANT (32)
Extension (28} I No Extension {4}
Plans ta Meet Alf Has Nat Committed to Meeting All Standards
Standards (18] {14}

Alabama Maryland Arkansas California* | Alaska Minnesota
Arizona Mississippi idaho Virginia * Kentucky Missouri
Colorado Nebraska linois Maine Washington
Connecticut Nevada Louisiana Montana Ametican Samaa
Delaware Ohio Massachusetts Oklahoma
District of Columbia  South Dakota Michigan Oregon
Flerida Tennessee New Hampshire Pennsylvania
Georgia Utah New Jersey Socuth Carclina
Hawaii Yermont New Mexico
Indiana West Virginia New York
lowa Wisconsin North Carolina
Kansas Wyoming North Dakota

Rhode 1sland

Texas

Guam

Narthern Marianas

Puerta Rica

Virgin Islands

34% 35% 16% g 6%
Percent af U.5. Papulatian

* Submitted compliance package but has not committed to meeting all standards for re-credentialing.
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UNCEASSIFIED/FOR-OFFICTAL USE-ONLEY

Ficure 1: States by Compliance Status
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W' Washington

As of September 1, 2076
North Dakota
Oregon .

South Dakota

-

Wyoming

Nevada Nebraska

Colorado

Kansas
<

Northern
Marianas

e .
@,
American sty . .8
AMoa Hawaii D

-
Virgin Islands

Arizona

New Mexico Oklahoma

Guam

*f
O compliant:Comparable (24}
[] Not Compliant and Has Extension {28]
[ Mot Compliant and Does Not Have Extension (4}
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Figure 2: Comparison of Acceptable State-issued ID in Initial v. Final Phases of Aviation Enforcement
Compliant Noncompliant License from a License from a

license from a license froma  noncompliant state noncompliant state
compliant state  complian: state with an extension  without an extension

{b)(6)

Initial Phase

01/22/2018 Accepted Accepted Accepted Not Accepted

Final Phase

10/01/2020 Accepted Not Accepted N/A Not Accepted
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RFI 090 TSA Attrition Rates Summary
TSA Attrition Rates by Year
FY FY FY FY
2013 2014 2015 2016
11.74% 12.89%| 13.39% 14.08%

Full Time and Part Time TSO Attrition Rates by Year

Frams FY2013 FYa2013 FyYaoi4 FY2014 FY2014 Fy2015 Fy2015 Fry2015 Fy201é FrYameé FrY2oié FYa2017  FYaoi?  FYaoiz
FT PT TOTAL FT PT TOTAL FT PT TOTAL FT PT TOTAL FT PT TOTAL

Aftrition  Aftrition  Atfrition  Atfrition  Attrition  Aftrition  Aftrition  Aftrition  Aftrition  Atftrition  Atfrition Atirition Attrition Aftrition  Aftrition
Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate
8.8% 25.5% 13.3% 10.2% 28.7% 14.6% 10.6% 26.9% 14.2% 11.7% 30.6% 15.7% 10.8% 29.4% 14.7%

Notes:




Fiscal Headcou.nt at Total . Attrition
Vear End of Fiscal Separations Rate
Year for FY
2013 64,152 7,530 11.74%
2014 61,140 7,884| 12.89%
2015 58,827 7,877| 13.39%
2016 61355 8,641 14.08%




DHS Presidential Transition Landing Team Questions for TSA #092

5. What IT equipment has been purchased but is not in use.

High Volume Assets Located at Springfield, VA Warehouse as of December 9, 2016

Type

Quantity

Responsible
Organization

Explanation of Volume on Hand

Switches

759

QED

All purchased IT infrastructure equipment not currently
in use are to be used for in-flight infrastructure projects
such as the FLETC buildout, EDS inline infrastructure
upgrades, and Mission Net support projects, in addition
to replacement components for break/fix O&M
activities.

Servers

47

QED

All purchased IT infrastructure equipment not currently
in use are to be used for in-flight infrastructure projects
such as the FLETC buildout, EDS inline infrastructure
upgrades, and Mission Net support projects, in addition
to replacement components for break/fix O&M
activities.

Laptops

508

EUSD

Inventory to be leveraged for the ongoing Enterprise
Computer Refresh Deployment to be completed by
lune 17.




Inventory to be leveraged for the ongoing Enterprise
Computer Refresh Deployment to be completed by
Desktops 90 EUSD lune 17.

Legacy radios returned as part of the LMR Refresh
Project; Spare equipment to be transferred to other
Land Mobile Radios 606 EUSD Agencies at end of project.

Inventory to be leveraged for the ongoing Enterprise
Printer Refresh Deployment to be completed by lune
Printers 228 EUSD 17.

Inventory to be leveraged for the ongoing Enterprise
Fax Machines 195 EUSD Fax Refresh Deployment to be completed by June 17,

Inventory to be leveraged for the ongoing Enterprise
Plotters Refresh Deployment to be completed by June
Plotters 61 EUSD 17.

Inventory to be leveraged for the ongoing Enterprise
Scanners Refresh Deployment to be completed by June
Scanners 149 EUSD 17.




High Volume Assets Located at Coppell, TX Warehouse as of December 9, 2016

Responsible

Type Quantity Organization Explanation of Volume on Hand

Inventory to be leveraged for the ongoing Enterprise

Computer Refresh Deployment to be completed by
Laptops 11900 EUSD June 17,

Inventory to be leveraged for the ongoing Enterprise

Computer Refresh Deployment to be completed by
Desktops 200 EUSD June 17.




TSO Basic Training Overview

TSA Academy Dclivery

Total Curriculum
Training Hours

30

Training
Environment

The FLETC Glynco lacility is an accredited training center, and establishes a
formal/structured learning environment.

As FLETC is a training facility for DHS components focused on law enforcement,
counter-terrorism and securily, new hire TSOs are able 1o establish a connection 1o the
DHS mission through networking and interaction with other agencies. This brands
TSOs as national transportation sccurity profcssionals.

New hire TSOs establish a conmection to TSA from locations throughout the nation.
This builds an esprit de corps and provides them with a TS A institutional identify
rather than an airport identify.

The TS A Academy simulates a fully operational checkpoint environment and provides
sccnario-based, hands-on training.

TSA Indoctrination
Process

Instructor-Led Training:

— TSA Qverview

— Aviation Sccurity

— Terrorist Threat

— Professional TSO

— Airport Overview

- Effective Communication
— Passenger Engagement

- Social Engineering

Equipment: Hands-on

Hands-On Training:
— Introduction to the screening cquipment TSOs will operate specifically at their local
airport: Advanced Imaging Technology (AIT), Walkthrough Metal Detector, x-ray,

Training and Explosives Trace Detection (ETD) equipment introduction.
— Scenario-based learning operating equipment and practicing procedures in a fully-
equipped checkpoint.
X-ray Image . .
In ttf )re ta t;gon Interpretation Training:
Tl;gining Progressive instruction that starts with common 1tems, builds to focus on prohibited

items, then culminates in targeted IED recognition training.




TSA Academy Dclivery

Procedural/SOP
Focused Curriculum

Scenario-based learning with structured content targeted at skill-building and practical

application for each screening process.

— Lessons for screening persons begin with clarity on the processes associated with
Standard Screening, then builds to those persons requiring additional screening,
then builds 1o screening ol individuals with disabilities, and then introduces
changes that support risk-based screening procedures and the why behind each of
these different categorics of screcning persons.

Demonstration of
Effects of Improviscd
Explosive Device
(IED) Detonation

Academy delivery permits access to the FLETC demolition range, where
Transportation Sccurity Specialists —Explosives (TSS-Es) detonate IEDs built to
replicate actual threats that have been encountered.

Intelligence Briefing

All new hire TSOs will receive an unclassified intelligence briefing from a Field
Intclligence Officer about the current threat to aviation sceurity.

Active Shooter Drill

All new hire TSOs will experience a simulated active shooter scenario within the
checkpoint setting.

oy warming: This docurment 15 UNGLASSTFIELR PR UFFILTAC USE UINCY
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Summary of Changes

Date Ling # Update that occurred
Per O50, the item (DO tng) has been changed to a one-time requirement {that is only applicable to newly certified

7-Sep-16 (10300 officers)
15-5ep-16|ALL OLC Itemn codes were added
15-5ep-16|11000 Mission Essentials: Alarm Resolution was moved to a QTR1 release
15-5ep-16|10900 Mission Essentials: Terrorist Planning Cycle was moved to a QTR 2 release
15-5ep-16| 10800 Reflects updates due to TCU 20160909-0048
15-5ep-16|10801 Reflects updates due to TCU 20160509-0048
15-5%ep-16|10802 Reflects updates due to TCU 201605803-0048
23-5ep-16|21400 Item removed due to a duplicate item in item line 21000
28-5ep-16|10100-10115% Updated QLC course codes
28-5ep-16|10700 Remaoval of assignment from bag officers

4-0ct-16 (20500 Course ltem/removed per the BDO program office
20-0ct-16|21205 OLC Item code was updated

Course content was not updated thus it has been removed from the FY17 NTP (the training is still required as a one-

10-Nov-16(18 time occurrence for all officers and is not a recurrent training item)
15-Nov-16 20300 EourseHemfremeved perthe BBOprogramoffice
15-Now-16| 20900 Course Iltem/removed per the BDO program office
16-Nov-16|12 OLC Itemn code was updated
18-Nov-16|20100-10103 Completion (ate Changed to January 31, 2017 (TM/TS message 20161117-0201)
23-Mov-16| 20300 Course |tem was restored to the NTP gper the BDO program office




DHS Presidential Transition Landing Team Questions for TSA #096
(096. Please provide all training information including consequences for failing training.

TSA’s Office of Training and Development (OTD) is responsible for providing the full range of
training and development functions to TSA employees to ensure successful execution of the
Agency’s mission and professional development of its employees.

I. New Hire and Recurrent Training:

The workforce has been categorized into three distinet populations for New Hire and
Recurrent Training: (1) Sccurity Operations Personnel, (2) Law Enforcement Personncl, and
(3) Management and Administrative Professional (MAP) Personnel. Training specific 1o
each group 1s designed to refine the requisite technical skills and strengthen subject-matter
cxpertisc for enhanced performance

A. Security Operations Population

Transportation Sceurity Officer (TSO) Training:

Pursuant to the Aviation and Transportation Securily Act (ATSA), all Transportation
Security Officers (TSO) are required to attend and pass the Transportation Security Officer
Basic Training Program (TSO-BTP) and On-The-Job Training to be certificd to screen
passengcrs and checked baggage. (Sec Attachment | for key elements of the TSO-BTP
curriculum.) Attendance is required within four weeks of onboarding. TSO-BTP is 80
hours. TSO-BTP i1s delivered at the TSA Academy on the Glynco, Georgia, campus of the
Fedcral Law Enforcement Training Center (FLETC). New hires who fail to successfully
complete the testing associated with TSO-BT, arc provided remediation focused on the
area(s) where they failed. If the new lure fails the retest after remediation, he or she is
returned to their home airport where they receive their termination notice.

TSOs will average approximately 45-60 hours of required annual training, typically at their
home airports, Lo ensure they maintain proficiency in the skills learned during TSO-BTP.
TSA established an annual National Training Plan (NTP) to meet this objective. (See
Attachment 2 for the FY 17 NTP.) It includes hands-on instructor-lcd training courscs in
support of technical training, and relies on computer-based online training to meet
administrative and general training requirements. Training that is developed to support
Standard Operating Procedure changes, deployment of new technologies, and/or operational
changes to currently deployed technologics, is 1ssucd throughout the year as nceded. Each
year there 1s a block of training time that is identified within the NTP as a place holder for
those training events that are not yet known when the NTP 1s published at the beginning of
cach FY.

Y
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All TSOs must also successfully complete a required Annual Proficiency Review (APR), to
include assessments such as a Practical Skills Evaluation and Image Mastery Assessment.
This 1s a condition of their employment per ATSA. TSA offers remediation and re-
asscssment opportunitics for all TSOs who fail an asscssment on the first and/or sccond
attempt. TSOs who do not successfully complete their APR are subjcct to removal from
TSA. Itis TSA’s policy to make every attempt to re-train, mentor and assist TSOs who fail
an assessment in order 1o return them to active status as soon as possible.

Newly appointed Lead TSOs, Supervisory TSOs, and Transportation Sceurity Managers
(TSMs) are required to attend training within six months of promotion. This training 1s
accomplished presently through the Essentials of Leading/Supervising/Managing Screenig
Opcrations scrics of courses. Additionally, Assistant Federal Sceurity Dircctors (AFSDs) arc
required to attend training within six months of appointment.

Canme Training:

The Canine Training Center (CTC), located on Lackland Air Force Base in San Antonio, TX,
conducts initial, annual recurrent and remedial canine evaluations. It provides extensive
instructor-led training consisting of 21 combined weeks of canine and canine handler training
for Explosive Detection Canines (EDCs) and 32 combined weeks for Passenger Screening
Canines (PSCs). In FY 16, approximately 230 new canine teams were trained and an
additional 833 existing canine tcams underwent cvaluation. If a student doces not
satisfactorily meet the training standards, he or she is removed from the course and returncd
to their assigned duty station wherc a final status determination is made. The TSA
anticipates that closc to 300 new canine tcams will be trained in FY 17.

B. Law Enforcement Personnel

Federal Air Marshals (FAMs) arc required to completc FAM basic training. The training
totals approximately 16%2 weeks of instruction through the FAM Training Program
{(FAMTP), which is comprised of two components. FAMTP-I is delivered by FLETC staff at
its Artesia, New Mexico, campus, while FAMTP-II is conducted at the TSA Training Center
in Atlantic City, New Jersey (TSATC). FAMs who do not successfully complete their basic
training arc subjcct to removal from TSA.

FAMs also have a robust and dynamic annual recurrent traming requirement of 160 hours at
the FAMS Field Offices. TSA policy sets quarterly, bi-annual, and annual recurrent tramning
requirements for all FAMs, and failure to achieve the standards established for this training
will result in a FAM being removed from active mission status until he or she achieves a
passing status.




C. Management and Administrative Professional (MAP) Population

The MAP Basic Training Program is mandatory for all newly hired MAP employees,
cffective January 2017, Its requirements were developed jointly by contributors from OTD,
the Office of Sccurity Operations (0OS0), the Office of Human Capital (OHC), and other key
stakeholders. This in-residence training at TSATC builds a foundational commeon culture
and improves performance by standardizing training for new MAP employees. Moreover,
the training instills in attendecs a truc sensc of how MAP ecmployees support the frontline
Officers and why their contribution to the mission is so critical. To reinforee that point, a
visit to nearby Philadelphia International Airport (PHL) 1s included in the MAP Basic
Tramning Program. MAP personnel also must satisfy initial and annual recurrent training
requirements through job-specific instruction (c.g., acquisitions, information technology, and
intelligenee). The MAP coursce is not designed to be a pass or fail coursc.

Il. Mission-Focused Leadership Training:

Starting in January 2017, as employees are promoted to J-Band positions and above, TSA
leverages partnerships with Institutions of Higher Education (IHEs) to provide mandatory
lcadership training. The intent is to enhance lcadership skills that align with the Office of
Personnel Management’s (OPM) Executive Core Qualifications (ECQs), and to promote
continuity of themes, expectations and language along the entire leadership training
progression.

A. Mandatory Training Upon Promotion to J-Band and K-Band
TSA partnered with accredited IHEs to develop and deliver a mandatory program for J-
Band and K-Band cmployces within six months of promotion to provide a multi-
disciplinary approach that cmphasizes lcadership in a risk-bascd sceurity cnvironiment
and cultivates their OPM ECQs.

B. Mandatory Training Upon Promotion to L-Band
Within six months of promotion, all L-Band employees are required to attend the Federal
Executive Institute’s (FEI) Leaderslhip for a Democratic Society course in partnership
with OPM.

C. Mandatory Training for Newly Promoted TSES Employees
All Transportation Security Executive Service (TSES) employees are required 1o attend
training within six months of promotion. TSA will collaborate with an IHE partner to
develop and deploy an exccutive leadership program that includes development of a
leadership development plan and executive coaching for assessment, feedback, and
support.




D. Mandatory Recurrent Training for Current TSES Emploveces
Incumbent TSES employces arc required to complcte specificd mission-focused
professional development training cvery three to five ycars to reinforce and maintain
leadership competencies. The recurrent training consists of a one-week in-residence
session and executive coaching for TSES leaders.

E. Mandatory Training for Newly Promeoted and Current FSDs
All Federal Security Directors (FSDs) and Deputy FSDs (DFSDs) are required to attend
the FSD Training Course (formerly known as the “FSD Academy™) within six months of
appointment, as well as recurrent training annually thercafter. This phased curriculum
incorporates leadership principles, incident and risk management, operational and
performance management, and stakeholder engagement and planning. The courses are
expected to be delivered at TSA Headquarters as many of the modules require sustained
personal ecngagement with the Administrator and Scnior Leadership Team.

ansition Team) is strictly




DHS Presidential Transition Landing Team Questions for TSA #097
097. Do all passengers entering a pre-check lane have their identity verified? Please explain.

All passengers who appear to be 18 years old or older entering a TSA Prev/ ® lanc must
have thetr identification, along with their travel boarding pass, verified before they arc
allowed entrance into the screening checkpoint or sterile area.

To verify 1dentification, the individual must present an acceptable form of ID with a
photo that 1s a true representation of the individual. The ID is also checked for an
expiration date that is in accordance with Acceptable Forms of ID Policies. In addition,
the 1D is also checked for security features to verify the ID 1s not fraudulent.

If a person does not have an acceptable form of 1D, the identification of the mdividual
can be veritied via other processes, such as the TSA Identity Venfication Call Center
(IVCC) process, which utilizes commercial databases to confirm identity. In these
mnslances, the passenger is redirected o a standard screening lane and receives additional
screening.

If further clarification is needed or we did not answer the intent of the question please
notify us.




DHS Presidential Transition Landing Team Questions for TSA #098

098. Plcasc provide a copy of the tiger tcam final report, resulting from the 2015 DHS
OIG covert testing, along with the current status on all actions and recommendations?

The tiger tcam final report is a classificd document, TSA can providc a bricfing on the
rcport in a closcd scssion. Attached is the status as of Scptember 2016 on all tiger team
actions and rccommcndations. All actions and rccommendations from the Tiger Tcam
report arc cither closcd out or been transitioned to projccts. Each projcct is assigned to an
Assistant Administrator as thc Theme Lead. The Deputy Chicf of Staff and
Administrator’s Action Group mects with cach Theme Lead on a quarterly basis to asscss
and updatc the status of all projccts. The next Tiger Team update will be available in
mid-January.




DHS Presidential Transition Landing Team Questions for TSA

RFI099: Pleasc provide any existing studics, reports, or analyses conducted within the last four
years related to moving TSA employees to the GS schedule including title 5 applicability.

Answer: No studics ¢xist at this time




DHS Presidential Transition Landing Team Questions for TSA #103

103. Please provide any pending and/or planned organizational changes including rationale
and associated funding.

Response: On October 17, 2016, TSA enacted the attached organizational structure. No
future organizational changes are pending or planned at this time.




Transportation

Security Doty A rator
Administration ”

Chief of Staff

[ 1

|
: i Chief of Operations
Office of Chief Counsel ¥ —— "

‘ Chief of Mission Supgart
1
|
!

Office of Civil Rights & ‘
Liberties, Ombudgsman and Office of Security Operations ;
Traveler Engagameant

Office of Contracting
&Procurement

Chief of Pe~ormance & Qffice of Law Erforcement/
Entarprisa Risk Faderal Air Mzarskal Service

o Office of Human Capital

Cffice of Strategic ' Office of Training & |

. Corrmunicatian & Pubic |} Office of Giobal Strategies |-
! Affars ; . Devaigpment .
B 1
1 [ : 1
e “ce of intelligen : i : i i
Office of Legislative Affairs | Offce o r‘tell_lger\ce & : Office of information
‘ Analysis : Technoloay |
: J.
| '
: Office of Finznce & i Office cf Security Policy & ,
| Adrministration ) Industry Engagement | Cffice of Inspection
I_ ' i
Office of Requirements & Cffice of Profassignal

Capadiities Analysis : Responsibility

Office of Acquisition Program
Management

Approved by: Huban A. Gowadia Signature:d@@ LD W
*The Office of the Chief Course’ reports to the Department of Homeland Securisy, Deputy Ad ml nistrator

Office of the General Counsel Date: ‘-—l w- lb



DHS Presidential Transition Landing Team Questions for TSA

104. Please provide the final 2016 measures of effectiveness used by TSA’s senior leadership
team along with any weekly, monthly, and quarterly updates during the year.

Response: The measures of effectiveness for the past fiscal year are presented in the
attached Adobe .pdf document. Each update is shared with all FSDs and senior
leadership, via a conference call with TSA field personnel to review the previous month’s
report, share best practices, provide support, and solicit improvements. OSO Senior
Leadership also schedules a detailed review of the monthly data with Regional Directors.
This review mmcludes sharing improvement efforts and corrective actions at an airport
level with senior leadership and a validation of efforts with HQ Directors.
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MEMORANDUM FOR: Huban A. Gowadia, Ph.D.
Deputy Administrator

FROM: Latetia Henderson /s/
Assistant Administrator
Office of Acquisition

SUBIECT: Acquisition Reform Task Force Charter

Purpose

To request your signature on the enclosed Transportation Security Administration (TSA) .
Acquisition Reform Task Force (ARTF) Charter, which identifies the mission, scope, and
responsibilities of the ARTF to recommend an Agency path forward for acquisition program
management. This document has been coordinated with the Core executives.

Background

Over the last 18 months, TSA embarked on an effort Lo assess and recommend improvements of
the current requirements and acquisition management organizations, processes, and personnel,
Three primary assessment efforts were undertaken: two conducted internally and one by the
Defense Acquisition University (DAU). All three asscssments yielded the key finding that the
current acquisition program structure/organization does not support cffective and efficient
acquisition processes.

As a result of these assessment cfforts, the ARTF was established to recommend/implement
changes to TSA’s acquisition program management organizations and processes. The ARTF
will serve as the executive agent to transform and restructure the current acquisition management
processes, organizations, and respective personnel to improve efficiency and effectiveness. The
ARTF will recommend changes to the current acquisition program management organizatian and
implement those items approved by the TSA Senior Leadership.



Recommendation

That you approve and sign the attached ARTF Charter.

<
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Attachment:
Acquisition Reform Task Force Charter

Date
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CHARTER FOR TSA
ACQUISITION REFORM TASK FORCE

October 2016

PURPOSE

Through this charter, the Transportation Security Administration (TSA)
establishes the Acquisition Reform Task Force (ARTF) and describes the
mission, roles, and responsibilities of membership therein.

MISSION STATEMENT

The TSA Administrator and Deputy Administrator (DA) established the ARTF
to serve as the Executive Agent to institute a comprehensive restructuring of the
Agency’s Acquisition Management processes, structure, and personnel 10
effectively and efficiently support TSA’s mission.

SCOPE

The ARTF will conduct analyses of TSA’s overall Acquisition Management

‘processes and structure in order to identify and recommend process

improvements, and organizational structure to improve TSA’s Acquisition
Management. The ARTF will also prepare all necessary documentation to
support implementation of organizational changes. The ARTF will leverage the
related Enterprise Risk Steering Committee (ERSC) and Defense Acquisition
University’s (DAU’s) study recommendations as a starting point to review and
make recommendations on process improvements and supporting
organizational structure to transition to a new acquisition organization structure.
Transition clements include existing and emerging acquisition programs,
personnel, and funding.

The ARTF will seek to complete work within a period of one calendar year, but
will continue until Major Objectives are met.

MAJOR OBJECTIVES

The DA charged the ARTF with four major objectives:



)

2)

3)

4)

CHARTER FOR TSA
ACQUISITION REFORM TASK FORCE

Stand up Program Executive Offices (PEQ) supported by rclated Program
Management Offices (PMQO)

The ARTF shall leverage the ERSC/DAU recommendations to identify,
recommend, and implement an approach to logically establish PEQ
organization(s), including subordinatc PMOs, within a single office. The
final definition of the identified organizational structure shall consider the
required staffing for cach PEQ, PMQ, and the leadership required to support
the structure. The ARTF will develop or revisc acquisition business
processes across TSA to support the establishment of the PEQ
organization(s), and will develop or revise Management Directives (MD)
and Dclegations of Authority.

TSA Testing Office

The ARTF shall identify, recommend, and implement an approach to
logically define the location and composition of the Agency-wide
Operational Test Authority (OTA) within TSA’s organizational structure.
This analysis will consider the tradeotfs associated with Developmental and
Operational Testing and how to best address concerns associated with Test
& Evaluation (T&E) independence, the necessity of test and evaluation
responsibility and expertise to be present within program offices, and
continuously improving TSA’s department-leading T&E capability. As
necessary, the ARTF will develop or revise T&E business processes and any
applicable MDs and Dclegations of Authority.

Chicf Technology Officer (CTO)

The ARTF will identify, recommend, and implement an approach to
logically update the CTQO primary roles, responsibilities, composition, and
organizational location within the future TSA acquisition management
structure. As necessary, the ARTF will develop or revise CTO business
processes and any applicable MDs and Delegations of Authority.

Deployment and Logistics Operations

The ARTF will identify, reccommend, and implement an approach to update
the organizational location for acquisition program and possible Agency-
wide deployment and logistics operations. The ARTF will consider both
centralized and de-centralized models for acquisition program Integrated
Logistics Support. As necessary, thc ARTF will develop or revise
Deployment and Logistics business processes and any applicable MDs and
Delegations of Authority.
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CHARTER FOR TSA
ACQUISITION REFORM TASK FORCE

For each of these objectives, the ARTF will develop recommendations and,
where appropriate, implement plans to achieve cach of the major outcomes.
The ARTF will define metrics for reaching Initial, Transitional, and Full
Operating Capability (FOC) under the new structure. The ARTF will meet
FOC when the above objectives have been completed and approved by the Core
Member Assistant Administrators (AA) and the DA.

RESPONSIBILITIES

The ARTF shall identify recommendations and implement the Acquisition
Management system best suited to accomplish TSA mission requirements. As
such, the ARTF membership is responsible for the following:

* Representing the interests of TSA in defining the future Acquisition
Management organizational structure
* Providing insight and information to all stakeholders regarding the
distinction between Acquisition and Opcrational Programs; using
information from all stakeholders to differentiate between Acquisition and
Operational Programs
* Designing and implementing acquisition organizational structures and
business processes that accomplish the following activities:
Program Management
Systems Engineering
Integrated Deployment and Logistics
Emerging Technology
Program Test and Evaluation
* Identifying future statc position qualifications and staffing requirements for
Acquisition Management within the appropriate TSA Office
* Location / Movement of Acquisition Management Staff
e Staff Band / Skills for new organization (including required
acquisition workforce certifications)
* Oversight and Management resources required for the new Office
e (Coordinating with TSA Head of Contracting Activity (HCA) to determine
effective COR management in conjunction with new acquisition
management organization(s)
* Designing acquisition business processes to integrate with TSA Chief
Financial Officer (CFQ) and Chief Information Officer (CIO) planning,
programming, budgeting, and execution processes

Page: 3
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¢ Coordinating with the CFO to re-align current-year and future-year budgets
to the new organizational structure

* Establishing plans, procedures, and processes to establish the organization
identified by the ARTF

The ARTF membership shall ensure transparency of all plans to the Core
Member AAs. This will ensure that all TSA Offices are informed in the process
of enhancing the Agency’s Acquisition Management.

The ARTF shall coordinate with the TSA Chief Operating Officer (COQ) or
COO designee(s) to ensure synchronization with efforts to establish an Office
of Requirements and Capabilities Analysis (ORCA) or similar TSA
organization.

MEMBERSHIP

As outlined in the DA’s request for ARTF participation, membership is directed
to be J/K-band representatives from all TSA Offices. ARTF members are
nominated by their AA/Deputy AA (DAA). Each TSA Office has the
opportunity to designate members to thc ARTF. AA/DAAs may name
mcmbers from their offices who best represent the interest of each office,
regardless of pay band.

The ARTF sccks a broad range of input to enhance the implementation of a new
Acquisition Management organjzation.

TSA Offices may update their ARTF representation. Any proposed change
shall be submitted to the ARTF Chair by the appropriate AA/DAA (or their
delegate). The Chair will review the proposed change and rationale to ensure
the best fit for the ARTF. The Chair will discuss any concerns with the
respective AA/DAA or Core Member AAs as necessary.

Each TSA Office may designate up to two official ARTF members. Members
are responsible for any additional coordination required by their respective
office.

The ARTF Chair is named by the DA/Component Acquisition Executive

(CAE). The Chair will direct all ARTF activities and have oversight of any and
all ARTF support functions. The Chair will consider input from all
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membership and have final decision authority regarding
recommendations/decisions {in the cases of disagreement within the
membership) presented to the Core Member AAs.

ARTF Core Members are required to commit to full-time support of the effort
for up to one year (or until Major Objectives are met). Core Members represent
the Office of Acquisition (OA), the Office of Human Capital (OHC), the Office
of Intelligence and Analysis (OIA), the Office of Information Technology
(OIT), the Office of Requirements and Capability Analysis (OCRA), and the
Office of Security Operations (OS0).

Additional ARTF members may come from all other TSA Offices. Each Office
may name member(s) to the ARTF to provide different points of view and keep
the other office appraised of the team’s effort. Additional members are not
required to serve full-time on the ARTF. Additional members should advise the
ARTF Chair of the level of their time commitment upon joining the ARTF.

GOVERNANCE AND PROCEDURES

a. Governance:
e The Core Member AAs shall provide governance and oversight to the
ARTF. All outcomes and decisions of the ARTF are subject to Core
Member AA review.

b. Procedures:

Meetings and Attendance

e The ARTF shall convene twice weekly, or as determined by the ARTF
Chair. Meeting invites will be sent with as much notice as possible.
Meetings may be called with short notice to address rapidly arising
issues.

e Attendance at meetings shall be in-person. If a member cannot attend a
meeting, he or she should review the notes of the meeting and bring any
questions or concerns to the ARTF Chair.

» Members are expected to have reviewed all pre-meeting materials prior
to the appointed meeting times.

¢ ARTF meetings should be attended by designated members only.
Meeting invitations and notices shall not be forwarded to other TSA staff.

Page: S



CHARTER FOR TSA
ACQUISITION REFORM TASK FORCE

Task Force (TF) members are the conduit of TF information to their
respective offices.

Decision-making Process

¢ Mcmbers shall provide the perspective and detail of their respective

Office to the ARTF. All points of view shall be considered by the {ull
body in an effort to achicve the best result for the Agency.

The ARTF shall function as a collaborative organization and will work to
achieve consensus prior to making decisions and/or recommendations. In
the event that the TF is unabie to reach a consensus, the ARTF Chair will
raise the issue and/or recommendations as appropriate through the Core
Member AAs for resolution.

ARTF Reports and Briefings

Reports and Briefings will be developed by assigned members and
reviewcd by the completc ARTF.

Chair (with assistance from TF members) shall present all findings and
recommendations to the Core Member AAs.

All documentation shall be archived on the designated TSA iShare page,
with pre-decisional and draft material restricted to the ARTF
membership.
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vill. EFFECTIVE DATE

This charter 1s effective upon signature by the Sponsor.

IX. SPONSORSIGNATURE

K‘rj\\C Jz’z@@ v Q t 2D NOV 2.4

Huban A. Gowadia, Ph.D. Date
Deputy Administrator
Transportation Security Administration
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DHS Presidential Transition Landing Team Questions for TSA

201.  Provide the Acquisition Reform Implementation Plan.

Core components of an implementation plan are captured in the charter for the Acquisition
Reform Taskforce, attached.




Surface Transportation Vulnerability Assessments and Security Plans
Advance Notice of Proposcd Rulemaking (ANPRM)

WHITE PAPER
December 22, 2016

Proposed Rule Reguirements

This rulemaking will implement the 9/11 Act requirement that higher-risk public transportation
agencies, railroads (freight and passenger), and over-the-road bus (OTRB) companies conduct
vulnerability assessments and security planning.

Through this rulemaking, TS A intends to solidify the enhanced baseline of surface transportation
security by improving and sustaining comprehensive security programs by higher-risk public
transportation systems, railroad carriers (passenger and freight), and OTRB owner/operators that
include assessment of vulnerabilities [or operations and nationally critical assets and
infrastructure and security planning.

TSA is issuing an ANPRM to solicit sufficient data regarding the security measures industry
currently employs 1o ensure that future proposed rules reflect the current baseline and operational
environment as well as the potential impact of regulations on operations. Requesting this data is
necessary to comply with minimum standards established by the Office of Management and
Budget (OMB) under Executive Order 12866, and related OMB guidance, which include
conducting a robust analysis of the existing baseline of persons potenually aflected by a
proposed rule.

Summary of Information Requested

In the ANPRM, TSA is seeking information on:

e Existing practices, standards, tools or other resources used or available for conducting
vulnerability assessments and developing security plans;

e Existing securily measures, including measures implemented voluntartly or in response 10
other regulatory requirements; and

¢ The scope and cost of current security systems and other measures used to provide
security and mitigate vulnerabilities.

TSA is particularly interested in data from surface transportation owner/operators who currently
have security plans specifically based on a vulnerability assessment.

ANPRM Publication Date

The ANPRM was posted on the Federal Register’s websile on Thursday, December 15, 2016, at
8:45 a.m. and published in the Federal Register on Friday, December 16, 2016. The ANPRM
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was published in a scparate Part 3 of the Federal Register together with the Notice of Proposcd
Rulemaking (NPRM) on Security Training for Surface Transportation Employees.

Next Significant Actions

The ANPRM public comment period will close on February 15, 2016, 60 days after the date of
publication in the Federal Register. Thereafter, TSA will draft the NPRM, including proposed
rule text, preamble, and Regulatory Impact Analysis, and will continue to prioritize this
rulcmaking.

Qutside Interest

Members of Congress (primarily Senators Booker and Blumenthal) have expressed interest
regarding the status of the 9/11 Act surface rulemakings at hearings and through correspondence
with TSA and DHS.

In addition, the DHS Office of Inspector General (OIG) recently conducted an audit and issued a
report on May 13, 2016, titled “TSA Oversight of National Passenger Rail System Security.”
The report included two recommendations: (1) the Administrator should ensure that TSA
develops and adheres to a detailed formal milestone plan to deliver the outstanding 9/11 Act
rulemakings to DHS; and (2) that DHS OGC coordinate with OMB to expedite implementation
of the remaining 9/11 Act requirements. Both recommendations remain open.

While we do not anticipate any litigation risk associated with this proposed rule, Congress and
stakeholders may raise concerns regarding the narrowed scope of the proposed rule's
applicability (the proposed rule is limited to higher risk entities).
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DHS Presidential Transition Landing Team Questions for TSA

203.  Provide the publically available white paper on FAMS.

Response: We do ot have a publically available white paper on FAMS. We would be
happy to sct up a scparatc classificd bricfing upon request.




204.

DHS Presidential Transition Landing Team Questions for TSA

Provide the polygraph washout rate for FAMS candidates.

Response: Since commencing the FAMS Law Enforcement Pre-Employment polygraph
exammation on May 1, 2016, thirty-two (32) percent of FAM candidates were not able 1o
continue in the application process due 1o their polygraph results.
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Transportation
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Administration

December 2016

| am pleased 1o present the TSA Roadmap. This Roadmap

is intended to tell the story of the Transportation Security
Administration over the course of my tenure as Administrator. In
doing so, this brief document will assist readers in understanding
the challenges TSA faced. what actions we took to address

them, what is on the horizon for the Agency, and, perhaps most
importantly, what we must focus on to position TSA for long-term,
sustainable excellence.

Whiat | ultimately hope to convey is the urgent need to sustain
momentum in gur camprehensive offarts to transfarm TSA into

a next-geoneration counterterrorism arganization. TSA is a proud
security agency that has changed dramatically since | arrived

18 monlhs ago. That is because we aggressively examined and
questioned ourselves, reaffirmed our identity and true securily
mission, reconnected and collaborated with the industries and
the public we serve, and hard-wired innovation into a reinvented
entrepreneurial culture.

To be sure, TSA is nat yet where it needs to be, but we have charted a way ahead. Indeed, | strongly believe that
our efforts to date have put TSA on the path to successfully meeting any challenge, ng matter how unfamiliar or
potent. Specifically, human capital, training. acquisitians, inngvation, aperations, and partnerships are the “levers of
transformation” for delivering mission success novs angd into the future.

TSA is charged with a critical mission: protecting the nation's transportation systems Lo ensure freedom of movement
for people and commerce. This sacred trust means thatl security effectiveness must remain the Agency's op priority. By
advancing the initiatives described in the Roadmap, TSA will continue on the trajectory needed to efiectively counler
threats fram a creative, determined, and adaptive enemy.

Sincerely,

Peter V. Nelfenger
Administrator






PURPOSE

This Roadmap is intended to tell the story of the Transportation Security Administration over the course of my tenure
as Administrator as well as to assist senior government leaders in understanding the strategic U.S. transpartatian
security envirgnment and current TSA initiatives. In doing so, the document will recount recent history, outline what we
have done and why, chart where | believe we are headed, and recormmend what we need to facus on to get there.



WHAT WE FACED:
The Strategic Environment

When | came to TSA in summer 2015, | found an organization staffed by capable, dedicated professionals who
routinely put the interests of the agency, and the nation, befare their own. However, | also found an arganization
reeling from the disturbing results of covert testing by the Department of Homeland Security’s Office of the Inspector
Ceneral (DHS OIG) of passenger screening gperations. The results had been leaked to the media and called into question
our ability to canduct our fundamental mission to protect the aviation system. This also caused the agency and its
people considerable public embarrassment and ridicule. TSA was in trouble, under scrutiny, and in desperate need of
change. To make matlers more complicated, TSA faced a constellation of environmenlal barriers to success, internally
and externally.

Evolving Threat Environment

While we remain confident that we can protect against the kind of attack that cccurred on 9/1 1, today's shifting threat
cnvironment is, in many ways, mare dynamic, profound, and complex than ever before, and certainly more so than the
onc we faced when TSA was established. At that time, for example, our detection offorts were focused on guns, kKnives,
and commercial and mililary grade explosives. Liquid and homemade explosives were still nascent threats. Now, TSA
musl address a much wider, more lethal, and more complex range of explosives, and these can be presented Lo us in

a mullitude of configurations and threal pathways. Moreover, the threal has expanded over the airwaves and into
cyberspace. Today. we face a diffuse and dispersed enemy that masterfully manipulates communications and media,
not only to direct attacks but also to inspire. enable, and claim credit for them.



Mot only has the threat environment changed from a warld of terrorist-directed attacks to one that includes the threat
of terrorist-inspired/enabled attacks, the enemy is now significantly compressing the timeframe from plot to action.
Employing different combiinations of new actars, previously used methods, and novel tactics, the terrorist diaspara is
lcaving loss time, and hence fewer opportunitics, for their increasingly sophisticated cfforts to be thwarted.

YWhatl has nol changed is thatl terrorists still consider airlines and airports high-value targets. The US. air transportation
system, especially passenger airplanes, remain a primary target of every global terrorist network, That has nol changed
since before 9/11 and will define the threal environment for years, maybe decades, to come,

Workforce Levels

From 2011 to 2015, TSA had experienced a steady, year-over-year reduction in its front-line waorkforce. Like

other federal agencies, we faced an austere budget climate. TSA's reduction was perhiaps exacerbated by the initial
miscalculation that TSA Prey” expansion could be a viable substitute for manpower, Coupled with foregasts of year-
over-year passenger volume growth lor the foreseeable future, the decreased capacity base was, in retrospect, o
perfect storm wailing to happen.

Fy11 Fy12 FY13 Fy14 Fy15 Fy16

Stakeholder Relations

Our relationships with critical stakeholders were in dire need af attention. The traveling public saw TSA as a necessary
nuisance to be endured and tolerated. Many in Cangress viewed TSA as an unfixable bureaucracy with an unachievable
missian. Industry looked at TSA and saw an obstacle to business success and anather factor that contributed to
travelers’ frustration, frequently putting TSA at odds with transportation partners. Regrettably, we were working

at cross-purposes when we should have been working closely together in pursuit of a shared goal: the security of

Qur nation's transportation system. Other stakeholders greeted TSA efforts with tepid support ar indifference. That
lukewarm reception, however, could guickly bail over to anger when TSA was partrayed as viglating the public trust.



WHAT WE FOUND:
The Operational Environment

As an agency, TSA had became inured to the drumbeat of complaints and criticisms fram the public, media, Congress,
and industry. We had come to internalize that vilification and accept that heing disliked was part and parcel of our joh.
That perspective led, in turn, 1o an ossification of how we conducted our business. Plagued by poor perception fram
aur stakeholder community, TSA tack comfort inrigid compliance with standard procedures, We were perfarming a
public service under constant scrutiny, with the ever-looming threat of any missteps being plastered across tTomorraw's
front page. Under such bombardment, sticking with "standard” seemed Lo be the safest port in the storm and makes the
continued dedication of our people all the more commendable, Qur slakeholders seemed so sure of Lhe intractability

ol TSA's problems Lhal they were skeptical of and unreceplive 1o any proposals 1o “transform”™ whal many among them
perceived to be a hapelessly braoken agency. Then came the leaked DHS OIG report.

Identity Crisis

In May 2015, the DHS 016 notificd TSA that it had conducted covert testing of airport checkpeints and, in several
attemipts, successfully transported explosives and fircarms inte sterile areas.

TSA's brand identity was largely dictated by its visual presence at airports despite our active engagement behind the
scenes wilth intelligence and federal air marshals, for instance, and our engagement with local and stale officials in
surface transporlation. We are, by (ar, the most visible and ubiquitous retail face of government, and the leaked DHS
OIG reporl appeared to deal irreparable damage.

@l_
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But the report also prompted us 1o ask the kind of difficult soul-searching questions that are necessary for a struggling
organization to right itself. What is TSA at its core? What do we stand for and how dooes that affect our relationships
with the traveling public, our partners, and envircnment? What should our future look like? Thase questions forced a
hard ook at the status quo, a close reexamination of our operations and mission support functions, and perhaps mest
importantly, a deliberate and systematic focus on developing a new agency culture.

Amidst the turmoil of the report, TSA senior leadership guickly recognized that cur people. while understandably
demoralized by the report's findings, have never failed to do what was asked of them. The problem, as we discovered,
had been what was asked, how we asked it, and how we defined our mission. We were directing our people to view
the balance between three drivers — security effectiveness, operational efficientcy, and the traveler experience — as a
Zero-sum game, a static "pie” of determinate size and proportions. Then we asked them to line up behind are driver at
the expense of the others.

As a result, we lost sight of our primary mission — security — which unwittingly pitted us against the very stakeholders
from whom wo needed help, TSA repeatedly was caught on its heels, reacting to crisis aftor ¢risis, scemingly stuck
trying to catch up with the latest negative headline. We woere risk averse, tentative, and defensive. We needed to
pause, lake a slep back, and see the big piclure. We had 1o adopt a decidedly syslemaltic approach, an across-the-board
reinvention, and rediscover ourselves as an agency and our sacred trust as proteclors of the nation's

transportation system.



Process Gaps

Slove-piped and outdaled processes compounded the aforementioned challenges. TSA was, of course, slood up in
urgent response Lo a crisis. Funclions grevy or were added as needed, while organizational positioning and effective
internal processes were sacrificed, at least temporarily, for expediency. But a decade and a hall later we found that the
grganizational structure that was built reactively — and to react — was taken for granted and needed reexamination.

Following are some examples of where we identified the existing structure could be improved:

TSA's acquisition programs historically have existed inindividual program offices stationod acrass many of the 18
lines of business within the agency. In 2015, this decentralized approach was identified as an enterprise risk to TSA'S
mission. As a result, we conducled a review of TSA'S acguisilion programs in concer with the independent Defense
Acquisition Universily, resulting in recommendations for organizational improvements and process efficiencies that
would mitigate this risk.

With a diverse workforce geographically dispersed across hundreds of locations employing a variety of local
practices, TSA has faced considerable challenges in instituting effective enterprise human capital management.
While the Office of Human Capital {OHC) directs human resgurces policies and procedures, human resgurces
staff and administrative officers in the 439 TSA field offices are currently directed by and report to the agency's
myriad operational companents. Over time, this has created many inconsistencies in human capital delivery and
communications in all areas. from human resources operalions (o employee development and engagement.

Furthermare, T5A did not have a consolidated, coordinated approach to human capital management. Many of the
agency’s critical human resources functions and operations had been outsourced to a large, multiple-year contract
which began at the end of 2008 and will be coming to a close in early 2017. In-depth reviews of this contract reveal
a deep need to reassess the agency’s approach to human capital operations and develop a strategy that will reduce
risk, increase efficiency and effectiveness, be mare responsive to workforce needs. and provide improved
adaptatility to TSA'S evalving requirements,

Workforce training and development were highly decentralized with primary responsibilities falling to OHC for
leadership and other soft-skills training, and to the Office of Security QOperations (35Q) for Transpartation Security
Officer (TSO) screening workforce technical training. Most other TSA Offices managed their own training initiatives.
The Office of Training and Waorkforce Engagement (OTWE), now renamed the Office of Training and Development
(OTD}, was Created in November 2011. This was an initial step to consolidate some of the training functions within
the agency, but much training was still managed and executed in a decentralized manner. For instance, while the TSO
technical training syllabus was prepared by OTWE/OTD, the actual training delivery was perfarmed by decentralized
and distributed trainers attached to individual airports across the country. This led to inconsistent and variable
training with little oversight, tracking, or autcome-based measures of success.

These and other examples depict an organization subject to centrifugal forces that disconnected it from ils
Primary mission.



WHAT WE DID:;
The Actions Taken

On the heels of the DHS OIC report, we conducted an in-depth root-cause analysis that vielded valuable insights into
the underlying, multidimensianal reasens far the covert testing failures. A number of systemic factors had influenced
the conduct of screening operations, among these, disprapartionately prioritizing screening speed over security
cffectiveness. Indeed, across the enterprise, lcaders” and officers’ arganizational behavior emphasized efficiency
autcomes {defined as short lines), with pressure 1o clear passengers rather than diligently resolving alarms, Many of
the challenges confronting TSA were inlerwoven and mutually reinforcing.

Focus on Effectiveness
We shifted our strategy and resources to prioritize effectiveness. Among other efforts:

Woe conducted a rolling training stand-down acrass the entire workfarce in Avgust and septembier 2015, cight hours
at a time, to retrain our full warkforce (including leadership at all levels) to explain in detail the nature of our
failures, to belter understand the capabilities and limilations of our equipment, and ullimately to refocus on
securily effecliveness.

We learmed that we had to manage the approaches to airport checkpoints as a separate security element, and not as
an added burden to our TSOs as they performed their demanding and complex duties to identify potential threats
and prevent prohibited items from making it through screening.



We established and instituted new performance metrics, emphasizing system and people readiness over wait times
at airport checkpoints.

Woe redefined qur value propasition as a national sccurity counterterrorism agency, which meant we needed to
radically alter our relationship with our envircnment and its many actors, because only with close and consistent
collabaration with our partners could we follow through on that value proposition,

An outstanding example of whal can be accomplished through public/private partnership was the establishiment of
the Incident Command Center (ICC) to help address air passenger volume growth, especially during the busy summer
travel season. Using nationally accepted incident management concepts, the ICC closely tracked daily screening
aperations and reassigned officers, canine resources, the National Deployment Force, and other resaurces accordingly
to meet mission demands in advance of predicted passenger volume. These effarts improved our ability to deploy the
resgurces we needed in the most efficient and effective manner possible 1o screen the record number of passengers
transiting through our nation's airports last summer.

Industry representatives, including airports and airlines, Airports Council International — North America (ACI-NA),
the American Association of Airport Exccutives (AAAE), and Airlines for America {A4A), have actively participated

in the daily planning calls. The ICC became a permanent operations hub and was rechristened as the Airport
Operalions Center (AQC) after Labor Day, thus signifying our long-term commitment 1o this initialive. Indeed, cur
partners have come to rely on the comprehensive reporls issued by the AOC such as the Hot Spol reports, the daily
Situation reports, and the Movement and Valume reports. Also, having industry and TSA on the phone together
understanding one another's issues and concerns has significantly enhanced communications and cooperation at
the gperational level. Lastly, the TSA Aviation Security Advisory Committee (ASAC) continues 1o provide significant
industry recommendations to the agenty on several matters, including insider threat, air cargo, general aviation, and
international aviation.

Resource to Meet Demand

With a renewed focus onidentily grounded in securily effecliveneass, we had 1o reverse the recent trend of worklorce
reductions. To that end and working with a supportive Congress. TSA halted the planned reduction of 1,660 officers
in Fiscal Year 2016, expedited the hiring of aver 1,300 new officers, canverted more than 2,000 part-time officers

to full-time status, augmented and redistributed canine team assets, and added nearly 800,000 hours of authorized
overtime. In close partnership with Congress, we secured support for three FY 2016 budget reprogramming requests,
totaling $118 million, to mitigate vulnerabilities, address passenger volume growth, and improve effectiveness.

These reprogramming actions allowed TSA tQ procure nearly 150 new Advanced Imaging Technalogy machines for
deployment to smaller airports, replace almast 1,200 Explosives Trace Detection units with mare capable machines,
and accelerate support for Technology Infrastructure Modernization, which provides enroliment, vetting, and
credentialing services for millions of people across multiple transportation sector populations.

Transform the Organization

Il led to changing Lhe way we think about, prepare for, and execule cur complex mission in an extremely dynamic
and challenging Lhreat environment. Even as we have lackled the rool causes of the DHS OIG report's findings and
successfully addressed the headline-grabbing wait Limes in (he face of record air travel passenger volume, we have
kept our focus on whao we are and how we need to transform to meet future threats. With this in mind, our renewed
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commitment to our identity surfaced three very simple guiding principles that were codified in my Administrator’s
Intent published in January 2016:

Focus on Mission
Invest in People
Commit to Excellence

To advance these principles, we direcled our efforts toward training, acquisitions, and innovation delivery.

In addition, TSA recently contracted RAND to complete an additional assessment of the effective integration of our
leadership team and the maturity of the TSA enterprise. As part of the process, RAND independently validated the
principles driving our organizational change.

Transform the Organization: Training and Education

As noled above, in July 2015, TSA did nal have a centralized, consistent, and coordinated approach (o training.
Training is the foundation of mission success and a powerful ool in galvanizing and leading change. I provides
consistency, develops a common cullure, instills core values, improves morale, and it raises performance. To thal end,
we promulgated the TSA Training and Development Roadmap. which incorporates risk-based concepts and intelligence-
driven principles to address root causes by pursuing five specific lines of effort; 1) new hire training, 2.} mission-
focused leadership training and development, 3 training standards and certification, 4 recurrent training, and 5.}
training reguirements.

In January 2016, we established the first-ever full-time TSA Academy at the Federal Law Enforcement Training Centers
(FLETC} in Qlynco, Ceorgia. We inaugurated this Academy by sending all new-hire Transportation Security Officers to a
fully redesigned basic training course beginning on January 1, 2016, We climinated the inconsistent and uncoordinated
delivery of training scattered across some 75 airports by establishing a shared experience of training alongside fellow
officers from around the counlry to build morale, creale a new culture, and ensure a collective understanding of TSA'S
mission and operalions. Since January 2016, TSA has gradualed over 6,100 new TSOs, roughly 14 percent of our
workforce, spread across Lhe nelwork of more than 450 airports. In FY 2017, we expect 1o lrain more than 8,000 new
gfficers at the TSA Academy.

We also established the first-ever executive education development program in the history of TSA. In 2016, every
senior executive attended the National Preparedness Leadership Initiative (NPLI} course, a national education program
specifically designed for developing government leaders who must be prepared to lead in complexity and respond to
crisis. Incumbent TSES emplovees will be required to complete specified mission-focused professional development
every three to five years to reinforce and maintain leadership competencies. The recurrent training will consist of a
one-week in-residence session and executive coaching for TSES leaders.
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Transform the Organization: Acquisitions and PPBE

In Novermnber 2015, the Defense Acquisilion Universily began an independent analysis of our acquisition processes an
grganizalion, identifying reforms that will provide sound governance and conslrain program slippage, cost averruns,
and requirements evolulion. By implemenlting the study's recommendations, TSA is consolidaling acquisition programs
into the Component Acguisition Executive organization and potentially saving millions of dollars through effective
reguirements generation and acgwisition discipline. Related to that effort, we are building a new Program Planning,
Budgeting, and Execution (PPBE) process to reform oversight and governance, and to link long-term mission needs to
gur budget priorities. The output of the PPBE process will be a risk-based. defendable. and executable multi-year plan
for TSA to submit to DHS. Our reprogramming submissions this year, and the budget we expect to present next year
are a direct outcome of this new process.

Transform the Organization: Innovation Task Force

In order to ensure that TSA evolves to stay ahead of a dynamic threat environment and is able to accommadate and
respond to future circumstances, we established an Innovation Task Force, which provides industry partners, including
airlines, airports, surface mode aperators, and technology manufacturers, with a platform to develop innovative
solutions as we envision transportation security of the future, allowing us to partner with industry to demanstrate
emerging technologies in an aperational environment. Part of this effort is to model the entire system to emphasize
effectiveness by identifying cpportunities for impravement, closing process gaps, and addressing emerging threats.
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WHAT WE CONSIDERED IMPORTANT:
Levers of Transformation

Even as we effectively executed our plan to address the short-term issues, sustaining the mamentum for long-term
success s critical 1o our ongoing commitment to excellence. The agency had been caught in a webh of colliding
systemic problems.

YWith nearly 6,000 regulated corparate facilities, aver 22,000 regulated stations, and more than 88,000 inspections
across all transportation modes in FY 2016, we set the guidelines and then actively participate in delivering on them
algngside our transportation security partners.

Because the sources of difficulty for the ageney woere interconnected, we had to conceive and implement a sct of ¢lear
prioritics that woere likewise interdependent ta reverse this dangerous course. Between the internal challenges posed
by the operational environment and the external pressures exerled by the strategic environment cullined above,

we had 1o start from the ground up in order 1o chart a beller way forward that gave direction and purpose to our
investments — in our people, in our processes. and in our lechnologies.

Enablers of Mission Success

In leading the agency, we have pursued a number of strategic pathways to guide our collective efforts by reengineering
cnterprise-wide behavior at TSA. Thinking about what constitutes enterprise behavior, we categorized our actions into
the following separate sroups:

Human Capital
Training and Education



Acquisitions/Program Planning, Budgeting, and Execution {PPBE)
nnovation

Operations/Mission Support

Fartnerships

These Tunctions tie directly to our foundation: people. Hurman capilal identifies, recruils, and retains the right people.
Training provides our peaple wilh the requisite skills and knowledge 1o succeed in their jobs. Resource allocation using
disciplined acquisilion and PPBE processes ensures we have (he appropriate staffing levels and the right capabilities
50 our peaple can do their jobs. Innovation affords oaur peaple opportunities to challenge and refarm processes and
policies in addition to introduce novel solutions to further enhance our mission delivery. Operations put our people

in the right place at the right time doing the right things. Finally, partnerships across the transportation enterprise are
essential to achieving genuine collaboration that empowers our pecple within the multi-actor security continuum.
These are the enablers of missian success.

In order to solidify the gains made and lay the foundation for sustainable, high perfarmance, we once again returned
to the business functions that directly impact our greatest resource, If we are o become the waorld's preeminent
transportation counterterrorism organization, we have ta field the best capabilitios, provide world-class training, and
relain the organizalional knowledge and skills Lo stay ahead of an entrepreneurial, adaplable, and crealive enemy.

Entrepreneurial Culture

AT the heart of TSA'S transformation is the introduction of an entrepreneurial culture that informs and infuses every
aspect of gur arganization. Disseminating this mindset has prompted a radical reimagining of our operations and
support functions. While a prafound departure from our traditional way of doing business, our entrepreneurial
appraach already has vielded some “carly wins” such as tho TSA Academy, the Innovation Task Force, and
reinvigarated partnerships with our transportation industry stakehaldoers. 1t is imperative that we continue on this path.
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WHAT IS ON THE HORIZON:
Short-Term Next Steps

Transforming a large organization, especially a government agency. is no easy task. Both the strategic environment
and the gperational environment influence an organization's willingness and ability ta execute far-reaching change.
Moregver, we have varying levels of direct control over the factors that contribute to organizational transformation.
External indifference, internal resistance, and budgetary constraints arc among the many issucs that can and do altor
the trajectory an agency sets for itself. For that reason, the strategic focus arcas —

the impartance of this point cannot be overstated.

Hurman Capital Management Strategy

Because the agency stoad up in crisis, widespread contractor support was required to meet the necessarily ambitious
timeframes. Only with the assistance of contractars, especially in our human resources functions, could TSA ramp up
from scratch ta the neighborhood of 50,000 employees in six months. However, this became the langstanding way
we did business rather than merely a temparary measure to get the agency an its feet. In order to evolve the human
capital enterprise, address the human capital challenges of tomorrow head on, and therelyy further the broader TSA
transformation, we need to strike the appropriate balance between contractors and internal management support of
our human capital stratogy going forward.

We will fully develop and implement the HR Enlerprise Solution. This will centralize and standardize human

capital functions within TSA, aligning human resources roles across Lthe enterprise and streamlining operations by
consolidating management conlrol, Also, TSA will sunsel is current single-source human resources conlract and
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combine the strategic insourcing and outsourcing of the agency's enterprise-level human resources services in order

to minimize risk and increase effectiveness. In daoing so, we will ensure greater transparency and promote confidence
in our Numan capital process and procedures by providing our customer with service-level standards and metrics an

service delivery,

The forthcoming Human Capilal Strategic Plan will provide human capilal strategies to acquire a highly qualilied and
diverse workforce: foster an agency culture of excellence through inclusion and engagement; and achieve human
resources operational excellence. The plan will address fundamental recruitment, development, promotion, assignment,
and retention issues by providing a structured approach toward how we invest in our people. incorporating the
framework for human capital policies. programs, and practices to ensure that we are investing in our pecple via a
common vision.

Training and Education

Training and development are loundalional to organizational cullure, and are therelore instrumental 1o radically
reshaping an agency. In addition, training connecls pecple 1o the mission and inculcates mission focus, which reinforces
the message of how we deline ourselves. We will institutionalize the TSA Training and Developmenl Roadmap 1o

focus on newy hire training, mission-focused leadership training and develapment, training standards and certification,
recurrent training, and training requirements across the spectrum of agency populations and throughout the entire
Career progression.

TSA and FLETC are contracting for Architecture and Engineering design of a state-of-the art TSO training facility at
FLETC. We are continuing efforts to centralize all training management under OTD to ensure effective oversight of
all workfarce training. Maregver, TSA 1S working to acguire Federal Law Enforcement Training Accreditation (FLETA)
for the TSA Academy and its basic training courses, This accreditation will givie TSA official recognition in the federal
lawve enforcement community for its commitment to providing quality training. Anticipated to be at full aperational
capability in FY 2017, the TSA Academy expects to train 8,000 front-line employees next fiscal year.

Regarding mission-focused leadership training, as employees are promoted to mid-level positions and above, TSA will
leverage partnerships with Institutions of Higher Education (IHEs) to provide mandatary leadership training starting
in January 2017. The intent will be to enhance leadership skills that align with the Office of Persannel Management's
(OPM) Executive Core Qualifications (ECQs). and to promote continuity of themes, expectations, and lexicon along the
entire leadership training progression.

TSA will partner with accredited IHEs to develop and deliver a mandatory program for mid-level and senior level
employees within six months of promotion (appraximately 190 and S0, respectively, per year] that will provide a
multi-disciplinary approach that emphasizes lcadership in a risk-based security envirgnment and cultivates their
OPM ECQs. In addition, within six months of promotion, all mid-level employees (approximately 15 per year) will be
required o atlend Lhe Federal Executive Inslilute's (FEI Leadership for a Democralic Society course in partnership
wilh OPM,

All Federal Security Directors (FSDs) and Deputy FSDs (DFSDs) will be required to attend the FSD Training Course
within six months of appointment as well as recurrent training annually thereafter. This phased curriculum incorporates
leadership principles, incident and risk management, operational and performance management, and stakeholder
engagement and planning. The courses will be delivered at TSA headquarters, as many of the modules require
sustained personal engagement with the Administrator and senior leadership team.

Acquisitions/PPBE

Reengineering acquisitions and instituting a disciplined PPBE process offer a systematic way to provide the capabilities
where and when they are needed. Building flexibility and responsiveness into the system will pay dividends for hiring,
training, and equipping our workforce with the right tools at the right time to perfarm their duties.






To support effective acquisitions and procurements, we will continue to examine each acquisition strategy to ensure
that an alternative approach would not provide lower programmatic risk. We will continue to align resources and
requirements 1o mission needs, thereby optimizing future operations. As we implement the Acguisition Reform Task
Force strategy, we will align our strategic goals based on past lessons Icarned to madify and further develop

future objectives.

Furthermore, we need lo ensure thal acquisilion and conlracting processes are flexible and funclion optimally 1o
ensure Lhat mission critical capabilities are fielded in a timely manner. To more effectively provide the front-line with
mission critical support at a cost-efficient price, TSA needs to build the Office of Acguisition Program Management and
the Office of Contracts and Procurement, and establish a culture of service, expertise, and engagement therein.

Far a more disciplined PPBE process, TSA will conduct the FY 2019-2023 TSA Resource Allocation Program review
to provide a commaon understanding across Program Evaluation Groups (PEGs) of each TSA program, and recommend
a Core {non-discretionary) funding prafile to leadership in advance of generating trade space. In addition, we will
implement the Budgeting Programming and Resource System (BPARS) as well as the Decision Lens Tool to allow for
fact-bascd discussion of various budget choices.

TSA's budget request and mid-term planning reflect the structural adjustments thatl are necessary. TSAS future budget
requests will support Department priorities while seeking structural adjustments needed 1o resource TSA Lo keep pace
wilh evolving threals and improve Lhe effectiveness of the screening syslem, posture far continual passenger growlih,
and close passenger screening capability gaps by investing in detection technology equipment, the number of canine

teams. cyber security for mission-essential systems, and cargo screening capabilities.

Innovation

The Innovation Task Force represents a formal, repeatable mechanism for fundamentally changing the entire system,
even as we commil o excellence in our current operations. It allows us Lo think deeply about lomorrow's promises
while effectively and efficiently addressing loday's perils.

For the external envirgnment, it serves as an important “receptacle” for and connection node with our private sector
partners o introduce inngvative solutions into the sccurity enterprise and allow them to gestate, with the eventual
goal of deploying them across the agency once they are ready.

To prioritize solulion development. and risk-based capahilities, TSA has aligned its efforts around four themes outlined
in the TSA Strategic Five-Year Technology Investment Plar:

Integrating Principles of Risk-Based Security in Capabilities. Processes. and Technologies
Enhancing Core Mission Delivery by Focusing on System of Systems

Streamlining Acquisitions, Requirements, and Test and Evaluation Processes

Increasing Transparcncy in Engagement with Stakeholders to Enable Innovation

Conlinuing with the theme of cullure change, we are working diligently 1o "hardwire” innovalion inlo the way we think
and what we do. inculcaling an entrepreneurial mindsel throughout the organization. Innowvation Task Force solutions



may cover a breadth of topics, from palicy and process changes to training solutions to new detection technologies,

all with the goal of enhancing security effectiveness, while improving efficiency and the passenger experience “from
reservation tg destination.” TSA is building on its successes with the Innovation Task Force by developing an executable
strategic plan that details goals, objectives, timelines, deliverables, and transition optigns for salutions.

Building a true enlerprise solution requires thal multiple TSA offices work collaboratively Lo inlerconnect
Transporlation Security Equipment (TSE), thereby enabling the agency to centrally track and harmonize TSE setlings,
remotely monilor and mainlain TSE availabilily, transfer passenger risk infaermation direclly to the checkpoint. and
automate data callection processes. Future effarts include exploring third-party sensors connection to the TSA network
and use of advanced saftware to automatically identify patential internal/external threats in real time, with the goal
af building a reservation-to-destination view of airport operations. The goal is to modernize an otherwise analog
gperation and support infrastructure.

As the frantiers of the threat envirgnment expand into the virtual world and adversaries vie for access to valuable
sensitive information, we will continue monitoring cyber vulnerabilities, supparting at-risk systems, leveraging TSA-
wide procurements, consalidating data centers and moving IT systems ta the cloud, and creating a functionally aligned
grganizational structurc.

Operations/Mission Support

In 2016 we established a new Chief of Operations position to integrate the various operating programs of TSA. which
span several functions fram airport security and federal air marshals to multimodal transport and pipelines. Taking a
fresh ook at operations empawered us 10 focus on and deliver mission heyond "how we have always done things.”
TSA is truly the retail face of government. Who we are matters ta over 2 million travelers at airports, 28 million
passcnger rail riders, 1.2 million trucking companics, 3,000 privately owned pipeline companics, 106 million forry
passcngers, and 11 million cruise ship passcngers with wwhom we interact cach day through cur integration with state
and local authorities. Qur operalions represent Lhe points of inlerface with the traveling public, indusliry partners,

and congressional overseers. They shape stakeholder and public perceplions. So the Chief of Operalions position was
instrumental in coordinaling across TSA offices (o address the surge in travelers in summer 2016, including the launch
af the cross-office ICC (now AQQ).

In order to unify the many efforts across the agency and align with traditional management theory on span of
control, we alsa established a Chief of Mission Support function, which integrates enterprise-wide suppart to
aperations. The new position will drive unity of effort and enterprise approaches to human resgurces, acquisition and
procurement, training, 10gistics and other important mission suppart activities. This initiative is a critical piece of our
effort to establish long-term stability and unity in the leadership structure of TSA. As a result, key decision making,
communication, and oversight functions arc retained as direct repaorts to the Administrator and Deputy Administrator,
Following the arrival of the Chicf of Mission Suppart, charters for new gavernance mechanisms will be instituted that
will facilitate timely cross-office decisions.

Our homeland securily depends on slrong security regimes across the world. 5o we must continue Lo advance global
security standards, ensuring their consistent application and enfarcement in addition to an international audit regime
that improves security at overseas last-paint-of-departure airports. We are applying lessans from our experience in
connecting processes, peaple, and arganizations to make the systemn better. With the recent unanimous adoption of
United Nations Security Council Resolution 2309, we have an unprecedented opportunity to realize a glabal aviation
security system that ensures that security will become as much a part af aviation as safety has been since the
industry’s hirth.

We must advance the design and implemcentation of enterprise metrics that incentivize and measure progress towards
the desired ocutcomaes. Ways to measure results in the critical support functions need to be tightly integrated with how
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gperations are executed. System performance, officer readiness and performance, “time-to-market,” staff attrition,
detection rates. leadership engagements, cost savings, system readiness, wait times, and employee surveys are amang
the many various qualitative and guantitative data that could be collected, tracked, and cross-referenced. But they
ultimately need to be tied to the well-heing of our people and their capacity to graw and advance the missian.

Partnerships

TSA has broad authority to prescribe regulations, standards. and pracedures; issue orders and security directives in
response to threats; conduct investigations: and enter into cocperative arrangements. However, we now see ourselves
as a part — a critical part — of the transportation security continuum, and being part of that continuum, TSA must rely
an trusted partners to accomplish the mission. That is why TSA IS entering a new era for partnerships.

Wo want to leverage private-public partnerships to create an enhanced security envirgnment through collabarative
cngagement with all stakehalders, For example, starting in fall 2016 and in partnership with DHS Infrastructure
Proteclion, TSA co-hosted a series of public area securily summits o counter evolving laclics deplayed by
transnational terrorist organizations. The goal of these summils is to establish a national-level framework on how we
can collectively counter threals 1o public areas. The participation of bolh government and induslry execulives provided
a unigue appartunity to nat only leverage their expertise. but to make everyone an investor in the national framewark.
By bringing this group together, we realized that we had all the authorities needed, multiple funding streams to

take advantage of, and the world's leading experts. TSA intends to continue fostering collabarative partnerships

with all stakeholders as we continue to deter, detect, and disrupt emerging threats and plan for public security in all
transportation arenas.



WHAT WE ASPIRE TO BECOME:
The Envisioned State

The only way to defeat such an enemy is to continually grow and reinvent, TSA must infuse an entreprencurial spirit
into every facel of s operalions and make it a way of life. To achieve and perpetuate that state of mind, we need Lo
address three principal areas; organizalional change, processes, and leadership.

For TSA. targeting the underlying levers of transformation has enabled organizational change. However, sustaining the
self-critical outlook that drives entrepreneurialism also reguires the right processes in place and firm commitment from
leadership enterprise-wide. The realignment of requirements to a dedicated Office of Reguirements and Capabilities
Analysis, the creation of the Chief of Performance and Enterprise Risk position, and decoupling acquisitions and
procurement into an Office of Acguisition Program Management and Head Contracting Authority are important steps to
ensuring processes are efficient, responsive, and mission-focused. Furthermaore, leadership development has remained
an agency pricrity. NPLI s the first of a series of recurring training initiatives for our most seascned exgcutives,

but lcarning opportunitios abound across an employee's entire carcer progression. With comprehensive training
requirements, lcaders across the arganization will be cquipped with a shared vocabulary, set of expectations, and
cullural emphasis on self-critical reinvention.
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Security Culture

Safely is already ingrained into the transportation cullure as second nature, from the corpus of regulations and
inspection checklists to pre-Might routines and the passenger reflex to fasten seatbells. Al this point, the same cannol
be said aboul security, which routinely has been regarded as an appendage and a course of action that "someone else”
handled. We need to weave security into the fabric of aviation and the broader transportation industry as well — a
holistic. ecosystem view that builds a culture of security and integrates all security elements: checkpoint, landside,
perimeter, passenger, workers, access control to secure areas, and so forth.

We will continue to invest in new technology to advance security effectiveness and improve the traveler experience,
envisioning a future where screening matches the speed of life. To support that vision, cur financial, acquisition. and
procurement functions will be forward-thinking to ensure steady-state resources with the anticipated 2 to 7 percent air
passenger volume growth annually for the noxt throg years,

TsA must and will think and acl beyond boundaries, both in a literal and figurative sense, as we build an international
audit regime, hardwire innovalion into our entrepreneurial culture, institutionalize investment. in training and
leadership development, evolve the PPBE process, and genuinely collaborate with stakeholders (o meet the diverse
needs of the traveling public.

Security Ecosystem

The mutually reinforcing interdependence of stakeholders, data, pracesses, technology — the syslem ol systems —
requires an organization that is dynamic, effects-based, intelligence-driven, and adaplable.

T5A will continuously achieve excellence in developing and deploying innovative processes ta recruit, hire, inspire,
develop, engage. and retain high-quality candidates that meet mission needs. This will be supported through the HR
Enterprise Solution strategy as well as a robustly enhanced HR operational capacity via the new service

delivery model.

We will continue to upgrade and modernize mission-supporting IT infrastructure and applications. Qur geals include
focusing an our security mission while concurrently enhancing and supporting the traveler’s reservation-te-destination
cxpericnce, using technolagies such as husiness intelligence and machine lcarning to inform and improve risk-hased
decision-making across the enterprise, proactively prolecting 1T services by continuing to make cybersecurity a mission
enabler rather than an afterthought, and evolving the IT workforce to meet the challenges associated with managing
new lechnologies and development methodologies.

Counterterrorism and Security Professional

Arecurring theme in this Roadmap — and TSA's history as an agency — has been change: momentum, dynamism,
cevolution, and transformation. That turbulence was sometimes triggered by an external ovent and othor times as part
of a deliberate plan. Yot the one constant has been the tircless dedication of our workforee. The workforce has always
done what was asked of them. They have reacled swiflly to measures put in place o evolve the agency. They are
stewards of our future, Lhe actors that make real and lasting change possible. In the tempest of compeling priorities, the
wealhervane should ullimately point to our people and how o improve their performance and job satisfaclion. They
are the reservair of organizational knowledge as well as the ultimate drivers of mission sugcess.
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The challenge is to marshal that resource and redirect its energies to the right objectives. The future we envision will
be people-focused and people-driven. Losing one's identity can boe significantly casicr and quicker than rediscovering
it. Far that reason, we need to romain vigilant and focused on connecting our people 1o the mission, We had alrcady
undergone a seismic shifl in hovy we viewed aurselves: we cannol afford to be complacent and regress.

To elfect enduring change, TSA must firmly establish the TSA Academy as the Center of Excellence (COE) for national
transportation security training and development. The academy will represent the global TSA training and educational
enterprise with its overarching management structure located at FLETC and associate training facilities in Atlantic City,
MNJ and San Antonio, TX. Training and education courses will span the breadth of TSA's multi-modal mission. This newy
training enterprise will revolutionize the provision and oversight of TSA training, improve the performance of the TSA
workforce and foster a greater sense of duty and purpose among employees. TSA will be a true learning organization
that is nat only conscientious in measuring performance, but also pegple-focused in how the results are applied to
make TSA better.

To realize the potential of the agency, we must envision the future state of our most important of resources — our
people. To that end, we will invesl in every employee 1o ensure they possess the compelencies of a counterlerrorism
and securily professional: aware, proficient, and results-driven. These atlributes enable the agency to accomplish a
range of missions while cperaling in a challenging and changing lransportation securily environmenl. Awarengss
requires every TSA employee to understand the threat, use intelligence to inform daily aperations, be knowledgeable
af the air, surface, and pipeline operating environments, and know the capabilities af the toals. systems, and equipment
we employ. Proficiency requires our peaple to master the skills required of their mission area or function, from
screening and inspection, to intelligence analysis and mission support operations. A results-driven waorkforce sustains
high performance in the execution of core mission tasks. As counterterrorism and security professionals, our people
will demanstrate the knowledge, skills, abilities, and values to consistently deliver excellence in mission prigrities, and
continuausly imprave themselves to add value in the agency's mission to protect transportation. They will lead, enable,
and drive the security ccosysterm of the future,










WHAT THE FUTURE HOLDS:
Delivering Mission Success

The activities described herein only scratch the surface of what TSA undertakes every day. The breadth and depth of
the efforts across the enterprise are staggering, and the people behind each one contribute to Mission success in unique
and meaningful ways. The intent of this Roadmap is ta tell a story about the lessons we have learned over the past 18
months, and in the process, provide a useful management tool, By recounting our recent challenges, describing howy we
addressed them, and sharing same thoughts about the path ahicad, | hope to have sct a trajectory for sustained high
performance and establish the building blocks 1o help TSA get to the destinalion.

Where we came from 18 months ago seems like a Tar cry from where we are loday. However, the path from then 1o
now was charted deliberately, with specific guiding principles informing every step of the journey. To be sure, we are
not yet where we need to be. but we know where we are going. T5A is a good and proud agency that has changed
dramatically over the past year and a half. We have accomplished that by aggressively examining and questioning
ourselves, by reaffirming our identity, by understanding our true missian, by reconnecting and collaborating with the
industries and the public we serve and by becoming innovative and entrepreneurial.

| strongly believe that our steps to date have put TSA on the path to successfully meeting any challenge, no matter how
unfamiliar or potent, But they are also fragile offorts, vulnerable to neglect and complacency. An entrepreneurial culture
driven by an enterprise-wide dedication to constant reinvention is not the natural state for large organizations, et
alone government agencies. Environmental factors and operational realilies, such as budget uncerlainties, geographic
sprawl, and leadership churn tend to encourage an inertial hunkering down.

That persistent danger underscores the need to be conscientious in following through on the structural modifications
TSA Is undergoing. That is why 1t is of paramount importance to keep the momentum going. Like riding a bicycle, we
need to keep moving and making headway or we risk falling over and reverting to the static organization, processes,
and leadership mindset in which we were mired 18 maonths ago.
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Over the next year to two years. the following initiatives are the priority efforts for solidifying gains and achieving the
long-term envisioned state;

Implement the Human Capital Management Strategy
Institutionalize the TSA Training and Development Roadmap
Employ and cvolve disciplined Acquisitions and Program Planning, Budgeting, and Exccution (PPBE} processes
Inculcale innovalion and an entrepreneurial mindsel enlerprise-wide through the Innovation Task Force
Confieure operational and mission support governance structures to promote internal and external collaboration
Cultivate and advance partnerships with stakeholders across the transportation security ecosystem
During my confirmation process, | met with guite a few TSA employees. Many advised me to simply let them do the
job they were hired to do — to protect the traveling public — and to have their backs when they do. They wanted
to be what they joined to he: highly professional security officials protecting the traveling public and our nation’s
transportation system. | am immcnscly proud of the strides we have madce together, and | am just as confident that TSA
can become the next-generation counterterrarism arganization it was called upon and aspires to be with the support

and permission of our worklorce, collaboralion with our stakeholders, and a shared vision for delivering mission
success now and into the future,
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About this Document

The Administrater’s Intent will guide the Transpertation Security Administration
and is founded on our Core Values of Integrity, Innovation, and Team Spirit and
guided by the principles of focusing on our misston, investing in our people and
committing to excellence. Lach principle reinforces the others and collectively,
they will inform strategic, operational, and resource decision-making throughout
TSA. This Intent lays oul each principle 10 include its meaning, relevance, and
applicability throughout the Agency and highlights the Administrator’s priorities
to focus our efforts in meeting anticipated challenges and risks.




The Qath

[ do solemnly swear that I will support and defend
the Constitution of the United States against all
cnemics, foreign and domestic; that 1 will bear true

faith and allegiance to the same; that I take this
obligation freely, without any mental reservation
or purpose of evasion; and that T will well and
taithfully discharge the duties of the othce o which
I am about to enter. So help me God.




The ADMINISTRATOR'S INTEN'T

To the Women and Men of TSA:

Peter Neftenger
Administrator, TSA

It is my great honor and privilege to serve vou and the
American people as Administrator of the Transportation
Security Administration.

We operate in a challenging, dynamic environment that
requires our utmost dedication and professionalism. 'The
United Stales faces a persistent threal from lerrorist groups
around the world and from homegrown violenl extremists
inspired by messages of hatred to do harm. Today, the
threat is more decentralized, diffuse, and complex than ever
before.

We swore an cath to defend our nation and secure our
transportation systems and the people who use them. We
musl succeed in our important securily mission. We will do
this by adhering to our core values of Inlegrily, Innovalion,
and Team Spirit and following these three guiding
principles:

Focus on Mission
We will put mission first and collaborate with our partners
to succeed.

Invest in People

We will ensure our people are mission-ready, expertly
trained, deliberately developed and led by value-based
leaders.

Commit to Excellence
We will pursue mission excellence thraugh a culture of
constanl improvemenl and adaplation to evolving Lhreats.

[ have full faith and confidence in you, and I thank you for

your commitment to our mission and your support of one
another.

e




The ADMINISTRATOR'S INTEN'T

Conducl ourselves in an honest, (rustworthy manner
at all times. Respect and care for others and
the information we handle. Gain strength from
the diversity in our cultures.

Have an enterprising spirit, striving for innovation and
accepting the risk-taking that comes with it.
Be courageous and willing to take on new challenges.
Embrace and stand ready for change.

Be open, respectful, and dedicated to making others
better. Have a passion for challenge, success, and being
on a winning team. Build teams around our strengths.







The ADMINISTRATORS INTENT

FOCUS ON

MISSION

TSA will:

*

Le\-'erage inte]]igence to
inform operations and
investments.

Employ a strategic,
risk-based approach
with measures of
success to drive mission
performance.

Sustain and expand
security parinerships at
home and abroad.

Our mission is second to none. We protect our nation, our
fellow citizens, families and friends as they move about the
Natian and the world. Ours is a critical natianal security
missian. The attacks an 9/11 and the attempts that occurred
since are a constanl reminder of why TSA exists and why
we come (0 work each day.

As a world leader in transportation security, we will
continue to build and leverage the experience and skills
of our people and the capabilities of our technologics

to drive toward mission success. We will analyze and
operatianalize intelligence and apply risk-based principles
ta caunter the plans of our determined adversaries.

We will employ a culture of aperatianal evolutian that
constanlly reevaluales assumplions, plans, and processes
to achieve the highesl level of mission excellence.

We are not in this alone. We will collaborate with federal,
state, and local law entorcement agencics, private industry,
and global stakeholders to strengthen our transportation
systems and ensure the safety of our citizens when they
travel.
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From all walks of life,
we came forward to serve
at an agency built of innovation,
patriotism and steady virtue.

We are firm in our resolve

to not yield to terror.
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INVEST IN

PEOPLE

TSA will:

* Invest in training to
improve skills for all
employees and build
TSAs future leaders,

* Expand the TSA
Academy into a world-
class transportation
security and leadership
training facility.

*  Emphasize the
importance of
standards, values
and accountability.

TSAS strength, resiliency and ability to adapl are rooted

in our people. Our proflessional and diverse workforce is
dedicated to our mission and each other, puts service before
self, and lives TSA’ core values of Integrity, Innovation, and
Team Spirit.

We must invest in the people who swore an oath to protect
our Nation because their development and well-being

is critical to the success of our mission. We will atiract,
develop, and sustain a professional, capable workforce

and empower thent to succeed and grow to their fullest
potential. We will respect those we serve and those who
serve with us by performing our duties professionally,
courteously, and ethically.

We will increase our investments in training and education
programs lo strengthen TSA’ professional foundation and
build future leaders. A common foundation of training will
connect our workforce to a unified culture, strengthen the
focus on mission, and build csprit de corps.




Driven by a noble and critical mission
I proudly serve with integrity and professionalism
to protect my family, community and fellow citizens.
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COMMIT TO

EXCELLENCE

TSA will:

*

Adapt to evolving
threats,

Set the global standard
for transportation
securl ty.

Strengthen capabilities
to develop, acquire,
and deploy technology
and other tools to drive
mission success.

Our pursuit of excellence drives us to focus on the evolving
threat. As our adversaries adapt, so will we. Given the
dynamic threat environment, we will employ a strategic
approach 10 ensure we strengthen our ability to delect,
deler, and disrupl Lhreat streams.

TSA will set the standard for transportation security in the
fight against terrorism and will be the place where dedicated
professionals want to work.

We will maximize the effectiveness of our people, processes
and technologies while providing value through wise
stewardship of resources and oulslanding service lo the
(raveling public. We will modernize our resource planning
and deployment to obtain cutting-edge technologies to
address evolving threats and enhance the capabilities of our
people.
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Today, I recommit myself
to my role in safeguarding
my country and reaffirm
my promise to the
American people:

Not on My Watch.
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Forged on an anvil of cruel necessity
and blood shed innocently,
TSA was built urgently
in a time of war, to preserve peace.

From all walks of life, we came forward to serve
at an agency built of innovation,
patriotism and steady virtue.

We are firm in our resolve to not yield to terror.

Driven by a noble and critical mission
I proudly serve with integrity and
professionalism to protect my family,
community and fellow citizens.

Today, I recommit myself
to my role in safeguarding my country
and reaffirm my promise to the American
people:

Not on My Watch.

These words are inspired by the Cornerstone, a gift from The Department
of Transportation commemorating TSAS creation and the transition in 2003
to the newly formed Department of Homeland Security.
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APPENDIX I

Remarks as prepared for delivery at The Wilson
Center by TSA Administrator Peter Neffenger,
Washington, D.C.

Wednesday, July 13, 2016

Cood afternoon and thank yvou for being here taday. | would especially like to thank Jane Harman and the Wilson
ceonter for the invitation to share with you some thoughts on TSA — what we have done this past vear and whoerg we
are headed. | first met then Congresswoman Jane Harman in 2003 when | was working on the security of the Ports of
Los Angeles and Long Beach. Jane is the best kind of friend — she listens to you, she thinks aboul whal you have said,
and then she challenges you 1o delend your ideas.

| also want to acknowledge Judge William Webster, former FBI Director and former CIA Director, and who currently
chairs Secretary Jeh Johnson's Homeland Security Advisory Council. Thank you. Sir, for being here.

Every one of you has an image of TSA — a story about who and what we are. An idea of what we do, of how we do it,
and perhaps, even, of whom we do it to. But | ask you to set aside your own stories for a bit and listen instead to the
story we've heen writing over the past vear

Introduction

In his book, "The Power of Habit,” Charles Duhigg writes about when Paul O'Neill took over as CEQ of Alcoa in 1887.
O'Neill found a company in deep trouble. But in his first speech as CED, he talked not about praduct lines, inventories,
and falling profits, but about worker safety.

His words shocked the investment community. The word on Wall Street was to "selll” One investor Called his top clients
and said, "The board put a crazy hippie in charge, and he's going to kill the company”

The rest of the story is well known, Focusing on wiorker safety had a ripple offect throughout Alcga. It changed Alcoa's
entire culture, and led to a reexamination of manufacturing practices and a cascade of innovations. Onc year after that
speech, Alcoa’s profils hil a record high.

Here's whal Paul O'Neill said:
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“I knew | had to transform Alcoa. But yvou car't arder people to change. So | decided | was g0ing to start by focusing on
one thing. If | could start disrupting the habits around one thing, it would spread throughout the entire company.”

Transforming TSA

When | came to TSA just aver a year ago, | too found an arganization in trouble and under intense scrutiny, and one
that needed to change. We had to examine everything we were doing.

We had to look at our habits, and understand howy they had informed our approach (o our security mission - we
needed to understand what determined success at deterring, detecting and disrupting those who would attack our
transportation systems.

We needed to think difforently. And we had ta disrupt habits. But whiere do you begin?

During my confirmation process, | mel with quite a few TSA employees, focusing parlicularly on those uniformed TSA
officers who work on the front lines in our airports. | asked them what they thought aboul working for TSA. | asked
them whal it meant 1o be a Transportation Securily Officer. | asked whal they thought | should do il | got the job.

| got some interesting and enlightening answers. One officer said that she felt more part of the airport than TSA. A
rnurmber of officers said that they felt their job had become one of getting people through security lines as fast as
passible — and they were worried about whether things were getting past them.

Many advised me to simply let them da the job they were hired to do — to protect the traveling public — and to have
their backs when they do. | found that they cared deeply abaut their work, their purpese and their identity. They
wanted to be what they joined to be, highly professional security officials protecting the traveling public and our
nation’s transportation system, but they often felt like baggage screeners there 1o make the lines move fast. And as we
began digging inlo the rool causes of the Inspector General's findings, we kept returning 1o this fundamental notion of
purpose and identily.

So. we began by collectively restating who and what we are — from top to bottom. We published
gur Intent. We said out loud that we were security prafessianals working in an intelligence-driven, adaptable
counterterrorism agency focused on the security of ocur nation's transportation system. YWe retook the ocath of office.

As It turns out, changing the way vou define vourself, changes everything. The habits around ore thing affected cur
entire agency. In Paul O'Neill's terms, the ane thing we would focus an that would change everything was our identity.
That single but impartant change set in motion the ongoing transformation of TSA. It led to changing the way we think
about, prepare for, and execute our complex mission in what is perhiaps the most dynamic and challenging threat
cnvironment we Rave scen.

Even as we have lackled the root causes of the Inspector Ceneral's findings and, (thus far, successiully addressed the
headline-grabbing wail limes in the face of record air travel passenger volume, we have kept our focus on who we are
and how we need to transfarm to meet future threats.

If we were 10 be security professionals. then we had to pay attention to delivering security.

The bulk of my professional career was spent in a mission-focused arganization. | woke up every day thinking about
the missian end of the organization — what do we have to do, why do we have to do it and how are we gaing to get

it done?

With this in mind, gur renewed commitment to our identity surfaced three vory simple guiding principles, We would:
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Focus on Mission
Invest in People
Commit to Excellence

To do that yvou need leadership, training, guidance, resources, and appropriate equipment.

Training is the foundation of mission success and a powerful tool in galvanizing and leading change. It provides
consistency, develops a commaon culture, instills core values, improves maorale, and it raises perfarmance,

So we crealed a formal, professional Lraining program. YWe began by relraining our enlire workforce on mission
essentials during August and Seplember |ast year,

We followed that by establishing the first-ever full-time TSA Academy, at the Federal Law Enforcement Training Center
in Glynco, Georgia, with the initial course offerings focused on traimng frontline Transportation Security Officers. This
intensive, hands-on training focuses on consistency, culture, core values and performance.

We focused on our leaders thraugh TSA's first executive leadership program, specifically tailored to the unique nature
of the TSA mission. We changed the way we conduct our daily operations — asking aur field leaders what they need
rather than prescribing what to do.

In fact, we have overhauled our approach to operations, to include the establishment of a National Command Center
{o closely track daily screening operalions and shift resources as needed o gel ahead of problems belore they arise;
and for the first time we are doing this through daily, direct, airpor(-by-airport. collaboration with airlings, airports, the
travel industry and other transporlation syslem professionals.

T54 is an integral element of an effective and efficient system. That's an incredibly impartant point. We cannat act in
isolation. To succeed we really need to be fully integrated with our many partners — airlines, airports, industry, other
federal agencies, state and local governments and, of course, Congress. This past year Cangress was there for TSA as a
real partner in understanding our needs and helping us get the resources we need:

We have fully inlegrated inlelligence and analysis inlo our operational planning,
We are reforming acquisitions and human resource management.
[N partnership with airlines and airports we have begun making improvements to checkpaints.,

We have entered into public-privale partnerships with a number of airlines to purchase and install nevy aulomaled
screening lanes 1o greatly improve chieckpoint throughpul, increase effectiveness and improve the
PAasSENEer experience.

And it is real improvement — you'll see these new. autamated lanes in many airports before the end of the yvear. These
efforts are paving real dividends — in effectiveness, in efficiency and even in employee marale. So, focusing on identity
really did change everything.

Who Ve Are

And thal's important, because TSA s Lruly the retail face of government. Who we are matlers (o over 2 million
lravelers with whom we interacl each day. And itis anintimate and often stressful interaction — for both traveler and
TSA officer. We examine your things. We examine vou. And sometimes we touch you physically.

We do that because there are very real, persistent and evolving threats to transportation. Terrorist groups and
individuals remain intently focused on doing us harm and they are Creative. determined and adaptive.

|-



Vision
So whal comes next? Thal's the question | am most interestled in answering. And iLis a question that TSA cannol
answer by itself.

Solving immediate, pressing issues about effectiveness and lang lines has been critically important. Putting automated
lanes into airports is a must do — and will make all aur lives significantly less stressful as we travel gver the next year.

But we can't stop there. These measures alone do not transform the system. They do, however, give us the breathing
room to maove to an entirely new way of thinking about security.

Much has changed aver the years — we have hetter, mare fully integrated intelligence, our techinelogy is mare capable,
our workforce is more prafessional and we understand risk better.

Bul in the aviation envircnment. in particular, we still talk of airporl perimeters, public areas, checkpoints, sterile
areas. Most of Lthe physical security lakes place al Lthe checkpoint, and the checkpoint by deflinition aggregates a ot of
securily elements in a fairly confined space. Rememiber, checkpoinis were inserted into whal used to be open airports.

But what if we were to re-envision the entire system as an integrated whale? Fraom reservation ta destination. More
fully integrating information and activity among all the elements and players in the system — disaggregating and
distributing security throughout the system - reducing friction to the traveler while at the same time increasing
security effectiveness.

We need to think and design less in terms of checkpoints and barriers and more in terms of a security environment in
which there are many sccurity partners.

We may never return (o the levels of openness we enjoyed prior to the tragedy of 9/11. Bul, we can envision a fulure
i which security is more seamless — more transparent even — eliminating some of the things thatl creale iriclion for
us all.

Recent world events — the detonation of explosives on aircraft above the Sinai and Mogadishu, the airport and metro
bombings in Brussels and the recent attack at Istanbul airport illustrate the imperative to rethink the
security environment.

Perimeter barriers and checkpoints serve a purpose, hut they have tg be integrated into a much larger
security envirgnment.

TSA's new Innavation Task Force 1s working an this. This task force 1s focused on what comes next. They are taking
a fresh lock al the entire system. They are working wilh public and privalte pariners (o provide a platform for
sovernment, industry and slakeholders to gather requirements for approaches to disrupt current praclices and
accelerate the development and deployment of new technologies and concepls of operalion,

However, the real value of this task force is not anly the security enhancements it will enable, but its unconventional
approach is an example of how we are changing the way we think. That's key for one simple reason, those who would
harm us are as creative and resourceful as they are ruthless.

We've taken some impartant steps: the expansion of trusted traveler programs, the advances in automated lanes |
mentioned and new and enhanced screening technologies. And, these pave the way for better hiometric security such
as iris and fingerprint scanners, and cven facial recognition,

Such advances, for example, could lead o the complete elimination of boarding passes and document. checks for those
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willing to opt into the system. This begins to create the potential for a very different security environment.

Indeed, we will need to answer important guestions about privacy and civil liberties. But we need not sacrifice our
rights in ardoer to dovelop and implement effective scourity.

Like the many greal agencies with whom we work, TSA must continuously evolve, adapt, invent and reaffirm its
securily mission. So in coming Lo a full understanding of TSA'S identity, we can betler appreciate its need 1o evolve
and transform.

T5A has been charged with an enormaus responsibility to protect our nation's transportation systems, but we've
learned that it is a shared responsibility and that the more we share responsibility the better the results.

Congress, airlines, airports, industry, federal. state and local governments, law enforcement — everyone has an
important role to play.

So. to our partners and stakeholders inand out of government, | ask that vou cngage with TSA — aggressively — to
challenge conventional thinking about the security cnvironmient to address the ever-changing and cvolving threat,

So. thal's who we are. Thal's whal we're striving for, That's whal some 60.000 TSA professionals have taken an oath
lo do.

Thanks again for being here today, | look forward to our discussion.
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APPENDIX I

Remarks as delivered at the Seton Hall University
School of Diplomacy and International Relations by
Administrator Peter Neffenger, South Orange, NJ

Tuesday, November 29, 2016

Thank you Mo, and thank you ta Seton Hall far inviting me here today; Dean Andrea Bartoli; Father Brian Mozas; our
Master of Ceremonics Francesea Regalado; Associate Dean Elizabeth Halpin and Assistant Vice President Daniel Nugent.

| also wanl 1o recognize Dennis Egan — from Rutgers University; Or, Peter Forster — from Penn Slate University: and, of
course, a hearly welcome 1o all the folks from TSA who joined us here loday.

| like telling the story of TSA. And | hope that as you listen. you'll set aside your gwn notions of who and what we are,
and maybe come to understand and share my excitement.

Barlier this year in speaking to the challenges | found at TSA, | talked about identity - about who, and what, we are. |
said that our transformation began by changing the way we define ourselves. We said out loud and collectively that
we were security professionals, working in an intelligence-driven, agile, adaptable counterterrarism agency focused on
the security of our nation's transpartation systems. We all retook the oath of office. We learned that changing how we
defined ourselves changed cverything.

Today I'd like 1o continue thal story — by telling the next chapter and highlighting how that renewed sense of identily
alloweed us to become more innovalive and entrepreneurial,

A Shipping Story

But I'm going to start with another stary — ane fram my maritime hackground.

Malcolm MelLean was once of seven children of a North Carclina farm family growing up during the Great Depression.
Starting with a used truck he bought to help his family get goads to market, he eventually built the fifth-largest
trucking company in the United Slates. So, that's inleresting, but not the story | find illustrative.

Here's the one | like: One day Malcolm Mclean was sitling in one of his trucks on the docks in Hoboken, New Jersey,



waiting, and waiting, to transfer Nis truck’s contents to a ship. and watching as the longshoremen loaded cargo net
after cargo net moving a few hoxes at a time to the ship's hald. It was driving him nuts — he thowght it would be a lot
easier to just pick up Nis truck trailer and 10ad it straight onboard. That simple, disruptive thought stuck with Malcolm
McLean far 20 years and, in 1956, he made his idea a reality and, standing near thase same docks, watched as the
very first container ship — his ship — filled with shipping containers sct cut to sca. That voyage spurred the complete
transformation of the shipping industry.

There are a number of useful lessons from this story, but here's the one | like — and howe | choose Lo view what
Malcalm Mclean did. He wasn't just looking at an inefficient process for loading ships — it was certainly that — 1 think
what McLean saw was that the way in which ships were loaded was a crippling campanent af an atherwise efficient
system of transporting goods from origin to destination — a system that had become dramatically mare efficient
through improved highway infrastructure, warehousing, larger and maore reliable conveyances, and the like.

To most peaple the system warked well enough, because most peaple anly think about their individual piece of the
system. Longshoremen were doing what longshoremen always do.

Now | didn't know Malcolm McLean, bot | think he instinctively understood that the real mission — the “job” — was to
move “stoff” from origin Lo destinalion safely, efficiently and effectively. Trucking companies like his were parl of a
vasl and interconnected syslem. He transformed the system, because he underslood the system.

Transforming TSA

Like Malcalm McLean, TSA had 1o understand that we, too. were part of a vast and interconnected system, and that
aur actions directly affected the security, efficiency and effectiveness of the entire transpartation system. We had to
understand our real mission; our true purpose; and why we exist,

When | gol to TSA in July 2015, | found an agency in crisis and under intense scrutiny. There had been tesling failures,
allegalions of gueslicnable management practices and it was disconnecled from the industries and public il served.
Indeed, TSA's public image was largely thatl of long security lines punctuated by a uniformed security officer at an
airport checkpoint. TSA, for many, was the agency that got in vour way and intruded upon your travel.

We are the retail face af gavernment, and you have to pass by us if you want to travel on an aircraft. We examine your
things, we examine you and sometimes we even tauch vou physically.

| found an agency that ta a large extent had adopted this image and one that had hecome inured 10 Criticism — in fact.
ane individual said to me during an early briefing. "Boss, vou have to understand that people don't like us — it just
comes with the joby" We were hunkeored down, disconnected and rosistant to change. We had bocome the things we do.

Bul | also found dedicated people. some wilth many vears of service 1o TSA — some had even been al the agency since
“rollout”, the wonderfully evocative term used wilh justifiable pride to describe the herculean and quite remarkable
effort Lo stand up a nearly 60,000 member arganization in mere months.

Think abaut the task they faced 15 years aga:

Replace a disparate, disconnected system of pgrivate screening contractors at nearly 450 airports acrass the country
with a federal workforce, without interruption of operations,

Establish security aversight far every mode of transpartation — aviation, rail, transit, over the road buses, maritime,
and even pipelines. If it moves, protect it.

Picture peaple in horrowed offices working long hours sketching on note pads the thousands of things needed to
create an operating agency out of whole cloth.
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Do all of this in the anxious, uncertain months following 9/11. when it seemed as if the next attack would happen
at any mament. And in fact almost did in December 2001, when an individual attempted to detanate the explosives
packed intg the soles of his shoes an a flight fram Paris ta Miami.

This job was serious business. The system had failed, and they had Lo (ix il and fasl. Under intense pressure, they
had to be innovative and daring. And people from all walks of life — the private sector — airlines, airports — the
military. the FAA, indeed from all across government — all came together to do something that had never been
done before.

YWWe needed to recapture that spirit of innovation and daring. We needed to reconnect to the sense of purpose and
mission that had energized TSA's "rollout”. That's easier said than done — there’s 3 1ot of resistance 10 doing things
differently. Traditionally, government nurtures the status qua, whereas. entrepreneurial thinking points in a new
direction and thrives on change.

But, as the Malcolm McLean story illusirales, we needed 1o get past entrenched thinking in order 1o see ourselves as
part of a larger system — in our case one that ensures the securily of our Nation,

To do so, we needed 1o overcome the tendency for large organizations to get locked into a set way of doing things.

Think about an operating agency, which is what we are. We have to do something every day — just like the
longshoremen working on the docks. There's little incentive to thange hetause the status quo works well enough
and we have an entire internal system built to support it. We've invested a ot in the system. It's comfortable and
predictable — and changing it would be hard and disruptive.

TSA screens same 2 million travelers overy single day, and we have a lot of process built arcund that, But TSA 1s much
mare than passenger screening — that's simply one of many activitics that we do.

Whatl we really dois secure a vasl, complex interconnecled global transportation syslem thal underpins our economic
health and in the Uniled Stales employs one oul of every seven workers,

And we don't, and can't, do this alone. We don't own the system. Airlines, airports, rail operators, transit providers,
trucking and shipping companies, pipeline operators, other government agencies, travelers and many more are Key
players and co-owners in the security of the system. It turns out that our mission includes aligning all of those elements
to work together with us to keep the transportation system operating efficiently and securely.

Training
S0, where did we begin?

First. we had to figure out how to begin to drive change. It starts by finding the change leaders in your organization
and giving them permission, encouragement and support. Here's an example;

T5A had no centralized, coordinated or consistent approach to training. But training is the foundation of mission success
and a powerful tool in galvanizing and leading change.

It provides consistency, develops a commaon culture, instills core values, impraves morale, and it increases performance
- something we needed 1o do in the wake of legitimate concerns about TSA.

So. | asked a ot of guestions about training. As il turned oul TSA had a crealive training and development team that

had a solid plan to build a full-time, resident TSA academy that would provide consistent, disciplined and professional
training across the workforce. But, budget cuts, internal bureaucracy and organizational inertia had stymied the plan

o



and we were vears, if ever, from seeing its realization.

But, | liked the idea of an academy — it was innovative and farward-thinking, and it addressed many of the challenges
wewere facing, | asked if we could accelerate and put it in place in three months, In other waords, | asked my team, *If |
give you permission and support, could yvou do it now?”

No joke; they came back later thal day and said, "Yes” Of course, we still needed money, a place 1o build it and
approval from the Administration and Congress — bul assuming we could gel that, we could have our academy.

So we went to work, we built our case. got support from the President and Congress and three months later — last
January to be exact — we established the first-ever full-time TSA Academy at the Federal Law Enforcement Training
Centers in Glynco, Georgia.

The key point here: We found talented and creative people within and then gave them permission and support to be
entrepreneurial. to take risks, and then, from the top of the grganization, aggressively drove the change.

And, interestingly, as we transformed training, we reconnected to our mission and that, in turn accelerated our thinking
aboul how we could drive change acress our agency.

We've used this approach over the past yvear and a half to stimulate innovation and reconnect with the entreprensurial
spirit of rollout. But, changing processes and systems wasn't enough. We alsa needed a way to continue to grow and
sustain the effort.

Here's how we're moving down that road.

The Innovation Task Force

Al the busiest airports, we needed a faster means of moving people through the checkpoints given the year-over-year
dramatic increases in the number of travelers moving through airports. You all remember the long lines in airport
security. These long lines were more than just an inconvenience and frustration — they were a real security concern.

Large crowds in public places are attractive targets for terrorists. | knows, | had just arrived at Brussels airport when
suicide hombers killed 32 people and injured over 200 more. | witnessed the aftermath. So, moving people more
efficiently into secure areas was more than a convenience to travelers, it was a security imperative.

We had an intriguing oppartunity — automated screening lanes that were already in gperation in Landon and
Amsterdam, These seemed like a pretty good idea. They could move peaple faster through the checkpoint at the same
or better level of security effectiveness — although in a year aver year cycle of tight budgets, a daunting number of
airports in which to invest, and a slow and cumbersome federal acquisilion process, inlroducing these would not

be easy.

There was also a fair amount of resistance — we'd need new procedures and training. But | was determined to find a
way 1o do this.

It was Clear that our interest aligned perfectly with the airlines. We had already begun to change our relationship with
them from adversarial to collaborative. We were partners in security, and that opened news opportunities. They needed
Us 1o be mare efficient and effective in moving their customers through the checkpaoint and we needed to do so for the
reasen | just mentioned, hut without compromising security.

So | wondered, what if we could work with the airlines to buy a couple of these avtomated lanes — just as a
pilol project?
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| floated the idea. and Delta was the first to take a chance and fund our experiment. They bought two lanes. installed
them in Atlanta and gifted them to the federal government — a true public-private partnership. We established an
Innovation Task Force to manage the project.

Now here's the amazing part; We went from idea in March to implementation in May — just nine weeks — not years —
and these lanes do, indeed, move people more efliciently. Qur officers love them, and travelers like them.

Today several major airlines are pitching in with millions of dollars — Uniled, American, Delta — and we're installing
automaled lanes in major airports around the counlry. You can see them rightl now not far from here al United's
Terminal C at Newark Airport.

Turns out this pilot project became a catalyst for innovation throughout TSA. It also taught us that we needed an
incubator for innovative and entrepreneurial ideas. Remember, an operating agency is focused on its everyday
activities and processes. you can't mess that up, so we needed a place in which to surface, examine and nurture change.
and then introduce it intg operations. So we formalized the Innovation Task Farce as a permanent entity — we assigned
creative, thoughtful and energetic pecople from within TSA. We partnered with the private sector.

We also wanted the Task Force to be a receptacie for now and creative ideas from the outside. The Task Force's job is to
reimagine the system and became a driver for innovative, entrepreneurial thought — 1o ask the questions, "Howy can we
evolve lhe transportation security syslem to meet the threals and challenges of lomorrow?” And, "How can we weave
securily inlo the very fabric of the system in the same way thatl salely has been integrated inlo every aspect

of transportation?”

The Threat Environment

So why is all of this important — all of this talk of innovation and entreprencurship? Because today's threat
cnvironment is more dynamic and challenging than ever before, There are very real, persistent and continuously
evolving threals to transporlation — this pasl year alone we saw the delonalion of explosives on aircrait above the
Sinai and Mogadishu, the airport and metro bombings in Brussels, the allack at Istanbul airport, and the tragic atlacks
in Paris, Nice, San Bernardino, and Orlando. Terrorisl groups and individuals remain inlently focused on doing us harm
and they are creative. determined, adaptive and ruthless.

Lessons Learned
S0, what arc the 1essons here?

First, know your mission: The core mission Lhat everyone needs 1o be connecled with. Like the janilor al NASA who
said when asked whal he did — "1 help o pul a man on the moon.” That's connection Lo the mission!

Second, no one person is the change. You need to look within the argamization and identify those talented, creative and
experienced folks that are ready to embrace a new way of thinking. Many will not be receptive, but there will be a core
group of daring, risk takers ready to take the plunge and follow you. Then give them the permission and the cover they
reed and you'll be stunned by the results.

| had a mentor years ago who once said to me, "Bon't stand and point 10 where you want 1o g0. just go there! People
will follow”

Third, in ovaluating an organization's shortcomings and failures, there is a strong temptation to blame people — don't,
IU's generally he system that fails. Put your faith in the people, and they will help you lix the system — in fact they
will shove you Lhe many pathways. In my experience, very lew people, il any. wake up in the morning and say, "Gee, |
wonder how | can screw up my job loday?”
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Faurth, find some quick wins in order to show the rest of the organization what's possible. Our innavation task force,
our training academy and working with the airlings tQ install automated lanes are significant actions. Those early wins
showed the organization that we can change, and that change can be good.

Fifth, if you find vourself in crisis, resist the instinct to just survive, get through it and move on. You need to run to the
crisis and embrace it A crisis surfaces imporlant information aboul an organization that allows you 1o address and
implemenl long-term solutions. A ¢risis may be traumatic, but it often is a necessary shock to the syslem and can lead
lo meaningful, effective change.

Finally, vou have to be daring. Being afraid to take risks is actually the riskiest position because it fosters a static
approach that exposes vulnerabilities no matter what vou do for a living. Malcolm Mclean put the industry that made
him millions at risk, but in doing so, he transformed that industry.

Conclusion
So today, | see TSA differently from when | arrived.

It's interesting. As | was going through confirmation. there were a number of people wha warned me that TSA was

an agency in trouble with low morale. They said it had an impossible mission, and that it was in many respects,
unmanageable. Some even said it couldn't be fixed. | just didn't believe that. As | said earlier, people don't fail, systems
do — and systems can always be fixed.

TSA has been charged with an enarmous responsibility to protect our nation's transportation systems — what we
do matters.

To be sure, we are not vet wheore we need to be, but we know where we're going. We arc a good and proud agency,
and we have changed dramatically over the past year and a half. We've done thal by aggressively examining

and queslioning ourselves, by reaflirming our idenlity, by understanding our true mission, by reconnecting and
collaborating with the industries and Lhe public we serve and by becoming innovalive and entrepreneurial.

So here's what I'll leave vou with: Know your mission — the real mission. And then. no matter what your role is, know
that you. too, can drive change. You, too, can be creative, entrepreneurial, and innovative — you just have to be daring.
You just have to take that first step.

And give people permission and support.

And. please say thank you to the Transportation Secuority Officers who keep you secure,

Thanks again for inviting me here, | ook orward 1o our discussion.

###






Transportation Security
Administration

For information, contact TSA Public Affairs: tsamedia@tsa.dhs.gov or 571-227-282%



Transportation

Security Doty A rator
Administration ”

Chief of Staff

[ 1

|
: i Chief of Operations
Office of Chief Counsel ¥ —— "

‘ Chief of Mission Supgart
1
|
!

Office of Civil Rights & ‘
Liberties, Ombudgsman and Office of Security Operations ;
Traveler Engagameant

Office of Contracting
&Procurement

Chief of Pe~ormance & Qffice of Law Erforcement/
Entarprisa Risk Faderal Air Mzarskal Service

o Office of Human Capital

Cffice of Strategic ' Office of Training & |

. Corrmunicatian & Pubic |} Office of Giobal Strategies |-
! Affars ; . Devaigpment .
B 1
1 [ : 1
e “ce of intelligen : i : i i
Office of Legislative Affairs | Offce o r‘tell_lger\ce & : Office of information
‘ Analysis : Technoloay |
: J.
| '
: Office of Finznce & i Office cf Security Policy & ,
| Adrministration ) Industry Engagement | Cffice of Inspection
I_ ' i
Office of Requirements & Cffice of Profassignal

Capadiities Analysis : Responsibility

Office of Acquisition Program
Management

Approved by: Huban A. Gowadia Signature:d@@ LD W
*The Office of the Chief Course’ reports to the Department of Homeland Securisy, Deputy Ad ml nistrator

Office of the General Counsel Date: ‘-—l w- lb



DHS Transition Issue Paper
Screening and Vetting

OVERVIEW

e Every day, DHS vets millions of individuals traveling to, from, or within the United States;
applying for citizenship and immigration bencfits; or secking eredentials, benefits, or aecess
to secure areas of the nation’s transportation or critical infrastructurc.

¢ DHS, n partnership with our law enforeement and Intelligence Community colleagues,
leverages a range of information and processes to conduct vetting and screening that support
the prevention of terrorism and other operational missions.

e DHS utilizes biometric and biographic information collection; in-person interviews; research
and analysis; database vetting and bulk data sharing; and publicly-available information to
makc¢ risk determinations and inform decisions.

Current Trends/Operational Drivers

¢ Shared/Enterprise Services: DIIS 1s incrcasingly sharing vetting scrvices across
components, where appropriate, and utilizing enterprise services. For example, the
Transportation Security Administration (TSA) conducts vetting for the chemical facilities
access security program run by the National Protection and Programs Directorate (NPPD).
D1IS also maintains and opcratcs a biometric databasc (IDENT) that is uscd broadly by the
interagency.

¢ Pushing Sccurity bevond the Borders: To support DHS’s efforts to identify and address
international threats as carly as possible, opcrational programs (such as CBP’s Preclcarance
and Trusted Traveler Program) provide opportunitics for vetting travelers abroad and prior to
travel to the United States, allowing for more efficient allocation of resources and increased
ability to focus on unknown or potential threats.'

s Social Media: DHS is working to expand its current uses of social media to enhance existing
velling processes. Criminals and terrorists, whether mtentionally or not, have provided
previously unavailable information via social media that identified their true intentions.

# Social media is currently uscd by DI1S Components for different opcrational or
investigative purposes. DHS established a Social Media Task Force in December 2015 to
exannne current and potential uses of social media and how DHS could best expand its
use (for sereening and vetting programs).

# 1In 2016, DIIS conducted a number of pilots to automatc bulk vetting (with manual
review) of social media information across a number of high priority application
populations, including refugees and Visa Waiver Program travelers,

'CBP’s Preclearance program, operating at 15 locations worldwide, allows for advance inspection of passengers
before they board U.S.-bound flights. Additionally, CBP’s range of international Trusted Traveler pragrams, such
as Global Entry, provides pre-vetted and appraved, low-risk travelers cxpedited clearance upon their arrival in the
United States.
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DETAILED DISCUSSION

An April 2015 DHS study estimated that for all its traveler and screening vetting programs DHS
spends approximately $7 billion per year ulilizing more than 60,000 employees.’

U.S. Customs and Border Protection (CBP): CBP is tasked with sceuring the Nation’s
borders. CBP has adopted a comprehensive strategy to border management and security,
combining customs, immigration, and agriculture inspection functions. On an average day,
CBP processes, through a combination of vetting and inspections, over 1 million citizens,
immigrants, and non-immigrant visitors through the U.S. border. CBP uscs its vetting
capabilities to screen Trusted Travelers for expedited processing, allowing a more efficient
allocation of officer resources for the identification of unknown or higher risk travelers.

U.S. Immigration and Customs Enforcement (ICE): ICE works with state and local law
enforcement officials to (a) prioritize the identification, location, and arrest of at-large
criminal aliens who pose a serious threat to national security and community safety; and (b)
to identify and remove criminal aliens in local, state and federal penal nstitutions and/or
those who arc at large in our communitics. In addition, to further the integrity of the U.S.
immigration system, ICE has developed, in coordination with CBP and the Department of
State, a pre-visa-1ssuance screening program o identify subjects who are inehigible 1o receive
visas for travel to the United States.

DHS Office of Biometric Identity Management (OBIM): OBIM, a subcomponent of the
National Protection and Programs Directorate (NPPD), is the lead entity within DHS for
storing, matching and analyzing biometric data, and associated biographic and encounter
data. OBIM opcrates the Automated Biometric Identification System (IDENT), which
contains both derogatory and non-derogatory information received from components and
other Federal partners. DHS uses this biometric database 10 assist vetting persons seeking
admission to the United States, a visa, an nmmigration benefit, or a transportation credential
or benefit. It is also available to intcragency partners, such as the Department of State, FBI,
DOD and others.

Transportation Security Administration (TSA): TSA screens individuals to prevent them
from unlawfully carrying a weapon, cxplosive, or incendiary cither into the sterile arca of the
airport or onboard a commcreial flight. TSA also vets individuals flying to, from, over and
within the United States, and individuals seeking regular access to the transportation
infrastructure against the Terrorist Screening Database. TSA’s risk-based, intelligence
driven screening 1s designed to promote both national sceurity and lawful travel, This
approach allows TSA to allocate screening resources expeditiously.

U.S. Citizenship and Immigration Services (USCIS): USCIS is charged with the
adjudication of immigration (and limited non-immigration) benefits. USCIS’s mission
includes granting the appropriate immigration benefit to those who qualify and denying
benefits 1o those who are not qualified. USCIS has longstanding partnerships with screening
agencies within the intelligence and law enforcement communities. USCIS is responsible for
the annual adjudication of over 8 million applications for benefits.

U.S. Coast Guard (USCG): USCG collects, integrates, and analyzes information concerning
vessels operating on or bound for waters subject to the jurisdiction of the U.S., including

2 Enterprise Wide Application of Risk Based Security
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information related to crew, passcngers, cargo, and intermodal shipments to ensure safety
and security of the U.S. maritime domain.

¢ The Screening Coordination Office (SCO): SCO located with the Otfice of Policy, has
responsibility to coordinate across DHS Components and with intcragency partners on the
development or revision of Department-wide policies related to the screening and vetting of
people, and USG-wide screening and vetting polices with a DHS nexus.

Issue Background

¢ Screening of International Travelers: The screening and vetting of immigrant and non-
immigrant travelers to the United States is a multi-layered interagency process.

# DIHS plays a lcading rolc in the protection of the U.S. border and integrity of the
immigration system, to include review of applications for certain immigration (and
limited non-immigration) benefits such as permanent residence and naturalization.

» The Department of State {DOS) has responsibility for the adjudication of all visa
applications (immigrant and non-immigrant).”

¥ Other federal screening partners, to include the intelligence and law enforcement
communities, work 1n concert with DHS and DOS to identify travelers who may
represent a threat to national security.

s Refugee Screening: The screening of refugees has been a major effort for DHS and its
partners in FY2016 as the U.S. Government increasced its admissions goals in responsce to the
crisis in Syria.

# The U.S. Government has succecded in mecting these humanitarian goals while
maintalning a rigorous screening process that protects national security; refugees are now
subject to the most demanding screening and vetting of any applicant for immuigration, or
othcr travel benefits, to the United States. An estimated 85,000 refugecs, to include over
10,000 Syrian rcfugees, were accepted into the country during FY2016.

Courses of Action: Screening and Vetting Recommendations

e Increasc Pro-active and Recurrent Screening: DHS compongents arc pursuing various means
to conduct pro-active and recurrent screening for various populations, such as:

o Certain non-U.S. citizens to whom benefits were granted in the past, but who do not
currently have applications pending, such as permanent residents who have not filed
naturalization applications.

o TSA-vetted populations, to include credential holders and applicants, who receive
recurrent vetting for potential terrorist connections but not for criminal violations.

+ Expand Capacity to Vct against Social Media: Social media 1s a prominent compoenent of
modem society, and DHS’s efforts to protect the homeland must progress and adapt as
society evolves. DHS must continue to invest in developing the technology and processes
needed to make cffective use of social media information while protecting privacy, civil
rights, and civil libertics.

o Increase Intra-Departmental Information Sharing: To increase the effectiveness of individual
compongcnt mission opcrations, DS can benefit from inercasing automated proccsscs in
which information on specific individuals is shared for the broadest operational usc possible.

* DHS participates in the vetting of visas, as well is the lead agency with responsibility for visa policy.
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Key Partnerships (Vetting and Screening)

¢ Federal Government: Central Intelligence Agency; Department of Defense; Department of
Statc; Federal Burcau of Investigation; National Counterterrorism Center; National Seeurity
Agency; and the Terrorist Screening Center

¢ State and Local Law Enforcement Agencies

¢ Intcrnational Partners

¢ Private Sector

Additionally, all screcning and vetting programs within DHS work closcly with the DHS
Oftice of Policy, Oftice of Privacy and DHS Oftice for Civil Rights and Civil Liberties. All
DHS vetting programs build information security, privacy, and civil riglits and civil liberties
policics and practices into their operations.
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UNCLASSIFIED/A/FOR-OFHCIAL USE-ONLY-

DHS Transition Issue Paper
Trade Security. Facilitation, and Enforcement

I. Overview

With the creation of the U.S. Department of Homeland Security {DHS) by the Homeland Security
Act of 2002, U.S. Customs and Border Protection {CBP) assumed responsibility for enabling
Icgitimate trade and cnforcing tradce laws at the United States bordcr, including its Ports of Entry
(POEs). Additonally, U.S. Immigration and Customs Enforcement (ICE) assumed responsibility
for the investigation of U.S. importers, companies, and other entities that attempt to circumvent
lawful trade mechanisms, including payment of required duties. Finally, the U.S. Coast Guard
(USCG) assumed responsibility for ensuring a sccurc international supply chain by performing
security assessments of anti-terrorism measures at the ports of approximately 150 countries that
conduct maritime trade with the United States.

. . . U.S. Imports and Exports, FY 2012-FY 2015
CBP 1s the primary U.S. Government component (Trillions USD)

charged with monitoring, facilitating, and regulating
the flow of goods imported through coordinated
border management at our 328 POEs. Kcey
challenges that CBP faces with the 215 century
global supply chain include the exponential increase
m use of e-commerce, the next generation of just-
in-timc delivery capabilitics, and the cver-
incr‘casing complexity of the intf:rnatior?al trade Revenue Collected, FY 2012-FY 2015
environment. As the volume of international trade (Billions USD)
mereases and technology advances, CBP must
accommodate this growth while continuing to
facilitate safc and legitimate trade in a timely
manner. CBP meets these challenges through the
following three distinet but interrelated efforts:
Trade Security, Trade Facilitation, and Trade
Enforcement.

FY 2013 FY 2014
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FY 2413 FY2013

ICE is the largest investigative component within DHS, with an extensive portfolio of enforcement
authorttics, including thosc rclated to commercial fraud. ICE aggressively pursucs crimes and
investigations related to dumping and countervailing duty evasion scheines, pharmaccutical
smuggling, tobacco smuggling, and other border related trade crimes. Additionally, ICE investigates
ntellectual property violations involving the illegal importation and exportation of counterfeit
merchandisc and pirated works, as wcll as associated moncy laundcring violations.

Recognizing the need 1o work with other law enforcement, as well as stakeholders, ICE leads
various coordination efforts, such as the National Intellectual Property Rights Coordination Center
(IPR Center), which brings together 23 partners in a task force sctting. CBP holds a Deputy
Assistant Director position at the IPR Center, and together, the two components work to enhance
economic competitiveness, protect American consumers and the U.S. economy, and enforce laws
and regulations against trade fraud in an increasingly complex international trade environment.
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UNCEASSIFEED/FOR-OFFICIAL USE ONLY —
Customs laws and recent legislative developments, namely the enactment of the Trade Facilitation
and Trade Enforcement Act of 2015 (TFTEA), enhance DHS’ authorities and impact the balance
of trade securily, facilitation, and enforcement. TFTEA, enacted on February 24, 2016, is the first
comprchensive authorization of CBP since DIIS was crcated in 2003. TFTEA strengthens CBP’s
ability to protect Intcllectual Property Rights and Antidumping and Countervailing Duty laws
through improved enforcement capabilities, prohibits the import of products made by forced labor,
and supports CBP’s facilitation and enforcement initiatives such as the establishment of the Centers
of Exccllence and Expertisc and the implementation of the Automated Commcercial Environment
(ACE). TFTEA supports DHS’ cfforts to protect U.S. economic security through trade enforcement;
collaborate with the private sector through direct industry engagement; and sireamiine and
modernize processes through business transformation initiatives to meet the demands and
complcxitics of a rapidly cvolving global supply chain,

I1. Detailed Discussion

Where do DHS missions align with or impact this issue? DHS Mission Two (2), as defined in the
DHS FY 2014-2018 Strategic Plan, outlines the following three goals, which directly align with the
1ssuc of this paper, Security, Facilitation, and Enforcement of Trade.

DHS Mission 2 Goals CBP, ICE, and USCG Action

Tradc Security:

s CBP proteets the American consumer from illegal goods to satcguard the nation trom threats to
eeonomic security and puhlic safety.

¢ ICE contributes lo the security of the air, land. and sea horders hy conducting criminal
investigations that prevent fraudulent trade practices and the importation of counterfeit goods.

s LSCG enhanecs the security of the international supply chain through its forcign port asscssments
and through identification of potential offshore risk and implementation of security measures to
reduce thosc risks.

Trade Facilitation:

s CBP facilitates the smooth Mow of sale and legitimate trade in a complex global trade environment.

o ICE sateguards lawlul trade by working with law enforcement pariners and industry to stop

Goal 1: Sccure LS. air,
land, and sea horders and
approaches.

Goal 2; Safeguard and
expedite lawful trade and

travel. o . L
activitics that undermine legitimate trade.
Goal 3: Disrupt and Trade Enforcement:
dismantle transnational s (UBP enforees and sanctions bad trade actors and saleguards the safety of the American people.
criminal organizations ¢ ICE. through its criminal investigations. disrupts and dismantles transnational criminal
and other illicit actors. organizations and illicit actors,

1. Trade Security — Protecting the American People and Borders from Illegal Import and
Entry of Goods
Each year, approximately 25 million cargo containers arrive at U.S. POEs. DHS works closely with

the trade community through its security efforts to ensure that the contents of each container do not
posc risk to the health and safety of the Amcrican people and cconomy.

All cargo that enters into the United States from any foreign territory may be subject to physical
examination by the U.S. Government to verify its admissibility. DHS protects the United States
against terrorists, weapons of mass destruction, and products that may harm thec Amcrican
consumer. For example, DHS uses an intelligence assessment to determine if a foreign country has
effective anti-terrorisim measures at their ports, and in cases where DHS determines that the
mternational security standard is not met, the USCG makes a public notification through a Port
Sceurity Advisory and a Federal Register Notice and imposes Conditions of Entry on vessels
arriving from those ports, requiring those vessels to take additional security measures to prevent
them from bringing potential terrorists or weapons of mass destruction nto the United States. All
cargo flown on passenger aircraft 1s subjected to screening for explosives in accordance with a
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UNCLASSIFEDAFOR-OFHCIALUSE-ONLY
robust assortment of Transportation Sceurity Administration (TSA) regulations that were
implemented in response to the /11 act.

DHS also uscs targeting and predictive analysis to identify associated risks with cach import, and
bascd on that analysis, the ageney scleets high-risk shipments for cargo screcning and inspection. If
selected for inspection, the importer is responsible for presenting the merchandise for examination
and paying any associated costs. DHS has undertaken a number of Non-Intrusive Inspection {NII)
mitiatives (c.g., X-ray and gamma imaging, scnsors, vidco survceillance, and radiation detection
devices) to more cffectively screen and inspeet containers without compromising the flow of
legitimate trade 1nto the U.S. econoniy. Physical unloading and examination of shipments 1s
sometimes necessary based on DHS’ nisk assessments, in which case CBP or the appropnate Partner
Government Agency will conduct the inspection and take appropriate action.

DHS’ trade security efforts are not limited to the physical examination of cargo at U.S. ports. DHS
also relies on intelligence from a number of its programs to 1dentify high-risk shipments and to
better concentrate agency resources:

Customs-Trade
Partnership Against
Terrorism (C-TPAT)

Trusted Trader
Program

Container Security
Initiative (CSI)

The Trusted Trader program is
designed for a continuum of
activity providing consistent

engagement between the trade
and regulatory government

partners which demonstrates the
highest level of commitment to
security, compliance, and
partnership within the global
supply chain.

C-TPAT is a voluntary public-
private sector partnership
program through which CBP

CSI aims to ensure that all
containcrs that posc a potential
risk for terrorism arc identiticd

and inspccted at forcign po
before they are placed on ves
destined for American ports.

works with thousands of
importers to strengthen
international supply chains by
incentivizing importers with
trade-related benefits.

DHS contributcs to the sceurity of the air, land, and sca borders by conducting criminal
investigations that prevent fraudulent trade practices and the importation of counterfeit goods. By
stopping the organizations that facilitate these crimes, DHS prevents the flow of violative goods and
practices from reaching our borders. Recognizing that these goods have the potential to harm the
public and jeopardizec Amcrican businesscs, ICE conducts national opcrations that aim to protect
health and safety, secure the global supply chains, and uphold the cconomy.

2. Trade Facilitation — Facilitating Safe and Legitimate Trade in a Complex GGlobal Trade
Environment

To better facilitate trade, DHS established 10 industry-specific Centers of Excellence and Expertisc
(Centers} within CBP. These Centers strengthen America’s economic competitiveness and security
through mtegrated industry knowledge and expertise, innovative trade processing procedures and
trend analysis, and stratcgic and impactful trade enforcement actions. The Centers strengthen
partnerships with industry scctors, as well as cnable DHS to better work with importers and filers on
compliance, detecting anomalies, and other facilitation matters.

On an average day, DHS 1s responsible for processing approximately $6.7 billion of merchandisc,
which must undergo the process of being declared in a manifest, classified, appraised, and assigned
an admissibility determination based on internal risk-based strategies. DHS has developed and
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UNCEASSIFED/FOR-OFFCIAL USE ONLY
deployed an automated system to facilitate the clectronic importing and exporting of all goods. ACE
the backbone of the U.S. Government’s “Single Window” system of imports and exports,
transmits the trade industry’s import/export data 1o 47 Partner Government Agencies. Through ACE
development, DIIS has worked to climinate manual proccssing and papcr, and to simplify,
strcamline, and modernize the process of importation.

To assist in the development and implementation of the “Single Window” that streamlines the
import/cxport process for America’s businesscs, the Border Interagency Exccutive Council (BIEC)
was cstablished and charged with improving coordination among the Partner Government Agencics
with import and export requirements. The BIEC 1s the lead for the One U.S. Government at the
Border effort, which is an mitiative to enhance mteragency coordination and management across the
border.

3. Tradc Enforcement — Disrupt and Dismantle Transnational Criminal Organizations and
Other Illicit Actors

DS utilizes a proactive, aggressive, and dynamic trade enforcement approach to protect the

Amcrican people against illicit or fraudulent trade. DHS uses all of its authoritics and focuscs

critical resources to combat trade fraud by detecting high-risk activity, deterring non-compliance,

and disrupting fraudulent behavior to ensure U.S. industry can compete on a level playmg field.

A variety of tools are used by DHS to execute its trade enforcement approach. To identify violators,
DHS uses an integrated targeting approach, which employs a vast network of specialists across the
country, and provides targeting and analysis expertise that supports trade compliance, security, and
ficld enforcement operations — including information intake, analysis, targeting, investigative case
support, and operational assessments. DHS provides the trade community the opportunity to submit
electronic allegations Lo report violators. The trade remains a crucial partner in DHS’ enforcement
eftorts, providing valuable industry intelligence that can lead to identification of potential high-risk
activitics and illicit trade.

DHS coordinates with U.S. dustries, Partner Government Agencies, and foreign governments to
detect anomalics, trends, and violations in the global supply chain to target high-risk shipments and
promote compliance. DHS 1nvestigates and aggressively secks prosccution of noncompliant
importers, exporters, manufacturers, brokers, counterfeiters, and others who commit related crimes
that violate U.S. trade and intellectual property laws and mternational agreements. DHS conducts
criminal investigations of those engaged in, or bencefiting from, dumping or receiving forcign
government subsidics and countervailing duty investigations of noncompliant importers attempting
to circumvent payment of required duties. For example, CBP and ICE collaborate to develop cases,
affect civil penaltly actions (1.e., monetary fines), and prosecute criminal violations with a range of
enforcement actions uscd to punish criminal violators to the fullest extent of the law. CBP and ICE
arc also focuscd on preventing the importation of goods manufactured using forced, child, or
convict labor, working with domestic and international stakeholders to ensure importer compliance
with this law.

Outrcach and training is also an cssential component of DHS’ enforcement cfforts. Through
outreach, public engagement, and private/public parinerships with the trade community, DHS raises
awareness of the dangers of trade-based violations, and promotes informed compliance, which 1s the
shared responsibility between CBP and the trade community. Through the principle of informed
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UNCLASSIFED//FOR OFFICIAL USEONLY
compliance, CBP cffectively communicates compliance requirements to the trade community so
that they may conform to all U.S. trade laws and regulations.

4. Private Sector Engagement

DHS maintains a collaborative relationship with private scetor entities and the public, as they play
an instrumental role in the global economy and lend their considerable expertise to DHS. Through
partnerships with industry leaders, DHS links its processes with modern business practices, which
results in enhanced compliance with trade laws and improved DHS facilitation and enforcement
cfforts. TSA, for example, conducts ongoing cngagement with air cargo industry stakcholders in an
effort to facilitate continuous enhancement of cargo security measures. A key instrument to DHS’
efforts to ensure accurate, timely, and consistent information and to solicit private sector industry
feedback 1s the Commercial Customs Operations Advisory Committee (COAC). The COAC 1s
compriscd of private sector members whosc operations arc affected by the commereial operations of
CBP. DHS also works through various informal and formal groups, such as the Trade Support
Network, to identify opportunities 1o provide information to its external stakeholders.
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DHS Transition Issue Paper
Travel Securityv and Facilitation

OVERVIEW

¢ The Departiment of Homeland Security (DHS) maintains a high level of security, while
factlitating domestic and international travel in the land, air, and sca environments,

# The Transportation Security Administration (TSA) is charged with protecting the nation’s
transportation systems, and U.S. Customs and Border Protection (CBP) is responsible for
ensuring U.S. border security; at the same time, both agency missions seek to ensure the
facilitation of legitimate travel.

e The mission of DHS as it relates to security and travel facilitation, has a direct and significant
impact on our national security and economic prosperity.

s The travel environment also presents a unique space in which DHS often collaborates with
other public and private sector stakeholders 1o betler secure and serve the public; interested
and frequently vocal stakeholders in this space, including travelers, industry associations,
local partners, and Congress.

e Ultimately, DHS’s goal is to provide seamless entry and exit screening, vetting, and
verification processes using advanced technologies, such as biometrics, while ensuring U.S.
national sccurity and the safety of the traveling public. Key challenges in the sceurity and
travel facilitation space include a dynamic threat environment, which consists of:

o Efforts by terrorists to evade aviation and border security;

o Increases in the number of individuals requiring access or credentials to critical
transportation scctors; and

o A continuing incrcasc in the number of lawful travelers within and to the United Statcs.

¢ To meet these challenges, DHS must continue to evolve its security and travel facilitation

posturc through:

o Investments in DHS’s targeting, screening, and vetting infrastructure;

o Efforts 1o identify and interdict potential threats at the earliest possible moment and
prior to departure to or encounter in the United States;

o The continued development of business transformation initiatives that optimize the use
of resources;

o Joint initiatives between CBP and TSA for both security and facilitation, and continued
advancement of the use of biometries throughout the travel continuum for better security
and facilitation.

DETAILED DISCUSSION
Role of DHS in Security and Travel Facilitation

e DHS achicves its multi-faceted mission sct, of sceuring and facilitating travel, through a
multi-layered security strategy, which includes the identification of high-risk travelers and
targeting of threats before they depart for, fly over, or travel within the United States.

e Through CBP’s National Targeting Center (NTC), the National Transportation Vetting
Center, Secure Flight vetting, Preclearance, the Immigration Advisory and Joint Security
Programs, and Regional Carrier Liaison Groups, DHS works with interagency partners
and host governments to identify threats at the carliest possible moment and prior to travel.

1
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o (CBP’s Preclearance program provides DHS’s highest capability of border security, placing
a highly effective counterterrorism asset, a trained U.S. law enforcement professional, at
last points of departure to interdict and address potential threats.

o Through Preelearance, the same immigration, customs and agriculture inspections of
international air passengers performed on arrival in the United States can be completed
before departure at foreign arports instead.

o Currently, Preclearance operations take place at 15 foreign airports in six different
countrics, benefitting air passengers, airports, and alir carriers in the United States and
abroad.

¢ DHS also utilizes targeted enforcement by CBP Agriculture Specialists to prevent the entry of
potential threats to U.S. plants and livestock.

¢ DHS adjudicates agricultural quarantine risks by determining admissibility, evaluating
comphiance, conducting risk-based targeting, and performing exams of commodities and
conveyances.

e DHS also secures and facilitates travel through the vetting of “insider threat” individuals m
transportation and recurrent vetting of dividuals who apply for, or currently hold, credentials
or access to critical transportation scctors.

¢ DHS coordinates operations across intelligence, law enforcement, and stakeholders to ensure
security.

o DHS also cmploys Trusted Traveler programs and business transformation initiatives that
increase security while facilitating legitimate travel.

¢ DHS Trusted Traveler programs, such as CBP’s Global Entry, and TSA Pre®~* Application
Programs provide for expedited clearance through CBP inspectional and TSA sccurity
screening processes for pre-approved travelers. The results are quicker, more seamless
processes for the traveler and less resource mtensive mspections for DHS, which allow for the
optimized use of resources in support of DIIS’s sceurity mission.

s Likewise, DHS employs business transformation initiatives for greater efficiency, resulting in
a decrease n overall workload requirements, translating to equivalent staffing savings, which
may then contribute to more effective security operations. For example, initiatives such as:

o Automated Passport Control, Mobile Passport Control, and the use of cleetronic
information capture (further reducing the need for paper forms) facilitate the U.S. entry
process for the vast majornity of travelers applying for admission into the United States;

o DHS employs Automated Screening Lanes for rapid deployment of passenger and
baggage screening technology at airports. Automated scrcening lanes incorporatc
technology and screening modifications that enhance security effectiveness while
decreasing the time travelers spend in security screening.

¢ DIIS continucs to develop biometric entry/exit solutions, in part to meet Congressional
mandates for a comprehensive biometric exit validation process, as well as to strengthen the
integrity of the U.S. immigration sysiem, and to strengthen identity verification prior to
aircraft boarding.

¢ Inthe air and sea environments, DHS currently validates and documents departing travelers
and matches this data agamst arrivals to identify visa overstays and enhance our immigration
processes.
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DHS is transitioning from field testing experiments to the implementation of a Biometric Exit
Program of Record, and 1s also developing capabilities to validate passenger trusted traveler
biometrics at security screening lanes to enhance identity verification and facilitate travel.

Issue Background
L]

DHS s approach to securing travel has evolved through the use of enhanced detection
technologics, new capabilitics, and changces in opcrational procedures, driven primarily by
dynamic terrorist threats and an increasing numbers of lawful travelers to and within the
United States.

Tcrrorists continue to cvolve tactics to cvade aviation sccurity measures and U.S. entry

processes as a means to move operatives into the United States, or to attack the homeland. 1

FY 2016, the CBP NTC identified and recommended that boarding be denied for over 6,300

potential mala fide travelers; referred over 2,600 visas for visa revocation by the Department

of State; and nominated over 3,400 individuals to the Terrorist Screening Database. Similarly,
the TSA National Transportation Vetting Center vets approximately 700 million passengers
annually prior to arrival for airport screening, and recurrently vets over 17 million individuals
with access to transportation sectors, including aviation and port workers.

The volume of domestic and international travel has continued to increasc, the latter rosc in all

three transportation modes (1.1% in land, 5.1% in air, and 0.4% in sea environments) during

FY 2015. During FY 2015, TSA screened approximately 695 million passengers, 1.5 billion

carry-on bags, and 450 million checked bags, and discovered thousands of prohibited items

(L.c. guns, flammables, knivces, cte.) every day at approximatcly 440 domestic airports.

Overall, air passenger volume growth averaged 5% in FY 2015 and is averaging 6.5% for FY

2016. In FY 2015, CBP processed over 112 million arriving international air passengers mnto

the U.S., sctting a ncw all-time record and representing a 5.1% incrcasc over FY 2014 and a

28% incrcasc since FY 2009. Not to be outdone, FY 2016 cxperienced an additional 6.3%

increase over FY 2015.

Dcemand for screening and sccurity scrvices, both for intcrnational and domcstic travel,

continucs to increcasc as DHS takes on additional mission requirements, as infrastructure

expands, and as trade and travel volumes continue to grow. To meel these growing
challenges, DHS has, among other efforts:

o Developed a Workload Staffing Modcl to accuratcly detcrmine officer requirements at
cach port of entry. Based on most recent calculations, an additional 2,107 CBP Officers
and 631 Agriculture Specialists are needed through FY 2017 to meet current work
demands.

o Incrcascd the original FY 2017 Transportation Sccurity Officer requircments by 2,017 to
ensure cffectiveness and mitigate increased passcenger volumes. Additional resources arce
needed to further mitigate the effects of increased passenger volumes and improve
checkpoint performance.

o Established an Altcrnative Funding Program, which cnables partnerships between CBP
and thc private scctor or government cntitics, such as the City of Houston Airport System,
Denver International Airport, and Miami-Dade County, which allows for additional
inspection services on a reimbursable basis upon the stakeholder’s request, as well as for
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the reecipt of real and personal property donations to enhance U.S. port of entry
operations.

Courses of Action

s Targeting, Screening, and Vetting Infrastructure:

# Continue to invest in CBP’s NTC, as well as TSA’s transportation screening and vetling
mntrastructure, to further strengthen DHS’s robust pre-departure targeting, visa and trusted
traveler vetting, data exploitation, information sharing initiatives, and counter network
strategy to identify and address threats before they reach U.S. soil and/or board aircraft
within or to the United States.

»  Currently, DHS maintains on-the-ground overseas capabilities through Immigration
Advisory and Joint Sccurity Programs, or Preclearance facilitics, at cight of the top 10
departure points to the United States. The remaining two airports are covered by
Regional Carrier Liaison Groups (RCLGs).

= DHS will continue to build information sharing networks and targeting capabilities,
such as CBP’s NTC’s Automated Targeting System, by cultivating overscas
partnerships, which include both foreign governments and private sector entities.

»= DHS is implementing new detection technologies and more thorough procedures to
strengthen individual laycers in its overall sccurity approach, which includcs
establishing a unified, intelligence-driven approach to risk management across the
domain that links and dynamically uses government and industry security
countermeasures, while responding to risk.

# Continuc to invest in vetting, advanced targeting, and screening processcs for commercial
airlinc passengers, crew, and individuals who may present an “insider threat,” including
those requiring access or credentials to secure areas of the transportation sector.

o Preclearance Expansion: Continue expanding DHS’s Preclearance program, which provides
for U.S. immigration, customs, and agriculture inspections, as well as expanded aviation
security screening that is comparable to that of U.S. domestic airports at last point of departure
airporls overseas.

o OnMay 29, 2015, the DHS Secretary publicly announced ten airports in nine foreign
countrics as prioritics for preclearance cxpansion.
=  On November 4, 2016 the U.S and Sweden signed an agreement to implement

preclearance at Stockholm Arlanda Airport (ARN). The agreement must now be
brought into force after the Governments have completed all necessary internal
procedures. This process 1s expected to take between 12 and |8 months.

= CBP also expects to sign an agreement with the Dominican Republic for preclearance
operations at Punta Cana Airport (PUJI) before the end of calendar year 2016.
Prcelecarance opcerations at PUJ arc expected to begin in late 2017,

o InMay 2016, DHS announced a second Preclearance expansion open scason which closed
on August |, 2016. DHS received 21 letters of interest. On November 4, 2016 the DHS
Secretary announced | 1 new preclearance expansion airports in 9 countries.

o Business Transformation {nitiatives: Continuc to develop and implement business

transformation initiatives across DHS to more effectively utilize resources, maintain security,

and facilitate legitimate travel into and within the United States. In addition to Automated and

Mobile Passport Control, DHS maximizes resources and transforms the way travelers visit and
4
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transit through the United States through programs such as CBP Mobile, Ready Lancs, the
Electronic System for Travel Authorization (ESTA), the Electronic Visa Update System
(EVUS), as well as TSA’s Innovation Task Force airport security initiatives such as
Automated Screening Lancs, Credential Authentication Technology, and Biomctric
Authentication projects. For CBP, business transformation initiatives comprisc onc part of
CBP’s three-part Resource Optimization Strategy; the other two parts include: 1} utilizing
CBP’s workload staffing model to accurately and transparently identify staffing needs ata
port-by-port basis, and 2} cultivating public-private partnerships to support growing volumcs
of trade and travel.

o Joint Initiatives: Fosler ongoing joint initiatives between CBP and TSA to facilitate travel and
advance intelligence and operational awareness. Significant opportunities exist for DHS
components, like CBP and TSA, to partner in developing operational requircinents, such as
biometric identity validation, as well as in leveraging CBP and TSA’s established network of
information sharing, vetting capabilities, and domestic/foreign partnerships.

s Biometrics: Continue to develop the use of biometries and implement those technologics
throughout the travel continuum {from airline check-in, to transportation security screening, to
international arrivals al a port of entry) to strengthen the U.S. travel and immigration systems.
Biometric technologies can provide security and facilitation benefits, including confirming the
entry and cxit of a traveler, closing security gaps in the facilitation of travelers and identity
verification, and allowing for greater automated processing and facilitation.

Key Partnerships
o DHS has a wide-variety of partners and stakeholders with whom it collaborates on policy,
security, and facilitation efforts.
¢ The travel environment 1s unique for DHS, given physical presence and opcerations in
locations shared with other public and private scctor stakcholders, such as airport authoritics,
local municipalities, state and local law enforcement, and intemational partners
¢ DIIS cenforecs morce than 400 laws for morce than 60 Federal agencics and works with a
number of federal partners.
*  With a mission to facilitate legitimate travel, DHS collaborates with a range of public and
privatc scctor stakcholders including:
o Federal, state and local stakcholders;
o Industry; and non-governmental organizations on travel and tourism related matters
mcluding security, facilities, statfing levels, and customer service; and
o Non-governmental organizations also engage DI1IS on privacy and civil rights/libertics
1$sUCs.
¢ At the international level, DHS engages with foreign governments, organizations, and law
enforcement in sctting international policy and agreements regarding aviation sccurity,
harmonizing customs laws, and collaborating on sccurity-related 1ssucs and information
sharing.
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Strategic Priorities

TSA’s Operational Environment — Balancing security and facilitating
tradeInnovation — Evolving the Transportation Security EnterprisePeople -
Recruiting, Incentivizing and Retaining a World Class Workforce Training -
Creating a Professional Counterterrorism ForceEquipment and Technology -

Facilitating Mission SuccessPartnerships — Promoting Internal and External
Collaboration




TSA’s Operational Environment

Persistent Threat Security & Trade Facilitation Globalization

Adversaries are evolving more quickly and Last year, aviation passenger growth was 6.2%  With a global threat and a global system, we

are using variants of previously seen tactics. over 2015. Expecting 4-7% growth in 2017. must act an a global level
-
Intermodal (‘A’)
Adversaries are targeting modes of Interconnected systems are becoming increasingly

transportation outside aviation. vulnerable to cybersecurity threats.

Scale and Volume (Annually)~740 Million passengers screened at 450
domestic airportsi18.5 Million flights by general aviation pilots~260-280

airports providing last point of departure service to the U.S.15 Million
tons of air cargo shipped each day by 4,000 freight forwarders75% of U.S.
crude oil transported by pipelines2.7 Million miles of gas distribution
pipelines2.8 Million car loads of freight moved over 140,000 miles of
freight rail trackio.7 Billion trips by mass transit and passenger rail
system users4 Million miles of roads including 11,500 miles of freeways
and expresswaysEconomic Impact (Annually)12 Million jobs related to
the transportation sector$18 Trillion annual value of goods

movedContributes 8.6% to the gross domestic product




Key Aviation Events and Policy Changes
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A dynamic and persistent threat which can be inspired, enabled, or
directed, will continue to target the transportation system




Innovation

* Innovation in all things — equipment, training, policies and personnel
managementThinking and designing in terms of security environment with all
security partnersWeaving security into the very fabric of aviationThinking beyond
airport perimeters, public areas, checkpoints, and sterile areas towards a
“reservation-to-destination” concept

Require technologies at the “speed of the threat” to address existing
gaps and improve the passenger experience




55,590 FTE” 44,865 screening FTE

TSA Checkpoint Throughput vs. Frontline Staffing™
* Annualizing workforce Full Time EmployeesAttrition FederalFimpheyee Viewpoint

Survey resultsUnionized Transportation Security Officer workforce Collective

Bargaining Agreement41,517 bargaining unit employeesDues are optionalNo:
Title sAdministrator’s Determination*Excludes FAMS

47,147

46,057
45,005 18,729 nus
42,576

r 11

Checkpoint Throughput OrFronthne staffing

*Arroalized F7E Bus-. F¥ 16 ncludes reprogrammed ‘unds.

Scale the workforce in alignment with threat, technology, and
passenger volume




Training

» Transportation Security Officer (TSO) TrainingTSA Academy trains up to 10,000 new hires
annuallyDedicated classroom & training facilities Explosive Detection Canine Training
Trained 230 canine teams in FY16, with ~300 projected for FY17Leadership Training In
2016, TSA created it’s first Transportation Security Leadership Development ProgramRising
Leader Development ProgramMid-level Leader Development ProgramSenior Leader
Development ProgramNational Preparedness Leadership Initiative Mandatory training for
newly promoted J and K band supervisors is being implemented in 2017

Build a foundational culture and improve performance by
standardizing training for TSA at all levels




Equipment and Technology

* Require technologies at the “speed of the threat”Develop and deliver solutions to
implement “reservation-to-destination” securityInterconnect aviation screening
equipmentPilot use of artificial intelligence capabilitiesBuild and deploy a more
robust canine cadreEngage private sector, e.g. through the Innovation Task
Forcelmplement acquisition reform to allow for disciplined decision-making

Acquire and deploy capabilities that advance and strengthen the
nation’s transportation security system




Partnerships

Commercial
Airlines

«Security Directors
at Major Airlines

*Airlines for
America (AqA)

*Regional Airline
Association (RAA)

»International Air
Transport
Association (TATA)

» National Air
Carrier
Association

(NACA)

Commercial
Airports

« Airport Security
Coordinators at
Major U.S.
Airports

» American
Association of
Airport Executives
(AAAE)

* Airports Council
International
(ACI)

«Airport
Consultants
Council (ACC)

*Airport Law
Enforcement
Agencies Network
(ALEAN)

Key Stakeholders and Associations

Air Cargo  Air Cargo
) h (Surface
(Air Operations) Operations)

s Air Forwarders
Association (AFA)

*Major passenger
airline and all
cargo airline
Security Directors «Express Delivery

and Logistics

«Cargo Airlinc Association (XLA)

Association (CAA)

«International Air
Transport
Association/ Cargo
Network Services
(IATA/CNS)

«Express
Association of
America (EAA)

*The International
Air Cargo
Association
(TTACA)

General
Aviation

+National Business
Aviation
Association
(NBAA)

+ Aircraft Owners
and Pilots
Association
(AOPA)

+National Air
Transport
Association
(NATA)

+(eneral Aviation
Manufacturers
Association
(GAMA)

Interagency

Liaison

«The Aviation
overnment

Coordinating
Council (AGCC)

+Aviation Sector
Coordinating
Council (ASCC)

+ Aviation Security
Advisory
Committee
(ASAQ)

+Aviation Domain
Intelligence-
Integration
Analysis Cell
(ADIAC)

Other
Stakeholders

+Coalition of Airline Pilots
Association (CAPA)

+ Airline Pilots Association
(ALPA)

+Association of Flight
Attendants (AFA)

+National Association of
State Aviation Officials
(NASAO)

+National Laboratories

+ Universities and Centers
of Excellence

Cultivate and advance partnerships with stakeholders across the
transportation security ecosystem




On the Horizon

* DHS Inspector General is conducting the next round of covert testingTSA will
provide support to the USSS for the InaugurationWe must continue to address
growth in aviation Spring break travel volumeTSA will advance global standards

and capacity building through international partnerships and implementation of
UNSCR 2309




Transportation
Security
Administration

The Transportation Security Administration protects the Nation’s
transportation systems to ensure freedom of movement for people and
commerce.



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15
	Page 16
	Page 17
	Page 18
	Page 19
	Page 20
	Page 21
	Page 22
	Page 23
	Page 24
	Page 25
	Page 26
	Page 27
	Page 28
	Page 29
	Page 30
	Page 31
	Page 32
	Page 33
	Page 34
	Page 35
	Page 36
	Page 37
	Page 38
	Page 39
	Page 40
	Page 41
	Page 42
	Page 43
	Page 44
	Page 45
	Page 46
	Page 47
	Page 48
	Page 49
	Page 50
	Page 51
	Page 52
	Page 53
	Page 54
	Page 55
	Page 56
	Page 57
	Page 58
	Page 59
	Page 60
	Page 61
	Page 62
	Page 63
	Page 64
	Page 65
	Page 66
	Page 67
	Page 68
	Page 69
	Page 70
	Page 71
	Page 72
	Page 73
	Page 74
	Page 75
	Page 76
	Page 77
	Page 78
	Page 79
	Page 80
	Page 81
	Page 82
	Page 83
	Page 84
	Page 85
	Page 86
	Page 87
	Page 88
	Page 89
	Page 90
	Page 91
	Page 92
	Page 93
	Page 94
	Page 95
	Page 96
	Page 97
	Page 98
	Page 99
	Page 100
	Page 101
	Page 102
	Page 103
	Page 104
	Page 105
	Page 106
	Page 107
	Page 108
	Page 109
	Page 110
	Page 111
	Page 112
	Page 113
	Page 114
	Page 115
	Page 116
	Page 117
	Page 118
	Page 119
	Page 120
	Page 121
	Page 122
	Page 123
	Page 124
	Page 125
	Page 126
	Page 127
	Page 128
	Page 129
	Page 130
	Page 131
	Page 132
	Page 133
	Page 134
	Page 135
	Page 136
	Page 137
	Page 138
	Page 139
	Page 140
	Page 141
	Page 142
	Page 143
	Page 144
	Page 145
	Page 146
	Page 147
	Page 148
	Page 149
	Page 150
	Page 151
	Page 152
	Page 153
	Page 154
	Page 155
	Page 156
	Page 157
	Page 158
	Page 159
	Page 160
	Page 161
	Page 162
	Page 163
	Page 164
	Page 165
	Page 166
	Page 167
	Page 168
	Page 169
	Page 170
	Page 171
	Page 172
	Page 173
	Page 174
	Page 175
	Page 176
	Page 177
	Page 178
	Page 179
	Page 180
	Page 181
	Page 182
	Page 183
	Page 184
	Page 185
	Page 186
	Page 187
	Page 188
	Page 189
	Page 190
	Page 191
	Page 192
	Page 193
	Page 194
	Page 195
	Page 196
	Page 197
	Page 198
	Page 199
	Page 200
	Page 201
	Page 202
	Page 203
	Page 204
	Page 205
	Page 206
	Page 207
	Page 208
	Page 209
	Page 210
	Page 211
	Page 212
	Page 213
	Page 214
	Page 215
	Page 216
	Page 217
	Page 218
	Page 219
	Page 220
	Page 221
	Page 222
	Page 223
	Page 224
	Page 225
	Page 226
	Page 227
	Page 228
	Page 229
	Page 230

