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Jo05hn
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DE
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off the Master Caontrach rate extendsa to TEAL)
- June 3, 2027

June £,

NTE CLIN Toral -[PKH) |
{04 I

(Opticr Line Item}
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SECTION | — PRICING SCHEDULE

TOTAL PRICE

ESTIMATED UNIT TYPE
DESCRIPTION NUMBER OF OF UNIT PRICE
OF UNITS ISSUE FEE
Sarvice Lavel D (with Training [GHCY . ()]
OO05AD Option 2} NTE
Supplermantal Training Services
00009 {from Award tc June 3, 2014} NTE
Supplemantal Training Services «
10009 | Gptional - {June 4, 2014 to June NTE
3, 2015)
Custam Report Development
00011 {from Award te June 3, 2014) NTE
(0015 | Reimbursable Travel NTE
Software for Profile Management
00017 through Mass FEP
Uploading/Updating Functionality
{from Award to June 3, 2015}
40019 Supplemantal Customer Service - NTE
Enhangemenis
Supplemantal Customer Service -~
00019 Vahue Soureing NTE
Supplemantal Customer Sarvice -
Dedizated Tier 1 Support {Coreut
Site) (The Master Cantract rate is
b)4) IThe price in the TSA
10019 Unit Frice column reflects the NTE
discount off the Master Contract
rate extended to TSA.) Optional -
June 4, 2004 - June 3, 2015,

[GIEY

TOTAL PRICE

ESTIMATED UNIT TYPE
DESCRIPFTION NUMBER OF OF UNIT PRICE
OF UNITS ISSUE FEE
Supplemental Training Services | DX4) (b))
00029 {June 4, 2005 ta June 3, 2016} NTE
Supplemental Training Services
10025 {June 4, 2016 to June 3, 2017} NTE
Supplemental Training Services
20025 {June 4, 2017 to June 3, 2018} NTE
Supplemental Training Services
30023 {June 4, 2018 to June 3, 2019} NTE
00039 Supglemental Customgr NTE
Service — Venue Sourcing
Supplemental Customer
00039 Service - Dedicated Tier 1 NTE

oK)

11




Support (Concur Site) (The
Master Contract rate is
The price in the TSa
Unit Price column reflects the
discount off the Master
Contract rate extended to
TSA Mune 4, 2015 - Junea 3,
2016

Supplemental Customer
Service - Dedicated Tier 1
Support (Coneur Site) (The

Master Contract rate is
DA icei
10039 ﬁ The price in the TSA NTE

nit Price column reflects the
discount off the Master
Contract rate extended to
TSAY June 4, 2016 - June 3,
2017
Supplemental Customer
Service - Dedicated Tier 1
Support (Concur Site) [The
Master Contract rate is
The price in the TSA
Unit, Price column reflects the
discount off the Master
Contract rate extended to
TSA) June 4, 2017 - June 3,
2018
Supplemental Customer
Service - Dedicated Tier 1
Support (Concur Site) (The
Master Contract rate is
30039 @(E—. I The price in the TSA NTE
Unit Price colurnn reflects tha
discount off the Master
Contract rate extended to
TSAJune 4, 2018 - June 3,
2019

ey o) T

20039 NTE

ESTIMATE  UNIT  TYPE

DESCRIPTION D NUMBER OF OF UNIT PRICE TOTAL PRICE
OFUNITS  I5SUE FEE

00049 fmimfgfi't?i'félgfiﬁ'ﬁs o e |0 B
30009 | (i o June s, 20751 e

12




00059

Supplemental Custemer Service —
Varue Sourcing

Q0059

Supplemental Customer Service -
Dedicated Tier 1 Support (foncur
Sitel [The Master Contract rate s
The price in the TSA
Unit Price column reflects the
discount off the Master Contract:
rate extended to TSA June 4,
20149 - June 3, 2020

10059

Supplernental Customer Service -
Redicated Tier 1 Support (Congur
site) (The Master Contract rate is

{hi(4) The price in the TSA

Unit Price calumn reflects the
discount off the Master Contract.
rate extended to TSA.} June 4,
2020 - June 3, 2021

20059

Supplemantal Customer Service -
Dedicated Tier 1 Support (Concur
Site) [The Master Contract rate is
@(‘H II he price in the TSA
Unit Price column reflects the
discount off the Master Contract

rate extended to TSA) June 4,
2021- June 3, 2022

30059

Supplamantal Customer Sarvice -
Dedicated Tiar 1 Support (Concur
Site) [The Master Contract rate is
(B0 Fhe price in the TSA
Unit Price column reflects the
discount off the Master Contract
rate extended to TSA} June 4,

2022- June 3, 2023

(b4

NTE

®)4)

NTE

NTE

NTE

NTE

DESCRIPTION

ESTIMATED
NUMBER
OF UNITS

UNIT
OF
ISSUE

TYPE
aF
FEE

LINIT PRICE

{o)id)

TOTAL PRICE

(00069

Supplemental Tralning Services
{June 4, 2023 to June 3, 2024}

10069

Supplemental Training Services
{June 4, 2024 {0 June 3, 2025}

20069

Supplemantal Training Services
{June 4, 2025 to June 3, 2026}

30069

Supplamental Training Services
{June 4, 2026 to June 3, 2027}

00078

Supplemantal Customer
Service - Venue Sourcing

00079

Supplemantal Customer
Service - Redicatad Tier 1
Support {Concur Site) [The
Master Conlract rate is
4288.08. The price inthe TSA
LInit Price column reflects the

th)4)

NTE

NTE

NTE

NTE

NTE

NTE

(o))

{o)id)




discount off the Master bXH (i) (b))

Contract rate extended to
TSAMune 4, 2023 - lune 3,
2024

Supplemental Customer
Service - Dedicated Tier 1
Suppart (Concur Site) {The
Master Contract rate is
10079 XD the price in the TSA NTE
Unit Price column reflects the
discount off the Master
Contract rate extended to
TSADune 4, 2024 - Juna 3,
2025

Supplemantal Customer
Service - Dedicated Tier 1
Support (Concur Site) {The
Master Contract rate is
20079 |[Md4) The price in the TSA NTE
unit Erice column reflacts the
discount off the Master
Contract rate extended to TSA.)
June 4, 2025 - June 3, 2026

Supplemeantal Customer
Service - Dedicated Tier 1
Sugport {Concur Site) (The
Master Contract rate is
30079 [BIET__]The price in the T5A NTE
Unit Frice column reflects the
discount off the Master
Contract rate éxtended to T5A.)
Juné 4, 2026 - June 3, 2037

TOTAL VALUE OF TASK ORDER INCLUDRING OPTION FERIODS I $14,499,427.82

Period of Performance

The resulting Task Crder shall have a period of performance from date of award through the
hase perigd which ends an June 3, 2015, Thereafter, period of performance for each Base Year
and/or Option Periods shall be 36% days, which will be exercised at the unilateral option of the
Government in accordance with FAR 52.217-9,

Base Period: Date of Award - June 3, 2015
Option Period 1+ June 4, 2015 - June 3, 2019
DOption Period 2: June 4, 2019 - June 3, 2023
Qption Periad 3: June 4, 2023 - June 3, 2027
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SECTION Il — STATEMENT OF WORK
All requirermerits in Section C of Master Contract G$-33F-Y0026 and moditications thereafter
shall be applicable to this Task Qrder.

1) Background - General

The Transportation Security Administration (TSA) plans to award a Tailored Task Order that
includes line items identified under the Ganeral Services Administration’s (GSA) ETSZ Master
Contract with Concur Technologies, Inc. The task order award will result in the provision of an
end-to-end travel managemant service (as described herein and by the G5A Master Contract)
that is owned, hosted and operated via a secure web-portal environment by a commercial
vendor.

TSA's current electronic travel service (ETS1) will expire in November 2013, However, TSA plans
to extend services with the current vendor to allow sufficient time for migration to ET52. The
purpose of this procurement action and Request for Quote {RFQ) is to acguire follow-on service
and support necessary to transition fram ET51 and its vendors to Concur Technologies, Inc., the
newly contracted electronic travel service (ETS2) and its associated vendors.,

Specifically, TSA seeks the following:

« Continuity of service between ETS1 and ETS2

» An end-to-end travel managament system

» Online portal accessible from the internet and mabile devices

The ETS2 project is founded on the President’s E-Gov initiative and the related commitment to
employ the latest technology over the next fifteen vears to create a more efficient and effective
Federal Government trave| service, ETS2 is a collaborative, inter-agency initiative whose
purpose is ta realize operational effectiveness, cost savings and increased service to the Federal

traveler through a common automated and integrated approach to managing Federal
Government travel functions,

TSA's unigue requirements have been identified and are presentad within this RFCL TSA expects
an overall end-to-end solution that provides the “best-valug” for our specified requirements
during the contracted period of performance. The various functions of official travel and travel
management will be provided online using processes and procedures consistent with the
Federal Travel Regulations (FTR) and related policies. Travel functions will include, but may not
be limited ta, the following:

s Travel planning and cost estimating

» Travel creation and approval worktlow documentation

» Reservation and fulfillment services

» Filing, processing and workflow approval of travel claims

» Interfacing with TSA’s financial system for abligation and payment of travel expenses
» Interfacing with TSA's financial system far personnel profile information

» Reporting and data exchange
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The services rendered by Concur shall include, but may not be limited to:
» Federal travel processes and travel management expertise
*  Web-based reservation service
s Implementation and integration planning and support
» Travel workflow creaticn with protected user roles

s Customer suppart (including ETS2 functional and technical support for related
integration issues, as well as assistance with travel arrangements)

s Specialized and unigue TSA travel reguirements incorparated into this RFQ,

21 Agency Travel Environment and Other Information
A. Background: Current Travel Environmeant and E-Travel Service Information

Overview

TSA is a large, geographically disparsed agency that under the Aviation Transportation Security
Act (ATSA) currently adheres, with some exceptions, to the Federal Aviation Administration
Travel Policy (FAATP) and the Department of State Standardized Regulations {DSSR). Beginning
in fiscal year 2014, TSA expects to transition to the Federal Travel Regulations (FTR). TSA
currgntly uses FedTraveler, a Mewlett Packard {MP) application, as its ETS1 vendar, with CWT
SATO Travel as its embedded travel management center {TMC).

Current Travel Environment

TSA employs approximately 65,000 personnel within a structure of 19 Pragram Offices, 120
airport offices and 22 offices overseas. The Agency's mission requires that employees travel
locally and domaestically within the continental United States (CONLIS), outside of the
continental United States (QCONUS) and internationally to at least 132 countries within Narth
America, South America, Europe, Africa, Middle East and Asia.

Due to TS5A's mission, approximately 30 percent of T5A employees travel in any fiscal year, often
with minimal advanced notice and to multiple destinations within a single trip. Periodically, this
mission-related travel also involves complex arrangements requiring individual TMC assistance.

The agency does not allow travel advances.

During the ETS2 project, 65,000 £TS1 (FedTraveler) user profiles will need to be transferred to
the ET52 system with one or more workflow roles. Currently, TSA has the following designated
roles within FedTraveler:

s Traveler = 65,000

*  Alternate Preparer = 5,100

«  Approver = 2,500

*  Funds Certifier = 300

s local System Administrator = 1,400

o Global Systery Administrator = 100
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In fiscal year 2012, the Agency obligated approximately $1.93,000,000 for temporary duty travel;
approximately 21,000,000 of this amount was for international travel, This resulted in an
estimated 130,000 vouchers being processed. Of these, approximately 5,650 were for local
travel,

TSA utilizes a variety of travel types including: invitational, non-federal sponsored, long term,
blanket {limited and unlimited) and emergency travel. In fiscal year 2012, TSA issued
approximately 2,500 hlanket travel authorizations, TSA’s current business process relies heavily
an Alternate Preparers, TSA utilizes dynamic and conditional routing in specific circumstances
requiring special or higher level approval in both the authorization and vouchering processes,
Allowable billing payment methods for individual transaction and service fees will include the
employee Gavernment Travel Card (individually billed account {IBA)) or an agency Government
Travel Card (centrally billed account (CBA)). At present, TSA has approximately 28,000 active
IBA cards and 47 CBA cards. In fiscal year 2014, TSA will be transitioning to a new GSA Smart
Pay 2 vendor,

TSA also utilizes the services of a Travel Management Canter (TWME) for venue sourcing and
room hlock management. T5A deploys surge forces to support airpart screening operations
during emergencies, seasonal demands, or other circumnstances requiring additional staffing.
During fiscal year 2012, TSA deployed over 4,000 personne! in support of 145 events, The
number of persannel deployed per event ranges from 15 te 500, In 2012, 1,754 personnel were
deployed in support of security-related operational requirements, providing over 41,000 days of
support,

Current e-Travel Service Environment

As mentioned above, TSA currently uses FedTraveler as our ETS1 vendor, with CWT SATO Travel
as its embedded travel TMC, which utilizes “Get There” as the anline hooking engine {OBE) to
plan, reserve, and authorize travel. TSA's Core Accounting Systerm (CAS), of which Oracle
Federal Financials is a component, is hosted and serviced by the United States Coast Guard’s
Finance Center ({JSCG FINCEN). TSA expects to transition 1o a new financial system service
provider at some point during the task order; this new system is likely to be an Oracle Federal
Financials iteration,

TSA uses the National Finance Center (NFC) Payroll System as its payroll provider. NFC payrall
data is used to create traveler profiles for new employees and to automatically deactivate
profiles of separated employees.

B. Special Agency Travel Requirements

The contractor shall provide the following services and features indicated in accordance with
the requirements found in the GSA Master Contract:

1. Paper Tickets — CLIN 0003

TSA expects electronic ticketing as the default ticketing option for all commen carriers that
support the issuance of electronic tickets, However, TSA requires the timely delivery of
paper tickets to the traveler when an electronic ticket is not available, Charges for delivery
for paper tickets will be hilled to the same form of payment as the ticket, In fiscal year
2012, TSA procured eight (8) paper tickets,
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CBA Reconciliation — Priced Separately under Interface Development — CLIN 0013

Contractor shall deliver a manthly Credit Card Reconciliation Repart for each CBA ETS2 air
and rail ticket, lodging and fee transaction to each customer/cardholder. This report will be
delivered no earlier than the end of each hilling cycle and no later than five business days
after the billing cycle ends. This report shall follow formats offered to
commercial/corparate travel service customers, to include sufficient transactional detail
including but ot necessarily limited to: travel authorization number, traveler name, ticket
number, and debit/credit amount, and date of the transaction as necessary to properly
associate charges with tracked expénses by the Government. If the Contractor can provide
the above information via the travel authorization and voucher service {TAVS) application,
it would be preferred.

Software for Profile Management through Mass Uploading/Updating Functionality ~ CLIN
0017

I order to complete mass updates of travel profila information in the evert of 2
rearganization or other event requiring updates to many traveler protiles, TSA will purchase
the Contractor’s software far ETS2 profile management.

Contractor shall provide interface services under Custom Interface Development and
Interface Testing — CLIN 0013,

Contractor will perform data element mapping between TSA's legacy travel system,
ETS1/FedTraveler and their system, as outlined in GSA SOW C.8.6.

Per GSA SOW C.5.1.1, TSA will want to test any proposed changes, modifications or
upgrades as discussed in this section and in relation to the software development lifecycle
(5DLE) process. Testing includes but s ot limited to, testing of the contractor’s interface.

Contractor shall provide a single paint-of-cantact for implementation management wha
will wark with the agency transition manager and the: incumbent ETS1 Contractor as
neaded to coordinate a smooth transition. Meetings with contractor implementation
manager shall be no less than weekly during the implementation phase and no less than bi-
weekly after implementation,

Per GSASOW C.4.2.252 and C.11.2, TSA wants the ability to modify the Contractor’s
“"HELP” files,

In addition, the contractor shall provide other services as indicated throughout this RFQ.

(. Travel Vouchers

Temporary duty and local travel vouchers are currently processed using FedTraveler, After
completing travel or at predetermined time intervals for personnel on blanket travel
authorizations and long-term travel, the traveler prepares and submits a travel voucher which is
routed through the approval chain, The current system supports multiple trips on a single
voucher against a blanket travel authorization even if the employee makes multiple trips from
their permanent duty station, This allows for employees who travel frequently to voucher for a
period of time rather than vouchering for every trip. Additional informaticn regarding this
process can be found in Section (1l ETS2 Vendor Requirements. TSA does not currently offer
split disbursement to the travel card vendor, but will make this a requirement at a future time.
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I},  Agency Financial and Human Respurce Systems

TSA's goalis to leverage the current interface and staging table environments to the greatest
extent possible. (See Attachment C: Querview of Current Financial System Architecture.) TSA
understands that this may require services billable under Interface Development - CLIN 0013,

TSA currently uses the Core Accounting System (CAS) which is hosted at the United States Coast
Guard (USCG) Finance Center (FINCEN) for all financial transactions, including the posting of
travel authorizations and vouchers, FINCEN provides accounting and finance support, including
travel voucher and invoice payment services 1o TSA and is also responsible for managing and
maintaining the day-te-day financial systems maintenance/operations (for both production and
test environments).

A summary of the financial and payroll system requirements are provided in the following table:

System Vendor/ Environment | Database Interface

Name In House Needed

Oracle Federal Financials LSCE Unix Oracle Two-way
FINCEN Batch

National Finance Center {NFC) Ri-Weekly LSCaG Lnix Oracle One-way
Exarnination Analysis and Reporting (BEAR) FINCEN Batch

File/File Transfer Integrated (FT1) Human
Resaurce (HR) Interface Staging Table

Specific Systern Reguirements

1. Financial System {Qracle Federal Financials and feeder systems)

(a)

(b)

(d)

(&)

The Corntractor shall build a daily outhound bateh file interface for travel
authorizations/vouchers from ETS2 to CAS. The financial system batch files should be
delivered/received daily Based on normal business days. The batch files should be
sentfreceived In compliance with DHS network security requirements.

The Contractor shall data map ta a GELCO file format, a file format previously used by
BM's TESERV.

The Contractor shall provide a secure mechanism for transferring files. A virtual
private network (VPN) may be used to transfer these files. TSA/ FINCEN currently uses
a VPN to facilitate file transters tor FedTraveler. The Contracter is nat reguived to use
a VPN if an alternate is proposed. Services related to customizing the VPN may be
billed under CLIN 0010 — Supplemental Security Services.

The Contractor’s travel system shall provide a method for securing personally
identifiable information to include travelers’ social security numbers if used. If social
security numbers are not used by the Contractor’s travel system, the travel and
financial systems must provide a method for mapping a unique traveler identification
number (ID) {included in the travel system) to the traveler’s social security number in
the financial system in order to provide accurate reimbursements to travelers,

The Contractor shall provide a method of signifying that the final voucher associated
with a multi-trip and/or blanket travel authorization has heen submitted. The current
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(h)

(D)

system has a two-way batch file interface that receives a daily inbound batch file from
CAS with status updates and sends a status file to the travel system.

The Contractor will provide requirements gathering, data mapping, testing and script
development services for items, including but not lmited to: 1.(a) — 1.(e).

In the event of an over or under payment to the traveler, the current financial
interface is customized to either 1) generate a negative amount voucher amendment
in the travel system for an overpayment, which generates a transaction that
establishes a receivable in the financial system and triggers collection efforts; or 2)
provides a method allewing the traveler to submit additional vouchers if an
underpayment occurs.

The Contractor will des¢ribe Its standard data nUtput file and 1ts capability to support
interfaces ta TSA's financial systam and HR system. TSA requires the Contractor to
work with the USCH FINCEN, in accordance with DHS systern developmeant lifecycle
{SOLC), to support the development of an interface between the financial/HR systems
and the ETS2 system,

TSA will require the Contractor to provide TSA and USCG FINCEN with the technical
and standard data input/output requirements within 14 business days of the task
order award.

2. Human Resource/Payroll System (NFC BEAR File/FTI HR Staging Tabla)

(a)

(b)

(d)

(&)

faZ

The Contractor shall accept a bi-weekly inbound batch file for Federal employees and
traveler profile information,

The Contractar shall pravide a bi-weekly email confirmation that the file has been
received and the status of the data transfer,

The Contractar shall pravide a secure mechanisrm for transferring files. A virtual
private network (VEN) may be used to transfer these files, TSA/ FINCEN currently uses
a VPN to facilitate file transfers for FedTraveler, The Contractor is not required to use
a VPN if an altermate is proposed. Services related to customizing the VPN may be
billed under CLIN Q010 - Supplemental Security Services.

The Contractor will provide requirements gathering, data mapping, testing and script
development services for items, including but not I'mited to: 2.(a) — 2.(c).

The Contractar shall pravide a method far creating and deactivating other traveler
profiles for but not limited to: invitational travelers, contractors/auditors, emergency
travelers,

TSA will he migrating to a new financial system within the next three years., The contractor

will provide support to assist TSA in this transition. [t is expected that the ETS2 contractor
will be required to create a data interface for a future system that has not yet been
identified. This new financial system is likely to be an Oracle Federal Financials iteratian,

. Agency Security Information
Both the Agency and the ETS2 vendor will designate a Security Point of Contact after Task Order

awarcl.
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Interconnection Security Agreement

Interconnections hetween DHS and non-DHS IT systems shall be established only through
contralled interfaces and via approved service providers. The cantrolled interfaces shall be
accredited at the highest security level of information on the network, Cannections with
other Federal agencigs shall he documented based on interagency agreements;
memoranda of understanding/agreement, service level agreements ar interconnection
sarvice agreerneants,

Interconnection Security Agreements (15As) shall be reissued every three {3) years or
whenever any significant changes have been made to any of the interconnected systems.
15As shall be reviewed and updated as needed as a part of the annual Federal Informatian
Security Managéament Act [FISMA) self-assessment,

Data Stored/Processed at Contractor Site

Unless otherwise directed by TSA, any storage of data must be ¢ontained within the
resources allocated by the Cantractor to support TSA and may not he an systems that are
shared with other commercial or govarnment clients.

Security Policy

All services, hardware and/or software provided under this task order must be compliant
with DHS 43004 DHS Sensitive System Policy Directive, DHS 43004 Sensitive Systems
Handbook, TSA Management Directive (MD) 1400.3 Information Technology Security
Palicy, TSAIT Security Policy Handkoek and Technical Standards,

Rata Security

The Contractor shall be responsible for the security of: 1) all data that is generated by the
contractor an behalf of TSA, 2} TSA data transmitted by the contractor, and 3) TSA data
otherwise stored or processed by the contractor, regardless of who owns or cantrols the
underlying systems while that data is under the contractor’s control, All TSA data, including
but not limited to personally identifiable information (PIl), sensitive security information
{S51), sensitive but unclassified (SBU), and critical infrastructure information (ClI), shall be
protected according to DHS and TSA security policies and mandates.

Disposition of Government Resources

At the expiration of the contract, the contractor shall return all TSA information and IT
resources provided to the contractor during the contract, and provide a certification that all
assets containing or used to process TSA information have been sanitized in accordance
with the TSA MD 1400.3, TSA IT Security Policy Handoeok and Technical Standards. The
centractor shall certify in writing that sanitization or destruction has been performed.
Sanitation and destruction methods are outlined in the NIST Special Publication 800-88
Guidelines for Media Sanitization. The contractor shall email signed proof of sanitization 1o
the COR. [n addition, the contractor shall provide a master asset inventory list that reflects
all assets, government furnished equipment (GFE) or non-GFE that were used to progess
TSA information.
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F. Planned Agency Migration to ETS2

1.

Deployment (Migration) Schedule

TSA intends to award a task order to Concur Technologies, Inc., the selected GSAETS2
vendor by dpril 26, 2013. Itis anticipated that ETS2 deployment and implementation will
begin on Aprif 29, 2013 and will progress, as described below, through October 27, 2014,
TSA expects to migrate the entire agency all at once; TSA will complete a “hig bang”
implementation. TSA is interested ih compressing this timeling and targeting a Go-Live
date of May 1, 2014,

Standard Implementation

TSA anticipates that it will need Standard Implementation Services [Service Level D CLIN
0005AD) which includes, “Load of up to 120,000 user profiles, 72 training classes far each
user role, training delivery for at least 3,600 users {(minimum 1,440 classes), 18 months of
dedicated implementation support.”

The objective of Standard Implementation (CLIN D005AD) is to make ETS2 fully ready for
deployment throughout the TSA, The development of the Standard Implementation project
plan should not take longer than 30 days; the deployment of the ETS2 selution should be
cempleted no later than May 1, 2014. Standard Implementation is the process through
which TSA and the Contractor create and install the logistical apparatus necessary for use of
ETS2. These can include and may not be limited to: preparations for the online booking
enging; accommadation of the current TMC, if necessary; loading user profiles; preparing
training ¢lasses and providing just-in-time training as needed; and advertising and
marketing ETS2 and werking together 1o functionally review and develop financial and
human resources system interfaces.

Standard Implermentation Services shall ensure a smoaoth transition from TSA's current,
travel managernent service system and/for internal process to ETS2. During
implementation the Contractor shall;

(a) Work cooperatively with TSA and its incumbent travel management service
contractor, Hewlett Packard, to coordinate the implementation/transition schedule,

(b) Leverage exportable data from the incumbent travel management cantractor’s system
in mutually agreed upon formats(s),

() Transition pending travel reservations and/or tickets, if applicable, and

(d) Support TSA's travelers during the transition.

Training

TSA recognizes that systern training will be critical for a successful implementation. As part
of the Standard Implementation the contractor should develop and implement a training
plan that prepares TSA personnel 10 effectively utilize the system, It is estimated that
approximately 25,000 individuals will have active user profiles and will require training in
the various system roles. The training should be delivered in a phased approach with key
agency personnel being trained early in the process (60 days prior to Go-Live date) and the
arid users being trained with a just-in-time manner (30 days prior to Go-Live date). All
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training materials should be customized to reflect agency-specific configuration and travel
SCEnarios.

TSA has a broad variety of travelers and a highly diverse workforce spread throughout the
.S, and abroad, One of the principal goals of the training must be 1o make users self-
sufficient and capable of booking travel via the anline portal. The Contracter’s trainers will
need to have: 1) expert knowledge of the Cantractor travel management system user
functionality, 2} a basic understanding of the FTR and TSA&’s travel policies, and 3)
recognition af the diversity and capabilities of TSA’s employees. The training content, focus
and examples used must be directly applicable to TSA. The trainers must master TSA
vernacular, have a fundamental understanding of TSA's mission and organizational
structure.

While TSA is not directly linking the Contractor's performance to increases in the online
adaption rate, TSA expects that through training and help desk support, the online
acdoption rate will steadily improve over the course of this task order. TSA’s current ETS1
online adoption rate is 48%. Based on TSA's complexity of travel, TSA has an online
adoption rate goal of reaching at least 70% by 12 months after the Go-Live date.

TSA intends to have all training {except for the Cagnos Business Intelligence Software and
Reporting training) canducted via instructor-led training sessions delivered by webcast,
utilizing contractor facilities. Webkcast training will he recorded for future use by TSA, TSA
also requires computer-based, self-taught training sessions using online training topls. TSA
does not intend to have any instructor-led on-site classroom training other than the Cognos
Business Intelligence training.

T5A will require post-implementation training for new employees and/or current
employees who are assigned to a position that requires them to perform ETS2 processes
that they have not been previously trained to perform. TSA envisions this training will
primarily be accomplished through computer-based training and the use of previously
recorded webcast training. However, instructor-led webcast fraining sessions may be
required.

Below are specific training requiremeants for the Contractor:

(i) As part of the training plan the Contractor shall pravide:
(1)  Monthly report of training attendance for each user role.
(i) Results of training evaluation surveys.

{111) Training materials must reflect TSA business processes, practices, and system
contiguraticr,

(1v) Fees related to additional training customizations may be included i
Supplemental Training Services - CLIN 0009,

(h)  TSA will procure five Cognos training classes for six people each; feas for additional
classes should be preposed by the Contractor.



4. Help Desk and User Support

TSA requires a dedicated Tier One help desk, procured under Technical Help Desk Tier One
= CLIN 0012AA and subsequent aption period CLINs. The help desk shall provide services to
support users with functional and technical issues for all identified user roles.

T3A has a broad variety of travelers and a highly diverse workforce spread throughout the
1.S, and abroad, The Contractor's help desk staff will need to have 1) Expert knowledge of
the Contractor travel management system user functionality, 2) A basic understanding of
the FTR and TSA's travel policigs, and 3) Recognition of the diversity and capalilities of our
employers. The help desk staff must master TSA vernacular, have a fundamental
understanding of TSA"s mission and organizational structure,

The Cantractor shall recommend a staffing level during and after the implementation phase
based on their experience with businesses/agencies of TSA's size and complexity that will
ansure TSA receives appropriate customer respense times. TSA envisions one of the
principle roles of the help desk is to make ETS2 system users self-sufficient by providing
them how-1o instructions in the use of the system and in the creation and completion of
documents. Thus, as users become more self-sufficient in the use of the system it is
expected that the required help desk staffing level will be reduced.

G. Travel Management Center (TMC) Strategy

TSA plans to use Concur’s Embedded Travel Management Center (ETMC), ADTRAV, for
reservation and fulfillment: services. Concur shall provide online and agent-assisted support for
all aspects of afficial travel and travel managemeant with processes and pracedures consistent
with applicable travel regulations and pelicies, as well as transitional implementation and
ongoing account management services and training. TSA's current TMC services are provided by
FedTraveler's embedded TMC, CWT SATO Travel.

End-user profiles are now maintained in FedTraveler and will be imported into Concur's system
during implementation. Currently 48% of travel arrangements are completed through
FedTraveler’ online booking engine, GetThere, |n most cases domestic and foreign reservations
are not complex; however, travel within multi-segmented obscure regions throughout Eastern
Europe, Africa, Asia, India, and third world countries can be camplex and may require
international rate desk assistance, TSA also bas international travel that originates and
terminates outside the continental United States (OCONUS), TSA may have the need for Group
Travel arrangements, which will be booked using the embecddad TMC.

1. ETS2 Reservation and Fulfillment Services - CLIN (001

TSA reserves the right to exercise the option to precure additional series under CLIN 0001
and subsequent option year CLINs under this task order or to procure future TMC services
cutside the ETS2 contract, reguiring Concur to accommaodate the new TMC.

2

International Rate Desk — CLIN 0004

TSA will renuire international rate desk services, CLIN 004 and subsequent option year
CLINs. In FY12, TSA completed 2,002 international trips, however, not all of these
international trips required rate desk assistance. This number excludes the Federal Air
Marshal mission-related travel.
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Very Important Person (VIP) Travel Services -~ CLIN DA07AA

VIP/Executive Travel Agent Services — TSA will require enhanced reservation support for the
agency’s designated executive travelers. Currently there are 20 VIP/executive travelers
wha travel approximately 300 times per yvear.

Nonemergency After Hours TMC Service — CLIN QD08AA

TSA requires the services of travel representatives far nonemergency travel planning and
reservations outside of the Master Contract’s stated hours or on a 24 hour/365 day basis,

Issuance of Tickets for Security Testing at Alrport Terminals

The contractor must allow TSA to purchase approximately 30 airline tickets par month for
the purposes of conducting tests at various airpart terminals. This ingludes the ability for
TSA to select and ticket airline travel for a TSA employee {(covert traveler) to conduct tests
at an airport’s terminal. The TSA employee will not actually complete the travel so the
ticket must he refunded to TSA after the organization has completed its tests, Below is a
list of specific requirements:

(a) The contractor shall research airport checkpoint locations and alrline gates to assist
the TSA Special Operations team with testing logistics at targeted airports,

(h) The contractor shall make, issue, and refund airline tickets for testing.
() The contractor shall manage and utilize covert traveler information for test purposes.

(d) The contractor shall provide test leaders with ticket information for each test, to
include:

(i) Test flight and time

(i) Tester name (covert traveler)
(i11) Government Travel Card used
(iv) Record locators

{(vi Ticket price

(¢} The cost of tickets and fulfillment service fees will be charged to the testing unit’s
Centrally Billed Account (CBA).

Venue Sourcing and Room Black Management

The T3A National Deployment Office (NDQ) deploys Transportation Security Officers (T50s)
to support airport screening operatians during emergencies, seasonal demands, or other
circumnstances requiring more staffing resources than are regularly available. These TSA
employeas will travel from many different locations to one location, TSA NDQ currantly
completes this activity through the Travel Management Center (TMC).

The two raquired services are:

»  Venue Sourcing: Ability to research up to three hotels in one or more cities; conduct
hotel/room contract negotiations: and provide matrix reporting of results (does not
include negotiations/contracting for meeting space, audio visual, food, beverage or
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transportation).

»  Room Block Management; Management of lodging accommodations for incoming
and/or outgoing travelers for new and/or existing reservations.

Venue Sourcing Details

(a) TSA will initiate Venue Sourcing work by sending the Contractor an email with the
details of the travel, If it is emergency travel, TSA will follow up with a phone call and
confirm the arrangements, in writing, within five (5) business days.

(b) Research is required if/when TSA has not deployed te a ¢ity within three (3) months of
a deployment request.

() If a deployment request Is submitted for a location used within three (3) months of
the date of the request, research is not required and the contractor will provide the
results of the previous research,

(d) The contractor will negotiate with hatel properties to secure the lowest possible room
rate that is equal to or less than per diem as established by the Government.

() After the selection of a hatel property by TSA, the cantractar will provide the hotel
with information regarding the form of payment, the tax exemption form, and any
other documents required to secure lodging accommaodations.

() The contractor must provide the results of the reguest in a format similar to but not
limited to Attachment A; Venue Room Sourcing Report.

(g} For non-emergency situations, the results of this search must be provided 1o TSA on ar
befare the fifth {5th) business day following the date of the request.

(h) For emergency situations, results must be provided on or before the sixth {6th) hour
following the request without regard to time of day.

(i) Inemergency and/or high valume deployments, the contractor must be able to
adeguately support deployments for increased staffing,

(i) The contractor must maintain results of venue sourcing requests for 12 months after
the date they were received hy TSA,

(k) support for Emergency Venue Sourcing requests will need to be available 24
hours/day, 7 days per week; requests will need to be addressed immediately (within
six (6) hours or less of receiving the request) regardless of time of day,

(1) All Venue Sourcing reguests will be in accordance with Federal Acquisition Regulation
(FAR) 31.205-51 {expenses for alcohalic beverages are unallowable),

Room 8lock Management Details

(4) The contractor must ensure that a sufficient number of rooms are reserved for the
numher of officers deployed,
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H.

(<)

()

()

(g)

The contractor must pravide rogming lists to the hotel (TSA will provide spreadsheet
list when 10 or maore TSA travelers are deploying to the sane location); please see
Attachment B: Room Block Report for a sample,

The contractor must provide the form of payment, tax-exempt form, and other
documents required to secure lodging.

To minimize room charges, the contractor must monitor room usage as travelers leave
or cancel, and advise the hotel of changes.

The contractor must provide Excel spreadsheets showing traveler information and
related lodging charges,

The contractor must ensure that Room Black Management fees are charged one time,
per person, upon deployment into the location,

The contractar must notify the hotel to send an invoice to the requesting Program
Qffice to facilitate recongiliation of the Centrally Billed Account (CBA},

TMC Reports

T34 will require numerous manthly TMC reports to be delivered electronically, no later
than ten {10) business days after the end of the previous month, The actual report farmats
and data fields will be determined during implemeantation,

(a)

(b)

(©)

(d)

(e)

(f)

(g)

Premiuni Class Transportation - Listing of premium ¢lass transportation
accommaodations procured at Government expanse; to include the name of the
traveler, reason code, itinerary, and cast.

Contract City Pair (CCP) Exception Reparting — Listing of travelers whe did not select
an available CCP fare to include itinerary, reason code for nonuse, cost, and CCP fare
cost.

Non-Refundable Tickets - Listing of nan-refundable tickets purchased to include name
of traveler, itingrary, and cost,

Lnused Non-Refundahble Tickets — Current listing of unused non-refundable tickets to
include narne of traveler, carrier, original value, penalty/exchange fee, remaining
value and expiration date.

Fly Amarica Act (Exception Reporting) — Listing of travelers who used a foreign air
carrier to include name of traveler, reason code, itinerary and cast.

Agent Assisted Call Report — Listing of travelers calling the TMC to include data on type
of call {i.e. routine, after hours or emergency), date, time, duration, and fees,

VIP Services — Listing of travelers, date, time, duration and fees,

Supplemental Services

Supplemental Training Services -~ CLIN Q009

As discussed in Section F.3,, Training,
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3)

=

(a) TSA intends to customize computer-hased training courses.
(b) T5A will require post-implementation training.
Custom Report Development — CLIN Q011

(a) The Contractor shall assist in the creation of custom reports and the medification of
standard reports to meet TSA's operational and analytical reporting requirements.

{1)  In addition to the fields listed in GSA SOW Attachment 14, TSA requires a field
that delineates between domestic and international travel based on the
traveler's destination to facilitate external data call requests,

(b) The system must continucusly allow the Government to add and delete access to
data.

(€) The ETS2 shall have the ability to provide the reports in commanly available file
formats such as MS Word (.doc), Excel (.xls), Adobe Acrobat [.pdf), MS Access (acedb)
and comma delimited {.csv),

Technical Help Desk Tier Gne ~ CLIN J012AA
Below are specific Contractor requirements:
In addition to the help desk staffing requirement, TSA reguires the following:

(a) Contractor help desk staff must attend a one-day live in-person training session on
T5A husiness processes, arganizatianal overview, and T5A travel palicy,

(b) Help desk staff must work off-site.

(©) Arepart detailing call, email, and live chat metrics shall he provided to TSAon a
maonthly basis. Metrics will be determined upon task order award.

Supplemental Customer Service — CLIN 0019
TSA will be purchasing supplemental customer service to assist with the following areas:
s Implementation support for communications and change management needs

* Transition support, working with the ETS1 vendor and FINCEN to ensure smooth
transition

*  Assistance with mass uploading and validation of accounting codes {Section 11LA.1.2)

ETS2 Vendor Requirements
Master GSA Contract End-to-End ET52 and Support
TSA FreCheck Program Requirements (Government-Wide)

(a) Known Traveler Number (KTN) should be included in the passenger’s itinerary and
carried 1o the boarding pass.

System Workflow Capabilities:

(a) Administration Substantiality
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{1} Itis essential that the Contractar's system maintain a detailed record of all
canfiguration changes.

(b) Scope of Permissions
{1) Granting Access and Rights to the System

The system should maintain a detailed recard of access granted to all users and
the roles assigrned. The record should at a minimum indicated the access and
rights granted; to whoam they were granted; who granted them; and the date and
time they were granted.

{11} User Profile Information and Elexibilities

The system should provide for user accounts and traveler profile information to
be uploaded through the HR one-way interface (details are provided in Section D,
Agency Financial and Human Rescurce Systems and below under Interfaces),

{(iil) Deactivation of User Accounts

The system should support the automated deactivation of user accounts based
on data uploaded threugh the HR one-way interface {details are provided in
Saction 0. Agency Financial and Human Resource Systems and below under
Interfaces).

(iv) User profile information is required to be uploaded through the HR ane-way
interface (details are provided in Section D, Agency Financial and Human
Resource Systems and below under Interfaces).

(c) Accounting Codes

The contractor's system should be able to support the approximately 7,500 lines of
accounting used to track travel expenditures.

(1) Mass Upload — T5A requires the contractor to assist with the uploading of new
accounting codes (lines of accounting) to the travel system at the end of gach
fiscal year {September 1"} in preparation of the new fiscal year (October 1%).

(1) Validation — TSA requires that the gontractor’s system provide a way to validate
that account codes added in preparation for a new fiscal year are complete and
accurate, TSA currently validates the accounting codes sent for autharizations
and vauchers in a Staging Table before they transfer into the financial system.

{(ii1) Configuration — The contractor shall assist linking the line of accounting
automatically to designated individual(s) that will certify the funds.

(iv) Moadification = The contractor shall assist with modifying or adding new account
codes to the travel systern throughout the year,
3. Authorizations and Vouchering
(a) No-Cost Travel Authorizations

The system should support "no-cost™ travel authorizations, which allow a single travel
order to be created at the beginning of the quarter or fiscal year with a 50.00 cost or
funded amount, Once this authorization is approved, the system allows the traveler
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(b]

()

(d)

(e)

to create multiple vouchers against the autharization. This system should not require
any additional sub-authorizations to be created before allowing the vouchers to be
processerd. TSA processer approximately 2,500 “no-cost” travel authorizations in FY
2002,

Multiple Trips an a Single Voucher

The system should support multiple trins an a single voucher filed against an opan
blanket travel authorization to allow employees who travel frequently to voucher for
a period of time rather than vouchering for each trip, This functionality is critical in
order for T5A to ensure mission success and to #ase the administrative burden on
travelers, approving officials and administrative staff.

When performing mission related travel, the Federal Air Marshals (FAMs] travel under
a Limited Open Travel Authorization {LOTA), also known as a blanket travel
authorization. Due to the sheer volume of mission related travel, submitting a travel
voucher for each trip is neither practical nor an efficient use of TSA resources. See
Attachment D: Business Reguirements for Multi-Trip Vouchers for additional
background information explaining the business reasons and travel vouchering
process for the submission of multiple trip vouchers.,

Cancur is reguested to provide an estimate of the cost and time required to develop
this fungtionality and any associated cost of modifying and testing the financial
interface if required.

Allocation of Per Diem

The system should be configurable to automatically allocate costs to default lines of
accounting when domestic and fareign travel is claimed on the same voucher,

Mass or Automatic De-obligation of Travel Funds

The system shall support mass or automatic de-obligation of travel funds based on
agency-specific criteria, The travel system shall transmit “final” or closing notification
to the financial systerm so that residual travel funds are released or de-obligated,

Customization of Purpose Codes

TSA hias a requirement to add and track additional travel “purpose” codes as subsets of
the travel purpose codes identified in the GSA Solicitation, Attackiment 10,

Interfaces

(a)

Current Integration Reguirement

{1} Financial System - TSA has an interface thal generates and processes
authorizations and vouchers electronically via a feeder system into Oracle
Federal Financials, a component of the CAS or TSA's financial systern. This
interface exchanges travel authorization, travel expense, negative voucher and
standard voucher information. If ETS2 requires information from TSA's financial
systet, TSA requires that the Contractor provide information un functionality
and interface specifications of ETS2, The Contractor will need to work with USCS
FINCEN in accordance with DHS system development lifecycle (SDLC) to develop,
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2.

test and implement this requirement. See Section D, Agency Financial and
Human Resource Systems far more information.

(11) Human Resource System — TSA uses a File Transfer Integrated {FTI) Human
Resources (HR) Interface Records staging table that receives a Bi-weekly
Examination Analysis and Reparting (BEAR) file from NFC that include all TSA
payroll data, The Contractor is required to provide information to the USCG
FINCEN ¢n functionality and interface specifications of ETS2 for the travel profile
and federal employes infarmation. The Contractor will need 1o work with USCG
FINCEN in accordance with DHS system development lifecycle (SDLC) to develop,
test and implerment this reguirement.

(h) The Contractor shall provide a finalized requirements and scope 90 days after task
order award.

(¢) The Contractor shall provide milestone plan for report(s) development and delivery 30
days after contract award.

(d) Future Modernization Requiremerit

As mentioned in Section D, Agency Financial and Human Resource Systerns, TSA will be

mlernizing the current financial system over the next three yvears and 'n the future

would like Lo have the travel system fully integrated into the financial system with real-

time online posting of travel autharizations, vouchers, and payment to the general
ledger. These requirements are dependent on the new financial system’s ability to
provide such services.

Task Qrder Deliverables
In addition to the deliverables identified in the Master Contract to be delivered to ordering
agencies, the Agency would like the Contractor to deliver:

# | Deliverable Due Date Deliverable Deliverable | Reference (specify
Recipient Format Contract Data
tinclude Reguirements List
contact (CDRL),
information} attachments, etc.)

Venye 5 business days TSACOR and | MS Excel Attachment A
Sourcing after the request or | requesting
Selection 6 hours after the TSA Program

request in
emergency
situations

Dffice
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Deliverable Due Date Deliverable Deliverable | Reference (specify
Recipient Format Contract Data
(include Requirements List
contact (CDRL),
information) attachments, ete.)
Venue Bi-weekly TSA COR and | MS Word
Sourcing requeasting
Status Report TSA Program
Office
Wtilizing
venue
sourcing
Room Block Maonthly and/or 5 TSACOR and | MS Excel Attachment B
Management | business days after | requesting
Status Report | room block TSA Program
management Dffice
services ina
deployment
location end
Functional Within 14 days of TSA COR Any format
and technical | contract award capable of
overview of providing
ETS2 pverview
Techpical and | Within 14 days of TSA COR Any format
standard data | contract award capable of
input/eutput meeting
specifications requireme
nt
Finalized 90 days after TSA COR Any format
requirements | cantract award capable of
and scope meeting
document requireme
nt
Milestone 30 days after TSA MS Project
plan for contract award
integration
and interface
development
Areport Monthly, on or TSA COR and | Any format
detailing call, | about the 10" of TSA Program | capable of
email and live | the month following | Manager meeting
chat metrics requireme
nt
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*Final deliverable schedule to he determined once praject plan and timeline are estahlished
during Government/contractor meetings.

3.

Support of Agency Migration to ETS2

Given the information provided in this RFQ, the Contractor will describe the type and level of
services they will provide to fully implement its ETS2 solution within the Agency by May 1, 2014,
The Agency hereby requests that the contractor discuss in their response how the contractor
will integrate “Lessons Learned” regarding implementation of other ETS2 services.

This discussion shall include, but may not be limited to.

The anticipated schedule for a “kick off” meeting

Development and delivery of the Implementation Plan that addresses and includes:

o Risks and risk mitigation

o Intercannectivity Agreement develapment and review by GSA as well as the MOLU
with the Agency

Key personnel assigned to the Agency

Training - The contractor shall provide:

o Sample Training Guides or User Help items

o Examples of trainer qualifications and other past performance items

o How the training will facilitate online booking and fulfillment

Interfaces

Change Managerment Support

Communication Support

1) SERVICE LEVEL AGREEMENTS
The following Service Level Agreements are anticipated:
Desired Required Performuance Acceptable Quality incentives/
Qutcomes Services Stondards Quolity Level Assurance Disincentives
(Completeness, Cost, {AQL) Surveillance
Reliability, Accuracy, | {Deviation from Plan (QASP)
Timeliness, Quaiity) Performance Manitorirg
Standard) Method
Implementation | Execute/ All required Ne deviation Review of Nene
ETS2 meets and | perform all | milastones and without COR manthly status
complies with required deliverables will be approval. report, vendor
defined tasks achiavad within SLA
requirements, is | according | agreed-on schedule performance
effectively to agency | asspecifiedin Project metrics angd
managed and is | task $chedule, Task Order, CQuarterly
fully functional. | orders. Implementation Program
Plans and/or Agency Reviews,
Migration Plans.




Degired Required Performance Acceptable Quuality Incentives/
Dutcomes Services Standards Quuality Level Assurance Disincentives
{Completeness, Cost, {AQL) Surveillance
Refiahility, Accuracy, | (Deviation from | Plon (QASP)
Timeliness, Quality) Performance Monitoring
Standard) Method
Interfaces Gevelap All ETS2 interfaces All identified Review of None
ETS2 data is of and shall be developed interface agency feedback
high quality and | maintain and maintained such | deficiencies on data guality
is fully interfaces that there is no loss shall be and monthly
integrated with | between n data accuracy or corrected status report
business ETS2 and completeness, within agreed- | and
systems. appropriat | achieved on budget on timeframes | perfoarmance
& agency and schedule as with no data rnetrics.
systems. specified in corruption.
Integration
Agresment antd
specification
documents.
Training Effective 8% of all instructor- | 70% of staff uses| COR review of Neone
Custgmer needs | instructar- | led training courses online self- monthly status
and led and during service as report, vendor
requirements computer- | implementation held | measured in the| SLA
are leveraged to | based as scheduled. twelve months | performance
the maximum training following metrics and
extant possible | fully Agency-administered | implementation. Quarterly
to support prepares survey results Program
program agency indicate an 80% Reviews.
outcomes and personnel | rating of the training
goals, touse as "good.”
online self-
service,
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SECTION Il — SUPPLEMENTANL CLAUSES

The terms and conditions of the GSA Master Contract are hereby incorporated into this RFG and
will be incorporated into any resulting Task Order. The following clauses are hereby added to
the task order. In the event that any of these clauses conflict with the GSA Federal Supply
Schedule contract, the Federal Supply Schedule shall take precedence,

52.232-18 AVAILABILITY OF FUNDS (APR 1984)

Funds are not presantly available for this contract. The Government’s obligation under this
contract is contingent upon the availability of appropriated funds from which payment for
cantract purposes can be made. No legal liability on the part of the Government for any
payment may arise until funds are made available to the Contracting Officer for this contract
and until the Contractor receives notice of such availability, to be confirmed in writing by the
Contracting Officer.

G, 5200.243.001 CONTRACTING QFFICER (CO)

The Contracting Officer is the only person authorized to make any changes, approve any
changes in the requirerments of this contract, issue orders, obligate funds and authorize the
expenditure of funds, and notwithstanding any term contained elsewhere in this contract, such
autharity remains vested solely in the Contracting Officer. {For further information, the
Contracting Officer is a federal government employee who is specifically authorized and
appeinted in writing under specified agency procedures and granted the authority to enter intg,
admipister, and/or terminate contracts and make related determinations and findings,) In the
event, the Contractor makes any changes at the direction of any person other than the
Contracting Officer, the change will be considered to have been without autharity and no
adjustment will be made in the contract price to cover any increase in costs incurred as a result
thereof.

The following Primary Contracting Officer is assigned 10 this contract. Alternate Contracting
Dfficers may be assigned:

TSA Contracting Officer:

NAME: Isabel Roman-Cogswell

PHONE NUMBER: 571-227{E10 |
EMAIL{ERS N

G.5200, 242.001 CONTRACTING QFFICER'S REPRESENTATIVE (COR) AND TECHNICAL
MONITORS

1. The principle role of the COR is to support the Contracting Officer in managing the contract.
This is done through furnishing technical direction within the confines of the contract,
monitoring performance, ensuring requirements are met within the terms of the contract, and
maintaining a strong relationship with the Cantracting Gificer. As a team the Contracting Officer
and COR must ensure that program requirements are clearly communicated and that the
agreement is performed to meet them. The principle role of the Technical Monitor (TM) is to
suppoart the COR on all work orders, tasks, deliverables and actions that require Immediate
attention relating to the approved scope and obligated funding of the contract action.
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2. The Cantracting Officer hereby designates the individual(s) named below as the Contracting
Officer's Representative(s) and Technical Monitor{s). Such designations(s) shall specify the
scope and limitations of the authority so delegated.

TSA CORs:

NAME: My Nguyen v
PHONE NUMBER: 571m22?-
EMAIL; |{b){5) |

3. The COR{s] and TM({s) may be changed at any time by the Government without prior notice
ta the Contractor, but natification of the ¢change, including the name and phone number of the
successor COR, will be promptly provided to the Contractor by the Contracting Officer in writing.

4, The responsibilities and limitations of the COR are as follows:

* The COR is responsible for the technical aspects of the project and technical liaison with the
Contractor. The COR is also respensible for the final ingpection and acceptance of all reports
and such other responsibilities as may be specified in the contract,

¢ The COR may designate assistant COR(s) to act for him/her by naming such assistant in
writing and transmitting a copy of such designation through the Contracting Officer to the
Contractor.

s The COR will maintain communications with the Confractor and the Contracting Officer. The
COR must report any observed fraud, waste, or opportunities to improve performance of
cost efficiency to the Contracting Officer.

»  The COR willimmediately alert the Contracting Officer 1o any possible Contractor
deficiencies or questionable practices sa that corrections can be made before the problems
become significant,

* The COR is not authorized to make any commitments or otherwise obligate the Government
or authorize any changes which affect the contract’s price, terms or conditions. Any
Contractor request for changes shall be referred to the Contracting Officer directly or
through the COR, No such changes shall be made without the expressed prior authorization
of the Contracting Officer,

s The COR is not autharized to direct the Contractor on how to perform the work.

s The COR is not authorized ta issue stop-work orders. The COR may recommend the
authorization by the Contracting Officer to Issue a stop work order, but the Contracting
Officer is the only official autharized to issue such order.

¢  The COR is not autharized to discuss new proposed efforts or encourage the Contractor to
perform additional efforts on an existing contract or order.

5. The responsihilities and [imitatians of the TM are as follows:

Coordinating with the COR on all work orders, task, deliverables and actions that require
immediate attention relating to the approved scope and obligated funding of the contract
action.

«  Monitoring the Contractor's perfarmance in relation to the technical requirements of the
assigned functional area of the contract to ensure that the Contractor’s performance is
strictly within the contract’s scope and obligated funding.

¢ Ensuring that all recommended changes in any work under the contract are coordinated and
submitted in writing te the COR for consideration,

o |nforming the COR if the Contractor is not meeting performance, cost, schedule milestones,
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s Performing technical reviews of the Contractor's propesals as directed hy the COR,

v Performing acceptance of the Contractor’s deliverables as directed by the COR.

«  Reporting any threats to the health and safety of persens or potential for damage to
Gavernment property or ¢ritical national infrastructure which may result from the
Contractor’s performance or failure to perform the cantract’s requirements.

G.4202.242.002 “SUBMISSION OF INVOICES - Commercial”

{a) Background: The Transportation Security Administration (TSA) partners with the United
States Coast Guard Finance Canter for financial services In support of TSA operations, including
the payment of contractor invoices. Therefore, all contractor invaices must be submitted to,
and will be paid by, the U.S5. Coast Guard Finance Center {(FinCen).

(b) Invoice Submission Method: [pvoices may be submitted via facsimile, LS, Mail, or
email. Contractors shall utilize ONLY ONE method per invoice submission. The submission
information for each of the methods is as follows in arder of preference:

1) Facsimile number is: 757-413-7314
The facsimile number listed above shall be used by contractors for ORIGINAL invoice
submission only, [If facsimile submission is utilized, contractors shall not submit hard
copies of invoices via the U.5. mail. ILis the responsibility of the contractor to verify that
invoices are recelved, regardless of the method of submission used, Contractors may
inguire regarding the receipt of invoices by contacting the LS. Coast Guard Finance
Center via the methads listad in subparagraph (d) of this clause.

2) LS. Mail:
United States Coast Guard Finance Center
TSA Commercial Invoices
P.O. Box 4111
Chesapeake, VA 233274111

3} Ernail Invoices:
FIN-SMB-TSAInvoices@uscg.mil o www fincen.usog. mil

(¢} Invoice Process: Upon receipt of contractor Invoices, FinCen will electronically route
invoices to the appropriate TSA Contracting Officer’s Technical Represantative and/or
Contracting Officer for review and approval, Upon approval, the TSA will electronically route
the invoices back to FinCen. Upon receipt of certified invoices from an Authorized Certifying
Official, FinCen will initiate payment of the invoices.

Note for discounts offered:

Discounts on invoices. |f desired, the Contractor should offer discounts directly upan the
invoice submitted, clearly specifying the terms of the discount, Contractors can structure
discaunted amounts for payment far any time period less than the usual thirty day payment
period specified under Promipt Payment requirements; however the Contractor should not
structure terms for payment of net amounts invaiced any sooner than the standard period
required under FAR Subpart 32.9 regarding prompt payments for the specified deliverables
under contract,
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Discounts offerad after invaice submission, If the Contractor should wish 1o offer a discount on
a specific invoice after its submission for payrent, the Contractor should submit a letter to the
Finance Center identifying the specific invoice for which a discount is offered and speacify the
exact terms of the discount affered and what time period the Government should make
payment by in order to receive the discount. The Contractor should clearly indicate the contract
number, invoice number and date, and the specific terms of the discount offered. Contractors
should nat structure terms for net amount payments any sooner than the standard period
required under FAR Subpart 32.9 regarding prompt payments for the specified dalivarables
ungder contract.

(d) Payment Status: Contractors may inquire on the paymeant status of an invoice by any of
the following means:

(1) Via the internet: https://www fincen.uscg.mil
Contacting the FinCen Customer Service Section via telephone at 1-800-564-5504 or
(757) 523-6840 (Voice Option #1). The hours of operation for the Customer Service line
are 8:00 AM to 5:00 PM Eastern Time, Monday through Friday. However, the Customer
Service line has a voice-rall feature that is available 24 hours per day, 7 days per week,

(2)Via the Payment Inquiry Form: https://www.fincen.uscg.mil/secure/payment.htm

(€) Invoice Elements: Invoices will automatically be rejected if the information required in
subparagraph (a)(2) of the Prompt Payment Clause, contained in this Section of the Contract,
including EFT banking information, Taxpayer dentification Number {TIN}), and DUNS number are
not included in the invoice. All invoices must clearly correlate invoiced amounts to the
corresponding contract line item number and funding citation. The Cantractar shall work with
the Government to mutually refine the format, content and method of delivery for all invoice
submissians doring the performance of the Contract.

(f) Supplemental Invoice Documentation: Contractors shall submit all supplemental invoice
documentation (e.g. copies of subcontractor invoices, travel vouchers, etc) necessary Lo approve
an invoice along with the original invoice. The Contractar Invoicg must contain the information
stated in the Prompt Payment Clause in order to be received and processed by FinCen.
Supplemental invoice documentation reguired for review and approval of invoices may, at the
written direction of the Contracting Officer, be submitted directly to efther the Contracting
Officer, ar the Cantracting Officer’s Technical Reprasentative. Note far “time-and-material”
type contracts: The Contractor must submit the following statement with each invoice for labor
hours invoiced under a “ime-and-materials” type contract, order, or contract line item: "“The
Centractor hereby certifies in accordance with paragraph {c) of FAR 52.232-7, that each labor
hour has been performed by an employee {prime or subcontractor) who meets the contract’s
specified requirements for the labor category nvaiced.”

(g) Additional Invoice Preparation Instructians for Software Development and/or Hardware.
The Contracter shall clearly include a separate breakdown (by CLIN) for any software
development activities (labor costs, subcontractor casts, etc) in accordance with Federal
Accounting Standards Advisory Board Statement of Federal Financial A¢counting Standards
Number 10 (Preliminary design costs, Development costs and post implementation costs) and

33



cite payment terms, The contractor shall provide make and model descriptions as well as serial
numbers for purchases of hardware and software (where applicable.)

(h) Frequency of Inveice Submission: Monthly submission for prior month approved
services.

I5A SPECIAL CONTRACT REQUIREMENTS {February 2012}

H. 5200.231.001 TRAVEL AND PER DIEM
The Cantractor shall be reimbursad for travel costs assaciated with this contract. The
reimbursement for those costs shall be as follows:

¢ Travel subsistence reimbursements will be authorized under the rates and conditions
under the Federal Travel Regulations.

*  Perdiem will be reimbursed, at actual costs, not to exceed, the per diem rates set forth
in the Federal Travel Regulations prescribad by General Services Administration and
when applicable, Standardized Regulatians Section 925 — Maximum Travel Per Diem
Allowances for Foreign Areas - prescribed by the Department of State.

s Travel of more than 10 hours, hut less than 24 hours, when no lodging is required, per
diem shall be one-half of the Meals and Incidental Expenses {M&IEL) rate applicable to
the locations of temporary duty assignment. If more than one temporary duty point is
involved, the allowance of one-half of the M&IE rate is prescribed for the location
where the majority of the time is spent performing official business. The per diem
allowance shall not be allowed when the period of official travel is 10 hours or less
during the same calendar day.

»  Airfare costs in excess of the lowest rate available, offered during normal business hours
are not reimbursable.

» All reimbursable Contractor travel shall be authorized through the issuance of a task
order executed by the Contracting Officer,

Local Travel Costs will not be reimbursed under the following circumstances:

» Travel at Government installations where Government transportation is available

+ Travel performed for personal convenienceferrands, including commuting to and from
work; and

»  Travel costs incurred in the replacement of personnel when such replacement is
atcomplished for the Cantractar's ar employee’s canvenience,

H.5200.224.001 DISCLOSURE QF INFORMATION

Information furnished by the Cantractar under this contract may he suhject to disclosure under
the Freedom of Information Act (FOIA). Therefore, all itemns that are confidential to business, or
contain trade secrets, proprietary, or personally-identifiable information must be clearly
marked.

Any information made available to the Contractor by the Government must be used only for the
purpase of carrying out the requirements of this contract and must net be divulged or made
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known in any manner tQ any person except as may be necessary In the performance of the
contract.

In performance of this contract, the Contractor assumes respensibility for protection of the
confidentiality of Government records and information and must ensure that all work
performed by its Subcontractor(s) shall be under the supervision of the Contractor or the
Contractor’s emplayees,

H.5200.205.001 PUBLICITY AND DRISSEMINATION OF CONTRACT INFORMATION

Publicity releases or commercial advertising in connection with or refarring to this contract or
effort shall not be made by the Contractor unless prior written approval has been received from
the Contracting Officer,

The Contractor shall not publish, permit to be published, or distribute for public consumption,
any information, oral or written, concarning the results or conclusions made pursuant to the
performance of this contract, without the prior written consent of the Contracting Officer. Two
copies of any material proposed to he published or distributed shall be submitted to the
Contracting Officer.

A minimum of five full business days' notice is required for requests made in accordance with
this provision.

H.5200.244.001 INTERRELATIONSHIP QOF ASSOCIATE CONTRACTORS

The TSA may enter into contractual agreements with other Contractors (i.e., “Associate
Contractors”) in order to fulfill requirements separate from the waork to he performed under this
contract, yet having a relationship to performance under this contract. It is expected that
contractors working under T5A contracts will have to work together under certain conditions in
arder to achieve a cammon solution for TSA. The Contractor may be required to coordinate
with other such Contractor(s) through the cognizant Contracting Dfficer (C0) and/or designated
representative in providing suitable, non-conflicting technical and/er management interface and
in avoidance of duplication of effort. Information on deliverables provided under separate
contracts may, at the discretion of the TSA and/or other Government agencies, be provided 1o
such ather Contractor(s) for the purpose af such waork.

Where the Contractor and an associate Contractor fail Lo agree upon action Lo be taken in
conngction with their respective respansibilities, each Contractor shall promptly bring the
matters to the attention of the cognizant CO and furnish the Contractor's recommendations for
a selution. The Contractor shall not be relieved of its obligations to make timely deliveries or he
entitled to any other adjustment hecause of failure of the Contractor and its associate to
promptly refer matters to the CO or because of failure to Implement CO directions.

Where the Contractor and Associate Contractors are required to collaborate to deliver a service;
the Government will designate, in writing and priar to the definition of the task, to both
Contractors, a *lead Contractor” for the project. In these cases the Associate Contractors shall
alse be contractually required to coordinate and collaborate with the Contractor. TSA will
facilitate the mutual execution of Non-Disclosure Agreements,
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Compliance with this Special Contract Reguirement is included Tn the contract price and shall
not be a basis for equitable adjustrment.

H.5200.237.001 NON-PERSONAL SERVICES

“Personal services” are those in which contracter personnel would appear to be, in effect,
Government employees via the direct supervision and oversight by Governmeant employees. No
personal services shall be performed under this contract. No Contractor employee will be
directly supervised by a Government employea. All individual Contractor employee
assignments, and daily work direction, shall ba given by the applicable employee supervisor of
the Contractor, If the Contractor believes any Government action ar communication has been
given that would create a personal services relationship between the Government and any
Contractor employee, the Contractar shall pramptly notify the Contracting Officer of this
communication or action,

The Contractor shall not perfarm any inherently Governmental actions as defined by FAR
7.500. No Contractor employee shall held hint or herself out to be a Government employee,
agent, or representative. No Contractor employee shall state orally or in writing at any time
that he or she is acting on behalf of the Government. In all communications in connection with
this contract, Contractor employvees shall identify themselves as Contractor employees and
specify the name of the company for which they work. In all communications with other
Government Contractors in connection with this contract, the Contractor employee shall state
that they have ng authority to in any way change any contract and that if the other Contractor
believes this communication to be a direction to change their contract, they should notify the
Contracting Officer for that contract and not carry out the direction until a clarification has been
issued by the Contracting Officer,

The Contractor shall ensure that all of its employees working on this contract are informed of
the substance of this clause. Nothing in this special contract requirement shall limit the
Government's rights in any way under any other term of the contract, including those related to
the Government’s right to inspect and accept the services to be performed under this

contract. The substance of this special contract requirement shall be included in all
subgontracts at any tier.

H.5200,208,001 CONTRACTOR RESPONSIBILITIES
The Contractor shall provide all management, administrative, clerical, and supervisory functions
required for the effective and efficient performance of this contract.

The Government shall not be liable for any njury to the Contractor’s persannel or damage to
the Cantractor’s property unless such injury or damage is due to negligence an the part of the
Government and s recoverable under the Federal Torts Claims Act, or purstant to another
Federal statutory autherity.

A smoath and orderly transition between the Contractor and a predecessor ar successor
Contractor is ngcessary to ensure minimum disruption to vital Government business. The

Contractor shall cooperate fully in the transition.

The Contractor shall adhere to the same professional and ethical standards of conduct required
of Government personnel, The Contractor shall not;
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Discuss with unauthorized persans any information abtained in the performance of wark under
this contract.

Conguct business not directly related to this contract on Government premises.

Use computer systems and/or other Government facilities for company or personal business
other than work related; or

Racruit on Government premises or otherwise act to disrupt official Government business.

H.5200.203.001 GUALIFICATIONS OF EMPLOYEES

The Contracting Officar may require dismissal from work under this contract and/or rermaval of
access 1o governmaent facilities, property, information and/or information systems of thase
employees which the Contracting Officer deems contrary to the public interest or inconsistent
with the best interest of national security.

H.5200.209.002 NON-DISCLOSURE AGREEMENTS

Non-Disclosure Agreements are required to be signed by all Contractor personnel when their
role requires them to come into contact with Sensitive But Unclassified, Govermment
procurement sensitive information, and/or other sensitive information, or proprietary business
information from other Contractors (e.g., cost data, plans, and strategies). The recipient
certifigs in writing that they will take the necessary steps to prevent the unauthorized disclosure
and use of information. The Contracting Officer will provide the prescribed non-disclosure forms
as hecessary to the Contractor when circumstances warrant.

H.5200.237.002 OBSERVANCE OF LEGAL HOLIDAYS, OTHER ABSENCES, AND NECESSARY
CONTRALT PERFORMANCE OFFSITE
The Government observes the following holidays:

«  New Year's Day » Veteran's Day

*«  Martin Luther King Birthday »  Thanksgiving Day

»  President’s Day s Christmas Day

s Memorial Day » |nauguration Day (Washington, DC
s [ndependence Day metropalitan area)

s Labor Day

v Columbus Day

In addition to the days designated as holidays, the Gaovernment observes also the fallowing
days:
» Any other day designated by Federal Statute, and
» Any cother day designated by Executive Order, and
s Any other day designated by President’s Proclamation, such as extreme weather
conclitions,

When the Government grants excused absence (o its employees in a specific location, assigned
Contractor persennel at that same location may also be dismissed. The Contractor agrees (o
continue to provide sufficient persannel to parform critical tasks already in operation or
scheduled, and shall be guided by the instructions issued by the Contracting Officer or the
Contracting Officer's Technical Representative. Qbsarvance of such holidays by Government
personnel shall not be a reason for the Contractor to request an extension of the period of
performance, or entitlement of compensation except as set forth within the contract.
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In the event the Contractor’s personnel waork during the holiday or other excused absences, they
may be cormpensated by the Cortractor, however, no form of holiday or other premiuem
compensation will be considered either as a direct or indirect cost, other than their normal
compensation for the time warked. For cost reimbursable and time and material {T&M)
contracts, the government will only consider as divect and/for indirect costs those efforts actually
performed during the heliday or excused absences in the event contractor persornnel are not
dismissed. This provision dees not preclude reimbursement for authorized overtime work if
applicable to this contract.

Otherwise, the management responsibility for contractor functions approved by the Contracting
Officer for offsite wark, in the event of inaceessibility of federal workplaces are the sole
responsibility of the contractor. The contractor may propose telework or ather solutions when
critical work is required, however, the Contractor is salely responsible for any cost differantial in
performance, all liabilities that may be due to performance at an alternate location and all
resources necessary to complete such performance.

In the event of an actual emergency, the Contracting Officer may direct the contractor to change
work hours or locations or institute tele-work, utilize personal protective equipment or other
mandated items.

H.5200.205.002 ADVERTISING OF AWARLD

The contractar shall not refer to contract awards in commercial advertising in such a manner as
to state ar imply that the product or service provided is endorsed or preferred by the Federal
Government or is considered by the Government to be superior to other products or services,

M.5200.204.001 MAJOR BREACH OF SAFETY OR SECURITY

{a) Safety is the freedom from those conditions that can cause death, injury, occupational
illness, damage to or loss of equipment or property, or damage to the environment. Safety is
essential to TSA and compliance with safety standards and practices is a material part of this
contract. A major breach of safety may constitute a breach of contract that entitles the
Government to exercise any of its rights and remedies apglicable to material parts af this
agreement, including termination for default. A major breach of safety must ke related directly
to the work on the agreement. A major breach of safety is an act or omission of the Contractor
that consists of an accident, incident, or exposure resulting in a fatality, seriqus injury, or
mission failure; orin damage to aquipment ar property equal to or greater than 41 million; orin
any "willful" or "repeat” violation cited by the Occupational Safety and Health Administration
(DSHA) ar by a state agency operating under an OSHA approved plan.

(b) Security is the condition of safeguarding against espionage, sabotage, crime (including
computer crime), or attack. A major breach of security may constitute a hreach of contract that
entitles the Government to exercise any of its rights and remedies applicable to material parts
of this agreement, including termination for default. A major breach of security may occur on or
off Government installations, but must be related directly to the work on the agreement. A
major breach of security is an act or omission by the Contractor that results in compromise of
classifiad information or sensitive security information or sensitive but unclassified infarmation,
including contractor praprietary information, illegal technology transfer, workplace violence
resulting in criminal conviction, sabotage, compromise or denial of information technology
services, equipment or praperty damage from vandalism greater than $250,000, or theft greater
than $2%0,000.



NOTE: Breach of Security Tor the purposes of this definition should not be confused with breach
af security in screening operations,

(€} In the event of a major breach of safety or security, the Contractor shall report the breach to
the Contracting Officer. If directed by the Contracting Officer, the Contractor shall conduct its
own investigation and report the results to the Government. The Contractor shall conperate
with the Government invastigation, if conducted.

H.5200.237.004 CONTRACTOR STAFF TRAINING

The contractor shall provide fully trained and experienced personnel. Training of contractor
personnel shall be performed by the contractor at its expense, except as directed by the
Govarnment through written authorization by the Contracting Officer to meat special
requirements peculiar to the contract. Training includes attendance at seminars, symposia or
user group conferences. Training will not be authorized for the purpose of keeping contractor
personnel abreast of advances in the state-of-the-art or for training contractor employees on
equipment, computer languages and computer operating systems that are available on the
commercial market or required by a contract. This includes training to obtain or increase
proficiency in word processing, spreadsheets, presentations, and electronic mail.

H.5200.209.003 EMPLOYEE TERMINATION

The contractor shall notify the Contracting Officer and the Contracting Officer's Technical
Representative within 48 hours when an employee performing work under this contract who
has been granted access to government information, information systems, property, or
government facilities access terminates employment, no longer is assigned to the contract, ar
no longer requires such access. The contractor shall be responsible for returning, or ensuring
that employees return, all DHS/TSA <ssued contractor/employee identification, all other TSA or
DHS property, and any security access cards to Government offices issued biy a landlard of
commercial space.

H.5200,203.002 STANDARDS OF CONDUCT AND RESTRICTIONS
The contractor shall adhere to the same professional and ethical standards of conduct required
af Government personnel. Persannel performing work under this contract shall not:

» Solicit new business while performing work under the confract;

s (onduct business ather than that which is covered by this contract during periods paid
by the Government;

o Conduct business not directly related to this contract on Government premises;

»  Use Gavernment computer systems or networks, and/or other Government facilities for
company or personal business;

¢  Recruit on Govermrment premises or otherwise act to disrupt official Government
business.

H.5200.241.001ELECTRONIC AND INFORMATION TECHNOLOGY TO ACCOMMODATE USERS
WITH DISABILITIES {SECTION 508 OF THE REHABILITATION ACT)

Section 508 of the Rehabilitation Act prohibits federal agencies from procuring, developing,
maintaining, or using electronic and information technology (EIT) that is inaccessible to people
with disabilities. The applicable standards in Section 508 of the Rehabilitation Act, as amended,
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shall apply to this contract and any items, or services covered by or pravided in connection with
this requirement. The Contractor shall provide items and services that comply with Section 508
requirements and the Electronic and Information Accessibility Standards a1 36 CFR Part 1194,

H.5200,237.005 NOTIFICATION OF PERSONNEL CHANGES

The Contractor shall notify the Contracting Officer’s Technical Representative (COR) in writing
of any changes needed in building, information systems, or other information access
requirements for its employeas in order to meet contract requiremerts not later than one day
after any persennel changes occur. This includes name changes, resignations, terminations, and
transfers 1o other Contractors, The Contractor shall provide the following information to the
COR: full name, social security number, effective date, and reason for change.

H.5200,237.006 SUBSTITUTION OF KEY PERSONNEL

The Contractor shall notify the Contracting Officer {CO) and the Cantracting Officer’'s Technical
Represantative (COR) prior to making any changes in Key Parsonnel. No changes in Key
Personnel will be made unless the Contractor can demonstrate that the qualifications of
prospective replacement personnel are equal to or better than the qualifications of the Key
Personnel being replaced or otherwise meet the standards applicable in the contract. All
proposed substitutes shall have gualifications equal to or higher than the qualifications of the
persan to be replaced. The CO shall be notified in writing of any proposed substitution at least
fifteen {15) days, or forty-five {45) days if either a background investigation for building or
information system access and/or a security clearance (due to classified contract requirements
that relate specifically to personnel) must be obtained to meet the contract’s requirements, in
advance of the proposed substitution, Such notification from the contractor shall include:

(a) an explanation of the circumstances necessitating the substitution;
(b) a complete resume of the proposed substitute; and
(c) any other information requested by the CO to enable him/her to judge whether or not

the contractor is maintaining the same high guality of personnegl that provided the partial basis
for award.

The CO and COR will evaluate substitution requests and promptly notity the Contractor of
his/her approval or disapproval in writing. All disapprovals will require resubmission of another
substitution within 15 calendar days by the Contractor.

H.5200.224,001 CONTROLLED UNCLASSIFIED INFORMATION DATA PRIVACY AND
PROTECTION

The Contractor shall be responsible for the security of: i) all data that is generated by the
contractor on behalf of the Government i) Government data transmitted by the contractor,
and ili) Government data otherwise stored or processed by the contractor, regardless of who
owns or controls the underlying systems while that data is under the contractor’'s control. All
Government data, including but not limited to Personal Identifiable Informatian (PN), Sensitive
Security Information (351), and Sensitive But Unclassified (SBU), and/or Critical Infrastructura
Informatian {Cl1), shall be protected accarding to Department of Homeland Security infarmation
security policies and mandates.

At the expiration of the contract, the ¢ontractor shall return all Gevernment information and IT
resources provided to the contractor during the contract.
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The contractor must satisfy requirements to work with and safeguard Sensitive Security
Information ($51), and Personally [dentifiable Information {P11). All suppart personnel must
undarstand and rigorously follow all applicabile DHS Component Agancy’s regquirgrneants,
policies, and procedures far safeguarding $51 and PIl. Contractor personnel will be required ta
complete onling training for 851, Informational Security and Privacy training, if reguired by the
DHS Component Agency

The Contractor, and those operating on its behalf, shall adhere to the requirements of the non-
disclosure agreement unless authorized in writing by the Contracting Officer,

The Government will identify IT systems transmitting unclassified/881 infarmation that will
require pratection based on a risk assessment as applicable. If encryption is required, the
following methods are acceptable for encrypting sensitive information:

a. Products Advanced Encryption Standard (AES) algorithms that have heen validated under
FIPS 140-2.

b. National Security Agency {NSA) Type 2 or Type 1 encryption.

¢. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the Department of Homeland
Security (DHS) IT Security Program Handbook (DHS Management Directive (MD) 4300A) for
Sensitive Systems).

The contractor shall maintain data control according to the applicable DHS Compaonent Agency's
security level of the data, Data separation will include the use of discretionary access control
methods, VPN encryption methods, data aggregation controls, data tagging, media marking,
backup actions, and data disaster planning and recovery. Contractors handling PIl must comply
with TSA MD 3700.4 if applicable,

Users of Government 1T assets shall adhere to all system security reguirements to ensure the
confidentiality, integrity, availability, and non-repudiation of information under their control. All
users accessing Government IT assets are expected to actively apply the practices specified in
the TSA Information Technology Security Policy (ITSP) Handbook, Chapter 3, Section 6, Privacy
and Acceptable Use, or similar DHS Component Agency’s guidance or policy.

The contractor shall comply with the all data disposition requirements stated in the applicable
DHS Component Agency’s Information Security Policy. For all TSA arders the contractar shall
comply with Infarmation Security Policy Handbook Chapter 3, Section 17 Computer Data
Storage Disposition, as well as TSA Management Directive 3700.4,

H.5201.209.001 SUITABILITY DETERMINATION FOR CONTRACTOR EMPLOYEES

All contractor employees seeking to provide services to TSA under a TSA contract are subject to
A suitability determination te assess whather their initial employment or continued employment
on a TSA comtract protects or prometes the efficiency of the agency. TSA, by and through the
Office of Security, Personnel Security Division (PerSec), will allow a contractor employee to
commence work on a TSA contract only if a reviaw of the contractor employee’s preliminary
background check is favorable. Contractor employees with unfavorable preliminary background
checks will not be allowed to work on a TSA contract,

A suitability determination involves the following three phases:
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Phase 1: Erter On Duty Suitability Determination: a review of a contractor employee’s
consumer credit report, criminal history records, and submitted security forms to determine, to
the extent possible, if the contractor employee has bad debt and/or ¢riminal offenses and/or
falsification issues that would prohibit employment as a TSA contractor. This determination will
include verification of citizenship for contractor employees born outside of the United States. A
favorahle Enter On Duty Suitability Determination is not a final suitability determination; rather,
itis a preliminary review of external data sources that allows the contractor employee to
commance work prior to the required background investigation being completed.

When an contractor employee is deemed suitable to commence work an a TSA contract, TSA
Persec will natify the appropriate Contracting Officer’s Technical Representative (COTR) of the
favorable determination. Similar notifications will be sent when an contractor employee has not
passed the preliminary background check and has been deemed unsuitable.

Phase 2: Background Investigation: Once the contractor employee commences work on a TSA
contract, TSA PerSec will process all submitted security forms to determine whether the
contractor has previously been the subject of a federal background investigation sufficient in
scope to meet TSA minimum investigative requirements, Cantractor employees who have a
federal investigation sufficient in scope will immediately be processed for final suitability
adjudication. Those contractor employees who do not have a previous federal background
investigation sufficient in scope will be scheduled for the appropriate level hackground
investigation through the submission of their security forms to the Office of Personnel
Management (OPM).

Phase 3: Final Suitability Adjudication: TSA PerSec will complete the final suitability
determination after receipt, review, and adjudication of the completed OPM background
investigation. The final suitability determination is an assessment made by TSA PerSec to
determine whether there is reaseonable expectation that the continued employment of the TSA
contractar will or will not protect or pramote the efficiency of the agency. An unfavorable final
suitability determination will result in a notification to the COTR that the contractor employee
has been deemed unsuitable for continued contract employment and that he/she shall be
remaved from the T5A contract.

H.2400,224.001 SECURITY OF SYSTEMS HANDLING PERSONALLY IDENTIFIABLE INFORMATION
AND PRIVACY INCIDENT REPONSE

{a) Definitions.

“Breach” (may be used Interchangeahbly with “Privacy Incident’) as used in this clause means the
Inss of control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized
access, or any similar situation where persons ather than authorized users, and for other than
authorized purpose, have access or potential access to Persenally Identifiable Information, in
usable form whether physical or electronic.

“Personally ldentifiable Information [PIN” as used in this clause means any information that
permits the identity of an individual to be directly or indirectly inferred, including any other
informatian that is linked or linkable to that individual regardless of whether the individual is a
¢citizen of the United States, legal permanent resident, or a visitor to the United States.
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Examples of Pll include: name, date of birth, mailing address, telephone number, Social Security
Number (55N}, email address, zip code, account numbers, certificate/license numbers, vehicle
identifiers including license plates, uniform resource locators (URLs), Intarnet protocol
addresses, hiometric identifiers (e.g., fingerprints), photographic facial images, or any other
unigue identifying number or characteristic, and any information where it is reasonably
foreseeable that the information will be linked with other information to identify the individoal.

“Sensitive Personally ldentifiable Information (Sansitive PI1)” as used in this clause is a subset of
Personally ldentifiable Information, which if lost, compromised or disclosed without
authorization, could result in substantial harm, embarrassment, inconvenience, or unfairness to
anindividual. , Complete social security numbers (§8N), alien registration numbers (A-number)
and biometric identifiers (such as fingerprint, voiceprint, or iris scan) are considered Sensitive Pl
even if they are not coupled with additional PIl. Additional examples include any groupings of
information that contains an individual’s name ar other unique identifier plus one or more of
the following elements:

(1) Driver’s license number, passport number, ar truncated SSN (such as last 4 digits)

(2) Date of birth (month, day, and year)

(3) Citizenship or immigration status

(4 Financial information such as account numbers or Electronic Funds Transfer Information

(5) Medical Information

(%) System authentication information such as mother’s maiden name, account passwords
or persanal identification numbers (PIN)

Other Personally Identifiable information may be “sensitive” depending on its context, such as a
list of employees with less than satisfactory performance ratings or an unlisted home address or
phone riumber. Incontrast, a buginess card or public telephone directory of agency employees
containg Personally Identifiable Information but it is not sensitive.

Sensitive PIl have higher impact ratings for purposes of privacy incident handling.

(b} Systems Access. Work to ke parformed under this contract requires the handling of
Sensitive PIl. The contractor shall provide the Government access to, and infarmation regarding
its systems, when requested by the Government, as part of its rasponsibility to ensure
compliance with security requirements, and shall otherwise cooperate with the Government in
assuring compliance with such requirements. Government access shall include independent
validation testing of controls, system penetration testing by the Government, Federal
Infarmation Security Management Act (FISMA) data reviews, and access by agency Inspectars
General for its reviews.

{¢) Systerns Security. In performing its duties refated to management, operatior, and/or access
of systems containing Sensitive PILunder this contract, the contractor, its employees and
subcontractors shall comply with applicable security requirements described in DHS Sensitive
System Publication 4300A or any replacement publication and rules of conduct as described in
TSA MD 3700.4-

In addition, use of contractor-owned laptops or other media storage devices to process or store
Pilis prohibited under this contract until the contractor provides, and the
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cantracting officer in coardination with CISO appraves, written certification by the contractor
that the following requirements are met:

(1) Laptops employ encryption using a NIST Federal Informatian Pracessing Standard (FIPS) 140~
2 or successor approved product;

(2) The contractor has develaped and implemented a process to ensure that security and other
applications software are kept current;

(3) Mohile computing devices utilize anti-viral software and a host-based firewall mechanism;

(4) When no longer needed, all removable media and lapton hard drives shall be processed (ie.,
sanitized, degaussed, or destroyed) in accordance with DHS security requirements.

(5) The cantractor shall maintain an accurate inventory of devices used in the performance of
this contract;

(6) Contractor employee annual training and rules of conduct/behavior shall be developed,
conducted/issued, and acknowledged by employees in writing. Training and rules of conduct
shall address at minimum:
(i) Authorized and official use;
(i) Prohibition against use of personally-owned equipment to
process, access, or store Sensitive PIl;
(iii) Prohibition against access by unauthorized users and
unauthorized use by authorized users; and
{iv) Protection of Sensitive PlI;

(7) all Sensitive PIl abtained under this contract shall be removed from contractor-owned
information technology assets upon termination ar expiration of contractor work, Removal
must be accomplished in accordance with DHS Sensitive System Publication 43004, which the
contracting officer will provide upon request. Certification of data removal will be performed by
the contractor’s Project Manager and written notification confirming certification will be
delivered ta the contracting officer within 1% days of termination/expiration of contractor work.

(d) Data Securily. Contractor shall limit access to the data covered by this clause to those
employees and subcontractors who require the infarmation in order to perform their official
duties under this contract. The contractor, contractor employees, and subcontractors must
physically secure Sensitive Pl when nat in use and/or under the control of an authorized
individual, and when in transit to prevent unauthorized access or loss. When Sensitive Pll is no
longer needead or requirad to be retained under applicable Government records retention
policies, it must be destroyed through mearns that will make the Sensitive PIl irretrievabla,

The contractar shall only use Sensitive Pll obtained under this contract for purposes of the
contract, and shall nat collect ar use such information for any other purpose without tha prior
written approval of the contracting officer. At expiration or termination of this contract, the
cantractar shall turn over all Sensitive PIl obtained under the contract that is in its possession to
the Gavernment,
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(e) Breach Response. The contractar agrees that in the event of any actual or suspected breach
of PIl {i.e., loss of control, compromise, unauthorized disclosure, access for an unautharized
purpase, or other unauthorized access, whether physical or electronic), it shall immediately, and
in no event later than one hour of discovery, report the breach to the contracting officer, the
Contracting Officer’s Technical Representative (COTR), and the TSA Director of Privacy Policy &
Compliance (TSAprivacy@dhs.gov). The contractor is responsible for positively verifying that
notification is received and acknowledged by at least one of the foregoing Government parties.

(f) Personally [dentifiable Information Notification Requirerment. The contractor has in place
praceduras and the capability to promptly notify any individual whose Sensitive Pl was, oris
reasonably believed to have been, breached, as determined appropriate. The method and
content of any notification by the contractor shall be coordinated with, and subject to the prior
approval of the Government, based upon a risk-based analysis conducted by the Government in
accardance with DHS Privacy incident Handling Guidance. Notification shall not proceed unless
the Government has determined that: (1) notification is appropriate; and {2) would not impede
a law enforcement investigation or jeopardize national security.

Subject to Government analysis of the breach and the terms of its Instructions to the contractor
regarding any resulting breach notification, a method of notification may include letters to
affected individuals sent by first class mail, electronic means, or general public notice, as
approved by the Government. At minimum, a notification should include: (1) a brief description
of how the breach ocourred; (2) a description of the types of personal information involved in
the breach; (3) a statement as to whether the information was encrypted or protected by other
means; (4) steps an individual may take to protect themselves; (5) what the agency is doing, if
anything, to investigate the breach, to mitigate losses, and to protect against any further
breaches; and (6) paint of contact information Tdentifying wha affected individuals may contact
for further information.

In the event that a PIl breach occurs as a result of the violation of a term of this contract by the
contractar or its emnployees, the contractor shall, as directed by the contracting officer and at na
tost Lo the Government, take timely action to correct or mitigate the violation, which may
include praviding notification and/or other identity protection services to affected individuals
far a peried not to exceed 12 months from discovery of the breach. Should the Government
elact to provide and/or procure notification or identity pratection services In response to 4
breach, the contractor will be responsible Tor reimbursing the Government for those expenses.

(g} Pass-Through of Security Requirements to Subcontractors. The contractor agrees to
incorporate the substance of this clause, its terms and requirements, in all subcontracts under
this contract, and to require written subcontractor acknowledgement of same. Violation by a
subcontractor of any provision set forth in this clause will be attributed to the contractor.

H-0403.241.001 SPECIAL INFORMATION TECHNOLOGY CONTRACT SECURITY REQUIREMENTS
{a) Identification Badges. All Cantractor employees shall be required to obtain and wear TSA
identification badges when working in TSA facilitias,

(b) Computer Actess Agreemeant. All Contractor amployees [users, managers, and operators of
the TSA network) must sigh TSA Form 1403, Computer Access Agreement. A copy of which shall
be provided to the TSA contracting officer’s technical representative for retention for the
duration of the contract,
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(c) Personnel Security.

(1) Privileged access users are individuals who have access to an information technology (IT)
system with privileges of Administrator or above and have access 1o sensitive network
infrastructure data. Privileged access users will be appropriately screened on entry into the
privileged access position and the initial screening shall be refreshed every two years,

(2} Individuals terminating voluntatily or involuntarily from a Contractor performing under
contract at TSA must have an exit briefing, conducted by a supervisory or management-level
employee of tha Contractor in order to identify and axplain thelr post-employment
responsibilities to tha TSA.

(3) Records of exit interviews will he signed and maintained by the Contractor as part of the
individual employment record for a period of not less than two years following the termination
of the individual's employment,

(4} The Contractor shall notify the Contracting Officer's Technical Representative and the
Contracting Officer with proposed personnel changes. Written confirmation is required. This
includes, but is not limited to, name changas, resignations, terminations, and reassignments to
another contract,

(5} The Contractor shall notify the TSA, in writing of any requested change in access
requirernents for its employees no later than one day after any personnel changes occur. This
includes name changes, resignations, terminations, and transfers to other company
engagements. The Contractor shall provide the following information to T5A: full name, social
security number, effective date, and reason for change.

(6) The Contracting Qfficer must appreve all personnel replacements. Estimated completion
of the necessary hackground investigation for employee access to government facilities and
information systems is approximately 30 days from the date the completed forms are received
{and acknowledged as complete) in the Security Programs Division,

(7) Failure of any Contractor personnel to pass a hackground investigation, without timely
substitution that meets the contracts requirements, may be grounds for tarmination of the
contract.

(d) Non-Disclosure Agreements,

(1} Al TSA contractor employees and consultants must execute a DHS Form 11000-6,
Sensitive But Unilassified Information Non-Disclosure Agreement (NDA) upon initiagl assignment,
to TSA and before being provided accass to TSA “sensitive and/or mission ¢ritical information.”
The ariginal NDA will be provided to the TSA cantracting officer’s technical representative for
retention for the duration of the contract.

(2) The Contractor, and those operaling on its behalf, shall adhere to the requirements of the
non-disclosure agreement unless otherwise authorized in writing by the Caontracting Officer.

(e} Performance Requirements,

(1) The Contractor shall not be liable for any injury to Government personnel ar damage to
Government property arising from the use of equipment maintained by the Contractor, unless
such injury or damage 1s due to the fault or negligence of the Contractor,

{2} Centracting Officer’s Techrical Represertative (COTR) and 1T Security Division shall
conduct reviews to ensure that the security reguirements in the contract are implemented and
enforced.

H.5200.207.001 CONTRACT STATUS REVIEW

a. Background, Prompt, accurate data gathering, analysis and reporting enahles both the
Contractor and the Government to make sound decisions relating to performance under the
contract. While the Contractor is solely responsible for performance, the Government wishes to

L
—_—



he infarmed on all actions under the contract that affect compliance with contract cost,
performance or schedule compliance.

h. Reporting Content. The Contractor shall provide information according to the slides included
in the Contractor In-Process Status Review template that is attached to this contract. A matrix
describing each slide and its reporting reguirements follows,

Slide title

Task Status

Requirement for
contractor's reporting

The contractor shall summarize the major tasks under the contract
and assign a status to those tasks that will indicate, in accordance
with an established ¢olor scheme, the nature of the perfermance and
the risks associated with its completion.

Slide title

Deliverables

Requirement for
contractor's reéporting

The cantractor shall identity each major deliverable under the
contract and identify the required delivery date and those activities
that the contractor has identified as critical to meet that delivery date

Slide title

Costs (Breakdown by Tasks or Total Costs)

Requirement for
contractor's reporting

Tha cantractor shall report the anticipated projected costs in their
cumulative total over the life of the contract and plot those costs
against total cumulative actual costs as they occur through the
contract’s period of performance,

Slide title

Schedule

Requirement for
contractor's reporting

The cantractor shall report each iterm under the contract’s schedule
with the planned and actual dates for deliveries identified,

Slide title

Upcoming Events

Requirement for
contractor’'s reporting

The contractor shall identify significant upcoming events as planned
under or related to the contract that relate to contract performance,

Slide title

Quality Control

Requirement for
contractor's reporting

The contractor shall report all items of performance related to
established Quality Assurance Surveillance Flans and/or Service Level
Agreements. The contractor should identify the description of the
goal, the actual nature of the particular measure and the standard
applied, and whether and the extent to which the goal was met,
exceeded, or missed.

Slide title

Human Resources/Staffing

Requirement for
contractor’s reporting

The contractor should include the elements as listed on the slide, with
particular attention devoted to the extent to which the key personnel
identified under the contract (by their positions) are actually filled
and performing or what exact activities are underway to hire suitable
candidates for performance.
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Slide title

Risks

Requirement for
contractor's reporting

The contractor shall report each risk area earlier identified (either a
red or yellow status item, anticipated cost overrun or late deliverable)
and provide an assessment of the risks to the contract performance if
the item is not capable of being remedied in time to attain the
required contract performance.

Slide title

Review of Action ltems from Previous IPR

Requirernent for
contractor’s reporting

The contractor shall report all action items as listed or identified
during previous reviews aleng with their status and all significant
tactors that may affect their completion.

Slide title

Trend Analysis

Requirement for
contractor's reporting

The contractor should report sustained ar anticipated patterns of
cost, schedule or technical performance and how these relate to the
contract’s requirgrnents,

Slide title

small Business Performance/Execution of Small Business
Suhcontracting Plan

Requirement for
contractor’s reporting

The contractor shall report on the achievermnent of small business
subcontracting goals,

Slide title

Review of Action tems from this IPR

Requirement for
contractor's reporting

The contractor should track action items generated during the specific
review and be able to categorize them.

Slide title

If Software Development.

Requirement for
contractor’s reporting

The contractor shall report all relevant items related to software
development per the chart.

Slide title

If Help Desk or Call Center

Requirement for
cantractor's reporting

The contractor shall report the total number of ¢alls to any contractor
help desk established under the contract. The contractor should
categorize the calls, provide a summary of the time taken 1o resolve
categories of calls, and should present a discussion of the response
rates to calls and the time taken to close help desk calls.

Slide title

Time and Materials CLIN

Requirement for
contractor's reporting

The cantractor shall report all items an the chart in order to explain
the actual status of the contract.

Slide title

Firm-Fixed Prige CLIN

Requirament for
contractor's reporting

The contractor should discuss delivery schedule compliance.
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Slide title Incremental Funding

Requirement for The contractor shall report exactly when additional funding may be
contractor’'s reporting | reguired under an incrementally funded contract.

¢, Reparting Method, The Contractor shall convene a meeting, lncated at the mutual
convenignce of the Contractor and Government that will include the Contractor's principal
managers directing contract performance in which 1o explain the information presented in the
attached slides. All persons identified as contractar “key personnel” in the atlached contract
will present the information contained in or related to their particular area of the contract
status reparting template.  The Government's Contracting Officer, Contracting Officer’s
Technical Representative, the Program Manager and other relevant Government personnel will
attend. The Cantractor should be able both to present information called for on the slide
templates as well as questions from the Government related ta them. During the course of the
contract, this status reporting process is expected to generate action items for the contractor to
address, and the status and progress of reselving each action item must be addressed at each
meating,

d. Reporting Freguency. The Contractor shall report the template information on a monthly/bi-
monthly/guarterly/semi-annual (choose the apnropriate frequency] basis. The contractor shall
deliver a copy of the final prepared charts for the required briefing to the COTR and Contracting
Officer not later than two busingss days prier to the scheduled meeting.

g. Additional Requirements. The Government may, at its discretion, require additional items to
be reported through the course of the contract and will provide additional instructions
concerning such.

f. The effort required to gather data, report such, and conduct the required reporting process is
included in the total price of this contract, and no activity related to these required status
reports will be available for any further adjustment under the contract,

52.233-2 SERVICE OF PRCTEST {SEP 2006)

(a) Protests, as defined in section 31.101 of the Federal Acquisition Regulation, that are filed
directly with an agency, and copies of any protests that are filed with the Gavernment
Accountability Office {GAO) shall be served on the Contracting Officer (addressed as follows) by
abtaining written and dated acknowledgment af receipt from:

Department of Homeland Security
Transportation Security Administration
Office of Acquisition TS5A-25

Attn: Isabel Roman-Cogswell

601 South 12th Street

Arlington, VA 20598-6025

(b) The copy of any protest shall be received in the office designated above within one day of
filing a protest with the GAQ.
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3052.204-71 CONTRACTOR EMPLOYEE ACCESS. (SEP 2012)

(@) Sensitive Informution, as used in this clause, means any informatian, which if lost, misused,
disclosed, or, without authorization is accessed, or modified, could adversely affect the national
or homeland security interest, the conduct of Federal programs, or the privacy to which
individuals are entitled under section 552a of title %, United States Code (the Privacy Act), but
which has gt been specifically authorized under criteria established by an Executive QOrdear or
an Act of Congress to be kept secret in the interest of national defense, homeland security or
foreign policy. This definition includes the following categories of information:

(1) Protected Critical Infrastructure Information (PCH) as set out in the Critical Infrastructure
Information Act of 2002 (Title Il, Subtitle B, of the Homeland Security Act, Public Law 107-296,
196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal
Regulations, Part 29) as amended, the applicable PO Procedures Manual, as amended, and any
supplementary guidance officially communicated by an suthorized official of the Department of
Homeland Security {including the PCII Program Manager or his/her designee);

(2} Sensitive Security Information {551}, as defined in Title 49, Code of Federal Regulations, Part
1520, as amended, “Palicies and Procedures of Safeguarding and Control of 351, as amended,
and any supplementary guidance officially communicated by an authorized official of the
Department of Homeland Security (including the Assistant Secretary for the Transportation
Security Administration or his/her desighee);

(3) Information designated as “For Official Use Qnly,” which is unclassified information of a
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s
privacy or weltare, the conduct of Federal programs, or other programs or operations essential
to the national or homeland security interest; and

{(4) Any information that is designated “sensitive” or subject to other cantrals, safeguards or
protections in accordance with subsequently adopted homeland security information handling
pracedures,

(b) “Information Technology Resources” include, but are not limited to, computer equipment,
networking equipment, telecommunications equipment, cabling, network drives, computer
drives, network software, computer software, software programs, Intranet sites, and internet
sites.

(¢} Contractor employees working on this contract must complete such forms as may be
necessary tor security or other reasons, including the conduct of background investigations to
determine suitability. Completed forms shall be submitted as directed by the Contracting
Officer. Upon the Contracting Officer's request, the Contractor's employees shall be
fingerprinted, ur subject to other investigations as required. All Contractor employees requiring
recureing access to Government facilities or access to sensitive information or IT resources are
required to have a favaorably adjudicated background investigation prier to commencing work
on this contract unless this requirement is waived under Departmental procedures.

(d) The Contracting Qfficer may require the Contractor to prohibit individuals from warking on
the contract if the Government deems their initial or continued employment contrary to the
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public interest for any reason, including, but nat limited to, carelessness, insubardination,
incompetence, or security concerns.

(e) Work under this contract may involve access to sensitive information. Therefore, the
Contractor shall not disclose, arally ar in writing, any sensitive information to any person unless
authgrized in writing by the Contracting Officar. For those Contractor ermployees autharized
access to sensitive information, the Contractor shall ensure that these persons receive training
concerning the protection and disclosure of sensitive infarmation both during and after contract
performance.

(f) The Contractor shall include the substance of this clause in all subcentracts at any tier where
the subcontractor may have access ta Government facilities, sensitive information, or resources.

3052.215-70 KEY PERSONNEL OR FACILITIES (DEC 2003)

(a) The personnel or tacilities specified below are considered essential to the work being
performed under this contract and may, with the consent of the contracting parties, be changed
from time to time during the course of the contract by adding or deleting personnel or facilities,
as appropriate.

(b) Before removing or replacing any of the specified individuals or facilities, the Cantractor shall
notify the Contracting Officer, in writing, before the change becomes effective. The Contractor
shall submit sufficient information to support the proposed action and to enable the Contracting
Officer to evaluate the potential impact of the ¢hange an this contract. The Contractor shall not
remave ar replace personnel or facilities until the Contracting Officer approves the change.

The Key Personnel or Facilities under this Contract:

(specify key personne! or facilities)

H.5201.204.001 PERSONMEL ACCESS
All Contractor personnel requiring unescorted access to TSA facilities, infarmation systems, or
information will be subject to the security procedures set forth in this contract.

H.5201.242.001 PERIOD OF PERFORMANCE FOR CONTRACTS REQUIRING EMPLOYEE
BACKGROUND CHECKS

The period of performance beging 60 days after Task Order award to allow for the Enter On Duty
Suitability Determination. A contract modification shall be executed to revise the period of
performanca if the determination process is completed earlier.

52.224-2 PRIVACY ACT (APR 1984)

(a) The Contractor agrees to—

(1} Comply with the Privacy Act of 1974 {the Act) and the agency rules and regulations issued
under the Act in the design, development, or operation of any system of records on individuals
to accomplish an agency function when the contract specifically identifies—

(i) The systemns of records; and

(i) The design, development, or aperation work that the contractor is to perform;

(2} Include the Privacy Act notification contained in this contract Tn every solicitation and
resulting subcontract and in every subcontract awarded without a solicitation, wher the work
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statement in the proposed subcantract requires the redesign, development, or aperation of a
systern of records on individuals that is subject to the Act; and

(3) Include this clause, including this paragraph (3), inall subcontracts awarded under this
contract which requires the design, development, or operation of such a system of records.

(b) In the event of violations of the Act, a civil action may be brought against the agency
involved whan the violation concerns the design, development, or operation of a system of
records an individuals to accomplish an agency function, and criminal penalties may be imposed
upon the officers or employees of the agency when the violation concerns the operation of &
system of records on individuals to accomplish an agency function. For purposes of the Act,
when the contract is for the operation of a system of records on individuals to accomplish an
agency function, the Contractor is considered to be an employee of the agency.

(c}1) “Operation of a system of records,” as used in this clause, means performance of any of
the activities associated with maintaining the system of records, including the collection, use,
and dissemination of records.

(2) "Record,” as used in this clause, means any item, collaction, or grouping of information
about an individual that is maintained by an agency, including, but not limited to, education,
financial transactions, medical history, and criminal or employment history and that contains
the person’s name, or the identifying number, symbol, or other identifying particular assigned to
the individual, such as a fingerprint ar voiceprint ar a photograph.

(3) “System of records on individuals,” as used in this clause, means a group of any records
under the control of any agency from which information is retrieved by the name of the
individual or by some identifying number, symbol, ar other identifying particular assigned to the
individual,
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I. ATTACHMENTS

Attachment A: Venue Sourcing Report Example

Attachment B: Room Block Report Example

Attachment C: Overview of Current Financial Systems Architecture

Attachment D Businass Requirements — Multi-trip Voucher
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Attachment B

Example ~ Room Block Source List

City, State ~ EYXX Per Diem is $XXX.XX

Hotel

Dates

Rates

Meeting room

QOther Concessions

61




Attachment C

Overview of Current Financial Sysiem Architecture

GELCO — Avthorizations and Vouchers ONLY
FTl — FedTraveler Interface {custom tables and procedures created specifically to interface with FedTraveler)
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Attachment D

Business Requirements - Multi-Trip Veucher

Background

The primary mission of TSA's Office of Law Enforcement (OLE) is to detect, deter and/or disrupt
criminal or terrorist threats to our Nation’s civil aviation system. In doing so, OLE employs a
praven, risk-based cancept of operations (CONQPS) to deploy thousands of highly trained
Federal Air Marshals (FAMs) on U.S. air carriers operating throughout the United States and
abroad. In order to ensure mission success, OLE requires certain system modifications to the
ETSZ system,

Multiple Trip Voucher

TSA MD 1000.6, Temporary Duty Trovel, requires travelers using a Limited Open Travel
Authorization (LOTA), or blanket travel authorization, to submit a travel voucher at least once
every 30 days from the inception of the LOTA period. A LOTA is an authorization that enables
travelers to take multiple trips on official business. Given the sheer volume of flights covered by
the FAMs and related required Government travel required to perfarm this mission, submitting
a travel voucher every 30 days, as prescribed by the TSA MD, may not be practical or cost
efficient far the traveling FAM. LUse of such procedures would be administratively prohibitive
and cauld significantly hinder critical flight coverage operations which can shift daily or even
hourly based on real time intelligence, critical incidents, or other factors. Submitting a voucher
after every flight or Remain Overnight Mission (RON) is also not practical nor cost efficient for
OLE/FAMS/TSA/DHS.

To ensure critical operational flexibility and efficiency within its flight coverage mission, OLE
uses a single blanket travel authorization that covers each FAM. In line with this approach and
to enforce appropriate cost controls, both in terms of number of hours devoted to the
vouchering pracess and in transactional fees paid to the travel system service provider, FAMs
are encouraged to bundle multiple trips into single voucher submissions that are submitted over
the course of a fiscal year,

Current organizational “best business practice” encourages FAMS to submit travel vouchers for
mission related travel approximately once every 14 days. The current ETS1 travel system,
FedTraveler, allows FAMSs to readily group multiple missions conducted over thelr bi-weekly
mission schedule into one voucher package. In doing so, OLE eases the administrative burden
an FAMS, their managers, and administrative staff. Withaut this capability, QLE’s mission would
be severely impacted.

Calculating Per Diem

Due to the complexity of FAM travel, the new travel system must also be capable of accurately
calculating per diem for multiple trip vouchers and return trips home. This is especially
important when multiple trips are created on one voucher, Please see the example of a mission
schedule by Pay Period for more infermation.

Default Accounting Lines

FAMSs are operating under a LOTA when they perform mission related travel. Due to the
complexity of FAM mission travel covering both domestic and foreign locations the travel



system should be canfigurable to automatically allocate costs to different default lines of
accounting when domestic and foreign travel is claimed on the sarme voucher.

Example of Mission Schedule by Pay Period

Fer Diem
Date | Description (MEIE)

Calculatian
1/06 | FAM departs Duty station of Washington Field Office {WFQ) arrives at No per diem

Philadelphia airport (PHL), returns less than 12 hours, mileage and tolls only
1/07 | FAM departs WFQ arrives at Seattle airport (5EA), overnights 34 MEIE
1/08 | FAM departs SEA arrives WFO 3/4 M&IE
1/09 | FAM departs WFQ arrives PHL & returns (Out & Back). The missian extends 3/4 M&IE
more than 12 hours,

1/10 | Regular Day Off (RDO) No per diem
1/11 | RDOD No per diern
1712 | FAM departs WFO arrives in Amsterdam, overnights 3/4 MRIE
1/13 | FAM departs Amsterdam (AMS), arrives in Mumbai, overnights Full M&IE
1714 | FAM departs Mumbai arrives AMS, overnights Full M&IE
1715 | FAM departs AMS en route WFQ at midnight Full M&IE
1/16 | FAM arrives WFO {(after midnight on 1/15/13) 3/4 MRIE
1/17 | RDQ No per diem
1/18 | Training Day No per diem
1/19 | FAM departs WFO arrives in Los Angeles airpart {LAX), overnights 3/4 M&IE
1720 | FAM departs LAX arrives WFO a4 MRIE




1. GONTRACT 1 CODE PAGE OF PAGESR

AMENDMENT OF SOUCITATION/MCDIFICATION OF COMTRACT L 5
1 i

2. AMENDMENT/MODIFGATION NO. 4. EFFECTIVE BATE 4. REQUISITIONPURCHASE REC, NOD, 5. FROJECT NO, (I apolieabie)
POO00L See Block 16C 2113203FINO62Z
8. ISSUED BY CODE |20 T ADMINIS TERED BY (3 other $ian Nem 6) QORE g1
| N TR
OFFICE OF ACQUISITION HUMAN CAPLTAL & FINANCE
T0)1 5 12TH STREET 701 3 12th S5t
ARLINGTON WA 20598 Arlington VA 20598
8. NAME AND ADTRESS OF GONTRACTOR (o, stresl, counly, Stale and 21P Cods) ) rEA. AMENDMENT OF SOLICITATION N
CONCUR IE5 INCORPORATED -
Bt [P 96, IATED (SEE DEM 177
18400 ¥E UNION HILL RD
) g
REDMOND WA 980523332 10A. MODIFICATION OF COMTRAGT/ORDER NO.
X |G3-33r-70026
HETE0T ] 3 FINOLL
168, DATED (SEE ITEM 13)
COOE  ga7262263 ]FACiLlTYCODE - 105/23/2013
11, THIE TTEMN GNLY APFTIES 16 AMENDMENTS OF S8LICTEATIONS
[Vt bt numbared solivitition is amended a3 set forh in e 14, The hour anc dele spacilied for receipt of Ofters Cis axtended, i, is not estended.

Ciffars must acknowledne recsipl of this amendment prior 1o the hour and dale spectied it he solicitation or 34 amended, by one of me folowing reibods: (@) By ool eling
Yems & wd 15, and retaming copen of the amendment: (b) By acknowtedging receipt of this aomendment on sdeh copy of the offes submittad; or {6) By
separate lefter or telegram which includes a reference (o the solictalion and smendrmnt irmbers, FAILURE OF Y OUR ACKROWLEDGEMENT TC BE RECENVED AT
THE PLAGE DESIGNATED FOR THE RECEI OF OFFERE PRIOI TO THE HOUR ANR DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. 1f by
vitiye of this amendment you degine to dhange an olfer already submitted, such change may be made by tebegram on letber, provided gach telagram or lailer reakas

afarance Ko the solcitation and this srosciment. and is recevad prior 10 te opening hour and date specified. i
12 ACCOUNTING AND APPROPRIATION DATA (f mquired) Net Inarease: {blid)

sSee Sohedule

13. THIS ITEM ONLY APPLIES TO MOOIFICATION OF CONTRACTSIORDERS, IT MODIFIES THE CONTRACTIORDER NG, A% DESCRIBED [ [TEM 14.

(CHECKONE ) p THIS CHANGE ORDER 1S ISSUED PURSUANT TO: (Specity authoniy) THE GHANGES SET FORTH (N [TEM 14 ARE MARE IN THE CONTRACT
CRNER NOLIN [TEM 104

B THE ABCWVE NUMBERED CONTRACTIORDER IS MODIFIED T( REFLECT THE ADMINIST‘RATNE CHANL:&S {sush a8 changes in paying office,
sppropnaion date, ehi) SET FORTH I TYEM 13, PURSUANT TO THE AUTHORITY DF FAR 431

. THIS SUPPLEMENTAL AGHEEMENT 18 ENTERED INTO FURSUANT TO AUTHORITY OF;

B EFTHER [Spachy Gype of meckieelion srd Hetfrrity)
X Mutual Agreement, of the Contracting Parties

E. MPORTANT:  Coniractor Mlisnat. (R is requied to sign this document and refueh 1 copies o the issuing office.

14, DESCRIPTION GF AMENDMENTMODIEICATION (Orgaiized By UCF sechion hivgdings, melding solctatonicontract subject matter where Teasinie )
Tax ID Mumber: %1-1608032
DUNS NMumber: 967262263

The purposs of this modification ig te fully fund CLINOO1IGA.

All other terms- and conditions remaln the same.

Disgount Terms:

et 30

continuad ...

Excapt an pravided heren, all lerms ang conditons of the decment refstenced I llem 94 or 104, a3 herstofore changed. femaing unchanged and in full farce atd affect.

TBATNAWE AND TTTLE F GIGNER (Tvpo o pind 162 NAME ANG TITLE OF CONTRAGTING GRFICER (Type oF pind]
e .
\lﬂm% lk Lw_w (;'M) Ieabel Roman-fogswell

158 CONTRAGTOR/GFFEHOR TEC-DATE SIGNED | 168, DRATED sra‘rj;a GF KMERICA Jm:' BATE SIGNEL

izt&w«\n 01[ ! g ey I T

""" " Nehgontim ofpuroce ushevind o i) Fg(‘— 20113 isigmios of Contachog O L ..'5
NSN 754000 J52-RT0 o

Frevinuy gdition uoissable

ATANDASL FLIM 30 {F%Ei‘v‘ R}
Prescribed by GSA

L T L R el S LR



REFERENCE NQ. OF DOCUMENT BRING CONTINUED

CONTINUATION SHEET| .. v vo026/08T801~13-F-FINOLL/BOOROL

NAME OF OFFEROR OR CONTRACTOR
QONCUR TECHNQLOGIES INCORBORATED

ITEM NO.
(&)

SUPPLIESSERVICES
(B)

()

CHIANMTITY INIT

(D)

UNIT PRICE
(E)

AMOUNT
{F)

0ouloa

lelivery Location Code: TSALL
FINANCE & ADMIN1STRATION

TOL & 12TH STREET

Lttn: MICHAEL BYFRQWSKY
ARLINGTON Ya 20598

FPayment :

U8 Coast Guard Finanoial Center

TéA Commercial Involces

P.2. Box 4111

Chesapeake VA 23327-4111

Accounting Tnfeo:

STSL34A0000201 30TS010GRA0NOTTO04400640CHO-84040000
Qo0RC000-2510-TS5A DIRKQT-DEEF. TALE~D

FOB: Destination

Period of Performance: 05/28/2013 to 06/03/72027

Change Ttem 00019a to read as follows (amount
shown ig the total amount):

Bage Period Optional CLIN - Supplemental Customer
Service — Enhancements

NTE CLIN Total - |0

ib)4)

{b)4)

WPz

(i)

[y




. " “CONTRACT ID CODI "BF FAGES
AMENDMENT OF SOLICITATIONIMOGIFICATION OF CONTRAGT 1. GONTRAGTID CanE P“F’f 1 @ ,
T AR NERTMODIFICATION. T, T3 EFFECTMEBATE T REGUSTTICNFURGHASE REG. N, 5 FROJEET ND, 0 appicasie]
POOBOY See Block 16C [#L14FMDEAMD LY ] .

. ISELEN BY Cone [ng - T RO TERED 77 F it T vt rzj oonE E,‘g 1
QFFICE OF ACQUISITION HUMQN CARYTAL & FINANCE )
01 ] 1ITH STREET 1701 8 12th 8t
ARTLINGTON WA 20598 Arlington VA 20598
B NaME AND ARDRESS OF CQNTRACT(’)F‘! e, ‘ﬂmar, caunly, Bats znd 20 ca;rej ‘ rjﬁ, QA AMEND‘.’IENT OF SOLICITATION NGO,
CONCUR_TECHNOLOGIES INCORPORATED e
avtn: [BIE) | 5%, DATER (3EE TEM (1)
18400 NE UNTON HILL RD
REDMOND WL 9805232332
b
_ _ V0D, DATED (9EE TEM 18
CODE  gg7u62263 FACILITY CODG ' 05/268/207%
- " 1, T PR SV APREIES YO AMENTNERTS OF SOLISTTATIHY
{"1The abova numterad sokiilstion Is amendad 43 set farthin Wem 14, The howr end dets spacified for receint of Offars [isextended, [ 118 not éxdended,
Ciffers kst ackrewiadge recaipt of this ataendement pagr te thes tour ang date specified in the solickalion de g3 grmnced, By onm of Ihe fallowing melhods {a) By sothplekng
Leamns & and 15, and teuraing . _ oopies of me emendmenl; (b By ackrowledging reselol of this amandmenl on aesh Gopy of tha oifer submillad; or (o} By

sapurata istter or dalegrae which includes 3 refarence Lo the selicitalion and ansndtiant numbars, FAILURE OF YOUR ACKNCYW EDGEMENT T BE RECEIVED AT
THE PLACE BESIGHATED FOR THE RLCEIPT OF OFFERE PrRICN TO THE HOUR AND DATE smmmm MAY RESULY IN REJECTION OF YOUR OFFER, [Fhy
wirlue of this amendment yau desira & thinge an offar alrmady submiltad, such trongn mar bie mads hy of lelter, { aach lrlagram ar latar makes
v 10 e solicilytiorcei this goaiicdmend, aod is roceivad prar i i dpsnin ) :

14, ACCOUNTING AND APPROPRIATION DATA fif requied)

Sae Schedule
44 THIY IPEM ONLY APPLIES TO MODIFICATHON OF CONTRACTS/ORDERS. (¥ MOFIES THE CONTRACT/ORRER NO. AS PESCRIAED IN ITEM 14,

Increase b))

HIS CHAN G"E,i %ROE%LS |SSUED PURSLIANT T (Spoeify authorny) THE (‘HANGES SET FORTH IN ITEM 14ARE MADE IN THE CONTRACT

cHgcotie |

B, THE M!O\.'E NLMBERED CONTRACT/ORDER 15 MODIFED TO REFLECT THE A[}MINISTRATNE GHANGES, (such a5 changes i paying offies,
aaproaretion data, gted SET FORTH IN (TERL 14, FURBLIAMT TO THE ALITHCRITY DF FAR 431050,

VBT A AHREEWERTIE ENTERED I8 DORBUART 15 AUTHORITY OF,

Sy oo o peieatan ARd TandAny : ] . o
X MuLual Agroomr\nr of the Contracting Parties )
E. IMPORTANT: comvacer  [lamot (6 raquied o sign Ihis documam 2nd ratum L. copaslomeissuing fiics,
T4, FHERIPTION OF AVENDMENTIMOUIFIGATIGN forganizan by LTZF santan hoodings, inchwding savaiaanonTiest saluct melier wharm ag i)

Tax 10 Number: 0891-1608052

IRINS Number: 9€TA62263

The parpose of this medification is to add funds to Supplemental Custaomer Serwvices = Dasign
and Bevelopment of Enhancements CLIN 0019,

The contractor shall provide design and development of the OLE/FAMS enhancement in
aceonrdance with the attached TSA OLE & FANS requirement document version 1.4 dated Decembey
16, 2013. The price and sepvices associated with the dasign and development of the
anhancenent ara based upon Funding Option ene (1) of section 1.1.L1.1 of Concur's revised
gquote version 1.4 dated January 24, 2014 which is incorporated by reference.

Continned ..

Excepl as piovided henain, all lenms and condilions af the decumer! raferenced in llem 9A or 104, as heretofore changed, remeing unchanged and in full force and eifect,

18A, NAME AND TITLE OF BIGMER (Tigtd a¢ prinl) 18A, HAME _M\ID TITLE QF CONTRAZTING OFFICER (Tyne o phing)
\Jaw«b O c,,.({ G JIPC (? M Tsabal Roman-Cogswell
128 CONTHACTORIGT PERDR : 150, DATE SIGRED | 18B. URH JED STATES [PF 4M RICA 108G, DATE SIGNED
. REY ?
) [Sfpnudy of signaturs of Contaotig Ofved .
MEN PR 152,“9,5 i s’rmmnn FEIRM 30 [REVY, 10«83}
Prewioua adiipn nuseble

Pragenbed by GEA
FAR (48 DFRESS 243
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PAGE QOF
p

WAME OF OFFEROR QR CONTRACTOR
CONCUR T=ZCHNCLOGIES INCORLORAT=ED

ITER G
(&)

SUPPLIES/SERVICES
(B)

QUANTITY
(<)

LI
()

LNIT BRICE
()

AMCLINT
{F)

0acLe

11 other termes and conditions zemals the same,
Delivery: 08/ _8/2014
Diiweount Terms:
Nat 30
Delivery Location Uode: TIA40
FEDERAL AIR MARSHALL JERVICE -~ HYQ
24500 ORACLE WAY, SJZTE BO0O
Attar AMY E. FORD
FESTON va 201920

Paymant
JS Ceasl Guard Linanclal Cenler
P38 Commerolal [ovolces
PL.G. Box 111
Chesopeake WA 23327-4111
Accounting Lnlo:
SEALHIAGDILZ D LAMAAD L GGRGOIGT 3006 0061 7 LKL -61070000
OOOOGOIG-2510-18a DIREDI-DEL. TASE-D
Gl Resllratlon
Ferlod ol Performance: CGS/28/2013% Lo 06/,03,2027

Adc Ttew JCN19 as follows:
TLIN 00LY Supplenental Customer Services - Deslgn

ana Development of Zrharcerents.
FEP

(Bt

LT

()id)

(D)

MNSN 7543-0H-152-8087

QPTIONAL FORM 336 (4-86)
Spongargd by GHA
FAR (44 RFRY B3 1148




AMENDMENT OF SOLIITA TONMODIFICATION GF CONTRACT - GONTRACT 0 CLLE

2 AMENDMENTAMOIENRCATHN &0 3 EFFECTHE DATE 4 REQUISITOQNFP R UHATE RES NO
A — - - T ASCAFTTNGET
e 3es biock L6T 2-Z3I04FINGIT
f SLED BY GOEE oo POALBMINISTERED BY (¥ st than e £ CUBE oy

§ NAME ARD ADDRESS OF CONTRADTOR Mo, atoewy, soumiy, State ane FIF Cods BOLOITATEIN B

IWNCUEPORATELD

B0

1EE BATED

FACE 1Y 05T folansrudl

T3, THIE (T8 GNLY APPLIES TO AMEHDMEN S OF SULICTATIGNS
FREEes 35 B0 000 (0 HEM 14, Tne ol ana S8ie spaciiaa for teoeipt of Sflers iz mxtendad
£ g yNaaFaf Oy e o e 2 lmeng methody
o of T armenicy ST TI0E @ T U sutam Bo
{URE CF wOUR AZKROWA SRGEMENT 70 8E RTLE
o R T
AN OF GG MEReS

[ 7 s nLomooven E0hoie:
Tftur st #k ewindgs rees
2 ol Tl aru ooy o of (e s oodmiant (B Dy el e D

s qenendons ey ic e roor =nd fale rpccdina st solicd:

saparsie ‘efter or tsiegrem - ich scieder 2 wieran e to o 2olictatey arg amergme T sUIREErT
JPE PLALE PESIENATED UK THE RECERT OF OFFERST PR TC THE 0L AND BATS SPECIFE D Mar RESULT N REJSS
SATHEG B TTHD ITLITMERY 0 DR 58 10 SRS &0 CHET SEERoY SaDmited, such CHETGR gy B8 RCe T MESIrET OF iatey procioed saet o
E i 'tE A0ks NEaD end Bs gmasiment
$Ch AEH) APPROFRIATION ATA {
iie

13 THES [TEM ONLY APRLIES TG MODRFICATION OF CONTARACTSIORDERS, T NODIRES THE CONTRACTIGROER NG A% JESCRBED N TER .

W] i EGERA ) S0 b T aneniing Dok aret haks ez

sl Bet Laozd

e 518,000,070

THIS CHANGE GRIEDR F ISGUED PURSLANT 30, (Spechy suthomyl THE SRAMGES 3
CHROFR N IN TER 408,

s ART MADE 3 PHE CONDRACT

™

LECT ThE ARSINIST IATYE SR ANGEE 000 a5 <14ngss o payny Ao,
A HEFITY TF FAR 43 430

il

LR FRALTIORDER 33 MODIFED TARS

TRE ASOWE NURBCRED
BETFORTH m e8] 15 PURSUANTTO

dopronnoton gede, ait ) SETE

T OTHIS S ERENTAL ACREEMENT € FNTERED SNTO FURSUANT T a0 FORITY OF

o U EHER rOpeciy (ER of sB00lC aon 30T qufcrdyr

hy Maitnal Agrecment b the Jeanfrioting b

E, iNPCRTANT Comrsotor s nct O s smguined o sign shis doveanent ang L - COTIES 1 1A Estlrg oo,

GACNSYACT SUSREGT MERGT AReTe iDasiis

td SESURIPTION OF AwEMNBMENT:RMOCHICATICH Srganzad by UOF seolon headhas, fcludig soii

s R S N

andd aoodirions rema

lon Usenr TSALL

Excopt na Fray 2on eron ol ioims and cor s¥ons of #ho ocement tlorersed e e G s 19 3T ceewiciens crongaed, wmons ok ongod roin il fooa ars a¥Ech

£ ANT TITLE OF SIENER et o peat) A NAE AND TR O GONTRALTHG SFFS

e o r et

SED DATE BHGHED
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REFERENCE HO. OF DOCUMENT BEING CONTINUED

PAGE OF

CONTINUATION SHEET! ¢ L2 30 v0026/HE D801 -1 3 F= FTHO1 1/ PADQ S 2 2
HAME OF OFFERQR OR GONTRAGTOR
CONCUR TECHNOLGOGIES INCORPQEATED
ITEM N BUPPLIESSERYICES CUANTETY JUNIT LNIT pRICE AMOUNT
LA {3 (e W (B} (K
Attn: MICHAEL BYROWIEKY
hrlington VA 20598
Payment:
US Soast Guard Flnancial Canter
TSR Conttercial Invailces
.0 Box 4111
Chesapeake VA 23327-41211
Avccunting Infos
ETR1A5A000DZ014HCA0 L OGEOOOZTTO06400644 P IN 54040000
A0aGo0N0-2%40~TSA DIRECT-DEF. TASE~D
ok Destination
Period of Ferformance: 05/28/2012 to 06/03/2027
Add Ttem 000155 as follows:
Q0015A [CLIN 00154 - Reimbursable Travel 1 |0B 15,000.00 15,000,00
Base Poriod
Dalivery: 0372172014
Change ITtem QD015 to read as follows (amount shown
iz the total amount):
nocls Base Pericd Opticonal CLIN - Reimbursanls Travel N ] 35,000, O 0, o0

WTE CLIN Tetal = §50,000.00

Gbhligated under GLIN 00L5A = §1%,000,00
Bzlance to reach CLIN geiling = 335,000,00
Amount s 835,000, 00 {(Cetior Line Item)

N a0« 4 52 B06Y

CPTIONAL FORM 336 (4-86)
Spondone by G54
F&fR (48 GFRY 65110



AMENDMENT OF SOLICITATIONIMODIFICATION OF CONTRACT 1 CONTRACTID Gl PAGE “"| PAGES
o 2

2. AMENCMENTMODIFIGATION WO, 5 EFFEGTIVE DATE A REGUISITIONPLIRCHARE BED NG 5 PROJECT NCL (I applicabie)
PR . - . ol a3
PLOIGY Gee Zlock LAC 2114204FPTHORS
B IZBUED BY CODE |20 7. ADMINISTERED BY fif other than ffem 6; CODE |o L
QEELCL O ACQULE LT LOM Auman TAPLTAL & [PLNANCE
01 5 1ZTH STREET 0105 1Z2th St
ABRLINCTON WA 20593 A-lington VA 205828
& MAME AND ADDRESS OF CONTRACTOR (Mo, strmedt, coonty, States and £ Codsl () A, AMENDMEMT GF SOLICITATION MO,
CONCUR TECEXNOLOSEIESR INCORPCRATED
XRSB! |{b]{b; | B, DATED (SEL ITEM 17)
L8400 NE UNION HILL RD
VN[ GUEr L)
REDHMCNE WA 880525522 [ 122 MODIFICATION OF CONTRACTIORDER NO.
=< —33p—
GH =y Qa02e
HbTSD_—lj—F—FINCll
TS DATED [3EE ITEM 13)
CODE gl IE2 263 ‘mcmw CODE 05/28,2013
11. THIS ITEM ONLY APPLIES TD AMENDMENTS OF SOLICITATIONS
1 The above numbersd solivitation is smanded as st forth in em 14 The hour and date speafied for recaipt of Offgrs [Jig oxtandad,  [ls not sxtendad
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the golicitation or as amanded, by one of the following methods: (a) By completing
It B and 1%, and returning vopins of e amendment, (b} By acknowladging seceipt of thig srmandment on sach aopy of the offar submitted: ar (¢] By

separate Istter or telegram which includes ¥ refergnce to the solioitation and amendment numbers, FAILURE OF YOUR ACKNCWLEDGEMENT TC BE RECEIVED AT
THE PLAGE DESIGNATED FOR THE REGEIFT OF OQFFERS PRIOR TO THE HOWR AND DATE SPECIFIED MAY RESLILT IN REJECTION OF YOUR QFFER. IF by
virtLe of this artiendment you desire w changes an offer slready submitted, such change may be made by wlegram or letter, provided each wlegram of lethet makes
referanca to the solicitanan and this amendmernt, and is received pnor 1o the apening hour and date specified,

12, ACCOUNTING AND ARPROPRIATION DATA (If required) Net Inerease: |{b)(4] |
Seo Schedula

13 THIS ITEM ONLY APPLIES TO MORIFICATION OF CONTRACTSIGRDERS. 1T MODIFIES THE CONTRACTIORDER NO. AS DESGRIBED IN ITEM 14

_CHECKONE | A THIS CHANGE GROER IS IS5UED PURSUANT TO: rSpocify authority) THE CHANGES SET FORTH INITEM 14 ARE MADE IN THE CONTRACT
QRDER NQ.IN ITEM 10A

& THE ABGVE NUMBERED CONTRACT/QRDER 13 MODIFIER TG REFLECT THE ADMINISTRATIVE CHANGES {such as chonges i paying offie,
apmppraion date, ete ] SET FORTH IN ITEM 14, FURSLANT TO THE AUTHORITY OF FAR 43,103ch).

G THIS BUPPLEMENTAL AGREENMENT 13 ENTERED INTG PURSUANT TG AUTHERITY OF,

L) OTHER Dipocify type of modification and acthonly)

#, Mutual Agresmernt of the Contracting Parties

E. IMPGRTANT: Contractor [Disnet,  [Xis required to sign this dogument and return 1 copigs tg the issuing office,

14 QESCRIFTION OF AMENDMENTMOOIFICATION {Organized by UCF sochon Boadigs, inaueg sotciationsostroct suiyect matter whong feasibli. )

Tax 0 Numper: 9L-160870%2

BUNE Mumbzer: RBBT2AR2205

The purpoze of this modification Ls 2o fully Fund Coricenal CLINLOQLY? - Supplemental
Customer Services Dedicabted Tier L Supoort, deczhlligate funds from CLINOOLSA Supplemental
Cuaslerer Services - Wrhanserents ard charge Lhe COBE deslonablion.

s,
e

Cptional CLINLODLS is hereby exerclsed. The period of performance of Optisna. CLINLCOLD
Jure 4, 2014 to Jure 3, 20150 CLINLOO12 is fully funded ag indlcated in Lline izem 10313
wf thds eodificatlon,

o
o

- N (1) .
B. Unexpended furcs in the amosunt wr{J{j from CLINIAOLSA - Bupplemental Custower

Corlorued L.,

Except as provided herein, all terms and conditions of the document referenced in ltem 94 or 104, as heretofore changed. remains unchanged and in full forse and effect.

T1EA NAME AMD TITLE OF SIGMER {Tkpa ar pring 164, NAME ANC TITLE OF CONTRACTING GEFICER (Tyoe or pritd)
Isabel Roman-Coygswell
158, CONTRACTORIOFFERDR 150 DATE SIGNEDR 168 UMITED STATES OF AMERICA 160, DATE SIGNEDR
(S ateara Gf Qarson suthicr s i sigol (Signaivrg of Contracingy Ol
NEN TH40-01-152-8070 STANDARD FORM 30 (REV, 10-83)
Frgyvigls aditinn unusable Frpgaribed by GHEA

FAR [48 CFR) 53 243



REFERENGCE MO, OF DOCLIMENT BEING COMTINUED

CONTINUATION SHEET| ...
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PAGE QOF
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[

NAME OF QFFEROR QR CONTRACTOR

CONCUOR

TZCHNCLOGIES INCORLORATZED

ITER G
(&)

SUPPLIES/SERVICES
(B)

QUANTITY
(<)

LI
()

LNIT BRICE
()

AMCLINT
{F)

OO0 e

Jervices - EBnhancements are hereby deobligated.
&2 a result, =he obligatior under CLINICOLS5A ‘=
dwoeby decredsed frar |mﬂ4) ILy|®NM Jeo
{ICY!

Concwy Technoloqles (herelralier canled Lhe
Connractor) orf hilsz assignees, L[ any, Lhe
conLeastor upen paynent of Lhe said sum Dy Lhe
United Slates of Amsrica (hersinafler called _he
Covernmenl), does hereby remliszse, releaszs, and
discharge the Governmrent, Lus ollicers, ajenls,
and emploveas ol and [rom all liabililies,
chiligallong, ola.mg, and demands whatlsoever wnder
croarisiog Ceom CLINCODL9A, excepl: specilled
claims In slzied amounls or In eslimaled amwounls
whets agsesd upon Delwesn Lhe conlraclor and whe
Zovgrnmenl., as [ollows: None.

.
(COR) ddentificed in Sccticor TIT. Contractivg
cffloor's Roprosontarive (COR) and Tochrdical

Tho Cortracting Officor's Reprosontative

Manttorg, 1% changed to Michacl Coolay,

{0}(B)

(b)) [ehane number 571-227

D. Tke total amount of funding obligated to date
inoreasas £rom [ IbylWH@ | r=

(L)

All other terms and conditions are anchanged.

Discount. Tenms:
Nal 3G
Fayment:
Ji o Ceast Guard inanolal Canlar
LA Commerelal Involces
Lo, Box L0
Chesapease VA Z3327~-4111
I'CLEr Degliration
Perlod ol Perlosmance: CH/72872013 Lo 0670372027

Change Thew J00192 a0 road as follewsarount

showr is thoe total amourt)
Zase Pericd Optiocnal CLIN - Supplemsrtal Customer

Service - Enhancemsnts

Dexlivery Locatrion Code: TSR
FINANCE & ACDMINISTRATION

01 5 12TH STREET

Attt MICHARL BYROWIEY

LTI L

fh)id]

fh)id]

(D){4)

MNSN 7543-0H-152-8087

QPTIONAL FORM 336 (4-86)
Spongargd by GHA
FAR (44 RFRY B3 1148




CONTINUATION SHEET REFERENGE NO. OF DOGLIMENT BEING CONTINUED PAGE  OF
GE-330-Y0026/ 481501 -13-1-FINDLL/PUN0G] 3 3
NAME QF QFFERQR QR CONTRACTOR
CONCUR TEZCHNOLOGIES INCORLPORATZD
ITEM NG SURPLIESSERVICES QUANTITY [URIT LNIT BRICE AMCLINT
(&) LB LSS I (A0)) (¥ {F)
BRLINGETON VA 20593
aecosenting Infor
STEL3MAC0OD2D L3TTSOLRGRCOOCTTO0ELA0E400FO~64040000
O00QCOI0=2R10-TER LOREUT-DEE. TASE-D
Change Llemw 10019 Lo read as [01l0ws (amounl SH0wh [GICH!
s ouke total amounl): e [GHEY)
19014 Bann Poricd Opticna’l CTIN - Supplomettal Sustomor B

Service - Dodizatod Tier 1 Support (Congur Si7g)
{The Mastor Contracs rate ig [OR4) The pr.ac

‘n oche TER Unit Prigo coluwn rofloons the
disgount off the Mastor Cortragh rato oxtovded to
TEALG) Optionza’ - June 4, 014 - June 3, 2015,

NTE CLIN Tata® - |0 |

(b))

Dellvery Lovcarion Codey THALY

FINANCE & ADMINISTRATION

701 3 1ZTH STREET

Attt MICHAEL BYARCWSRY

Arlington VA 20598

aecosenting Infor
STRLASARDODZD AT TNl ERC0 NGy 700640064 00FD-6404Q000
00QGDA0-2R10-TEA DIRECT-DEF., TASE-D

Fund@d:ﬁmm) |

MNSN 7543-0H-152-8087

QPTIONAL FORM 336 (4-86)
Spongargd by GHA
FAR (44 RFRY B3 1148




AMENOMENT OF SOLICITATIONIMODIFICATION OF COMTRACT

1 CONTHRAGT ID GO0E

FAGE OF PAGES
1| 2

2 AMENDMENTIMDOTFICATION ND, 3 EFFECTIVE GATE 4, RECANSHONFLRCHASE REQ. NG 6 RROJECT NO. if apoicabie)
POOAGS Sae Block 160 2413203FINGT]
B ISELED BY CORE |5 7 AOMINISTERED BY (ff other tian Hom 6) CODE Io 1

OFFTCE QF ACQUISTTION
Y0l S 12TR STREET
RELINGTOR VA 20594

HUOMAR CAPITAYL & FINANCGE
701 § 1Z2th 3¢
Arlington VA 20598

. NAKIE AN ADDRESS COF CONTRAGTOR (Ne | strear, colnty, Stam ant 2o Cata)

CONCUR
Attn:
18400 W& UNTON HIDL BD
REDMOND WA 9805237327

INCORBPORRTED

A, AMENDOMENT OF SOOCITATION NO,

06, OATED (SEE ITEM 11}

CODE  ggt269563 FREILITY GODE

T3, VA8 I TEW-ONLY ARPLTES TO A

HETS0L-123=F-FIN0L)

1048, MODIFICATH FGONTRACTIOROER NO.
K- §%~Y08%%

108 DATED (BEE FEN 13
0%/28/2013

MENDME LI}

|I'The above nunibered solicitalion is arnended as set forth In llem 14. The hour and date specified for recalpt of OMerg

[Tis extended.  [1i¢ ndl extanded,

Oifera my st ackaowledye 1wcelpt of this amendmant priar (o the nour and gats spacifiad in tha solicltalion or 5 amondad, by sre of the foltowing melbods; (2] By compleiing

lterms B amd 15, ant tehuting

wopiea of Ihe amendment: (b} By acknowledging recsipt of Ihis amandnient on wach sopy of the oifer submitted: ar (¢} By

Sapaie [eter ar GE)ram which Inclutes a eaference Io the salicilalion and amandment numbers, FALURE OF YOUR ACKNOWLEDGRMENT TO AR RECEIVED AT
THE PLACE (ESIGNATED FOR THE RECEIRPT OF QFFERS PRIOR TO THE NOUR AND DATE SPECIFIED MAY RESULT IN BE IECTHIM QF YOUR DFFER, oy
virtua of thin amandmeni you dasics te changs an offer already submilted such chenge may be made by lelegram ar tetler, provided aach telagram er latter makes

rafecenoe o he soticiialion ang iz amendment, and la recelvad grior to the apening bour and date soecilied,

12 ACCOUNTING AND AFFROPRIATION DATA fif requirad)
Sae sohedule

13 THIS ITEM QNLY ARPLIES TO MORIFICATION OF CONTRAGTS/ORDERS. T MORIFIES THE CONTRAG TIORDER ND, AS DESGRIBED IN (TEM 14.

SHECK OME | A THIS CHANGE ORDFR F‘i IGSUED PURBUANT YO fSpecity suthorly THE CHANGES SET FORTH IM1TEM 14 ARE MADE IN THE CONTRAGT

CIERIER MO TN ITEM

BLOTHE ABOVE NUMBERED DOMTRACTIOBDER 15 MODPE0 T REFLEGT THE ADRMIM STHRATIWE CHANGE S (sush 86 shanges in paving office,
apprapnation date. ste] SET FORTH INFTEM 14, PURSUAMT TO THE ALTHORITY OF FAR 43,303(h).

G THIS B PR ER AT ACREBEN T T B ERED IR0 BURGTANT T R THORITY 61

BrSTHER [5paciy Gpe of Modiin AR And aLhonfy

% Mutiual Agreament of the Contracting Pavtles

EIMPORTANT:  Gontiactor izngt.  ixlis required to sign thle dooument snd rebrm ! eapies (2 ihe issuing office.

14, DESCRIPTION OF AME\IDMENTIMOD}FLCATION fOrgamzed by UCF seclion h
Tax ID Numier: 91-3i60805%
DUNS Nafdbor! 867262263

dings, inelucing So OO PR SLTRAE matter wihbr feasibli.)

The purpose of this modificarion is to change de delivery date of the OLE/FAME enhancenent

te Deacember 31, 2014,

1. The uonteactor shall provide Option A and Option # gervices from Concur's Mitigation
Plan submilied op 4/11/2014 in acecrdance with the abttached Cencur Proposal to TSA for
FAMS/OLE Enhancemsnt Delay Version 3.0 dated May 9, 2014.

2. The cantractor shall provide a monthly report of all TSA voucher fees wa., FAMI voucher
pracessing fees that wers walved in accordance with the attached Concur Proposal to T8A for

Cantinued

Exvept ag provided herain, all tarme and conditions of the document referénesd in Ikt BA or 108, 85 haratafare changed, remalng uichanged and in full tarte acd effert,

A, Nm-‘l'ﬁf ANETITLE QOF SIGNFR [Type ar prinl

“‘\C‘*WS /A Lwcw-( SV’P

Is,a . Roman- c@gw)all

f&A NF\MEE AN TITLE OF CONTRACTING QOFFICER (Type nr pong

158, CONTRAGTOR/DFFERBR

156, DATE SIHED

186, UNHE/STMFS Fi\?1E,kICﬂ\
vﬂj | R ydn

1519nafurs- ul C‘M! g ()

{)m: ainEu

W@i 5015

i

¥
¥
]

20 (&

NSN 7540-01- 1628078
Pravigws ediion ynusohle

e e N

GTANDAFI[) FORM 30 (REV, 10-43)
#regeiibed by GRA
FAR (4 CRR) $4.243

{4
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REFERENCE NG. OF DOCUMENT BEING GONTINWVED gtels OF
CONTINUATION SHEET| . 335-v0026/HSTS01 =1 2-F~E 1§01 /PO000S 2 2

NAME CIF OFFRROR OR QONTRACTOR
CONCUR FECHNOLOGTES INCORPORATED

TEM NO. SUBPLIES/SERVICES GUANTHTY Jura T URIT PRICE AMOUNT
(A) (B oy fm {#1 1Y
PRMS/OLE Enhancement Delay Version 2,0 dated Way
B, 2014.

Z. The contractor shall walve all FAMS & OLE CGE
voucher-progessing fees (CLIN 0002ZAB) until
Deccmper 31, 2014 or until the QLE/FAMS travel
enhancoment 1s promoted to the TSA C6E Pruduction

Environmentin aceordance with the attached Cobour

Proposal to 13A for FAMS/OLE Enhancement Delay

version 3.0 dated May 9, 2014.

ALL other terms and conditions remain the gane.
Fayment :

Us Coast Guard Pinancial Centcer

TSA Commercial Inwices

.00 Hox 4131

Chesapsake VA 23327-411)
Feriad of Performance: 05/28/2013 to 0B/03/2027
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A .

2, Concur Techoologies will provids, at its own
expangs, two (2 dedicared TEA vetted and
axperiensed Customsr Zugporkt Ssrvige poersonnel
for 30 devs starsing July 7, 2014, The personnel
wWwill provide ewperiencad all supponl for Lhe
field aznd provide system expertise Lo the currant
FAMS call center parsonnel specifically
addressing chs workaround Options A and B as well
a3 any other gquestions. The positions shall be
Located in Reston.

3. Cencury Technzlogies shall provide The FAME/OLE
anhancgement nao later than Decembar 31, 2014 in
peoorvdancae with the Copgur's Proposal to TSA for
FAMS/DLE Enhancement Delay Version 3.0 dated May
5, 214, FAME/OLE personnel shall be propsnly
trained in the uase of the énhancement befora
ahhancement is promoted o vhe P33 CGE Productiaon
Enwironmant,
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hall waive all FAMS & OLE CGE voucher-processing
feea {CLIN AG02AR) wuntil Vecssbay 31, 2614 on

til the DLE/FRMS fravel snhancement 135 promoted
to the TEA CGE Production Envirchment in
accordance with Concur Technologies Proposal to
PSA for PAMS/OLE Enkancement Delay Version 3.0
cavad May 9, 2034,
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