
 

CYBER RESILIENCE REVIEW 
 
The Cyber Security Evaluation program, within the 
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planning, managing, measuring, and defining cybersecurity 
practices and behaviors in the following ten domains: 
 

1. ASSET MANAGEMENT 
2. CONTROLS MANAGEMENT 
3. CONFIGURATION AND  CHANGE 

MANAGEMENT 
4. VULNERABILITY MANAGEMENT 
5. INCIDENT MANAGEMENT 
6. SERVICE  CONTINUITY MANAGEMENT 
7. RISK  MANAGEMENT 
8. EXTERNAL DEPENDENCY MANAGEMENT 
9. TRAINING AND  AWARENESS 
10. SITUATIONAL AWARENESS 

 

The CRR seeks participation from a cross-functional team 
consisting of representatives from business, operations, 
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RELATIONSHIP TO THE NIST 
CYBERSECURITY FRAMEWORK 
While the CRR predates the establishment of the National 
Institute of Standards and Technology (NIST) 
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practices and capabilities in the NIST CSF. 
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W TO CONDUCT A CRR 
Organizations have two options in conducting a CRR: a self-
assessment available free for download from www.us-
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he CRR, whether through the self-assessment tool or 
facilitated session, will generate a report as a final product. 

The report contains each of the questions and answers 
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under the DHS Protected Critical Infrastructure 
Information (PCII) Program [www.dhs.gov/pcii]. 
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W DO I REQUEST A REVIEW? 
To schedule a facilitated CRR or to request additional 
information please email the Cyber Security Evaluation 
program at CSE@hq.dhs.gov.  To obtain the CRR self-
assessment materials visit the webpage at www.us-
cert.gov/ccubedvp/self-service-crr. 
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